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ELECTROMAGNETIC SHIELDING

ELECTROMAGNETIC SHIELDING
GENERAL ASPECTS

Electromagnetic shielding represents a way to limit the emis-
sion levels of electromagnetic (EM) sources or to protect peo-
ple or electrical and electronics apparatus and systems
against possible effects due to external EM fields. Very often
the need for electromagnetic shielding relies not only on func-
tioning motivations but also on the constraints associated
with the compliance with standards that fix the limits of
emission for various classes of apparatus and systems. Such
limitation or protection is generally obtained by means of a
structure, often but not necessarily metallic, named the
shield. The shield performance depends on its geometrical
and electrical parameters and on the characteristics of the
unperturbed EM field (i.e., the EM field that would exist with-
out any shielding structure, often referred to as incident).
Various constructive peculiarities affect the performance of
the overall shielding system. On a theoretical basis, the shield
configurations may be closed or open, depending on whether
the source and the (potential) victim are completely separated
or not by the shield. The most important factors in determin-
ing the performance of a shielding structure are the geometri-
cal configuration and the thickness of the shield and the ma-
terial, generally characterized by the values of conductivity o,
permeability u, and permittivity e. Also very important are
the so-called discontinuities of the shield such as junctions,
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seams, gaps, and apertures, which are always present in
practical configurations.

The performance of a shield configuration is often ex-
pressed synthetically in terms of shielding effectiveness (SE),
which is defined by the IEEE dictionary and by military stan-
dard MIL-STD 285 as the ratio of electric or magnetic field
strength at a point before (E' or H') and after (E or H) the
placement of the shield between a given external source and
the considered observation point. In terms of Cartesian coor-
dinates (x, o, 20), the following expressions apply:

_ E(xy.90.20)
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SE (1a)

SE, (1b)

These two figures of merit are usually expressed in decibels,
as

Ei(xy, 0, 20)
E (x4, 59, 2¢)
Hi(xo,yo,zo)
H(x0,50,20)

SEg 4, = 201logy, (2a)

SEy qp, = 20logy, (2b)

In the case of sinusoidal sources the electric and magnetic
field are expressed as root-mean-square (rms) values in the
preceding expressions.

The performance of a shield is characterized also by the
shielding factor (SF), which is defined as the ratio (in decibels)
of the total electric or magnetic field on the two surfaces of
the shield:

Et(xy,y1,27)
E°(x9,¥5,29)
H%xq,51,21)
Ho(xy,y5,25)

SFg ap) = 201og; (3a)

SFy ap, = 201og;, (3b)

where superscripts t and o denote the transmitted and the
outgoing fields, respectively, at the first and from the last
shield interface. The points at which the fields are evaluated
are denoted by the Cartesian coordinates (xi, y;, z;) and (xs,
Y2, 29), the latter being along the direction of propagation in
the shield medium through the former.

Figures 1 and 2 show the configurations leading to the
evaluation of SE and SF, respectively. Both these quantities,
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Figure 1. System configurations for the evaluation of the shielding
effectiveness SE.
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Figure 2. System configuration for the evaluation of the shielding
factor SF.

SE and SF, raised some criticism basically because of the
problems occurring during their experimental determination.
In fact, when measuring the shielding effectiveness SE, the
shield may affect the electromagnetic field produced by a real
source in the near field. This phenomenon is due to the cur-
rents induced on the shield surfaces and may affect measure-
ments by several decibels. On the other hand, the shielding
factor SF also cannot be measured easily due to the practical
difficulty in placing field sensors on the surface of the shield.
The sensors themselves are of finite dimensions and perturb
the field distributions. The need for significant but measur-
able quantities is of paramount importance in the shielding
practice, making it possible to verify predictions experimen-
tally and to design shielding structures as well as to promul-
gate standards.

Shielding theory, including analytical formulations, has
been well developed in order to obtain guidance in practical
problems and to grasp deeply the key factors upon which the
whole electromagnetic problem turns. For the great difficulty
of handling real configurations by means of analytical expres-
sions, the analysis of the SE of closed structures is generally
performed, either in the frequency or time domain, by using
numerical techniques. This may require large computational
efforts, depending on the geometrical configuration, the char-
acteristics of the shield material, and the source type, the lat-
ter aspect being the starting point of every shielding consider-
ation.

ELECTROSTATICS

An electrostatic field may be easily shielded by means of a
conducting enclosure since the charges, which are free to
move on the enclosure surface, provide a complete or partial
cancellation of the external field when the shield configura-
tion is, respectively, closed or open. The shielding mechanism
is represented by the spatial distribution of the charges on
the enclosure surface, which tend to cancel the incident elec-
tric field, as depicted if Fig. 3. Real enclosures present aper-
tures that may diminish the SE; in order to have an estima-
tion of the SE provided by a conducting shield having a

Figure 3. Electrostatic shielding provided by a conductive shell.
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Figure 4. Electrostatic shielding provided by a planar shield with
an aperture.
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circular hole of diameter d, the following expression may be
considered for a uniform incident field valid at a point P lo-
cated at a distance r from the center of the aperture, far
enough compared to d, from the center of the hole, as shown
in Fig. 4:

3
SEj qp, = 201og;, <6n ;—3> )

The expressions valid for different shapes of the apertures
may be found in Refs. 1 and 2.

MAGNETOSTATICS

It is generally much more difficult to shield magnetostatic
fields than electrostatic fields because no free magnetic poles
exist to counteract the source field. A static magnetic field
may be reduced in a prescribed region by means of the fol-
lowing:

1. An active system that is able to produce a magnetic
field as opposite to the external one as possible

2. A ferromagnetic shield, which, offering a preferential
path, is able to diverge the magnetic field from the inte-
rior region as shown in Fig. 5

&

Figure 5. Magnetostatic shielding provided by a ferromagnetic
material.

3. A superconducting shield that is able to expel a static
magnetic field (3), such an exclusion being practically
complete. Even though problems of flux trapping may
exist, superconducting shields are highly effective
against static and low-frequency magnetic fields.

The second solution is often preferred because of economical
and practical reasons, even though the other two ways of
shielding a static magnetic field have been implemented.

The magnetic field H™ inside a hollow spherical shield by
means of a ferromagnetic material may be expressed analyti-
cally as a function of the external uniform static field H** (4).
In the hypothesis of constant magnetic permeability, the in-
ternal field is uniform and the following expression can be
used:

Eout 9 y d\?
W—l-F Q_Mr('ur_l) (E) (5)

where u,, d, and R are the relative magnetic permeability, the
thickness, and the external radius of the shield, respectively.
Different shield shapes will result in a distortion of the inter-
nal field and no analytical expressions are available; however,
an approximate equivalent radius can be estimated. For in-
stance, the value giving the best approximation for the mag-
netic field in the center of a cubic shield is that corresponding
to a sphere of the same volume (5).

An analytical solution is also available for the ideal con-
figuration of an infinite cylindrical shield in a uniform field
transverse to the shield axis (4):

_ 1 o _12(")
= [(ur+1) (tr — 1) (R)] (6)

where r and R represent, respectively, the inner and outer
radius of the cylindrical shield. For real cylinders of finite
length, Eq. (6) is a valid approximation only if the length of
the shield is much greater than its diameter.

Hout
Hin

ELECTROMAGNETICS

When the electric and the magnetic fields are coupled via
Maxwell equations, another mechanism that can increase the
shield is present, because time-varying magnetic fields give
rise to induced currents the effects of which tend to oppose to
their cause. Of course the shielding mechanisms described for
static fields are still present, with the importance of the vari-
ous contributions being dependent upon the frequency, the
thickness, the conductivity, and the magnetic permeability of
the shield as well as on its transverse dimensions. The solu-
tion of the shielding problem can be obtained by considering
various approaches, which may be cast into two main classes:
analytical and numerical. Among the analytical methods used
to solve shielding problems, the most relevant and successful
are the direct solution of the Maxwell equations governing the
system and the so-called transmission-line approach, pro-
posed by Schelkunoff (6).

Direct Solution of Maxwell Equations

The direct solution of the equations governing the shielding
problem is available only in a few simple configurations. How-
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Figure 6. Shielding of the electromagnetic field due to an infinite
wire current by means of a planar shield.
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ever, some relevant cases with reasonable assumptions may
be studied in this way. Moreover, such exact solutions may
serve as a reference for other methods and thus represent
a fundamental tool in shielding analyses. Among the system
configurations for which an analytical solution of the Maxwell
equations has been found, there are those depicted in Figs. 6
and 7. Other relevant configurations are analyzed in Refs. 7
and 8. Also, the ideal configuration of a planar shield of infi-
nite extension and illuminated by a plane wave admits an
exact solution, as will be described in detail subsequently.

Infinite Line Source—Infinite Conducting Plane. Without the
shield, the electric and the magnetic fields in free space due
to an infinite wire current are given by the following expres-
sions in cylindrical coordinates (9):

E. = —I“ZH (Bp) (Ta)
H,=-1 ‘%H{”(ﬁp) (7b)

where w is the radian frequency of the sinusoidal current in
the wire, HY and H? are the Hankel functions of the second
kind of order 0 and 1, respectively, and 8 = w/c is the phase
constant, with ¢ the field propagation velocity in free space.
When the shield is applied, the problem is solved in terms of
magnetic vector potential in the three regions above, inside
and below the shield, as shown in Fig. 6. The magnetic vector
potential only has the z component. In the hypothesis that
displacement currents in the shield may be neglected by im-
posing the continuity of the normal component of the mag-
netic flux density and the continuity of the tangential compo-
nent of the magnetic field, the magnetic vector potential
beyond a shield of thickness d is obtained (10) as

A (ry) = 2u0l /°° A(a)e* ¥ dDe=eh cog ()

T Jo

(A () + prale*@d — [A(a) — pyale—*@4d do
(8)

where AMa) = Vo? + jouo and I is the rms value of the sinu-
soidal current flowing in the source conductor. Then, the mag-
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Figure 7. Shielding of the electromagnetic field due to the current
flowing in a circular loop by means of a planar shield.
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netic and electric fields beyond the shield are readily ob-
tained, and both SE and SF easily computed considering that

Hx,y) = iV x A(x,y) (9a)
Ko

E (x,y) = —joA(x.y) (9b)

Current Loop Source in a Plane Parallel to an Infinite Planar
Shield. The analysis procedure to solve the configuration
shown in Fig. 7 has been presented in Ref. 11. The electric
and magnetic fields due to the source in free space are given
in cylindrical coordinates as

. 7 oo
E, = _M/ 2 Ty (arg)d, (@p)e”0*da (10a)
2 0 To
I'OI o —1,2
H, =5 | aJi(ary)dy(@p)e v da (10b)
0
i oo 2
H. =% / =, (arg)Jo(@p)e” 0" da (100)
2 Jo 7

where 7, = Vo2 — w’ue&, Jy and J; are the Bessel functions of
the first kind of order 0 and 1, respectively, r, is the radius of
the loop source, and I is the rms value of the sinusoidal cur-
rent flowing in the loop. These expressions are valid when the
current in the loop may be considered uniform, that is, it does
not vary with the angle coordinate ¢. When the shield is ap-
plied, the analytical solution may be found in Ref. 11, and the
following expressions hold for the electric and magnetic fields
beyond the shield:

. * Cart et a—(r—tyd
E, = —ZquorOI/ —5Ji(ary)J(aple”0* %)y (11a)
0 T

0
®
H, =2r,I / 2T T, (arg) Jy (ap)e~ 0 =04y (11b)
0 To
e 2
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0 T
where
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T 2 T 2 !
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To To

Other geometrical shapes of relevant practical interest are
the spherical and the infinitely long cylindrical shield in a
magnetic field that is uniform before the insertion of the
shields. Under the assumptions that the shield thickness is
much smaller than the shield radius and that the shield ra-
dius is much smaller than the wavelength of the electromag-
netic field, the following two expressions hold for spherical
and cylindrical shields, respectively (4),

Hout 1 2 .
Hout 1 1 .
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where y = Vjouu.o, A = yro/u,, and d and r, are, respec-
tively, the thickness and the mean radius of the shield.

Transmission Line Approach

This method was initially introduced with reference to a
plane wave impinging with a normal angle of incidence on an
infinite planar shield and successively extended to cope with
other source and shield configurations. The method is based
on the analogy existing between the equations governing volt-
age and current in a transmission line and those describing
the electric and the magnetic field propagation inside a pla-
nar shield subjected to a plane wave, as shown in Fig. 8. Con-
sidering a sinusoidal field source, the problem may be solved
in the frequency domain, provided that the shield material is
linear. For a normal angle of incidence of a plane wave having
only the y component of the electric field and the z component
of the magnetic field, Maxwell curl equations governing the
field propagation through the shield become

9By _ _juuH, (13a)
dx

dH, .

= + jwe)E, (18b)

It is readily recognized that the equation system (13) de-
scribes the electric and magnetic field propagation as well as
the voltage and current propagation in a transmission line,
when reading voltage and current instead of E, and H,, re-
spectively, and substituting jou and o + jwe with the per-unit
length impedance and admittance of the line, respectively.
The electric and magnetic fields inside the shield material,
E,(x) and H.(x) at the generic distance x from the first inter-
face between air and shield are expressed as functions of the

corresponding quantities at x = 0:
E,(x) = E,(0) cosh(yx) — nH, (0) sinh(yx) (14a)

H,(x) =— %Ey (0) sinh(yx) + H,(0) cosh(yx) (14b)

where 7 is the intrinsic impedance of the shield given by

. 1/2
= <a+jwe>

(15)
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Figure 8. Shielding of a plane-wave electromagnetic field by means
of a planar shield.

and vy is the propagation constant of the electromagnetic field
inside the shield:

y = ljou(o + joe)]'/? (16)
The system is solved by applying adequate boundary condi-
tions. Usually, such boundary conditions are applied consider-
ing the continuity of the tangential components of the electric
and magnetic field incident on the shield surfaces, which are
also the only components propagating through the shield by
virtue of the Poynting theorem. In the considered configura-
tion, they read

E,+E;=E; atx=0 (17a)
H -H'=H' atx=0 (17b)
E!=E; atx=d (17c)
H'=H’ atx=d (17d)

where the superscripts i, r, t, and o denote, respectively, the
incident, reflected, transmitted, and outgoing fields. The inci-
dent field is due to the source alone, the reflected field is due
to the contribution of the induced currents on the shield sur-
face, the transmitted field is the field propagating through
the shield medium, and the outgoing field is passed behind
the shield.

Uniform Plane-Wave Field Source. A uniform plane wave is,
by definition, a wave in which the electric and magnetic fields
are perpendicular to each other, their direction of propagation
does not vary in time, and their amplitude is constant in
space and in time. It is of course an idealization because the
EM field produced by real sources must decay in space, but if
the observation point is very far from the real source, that is,
if its distance is much greater than the wavelength of the
electromagnetic field, the uniform plane-wave assumption is
quite realistic. In a plane wave both incident and reflected
electric and magnetic fields stay in a fixed ratio, which is de-
fined as the wave impedance Z, of the EM field:

Ei E? E?°
y y y 1<) ~
=2 =2 =2 = [Z2 1207 Q2=377Q
H, H; H €0

Equations (17b) and (17d), prescribing the continuity of the
tangential components of the magnetic field, are multiplied
by Z,, and the results are added to Eqgs. (17a) and (17c¢), re-
spectively, in order to find the relationships between the inci-
dent and the transmitted fields at the two shield interfaces:

Zy, (18)

(19a)
(19b)

2E;,=E;+ZWH; atx=0
O=E;—ZWH; atx=d

In this way the reflected fields, which are generally unknown
and not always easy to evaluate, do not appear in the bound-
ary conditions. It is evident that Egs. (19a) and (19b) are for-
mally identical to those valid for a real voltage source and a
simple load impedance, allowing the use of the analogy with
a transmission line also as concerns the boundary conditions.
In the case of a uniform plane wave presenting an oblique
angle of incident on a shield surface, the problem may be
solved by considering that an arbitrarily oriented wave may



be split into various waves, each formed by the orthogonal
electric and magnetic field components propagating along dif-
ferent directions (12). The use of the superposition principle,
provided the shield material is linear, allows for an easy real-
ization of all the possible physical situations. It is worth not-
ing that, with reference to the coordinate system shown in
Fig. 8, the two waves constituted by (E,, H,) and (E,, —H,)
propagate toward the shield and have to be accounted for in
shielding analyses, the other waves being responsible for a
sliding in directions parallel to the shield. Thus, two wave
impedances are considered to extend the previous formulation
to the oblique incidence case:

E
Z,= fTi (20a)
E,
Z, == 2
w2 Hy ( Ob)

These two wave impedances are used to impose the boundary
conditions (19a) and (19b) and allow the evaluation of the to-
tal electric and magnetic field components transmitted be-
yond the shield.

Near-Field Sources. In order to analyze the performance of
shields against near-field sources, it is useful to introduce the
elementary EM field sources known as the electric and the
magnetic dipole. Although these sources are ideal, that is,
they do not exist in the real world, nevertheless the EM field
they produce is easy to determine and very similar to that of
some common real sources. The EM field produced by these
sources depends strongly on the distance r from the observa-
tion point. In fact, the amplitude of the electric field due to
an electric dipole is expressed, in spherical coordinates, as the
sum of three terms depending on 1/r, 1/r%, and 1/r%, respec-
tively, whereas the magnetic field is function of 1/r and 1/r?
only:

I(w)L
47

1 1

— —Jjpr
2 cos(0) <r2 + j,8r3)e (21a)

Ei(rw) =y X
€o

i _ i l@)L . B 1 ipr
E\(rnow) = P s1n(9)< —tat jﬂr3>e (21b)
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H;(T‘, w)=0 (21e)

H,(ro) = % sin(6) (%’3 + %2) e IPr (216

where I(w) is the current flowing in the elementary source of
length L. Therefore, at points far from an electric dipole (far-
field region), that means at a distance r from the EM source
much greater than the wavelength A, the term proportional
to 1/r prevails in both the expressions of the electric and mag-
netic field, so that their ratio, representing the wave imped-
ance Z, at a distance r, assumes the same value of a uniform
plane wave, that is, 377 (). In contrast, in the near-field re-
gion, where r/A < 1, the terms proportional to 1/7° and 1/r?
are the dominant ones in the electric and magnetic field ex-
pressions, respectively. Consequently, the wave impedance
Z,, is a function of the position and of the frequency; its value
is generally greater than 377 ) and the electric dipole is
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termed the high-impedance source. Magnetic dipoles present
characteristics that are dual with respect to electric dipoles.
The amplitude of the radiated magnetic field is expressed as
the sum of three terms depending on 1/r, 1/r?, and 1/r?, re-
spectively, whereas the electric field is function of 1/r and
1/r? only:

Einw)=0 (22a)
Ei(rw)=0 (22b)
Ei(rnw) = el @A 6 (j—ﬂ + i) e I (22¢)
4 r o r2
. _ JBI(w)A 11\
H.(ro) = e 2cos(0) (r2 —+ jﬁr3>e (22d)
i _JBl(wA . JB 1 _jipr
Hy(rw) = 0 sin(8) (T + = 4 jﬂr3>e J (22e)
H(rnw)=0 (22f)

where I(w) is the current flowing in the loop with surface A.
In the far-field region, the EM field is characterized by the
free-space wave impedance. Conversely, in the near-field re-
gion, the terms proportional to 1/7° and 1/r? are the dominant
ones in the magnetic and electric fields, respectively, and the
wave impedance Z,, is lower than 377 (). For this reason, the
magnetic dipole represents a low impedance source.

In Fig. 9, the trends of the wave impedances of an electric
and a magnetic dipole are reported as functions of the dis-
tance, normalized by A, of the observation point from the
source.

These considerations are of great importance in extending
the transmission line approach to solve near-field source
problems. It should be noted that generally the electric and
the magnetic fields are not perpendicular to each other, and
the various components directed toward the shield, according
to the Poynting theorem, may be accounted for separately, as
described for the oblique incidence of uniform plane waves.
As with the considerations carried out for the oblique inci-
dence of a plane wave on a planar shield, the wave imped-
ances association with the various directions may be defined
and utilized to determine the field incident onto a prefixed
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Figure 9. Trend of the wave impedances associated with electric and
magnetic dipoles, as a function of the normalized distance from the
sinusoidal elemental source.
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shield surface. In fact, the boundary conditions may be im-
posed following the procedure described for the plane-wave
source, provided that the electric and the magnetic fields are
considered space and frequency dependent (13).

Shielding Effectiveness Evaluation. In the case of uniform
plane waves, since the electromagnetic field amplitudes re-
main constant in space, SE; and SEy are numerically coinci-
dent. Moreover, the shielding effectiveness differs from the
shielding factor by a constant quantity. SE may be stated in
the following very compact form (14):

SE=A+R+B (23)

where the absorption loss A, reflection loss R, and the multi-
ple reflections coefficient B are, respectively, given in decibel
by

Agp = 201og;, le”| (24a)

Ryg = 20logy |(Zy + 1)*(4Zwn) | (24b)
Zy — 7))2 _

BdB =20 loglo 1- me 2yd (24C)

The absorption loss coefficient Ags is a function of the shield
characteristics only, and the reflection loss coefficient Ry de-
pends upon the mismatch between the wave impedance and
the intrinsic impedance of the shield. The multiple reflections
coefficient Bgz depends on both physical characteristics of the
shield material and on the incident field. The coefficient A4
can be put in the following simple form:

Ayp = 131.44f1ir0,d (25)

Different expressions hold for coefficient R for plane-wave
sources, high-impedance sources, and low-impedance sources,
respectively:

fix

Oy

(26a)

Ry = 168.1 - 201og,,

R,y = 321.7— 10logy, (#) (26b)

1
Ry = 20logy, (5.35 |ol 00117 [Hml 0.5) (26¢)
12%% Grfr

where w, and o, denote, respectively, the relative magnetic
permeability and the relative conductivity (with respect to the
conductivity of copper o¢, = 5.8 X 107 S/m) of the material.
Figure 10 shows the absorption loss coefficient A as function
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Figure 10. Absorption loss coefficient Ay, as a function of the shield
thickness, for various materials at 50 Hz.
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Figure 11. Frequency spectrum of the reflection loss coefficient R4
for various materials against a low-impedance source (permeability
assumed constant with frequency).

of the sheet thickness for different materials often used in
shielding electromagnetic fields. Figures 11 and 12 show the
frequency dependence of coefficient R of various materials
against low- or high-impedance fields, respectively. Figure 13
shows the frequency dependence of coefficient By in case of a
low-impedance source. It is worth noting that, in case of low-
impedance source, the reflection loss coefficient exhibits val-
ues increasing with the frequency, for copper and aluminum,
while for ferromagnetic materials it initially decreases and
then increases. In the case of a high-impedance source, the
trend of the reflection loss coefficient is always decreasing for
all the materials. The values of Rsz; are much lower in the
low-impedance source case, confirming the difficulty to shield
magnetic fields in time-harmonic low-frequency situations. It
should be noted also that the previous expressions are rigor-
ously valid for a plane-wave source impinging normally onto
a shield that is conductive, infinite, and planar. When ex-
tending the transmission line approach to waves with an
oblique angle of incidence, another hypothesis is necessary:
the electromagnetic field propagation inside the shield must
occur normal to the shield surface; this assumption is gener-
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Figure 12. Frequency spectrum of the reflection loss coefficient Ry
for various materials against a high-impedance source (permeability
assumed constant with frequency).



ally satisfied in consideration of the high values of conductiv-
ity, as stated by Snell’s law of refraction (9)

Yo sin(6;) = ys sin(6s) (27
where vy, and vy, are, respectively, the propagation constant in
air and in the shield medium and 6, and 6, the directions of
propagation of the electromagnetic field in the two media, re-

spectively. Details regarding the validity of the transmission
line approach may be found in Ref. 32.

Other Factors Affecting Shielding Performance. The methods
previously described are based upon the assumption that no
discontinuities (e.g., apertures, holes, junctions, seams, and
so forth) are present in the shield; nevertheless such a hy-
pothesis is quite unrealistic because intentional apertures for
various purposes and unintentional defects always exist and
may degrade considerably the real shield’s performance. No
general theory is available to account for such discontinuities;
however, some studies have been conducted to quantify the
EM field transmitted through intentional apertures of some
regular shapes. In fact, when the aperture is electrically
small and the shield is perfectly conducting, its contribution
to the EM field beyond the shield may be represented as that
due to a combination of appropriate elementar electric and
magnetic dipoles, located in the centre of the aperture with
the shield removed (1,2). Periodically perforated shields have
been also studied to some extent (15). Measured data and an
intuitive but approximate formulation have been also pre-
sented to quantify the effect of various types of discontinuity
in EM penetrable shields (14,16), extending the transmission
line approach. Figure 14 shows the two paths for the electro-
magnetic field to penetrate inside a shield with a discontinu-
ity. Since the two paths are present simultaneously, the total
electromagnetic field beyond the barrier may be evaluated as
the sum of the field transmitted through the solid sheet plus
the field penetrating through the discontinuity, the former be-
ing evaluated as per the transmission line approach, the lat-
ter as suggested in Refs. 1 and 2 if the discontinuity is an
aperture or as described in Refs. 14 and 16 if the discontinu-
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Figure 13. Frequency spectrum of the multiple reflections coeffi-
cient By for various materials against a low-impedance source (per-
meability assumed constant with frequency).
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Figure 14. Transmission paths for the electromagnetic field propa-
gating through a planar shield with a discontinuity.

ity is of another type. Also finiteness of planar shields may be
accounted for as described in Ref. 8.

SHIELDING PERFORMANCE MEASUREMENT
AND STANDARDS

The most common documents describing the test procedures
recommended to assess the shielding characteristics of enclo-
sures are the following:

» Military Standard (MIL-STD) 285: Method of attenua-
tion measurements for enclosures and electromagnetic
shielding, for electronic test purposes

* National Security Agency (NSA) Specification 65-6: Gen-
eral specifications for RF-shielded enclosures for commu-
nications equipment

» National Security Agency (NSA) Specification 73-2: Gen-
eral specifications for foil RF-shielded enclosures for com-
munications equipment

« IEEE 299: Standard method of measuring the effective-
ness of electromagnetic shielded enclosures

All these documents describe antenna geometries and con-
figurations as well as delineate some measurements prac-
tices, classifying the source as magnetic, electric, or plane-
wave type. It is important to put in evidence that the data
obtained considering any of the previously described setups
cannot be applied to source configurations different from
those used in the experiments. Thus, they have only reference
value (17).

Figures 15 and 16 show, respectively, the configurations
prescribed by MIL-STD 285 and NSA 65-6 for the measure-
ment of the SE against a magnetic field source. The different
loop antenna setup should be noted: the two loops are copla-
nar in the first configuration and coaxial in the second. Fig-
ures 17 and 18 show the configurations requested in the mea-
surements of the SE against an electric field source and a
plane wave source, respectively.

As concerns shielding materials, the most used standards
are as follows: IEC 60093 (1980-01), methods of test for vol-
ume resistivity and surface resistivity of solid electrical insu-
lating materials; and ASTM D 4935-89 (1994), standard test
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Figure 15. Experimental configuration for the measurement of the
magnetic field shielding effectiveness, according to MIL-STD 285.
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Figure 16. Experimental configuration for the evaluation of the
magnetic field shielding effectiveness, according to NSA 65-6.
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Figure 17. Experimental configuration for the evaluation of the elec-
tric field shielding effectiveness, according to NSA 65-6.
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Figure 18. Experimental configuration for the evaluation of the
plane-wave field shielding effectiveness, according to NSA 65-6.

method for measuring the electromagnetic shielding effective-
ness of planar materials.

NUMERICAL METHODS FOR SHIELDING ANALYSIS

The intrinsic limitations of analytical formulations has lead
to a wide literature concerning studies on the application of
various numerical methods to shielding problems, an exhaus-
tive report being practically impossible. However, examples
of the application of the method of moments to shielding con-
figurations may be found in Ref. 18 and 19, while the finite
difference time domain method has been applied in Refs. 20—
22, the boundary element method in Ref. 23, the transmission
line method in Ref. 24, and the finite element method in Ref.
25. Concerning the last numerical technique, it is worth men-
tioning the approach proposed in Refs. 26 and 27, which is
valid when the EM field distribution inside a conducting pen-
etrable shield enclosure illuminated by an external field is
sought. The method avoids the numerical costs associated
with the fine discretization of the metallic regions and the
imposition of adequate boundary conditions where the mesh
is truncated. The philosophy underlying the method is similar
to that of Thevenin theorem in circuit theory: since the main
interest lies in the evaluation of the EM field in the shielded
region, the shield itself and the external region, where the
source is located, are replaced by adequate equivalent bound-
ary conditions. For instance, considering a TE-polarized
plane-wave electromagnetic field impinging with different
angles of incidence and different phases on the various edges
of the enclosure, the new boundary conditions are given in
terms of an equivalent electric field source characterized by
an equivalent wave impedance:

2n, B TR
e (28a)
ny, cosh(y,d;,) + ng sinh(y,d,,)

T)EE + 1, tanh(y,d,)

ETE (dk) _

eqk

aa(dy) = 28b
Tk ), g tanh(rd, ) (28b)
where
Mor = ng sec(6,) (28¢)
Vi = Ljow, (0, + jwe,)1Y? (28d)
J(L),bL 1/2
m, = <7k> (28e)
0y, + Jwe,,

With reference to Fig. 19, ETf is the electric field impinging
on the kth edge of the enclosure, d, is the thickness of the
same edge, and 6, is the angle of incidence of the external

Neg4
XS [ of Neq3
Eo,o Eeq1, 1 eqt
X
Eeq2, N eq2

Figure 19. Enclosure illuminated by a plane wave and region of in-
terest with equivalent boundary conditions.
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Figure 20. Electric field inside a square enclosure illuminated by a
plane wave having 6, =7/4 and E' = 1 V/m.

field. These boundary conditions are applied on the internal
sides of the enclosure removing the enclosure itself and the
exterior region. The method has been applied also to the time-
domain analysis of multiple shields. Figure 20 shows the map
of the electric field inside the square cavity shown in Fig. 19,
considering four sheets of length 1 m, thickness d = 25 um,
and conductivity o = 10* S/m, against a TE-polarized plane-
wave field of amplitude 1 V/m with an angle of incidence
0, = m/4.

CURRENT RESEARCH TOPICS

Various aspects of electromagnetic shielding are currently un-
der investigation. One of the most challenging research topics
is the analysis and the design of real shielding structures
(28,29). In particular, low-frequency magnetic fields are
shielded with difficulty and often by means of nonlinear and
expensive ferromagnetic materials, requiring computer-aided
design of shielding structures.

Another important field of research is the development of
new synthetic materials providing good performance; in par-
ticular, to mention just two examples, large efforts are made
to find composite materials that have not only excellent me-
chanical properties but also good shielding characteristics.
Optically transparent materials having good shielding perfor-
mance are sought also.

As already mentioned, the correct way to extend and use
data referred to standard configurations in different source
configurations is an aspect of paramount importance, having
tight links with standard development and preparation and
greatly affecting meaning and usability of published data. Of
course, ways to perform measurements for the characteriza-
tion of both materials (30,31) and shielding structures are al-
ways under investigation.

Finally, since all the previously mentioned research topics
need the formulation of work hypotheses and their successive
experimental verification, numerical modeling and analysis
methods are continuously compelled to deal with more com-
plex materials and configurations and thus their improve-
ment represents a fundamental research topic in electromag-
netic shielding.
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