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AUTOMATIC TESTING

This article describes the topic of automatic testing of elec-
tronic integrated circuits. Due to the variety of implementa-
tions and technologies, automatic testing takes several forms.
Automatic testing first appeared in the form of automatic test
equipment (ATE) to test newly manufactured integrated cir-
cuits. The automated operation of these devices facilitated the
mass production of circuits. In ATE, the testing process con-
sists of presenting a series of inputs to the circuits. Simul-
taneous with the presentation of inputs circuit outputs are
compared against acceptable responses. In the event discrep-
ancies appear, the devices were either scrapped or reconfig-
ured into working circuits if the designs allowed. With the
ever-increasing complexity of circuits, it was observed that
some of the ATE capabilities could be integrated onto the
same circuit to enable the circuit to either fully or partially
test itself. In addition, built-in self-test circuitry is being inte-
grated in increasingly complex chips conferring significant
benefits in these applications.

The science of automatic testing includes topics from sev-
eral areas of knowledge. First, the defects must be classified
according to models that accurately render the defect behav-
ior of the circuit, giving test engineers a target for developing
defect tests. Second, given a defect model, methodologies for
determining test patterns must be examined. Indeed, circuits
can be inherently easy to develop tests for, highly testable,
while others may require special design practices to become
easily testable. Built-in test circuitry facilitates the testing of
a circuit. By adding special test structures, the circuit can be
more easily testable. Third, in many cases, the number of
tests to give acceptable test performance may be large, espe-
cially for circuits that are not designed to be testable. Fourth,
simulation can assist the test engineer in assessing the effi-
cacy of a particular test regimen. Fault simulations are used
to determine what faults can be detected with the test regi-
men providing valuable feedback in the test design process.
Two excellent references on topics related to automatic test-
ing are (1,2). These works provide comprehensive treatment
of testing methodologies.

The ever-increasing complexity of integrated circuits and
digital systems makes verifying that the circuit or system is
fully functional more difficult. Circuit testers can control and
observe system inputs and outputs, respectively, which may
number in the thousands. The number of potential component
failures in current systems can be in the range of billions.
This mismatch between the number of inputs and outputs
and the number of internal structures suggests that there are
many challenges in testing these devices. If the direct effects

of the faults must be seen at the circuit outputs, it is likely
that an enormous number of test patterns must be presented
to the circuit, unless attention is paid to efficient generation
of test patterns, design for test methodologies, and/or built-
in self-test methodologies are employed. By allowing internal
structures to automatically test themselves, the internal
structures need only report that they are fault-free or faulty.

Many vendors today supply modules and subsystems that
can be included in larger designs. Because the design is con-
sidered intellectual property, many vendors do not want to
release sufficient implementation details to enable construc-
tion of an effective test strategy. By incorporating Built-In
Self-Test (BIST) capabilities in the subsystem, the vendor can
supply a testable design without disclosing any details of the
design. Importantly, the customer can achieve more accept-
able testing results without needing to know the details of
the design.

Not surprisingly, economics plays a role in the manner in
which testing approaches are applied. One study has shown
(3) that in consumer electronics, BIST approaches may not be
cost-effective. Testing affects the profitability of a design in
several ways. BIST requires the addition of circuitry that is
not necessary to maintain functionality. This additional cir-
cuitry increases the size of the chip. This increase in chip size
reduces the number of chips that can be manufactured per
wafer and also reduces the chip yields as a consequence of the
increased die size. For high volume products, the costs can be
enormous. For example, Intel calculated in 1995 for the Pen-
tium processor, a 1% increase in chip area resulted in a $63
million increase in production costs. A 15% increase in chip
area resulted in an almost $1 billion increase in production
costs. A study done in Ref. 3 showed that high production
chips that are part of consumer electronics typically have a
useful design life of 2 years. For these chips, the addition of
automatic test capabilities increased costs when all cost fac-
tors were taken into account. On the other hand, designs with
longer useful design lives, say 5 years, benefit from an auto-
matic test capability.

This article is organized into sections including an intro-
duction, a description of foundational testing paradigms, a de-
scription of commonly used automatic testing methodologies,
CAD tool support, frontiers in automatic testing, and auto-
matic testing case studies. In the section entitled “Testing
Principles,” the general principles and methods for testing are
introduced. This topic is covered in more detail in other ency-
clopedia articles. In “Economics of Test,” design for test meth-
odologies are presented as they relate to automatic testing
and in “Programmable Logic Arrays,” the subject of test pat-
tern generation is discussed. In the section entitled “Built-
In Self-Test,” these methodologies are discussed and in “CAD
Tools,” the CAD tool support available in current tools is pre-
sented. In “Analog BIST,” the principles of automatic testing
for analog systems are presented. In “Automatic Testing Case
Studies,” several actual implementations that employ auto-
matic testing are presented, and in the next section the fron-
tiers of automatic testing are described.

TESTING PRINCIPLES

In this section, several topics related to testing methodolo-
gies, techniques, and philosophy are discussed. Many auto-
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Figure 1. An illustration of fault models. Digital circuits are suscep-
tible to many types of faults.

mated testing approaches are derived from the less restrictive
testing methodologies. For a more in-depth discussion of test-
ing techniques, the interested reader should see Refs. 1 and 2.

Fault Modeling

Circuits can fail in many ways. The failures can be a result
of manufacturing defects, infant mortality, random failures,
age, or external disturbances (4). The defects can be localized,
affecting the function of one circuit element or distributed,
affecting many or all circuit elements. The failures can result
in temporary or permanent failure of the circuit. The quality
and detail of the fault models can have an impact on the suc-
cess of the test strategy. In addition, the fault model may
have an impact on the overall test strategy. In order to de-
velop effective testing methodologies, accurate models for cir-
cuit failures must be agreed upon and targeted by the testing
approach. The fault models selected depend on the technology
used to implement the circuits. Manufacturing defects exist
as a consequence of the manufacture of the circuit. The
introduction and study of manufacturing defects is a heav-
ily studied topic because of its impact on the profitability
of the device. Dust or other aerosols in the air can affect
the defect statistics of a particular manufacturing run. In
addition, mask misalignment and defects in the mask can
also increase the defect densities. Figure 1 gives some ex-
ample faults which are discussed in more detail in the
following sections.

Stuck-at Fault Models. Stuck-at fault models are the sim-
plest and most widely used fault models in testing. The stuck-
at fault model requires the adoption of several fundamental
assumptions. First, a stuck-at fault manifests itself as a node
being stuck at either of the allowable logic levels, either zero
or one, regardless of the inputs that are applied to the gate
that drives the node. Second, the stuck-at fault model as-
sumes that the faults are permanent. Third, the stuck-at fault
model assumes that gates maintain their ordinary function in
the presence of the fault. Significantly, the stuck-at fault
model also models a common failure mode in digital circuits.
The circuit shown in Fig. 1 can be used to illustrate the fault
model. The output of gate G, can be stuck-at 1 as a result of
a defect. When the fault is present, the corresponding input
to G4 will always be one. In order for the fault to manifest
itself, a discrepancy must occur in the circuit as a conse-
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quence of the fault. To force the discrepancy, the circuit in-
puts are manipulated so that A = B = 1, with the discrepancy
appearing at the output of the gate. This discrepancy may
ultimately result in the system malfunction. A second exam-
ple circuit is shown in Fig. 2, consisting of an OR gate (G,)
driving one input in three AND gates (G,, Gs, and G,). Con-
sider the occurrence of a stuck-at 1 fault at the input to G,
the fault results in the output being 1 as a consequence of
the fault. In this simple example, one can thus observe the
indistinguishability between output and input stuck at 1
faults. For modeling purposes, these faults can be collapsed
into a single fault. In the event gate input I, has a stuck-at 0
or 1 fault, the situation is somewhat different. In this case,
O, = I, = I, and G; and G, will not be directly affected by
the fault.

Delay Fault Models. A delay fault is a fault where a part
of the circuit operates more slowly, relative to other circuit
structures when a fault is present. When such a fault is pres-
ent, the circuit may operate correctly when operated at slower
clock rates, but does not operate at speed under certain cir-
cumstances. Delay faults can be modeled at several levels (5).
Gate delay fault models are modeled as excessive delay in a
gate as a consequence of faults. The transition fault model is
either a slow to transition from 0 to 1 or from 1 to 0. A path
delay fault is present when the propagation delay through a
series of gates is larger than some desired delay. Indeed, a
current industry practice is to perform statistical timing anal-
ysis of parts. The manufacturer can determine that the parts
can be run at a higher speed with a certain probability so that
higher levels of performance can be delivered to customers.
However, this relies on the statistical likelihood that delays
will not be worst case (5). By running the device at a higher
clock rate, devices and structures that satisfy worst-case tim-
ing along the critical path, may not meet the timing at the
new higher clock rate. Hence, a delay fault can appear as a
consequence of the manufacturing decisions. Assuming the

Figure 2. Illustration of input stuck-at faults. O, stuck-at O forces
the outputs of gates G,, G, and G, to be stuck-at 0.
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Figure 3. Illustration of a delay fault. The presence of a delay fault
causes the wrong value to be clocked into the flip-flop.

indicated delay fault in Fig. 1, Fig. 3 gives a timing diagram
showing manifestation of the fault. In this circuit, the delay
fault causes the flip-flop input, J, to be delayed for a particu-
lar combination of inputs and input change(s), resulting in
value being stored in the flip-flop being delayed by one clock
period. Because of the nature of the delay fault, the circuit
must be tested at speed in order to detect the delay fault be-
cause at slower clocks, the circuit will operate correctly since
the circuit functions correctly at slower clocks. Furthermore,
because the delay fault is dynamic, in order to detect the
fault, the combinational circuit must receive an input change
and the flip-flop must be clocked to make the delay fault ob-
servable.

Bridging Faults. Bridging faults are the presence of an un-
desirable electrical connection between two nodes. This con-
nection results in the circuit malfunctioning or behaving in a
degraded fashion. Furthermore, bridging faults may manifest
themselves in wired-and or wired-or fashions, changing the
circuit function. In addition to degrading the signal, the
bridging fault may be manifested as stuck faults when bridg-
ing faults occur between a node and the supply lines or as a
sequential circuit when the bridging fault creates a feedback
connection (5a). Bridging faults require physical proximity be-
tween the circuit structures afflicted by the bridging faults.
Figure 1 gives an example of a bridging fault that changes
the combinational circuit into a sequential circuit.

CMOS Fault Models. CMOS technology has several fault
modes that are unique to the technology (5a). Furthermore,
as a consequence of the properties of the technology, CMOS
offers alternative methods for identifying defective circuits.
CMOS gates consist of complementary networks of PMOS
and NMOS transistors configured such that significant cur-
rents may be drawn only when signal changes occur. When
no signal changes occur, the normally working circuit draws
very low leakage currents.

Since the CMOS circuit should only draw currents when
the circuit is switching, any significant divergence from a
known current profile is indicative of faults. For example, the
gates may logically function correctly, but as a consequence
of the faults being present, the circuit may show abnormally
large power supply currents. These changes in current draw
characteristics can be used as a diagnostic for indicating the
presence of faults and in possibly identifying the faults. Test-
ing for faults based on this observation is called Ippq testing.
Bridging faults are common in CMOS circuits (6) and are ef-

fectively detected with Ippq testing (7). Ippq faults can have a
significant impact on portable designs where the low current
drawn by CMOS circuits is necessary.

CMOS circuits also have an interesting failure mode where
an ordinary gate can be turned into a sequential circuit. The
fault is a consequence of a transistor failure, low quiescent
currents, and capacitive gate inputs. In Fig. 4, if transistor
@, is stuck open, the gate input to the inverter, G; dynami-
cally stores the prior value on node C when A = 0 and B = 1.
In order to make this fault visible, C must be forced to 1 by
setting A = B = 0 followed by setting B = 1 to store the value
at the input of G,.

Memory Faults. Semiconductor memories have structures
that are very regular and very dense. As a result, they can
exhibit faults that are not ordinarily seen in other circuits
which can complicate the testing process. The faults can affect
the memory behavior in unusual ways (8). First, a fault can
link two memory cells in such a way that when a value is
written into one cell, the value toggles in another cell. Second,
the memory cell can only be written to 0 or 1 but cannot be
written the opposite value. Third, the behavior of a memory
cell may be sensitive to the contents of the neighboring cells.
For example, a particular pattern values stored in sur-
rounding cells may prevent writing into the affected cell.
Fourth, the particular pattern of values stored in the cells can
result in the value in the affected cell changing. The nature
of these faults make their detection challenging.

Crosspoint Faults. Crosspoint faults (1) are a type of defect
that can occur in PLAs (Programmable Logic Arrays). PLAs
consist of AND arrays and OR arrays with individual terms
included in each through the programming of transistors that
either include or exclude a term through the presence or ab-
sence of connections in the array. In field programmable de-
vices, a transistor is programmed to be on or off, respectively,
to represent the presence or absence of a connection. A cross-
point fault is the undesired presence or absence of a connec-
tion in the PLA. The crosspoint fault can result in a change
in the logic function that cannot be modeled by the stuck fault
model. A crosspoint fault with a missing connection in the
AND array results in a product term of fewer variables while
an extra connection results in more variables in the product
term. For example, consider function f(A, B, C, D) = AB +
CD implemented on a PLA. The existence of a crosspoint fault
can change the function to f*(A, B, C, D) = ABC + CD. Fig-
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Figure 4. An illustration of a CMOS memory fault. CMOS circuits
can suffer faults that impart sequential behaviors.



tE14]Y

Crosspoint
fault

-

—>

Figure 5. An illustration of a crosspoint fault. The crosspoint fault
results in the programmable logic array to evaluate the wrong
function.

ure 5 diagrams the structure of the PLA and the functional
effect of the crosspoint fault.

Measures of Testing

In order to gauge the success of a test methodology, some
measure of the testing success and overheads are necessary.
In this section, the measures of test coverage, test set size,
hardware overhead, and performance impact are discussed.

Test Coverage. Test coverage is the percentage of targeted
faults that have been covered by the test regimen. Ideally,
100% test coverage is desired; however, this can be mis-
leading if the fault model does not accurately reflect the types
of faults that can be expected to occur (8a). For example, the
stuck fault model is a popular and simple model for faults
that works well in many situations. CMOS circuits, however,
have several failure modes that cannot be modeled by the
stuck fault model. A stuck fault test can be constructed that
covers 100% of the stuck faults, yet may be only partially suc-
cessful in identifying other faults. Fault coverage is deter-
mined through fault simulation of the respective circuit. In
order to assess the performance of a test, a fault simulator
must be able to accurately model the targeted fault to get a
realistic measure of fault coverage.

Size of Test Set. The size of the test set is an indirect mea-
sure of the complexity of the test set. The size of the test set
impacts the test time which has a direct impact on circuit cost
if expensive circuit testers are employed. In addition, the test
set size is related to the effort, both in personnel and compu-
tationally, that was required to develop the test. The size of
the test set depends on many factors including the ease with
which the design can be tested as well as implementation of
Design for Test (DFT) methodologies. Indeed, DFT methodol-
ogies may not necessarily result in shorter tests. Use of scan
path approaches where flip-flops are interconnected as shift
registers gives excellent fault coverages, yet the process of
scanning into and out from the shift register can result in
large test sets.

Hardware Overhead. The addition of circuitry to improve
testability or incorporate BIST capabilities can increase the
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size of a chip or system and as shown previously can have a
disproportionate impact on circuit costs. In the event im-
proved testability is a requirement, the increase in hardware
can be used as a criteria for evaluating different designs. The
ratio of the circuit size with test circuitry to the circuit with-
out test circuitry is a straightforward measure of the hard-
ware overhead. The additional circuitry for test can increase
the likelihood that defects are present in the test circuitry. In
addition, failure rates of circuits in service are a function of
the size of the circuit, where larger circuits have higher fail-
ure rates.

Impact on Performance. Likewise, the addition of test cir-
cuitry can have an impact on system performance. The impact
can be measured in terms of reduced clock rate and higher
power requirements. For example, scan design methods add
circuitry to flip-flops that multiplex between normal and test
modes which typically have larger delays as compared to cir-
cuits not equipped. For devices with fixed die sizes and PLAs,
the addition of test circuitry may be at the expense of cir-
cuitry that improves the performance of operation.

Testability. Testability is an analysis and metric that de-
scribes how easily a design may be tested for defects. In test-
ing a circuit for defects, the goal is to supply inputs to the
circuit so that it behaves correctly when no defects are pres-
ent, but which malfunctions if a single defect is present. In
other words, the only way to detect the defect is to force the
circuit to malfunction. In general, testability is measured in
terms of the specific and collective observability and controlla-
bility of nodes within a design. For example, a circuit which
gives the test engineer direct access (setting and reading) to
flip-flop contents is more easily testable than one does not,
which would give a corresponding better testability figure. In
the test community, testability is often described in the con-
text of controllability and observability. Controllability of a
circuit node is the capability of being able to set the node to
a particular value. Observability of a circuit node is the abil-
ity of being able to observe the value of the node (either com-
plemented or uncomplemented) at the circuit outputs. Esti-
mates of the difficulties of controlling and observing circuit
nodes form the basis for testability measures. Figure 6 pre-
sents a simple illustration of the problem and process. The
node S is susceptible to many types of faults. The general
procedure for testing for the correct operation of node S is to
control the node to a value contrary to the fault value. Next,
the observed value of the signal is communicated to the out-
puts of the system for observation. Detecting faults with re-
dundancy of any sort requires special consideration in order
to be able to detect all possible faults. For example, fault tol-

Rest of circuit

Primary
outputs
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Figure 6. Representative circuit with fault. In order to test for faults
on S, the node must be controlled by the inputs and observed at the
outputs.
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erant systems that employ triple modular redundancy (TMR)
will not show any discrepancies at the circuit outputs when
one fault is present (4). In order to make the modules testa-
ble, they must be somehow separated so that the redundancy
does not mask the presence of faults. In addition, redundant
gates necessary to remove hazards from combinational cir-
cuits result in a circuit where certain faults are untestable.
Testability can be achieved by making certain internal nodes
observable.

Automatic Test Equipment

Automatic test equipment tests integrated circuits by
applying a set of inputs and comparing output responses with
known good responses. The equipment can be used to deter-
mine whether a circuit works or not. If desired, the tests can
be constructed to indicate what part of the circuit has failed.
In the event the circuit outputs differ from the known good
responses, the circuit is labeled as bad. Reference 8b gives a
good overview of ATE. A block diagram of an automatic tester
is shown in Fig. 7. Each of the major blocks will be discussed.

Circuit Under Test (CUT). The circuit under test (CUT) is
the device that is under test. Testing can be conducted on
the device at several points in the manufacturing process. For
example, the device can be tested immediately after manufac-
ture, before the wafer has been broken up into individual
dies. At the other end of the spectrum, the circuit can be
tested after the die has been packaged. The circuit can also
be tested after it has been placed into service. Bed of nails
testers have some capacity to test devices that are an integral
part of the circuit board.

In order to achieve an accurate and reliable test, the tester
must operate at the device speed and also check the timing of
all parameters to specifications. In practice, the testers can
test the device at speed; however, the testers can be ex-
tremely restricted in their capacity to check for exact timing.
The problem lies in the manner in which outputs are checked.
In most testers, the outputs are sampled at a regular rate.
For example, the Teradyne model J971SP is capable of a peak
data rate of 400 MHz, or 2.5 ns per pattern (http:/
www.teradyne.com/prods/std/j971/j971.html). In addition, a
tester capable of taking samples at this rate must be capable
of accepting the outputs and incorporating them in a process
that can determine whether the device is defective or not.

Input Generator. The input generator can provide pre-
viously specified patterns or have some capacity to generate

Input
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Figure 7. Block diagram of an automatic tester. The automatic tes-
ter is used to test integrated circuits.

patterns. The simplest and most straightforward implementa-
tion is in the form of a memory that holds patterns that have
been specified by a test engineer. The memory architecture
must be designed to be able to supply patterns at a rate con-
sistent with the test rate. Alternatively, the patterns applied
to the CUT can adapt depending on the output responses of
the CUT. For example, in the event the CUT is defective, an
adaptive test can be applied to identify the specific defect.
Lastly, patterns can be generated in a pseudorandom fashion.
Pseudorandom pattern generation has the benefit of requiring
simple circuitry that has provable probabilistic defect cover-
age for combinational circuits which is a function of the num-
ber of pseudorandom patterns that have been applied.

Output Collector. The output collector collects the output
results for subsequent passage to the output analyzer. One
form of output collector is a simple pass through operation.
In this form, the outputs of the circuit are passed to the out-
put analyzer without modification. In some testing applica-
tions, the output collector compacts the output responses into
a signature that is indicative of whether or not defects are
present in the CUT. In many digital circuits, Linear Feedback
Shift Registers (LFSRs) are used to compute the signatures.
Other applications may utilized different structures to com-
pute the signatures. For example, in Digital Signal Processing
(DSP) applications, a digital integrator is shown to compute
a signature with provable fault detection capabilities (9).

Output Analyzer. The purpose of the output analyzer is to
determine whether the circuit is operating fundamentally de-
fect free. In many automatic testers, the output analyzer con-
sists of a memory containing all of the expected responses to
the circuit. For each presentation of the input, the CUT out-
puts are compared to the previously determined good circuit
outputs. A miscomparison results in the circuit being found
to have one or more defects. The miscomparison usually does
not indicate the specific location of the tests; however, addi-
tional tests may be required to identify the locations. In the
event that the specific defect location is desired, additional
likely adaptive tests would be necessary. Through a searching
process, output results can be fed back to the input generator
to emit tests consistent with the searching process. In the
event output response compaction has been applied, relevant
comparisons with the compacted signatures will be applied.

Parametric Testing. Parametric testing tests the electrical
characteristics of the signals. For example, circuit outputs are
generally required to be able to sink and source particular
current levels while maintaining acceptable logic levels. Such
testing requires measurement of both voltage and current pa-
rameters. In addition, testers have the capability to perform
some timing tests that are in addition to performance related
to device clock frequency.

Economics of Test

Not surprisingly, economics plays a role in how testing ap-
proaches are applied (3). In the manufacturing process, de-
fects will occur, so it is impossible to ignore testing entirely.
The costs include design, manufacturing, testing, and mainte-
nance costs. On the design side, the engineer must decide
what, if any, test structures to include in the design. If these



design structures are not in a library, they must be designed.
In addition, the actual test regimen must be constructed.
Complicating the matter, the costs associated with the test
regimen can affect the costs associated with constructing the
test set. Employing many design for test (DFT) approaches
reduces the effort needed to develop test regimens. Since
these costs are incurred in the design phase, they can be dis-
tributed over the manufacturing run, with a large manufac-
turing run minimizing the impact of the larger design costs.

The manufacturing costs are direct costs and are incurred
with the manufacture of each device. In general, adding DFT
capabilities increases the die size of the device, reducing the
number of manufactured dies. Assuming standard yield mod-
els and assuming that no redundant capacity is included to
compensate for increased die defect rates, the yield of the in-
dividual dies is reduced. Using highly simplistic assumptions,
some useful observations can be made. First, the wafer is as-
sumed to be 15 cm in diameter, the die area is 1 cm?. This
example assumes that the entire wafer area is available for
dies makes no attempt to compensate for test dies, test re-
gions, or dies on the perimeter. In this example, 706 dies can
be manufactured on each wafer. Assuming DFT increases the
die area by 10%, the number of dies on the wafer is reduced
to 642. Assuming a fixed cost to manufacture each wafer, the
apparent cost per die increases by 10%. More significantly,
the defect yield models show that the fraction of good dies
manufactured decreases nonlinearly with the increasing area.
Assuming negative bilinear defect statistics and an average
of 1 defect/cm?, the yield of the 1 cm? die is 44.4% producing
313 working dies, while the yield of the 1.1 cm? is 41.6% pro-
ducing 267 working dies. The cost per working die manufac-
tured is 17% higher for the circuit that employs test circuitry.

Testing of the manufactured device is an essential aspect
of the manufacture. The extensiveness of the testing per-
formed and the design for test approaches used in the design
can impact the testing cost. To determine whether or not the
device is defect free, a series of test inputs are applied to the
device and the responses are observed. In the event the ob-
served behaviors differ, the device is marked as bad. DFT in
some cases can simplify and reduce in number the set of test
inputs and can reduce testing time proportionately. Further-
more, circuits with BIST capabilities can dramatically reduce
or even eliminate the reliance on external test equipment. In
addition, testing can be used to qualify a part according to a
government or industry standard. For example, burn-in is the
process of running a device just after manufacture in order to
weed out the weaker parts. Failure of these parts is termed
infant mortality due to the early failure and the increased
failure rates of newly manufactured parts. Additional testing
can be performed at the extremes of temperature, vibration,
and humidity to receive qualification for devices used in mili-
tary designs.

Maintenance costs are related to the costs of the device
once it is placed in service. While the device is in service,
device failures can cause the system within which it is con-
tained to fail. Indeed, without some sort of built-in self-test
(BIST) capability, determining the cause and compensating
for the failure can be difficult. For a device within the system,
determining the difference between defect and design flaw
may be extremely difficult. Incorporation of a built-in test ca-
pability can greatly enhance the maintainability because the
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device, in effect, may be able to indicate its failure and sim-
plify the task of the equipment maintainers.

DESIGN FOR TESTABILITY

Design for testability methods are used to simplify and en-
hance the testing process through analysis and application of
methodologies to facilitate easier testing. The understanding
of DFT requires background in several areas. These include
understanding how circuits fail, the models for circuit failure,
and general methods for identifying circuit failures. Auto-
mated testing can be performed in several fashions which can
have a great impact on design (1,2). First, the test can be
performed either on-line or off-line. In an off-line test, the sys-
tem is taken out of service to perform testing. Once the sys-
tem is out of service, the CUT is either placed in an ATE
or BIST circuitry is enabled and the test is performed. BIST
approaches will be discussed in detail in the next section.
Once testing has been conducted, the system continues its
normal function. An on-line test requires the system to re-
main in service. In one approach, the system is tested at idle
times, where the system is operational but has no tasks to
perform. This type of test is nonconcurrent, because the test
and the circuit function are mutually exclusive. On-line con-
current testing requires testing to be performed concurrent
with ordinary circuit function. A simple on-line testing ap-
proach is parity checks of transmitted data, however which
may have unacceptable fault latencies. Special design tech-
niques may be necessary to support on-line concurrent testing
with high fault coverage that achieve low fault latencies.

Test Point Selection

A simple method for improving the testability of a design is
through the addition of judiciously selected test points to
serve as auxiliary points for controlling and observing inter-
nal nodes of the circuit. The identification of these points can
follow from a testability analysis of the entire design by de-
termining the difficulty with which internal points may be
tested. Circuit notes that are among the most difficult to test
are selected as the test points. As test points are identified,
the testability analysis can be repeated to determine both
how well the additional test points improve testability and to
determine whether additional test points are necessary. The
disadvantages to employing test points is that this approach
is an ad hoc method for identifying test points and the test
points will require additional inputs and outputs to the
system.

Scan Design Methods

Scan design methods are DFT methods that build on the test
point selection methodology by identifying specific circuit
structures that would serve as suitable points for test points.
Furthermore, these test points are interconnected as a large
shift register enabling direct controllability and observability
at all stages of the shift register. The scan design methods
use either the flip-flops that are part of the design or other
“geographic” clues such as system partitions to define the
shift register paths. A key feature of scan design methods is
that large sequential circuits are broken into smaller pieces
that are more easily tested. Taken to its fullest extent, the
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circuit is decomposed entirely into combinational and sequen-
tial parts. Historically, these approaches follow from tech-
niques incorporated into the IBM System/360 where shift reg-
isters were employed to improve testability of the system (10).
A typical application of a scan design is given in Fig. 8. Note
the switching of the multiplexer at the flip-flop inputs con-
trols whether the circuit is in test or normal operaiton. Differ-
ences between different scan design methods occur in the flip-
flop characteristics or in clocking.

Scan Path Design. In scan path design (11), the circuit is
designed to operate in one of two modes: normal and test.
When the circuit operates in normal mode, all test circuitry
is disabled and the circuit operates per its functional require-
ments. When in test mode, all flip-flops are reconfigured into
a shift register whose contents can be scanned in or out
through special test inputs and outputs to the circuit. The
purpose of the shift register is to give direct controllability
and observability to all the flip-flops in the shift register. In
essence, the test mode decomposes the circuit into its sequen-
tial and combinational parts. The combinational logic can be
tested with any of the well-known approaches for developing
test patterns for combinational circuits. Relevant aspects of
the design include the application of a race-free D flip-flop
improving testability of the flip-flops.

Level Sensitive Scan Design. One long-standing and success-

ful DFT approach is IBM’s level sensitive scan design (LLSSD)
approach (12). Similar to the scan path approach, the circuit
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Figure 8. Scan path test structure. All flip-flops can be configured
into an externally loadable shift register. In this configuration, combi-
national logic can be tested directly.

can be operated on one of two modes: normal and test. A key
difference between the approaches is in the structure of the
flip-flops. In LSSD, two clock phases are used to clock flip-
flops to guarantee the detection of clock faults.

Boundary Scan Techniques. In many design approaches, the
option of applying design for testability to some components
is impossible. For example, standard parts that might be used
in Printed Circuit Boards (PCBs) which are not typically de-
signed with scan path in mind. As another example, more and
more ASIC design consists of design using cores, subsystems
designed by third party suppliers, in the design. The core sub-
systems are typically processors, memories, and other devices
that until recently were individual VLSI circuits themselves.
To enable testing in these situations, boundary scan methods
were developed. Boundary scan techniques employ shift regis-
ters to achieve controllability and observability at the input/
output parameters of circuit boards, chips, and cores. An im-
portant application of boundary scan approaches is to test the
interconnect between chips and circuit boards that employ
boundary scan techniques. In addition, the boundary scan
techniques provide a minimal capability to perform defect
testing of the components at the boundary. The interface to
the boundary scan is a test access port (TAP) that enables
setting and reading of the values at the boundary. In addi-
tion, the TAP may also allow internal testing of the compo-
nents delimited by the boundary scan. Applications of bound-
ary scan approaches include BIST applications (13), test of
cores (14), and hierarchical circuits (15). The IEEE has cre-
ated and approved the IEEE Std 1149.1 boundary scan stan-
dard (16). This standard encourages designers to employ
boundary scan techniques by making possible testable de-
signs constructed with subsystems from different companies
that conform to the standard.

Built-In Self Test

Built-In Self Test (BIST) approaches add circuitry to a design
to enable the circuit to test itself. The test can, depending on
its design, be conducted autonomously or while the device is
out of service. The necessity of requiring the device to test
itself places constraints on the manner in which inputs are
generated for the design and monitoring the outputs, when
compared with a test used in conjunction with ATE. Further-
more, in cases where ATE testing is difficult, the device test
can be composed of a combination of ATE testing and BIST
approaches.

Running chip tests on all devices can be expensive, espe-
cially when yields are low. Effective application of BIST can
enable circuits to assess their own health, reducing the
amount of time necessary on expensive automatic test equip-
ment. Furthermore, BIST enables systems in service to be
configured to run automated tests. The benefit of this type of
test is that systems can determine their health and report a
failure possibly before problems appear at the system level.
Second, for systems that have built-in redundancy, the re-
sults from an automated test can be used to switch-out a
failed component or module and insert a new module.

BIST can require that the designer conform to a particular
set of design rules and require additional circuitry be added
to the system being designed. This can reduce design flexibil-
ity by restricting the types of designs that are possible as well



as potentially restricting the functionality of the design so
that the entire system can fit in one device. Despite this, BIST
approaches confer great benefits.

Test Pattern Generation and Built-In Test. The requirement
for built-in test places great restrictions on the test genera-
tion process in two ways. First, the actual generation of test
patterns must be self-contained within the circuitry itself.
This implies the presence of circuitry that generates se-
quences of test patterns. While in theory, circuitry can be de-
signed to produce any test pattern sequence, in practice the
required circuit may be excessive or impossible to include. As
a result, simpler circuitry must be employed in order to per-
form test pattern generation. Three classes of circuits are typ-
ically employed because they have good asymptotic perfor-
mance and because they have the ability to produce any
sequence of test patterns.

The first type of circuit is a simple counter. The counter
can be constructed asynchronously and will thus only require
as many flip-flops as there are test inputs. Counter solutions
may be impractical for two reasons. First, if the number of
test inputs are large, the time required to count through the
entire sequence can be too long. Second the counter may be
unable to test for other types of faults, such as delay faults or
CMOS faults. Researchers have investigated reducing the
count sequence so that more reasonable test lengths can be
achieved (22). The second type of circuit generates pseudoran-
dom sequences with LFSRs. Theoretically, as the number of
random test patterns applied to the circuit increases, fault
coverage increases asymptotically to 100%. Much research ef-
fort has gone into the development of efficient pseudorandom
sequence generators. An excellent source on many aspects of
pseudorandom techniques is (17). Third, a special circuit can
be constructed that efficiently generates the test patterns. In
this case, the desired sequence of test patterns are examined
and a machine is synthesized to recreate the sequence. Mem-
ory tests have shown some success in using specialized test
pattern generator circuits (27).

In order to determine whether a fault is present, the out-
puts of the circuit must be monitored and compared with out-
puts representative of fault-free behavior. Test pattern gener-
ation equipment solves this by storing the expected behaviors
for the circuit given the sequence of inputs supplied by the
tester. Similar to the problem of supplying test patterns in
the context of automatic testing, it may be impractical to store
or recreate the exact circuit responses. Duplication ap-
proaches (several are summarized in Ref. 4) can be employed
to duplicate a subsystem to ensure that a copy of the expected
circuits are available. By completely duplicating the system
circuitry, the duplicated systems can be operated concur-
rently from the same set of inputs where any discrepancy be-
tween the duplicated systems results in the detection of a
fault. While this approach may be applicable to systems re-
quiring high reliability or fault tolerance, it would be an un-
desirable approach in most cases. Another widely used solu-
tion is to compress the circuit responses into a special code
word, a signature, that is indicative of the presence or ab-
sence of faults. The signature represents the lossy compres-
sion of the circuit responses. The computation of the signa-
ture should achieve high probability of detecting the faults in
the system while using the smallest quantity of resources to
do so.
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Methods for Compressing Test Data Sets. As indicated, test
set compression is essential to producing economical test
cases for use in automatic testing. Compression methods uti-
lize test hardware in a fashion that retains much of the fault
detection capabilities, while minimizing testing resources.
The compaction process can be measured with respect to the
following attributes (25): space, time, function specificity, lin-
earity, and memory. The test data set can be represented as
a two-dimensional matrix where each row is associated with
one measurement point and each column corresponds to a
test pattern that is applied at a particular time. Compression
is a transformation that reduces the size of this matrix. The
compression may or may not reduce the effectiveness of the
overall test; however, a small reduction in test coverage is
often acceptable. Space and time compression occur when the
number of rows and/or columns are reduced. The compression
can be expressed mathematically as D = ®C, where D is the
original test data matrix, C is the compressed test data ma-
trix, and ® is the compression transformation. The manner in
which the transformation ® is selected affects the matrix size
as illustrated, but it may have implications in regards to the
remaining three attributes. Function specificity occurs when
the transformation relates the number of compactor stages to
either the number of inputs or test patterns, or also if the
compaction is related to the sequences of binary patterns or
inputs. Linearity is a property that follows from using the
exclusive OR function to derive ®, which can be shown to be
a linear operator in the finite field GF(2) (26). For example,
systems such as the LFSR would be considered a linear time
compactor. Memory is the property that a bit in D is a func-
tion of both past and present bits in C.

For example, space compression measures the reduction in
test data width. For example, consider a test strategy con-
structed that uses 100 test points. Suppose further that the
values from pairs of test points are exclusive or gates are ex-
clusive together. If the resulting 50 signals are monitored, a
space compaction of 50% is realized. Time compaction occurs
when the number of columns is reduced by some process. For
example, SISRs and MISRs can be used to compress the num-
ber of columns to 1.

Signature Analysis. Signature analysis is the process of
compressing output responses frequently used in BIST with
a Single Input Shift Register (SISR) or Multiple Input Shift
Register (MISR) to compute a signature, which is a compres-
sion of the output responses (17). The signature is a quantity
that is representative of the condition of the system. Figure 9
gives the architecture of SISRs and MISRs. A signature for

Test input

Testinput = LFSR | [ LFsr |
Signature Signature
A. SISR B. MISR

Figure 9. Signature generation architectures. The signature can be
computed by sampling one signal or several at the same time.
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Figure 10. Linear feedback shift register. The LFSR is a key build-
ing block in the implementation of signature generation, pseudoran-
dom pattern generation, and code generators/checkers.

the known good circuit is compared with the signature for the
CUT where any discrepancies indicate the presence of a de-
fect. SISR and MISR are linear sequential compaction
schemes of the observed test point(s). The architecture of
SISR and MISR are LFSRs at the core which are both forms
of LSFRs. The signature, being a compression of output re-
sponses, gives no indication of the failure. Furthermore, the
number of bits in the signature is far less than the number of
test patterns. As a result, several different circuit conditions
can result in the same signature, termed aliasing. In practice,
if a fault is present, it is desired that the signature produced
differs from the fault-free case. It is possible in some designs
for the signature to be the same even though it was the result
of compaction of an entirely different set of output results. In
Ref. 18, the aliasing probability upper bounds were derived
for signatures computed with SISRs. In addition in Ref. 19,
methods for developing MISRs with no aliasing for single
faults were developed.

LFSRs have properties that are useful for generating effec-
tive signatures. First, the LFSR approach offers a simple and
effective compaction approach for the detection of faults in
the circuit. The LFSR consists of some number of flip-flops,
N, an linear connections fed back to stages nearer the begin-
ning of the shift register. The general structure of the LFSR
used as an SISR is shown in Fig. 10. In addition, other types
of circuits have shown the ability to effectively compute signa-
tures. For example, DSP often results in modular design con-
structed from accepted DSP building blocks. In particular,
digital integrator circuits have been employed to compute sig-
natures (9).

BILBO. The built-in logic block observer (BILBO) approach
has gained a fairly wide usage as a result of its modularity
(28). The BILBO approach is derived from scan path approach

where the scan circuitry and other functions are encapsulated
in a BILBO register. In addition, connections within the
BILBO register enable computation of a signature, suitable
for fault detection. A four-bit BILBO register is shown in Fig.
11. BILBO registers operate in one of four modes. The first
mode is used to hold the state for the circuitry as D flip-flops.
In the second mode, the BILBO register can be configured as
a shift register that can be used to scan values into the regis-
ter. In the third mode, the register operates as a multiple
input signature register (MISR). In the fourth mode, the reg-
ister operates as a parallel random pattern generator (PRPG).
These four modes make possible several test capabilities.

One example application of BILBO registers is shown in
Fig. 12. In test mode, two BILBO registers are configured to
isolate one combinational logic block. The BILBO register at
the input, R, is configured as a PRPG, while the register at
the output, R,, is configured as a MISR. In operation, for each
random pattern generated, one output is taken and used to
compute the next intermediate signature in the MISR. When
all tests have been conducted, the signature is read and com-
pared with the known good signature. Any deviation indicates
the presence of faults in the combinational circuit. In order to
test the other combinational logic block, the functions of R,
and R, need only be swapped. Configuration of the data path
to support test using BILBO registers is best achieved by per-
forming register allocation and data path design with test-
ability in mind (29).

Memory BIST. Semiconductor memories are regular struc-
tures manufactured with the goal of maximizing the capacity
for a given area of silicon. While in principle the memories
can be tested as other sequential storage elements, in reality
the overhead associated with utilizing scan path and similar
test approaches would severely impact the storage capacity of
the devices. The regularity of the structure, however, gives
the capability of testing the memory with hardware struc-
tures outside the memory arrays proper. Among the test de-
sign considerations of memories is the number of tests as a
function of the memory capacity. For example, a test method-
ology was developed (27) for creating test patterns. These test
patterns could be computed using a state machine that is rel-
atively simple and straightforward. The resulting state ma-
chine was shown to be implementable in random logic and as
a microcode driven sequencer.
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Figure 11. Four-bit BILBO register. The BILBO register can operate in one of four modes:
simple register, shift register, pseudorandom pattern generator, or signature register.
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Figure 12. Example BILBO architecture. BILBO registers are used
in pairs to isolate combinational logic functions.

PRPG
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Programmable Logic Arrays

With the increasing complexities of programmable logic
arrays (PLAs) with sizes approaching 1 million devices, PLA
test is becoming an important part of the design process. PLA
test can be viewed from two perspectives. First, the “blank”
device can be tested and deemed suitable for use in an appli-
cation. Second, the programmed device may be subject to the
testing process, itself.

Self-Checking Circuits

Self-checking circuits (SCCs) are circuits that, by their con-
struction, have the inherent capability to detect whether a
failure exists in their circuitry (4). Self-checking circuits are
not employed in typical applications because of the overhead
required which can be slightly more than 50% additional cir-
cuitry. SCCs enable automatic testing while the circuit is op-
erational and can achieve high fault coverage without exten-
sive test structures or regimens. The key feature of SCCs is
that they employ complementary circuits and convey informa-
tion using a codeword consisting of two bits. The pair of bits
represents the true and complementary values of the signal
being transmitted. Any fault results in the pair of signals be-
ing identical, allowing clear detection of the fault. A simple
example of such a SCC is shown in Fig. 13. The dual of a
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Figure 13. A self-checking circuit. Self-checking circuits are com-
posed of complementary circuits of which only one malfunctions when
a defect is present.
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function is defined in terms of the original function in the
following way

Fanal®1> X1, - %) = f(X, X9, ..., Xp) 1)
In short, the dual outputs the complement of the desired func-
tion given the complements of the inputs. In ASIC develop-
ment, SCCs provide two levels of protection and detection of
faults. First, if either the function or its dual has fault, then
only that function is affected. As a result, if the fault is pres-
ent, either the circuit will provide the correct output or it will
give the incorrect output. In the event the incorrect output is
supplied, an error will be detected because the dual function
will still be providing the correct output. Second, in the event
of a failure in the design tools, the function and its dual may
be affected in different ways so that a tool failure will have a
higher probability of detection. The final issue that must be
addressed in SCCs is the checking circuitry. The checking cir-
cuitry must be designed to both detect incidences of illegal
signal combinations and be self-checking, itself. SCCs are use
in applications where fault detection is essential to the com-
pletion of the mission and are rarely used in common applica-
tions. Cases where SCCs might be used are space and aero-
space applications.

TEST PATTERN GENERATION

Two general approaches can be used for developing tests that
achieve high fault coverage. The first approach employs func-
tional test and the second specifically targets defect tests. A
test is an input or sequence of inputs that can be used to
detect a fault in a circuit. For example, in Fig. 14, a test for
G SA-1is ABCDEF = 110X0X, where X is a don’t care. Note
that by setting AB = 11, the expected value on node G is 0,
while with the fault present the fault value is 1. In addition,
setting CD = 0X and EF = 0X enables the propagation of the
discrepancy due to the fault to the output of G,, where it can
be detected by examining node J.

Test pattern generation is the process of determining a set
of test patterns that result in an effective test giving an ac-
ceptable test coverage (1). A good test requires testing of all
aspects of the circuit for as many defects as are reasonably
possible. The creation of the test is very much dependent on
the type of defect model that is assumed for the device. For
example, the stuck fault model may be used to developed test
patterns. Even if the test engineer created a test that covered
100% of all stuck faults, defective CMOS devices may pass
the test because the actual defects in the technology tend to
show delay or bridging faults.

Test patterns can be created in several ways. First, per-
haps most intuitive source of test patterns come from func-
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Figure 14. Detection of fault in combinational circuit. The input AB-
CDEF = 110X0X detects the G stuck-at 1 fault.
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tional tests of the system under consideration. The second
source of test patterns comes from a concerted attempt to ex-
haustively test for every defect in the circuit. The third ap-
proach is to create a random set of test patterns. Designs are
often supported with DFT methodologies such as scan regis-
ters to decompose the system into sequential and combina-
tional parts that can be tested largely independent of one an-
other. The sequential part is often configured as a shift
register which is straightforward to test. As a result, much
effort has been expended on developing test patterns for com-
binational circuits. Several test generation approaches are
immediately discussed.

Functional Test

A functional test can be used to determine whether the circuit
meets computational and functional requirements. In addi-
tion, by exploiting known circuit structures with known test-
ability characteristics. A designer will construct these tests
in the process of debugging the design so that the functional
characteristics of the system can be demonstrated. In theory,
functional tests can be constructed to achieve very nearly
100% fault coverage; however, the number of tests may be
prohibitive. For example, a functional test of a multiplication
circuit might include tests computing several products. Func-
tional tests can be used alone or in conjunction with defect
tests to achieve the desired fault coverage. In the event DFT
circuitry is incorporated, functional tests verify that the cir-
cuit function is achieved by operation in its normal mode by
deactivating test circuitry.

Defect Tests

In defect testing, it is taken for granted that the system de-
sign meets functional requirements. In general, the goal of
defect testing is to test and verify that all circuit structures
and components are operating defect free and within manu-
factured tolerances. As a result, the actual test patterns pre-
sented to the system may bear no resemblance to circuit in-
puts that would ordinarily be encountered in the field.

Defect tests can be constructed in an ad hoc fashion, pro-
vided the appropriate tools are available, such as an accurate
fault simulator. Constructing effective tests can be eased with
the introduction of DFT methods that improve the controlla-
bility and observability of internal circuit structures. For ex-
ample, the introduction of test points and scan registers can
aid the designer in efficiently achieving acceptable defect
tests.

In addition, algorithms exist for automatically determining
a set of defect tests that under certain conditions and assump-
tions, can achieve 100% fault coverage. One such algorithm
is the D-algorithm (20,21). The D-algorithm can be used to
determine test vectors for combinational logic and achieves
100% fault coverage for such circuits, provided the circuits do
not contain any redundancy, as what might be present for
eliminating hazards or to achieve fault tolerance. The D-algo-
rithm can be effectively applied to circuits that include a test
configuration where all flip-flops are clocked by the same
clock signal, test circuitry is present that reconfigures the cir-
cuit so that all flip-flops are a part of a long shift register, and
a mechanism for shifting values into and out of the shift reg-
ister are present. The test patterns can be used for BIST ap-

plications provided the patterns can be efficiently stored or
recreated by test circuitry.

Lastly, pseudorandom tests can be constructed by ran-
domly creating test patterns that are applied to the circuit.
The fault coverage is a function of the circuit and the number
of different test patterns that are applied. Furthermore, the
coverage asymptotically approaches 100% as the number of
different test patterns that have been applied increases. The
benefit of pseudorandom tests is that the tests can be easily
created with simple circuit, desirable for BIST applications.

Exhaustive Testing

Exhaustive testing is the testing under all possible operating
conditions for all faults. Because each possible operating con-
dition is targeted all faults are guaranteed to be detected, pro-
vided they can be detected by any test. The problem with ex-
haustive testing is that the number of tests required to
achieve exhaustive testing is in most cases intractably large.
For example, an irredundant combinational circuit with four
inputs may be exhaustively tested for all stuck faults with 16
test patterns, one for each input combination. A circuit of 64
inputs would require 2% = 1.8 X 10 tests to be similarly
tested. Given a tester that could present 10° patterns per sec-
ond, the test would require over 500 years. Further complicat-
ing the process of exhaustive testing is the presence of se-
quential circuits and also several failure modes that require
two or more consecutive patterns to test for individual faults.

Pseudoexhaustive Testing

In pseudoexhaustive testing, the circuit is partitioned into
component blocks that can be tested exhaustively. This ap-
proach achieves some benefits of exhaustive testing in that
all faults of the desired class are tested while reducing the
scope of the test to a subcircuit of a more manageable size. In
addition, counters (22) and LFSR circuits (17) are capable of
generating exhaustive input patterns for some fault models.
The circuit can be partitioned based on several criteria. One
criteria for partitioning is to examine the dependence of out-
puts on the inputs. If an output is dependent on fewer than
the total number of inputs, then select these inputs as input
to the pseudorandom test (2).

The D-Algorithm

The D-Algorithm (20,21) is a test pattern generation algo-
rithm that can be used to determine the set of test patterns
to detect all detectable stuck faults in combinational circuits.
While the types of circuits that are used in digital systems
are not combinational, these circuits can be decomposed into
combinational parts using scan design methodologies. The
“D” in the D-Algorithm represents a discrepancy between the
fault free and faulty circuit, where D is used both to represent
the fault for which a test pattern is desired as well as the
propagation of the discrepancy to the output of the circuit for
detection of the fault. In the circuits, D and D will be used as
logic values with the familiar 1 and 0 logic values. In the con-
text of fault detection, D represents a discrepancy where the
circuit node should be 1 yet is 0 due to the presence of a fault.
In a complementary fashion, D represents a discrepancy
where the circuit node should be 0 yet is 1 due to the presence
of a fault. The theme of the algorithm is to assign D and D to



circuit nodes to represent faults. Next, the discrepancy is
propagated to the outputs by sensitizing gates to enable prop-
agation of the discrepancy along all paths until the discrep-
ancy appears at the circuit output(s). This process is termed
the D-drive. Next, inputs of the remaining gates are set to
support the propagation of the discrepancy to the circuit out-
puts which is termed the consistency operation. Backtracking
in the consistency operation occurs whenever a node is re-
quired to be both 1 and 0. Among the significant features of
the D-Algorithm is the ability to find a stuck fault test if one
exists. In addition, the D-Algorithm can be extended to test
for delay faults and nonfeedback bridging faults (21).

Pseudorandom Test Pattern Generation

While the D-Algorithm can be used to determine the test pat-
terns for a particular circuit, as a result of searching, the
D-Algorithm can be computationally expensive. A computa-
tionally less expensive yet but undirected approach uses test
patterns generated in a pseudorandom fashion (17). The basic
idea behind Parallel Random Pattern Generator (PRPG) is
the assumption that many approximately equally desirable
tests exist for a circuit. By randomly sampling the individual
tests, probabilistically speaking, an acceptable test set can be
found. LFSRs are simple circuits that can be used to generate
pseudorandom test patterns.

Weighted Test Patterns

Test patterns constructed using PRPGs result in patterns
where each bit has an equal chance of being either 1 or 0. For
some circuits, this uniformity in the test patterns may not
result in an effective set of tests. In particular, certain types
of patterns are more productive in terms of the quantity of
faults that can be detected. Adders and counters, for example,
are effectively tested when patterns result in either carries
generated or when carries could be generated if faults are
present. One of the first applications of weighted test patterns
assumed that the circuit had no DFT circuitry and that the
tester changed one input at time. After presenting random
set of test patterns, it was observed that some input changes
resulted in a larger number of devices in the circuit changing.
By changing the statistics of the inputs and making the in-
puts change in a pseudorandom frequency dictated by their
importance, measured by internal gate signal changes, the
benefits of weighted test patterns were demonstrated (23).

Multiple Pattern Methods

Under certain circumstances, a single pattern applied to a
circuit is insufficient to test for some types of faults or to
achieve certain testing goals. Multiple test patterns are nec-
essary when it is desired to locate the pattern. Since one test
pattern will detect the presence of several faults, additional
tests are required to rule out other defects. In addition, delay
faults require two test patterns to detect delay faults. The
first pattern sets up the conditions and the second pattern
makes the presence of the fault visible. The D-Algorithm can
be easily enhanced to test for delay faults (21). In CMOS cir-
cuits, transistor faults can result in a combinational circuit
operating as a sequential circuit. To detect this fault, the first
pattern stores a value and the second pattern propagates the
discrepancy to the output of the circuit (24).
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Test Pattern Generation for PLAs

As indicated earlier, PLAs are susceptible to crosspoint faults
where the function programmed into the PLA is changed by
the addition or omission of a term in the AND array or OR
array. These faults do not fit the standard stuck fault model,
so a different strategy to test for crosspoint faults must be
adopted.

CAD TOOLS

Support of automatic testing in the CAD tool is as important
as understanding the test techniques given the high density
and complexity of today’s digital systems. The inclusion of
test support in the CAD tool facilitates integrating good test
practices into the design process. Tool builders have recog-
nized the importance of including testing approaches. Two
leading companies in this respect are LogicVision, Inc. and
Mentor Graphics. Furthermore, the development of hardware
description languages that has resulted the widely used Veri-
log and VHDL greatly simplifies the process of adding auto-
matic testing capabilities. VHDL is the VHSIC Hardware De-
scription Language where VHSIC is very high speed
integrated circuits (32).
Reference 30 gives a good summary of CAD approaches.

Fault Simulation

Fault simulation is a simulation capable of determining
whether a set of tests can detect the presence of faults within
the circuit. A fault simulator is a logic simulator with the
capability of keeping track of whether one or more faults can
be detected given the inputs to the circuit. In practice, a fault
simulator simultaneously simulates the fault-free circuit con-
currently with circuits having faults. In the event that faults
produce circuit responses that differ from the fault-free cases,
the fault simulator records the fault that was detected.

In order to validate a testing approach, fault simulation is
employed to determine the efficacy of the test. Fault simula-
tion can be used to validate the success of a test regimen and
give a measure fault coverage achieved in the test. In addi-
tion, test engineers can use fault simulation for developing
functional test patterns. By examining the faults covered, the
test engineer can identify circuit structures that have not re-
ceived adequate coverage and target these structures for more
intensive tests.

In order to assess different fault models, the fault simula-
tor must be able to both model the effect of the faults and also
to report the faults that were detected by a particular input
sequence. In the test for bridging faults detectable by Ippq
testing, traditional logic and fault simulators are incapable of
detecting such faults because these faults may not produce a
fault value that can differentiate faulty from fault-free in-
stances. In Ref. 31, a fault simulator capable of detecting
Inpq faults is described.

Test Structure Libraries

By incorporating DFT structures and techniques in libraries,
the designer is given the ability to easily include accepted
testing practices. Some testing practices can be incorporated
in a fashion that is to some extent transparent to the design
engineer. In doing so, DFT techniques can become a more in-
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tegral part of the design process. For example, scan design
approaches can be incorporated in a design provided all flip-
flops operate off the same clock. Connecting flip-flops in a
scan path architecture can be an option with specific details
of the test structure being hidden from the designer unless it
is immediately relevant to the design. Languages such as
VHDL can offer DFT capabilities with the addition of librar-
ies (32).

MIXED-SIGNAL TESTING

Analog systems have increased in complexity along with digi-
tal systems. With increased system complexity comes with it
the necessity to perform defect and parameter testing. Fur-
thermore, since both analog and digital circuitry require es-
sentially the same manufacturing process, a common practice
is to include both analog and digital circuitry in the same
chip. With the increasing complexity of analog circuits and
with the introduction of digital circuitry, testing becomes a
more important issue. Analog circuitry presents special prob-
lems in testing because analog signals are continuous, mak-
ing it impossible to develop a test for all possible cases. Sec-
ond, complex digital circuitry can be included in a circuit that
contains analog circuitry for which testing is desired. At the
interface, the digital signals serve as actuators to the analog
functionality. In general, however, ABIST (Analog Built-In
Self Test) shares many of the same features and challenges
of digital BIST. First, for nonconcurrent testing, the CUT
must be switched to a special test mode where inputs are gen-
erated and output responses are compared with accepted
norms for behavior. At the system level, ABIST is not unlike
digital BIST. The CUT requires an input stimulus and the
outputs must be monitored and compared against a measure
indicative of the CUT fault status.

Signal Generation

Among the challenges of developing ABIST architectures is
having the capability of injecting a test signal into the CUT
(33). Digital systems are straightforward from the point of
view that in principal, any pattern can be generated for input.
Analog signals can take on an infinity of values and combina-
tions. Indeed, it is impossible to test an analog device for all
possible operating conditions and levels. With the selection of
appropriate signals, a fairly complete test is possible. Ideally,
having the signal generation capabilities of a signal generator
from the lab bench along with the capability of programming
the signal generator gives the ideal combination of capabili-
ties for testing analog devices. Integrating these capabilities
on analog chips, however, can be impractical due to the diffi-
culty of creating a signal generator with sufficient capabilities
to test the CUT. The simplest form of signal generator simply
generates a sine wave with either fixed or variable frequen-
cies. Such a signal generator is termed a single-tone signal
generator. The frequency response of an analog device can be
obtained with a programmable single-tone signal generator
that scans the desired range of signals in order to obtain a
frequency response. This approach can be ineffective at gener-
ating tests of nonlinear properties. For example, a two-tone
signal generator can be used to test for nonlinearities by de-
termining the magnitude of frequencies that result from mix-
ing the original two tones.

Mixed Testing

In some analog applications, both analog and digital circuits
are present. For example, an A/D converter requires analog
circuits to sample the analog input compare the analog signal
levels to internal references. Digital circuits are then used to
take the results of these comparisons and output a binary
integer representative of the analog voltage level. For a com-
plete test, both the analog and digital circuits must be tested,
as well as the interfaces between the two. Parts of digital cir-
cuits can be tested using the techniques of purely digital cir-
cuits. In Ref. 34, a BIST approach was developed that incor-
porated digital DSP hardware to perform frequency response
and other parameters of an analog to digital converter.

AUTOMATIC TEST EXAMPLES

Two examples of microprocessors that employ automatic test-
ing methodologies are presented in this section. It is interest-
ing to note the range of techniques that are employed even in
the same design. Microprocessor CPUs present special chal-
lenges for automatic testing as a result of their enormous
complexity, state of the art implementation methodologies,
and the complications of mass production. Indeed, because
microprocessors are manufactured in volume, the economics
of employing testing methodologies are carefully weighed
against the benefits. In today’s modern microprocessors, sub-
system structures of every type, each with its own testing
challenges, coexist and must be tested. The techniques em-
ploy a combination of both built-in test and the application
of ATE.

Failure Analysis in Intel Pentium and Pentium Pro Processors

Intel incorporated several DFT approaches that enable device
test and manufacturing failure analysis (35). Failure analysis
is necessary to determine the cause of device failure. In a
manufacturing setting, specific patterns of failures may be in-
dicative of problems with the process. Thus, the identification
of the specific failure mode is essential for adjusting the man-
ufacturing process to reduce the incidence of a specific type of
failure. Approaches such as e-beam probing can identify fail-
ures, but Intel engineers recognized that current manufactur-
ing technologies reduced the effectiveness of e-beam probing
for several reaons. First, the component geometries were be-
coming too small to be resolved. Second, layers of metaliza-
tion impedes observation of signals at the first and second
layers of metalizations. Third, flip-chip packaging complicates
e-beam probing.

Several DFT techniques were employed in the Intel Pen-
tium processor in order to facilitate testing off the manufac-
turing line. The Intel Pentium has microcode that can be
patched with externally loaded microinstructions, accom-
plished by down-loading the new microinstructions into a spe-
cial memory. Special control logic transfers control to the mi-
croinstruction patches at desired points in the microprogram.
The microinstructions are coded to aid in localizing the source
of defects and can be used in conjunction with external prob-
ing methodologies. Another Pentium DFT capability allows
external dumping of the contents of memory arrays, enhanc-
ing the observability of memories and control logic. Comple-
menting these DFT techniques is a scan-out mechanism en-



abling the sampling of internal control and datapath signals.
The cache memories also support a direct access test mode
whereby the memories are accessed as a pipelined memory. A
more detailed test mode, the low yield analysis mode, enables
extraction of dc parameters for individual memory cells that
are useful in failure analysis.

Dec Alpha Processor

Several testing methodologies were employed in the Dec
Alpha Processor to achieve several goals (36). First, the Alpha
was designed to achieve extremely high performance, and
thus the testing methodologies had to be incorporated in such
a way to not significantly affect performance. Second, testabil-
ity methodoligies were employed to ease the burden on chip
tester technology. Third, the testability methodologies were
designed to work in conjunction with repair methodologies of
chip memories. On the Alpha, it was decided not use full scan
path methodologies as a result of the size of the processor and
because some of the logic was implemented using dynamic
logic. It was further recognized that the instruction cache
could be used to store programs valuable in the testing pro-
cess. Upon initial wafer probe, the Alpha instruction cache
was designed to undergo a built-in self-repair operation prior
to being loaded with a special test program. The purpose of
the test program is to determine failed bits in the cache mem-
ories and report failures for their subsequent masking
through laser repair. In addition, the Alpha has a manufac-
turing test port that supports limited internal scan path capa-
bilities the form of 27 linear feedback shift registers. A mostly
IEEE 1149.1 compatible TAP enables boundary scan test
capabilities.

EMERGING TECHNOLOGIES

lppg Test Patterns

In Ippq testing, the current profiles for CMOS circuits are used
to test for defects in the circuits (7). CMOS circuits are partic-
ularly susceptible to bridging faults that are not always testa-
ble when developing tests according to the stuck fault model.
Inpq testing is generally considered to be an augmentation to
other testing approaches and has been shown to improve fault
coverage. In Ippq testing, as test patterns are presented to the
circuit, the quiescent current is monitored. If the current ex-
ceeds some threshold, defects are presumed to be present.
Test patterns for Ippq testing can be the same patterns used
to perform fault testing according to other models, augmented
with current profiles for the different patterns in the test set.
Because CMOS circuits can draw different quiescent currents
depending on the internal function of the circuit, adopting a
threshold for each test will give a more accurate test. In addi-
tion, test patterns can be created specifically for Ippq testing.

Challenges of Core-Based Design

In core-based designs, VLSI systems are constructed using
complex components from libraries (37). Using simple to mod-
erate complexity parts from a library has been a part of the
industry for some time. The difference is that today, library
components are of the complexity of entire systems from the
past, such as CPUs and memories. Since the cores are sup-
plied by third parties who consider their cores to be intellec-
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tual property, supplying enough information to effectively
test the cores would require the disclosure of the design. It is
impossible to be able to construct an effective test regimen
without some knowledge of the internal structure of the core.
Along with the core, the core vendors will supply test vectors
that test the core to achieve a given level of defect coverage.
The difficulty is that this requires the test patterns be applied
directly to the inputs and outputs of the core, which can be
embedded deep within the design (14).

Synthesis for DFT

In many ways, effective application of testing methodologies
requires attention at every stage of the design process (29).
While the focus of testing is on the individual components and
gates in the circuit, initially, the designer will rarely work in
this domain, given the complexity of most designs produced
today. More typically the designer will design at the behav-
ioral level. Synthesis for DFT can facilitate the design of a
testable circuit in several ways. First, in synthesis, test struc-
tures can transparently be compiled into the design making
it more testable. Second, by adding datapaths that improve
controllability and observability, the testability of the design
can be improved. In Ref. 29, resource scheduling is used to
enhance testability. Four rules were introduced to improve
testability which can be applied to the design at the behav-
ioral level.

Rule 1: Whenever possible, allocate a register to at least one
primary input or primary output.

Rule 1 improves the controllability and observability of the
design.

Rule 2: Reduce the sequential depth from an input register to
an output register.

In Rule 2, the paths through which data is processed are de-
signed so that the data is stored in no intermediate registers.
In doing so, improved controllability and observability of a
design results.

Rule 3: Reduce sequential loops by
—proper resource sharing to avoid creating sequential
loops for acyclic data flow graphs, and
—assign 10 registers to break sequential loops in cyclic
data flow graphs.

Sequential data path loops reduce the testability of the cir-
cuit. By avoiding the creation of sequential loops and break-
ing sequential loops that are unavoidable, testability is im-
proved.

Rule 4: Schedule operations to support the application of
Rules 1 to 3.

In Ref. 29, application of Rules 1 to 4 are shown to signifi-
cantly improve the testability of circuits compared to cases
that do not employ these rules. Interestingly, this approach
does not require test circuitry traditionally used to improve
testability, such as the application of scan design approaches.
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SUMMARY

In this article, many aspects of automatic test were investi-
gated. Automatic testing can be conducted by either external
test equipment or can be incorporated in the circuitry of the
system. Important issues in developing and using automatic
test include knowledge of the types of failures that can be
expected in the application technology. The types of failures
can have a great impact on both the methodology for generat-
ing tests and also on the design of the systems. With the com-
plexity of today’s VLSI circuits, many circuits are incorporat-
ing DFT and BIST approaches to ease testing burdens.

APPENDIX 1. ACRONYMS AND ABBREVIATIONS

ABIST Analog Built-in Self-test

ATE Automatic Test Equipment
BILBO  Built-in Logic Block Observer
BIST Built-in Self-test

CuUT Circuit Under Test

DFT Design for Test

DSP Digital Signal Processing
LFSR Linear Feedback Shift Register
LSSD Level Sensitive Scan Design
MISR Multiple Input Shift Register
PCB Printed Circuit Board

PLA Programmable Logic Array
PRPG Parallel Random Pattern Generator
SCC Self-Checking Circuits

SISR Single Input Shift Register
TAP Test Access Port
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