


Praise for The Complete Guide to Windows Server 2008

“John Savill's The Complete Guide to Windows Server 2008 is comprehensive without being
overwhelming. At over 1500 pages, the book is not light reading, but Savill does a superb
job of explaining the features and functions of Windows Server 2008 in a way that the read-
er can understand and apply. Rather than investing in a library of books, an administrator
can just keep this book handy as a reference resource for all their Windows Server 2008
questions and needs.”

—Tony Bradley, CISSP, Microsoft MVP, Director of Security, Evangelyze Communications

“John Savill's book is the kind of technology bible you don’t mind reading cover to cover.
Often I find books with this much information just too deadly dull to actually read, but this
is an exception. If you are an old hat, you might end up skipping the starts of chapters, as
John makes few assumptions about what you already know—a very good thing overall.”

—Patrick Hynds, CTO, CriticalSites Microsoft Regional Director

“Of all the recent books on Windows Server 2008 I've read, this one provides the most com-
plete coverage in an easy to digest manner. An aptly titled publication that I recommend
for anyone working with Windows Server 2008.”

—Alan Le Marquand, Content Architect, Technical Audience Global Marketing Team

“With the number of changes being introduced in Windows Server 2008, a book like The
Complete Guide to Windows Server 2008 is essential in any IT professional’s library. John
Savill does an excellent job of introducing these changes. He also gives clear instructions
on how to implement them. I would highly recommend to anyone who’s planning on mak-
ing Microsoft’s latest server operating system part of their infrastructure to buy and read
this book from cover to cover.”

—Ed Roberts, Lethos Incorporated

“This book is an invaluable one-stop reference for deploying, configuring, and managing
Windows Server 2008. It’s filled with John’s unique and hard-earned nuggets of advice,
helpful scripts, and shortcuts that will save you time and money.”

—Mark Russinovich, Technical Fellow, Platform and Services Division, Microsoft



“The Complete Guide to Windows Server 2008 by John Savill is, indeed, just that. It begins
with one of the most clear, concise, and understandable explanations of the evolution of
Windows from its earliest days that I have ever read. I expected to learn about Windows
Server 2008, but along the way learned a great deal about Windows in general and Vista in
particular. If you are looking for a guide to help you navigate the rapids on the way to imple-
menting, running, and troubleshooting Windows Server 2008, this is an excellent choice.”

—Jerry Tibor, Microsoft MVP, Windows Server

“If you've got questions about Windows Server 2008, John Savill has the answers. Written by
one of the industry’s true heavyweights, The Complete Guide to Windows Server 2008 is just
that, your complete guide to planning, deploying, configuring, and administering a comput-
ing environment based on the latest and greatest version of Windows Server. Highly recom-
mended!”

—Paul Thurrott, Windows IT Pro Magazine and SuperSite for Windows



THE ComPLETE GUIDE TO
Winbows Servir 2008



This page intentionally left blank



THE ComPLETE GUIDE TO
Winbows Servir 2008

John Savill

vvAddison-Wesley

Upper Saddle River, N] ¢ Boston ® Indianapolis ® San Francisco
New York e Toronto ® Montreal ¢ London ® Munich e Paris ® Madrid
Cape Town ® Sydney ® Tokyo ® Singapore ® Mexico City



Many of the designations used by manufacturers and sellers to distinguish their products are claimed as trade-
marks. Where those designations appear in this book, and the publisher was aware of a trademark claim, the
designations have been printed with initial capital letters or in all capitals.

The author and publisher have taken care in the preparation of this book, but make no expressed or implied
warranty of any kind and assume no responsibility for errors or omissions. No liability is assumed for inciden-
tal or consequential damages in connection with or arising out of the use of the information or programs con-
tained herein.

The publisher offers excellent discounts on this book when ordered in quantity for bulk purchases or special
sales, which may include electronic versions and/or custom covers and content particular to your business,
training goals, marketing focus, and branding interests. For more information, please contact:

U.S. Corporate and Government Sales
(800) 382-3419
corpsales@pearsontechgroup.com

For sales outside the United States please contact:

International Sales
international@pearsoned.com

Visit us on the Web: www.informit.com/aw
Library of Congress Cataloging-in-Publication Data:

Savill, John, 1975-
The complete guide to Windows server 2008 / John Savill.
p- cm.
ISBN 0-321-50272-8 (pbk. : alk. paper) 1. Microsoft Windows server. 2. Operating systems (Computers)
1. Title.

QAT76.76.063535654 2008
005.4476—dc22
2008025996

Copyright © 2009 Pearson Education, Inc.

All rights reserved. Printed in the United States of America. This publication is protected by copyright, and
permission must be obtained from the publisher prior to any prohibited reproduction, storage in a retrieval
system, or transmission in any form or by any means, electronic, mechanical, photocopying, recording, or like-
wise. For information regarding permissions, write to:

Pearson Education, Inc

Rights and Contracts Department
501 Boylston Street, Suite 900
Boston, MA 02116

Fax (617) 671 3447

ISBN-13: 978-0-321-50272-8

ISBN-10: 0-321-50272-8

Text printed in the United States on recycled paper at Edwards Brothers in Ann Arbor, Michigan.
First printing September 2008


www.informit.com/aw

Dedicated to Julie,

for showing me love and support that I never knew existed



This page intentionally left blank



CONTENTS AT A GLANCE

Acknowledgments
About the Author
Preface
Chapter 1: Windows 101: Its Origins, Present, and the Services It Provides
Chapter 2: Windows Server 2008 Fundamentals: Navigating and Getting Started
Chapter 3: Installing and Upgrading Windows Server 2008
Chapter 4:  Securing Your Windows Server 2008 Deployment
Chapter 5:  File System and Print Management Features
Chapter 6: TCP/IP
Chapter 7:  Advanced Networking Services
Chapter 8: Remote Access and Securing and Optimizing the Network
Chapter 9:  Terminal Services
Chapter 10: Active Directory Domain Services Introduction
Chapter 11: Designing and Installing Active Directory
Chapter 12: Managing Active Directory and Advanced Concepts

Chapter 13: Active Directory Federated Services, Lightweight Directory Services, and Rights
Management

Chapter 14: Server Core
Chapter 15: Distributed File System
Chapter 16: Deploying Windows
Chapter 17: Managing and Maintaining Windows Server 2008
Chapter 18: Highly Available Windows Server 2008
Chapter 19: Virtualization and Resource Management
Chapter 20: Troubleshooting Windows Server 2008 and Vista Environments
Chapter 21: Group Policy
Chapter 22: The Command Prompt and PowerShell
Chapter 23: Connecting Windows Server 2008 to Other Environments
Chapter 24: Internet Information Services
How To Quick Reference

Index ix



CONTENTS

Chapter 1:

Chapter 2:

Chapter 3:

Acknowledgments . . ... ... . xvii
About the Author . . . ... . xviii
Preface . . .. oo XiX

Windows 101: Its Origins, Present, and the Services

ItProvides ....cciviiiiiiiiieeinneceneeennnannns 1
Origin of the Windows Operating System .. .................... 1
Features of the Windows Server 2008 Product Line . . . ............ 21
Licensing . ... 35
SUMMArY .o 41

Windows Server 2008 Fundamentals: Navigating and
Getting Started .........cciititterrenccnnesss.43

Windows Vista at 30,000 Feet . ... ... .. ... . ... ... ... 44
The Logon Experience .. .......... ..ot 46
User Access Confrol . ... ... . 50
Windows Elements .. ... ... . ... .. 56
The Deskiop Windows Manager DWM) .. ........ ... ... ..... 64
Windows Aero Effects . ... ... 67
Task Manager . ... ... 71
Fast User Switching .. ......... ... . ... .. . . . .. . .. 77
Windows Explorer ... ... ... ... .. 78
The Microsoft Management Console . ... ..................... 86
The Control Panel . ... .. ... .. . . . . .. .. 93
SUMMArY . .o 96

Installing and Upgrading Windows Server 2008 ......99

Installing Windows Server 2008 .. .. ....... .. .. ... .. .. .. ... 99
Upgrading to Windows Server 2008 ... .................... 126



Chapter 4:

Chapter 5:

Chapter 6:

Chapter 7:

CONTENTS XI
Advanced Installation . . ... ... L 130
Viewing Installation Log Files ... ... ... .. .. ... ... . ... 131
Automating Installation ... ... ... 133
SUMMArY . o 139

Securing Your Windows Server 2008 Deployment ... .141

Authentication and Authorization . . ... ... . ... ... L. 142
The Physical Environment .. .. ... ... .. .. .. .. 143
Bitlocker . . .. .. 145
Active Directory Certificate Services (ADCS) ... ................ 156
Authentication Protocols .. ....... ... .. ... .. 171
Securing Windows Server 2008 ... ........................ 179
SUMMATY o 224

File System and Print Management Features ........225

File System Types and Management ... ..................... 225
File Management . . ... ... ... 240
File Server Resource Manager .. ............ ... ... .. ...... 257
Print Management ... ... .. .. ... 290
SUMMArY 333

TCP/IP .l......................l......l.....335

Internet Protocol (IP) . ... ... ... ... ... . . ... 335
Transmission Control Protocol (TCP) ... ...................... 355
User Datagram Protocol (UDP) .. ..... ... ... ... ... ...... 356
Network Monitoring . . . ... ..o 357
PVh 362
Communication Testing . . . .. ..o 368
SUMMArY .o 376

Advanced Networking Services ..................377

DHCP . 377
Domain Name System ... ... .. ... . . . . 406
WINS 447



Xl CONTENTS

Chapter 8:

Chapter 9:

Chapter 10:

Chapter 11:

Remote Access and Securing and Optimizing
theNetwork ............ciiiiiiiiiiee....451

Virtual Private Networks . .. ... ... ... .. . . 452
RADIUS and Policy Services .. ........ ... ... ... . ... . .... 478
Routing . . oo 486
Network Access Protection (NAP) . ... ... ... ... .......... 488
SUMMArY oo 519

Terminalservices .............................52]

Enabling Remote Desktop . ... ... ... ... ... 526
Initiating a Remote Desktop Connection ... ................... 529
Terminal Server Licensing .. ....... ... ... .. ... . ... ... ... 544
Installing Terminal Services ... ... ... .. ... ... ... ... .. ...... 558
TSEasy Print .. oo 559
TS Gateway . ... 566
Remote Applications ... ... ... ... . 583
TSWeb Access .. ..o 594
TS Session Broker ... ... .. ... 604
Management and Maintenance . . ... ... 612
SUMMArNY .« oo 621

Active Directory Domain Services Introduction .......623

Workgroups Versus Domains . ... ... .. . 623
Exclusive Membership .. ... ... ... . .. .. 627
TrUsts oo 630
Active Directory . ... ... 632
Domain and Forest Modes ... ........ ... .. ... ... ... . ..., 671
SUMMANY . oo 677
Designing and Installing Active Directory ........... 679
Adding a Replica Domain Controller .. ...................... 679
Creatinga New Domain . ............ ... ... ... ......... 698
Verifying Domain Controller Operation ... ................... 705
Creating a Domain Controller from Media .. .................. 715
Removing Domain Controllers and Domains .. ................. 719

Read-Only Domain Controllers RODCs) .. .................... 722



Chapter 12:

Chapter 13:

Chapter 14:

Chapter 15:

CONTENTS xiii
Trust Relationships ... ... ... . 740
SUMMArY 751

Managing Active Directory and Advanced Concepts . . .753

Customizing Site Connectivity . .. ........... ... .. ......... 753
Forcing a Demotion . . ... ... . ... ... . 767
Managing AD . .. 777
Backing Up and Restoring AD . . .. ... .. ... 811
Auditing AD . ..o 829
Advanced Password Policies . .. ....... ... ... . .. L. 834
Pruneand Graft .. ... ... . .. 836
Upgrading AD . ... o 836
SUMMATY o 849

Active Directory Federated Services, Lightweight

Directory Services, and Rights Management ......... 851
Active Directory Lightweight Directory Services . ... ............. 852
Active Directory Rights Management Services ... ............... 865
Active Directory Federated Services . . ........ ... ... .. ... .... 891
SUMMArY 909

Server Core ....c.ceeeeecccscsccsccscsccssscsees?dll

Overview of Windows Server Core . . .. ..................... 911
Installation . . ... . 915
Server Core Configuration .. ..... ... ... . ... . ... ....... 918
Performing Common Actions Using Server Core .. .............. 940
Remotely Managing Server Core . . . ... ........ ... .. ... ..... 942
SUMMArY o 952

Distributed File System .........................953

Distribution of Other Services . ........... ... ... ... ...... 954
Distributed File System Namespace ... ...................... 957
Distributed File System Replication . .. ....... .. ... ... .. ... ... Q64
Installing and Configuring DFS ... ... ... ... ... ... .. .. .. ... Q69

SUMMArY . 1008



XiV CONTENTS

Chapter 16:

Chapter 17:

Chapter 18:

Chapter 19:

Chapter 20:

DeployingWindows . . .....cciiveeveeeeesees..1011

Image Deployment . ... ... .. 1011
Installing Windows Deployment Services ... ................. 1017
Customizing the Windows Vista Deployment Process . . ... ....... 1041
Automating the Installation . ... ... ... .. 1049
SUMMAryY .o 1083

Managing and Maintaining Windows Server 2008 ..1085

Server Manager . ... ... 1085
Computer Management Console . ... ....... ... ... ....... 1151
Windows Server Backup (WSB) . ... ... ... .. ... ... . ...... 1152
Patch Management . ... ... ... . .. ... ... 1178
Registry . ... 1185
Performance and Paging File Tuning .. ...... ... ... .. ... .... 1192
Managing froma Client .. ... ... ... ... . 1202
SUMMANY . oo 1203

Highly Available Windows Server 2008 ...........1205

High-Level Overview of NLB and Failover Clustering ... ......... 1205
Network Load Balancing . ......... ... ... ... .. ........ 1210
Failover Clustering . . ... ... .. 1229
SUMMANY ..o 1269
Virtualization and Resource Management ......... 1271
Virtualization 360 Picture . . ... ... .. ... .. 1271
Virtual Applications .. ... .. . 1272
Virtual Machines and Hyper-V . . . ... .. ... .. .. L 1283
Windows System Resource Manager (WSRM) .. ... ... . ... 1319
Advantages of Virtualization and Consolidation . .............. 1330
SUMMANY ..o 1330

Troubleshooting Windows Server 2008 and Vista
Environments ......ccceetesescscscscscsssss 1333

Boot Mode Options . ... .. ... 1334
Windows Recovery Environment . ... ... ... ... ... . ... ... 1338



CONTENTS XV

Chapter 21:

Chapter 22:

Chapter 23:

Chapter 24:

Reliability and Performance Monitoring .. ........... .. .. .. .. 1355
Event Viewer . ... ... 1381
MSConfig . ... 1400
Windows Error Reporting ... ... ... 1401
System Center . . ... 1402
SUMMArY 1407

GroupPolicy ........ciiiiiiiiiiieinenese...1409

Group Policy Structure ... .. ... .. .. 1410
Group Policy Management Console (GPMC) .. ............... 1427
Group Policy Preferences . ........... ... ... .. ... .. ..., 1491
Troubleshooting . . ... ... . ... . .. .. 1501
Microsoft Templates . . ........ ... ... .. . .. 1503
SUMMArY 1505
The Command Prompt and PowerShell ........... 1507
Command.com . ... ... .. 1508
CMD.EXE . .. 1510
Windows Scripting Host . ... ... .. ... . . 1528
PowerShell ... ... . . . . . 1536
SUMMArY 1563

Connecting Windows Server 2008 to Other
Environments . .....cceteteeecccscscscscsess 1565

UNIX Integration .. ... . 1566
NetWare Integration and Migration . .. .. ......... ... .. .. .. 1593
SUMMArY 1608
Internet Information Services ........cc0000eennn 1611
[IS7.0 Architecture ... ... ... ... . ... .. ... 1611
Installation . ... ... .. 1625
IS Management .. ... . ... 1628

Certificates and Encryption . . ......... .. ... ... .. . ... 1645



xVi

CONTENTS
Server Core SUpport . ... 1648
IS and Windows Vista . . .. ... oo 1648
Windows Web Server 2008 . . . ... ... . ... 1649
SUMMANY . .o 1650

How To Quick Reference ......cccceeeeeeeees..1651



ACKNOWLEDGMENTS

Many people helped in the creation of this book. I want to start by thank-
ing Joan Murray, acquisitions editor at Addison-Wesley, who I worked with
on this book. She had the faith to support this project.

Those who know me know that I think and talk very fast; I quickly
jump from one subject to the next. That does not translate well for a book,
so I am extremely lucky that Addison-Wesley gave me an amazing devel-
opment editor team to make my manuscript readable—a huge thanks you
to Sheri Cain and Susan Brown Zahn.

When the development edit was complete, the technical editors veri-
fied that my content was technically accurate and digestible by the reading
public, so I thank my technical editors Khaki Cohen and John Ruley.

There are many other people at Addison-Wesley who T'll probably
never communicate with—such as copy editors, designers, proofreaders,
and the publisher—so here’s a big thank you to all of them.

Microsoft provided a great deal of input into this book, which was facil-
itated by Emily Ohlsen and Melissa Dingle who handled my interaction
with the Microsoft program managers. There are too many people at
Microsoft to thank individually—so I want to make this a big thank-you to
everyone at Microsoft who helped me with my many questions and for pro-
viding their insight.

Writing this book has taken up a huge amount of my life over the last
24 months. I would like to thank my colleagues at EMC for their support
throughout this process.

I feel I should also thank my two best friends, Brad Bartholow and
David Covich, who are always there with life advice, keep me focused on
what is important, and put up with me insulting them 24/7.

I want to thank my parents for making me the person I am—which
some people will curse them for. Along with Arnold Schwarzenegger, my
father has always been my hero and the person I want to be.

Throughout everything, Julie, my fiancée, has always been there with
unconditional love, understanding, and full support for this project. My
son, Kevin, has always been there to make me smile, highlight what’s most
important in the world, and put everything into perspective.

xvii



ABOUT THE AUTHOR

John Savill, B.S., MCSE, M.S. ITP Server Administrator, M.S. ITP
Enterprise Administrator, Clustering MVP, is the Central U.S. manager for
EMC’s Microsoft technical infrastructure practice and chief Microsoft
architect. John has worked in infrastructure solutions for 15 years in dif-
ferent industries. At the age of 19, John started a frequently asked ques-
tions site for Windows NT that evolved into the www.ntfaq.com site, which
became the most used NT FAQ on the Internet. John is a frequent writer
for Windows IT Pro magazine and other major publications such as
TechNet Magazine, and this work is John’s fourth solo book project. John is
a speaker at many major technology shows, including Tech Ed 2006, 2007,
and 2008.

Outside of technology, John enjoys fitness activities, such as cycling,
running, and weightlifting in addition to practicing martial arts, which he
has done since the age of 7. John has lived in the United States since 2004
and received his green card (finally) at the beginning of 2008.


www.ntfaq.com

PREFACE

Everyone knows the saying, “Be careful what you wish for.” It had long
been my goal to write a complete guide to Windows Server, but I never felt
I had sufficient time to do justice to the subject. In the middle of 2006, I
convinced myself that I could organize my time to allow the undertaking
of writing a book on the largest Microsoft server release ever—from
scratch. I started writing the book a few months later and finished the final
copy editing in June 2008, basically two years from start to finish.
Fortunately, Microsoft delayed the release of Windows Server 2008
enough that this book will hit bookshelves while Windows Server 2008 is
still new to the market.

With this book, I tried to create a resource that explains the major fea-
tures of Windows Server 2008, when to use them, how to design the best
implementation, and how to manage the deployed environment.

Windows Server 2008 has so many features that I had to leave some
out. Those features not discussed are ones I felt would not be interesting
to most readers; however, I point out what is not covered and suggest some
resources. Windows 2008 is trying to put books out of business; however,
although the online help is great, it is task focused. Therefore, I encourage
you to follow the online help tool. I concentrate on items that require more
design, decision, or are just cool.

Windows Server 2008 is very customer-focused and focuses on a key
number of areas such as virtualization, the Web, and security. Usability is
also a major area for Windows 2008. A customer does not point to a serv-
er and say “that’s my windows server”; a customer says “that’s my domain
controller” or “that’s my file server.” Windows Server 2008 is designed
around how the server is used. Only the basic functions are installed; addi-
tional components are installed as roles, and features are added to the serv-
er and their management tools accessed through a single server manager
interface.

Design of Microsoft-based systems will change in the future. I predict
that the process we perform today to design the best practice implemen-
tation for our environment will be automated entirely within ten years—
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and T'll need a new day job. Think of the process today: We look at the
environment and how to use it and then create a design following experi-
ence and best practices. We have a number of tools today to help with this:
Best Practice Analyzers that check that an installation follows guidelines;
System Center Capacity Planner that allows a designer to input informa-
tion about locations, users, servers, and bandwidth and then creates a serv-
er design that services needs; and Microsoft Solution Accelerators that
help create solutions with Microsoft technologies. The next step is bring-
ing these together. System Center Configuration Manager and System
Center Operations Manager can ascertain the information needed about
an environment. This information can then be automatically fed into
Capacity Planner-type solutions to produce a best practice design and peri-
odically verify that the design still meets requirements. With the move to
virtualization, the design tools will partner with deployment technologies
to automatically build new virtual machines for services, as needed, with-
out administrator intervention. Microsoft already has a direction to this
type of environment with the Dynamic Systems Initiative. Our involve-
ment will likely be telling these tools about new initiatives and services
needed to know what infrastructure to put in place. New versions of soft-
ware such as Exchange can be downloaded and applied automatically,
assuming organizations still have local servers and software. Its entirely
possible everything will be a service offered by a “cloud” on the Internet
which companies subscribe to.

So with all of that, why is there snow on the cover? Snow makes any-
thing look calm and beautiful. T hope the cover is calming. If ever you start
panicking about content in this book, just stop and look at the cover. Like
they said in the book The Hitchhiker’s Guide to the Galaxy, “Don’t panic.”

Audience for This Book

I've written this book with the IT administrator and architect in mind.
Although a background from Windows and networking in general is advan-
tageous, I introduce the basics of each subject, explain how the technolo-
gies work, and then build on that transferred understanding until we get to
advanced concepts and best practices.

This is not a Microsoft Certified IT Professional study guide, although
I did take the exams for both the MS ITP Server Administrator and
Enterprise Administrator without studying. I used what I knew from writ-
ing this book and easily passed all the exams with high marks. So if you



understand and can apply the information in this book, I would expect you
to do well on the Microsoft exams.

This Book’s Organization

It would be great if you could sit and read this book from start to finish.
Although you may not be able to learn all the features, you may remember
items that are possible in day-to-day work and then re-read details of spe-
cific features. In the same manner that a chef expects you to eat all cours-
es of a meal instead of picking at each one, I expect this book to be “digest-
ed” more like a buffet. You might want to consume the parts relevant to
you. I urge you, however, to read a chapter at a time, and not just part of a
chapter because each one builds on a subject. In addition, I typically start
each chapter with details for you to thoroughly understand the concepts so
that we can cover other concepts more quickly.

I want to teach you to drive, not to understand the internal parts of the
engine. I'm not big on giving detail on components that don’t do you any
good from a design or management perspective, but I do give internal
details when it aids in learning a technology.

Structure of This Book
This book is made up of 24 chapters:

m Chapter 1, “Windows 101: Its Origins, Present, and the
Services It Provides,” introduces the major new features of
Windows Server 2008. It highlights the key differentiators between
the editions of Windows Server 2008 from Web edition through
Datacenter.

m Chapter 2, “Windows Server 2008 Fundamentals: Navigating
and Getting Started,” walks you through the key interface and
management components of Windows Vista and Windows Server
2008. The log-on experience for Windows in both workgroup and
domain environments is detailed along with the changes to how the
built-in Administrator account is handled in Vista and 2008. The
chapter discusses User Access Control and how it impacts how to
use Windows. Also, key Windows elements, including the Start
menu, task bar, and the system tray, are examined along with the
available customizations.



Most of your time with Windows Server 2008 is spent in Task
Manager, Explorer, and the Microsoft Management Console, so
Chapter 2 looks at the major elements of these powerful tools and
finishes off with a quick look at the Control Panel.

Chapter 3, “Installing and Upgrading Windows Server
2008,” walks you through the basic system requirements of
Windows Server 2008 in terms of memory, processor, and disk
space. Windows Server 2008 has a number of activation options, and
this chapter looks at both Multiple Activation Keys and Key
Management Service.

The next section walks through performing an upgrade from
Windows Server 2003 SP1 to Windows Server 2008, and the various
options and limitations associated with an in-place upgrade. The
chapter ends with automating local installations using XML answer
files.

Chapter 4, “Securing Your Windows Server 2008
Deployment,” discusses security. It looks at authentication and
authorization methods, along with the importance of the physical
environment that houses your servers. It also discusses BitLocker
and how to use it most efficiently.

This chapter also looks at the built-in certification service in
Windows Server 2008, Active Directory Certificate Services
(ADCS), and how it is used in (and out) of an organization.

Finally, Chapter 4 discusses the Security Configuration Wizard and
the Security Configuration and Analysis tool that can increase the
security of an environment. Increasing network security is handled
via the Windows Firewall and IPsec, which this chapter details,
along with more information on the User Access Control.

Chapter 5, “File System and Print Management Features,”
looks at the facilities that the Windows Server 2008 platform pro-
vides for the critical storing of an organization’s data. After dis-
cussing the new capabilities of NTF'S, this chapter looks at creating
and managing volumes for data storage. The file permission and
ownership capabilities are explained and the concept of shares are
introduced and walked through. Then, more advanced subjects are
covered, including using quotas to control how much data users can
store, file screening technologies to control how the storage is used,
and reporting capabilities.

The second section of Chapter 5 deals with print management,
which has taken some big steps in Windows Server 2008. For the



deployment of printers to users, Group Policy can now be used to
assign printers to users based on their physical location so that as a
user moves, he can be assigned printers that are physically close to
him. The chapter closes with a detailed look at printer configuration
options.

Chapter 6, “TCP/IP,” starts from the ground up with Internet
Protocol (IP). Network Address Translation (NAT) is explored as a
means for sharing public IP addresses between multiple computers
on a private network. Then, this chapter looks at Transmission
Control Protocol (TCP) and User Datagram Protocol (UDP) as
methods to provide levels of reliability and extra service to IP com-
munication.

Chapter 6 rounds off with a look at troubleshooting IP communica-
tion through various utilities. It also looks at tracing network traffic,
which is invaluable for resolving issues and understanding more
complex protocols.

Chapter 7, “Advanced Networking Services,” looks at two main
capabilities that make the Internet Protocol more usable and man-
ageable in an environment: Dynamic Host Configuration Protocol
(DHCP) and Domain Name System (DNS). The chapter ends with
a brief look at WINS and how its capabilities are hopefully no longer
required.

Chapter 8, “Remote Access and Securing and Optimizing the
Network,” looks at extending the visibility of our enterprises
resources to external users in a controlled manner via a virtual pri-
vate network (VPN). It also looks at the different types of VPN that
are available and the pros and cons of each. NAT is explained and its
impact on VPNs explored.

Finally, Chapter 8 looks at one of the major features in Windows
Server 2008: Network Access Protection (NAP). It walks through
the various types of NAP available, how to use NAP, and how best
to configure it. It looks at implementation options for NAP to ensure
the most secure environment while minimizing potential impact to
the organizations users, thus, avoiding business impact.

Chapter 9, “Terminal Services,” kicks off with an overview of
Terminal Services (TS) before walking through the basic steps to
enable Remote Desktop and then use Remote Desktop. New secu-
rity features related to Remote Desktop are examined. Licensing is
key with TS, and licensing options are documented and advice given
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on which of the licensing modes work in different types of organi-
zations.

The next section looks at installing the full TS role in Windows
Server 2008 and its role services, which include TS Gateway for
access over SSL and Remote Applications to enable seamless appli-
cation execution on a terminal server without having a full desktop
on the remote server visible. Tied in with Remote Applications, the
chapter looks at TS Web, which gives a Web-based portal to launch
remote applications.

As TS becomes more important in an organization, it will be neces-
sary to ensure that users can get sessions and good responses, so that
multiple terminal servers are pooled together into a farm. Chapter
9 looks at the technologies to facilitate terminal server farms.
Chapter 10, “Active Directory Domain Services
Introduction,” looks at the history of domains in Windows and the
basic building blocks of Active Directory Domain Services (ADDS).
It looks at trust relationships and how they are a core part of Active
Directory (AD) hierarchical structure. The chapter then expands on
the structure of ADDS by looking at features such as Organization
Units, Global Catalog servers, and the special Flexible Single
Master of Operations (FSMO) roles.

Replication is key to ADDS, and this chapter looks at the site com-
ponents that document to ADDS the physical structure of the envi-
ronment, the subnets for each location, and the links between each
location. Chapter 10 ends with a look at the various domain and for-
est modes that enable additional features.

More advanced AD concepts are explored in Chapter 11,
“Designing and Installing Active Directory.” This chapter
begins by adding a replica domain controller to an existing domain
to give the domain high availability and support for more users and
distributed environments.

For Windows Server Core installations and automated AD deploy-
ments, an unattended approach is required. The unattended answer
format is explored along with an easy way to create the answer file
that is new in Windows Server 2008.

Management functions related to the FSMO domain controllers are
explored, including normal movement of FSMO actions and excep-
tion FMO movement options. The last setting the chapter looks at
is Global Catalog creation.



The next section deals with creating a new domain, but more impor-
tantly, the reasons of when and why a new domain is created. Steps
related to verifying a new domain controller are described. The
chapter then looks at demoting a domain controller to a normal
member server.

One of the major new features in Windows Server 2008 is the Read-
Only Domain Controller (RODC); the chapter looks in detail at the
capabilities of RODC, its usage considerations, and the restrictions.
Chapter 11 closes with a detailed look at the various types of trust
relationships and how to create them.

Chapter 12, “Managing Active Directory and Advanced
Concepts,” looks at managing AD, backing up and restoring the
AD, and other more advanced features. It looks at AD management
tools, both graphical and command line-based.

This chapter also looks at how backing up the AD has changed in
Windows Server 2008, using new AD snapshots and restoring delet-
ed objects.

Chapter 12 closes with a look at changing the replication technolo-
gy from FRS to DFS-R when you are running a pure Windows
Server 2008 domain controller environment.

Chapter 13, “Active Directory Federated Services,
Lightweight Directory Services, and Rights Management,”
deals with the other role services that complement ADDS, namely
Active Directory Lightweight Directory Services (AD LDS), Active
Directory Rights Management Services (AD RMS), and Active
Directory Federated Services (AD FS).

Chapter 14, “Server Core,” starts with an overview of server core
followed by how to perform a Windows Server 2008 installation for
a server core instance. When the installation is complete, the hard
part is configuring and managing because you don’t have the same
local graphic tools available that are normally present in a full
Windows Server 2008 instance.

The various command line utilities are explored to perform config-
uration in addition to walking through configurations that can be
done with limited graphical tools such as the Registry editor. Along
with this configuration, the chapter explores how to keep a server
core patched and what applications can be installed on a server core
installation. Finally this chapter looks at managing a server core
installation.

XXV



m Chapter 15, “Distributed File System,” discusses one of the
greatest challenges in a distributed environment: managing data and
making the data available to all users in a timely fashion. The
Distributed File System (DFS) consists of two components:
Distributed File System Namespace (DFSN) and Distributed File
System Replication (DFSR).

Chapter 15 closes with a look at best practices to design a DFSR
topology and how to troubleshoot and monitor the overall health of
replication.

m Chapter 16, “Deploying Windows,” starts with a brief history of
deployment and then introduces the technologies required to
deploy modern operating systems (OSs).

Installing and configuring WDS is covered, along with the consider-
ations of running WDS and DHCP together and separately. After
WDS installation is explained, the process of importing images is
introduced and the process discussed. Automated installations are
key in large environments, and the process of creating an unattend-
ed answer file using the Windows System Image Builder is
explained.

Chapter 16 also looks at creating custom images from reference
installations and then maintaining the images by installing fixes,
additional drivers, and even language packs. Finally, multicast
deployments are explored.

m Chapter 17, “Managing and Maintaining Windows Server
2008, looks at the major tasks and utilities that relate to managing
and maintaining Windows Server 2008. The majority of the chapter
is spent exploring Server Manager: how to manage the roles and fea-
tures of Windows Server 2008 using Server Manager and, more
than just management actions, how Server Manager gives consoli-
dated insight into each role and is a go-to point to troubleshoot.
Chapter 17 then looks at Windows Server Backup, the major
changes in Windows Server 2008, and details on the Volume
Shadow Copy Service (VSS).

Patch Updates are critical to keeping your environment healthy and
secure. The chapter looks at the options for patching systems, their
advantages and disadvantages, and finally, the Registry.

m Chapter 18, “Highly Available Windows Server 2008,” looks at
the two high availability features of Windows Server 2008: Network
Load Balancing (NLB) and Failover Cluster. Validating hardware
for Windows Server 2008 clustering is shown, as well as the process



to create and manage a Failover Cluster. Chapter 18 finishes with
the migration options from a Windows 2003-based failover cluster.
Chapter 19, “Virtualization and Resource Management,”
focuses on two main virtualization technologies: machine virtualiza-
tion and the new hypervisor-based virtualization solution in
Windows 2008, Hyper-V, including how to install Hyper-V, and best
practices of configuring and managing. We then complete the sec-
tion with a look at high availability solutions for Hyper-V through
failover-clustering.

Chapter 19 closes with Windows Server Resource Management. It
is not a virtualization technology but allows multiple applications/
services to be run on a single OS instance while allocating a specif-
ic amount of memory and processor to processor. This allocation of
resources allows performance guarantees to be made when consoli-
dating multiple OSs running an application, down to a single OS
instance running multiple applications.

Chapter 20, “Troubleshooting Windows Server 2008 and
Vista Environments,” starts with the basic building blocks of the
OS in terms of processes, threads, jobs, and handles—these are key
items that are manipulated when troubleshooting. The chapter
looks at the boot options for Windows and then delves into the
Windows Recovery Environment (RE) that fixes problem systems
from outside of Windows.

The Reliability and Performance Monitoring interface gives access
to performance attributes of an OS instance in addition to a histori-
cal view of issues on the system for a general “health” view.

The Event Viewer is covered extensively because it is the main por-
tal to see what is going on in the Windows installation. When there
are problems, an event log is typically written to see the system
events, pertinent event logs, and how to receive specific event logs
from other systems in our environment.

Chapter 20 closes with a look at System Center, which has solutions
that help monitor an environment and preemptively troubleshoot
and resolve issues before users are impacted. It’s better to fix some-
thing before it’s a problem.

Chapter 21, “Group Policy,” starts with an overview of Group
Policy, its architecture, and basic usage, before going into detail
about the Group Policy Management Console (GPMC), the tool of
choice for group policy management. Using the GPMC, advanced
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concepts are covered, such as using no override, block inheritance,
and filtering capabilities. Resultant Set of Policy features are
explored that help ascertain how policy is applied for a user/com-
puter and how policy is applied in different circumstances, for
example, if the user was moved to another Organizational Unit.
Chapter 21 then looks at features that are new to Windows Server
2008, including the new Starter GPO functionality and Group
Policy Preferences capability to set initial configurations for a com-
puter that the user can override.

Chapter 22, “The Command Prompt and PowerShell,” kicks
off with a look at the old style command prompt (cmd.exe) environ-
ment with information on customization and how to access and set
environment variables, before moving onto more advanced con-
cepts such as chaining commands and redirecting output.

The Windows Scripting Host is explored as a way to create more
complicated sequences of logic with some VBScript examples.
PowerShell is explored with focus on its structure and capabilities
for forming complex action sequences. PowerShell can interact with
the environment including system processes, the Registry, and file
systems. Scripting with PowerShell is explored and some scripts are
showcased to further explain capabilities and error handling fea-
tures.

Chapter 23, “Connecting Windows Server 2008 to Other
Environments,” discusses integration with UNIX and NetWare, an
important capability in mixed environments. Windows Server has
capabilities to integrate and migrate with both UNIX and NetWare
environments

Chapter 24, “Internet Information Services,” looks at the
Internet Information Services role in Windows Server 2008. The
chapter starts with the new architecture that is a radical change
from in previous versions, giving administrators and developers
greater power to customize 1IS processing.

The configuration of IIS is explained, as well as the various levels of
configuration made possible by the new configuration architecture
of IIS 7. The process of IIS role service installation is shown along
with the steps required to create and access new web sites.

The chapter looks at new capabilities in IIS 7 including URL
authorization that allows specific users to access a site and new man-
agement delegation capabilities. IIS is one of the roles supported by



Windows Server Core, and the restrictions associated with this IIS
support are communicated. Chapter 24 concludes with the
Windows Web Server 2008 SKU.

Code and Command Entry

Some code statements presented in this book are too long to appear on a
single line. In these cases, a code continuation character (=) indicates that
the following line is a continuation of the current statement. Scripts can be
found at www.savilltech.com/completeguidetowindows2008.
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CHAPTER 1

Winbows 101: Its ORIGINS,
PRESENT, AND THE SERVICES IT
PROVIDES

I believe in learning by understanding, rather than remembering pieces of
information, and seeing how and why a technology evolved facilitates that.
This chapter first looks at how the Windows OS and Windows Server 2008
got to where it is with an overview tour of the major Windows Server 2008
components. You then learn how to choose the right version of Windows
Server 2008; the chapter ends with a quick look at licensing.

Windows powers around 97 percent of desktops and over half of all
servers, making it the dominant OS today. No matter where you are,
Windows surrounds you. How did Microsoft achieve this incredible feat?

Origin of the Windows Operating System

Microsoft provided Microsoft Disk Operating System (MS-DOS), which it
purchased from another company and provided it to hardware companies
to bundle with their computers. IBM renamed MS-DOS to PC-DOS for
use on IBM computers. Other hardware manufacturers, such as Compaq
and Tandy, also bundled a relabeled MS-DOS. The first MS-DOS, version
1.25, shipped May 1982. New versions released with features such as

Support for subdirectories and hard drives (2.0)
Support for hard disk partitions up to 32MB (3.0)
Microsoft networking (3.1)

Support for 3.5 inch, 720KB floppy disk drivers (3.2)
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The first version of DOS T used was 5.0 when my dad brought home a
PC from his company. Version 5.0 was the first version to include the
QBasic programming language and was my introduction to PC program-
ming.

Windows Hits the Big Time

Windows 3.0, which ran on top of the MS-DOS, released around the same
time. The first two versions of Windows were unsuccessful, but Windows
3.0 achieved broad commercial success. It introduced the Program
Manager and File Manager that were prevalent until WNT 4.0. Windows
for Workgroups 3.11 introduced peer-to-peer networking along with net-
working support for domains (which was vital to fully utilize WNT Server
3.1). It was widely used in corporate, mobile, and home environments.

DOS continued to evolve and became the base operating system (OS)
to run the home line of Windows OSs. Windows 95 ran on MS-DOS 7.0,
Windows 95B and Windows 98 ran on MS-DOS 7.1, and Windows Me ran
on top of MS-DOS 8.0.

In 1984, Microsoft worked closely with IBM on OS/2 to create a new
multitasking OS using the new Intel 80286 processor. However, Microsoft
wanted to concentrate on the in-development 80386 processor, feeling it
was superior. Microsoft worked on new versions of OS/2 with IBM until
version 3.0, when joint development of OS/2 stopped and Microsoft went
its own direction. Microsoft renamed the in-development new version of
0S/2 (3.0) to Windows New Technology (NT), a 32-bit, hardware-
independent OS. The Windows line was doing well for Microsoft, which
was another reason for Microsoft to part ways from IBM. Microsoft built
WNT from the ground up, and for the first time Windows was not based
on DOS. IBM continued development on the OS/2 line, but it never
caught on.

IBM was not the only company with which Microsoft created OSs.
Microsoft also worked closely with 3Com to create the LAN Manager
Network Operating System (NOS). LAN Manager used the NetBEUI pro-
tocol, which until recently still shipped with the latest versions of Windows:
Even Windows XP included NetBEUI in the Valueadd folder. But given
the nonroutable nature of LAN Manager in nearly all environments,
TCP/IP is the superior choice. LAN Manager’s development stopped with
version 2.2 when Microsoft released Windows NT Server. Windows Server
contains hints of LAN Manager; for example, it uses the old password hash
used by LAN Manager.

Combining the knowledge of creating OSs and with new design help
from great experts such as David Cutler, who Microsoft recruited from
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Digital Equipment Corporation as the designer of the DEC VMS OS,
Microsoft released Windows NT. It’s a fallacy that Windows NT (WNT) got
its name just to be one letter up on VMS (aka HAL, the computer from
2001: A Space Odyssey and IBM). Released on July 27, 1993, WNT 3.1
was a milestone for Microsoft. At the time of its release, Bill Gates said,
“Windows NT represents nothing less than a fundamental change in the
way that companies can address their business computing requirements.”
He was spot on.

Introduction of Windows NT

Why was the first version of WNT version 3.17 Microsoft states that the
version number was to keep WNT in line with its 16-bit OSs—the current
version at the time was Windows 3.1. But unlike the 16-bit Windows 3.1,
WNT 3.1 was 32-bit all the way.

Both workstation and server editions were released with WNT 3.1 (at
the time, the workstation version was not named Workstation, simply
WNT 3.1). The workstation version was popular for high-end application
users and developers with its Win32 application programming interface
(API). Features included built-in networking, domain security, subsystems
for OS/2, POSIX support, and as per one of its original goals, support for
multiple hardware platforms. The Hardware Abstraction Layer (HAL),
which sits between the computers hardware and the OS kernel, device
drivers, and the rest of the Windows executive components, facilitated sup-
port for multiple hardware platforms. This allowed a single kernel and
OS code base to use nonhardware-specific functions, which translate to
hardware-specific instructions via the HAL.

Also new in WNT 3.1 was the New Technology File System (NTFS), a
much needed file system improvement over the File Allocation Table
(FAT) file system. FAT had severe limitations for a serious file system,
including a lack of security, a limitation on partition size (2GB in most
cases), no journaling, a limited number of files (65,000), and the 8.3 file-
naming restriction. However, support for FAT continued along with sup-
port for the OS/2 High Performance File System (HPFS) file system.
NTFS had 2TB maximum volume sizes, a practically unlimited number of
files, a maximum file size limited only by the size of the partition, and file-
names up to 255 characters. NTFS also included a Unicode character set
that made it internationally usable, per-object permissions, compression,
and streaming capabilities. Each NTFS volume had a mirrored master file
table (MFT) to aid recovery in the case of MFT corruption.

The WNT 3.1 Advanced Server, the official name of the server flavor
of NT 3.1, included software RAID 0, 1, and 5, which are the RAID levels
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supported in today’s latest server products. Redundant Array of
Independent Disks (RAID) levels are detailed in Chapter 5, “File System
and Print Management Features.” RAID 0 is disk striping in which data is
written over multiple disks, making the data more susceptible to loss
because if one disk in the set is lost, all the data is lost. Because more disk
heads are in use, however, RAID 0 is faster than a single-disk volume.
RAID 1 mirrors the content of one volume to another volume on another
disk, providing higher availability and some performance improvements.
RAID 5 also spreads data over multiple disks, but this time check data is
also written. If a single disk is lost, the check data and data on the remain-
ing disks recalculate the missing content.

WNT 3.1 provided capabilities for not only Microsoft networks but
also for Novell NetWare and Banyan VINES, which was vital in aiding peo-
ple to migrate to the Microsoft Server platform from other server tech-
nologies. NT Advanced Server strengthened as the host OS for other
Microsoft technologies, such as its SQL Server platform, mail solutions,
and communication server products such as Microsoft SNA Server. For
native networking, the Windows domain model provided a centralized
security database and, therefore, single-logon capability to access all
resources in the enterprise.

Windows NT 3.5

A little more than a year later, Microsoft released WNT Server and
Workstation version 3.5, which was a performance-enhanced release that
ran significantly faster. The server version enhanced support for the
NetWare and UNIX environments, including tools to aid in support
NetWare interoperability. NT 3.5 also had improved remote support via its
upgraded Remote Access Service (RAS).

Windows NT 3.51 (released in 1995) added support for the PowerPC
processor and was the last version to use the Windows 3.1 Program
Manager—type interface. Windows 95 also released in 1995 and replaced
the previous separate products of Windows 3.1, Windows for Workgroups,
and MS-DOS as the single mass-market desktop OS. Windows 95 was a
32-bit OS, had built-in TCP/IP support, and included new plug-and-play
technologies. Plug-and-play greatly improved the usability of Windows for
end users to install new hardware and software, and cemented Windows as
the OS of choice. Windows 95 introduced support for long filenames on
the FAT file system via the Virtual File Allocation Table (VFAT) file system,
which used a file system workaround to enable filenames beyond the 8.3
limitation. Windows 95 also had a new interface based around the Start
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button and Windows Explorer, which made the old Program Manager
interface extinct. This new interface was available for WNT 3.51 as the
“Shell Update Release” download.

Windows NT 4.0

A new version of NT in 1996, Windows NT 4.0, used the Windows 95—style
Start menu interface and Windows Explorer in addition to the Windows 95
introduced “My” items, such as My Documents and so forth. For the first
time, different versions of the server were available. The basic WNT 4.0
Workstation product released along with WNT 4.0 Server. The following
year, a WNT 4.0 Enterprise Edition released for higher-volume and busi-
ness-critical services. It introduced clustering capabilities with the
Microsoft Cluster Server (MSCS), which allowed two servers to be joined
via a shared small computer serial interface (SCSI)-connected storage
hard drive, providing permanently available state-aware services for fail-
over between the two servers. The Enterprise edition included the
Windows NT Load Balancing Service (WLBS), which allowed up to 32
servers to load balance incoming requests across all the members. This was
useful for nonstate-aware services, such as web sites.

In 1998, Microsoft released Windows NT 4.0 Terminal Server edition.
It allowed users running terminals and terminal emulators to remotely
connect to the server and run 32-bit applications and a full desktop envi-
ronment via the Remote Desktop Protocol (RDP).

Windows 98 (And the Other One)

In 1998, Microsoft released Windows 98, the first consumer-oriented OS.
It had superior Internet access (Internet Explorer 4.0 was part of Windows
98), and better hardware support, including accelerated graphics port
(AGP) graphics card support, Universal Serial Bus (USB) support, DVD
support, the FAT32 file system, which offered support for much larger
drives, and true long filename support. FAT32 was added to Windows 95
OSR2, an update made available to system builders.

Windows 98 had a second edition in 1999. It included Internet
Explorer 5.0, media improvements, and network connectivity solutions
such as Internet Connection Sharing (ICS) because more homes had more
than one computer. In 2000, Windows Millennium Edition (Me) released.
Windows Me had numerous problems and instabilities and was the last OS
release based on Windows 95/DOS. The year 2000 also introduced
Windows NT 5.0. It was four years after the last version of WNT, but WNT
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5.0 was not to be its name. The WNT OSs continued to use many compo-
nents, and its increment reflects the degree of change made to the OS
core.

Windows 2000 and a True Directory Service

Windows 2000 was a long time in the making. Windows 2000 Professional
(instead of Workstation) replaced all previous versions of Windows in a
business environment, desktop or laptop. Windows 2000 Professional had
plug-and-play support, an improved network for both wired and wireless
networks, and full USB and infrared support, which was important for lap-
top users. Windows 2000 also included Internet Explorer 5.01.

The server versions introduced Active Directory, which was Microsoft’s
first true directory service offering. Until Windows 2000, centralized
accounts and management were based around the domain concept, using
the Security Accounts Manager (SAM), which was a flat structure consist-
ing of users, computers, and groups, with relationships to other domains via
manually maintained, nontransitive trusts. (You learn about transitive versus
nontransitive in Chapter 10, “Active Directory Domain Services
Introduction.”) Active Directory was a true directory service that enabled
Microsoft-centric networks to offer far more sophisticated solutions with a
more granular management structure. Windows 2000 also included a
replacement for NT LAN Manager (NTLM) authentication: Kerberos,
which provided a far more scalable authentication.

Windows 2000 provided a new administrative environment: the
Microsoft Management Console (MMC). The MMC was a GUI shell that
could load one or more snap-ins that provided administrative tool-type
functionality (such as a Computer Management snap-in that allowed man-
agement of computer functions, such as services, disks, and so on).
Windows 2000 also introduced NTFS5, which had quotas and encryption.
A recovery console came as a separate environment that the operator could
boot to when a problem could not be resolved inside the OS.

Each version of the now familiar Windows 2000 Server line contained
the same core OS but had different features and supported different
amounts of processor and memory. As of Windows 2000, support for
MIPS, Alpha, and PowerPC dropped from the retail channel but could be
obtained from embedded system vendors. The three versions were
Windows 2000 Server (the base version), Windows 2000 Advanced Server
(support for addition processors and memory and supported clusters), and
Windows 2000 Datacenter Server (support for large amounts of memory
and CPUs).
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Because of Active Directory and its different management structure,
adoption of Windows 2000 was slow. It took time for people to understand
Active Directory and its huge advantages over its predecessor. Coupled
with changes made to Exchange 2000, which had to run on Windows 2000
and Active Directory, migration was mainly a case of “when” and not “if.”

101 SMOANIp °|

Windows XP

At the end of 2001, Microsoft released Windows XP, which did away with
separate business and consumer product lines (Windows 2000 and
Windows Me/9x). Windows XP built on the Windows 2000 code base. Its
name came from “eXPerience” to reflect its comprehensive built-in sup-
port for all types of media. Windows XP had an updated user interface, a
new green Start button, and enhanced dialogs. The default theme in XP is
Luna; however, themes were available with various color options and other
choices, as shown in Figures 1-1 and 1-2.
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FIGURe 1-1 The older, classic style with the new Start menu structure.
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FiIGURE 1-2 The new XP style gives a more modern look and feel, removing the earlier
gray, flat scheme.

Two versions of Windows XP were released:

s Windows XP Home Edition. Targeted toward the home user not
in a domain environment

m Windows XP Professional. Targeted toward power and business
users

Home Edition could use only one processor, whereas XP Professional
could use two processors. Also, the Encrypting File System (EFS) was
available in XP Professional but not in the Home Edition. A 64-bit edition
of Windows XP was released for the Intel Itanium processor, which was a
landmark as the first 64-bit client OS from Microsoft. (A 64-bit edition of
Windows 2000 had been released named Windows 2000 Advanced Server
Limited Edition.) The Internal NT version number for XP was 5.1
(Windows 2000 was 5.0), showing this was not a major kernel upgrade.

Microsoft built on the Windows XP base in 2002 to create media-based
products. Windows XP Media Center Edition was available only with
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computers targeted as in-home media centers. It featured a full-screen
Media Center application designed for operation by remote control and
gave full access to all visual content known to your computer. The Tablet
PC edition was for the new laptop that featured a rotating screen for use
in a tablet fashion. This version of XP was available only with the purchase
of a Tablet PC. Windows XP for Tablet PC included built-in handwriting
recognition and pen support.

Windows Server 2003

In 2003, Microsoft released Windows 2003 (WNT 5.2). This was the first
server-only release, and there was no Windows 2003 Professional.
Microsoft made up for that with a new server version, releasing four
Windows Server 2003 products. Table 1-1 summarizes these products,
which are also available in 64-bit versions for the x64 processor in 2005.

Table 1-1 Windows 2003 Product Edition Feature Comparison Table

Web Standard Enterprise Datacenter
Server Server Server Server
Feature Edition Edition Edition Edition
Maximum 2 4 8 32 (64 in the
number of 64-bit edition)
processors
Maximum 2 GB 4GB (32GB in 64GB (1TB 128GB (2TB in
amount of the 64-bit in the SP1 the SP2 64-bit
RAM edition) 64-bit edition) edition, 1TB in
the SP1 64-bit
edition)
Active No, can only be Yes Yes Yes
Directory ~ member of a
domain
Network Yes Yes Yes Yes
load
balancing
Clustering  No No 8 nodes (up 8 nodes (up
from 2 in 2000)  from 4 in 2000)
Terminal Only for remote  Yes Yes Yes
Server management
capabilities
Virtualized None None 4 (R2 edition) Unlimited
OS rights
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The new Web edition was a much-scaled-back version of the Windows
Server product and aimed at combating the trend of using free Linux-
based services for hosting web sites.

You might run Windows 2000 servers today, so the following list covers
the new features of Windows 2003. These features carried into Windows
Server 2008, so they are still reasons to migrate to the latest server OS.

m The Microsoft NET Framework became a core part of the OS.

m New Active Directory features provided prune and graft functional-
ity, allowing you to move and rename domains within an Active
Directory forest.

m Domain controllers were added via a system state backup of anoth-
er domain controller, instead of copying all domain information over
the network.

m Internet Information Services (IIS) 6.0 offered improved security
with its default state of lockdown and new management features.
IS 6.0 also featured improved reliability and allowed consolidation
where appropriate.

m Updated Terminal Services allowed access to and control of the
server console via the /console switch of the mstsc application.

m Virtual Disk Service (VDS) provided single interface for disk man-
agement.

m Volume Shadow Copy Service (VSS) allowed point-in-time copies of
information known as shadow copies and provided client side-access
to previous “versions” of a share, enabling clients to restore deleted
information without administrators performing time-consuming
tape restorations.

m Windows Server 2003 included the visual style of Windows XP but
disabled it by default. It is accessible if the Themes service is
enabled and the Windows XP theme is selected for the display prop-
erties.

An important term to mention here is service pack. Feature packs
deliver new features to the OS; however, as with every piece of software,
errors creep into the released product. These errors require fixing and
Microsoft often releases repairs as hot fixes. After some interval, Microsoft
combines the fixes into a service pack, which might also contain customer-
requested updates. Microsoft makes each service pack available from its
web site at no charge. The user installs the service pack onto an installed
OS (or directly onto installation media in later versions of Windows). This
brings the OS up-to-date with the latest set of fixes and sometimes adds
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new functionality, although not features or changes that cause compatibil-
ity issues. In Service Pack 1 for Windows 2003, Microsoft added the
Security Configuration Wizard, which was a core part of helping to lock
down server installations. Service packs are cumulative, so Service Pack 2
contains everything in Service Pack 1. If you install a new computer, only
install the latest service pack—you don’t need to install all the previous
service packs. In the past, if you added new OS components to an installed
OS (for example, enabling domain name service [DNS] on a server), you
had to reapply the service packs. This is no longer required because the
content of the service pack is stored locally on the server to ensure that the
newest code is always used.

Microsoft continued to add new features to Windows 2003 via down-
loadable feature packs. Major new features were not made available in
service packs due to past complications, so feature packs were a great com-
promise. Users who didn’t want to wait for the next major release could get
features as Microsoft released them. Other users were free from installing
features they did not want and that could introduce complexity or poten-
tial security considerations. Feature packs available for download include
the following:

m Active Directory Application Mode (ADAM). Active Directory
“lite,” enabling multiple directories to exist on a single Windows
2003 or XP machine without the full infrastructure of DNS and
other components normally required for a domain. ADAM stores
data related to an application that does not require the availability
associated with data stored in an AD-based domain.

m Group Policy Management Console (GPMC). Enables policy
backup and restoration of policies, task scripting, better manage-
ment, and HTML reports.

m Identity Integration Feature Pack (IIFP). Allows replication
among AD, ADAM, and Exchange directory service (2000 and
2003). This is useful in multiforest situations to sync the Global
Address List (GAL). IIFP is MS Identity Integration Server (MIIS)
lite!

m ISCSI support. Enables IP-based storage area network (SAN) con-
nectivity via the Internet Small Computer System Interface (iSCSI).

m Windows Software Update Services (SUS). Deploys critical
updates throughout a company in a manager manner.

m Windows Rights Management Services (RMS). Provides rights
management protection with RMS-enabled applications to
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safeguard digital info when online or offline. Controls, for example,
what a person can do when received (cut/paste, forward, and so on).

m Windows Services for NetWare/UNIX. Offers greater integra-
tion and migration capabilities than previous versions.

m Windows SharePoint Services (WSS) update. Improved
SharePoint capabilities and security.

m Windows Automated Installation Kit. Contains tools and infor-
mation for the deployment of Windows Vista from a Windows
2003-based infrastructure including Windows Deployment
Services (WDS), which replaces Remote Installation Service (RIS)
and forms a core part of Windows Server 2008.

R2 on Disk 2, R2D2

At the end of 2005, Microsoft started a new tradition, releasing Windows
2003 R2 (short for Release 2). There are two important factors for this R2
release:

m Windows 2003 R2 is Windows 2003 with Service Pack 1 built in.

m It has no new kernel changes or modifications to the core OS. The
R2 relates to a second supplied CD that contains new features orig-
inally slated for and built in to the Windows Server 2008 OS.

R2 releases will be seen in other products in the Microsoft line.
Windows 2003 R2 comprises two CDs: the first CD contains Windows
2003 with SP1, and the second contains the new content. After installation
of the first disc, the installer prompts the user to insert the second CD. If
a server is already running Windows 2003 SP1, only the second CD has to
be inserted.

The only actual change made to the core OS is that a new version of
the MMC (3.0) is installed before the second CD is executed and new fea-
tures are added. The new version of the MMC allows for new functionali-
ty provided by the updated management console, which some of the R2
component snap-ins require. Add/Remove Programs is updated to allow
for the installation of the new R2 components, and the Manage/Configure
Your Server Wizard introduces a new SharePoint role and updates the File
and Printer Server roles. View the R2 as a collection of useful feature
packs, but installing them does not affect the core OS. There are no sepa-
rate service packs for Windows 2003 and Windows 2003 R2 because they
are the same core OS. You don’t need to retest your software and recerti-
fy applications any more than if you installed a feature pack on a server.
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The only testing to perform is to ensure that any MMC snap-ins run with
MMC 3.0.

You run a mixture of Windows 2003 and Windows 2003 R2 systems in
your environment. Upgrade to R2 only those servers that require some of
the new features R2 contains—don’t upgrade every server. For an existing
Windows 2003 Service Pack 1 system, only use the second CD of R2,
which “upgrades” it to R2. (It updates the MMC and modifies
Add/Remove Programs to let you add the new R2 features.)

R2 contains a mixture of brand new features and features previously
available as feature pack downloads (for example, ADAM and SharePoint
services). The new features are summarized as follows:

m The new Distributed File System Replication (DFSR) engine facil-
itates simplified branch office management by performing delta
replication of files between locations. Delta replication means that
only the changes to a file replicate instead of replicating the whole
file. This saves bandwidth between locations. DFSR is also more
self-fixing and tolerant than FRS, making it far less likely to “break”
and require administrative effort to restart replication. Although the
engine’s name is DFSR, use it separately from Distributed File
System (DF'S) name spaces to replication information in many dif-
ferent scenarios. A new Print Management Console allows a cen-
tralized view and management of printers in distributed environ-
ments, allowing centralized driver upgrades, printer discovery on
remote subnets, form configuration, and notification options if a
printer becomes unavailable, which includes executing a script or
sending an e-mail.

m Active Directory Federated Services (AD FS) extends the visibility
of a trusted organization’s directory service to allow its users access to
Web-based applications in another organization. For detailed infor-
mation, see www.windowsitpro.com/Windows/Article/ArticleID/
48252/48252.html.

m WSS SP2is NET 2.0-compatible and certified to run on 64-bit. (It
is 32-bit code but is certified to run in Windows on the Windows
subsystem that 64-bit OSs use to run 32-bit code.) SharePoint
Services SP2 supports Kerberos authentication and fully integrates
with Windows (now shows as a Server role and in Add/Remove
Windows Components).

Add all R2 components as entries in the Windows Components

dialog.
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m Improved UNIX integration and management capabilities, includ-
ing password synchronization between UNIX and Windows. Mixed
mode support enables a mixture of Windows and Interix libraries.

m NET 2.0 is included as well as the Common Log File System
(CLFS), a callable driver that provides a robust sequential logging
environment for use by applications as required.

m Improved hardware management. A Simple SAN MMC snap-in
enables full life-cycle control of most small-to-medium SAN envi-
ronments via the Virtual Disk Service (VDS), which includes cre-
ation and assigning of logical unit numbers (LUNs), configuring
connections, creating partitions, and so on. A WS-Management
(Web Services) implementation is included—for supported hard-
ware that means remote access to servers, even in a crash or pre-
boot scenario. Interaction with the Baseboard Management
Controller (BMC) allows Windows-based reading and writing of
hardware configuration, reading of the hardware’s equivalent of the
event log (System Event Log [SEL]) via the Windows Event Viewer,
and triggering actions using standard Windows mechanisms, if
required.

m A new Quota Management component comprising three technolo-
gies. One component is a new quota system based on the physical
space (rather than logical size) used on a disk. If users compress
files, they store more data, which was not the case in a logical size
quota. The quotas can be set on a folder or disk level, so you can
configure a specific folder not to exceed 500MB. A file-screening
component allows for real-time file type checking. If a type of file
tries to write to a folder that has a rule stopping that type, an I/O
error generates and the file write stops. One useful scenario for this
technology is for blocking video/audio files to company file shares.
For both quotas and file screening, comprehensive actions occur
when a user attempts to breach policy. Actions could include e-mail-
ing the offender, e-mailing an administrator/manager, and perform-
ing an action. Storage reports are the third technology, providing
detailed reports of file system status in a variety of formats.

Why put out an R2 release? Microsoft already set a precedent with fea-
ture packs that added functionality to the Windows 2003 product as free
downloads from the Microsoft site, so why not just have the R2 features
provided as downloads as separate feature packs? There are two trains of
thought on this issue. It’s important to realize that Windows 2003 R2 is a
separate product; there is no upgrade version or free update. You have to
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purchase Windows 2003 R2, even if you already own Windows 2003.
However, after release, Windows 2003 R2 replaced Windows 2003 in the
retail channel. So, if you purchased Windows 2003 on or after December
6, 2005, you automatically got Windows 2003 R2.

The first and probably official reason for the R2 version is that the
functionality added by the R2 release is too significant to give away as a
free download, requires more support, and warrants a new “version.” The
second reason is slightly more sinister, but understandable. Before you
look at it, however, let’s review how Microsoft sells software.

Purchasing Windows

The most basic way to purchase server products is as needed. When a new
version releases, you can go to the store or a web site and purchase a new
or upgrade version. This gives you control over the upgrade purchase;
however, you must buy each update. If many new versions come out, this
method of buying upgrades gets expensive and hard to budget for.

To alleviate this complicated method of purchasing, Microsoft has two
other methods for licensing procurement:

m Software Assurance is a part of the Volume Licensing program for
which a company signs an agreement of x years and pays a fee.
Software Assurance gives the company the right to any upgrades to
software covered under the agreement without purchasing per
product upgrades for each version. It is available for most products,
including the Windows line and Office. Additionally, Software
Assurance customers get free training, at-home rights for employ-
ees, additional phone support, access to the Windows Pre-
Installation Environment (now part of the Windows Automated
Installation Kit—a free download), and access to Windows Vista
Enterprise Edition, which is available only to Software Assurance
clients. By default, Software Assurance is a three-year contract with
one-year or three-year renewals.

m Like Software Assurance, Microsoft offers Enterprise Agreement
for organizations with more than 250 desktop PCs. It bundles soft-
ware products and client access licenses over a three-year term,
including Software Assurance benefits based mainly around Office
and Windows desktops and the core client access license.

The transition to selling subscriptions of services from selling boxes of
software is important for any software company. When you consider just
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how good the existing versions are, why pay a lot of money for a new ver-
sion?

Software Assurance has a cost, so it’s a benefit only if new versions
release during the term of the agreement. Likewise, one great benefit of
an Enterprise Agreement is the Software Assurance feature. To help sell
these three-year, contract-based products, clients need to know that a new
version is going to release within the three years of their coverage!

This is where the R2 versions help. Previously, a new version of the OS
might or might not release within three years. With R2 releases, Microsoft
is committing to a set release cycle, which Figure 1-3 illustrates.

~ 4 years 4 years

A A

r AY4 N\

~ 2 years 2 years
f_% /_H
Windows Windows Windows Windows Windows
Server 2003 Server 2003 Server Server Server Vienna

R2 Longhorn Longhorn R2

FIGURE 1-3 Microsoft now promises a new OS every two years.

This new OS release schedule promises, every four years, a major ver-
sion that contains a new kernel and, therefore, supports additional types of
hardware and technology. A major release might change fundamental con-
cepts (such as security and application compatibility) and the behavior of
core services such as Active Directory. Major versions require signiﬁcant
testing to ensure that the new major version coexist cleanly with existing
OSs and applications and that hardware still correctly functions. Two years
after release of the major version, a minor or update version will release,
the R2, which consists of the last major version with the latest service pack
integrated, any relevant feature packs available for download, and new fea-
tures that do not conflict with existing core functionality. Because the
update release is just the last major release with extra features, there are
no compatibility problems, and it integrates easily into the existing infra-
structure.

Note, however, that it is already believed Microsoft will skip the R2 for
Windows Server 2008 and release a major version sometime in 2009/2010
(Windows 7), with the next version arriving sometime in 2011 or later.

Why does this matter? Customers now have a defined schedule
of when new products will be available. If you sign up for a three-year
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agreement, at least one new OS will release in that time. This fact makes
it easier to justify purchasing the agreement, which makes it easier for
Microsoft to sell it. However, this is good news for customers, too. From
planning, manpower, and budget perspectives, it’s useful to know when
new OSs will be available.

Windows Vista

Microsoft released Windows Vista at the end of 2006. The next chapter
covers Vista but, in brief, it introduced many new features, new editions,
and another new interface style. The new interface, Aero, features translu-
cent borders of Windows and cool sharpshooting of running applications,
which you see in Chapter 2, “Windows Server 2008 Fundamentals:
Navigating and Getting Started.” For organizations, one of Vista’s biggest
draws is file system and Registry redirection, which improves application
compatibility for applications that write to otherwise protected areas of the
file system or Registry. With redirection, the application thinks it’s writing
to the area but is redirected to a lower privilege area. Other draws include
user access control (lowers privileges of users by default), better support
for low rights users (thanks to the redirection technologies), and new
BitLocker technology (encrypts entire drives). Protected mode in Internet
Explorer 7 restricts ActiveX control execution, and a new granular USB
Group Policy setting suite helps control the use of USB devices.

Deployment of Vista radically changed. Gone is the structure of many
files installed and registered during setup in favor of a new imaging format
that is a SYSPREPd image of a deployed installation. This image format
leads to a much faster installation time with only a mini-setup wizard exe-
cuting during setup. Thanks to the image format, a separate image for each
HAL type is no longer necessary. You can choose the HAL during the final
installation phases because the image contains all HALs. boot.ini, which
has existed since the start of Windows, was removed in favor of boot con-
figuration data (BCD) and its management tool.

Windows Server 2008

At the end of 2007, Microsoft released Windows Server 2008. Some of the
major new features include but are not limited to the following:

m Network Access Protection (NAP). This feature is also part of
Windows Vista and available as an update for Windows XP SP2. It
requests a statement of health (SoH) from each connecting
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machine, and checks the SoH against health policies for the net-
work. If the connecting machine does not meet the network health
level, Windows Server quarantines it and, optionally, sends updates
to bring it up to required health levels.

m Internet Information Services (IIS) 7. IIS fully integrates with
Windows Communication Foundation (WCF), Windows
SharePoint Services, and Web Services. IS is highly componen-
tized, allowing the installation of specific modules, and is managed
via an IIS Manager interface.

m Initial Configuration Tasks (ICT). ICT shortens the time
between installation and enterprise use by giving administrators a
more intuitive interface for the initial configuration of items. ICT
absorbs the Post-Setup Security Updates (PSSU) stage that
Windows 2003 SP1 introduced. ICT locks down a server until the
latest fixes are applied and the firewall is configured, as shown in

Figure 1-4.
& Initial Configuration Tasks k i =R
3 Perform the following tasks to configure this server 5_4 Windows Server.
Code Name “Longhorn”
o Provide Computer Information @) Specifying computer information
[E] Set the Administrator passwerd Administrator Account: Administrator
Password:
[EJ Configure networking Local Area Connection:  Assigned by DHCP
[EJ Provide computer name and domain Computer Name: LH-JKDG2FRSNMVO
Domain: Not joined to 2 domain
© update this server @) Updating your \Windaws server
[EJ Enable Windows Update and feadback Windows Update: Nt configured
Feedback: Customer Experience Improvement Program
[EJ Dovnlcad and install updates
© Customize this server @) Customizing your server
B Addroles Roles: Nene
[EJ Add features Features: Deskiop Experience
[E) Ensble Remote Desktop Remote Desktop: Disabled
[E) Configure Windows Firewall Firewall status: Disabled
Print, e-mail, or save this information
I™ Do not show this window at logen Close

FIGURE 1-4 ICT provides a single interface to perform all initial server configurations
instead of trawling through multiple dialogs and locations.
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m Server Manager MMC snap-in. This snap-in gives a single portal
to view and administers nearly all information relating to a server’s
production health and functionality status.

m Windows PowerShell. This command-line shell and scripting
technology will be the standard foundation for most future
Microsoft service technologies. Use PowerShell for any task you do
via a GUL Exchange 2007 and System Center are just two of the
back office products built on PowerShell.

m Server Core. As Microsoft adds functionality to Windows, the
overhead gets higher and more maintenance is necessary. Server
Core is an install mode for a Windows Server 2008 that at installa-
tion time allows a server to be nominated as a server core installa-
tion. As a result, only the services and components needed for the
supported server functions are installed. Any services or compo-
nents not needed for any of the eight supported roles are not
installed, including the Windows GUI—the command prompt is the
default interface for a server core’s management. Because of the
scaled-down installation, the server requires fewer updates and less
maintenance. Because there are fewer components, security risks
and attack vectors are minimized. A server core installation requires
only about 1GB of disk space for the OS components.

m Read-Only Domain Controller (RODC). Before Active
Directory, a single primary domain controller held a fully writeable
copy of the SAM database. One or more backup domain controllers
held a read-only copy of the SAM database for fault-tolerance and
load-balancing purposes. With Active Directory, all domain con-
trollers have fully writeable copies of the database that are kept syn-
chronized through multimaster replication. With Windows Server
2008, you can designate a domain controller as read-only. This is
useful for remote locations that lack the physical security to place a
traditional domain controller but whose performance benefits from
having a local authentication source. In addition, configures a read-
only domain controller to store security information of only particu-
lar accounts and not to store certain sensitive attributes.

m Terminal Services (TS). Third-party terminal server technologies
have the capability to stream remote applications instead of entire
sessions. For example, assume that Word is running on a terminal
server. Instead of a user having a complete session to run Word, he
uses an application window on the terminal server running Word.
To the user, Word appears to be running locally but is running on
the remote terminal server in a seamless window fashion. Windows
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Server 2008 now has this capability, with users able to run applica-
tions on remote terminal servers (known as “Terminal Services
Remote Programs”) side-by-side with applications running locally.
This works with Windows XP SP2 and Vista clients.

TS availability increased by adding Terminal Services (TS) Gateway
functionality, which allows Remote Desktop Protocol (RDP) traffic
to be sent over encrypted HTTP. This reduces the firewall holes
required for terminal server access from the Internet. For those
familiar with Exchange 2003, this works in a similar fashion to RPC
over HTTP.

Other advancements provided as part of TS in Windows Server
2008 include Web-based access to TS and single sign on, which
allows connection to a terminal server using the credentials of the
current locally logged-on session.

= Windows Deployment Services. Although available as an update
for Windows Server 2003 as part of the Windows Automated
Installation Kit, WDS allows the network-based deployment of
Windows Vista and Windows Server 2008 images.

m NTFS. NTFS now self-heals in the event of volume corruptions,
instead of requiring chkdsk.exe execution. Transactional support
added to NTFS allows transacted file system operations and ensures
that operations in a transaction are atomic.

m Internet Protocol, Version 6 (IPv6). Windows Server 2008, like
Windows Vista, has full support for IPv6.

m Failover clustering. Windows Server 2008 has a completely
rewritten failover clustering feature that is easy to configure and
maintain, with a wizard-driven process to validate that the hardware
configuration is cluster-supported.

Windows Server 2008 runs Windows Vista clients with a number of
features exposed. The “utopian” combination is discussed throughout the
book, but a few included features are worth mentioning here. Some addi-
tions are client-side rendering of print jobs before sending them to the
print server; improved client-side caching of server data, ensuring higher
availability of information; and the new Server Message Block (SMB) 2.0,
which gives a better performing and more secure communication path
between clients and servers.

As with Windows Server 2003, the different versions of Windows
Server 2008 have different capabilities and resource constraints, as shown
in Table 1-2. In addition to the four main versions of Windows Server 2008
(namely Web, Standard, Enterprise, and Datacenter), there is an Itanium
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edition for use in specific roles. Note that the amount of memory support-
ed for the 64-bit editions is more than for the 32-bit editions.

Table 1-2 Different Capabilities and Resource Constraints of Different Editions of Windows
Server 2008

Feature Web Standard Enterprise Datacenter ltanium
Processors 4 4 8 32 (x86) 64 (x64) 64

RAM (x86/x64) 4GB/32GB 4GB/32GB 64GB/2TB 64GB/2TB 2TB
Failover No No 16 nodes 16 nodes 8 nodes
clustering

Virtual image 0 1 4 Unlimited Unlimited
use rights

Hot add No No Yes Yes and replace  Yes and replace
memory

Hot add No No No Yes and replace  Yes and replace
processors

Cross-file No No Yes Yes Yes
replication

(DFS-R)

TS Gateway No 250 Unlimited Unlimited No
Routing and No 250 Unlimited Unlimited 2

Remote Access

Services (RRAS)

connections

Internet No 50 Unlimited Unlimited No
Authentication

Service (IAS)

connections

Features of the Windows Server 2008 Product Line

This chapter has touched on some of the new features of 2008. But why do
you need what you have available? What benefit does a server or other
back office service bring to an organization?

A number of core changes were made to Windows Server 2008. Many
were part of Windows Vista kernel changes (Windows Server 2008 and
Vista have essentially the same kernel), but some are Windows Server
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2008—specific. Not all kernel features in Vista are present in Windows
Server 2008. Many of the more multimedia and lower-end performance
improvements are not available in Windows Server 2008.

If you want some good background on the kernel changes in Vista and
Windows Server 2008, look at TechNet magazine from February, March,
and April 2007. Those issues have a great series from Mark Russinovich,
and you can download them at no cost. Highlighted here are some of the
main Windows Server 2008-only changes, but this is not definitive—there
are entire books written about the kernel. Other updates to the core are
discussed throughout the book, but here are some other items not dis-
cussed heavily elsewhere:

m One version of the kernel exists for 64-bit Windows Server 2008 (in
both checked and nonchecked versions). 32-bit Windows also has a
Physical Address Extension (PAE) version. There are no single-core
versus multicore versions of the kernel anymore because most sys-
tems now have multiple cores. The extra work to lock multicore
systems is such a small overhead on today’s systems that it is of neg-
ligible benefit to remove for single-core systems.

s Windows Hardware Error Architecture (WHEA) provides a simpli-
fied experience and crash-handling process for sending crash infor-
mation to Microsoft. If the cause is known, information about a
cause or resolution is communicated to the system administrator.

m Internal changes were made to how threads are allocated CPU
cycles, so threads now get a fairer share of the processor. Other
changes were made in how I/O completion is handled. The kernel
is now kinder and gives better performance.

m Kernel Transaction Manager allows file and Registry changes to be
placed in a transaction and atomically committed or rolled back as
one unit. These transactions cross processes and even systems.
System protection and Windows Update use this to safely apply
updates. If the system crashes in the middle of an update, the trans-
action is not applied until the update is complete, so no changes
have taken place.

m Dynamic addition/removal and changing of processors and memo-
ry—known as dynamic partitioning. Error-correcting code (ECC)
memory notifies of pending failure and Windows Server 2008 moves
information off the failing memory so that it can be replaced. Hot
processor addition is great; however, by default, applications have to
request to be able to “see” additional processors. This is to protect
the application because some applications perform certain prepara-
tion at startup based on the number of processors. If another core
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was suddenly visible and the application did not set up structures for
it, the application crashes.

m Self-healing NTF'S, facilitated by an NTFS worker thread that runs
in the background performing chkdsk-type corrections when it
detects a corrupt file or folder in NTFS. The administrator gets bal-
loon tooltip notification that the system is performing a repair and
when the repair finishes. This avoids many manual chkdsk execu-
tions.

m SMB 2.0 offers huge performance increases over the old SMB.

SIQIAOY4 1] SDIA¥IS

Let’s take a high-level look at the activities performed by a client and
examine how Windows Server 2008 addresses them. The rest of the book
goes into detail about the features.

—
=
=]
(=)
=
wv
—
o
—
=
wv
(=]
=
(]
H

g
-
=
m
wv
m
=

-
>
=
S
-
=
m

Data Storage and Printing

The most basic function users perform is file manipulation—be it editing
a Word document, viewing a spreadsheet, checking a text file for a product
key, or using OneNote to manage notes from a meeting. All these actions
depend on physical files for persistent information storage. Even though
files can be stored locally on end-user workstations, this approach has
many problems, including the lack of centralized backup for local data. If
a hard disk becomes corrupted or a laptop misplaced, the data is lost unless
the user performs backups to a memory key or someone hands in the lap-
top to the lost and found.

Data sharing is also an issue for locally stored data. Copying local data
to a floppy disk or memory key or burning to a CD/DVD is inconvenient,
time-consuming, and impractical for sharing between multiple parties. A
far better approach is for the data to be stored centrally, which alleviates
all the problems of local storage and offers an improved end-user experi-
ence. Windows Server 2008 implemented this simple file service as a
share, and it provides many highly useful features. A folder or volume can
be shared with the share name accessed by users as \\name. For example,
a share named data, on server fileserver, is \\fileserver\data. Permissions
can be assigned at the root of the share. Permissions control who can
access, read from, and write to the share. Share permissions are not nor-
mally used; taking its place is the superior underlying NTFS security.
Figure 1-5 demonstrates how users interact with a file server to read and
write documents and other data types.

At the heart of Windows Server is NTFS, which is the optimal file sys-
tem to use with Windows to ensure that the full functionality of the OS is
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available. Although legacy file systems such as FAT and FAT32 are sup-
ported, many features are unavailable when files are stored on FAT/FAT32
volumes, and legacy file systems do not have the storage capabilities of
NTFS.

FiGure 1-5 With file services, the Windows Server 2008 environment provides a common
storage point for users of the network to safely and securely save and access data.

NTFS supports storage of terabytes of data, but as storage devices
become cheaper, data management becomes the biggest driving factor and
challenge for file server storage. A 500GB disk might take minutes to
install but hours every night to back up or restore. Windows Server 2008
has a highly flexible backup and recovery component to ensure that data is
backed up regularly. That is in addition to the Volume Shadow Copy serv-
ice, which allows point-in-time copies of directly attached or SAN-based
storage to provide backups with high integrity and maximize uptime of
business applications during the backup. Other solutions exist, such as the
Data Protection Manager, which is used in place of tape backups and to
pull data back from branch offices into a central hub location.

Although any amount of data can be backed up, to avoid the backup of
unnecessary data, a quality file server platform helps ensure that only the
right data is being stored on the file server. Windows 2000 introduced disk
quotas on physical size used, on a per-volume and per-user basis. This
meant that, for each user, a quota could be configured on each volume to
limit the amount of logical space that could be used. This quota system car-
ried into Windows 2003. Windows 2003 R2 and Windows Server 2008
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introduce a new quota system as part of the File Server Resource
Management (FSRM) subsystem. The new quota system allows quotas to
be set at a volume or folder level based on the physical size used, which
means the amount of space used on the disk. So, if the users compress
data, they use less of the quota and have more storage.

Obviously, quotas are great for restricting how much data is written to
file servers. But you're just controlling how much data is written, not what
can be written, which is far more useful. A user might fill a 500MB quota
with 10MB of work-related Microsoft Word documents and the other
490MB with an MP3 collection. If you block storage of media type files on
the file server, only 10MB of the quota is used. Windows Server 2008 has
this capability, known as file screening. A real-time engine checks the
extensions of files being written or modified on the file server and rejects
blocked file types (if an active file screen is configured, as opposed to a pas-
sive screen that allows the write). It also performs a set of defined actions,
such as e-mailing the user to explain why the file write failed.

If this quota and file-screening does not satisfy your needs, Windows
Server has a comprehensive reporting capability to show how a volume or
folder is being used in terms of types of files, biggest, most used, least used,
by which users, and so forth.

The next facility, in addition to just having a network viewable location
to store and retrieve data, is to ensure that data on shared areas is accessi-
ble to only the people who should have access. Obviously, data security is
a big component and is where the NTFS file system is used. Whereas file
systems such as FAT and FAT32 have no security to speak of, NTFS has a
granular, inheritable access control structure that allows each folder and
file to have an Access Control List (ACL). Each ACL has one or more
Access Control Entry (ACE) that states which objects have permissions to
the file or folder and what permissions they have. These permissions are
normally based around domain accounts. For file security to work, you
have to assume that the domain security is solid (which you just trust for
now but demonstrate later).

Using technologies such as the EFS locally on workstations and on the
file servers gives an additional layer of security. Improvements over initial
implementations allow EFS access to additional users and encrypted file
access for offline files.

Offline files? The whole point of having the file servers was so that data
is not stored on workstations, correct? Absolutely. You want data to be
stored on file servers to ensure that it’s backed up and available for sharing,
but there are times when that file server is not available. If you take your
laptop away from the office, you want data to be available even when you
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are not connected to the corporate network. Offline files use a cache,
known as the client-side cache (CSC), on the user’s workstation for files
and folders from the network. The CSC synchronizes when connected,
giving access to network resources even when network connectivity is not
available. As far as the end user is concerned, the files are on the network
even when he is not connected; no special action or data copying data is
required on the end-user side. Imagine that a user is editing a file in offline
mode and then connects to the network. The data synchronizes and the file
handle automatically switches to the file on the file server instead of the
local cached version. Combine this with the ability to redirect users’ My
Documents to a network location, so users save their data to their docu-
ments area, which automatically writes to the network for secure storage
and caches it locally for availability offline

Distributed Storage

High availability for data via clustering is discussed later, but file server
clusters are fully supported, allowing data to be stored on external storage
including a SAN with multiple servers servicing the storage. With multiple
servers serving the storage, a single server outage does not interrupt access
to data. However, that is just one method of making data highly available.
Clusters do not assist in distributed environments where users travel
between offices that might have copies of the same data. Ideally, as a user
travels, he accesses the nearest copy of data. Additionally, the number of
file servers is increasing in many environments, so knowing which server to
go to for a share or which mapped drive to use is problematic for the user.

DFS uses a namespace that is stored as part of the domain consisting
of links that are logical names having one or more link targets that point to
a share on a file server. This allows the user to see a single share, which is
the actual DFS namespace. When the user navigates through the various
links of the DFS, which appear simply as folders, the user is redirected to
the closest file server that contains the data without even knowing it, as
shown in Figure 1-6. In the example, the user is accessing the Sales “fold-
er” of the DFS and is redirected to the share Sales on the Fileserver2 serv-
er. If the user accessed Documents, he could be redirected to either of the
copies or, if spread geographically, to the closest version.

In addition to the namespace, a sophisticated delta-based replication
engine keeps multiple copies of the same share synchronized. This is a big
improvement over the FRS present in Windows 2000 and Windows 2003.
In our example, the replication keeps the two copies of the Documents
share synchronized.
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FIGURE 1-6 Although DFS can have link targets to shares on hundreds of servers, in this
example, the domain-based DFS named Shared in the savilltech.com domain has links to
just two file servers with different shared folder names, but each holds a copy of
Documents and the DFS namespace points to both.

In addition to safe and easy data storage and access, users want their
data restored when they lose it. Windows uses the VSS for backups and to
provide Shadow Copy Restore (also known as Previous Versions), which
allows a user to right-click a file or folder and see previous versions of the
data at points in the past. This functionality allows users to restore their
own data, cutting the need for administrator intervention. In Windows
Vista, this is also available on the clients’ local disks!

Users also want an easy way to find their data. Windows Server has a
content indexer component that indexes the information on the file server
and gives easy access to query the index via the users’ local Search option
from the Start menu.
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File storage is great but sometimes a greater collaboration environ-
ment is required, for example, the ability to check out files for editing and
then check them back in, and combine the data with calendaring, contacts,
list data, and the other components required for full collaboration and
project success. Microsoft provides Windows SharePoint Services (WSS)
to supply a Web-based environment to facilitate end user collaboration.

Windows Server 2008 delivers everything needed for your Windows
infrastructure, and for interoperation with other environments such as
NetWare and UNIX via both platform-specific solutions and network stan-
dards such as the Network File System (NFS).

Printing

Despite drives to a paperless environment and more online collaboration,
the requirement to print data still exists. Although it is possible to connect
printers to each user’s workstation, it is not efficient. Even though many
printers connect directly to the network, it is not desirable for each client
to connect directly to a network printer. The Windows Server platform
provides printer-sharing capabilities and print job queuing (a print job is
simply a set of data to print), which allows prioritization of printing and
limits maximum print job size at certain times of the day. Additionally, to
simplify driver management when a client connects to a printer via a
Windows print server, the server sends the locally needed driver to the
client machine for installation, minimizing the actions needed to set up the
client to be able to print. With Windows Vista and Windows Server 2008,
clients can fully render print jobs before sending them to the print server
to cut down on the workload of the print server, which increases the avail-
ability of the print server.

There have always been discussions regarding the best placement of a
print server in distributed environments. Obviously the physical printer
has to exist in the remote location so that the users can pick up the print
job. Placing a print server locally increases management tasks, such as
updating drivers. But not placing a local print server means a job has to be
sent over the WAN to the print server and then back over the WAN to the
actual printer. With Windows Server 2008, the Print Management Console
gives a central control point and allows printer driver deployment and
updates to multiple print servers. It includes automatic printer discovery
on the server, which is useful because it enables a subnet to be specified
and any printers in the subnet to be found and configured with a print
queue on the print server.
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Networking Services of Windows Server 2008

Today almost all communication takes place over Transmission Control
Protocol/Internet Protocol (TCP/IP) version 4, in which each computer
has a 32-bit address that is commonly viewed as four numbers separated
by decimals. For example, 10.10.10.5 is an IP address for a machine.
Although it is possible to manually configure each machine with an IP
address (known as static IP configuration because it doesn’t change), doing
so is cumbersome in large environments and is hard to track if machines
are reinstalled or replaced. The Windows Server platform provides the
DHCP service, which allows clients, at startup, to send a request over the
network for an IP address (a DHCP lease request). A DHCP server that
has a database of IP addresses that can be given out, and leases that can be
offered, services the request. The duration of this IP address lease is con-
figurable, but is 8 days by default. At the midpoint of the lease duration,
the client attempts to contact the DHCP server and renew the lease so that
it can keep the IP address. If you have computers that connect and then
are reinstalled or replaced at the end of the lease duration, the IP address
is marked as available again—no IP addresses are “lost” and no manual
effort is needed to track them. In addition to an IP address, the DHCP
server sends additional information, such as DNS servers, domain infor-
mation, and time services.

Each machine, be it a server or workstation, now has an IP address.
Humans, however, don’t do well with 32-bit addresses. I'm far more likely
to remember juliespc than 10.132.43.175. Every machine has a “friendly”
name, it's known as the machine’s hostname, but you can't just talk to
juliespe. (That’s not quite true: On a local network, machines have the
capability to ask, “Is juliespc out there?” but it’s not ideal to flood a network
with this broadcast traffic.) Therefore, you need a lookup list so that you
can check which IP address belongs to a specific hostname.

A legacy solution still used today is Windows Internet Name Service
(WINS), which maps a 15-character NetBIOS name to an IP address.
However, this is being retired as quickly as possible. WINS allows
machines, on startup, to tell the WINS server its name and IP address, and
other computers could then ask WINS for the IP address for a specific PC.
But WINS is limited and designed for NetBIOS, which is neither a future
direction for networks nor an Internet standard.

The domain name system (DNS) is used every day. www.microsoft.
com is a hostname that has to be resolved to an IP address. DNS has tra-
ditionally been a manually managed database: The DNS administrators
added records for hosts and their IP addresses, which were based around
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zones. For example, one or more DNS servers host a DNS zone for
Microsoft.com. In that zone is a manually created record named www that
resolves to an IP address (possibly more than one IP address in the case of
a big web site).

However, the role of DNS grew significantly with the introduction of
Active Directory, which uses DNS as the locator service. This meant many
new records and types of records in DNS for every domain controller, and
managing them manually became too troublesome and prone to errors.
Therefore dynamic DNS (DDNS) was introduced. DDNS is an Internet
standard and allows each machine to register its hostname-to-IP-address
mappings and additional records that are vital to many services. This also
works well for clients that get IP addresses from DHCP and register their
hostname-to-IP addresses.

Figure 1-7 shows two workstations connected to a network. The
DHCEP server has a database of IP addresses it uses to give IP addresses to
workstations. In this example, you see the following:

DNS Server DHCP Server
10.10.10.5 10.10.10.20

DNS Database @ — DHCP Database
Workstation2 — 10.10.10.50 - r 10.10.10.50 -
@ 10.10.10.100

DNS - 10.10.10.5

\

Workstation2 Workstation1
10.10.10.50

FIGURE 1-7 An overview of some of the steps a dynamically configured client goes through
for its IP-based communication.

1. Workstationl turns on and sends out a DHCP lease request over
the network. Note that it is not sending to a DHCP server if it’s
newly connected to the network; it just sends out a broadcast for
an IP address over its local network.
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2. The DHCP server responds with an IP address for it to use (for
example, 10.10.10.51).

3. Workstation]l now wants to talk to Workstation2; however, it does
not know the IP address for Workstation2. So, Workstationl makes
a request to the DNS server to find the IP address for the known
hostname.

4. The DNS server responds with the IP address of Workstation2,
allowing communication between Workstation1 and Workstation2.
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TCP/IP version 4, the 32-bit address, was discussed earlier. A while
back, people panicked because everything was becoming Internet-aware
and had an address. The concern was that the world would run out of
addresses. (Thirty-two bits gives just over four thousand million address-
es.) Technologies such as Network Address Translation (NAT) have wide-
ly circumvented the problem. NAT allows a company to use an IP address-
ing scheme internally, and Internet requests to pass through gateway com-
puters that have “real” Internet addresses and communicate to the
Internet on the client’s behalf. Some features of TCP/IP were not optimal,
including a lot of wasted space due to the fixed format of the TCP header,
lack of security, and the autoconfiguration nature of addresses. IPv6 was
created to solve those problems and is supported in Windows Vista and
Windows Server 2008. IPv6 addresses are 128 bits in length, so no one
remembers an address, making the DHCP and dynamic DNS services
even more important.
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Security

Beyond the basic connectivity services of one machine talking to another,
network security is paramount. Traffic is just packets of data sent over a
network cable, and depending on the traffic, it might be “clear text,” mean-
ing that someone can put a scanner on the network or run a piece of soft-
ware on his computer that captures all the traffic being sent—traffic that
might contain sensitive data. Although applications encrypt their data, this
does not apply to all traffic. IP security (IPsec) sets policies to encrypt all
data to and from specific computers or even the entire network. IPsec
allows the encryption of all traffic, and if a client does not support the
encryption or is not listed as an allowed communication partner, traffic is
blocked.

Users love working from home. This normally entails access to corpo-
rate resources, which is accomplished via a connection from a home com-
puter into the corporate network. In the past, this might have been a
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modem dial-up connection into a bank of modems at a company. However,
nearly every home now has Internet access via DSL or cable and doesn’t
possess a modem, so access to the organization’s infrastructure from the
Internet is required. One obvious answer is to connect a company to the
Internet (which most companies do). But given some of the unscrupulous
types on the Internet, this connection is not left open. A system known as
a firewall is placed between an organization and the Internet to block all
but a configured type of communication.

Because a user might access many system types over many types of
protocol from many locations, opening holes in the firewall for all the types
of communication is not practical. Instead, a pipe opens between the
remote user and the company infrastructure. This pipe is a virtual private
network (VPN) and is only a single “hole” in the firewall that allows all
types of communication to flow over. Security is used on these VPN con-
nections, with authentication performed before the pipe opens for traffic
because after the VPN connection is made, the remote client can perform
functions as if it were sitting inside the network. Checks are performed on
VPN connections to ensure that clients have certain levels of patch and
antivirus updates before connections are allowed.

A welcomed feature in Windows Server 2008 allows health checking of
machines that connect to the local network, not via a VPN. A new compo-
nent for Windows Vista and Windows XP is available from Microsoft. This
component allows an SoH to be made by the clients, which is checked
against a required level for network access. If the machine lacks certain
aspects of the required health level, it is placed in a quarantine network
where it is sent the patches and antivirus updates necessary before full
network access is granted. Only certain clients are supported by this health
validation process, which is discussed in full detail in Chapter 8, “Remote
Access and Securing and Optimizing the Network.”

Avuthorization and Authentication

The words authorization and authentication are often used interchange-
ably, but that is not correct. Authentication is proving you are who you say
you are. Commonly this is accomplished by something you know (such as
a password), something you have (such as a USB token), or something you
are (biometric tests such as fingerprints). You might hear of two-factor
authentication that requires two types of authentication: for example, a
USB token that also requires a pass code to be entered.

Authorization indicates what an authenticated person can do, which
includes accessing certain data from a file server, printing to a certain
printer, or manipulating objects in a directory service.
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Windows facilitates both authorization and authentication via Active
Directory, which is used as the central account repository (and much
more). Information is stored in a highly secure form and authentication
from a client to the directory is encrypted along with authorization handled
by Kerberos. You explore this topic fully in Chapter 10.

The actual Active Directory is stored on one or more domain con-
trollers. (In reality this is two or more for fault tolerance purposes.)
Through a process called multimaster replication, changes are made at any
domain controller from a client. These changes propagate in the most
bandwidth efficient manner to all domain controllers, even those in differ-
ent physical locations. There have always been concerns over the physical
security of domain controllers. Obviously they hold the database for every
account and password that although encrypted can be deciphered given
enough time. So, the general rule is that a location can have a local domain
controller only if physical security can be guaranteed.

Why is a local domain controller even desired? Consider a location that
has a number of local file servers—application servers. For a user sitting
next to the server to access any resources, he must authenticate and
receive authorization to access them, a process requiring communication
with a domain controller. The domain controller can sit in a remote loca-
tion, and the authentication and authorization requests can be sent over a
WAN link, which might use bandwidth and take a little time, but that’s no
big problem. But imagine that a WAN link is unavailable. The client has no
way to get the tickets needed to talk to the servers, and even though he can
see the server, he can’t get to the data. With a local domain controller,
WAN link failures do not affect the access to local resources. You don’t
want to jeopardize a company’s security, so with Windows Server 2008, a
new RODC has been introduced that stores certain aspects of Active
Directory but can be configured with what level of data to store, even
down to storing passwords for some users but not others to avoid risking
the security of the entire organization.
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Deployment

Another big drive for the Windows platform is the actual deployment of
the OS itself. Previously, different technologies were used for server
deployment and client deployment. Windows 2003 Enterprise edition
included the Automated Deployment Services (ADS) imaging technology,
which was designed for server deployments and included many features
needed for server hardware deployment.
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An example of server-specific functionality provided by ADS is the
capability to capture floppy disk content to an image and then remotely
send it to a server—this is useful for performing initial BIOS updates and
hardware RAID configurations that are vital for server configurations. For
clients, Remote Installation Services (RIS) has long been the Microsoft
solution that could send the installation files from the media to a machine
over the network and perform an installation. Although ADS was a good
solution for servers, RIS had a poor reputation due to its slow installation
speed and the fact it used installation files. With Windows Vista and
Windows Server 2008, the installation media contains an image of the OS.
The i386 folder is gone, so new deployment solutions are needed to work
with this new format.

This Windows Imaging (WIM) format was first used as part of the OS
deployment feature pack for Systems Management Server (SMS). But it
was based on a .9 version of the image format and not initially compatible
with Vista (although an update was released at the launch of Vista to make
operating system deployment [OSD] Vista WIM-format compatible), but
Windows Vista brought the format into the mainstream. In essence,
Windows Vista contains a prebuilt copy of a Vista machine that it lays down
on your hard drive, performs some hardware-specific detection, and the
machine is ready to be used.

Windows Server 2008 contains WDS, which deploys the WIM file of
the OS over the network along with other components used to tailor the
contents of the image format and prepare XML files to answer questions
normally asked during installation and for more advanced granular config-
uration. The basic process of an OS deployment via Windows Deployment
Services consists of the following:

1. The client boots over the network using PXE Boot.

2. The WDS server responds and sends a Windows PE environment
that contains the WDS client, which allows the downloading and
application of WIM files along with performing any tasks outlined
in the XML configuration files.

3. After the WIM file extracts to disk, further actions are performed
from within the Windows PE.

4. The client computer reboots into the deployed OS and performs
machine-specific hardware detection and configuration along with
other customizations.

5. The computer boots normally and applies any Group Policy set-
tings applicable to the computer account and, on user logon, any
user-specific Group Policy options.
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Although you just learned about using WDS to deploy the Windows
Vista client, server deployments use the same technology. You finally have
a common deployment methodology and infrastructure to control deploy-
ment of the entire organization. Although the deployment is Windows
Server 2008 and Vista out of the box, you can create images of older OSs
such as 2003 and XP to give one unified deployment infrastructure. Other
technologies, such as System Center Configuration Manager 2007, build
on WDS to offer additional features such as application and patch deploy-
ment during the OS deployment, but are not required.
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Microsoft has a number of licensing models available to customers. The
client side of licensing is generally far more costly than server licensing, so
let’s look at the client option. You can go to your retail channel and pur-
chase Windows off the shelf. You can purchase a number of different ver-
sions of Windows Vista: Windows Vista Home Basic, Windows Vista Home
Premium, Windows Vista Business, and Windows Vista Ultimate. This is
probably the most expensive option for most businesses, even small ones.
There is a relationship with a reseller and/or Microsoft to purchase in bulk
via Volume Licensing, which gives cheaper prices and better support lev-
els from Microsoft. For Volume Licensing customers that also have
Software Assurance (a program where automatic rights to new versions
within a defined period are made available), an additional version of Vista
is available: Windows Vista Enterprise. Like its big brother Vista Ultimate,
Enterprise edition includes BitLocker technology that allows the encryp-
tion of the entire hard drive using hardware-based data encryption, better
compatibility with UNIX applications via the Subsystem for UNIX-based
Applications (SUA) that allows UNIX applications to run on Vista with no
changes, and multilingual capabilities. Additionally, Enterprise edition (not
Ultimate) allows users of the free Virtual PC application the right to run
four additional copies of the OS (or a down-level OS such as XP). An
overview of the upgrade flow improving features is shown in Figure 1-8.
Both the home and business lines have a basic and advanced version with
Ultimate being the Ultimate version!
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FiGURE 1-8 The two threads of Windows Vista OS, business and home, and how the
Ultimate edition includes the best of both.

Something of interest to customers who qualify for Windows Vista
Enterprise edition: They are eligible for the Microsoft Desktop
Optimization Pack, which comprises five solutions at the time of writing.
All five solutions were previously separate third-party products that were
purchased by Microsoft and updated to meet Microsoft coding standards
and practices to form an attractive suite:

m Microsoft SoftGrid (formerly Softricity SoftGrid). Instead of
installing software onto computers through writes to the file system,
placement of DLLs, and changes to the Registry, applications are
captured to a data stream. When users need to run the application,
the data is streamed and cached to the computer in the order that
the data is needed as the application starts, minimizing start times.
The application runs entirely in this sandboxed environment. No
Registry or file system changes are made on the computer receiving
the application, minimizing compatibility and regression testing
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issues. This data stream is also cached locally for execution when not
connected to the network.

Microsoft Asset Inventory Service (formerly AssetMetrix).
For users of SMS, the ability to gather applications installed on a PC
by interrogating Add/Remove Programs is common. But what about
software that does not register itself in Add/Remove Programs? The
Microsoft Asset Inventory Service scans the computer, collects data,
and compares it to its database of more than 430,000 titles to iden-
tify, in a friendly format, the actual applications installed. Users of
SMS will be pleased to know this information hooks into SMS for
one central view of all inventory information.

Microsoft Advanced Group Policy Management (formerly
Desktop Standard GPOVault). This provides a change manage-
ment structure for Group Policy plus the ability to rollback Group
Policy changes. More granular control of GPO management is pos-
sible via a role-based administration and delegation model with
change request approval built-in.

Microsoft Diagnostics and Recovery Toolset (formerly
Winternals IT Admin Pak). For users of Winternals ERD
Commander, this will be familiar. (It is simply the tool repackaged.)
Microsoft Diagnostics and Recovery Toolset is an amazing environ-
ment that allows access to unbootable or corrupted systems to
extract data and repair the environment. Repair occurs via automat-
ed utilities that check the system for common causes of an
unbootable system, and via utilities to manually manipulate the file
system, Registry, and nearly every aspect of the OS. Beyond data
access and resolution of system problems, the toolset includes com-
ponents that allow a system to be set back to a system restore point;
a crash analyzer that uses a point-and-click GUI; LockSmith, which
allows the password to be reset on any local user account; and File
Restore capabilities for hard deleted files (that is, not in the Recycle
Bin). Another tool enables you to see interactions between a client
and the Active Directory. The software includes a utility to wipe a
disk to Department of Defense security levels, a partition manage-
ment utility, and an offline hotfix removal tool.

Microsoft System Center Desktop Error Monitoring. This tool
enables monitoring, at an enterprise level, of all errors that occur on
desktop computers, giving a view into the entire error status of your
organization and providing control over the errors reported to
Microsoft.
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This amazing set of tools has a per-desktop price of around $7 to $10,
depending on the number of desktops, and so on. You just have to have
Software Assurance, which is the driver behind the Desktop Optimization
Pack (DOP). It’s a huge value-add for SA customers, but it’s a nonperpet-
ual license; use the Desktop Optimization Pack only while you pay its
annual fee, which is possible only while Software Assurance is in effect.
What Microsoft has done with DOP is give a compelling reason for cus-
tomers to keep SA or to get it if they don’t have it. Even small organiza-
tions are normally eligible for some kind of SA deal with Microsoft.

You learned about the server versions earlier in the chapter, and the
hardware you run the OS on and the features you need available will lead
your purchasing decision. If you need failover clustering, purchase the
Enterprise version of Windows Server 2008.

Virtualization

The final area of discussion is virtualization. Previously each type of serv-
ice or application had one or more server of its own. You had batch pro-
cessing servers, application servers for each application, file servers, and so
on, and for good reason. Each system had a vital job and placing multiple
applications/services on a single OS introduces undesirable risks and prob-
lems, for example:

m Resource conflict. One application might use a large portion of the
processor or memory, leaving the other contending applications bot-
tlenecked and performing poorly. This even happens with disk
space. Applications use up the entire disk, leaving the others unable
to write data and hang or crash.

m Uptime. A failure on an application might require the ultimate fix:
reboot. That’s fine if an application is on its own server, but when
multiple applications share a server, the reboot knocks the neigh-
bors out as well, which causes a bigger problem than the one the
reboot was fixing. Obviously a reboot is the nice scenario; an appli-
cation that causes an OS to crash brings down other systems in an
uncontrolled state that could lead to corruption.

m OS requirements. Different applications/services might have vary-
ing OS requirements, such as different service pack levels, different
versions of .NET, ActiveX Data Objects (ADO), or even the entire
OS. If an application runs only on NT 4.0, you have to keep a whole
NT 4.0 server.
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m Compatibility. Running more services/applications on a single box
increases the amount of testing anytime something changes in any
one of the applications because of the possibility it might affect the
OS in some manner that affects the other applications.

Physical servers are expensive in terms of a hardware perspective, rack
space perspective, maintenance costs, management costs (for example
patching, updating, backing up), and licensing. Ideally, you run everything
on a single box. That’s not practical, but there is a middle ground.

Windows Server 2008 (like Windows Server 2003) has Windows Server
Resource Management (WSRM) that allows each application/service to be
allocated limits on memory and processor usage with different amounts
configurable for different times of the day. This calendaring flexibility is
useful in the instance of a single server running applications that operate
at different times of the day. For example, an application server has to have
priority over the processor usage during the day but at night is not used
because all the clients are tucked up in bed. So, a batch-processing service
is given 80 percent of the CPU between the hours of 8 p.m. and 4 a.m. In
the event the batch took longer, it could continue running, but after 4 a.m.
is limited to only 10 percent of the processor to ensure that the application
server gets the resources it needs during the day.

WSRM gathers accounting type data to track how much resource an
application or service uses, which is useful in the scenario where the IT
department bills business units based on usage. WSRM is a great solution
from a number of angles. It minimizes the number of servers; you run only
one copy of the OS (although WSRM is only on Enterprise and Datacenter
editions, so one copy of a quite expensive OS, but still good); and you have
one OS to patch and maintain. WSRM manages resource contention nice-
ly, but it fails in other areas. For example, if an application needs a reboot,
so do all the others. The applications are also still all on one OS, meaning
compatibility issues. Because they are all on one OS, they have to accept
the same OS, patch levels, .NET version, and so on. So, although WSRM
solves some problems, it does not solve everything.

An alternative to using WSRM is virtualization, and you see a lot of
detail on this topic in Chapter 19, “Virtualization and Resource
Management.” A service runs on the server that emulates multiple virtual
computers, each with its own allocations of processor and memory, with
virtual disks that map to large files on the host server’ file system. Each of
these virtual computers run any OS such as Windows NT 4, Windows
2000, XP, Windows 2003, Vista, and Windows Server 2008. Different solu-
tions exist for virtualization, such as from VMWare; however, this book
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concentrates on the Microsoft solutions of Virtual PC and Virtual Server,
which accomplish a similar goal in slightly different implementations.
With several virtual environments on a single physical server, you can
run multiple virtual server instances totally separate from the others, with
their own OS version, service packs, and other components. Also each of
these virtual machines restarts entirely separate from the others (with the
exception of the host server; if the host server shuts down, obviously all the
“guest” OSs also shut down). Consider also that if each virtual machine
runs one application or service, compatibility testing is minimized because
each service/application is in its own environment and does not share any
resources with other services and applications. If one virtual machine
crashes, the other virtual machines are not affected, so virtualization solves
compatibility, OS requirements, uptime, and resource conflict. It’s perfect,
right? Yes and no. Yes, the virtual servers solve the problem areas of con-
solidation, but remember the reasons for consolidation in the first place:

m Physical servers are expensive both from a hardware per-
spective. You consolidated, so this issue is solved.

m Rack space perspective. Yes, you consolidated the number of
servers.

m Maintenance costs. Yes, again, you consolidated the number of
servers, so hardware maintenance is minimized.

m Management costs (for example patching, updating, backing
up). You still have separate OSs in each virtual, so each virtual has
to be patched, monitored, backed up, and so on. But you have
Microsoft Operations Manager (MOM) for monitoring and it has
management packs for Virtual Server. You have a good patch man-
agement strategy in place, so that’s not a big deal; it’s a pain, but not
a deal breaker.

m Licensing. You have to buy a server license for every virtual you
run? That’s expensive. You were so close—no wonder Microsoft
gives away free virtualization software.

Microsoft jumped on the virtualization bandwagon, so in addition to
giving away its virtualization products, it relaxed the licensing require-
ments. As mentioned, Windows Vista Enterprise Edition allows four guest
client OSs to run under the one license—well, Vista Enterprise is not
alone.

With the release of Windows 2003 R2, Microsoft introduced the con-
cept of license-cost free virtual instances. Whereas licenses used to be
based on number of installations of the software, they were now based on
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the number of instances that are run on a server at any one time; for exam-
ple, you could have 10 installations of Windows Server as virtuals but run
only 4 at a time. These license-free virtuals are available on Windows 2003
R2 Enterprise and Datacenter editions. Windows 2003 R2 Enterprise edi-
tion, like Vista Enterprise, may run four concurrent virtuals running
Windows Server 2003 R2 Enterprise or Standard edition (or previous ver-
sions; for example, Windows 2000). If you need more than four concurrent
virtuals, purchase a license for them or consider upgrading to Datacenter.
With the Datacenter edition, an unlimited number of virtualization
instances run Datacenter, Enterprise, or Standard edition, and it again
includes previous versions.

With Windows Server 2008, these rights are one virtual instance right
for Standard edition, four for Enterprise, and unlimited for Datacenter
and Itanium editions.
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Summary

Organizations obviously expect features such as overall security, stability,
and easy maintenance, and they all improved with Windows Server 2008,
including new interfaces and recovery processes. Higher availability (via
clustered groups of servers) and rich experiences (via terminal servers and
remote applications) are important in most environments. In addition, far
more powerful clustering technologies overall make Windows Server 2008
compelling not only for use on its own, but also other technologies such as
Exchange Server 2007 take advantage of new OS features to offer better
services to its users.

You now move on to examining each aspect of the Windows Server
2008 platform in the detail needed to understand the technology and uti-
lize best practices in your day-to-day environment. Let’s start by looking at
the GUI and finding out what Aero Glass is.
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CHAPTER 2

Winbows ServErR 2008
FUNDAMENTALS: NAVIGATING AND
GETTING STARTED

Before you embark on an expedition, you need to know how to read a map.
This chapter looks at the Windows environment from a navigational stand-
point: How do you use Windows? What facilities does Windows offer to
help you do your job? In many situations, you won’t manage your servers
from the servers themselves; instead, you’ll manage them remotely via the
various management tools and interfaces. Therefore, this chapter looks at
the client experience and the differences between the environment of
Windows Vista/Server 2008 and previous operating systems.

With earlier versions of Windows, the installation process was very
interactive. Installing Windows Server 2008 is much simpler, as discussed
in Chapter 3, “Installing and Upgrading Windows Server 2008.” This chap-
ter looks at how to interact with the operating system in various situations.

Chapter 1, “Windows 101: Its Origins, Present, and the Services It
Provides,” discusses the various versions of Windows Server 2008. This
chapter looks at the various versions of Vista that are available and their
features. It then examines the main features that apply to both Windows
Vista and Windows Server 2008.

With Windows 2000, the server and client operating systems shared a
common code base, and service packs and updates were made available for
clients and servers concurrently. With Windows Server 2003, there was
pressure to release the client early, so the Windows XP client was split
from the Windows Server 2003 code base, and there were separate kernels
for the operating system, as well as separate service packs and updates.
This system was difficult to manage, and with Windows Server 2008, the
goal was to get back to a common code base for the client and server.

43



44

CHAPTER 2 WINDOWS SERVER 2008 FUNDAMENTALS:
NAVIGATING AND GETTING STARTED

However, Vista was released early, creating a separation between client and
server. At the same time that the Windows Server 2008 operating system
(OS) was released, changes made to the OS were replicated into Windows
Vista Service Pack 1. The Release To Manufacture (RTM) of Windows
Server 2008 is the Service Pack 1 build. The first released service pack for
Windows Server 2008 will be Service Pack 2, and it will be a shared pack
for both Vista and Server 2008. Thanks to the servicing stack in the OS, this
shared service pack and update strategy is fine because only updates to
components installed will be downloaded and applied. (So, for example, a
domain name system [DNS] server update will be not downloaded to a
Windows Vista client.) All this talk of code bases and service packs matters
because it has to do with a common core for Windows Vista and Windows
Server 2008.

NOTE This chapter doesn’t look at the Starter edition of Vista, which was
designed for emerging markets with basic computers and limits the number of
concurrent applications and the types of network connectivity. It also doesn’t
look at the “N” editions for the European market that do not include the integrat-
ed media player or media-related components.

Windows Vista at 30,000 Feet

Table 2-1 shows the features available in the various versions of Windows
Vista. All the editions of Vista shown in the table—Home Basic, Home
Premium, Business, Enterprise, and Ultimate—come in both 32- and 64-
bit editions.

Table 2-1 Feature Comparison of the Windows Vista Versions
Home Home
Feature Basic Premium Business Enterprise Ultimate
Domain membership and N N Y Y Y
group policy
Encrypted file system N Y Y Y Y

Windows Aero N Y Y Y Y
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Remote Desktop N N Y Y Y

Media Center N Y N N Y

Offline folders N N Y Y Y

BitLocker drive encryption N N N Y Y

Subsystem for UNIX N N N Y Y

applications

Multilanguage user interface N N N Y Y

(MUI)

Tablet PC support N Y Y Y Y

Single-session virtual PC N N N Y Y

Volume shadow copy N N Y Y Y

Number of physical processors 1 1 2 2 2

Maximum amount of memory 8GB  16GB Machine  Machine = Machine
maximum maximum  maximum

Home Home

Basic Premium Business Enterprise Ultimate

In a corporate environment, you run the Windows Vista Business edi-
tion (unless you have Software Assurance, which gives you access to
Windows Vista Enterprise edition). At a minimum, in such an environ-
ment, you have a domain to centralize security and account management,
which necessitates a business flavor of Vista.

The additional cost of the Ultimate edition and its nonbusiness fea-
tures make it unlikely to be used in a corporation, except perhaps on a few
specific-purpose machines, such as a media center box in a conference
room.

Because corporations don’t use the home editions, all their machines
are domain member-capable and group policy-aware. If some users use
their personal machines to access corporate resources, they could run one
of the home editions; however, those computers would not be actual mem-
bers of the corporate domain, so these home machines do not need to run
corporate policies (nor would it be desirable for them to do so).

If you work for an enterprise that has Software Assurance and are try-
ing to decide whether to buy the Business or Enterprise edition, check to
see if any specific features you want are in Enterprise edition only (for
example, the BitLocker drive encryption that can help protect laptop con-
tent).
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The Logon Experience

The first component of the operating system you normally interact with is
the logon environment. As in Windows XP, the logon in Windows Server
2008 has different options, depending on whether you are a member of a
domain or workgroup.

Windows XP Logon

Under Windows XP, the Welcome screen is available for a machine that is
a member of a workgroup. An example of the XP Welcome screen is shown
in Figure 2-1.

Iy

Microsoft®

Windows

To begin, click your user name

[@) Turn off computer

FIGURe 2-1  The Windows XP logon screen for computers in a workgroup environment
shows the local accounts.

By default, the administrator account does not appear on the Welcome
screen, but you can access it by pressing Ctrl+Alt+Del twice. When you do
this, a standard logon dialog appears, allowing you to type a username instead
of selecting from the Welcome screen. Enable the administrator account to
appear on the Welcome screen by making the following Registry change:
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=

Start the Registry editor (regedit.exe).

2. Navigate to HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows NT\CurrentVersion\Winlogon\SpecialAccounts\UserList.
From the Edit menu, select New, DWORD Value.

Enter a name for the administrator account and press Enter.
Double-click the new value and set it to 1. Click OK. The admin-
istrator account now appears on the Welcome screen.

©

S

Windows Vista Logon

By default, Windows Vista uses the Welcome screen for a machine that
belongs to a workgroup. Like Windows XP, it does not show the adminis-
trator account, as shown in Figure 2-2.
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. Windows Vista Utimate

FIGURE 2-2 The Windows Vista logon screen for computers in a workgroup environment
shows the local accounts and the version of Vista.
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The fact that the administrator account does not appear on the
Welcome screen with Windows Vista is part of a focus change regarding
protecting users from themselves that is known as user account control
(UAC) discussed later in this chapter. In the past, the administrator
account was created by default with a blank password during the out-of-
box experience. That was not great security, so with Windows Vista, the
administrator account is disabled by default. When you upgrade from
Windows XP, the administrator account is disabled on a workgroup-joined
machine unless there are no other local administrator accounts active; for
a domain-joined machine, the administrator account is always disabled.
Because the logon screen shows only active accounts that can be logged
into, the administrator account does not show. To be listed on the logon
screen, the administrator account needs to be enabled and also have a
password configured. You can accomplish this with the Computer
Management Microsoft Management Console (MMC) console, where you
enable administrator via Local Users and Groups.

Windows Server 2008 Logon

On a fresh installation of Windows Server 2008, the administrator account
is enabled but has a blank password. After the installation is complete, first
change the administrator password; until the password change is complete,
you cannot do anything else. Figure 2-3 shows the Windows Server 2008
Welcome screen for a workgroup machine.

With both Windows Vista and Windows Server 2008, if a machine is a
member of a domain, local accounts are not displayed for selection.
Instead, by default, the user most recently logged on is displayed, allowing
easy access. (If required for security reasons, you can disable this feature.)
If you want to use another account for logon, click the Switch User button,
select Other User, and enter the username and password (see Figure 2-4).
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=

Administrator John Savill Julie Savill Kevin Savill

Rita Savill

Cancel

" Windows Server-2008
Standard

FIGURe 2-3  The logon process in a workgroup-joined Windows Server 2008 machine.

" Press CTRL + ALT + DELETE to log on
SAVILLTECH\john

Switch User

Cancel

FIGURE 2-4  In the Windows Vista and Windows Server 2008 logon process for a
domain-joined machine, you have a Switch User option.
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User Access Control

What is the UAC and why do we have it? There have long been a few best
practices for administrators. The most important one is that you should
never share the administrator account because when multiple users use
the administrator account, there is no accountability. If a problem occurs,
auditing will show only that administrator did something, not which of the
30 people who know the administrator password performed the action. In
general, don’t share accounts. Instead of letting multiple people use the
administrator account, make each user who requires administrator-type
powers a member of the local administrators group in a workgroup envi-
ronment or a member of the Domain Admins group. Or give these users
some lower-level set of permissions that are still powerful compared to a
normal user account. For several reasons, you don’t want users performing
normal day-to-day actions such as surfing the Web or playing Lego Star
Wars (with your son, of course) when logged on with administrator
credentials:

m Accidents happen. You could run a script or click something that
might just cause inconvenience if running with normal user creden-
tials but could wipe out an entire company’s files or delete entire
groups of users when running with administrator credentials.

m Malware exists. As with accidents, while a piece of malware execut-
ed by a normal user causes a certain level of havoc or exposure, that
same piece of malware run by a user with administrator credentials
can be a serious problem.

m An organization will see a much lower total cost of ownership (TCO)
when running with managed systems, which is possible only when
users are not all running with administrator permissions.

User Access Control allows users to run with standard user rights
instead of administrator credentials which mitigates these risks. When a
user needs administrative credentials, he can elevate his permissions to
those of an administrator as described in the “Elevation of Privilege”
section.

When do you use an administrator account? Administrators need
administrative credentials for certain functions but not others, so the solu-
tion is to have two accounts for each administrative person: a normal user
account and a second account that has Administrator privileges. For exam-
ple, if my normal user account is jsavill, my administrator account might be
jsavill-a. Some organizations name each administrator account something
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totally different from the user’s name (for example, characters from The
Simpsons) so the administrator accounts are not easily guessed. When an
action requires administrator credentials, I could use my jsavill-a or Homer
account. However, logging out of the normal user account and logging in
as the administrator user is an inconvenience, so instead you can use the
Run As functionality, which allows a user to execute a command or pro-
gram in the context of another user (in this case, using administrator
account credentials).

To enable simpler operation, administrators sometimes create short-
cuts that include their administrator credentials as part of the program ini-
tialization. However, it does not happen often, and administrators run with
their administrator credentials all the time, and even normal users are
often made local administrators of their machines to enable basic functions
such as installing printers and software installation. What's the solution?
The first part is to minimize when administrator credentials are needed. To
reduce the number of people who need local administrator permissions,
several changes were made in Windows Vista:

m Users are redirected from the file system and Registry. In previous
versions of Windows, during installation, applications would try to
write to the Program Files folder or the HKEY_LOCAL_
MACHINE\Software Registry branches, and unless the user had
administrator permissions, the action would fail. Windows Vista has
built in redirection that intercepts any attempt to write to areas that
the user does not have permission for and redirects to an area of
their profile and subsequently also redirects any attempt to read the
data back. This redirection is shown in Figure 2-5. Note that this vir-
tualization of key file system and Registry locations is not supported
in native 64-bit applications.

It's important to note, however, that software that is certified for
Windows Vista works without this redirection and virtualization of
protected areas, so longer-term redirection should not be required.

Users can view the system clock and calendar.

Users can now change the time zone of their computer (but cannot
change the actual time or date).

Users can change power management settings.

Users can create and manage virtual private network connections.
Users can modify wireless network security settings.

Users can download and install critical Windows updates.
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Redirected | %LOCALAPPDATA%\

%ProgramFiles% VirtualStore\Program

Files

A

Denied

Legacy
Application

Denied
Y

Redirected HKCU\Software\Classes\

HKLM\Software VirtualStore\Machine\

Software

FIGURE 2-5 When legacy applications try to write to protected areas of the Registry and
file system, they are redirected.

m Users can install ActiveX controls (subject to the group policy that
specifies from which web sites users can install ActiveX controls via
the ActiveX Installer Service).

m Users can install hardware that has locally available installed drivers
in the Vista Driver Store. The Driver Store can be populated with
any trusted drivers you may need in the organization. The type of
hardware that users can install is governed by group policy settings
that specify the class ID of the types of devices users may install (for
example, printers).

In addition to all these new capabilities for a standard user, if group
policy is used to deploy software, users can install software from the
Add/Remove Programs Control Panel applet, which runs with elevated
rights requiring no special user permission. More details on UAC can be
found in Chapter 4, “Securing Your Windows Server 2008 Deployment.”

Elevation of Privilege

There are fewer instances when you need administrator permissions in
Vista, but what about when you do? How can a user tell if he can perform
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a function? Windows Vista has a shield icon that shows when a certain
program or task requires administrator privileges (see Figure 2-6). It
protects us from ourselves and from software doing evil things. Such
a program or task has XML embedded into its code that sets the
requestedExecutionLevel to the value requireAdministrator. When the
code is executed, the UAC reads the program’s manifest is read, sees
requireAdministrator, and presents the consent dialog.

NOTE The shield icon is not automatically added to software based on the
program’s manifest, but the software should display it as part of Microsoft's
design guidelines.

7 Date and Time =5

Date and Time | Additional Clocks | Internet Time

Date:
Tuesday, February 20, 2007

Time:
4:12:34 PM

[ @Chang: date and time... }

Time zone

(GMT-06:00) Central Time (US & Canada)

Change time zone...
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Daylight Saving Time begins on Sunday, March 11, 2007 at 2:00 AM. The
i clock is set to go forward 1 hour at this time. Il

[@] Remind me one week before this change occurs

L How do I set the clock and time zone?

(" e )

FIGURE 2-6  The shield icon on the Change Date and Time button shows that administrator
credentials are needed to perform the action.

A normal user who clicks a button that contains a shield icon is
prompted to enter a set of administrator-level credentials to allow the
functionality. This is useful in several situations. For example, when an
administrator logs on with a normal user account for most actions, when
she needs to run an administrative function, she can just enter the admin-
istrator credentials when needed. Or when an administrator is visiting
a user desktop, rather than making the user log out, she can run the
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administrator parts with her administrator account. This type of rights ele-
vation is known as Over the Shoulder (OTS) elevation because in most
cases, an IT administrator types in her administrator credentials over the
user’s shoulder when helping to resolve a problem. If a client is part of a
workgroup, the administrator accounts are displayed, and you simply
choose the appropriate account and enter its password (see Figure 2-7). If
a client is part of a domain, manually enter an administrator account, as
shown in Figure 2-8.

User Account Control [=5]

@ Windows needs your permission to continue

If you started this action, continue.

£E] Date and Time
Microsoft Windows

To continue, type an administrator password, and then click OK.

Administrator

l Password

|E John

User Account Control helps stop unauthorized changes to your computer.

FIGURE 2-7  In a workgroup environment, the administrator accounts are displayed.

User Account Control =23

@ Windows needs your permission to continue

If you started this action, continue.

Date and Time
Microsoft Windows

To continue, type an administrator password, and then click OK.

s l User name I
|DJ | Password |

Domain: SAVILLTECH

User Account Control helps stop unauthorized changes to your computer.

FIGURE 2-8 In a domain environment, no list of administrators is shown. Instead, the user
must enter an administrative account username and password.
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Even with all the safeguards of UAC, Microsoft decided that adminis-
trators could not be trusted to use a separate, normal user account during
the 99% of the time when they don’t need elevated permissions.
Therefore, Microsoft implemented a token system. With Windows Vista
and Windows Server 2008, during the logon process, your account per-
missions and rights are evaluated, and if you have administrator privileges,
you get a token that details these attributes. You also get a standard user
token, which has the administration type privileges filtered out. The stan-
dard user token is the default token that is used for the logon session. This
process is shown in Figure 2-9, along with an example of where the two dif-
ferent tokens are used.
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FIGURE 2-9  This administrator gets two tokens at logon. Only when an operation requires
administrative permissions is the Admin Approval Mode (AAM) consent displayed and the
unfiltered token used.

As with OTS rights elevation, when an administrator tries to perform
an action that requires administrative credentials, a consent dialog is dis-
played, which by default just requires confirmation that the administrative
token can be used (although this behavior can be changed, as seen in
Chapter 4). This elevation is known as Admin Approval Mode (AAM)
because no second set of credentials is used, and the administrator is just
invoking his elevated powers. If an application is not marked as requiring
administrative credentials but you want to run it with the admin token,
right-click on it and select Run as Administrator, as shown in Figure 2-10.
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This is useful, for example, for launching an elevated-privileges command
prompt session.

When you launch a command prompt session with your elevated priv-
ileges, the OS is kind enough to add Administrator: to the title of the com-
mand prompt window so you know you are running with privileges. If you
run the whoami /all command in both elevated and nonelevated com-
mand prompt sessions, you see that the nonelevated account has far fewer
privileges. If you examined the integrity flags of the processes, you see that
the nonelevated session has a Mandatory Labe\Medium Mandatory level,
while the elevated session has a High integrity level. You can view the
integrity flags through applications such as Process Explorer from System
Internals via the Security tab of the process properties.

Iur Welcome Center

ﬁ Launch Lego Star Wars
Open

§% ] Microsoft Office Visio 2007 Openfile Jocation
) FRun as administrator b

% Diskeeper Launch Analysis

FIGURe 2-10  You can launch anything with administrative credentials, although what those
credentials do for you in a video game is unknown.

NOTE UAC was one of the most talked-about and controversial features of the
Windows Vista product. Many people complained that it is intrusive, but this
negative press was based on beta versions, where the functionality was not yet
tuned. UAC involves changes in how you perform your job, including consent
prompts and elevation requirements, but is a powerful feature that, when used
correctly, is beneficial to organizations.

Windows Elements

After you have logged in, what is the next thing you see? The basic and
most-used interface is the Start menu, Taskbar, and notification area (also
known as the system tray). Figure 2-11 shows these three core elements,
which allow you to control and access nearly every part of the operating
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system. Notice on the right side of the figure is an area that contains vari-
ous gadgets. You can configure this area, known as the Windows Sidebar,
to show various elements, and you can import new gadgets to perform dif-
ferent actions and show configurable information, such as the weather and
news feeds. The Sidebar is a feature of Windows Vista and is not part of
Windows Server 2008.

 Internet
¢ Internet Explorer
~a E-mail
L Windows Mail
John Savill

—
lur Welcome Center

Documents

@ Windows Media Center
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FIGURE 2-11  The three main components of the Windows experience are the Start menu,
Taskbar, and notification area.

The Start Menu

The Start menu is where you access most of the installed components and
applications on a machine, including Administrative Tools and the Control
Panel, which you use to perform most configuration and management
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functions. When you right-click the Start button and select Properties, you
can choose one of two modes:

m The default Start menu is adaptive and displays shortcuts to appli-
cations that are most used.

m The “classic” Start menu (as used in Windows 2000) has a static
menu structure.

In Windows XP, each submenu of the Start menu opened up to the
side of the existing menu, which took up significant screen space. With
Windows Vista and Windows Server 2008, the Start menu display is much
more compact and easy to navigate, as shown in Figure 2-12.
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FIGURE 2-12  The XP-style menu on the left takes up far more screen real estate fo access
the required submenu and shortcut than the Windows Vista and Windows Server 2008
version.

In addition to configuring the type of Start menu to display, you can
configure what elements to display in the Start menu (for example,
Administrative Tools, Favorites).
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A new feature of the Start menu in Vista and Server 2008 is the instant
search text entry box, which has the default focus when the Start menu is
selected or you click the Windows key. You can quickly search by simply
clicking the Windows key and then typing the name of the file you want to
find or the application you want to run, as shown in Figure 2-13. As you
type in the search box, Windows dynamically displays close matches, and
you can simply press Enter to select the correct choice when it appears. If
the choice you're looking for doesn’t appear, you can manually enter your
whole search string and press Enter. All data on the machine, including
documents and their contents, e-mail messages, and programs, is indexed
and accessible via the instant search.
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FIGURE 2-13  The new Start menu provides access fo many applications in a little bit of
screen real estate, and the instant search provides fast access to cpp|icotions and other
types of data.

You also access basic features such as logging off and restarting the
computer via the Start menu.
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NOTE In Windows Server 2008 and Vista, the Ctrl+Alt+Del key combination
performs the same function as in previous versions: When you press it, the
Windows Security screen appears, giving you options fo change your pass-
word, lock the computer (which can also be accomplished by clicking the Start
menu or Windows key and then pressing L), log off, switch user, and start the
Task Manager. Notice the addition of the Switch User option, which was previ-
ously reserved for Windows XP workgroup machines but has been expanded to
all configurations under Windows Vista and Windows Server 2008. The other
visual change from previous operating systems is that Windows Security is no
longer a dialog box. It's now an entire screen in the same visual style as the
logon screen, but the options are the same as in earlier versions.

The Taskbar

The Taskbar displays a list of all the applications that are currently running
on the system. In the standard graphical mode, if you hover your mouse
over an application listed on the Taskbar, a pop-up displays the full title of
the application, as shown in Figure 2-14. When the Taskbar is full, it stacks
together multiple copies of the same application that are running so that
they take up only one slot on the Taskbar. Instead of clicking an application
on the Taskbar, you can select it by clicking the Windows key and typing
the number that corresponds to the application’s position on the Taskbar.

eight = 1.635 in. Angle=0" Inbex - Microsoft Outlook

| = o —
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FiGURE 2-14 The Taskbar allows easy access to running applications.

The Taskbar can host several additional toolbars. When you right-click
the Taskbar, from the context menu that appears, select the additional tool-
bars you want to be displayed on the Taskbar. For example, the quick
launch toolbar is useful for displaying icon-only shortcuts to the applica-
tions you use the most.

NOTE A confext menu is the menu that appears when you right<lick an object.
It is called a confext menu because the content of the menu is generated based
on the object selected and so it is context aware.
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In addition to using the Taskbar to switch between running applica-
tions, you can also press the Alt and Tab keys at the same time to bring up
a minidialog that shows the icon for each running application (see Figure
2-15). While holding down Alt, press Tab to toggle through the applica-
tions shown. If you hold down the Shift+Alt while pressing Tab, you move
backward through the list.

Chapter 2 - Windows Longhorn Server Funda...

% S I

&“3

FIGURE 2-15  The standard Alt+Tab list displays the shortcut icon for each running
application, allowing for keyboard-based switching between applications.

The System Tray

Windows uses the system tray (aka the notification area) to communicate
information about services and applications. For example, the Networking
and Sharing center, which is the central location for managing all network
connectivity faculties of the operating system, displays the connectivity
state in its system tray entry. For example, if network connectivity exists,
but there’s no Internet connection, the system tray displays an icon show-
ing just two computers; if Internet connection exists, then a globe appears
over the two computers icon; and if no network connectivity exists, a red X
overlays the two computers (see Figure 2-16).
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FIGURE 2-16  The system tray shows icons that indicate the status of various services and
applications.

The Windows Sidebar

A useful addition to Windows Vista is the Sidebar, which by default on a fresh
installation displays a clock, an image slideshow, and a news component. At
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the top of the sidebar (which is shown on the right side of the screen)
is a control that allows you to add new Sidebar gadgets. The main pur-
pose of the Windows Sidebar is to help you quickly perform common
tasks and control information flow, and its gadgets are designed to per-
form tasks or consolidate and summarize information.

If you add to the Sidebar more gadgets than can be displayed in
a single view, the right and left arrows become enabled so you can
scroll through the various views. In addition, if you select the span-
ner icon when you hover the mouse over a gadget, you can access
the options for a gadget. Or alternatively if you right-click a gadget,
its context menu is displayed, allowing you to remove the gadget
and in some instances change configuration options.

FiGure 2-17  This Sidebar has default gadgets selected, including the
calendar, picture gallery, clock, and CPU/memory meter. In the Sidebar
shown here, a Remote Desktop gadget allows fast connections to
remote servers.

When the Sidebar is closed, right-click its Taskbar icon (shown
in a red box at the bottom of Figure 2-17), and select Open. If you

11 12 13 14 15 16 17

et e right-click the Sidebar and select Properties, the main properties

2z =

are displayed, and you can select where to display the Sidebar,
‘ whether the Sidebar should start at Windows startup, and other set-
B EF G estem tings. You can also access the Sidebar properties by selecting
Windows Sidebar Properties from the Appearance and
Personalization Control Panel area.
If you drag gadgets onto the main desktop from the Sidebar, they stay
running even if the Sidebar is minimized, but they close if you exit the
Sidebar. When you drag some gadgets off the Sidebar, they display addi-
tional information and have a new appearance.
Additional gadgets for the Windows Vista Sidebar are available at
http://vista.gallery. microsoft.com/vista/Side Bar.aspx. When you download a
.gadget file, and execute it, you are prompted to install it. After it is
installed, it is available in the Add Gadget dialog. To uninstall a gadget,
simply right-click it in the Add Gadget dialog and select Uninstall. From
an administrative perspective, one of the most useful gadgets is the
Terminal Services gadget, which allows you to quickly connect to remote
systems.
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Although the Sidebar is not available in Windows Server 2008 at press
time, it may be added in the future. It is possible to use the Windows
Sidebar provided in Vista on Windows Server 2008 with a few tweaks out-
lined here:

1. Copy the Windows Sidebar folder from a Windows Vista SP1
installations Program Files folder that is the same architecture as
the Windows Server 2008 box you intend to enable Windows
Sidebar on. If you are running Windows Server 2008 64-bit, copy
from a 64-bit Windows Vista SP1 installation.
2. Copy the Windows Sidebar copy into the Program Files folder of
the Windows Server 2008 installation. (If 64 Windows Server 2008,
copy to the Program Files folder and not the Program Files [xS6]
folder.)
3. Run the following commands from a prompt with administrative
credentials:
regsvr32 atl.dll
regsvr32 “C:\Program Files\Windows
Sidebar\sbdrop.dll”

regsvr32 “C:\Program Files\Windows
Sidebar\wlsrvc.dll”

“C:\Program Files\Windows Sidebar\sidebar.exe”
/RegServer

4. Copy the content of the Sidebar Registry area from your Vista box
to the 2008 box (HKEY_LOCAL_MACHINE\SOFTWARE\
Microsoft\Windows\CurrentVersion\Sidebar). The Registry con-
tent is the same for 32 bit and 64 bit, so you can just type the fol-
lowing into sidebar.reg and execute (by double-clicking) to save
any copying between machines:
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Windows Registry Editor Version 5.00

[HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Sidebar]
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Sidebar\Compatibility]
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Sidebar\Settings]
“SidebarDockedPartsOrder”="0x1, 0x2,0x3, 0x4
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5. You can now launch Sidebar with the C:\Program Files\Windows
Sidebar\sidebar.exe command.

6. Now access the Properties of Sidebar (right-click on a blank area
of that Sidebar and select Properties) and check the State Sidebar
when Windows starts option.

If you are managing a server from a Vista client, you can take advan-
tage of many gadgets that make server administration easier, such as
Remote Desktop gadgets, server status gadgets, and gadgets that report
status from monitoring solutions such as System Center Operations
Manager.

The Desktop Windows Manager (DWM)

One of the hot topics related to Windows Vista is the new graphical
improvements. Many of these improvements are also part of Windows
Server 2008. By default, the enhanced visuals discussed here are not
enabled in Windows Server 2008, but if you install the Desktop
Experience feature and enable the Themes service, and if the server has
the correct hardware and graphics drivers, the enhanced visuals are usable.
Even if you are not running the enhanced visuals on server consoles, in
many instances, you are managing servers via Vista. So, understanding
what it can do enhances the overall management experience.

Windows XP introduced a new visual style, the Windows XP theme,
which featured 3D buttons with shaded color schemes and a more color-
ful Taskbar. By default, the XP theme was not available in Windows Server
2003, which instead used the flat, gray Windows Classic theme. The argu-
ment was that you don’t need to waste memory and processor power on
pretty graphics on a server, which is there to perform processing or to serv-
ice clients. However, if you wanted the enhanced visuals, you could enable
the Windows XP theme in the Themes service. Like Windows Server 2003,
Windows Server 2008 can operate with enhanced graphics, but by default,
it does not; it just doesn’t make sense to waste the resources, and most
servers don’t ship with graphics cards capable of rendering the enhanced
visuals.

Windows Vista has changed the way graphical drivers work. Previously,
the entire Windows XP graphics driver ran as part of the kernel (the inter-
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nals of the operating system), and if a problem occurred, it could crash the
entire OS; Microsoft investigations show that 20% of blue screens of death
(BSODs) in XP are caused by display drivers. With Windows Vista, the
graphics driver is split into two: a streamlined kernel mode driver (KMD)
and a user-mode driver that performs most of the intensive graphical func-
tions and is, therefore, more likely to experience problems. This split
makes a crash of the entire OS far less likely because the kernel mode
piece does far less, and problems are limited to a single application rather
than the entire OS. This new device driver model is known as the Windows
Device Driver Model (WDDM), and graphics hardware requires a
WDDM driver to qualify for the Aero experience (discussed later in this
chapter).

NOTE The BSOD—a blue background screen with white text that gives an
error code and some basic information about the crash—appears when
Windows crashes. Depending on the OS version, a dump of the memory is also
written to file to help you troubleshoot at a later time. BSODs are officially
known as Stop errors. If you see a BSOD, it may ruin your day, especially if it
happens on a server. If you want to scare another administrator, download a
screen saver that emulates the BSOD (see www.microsoft.com/technet/
sysinternals/Miscellaneous/BlueScreen.mspx). It's not very kind and may bring
bad karma, but it might provide a laugh.

In Vista, more than the driver model was changed; the whole approach
to graphics was changed. Instead of each application drawing directly to
the screen itself, a new technology, the Desktop Windows Manager
(DWM), controls the display and updating of windows on the desktop. In
previous Windows versions, applications painted their visible display area
directly to the buffer that was displayed by the video card. This old
approach meant that if you moved a window, the window might leave a
trail or just blank area (see Figure 2-18) because the application that was
behind the moving window had to be woken up and asked to repaint its
display region via the wM_PAINT command.
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FIGURE 2-18  In pre-Windows Vista, if the computer was busy or an application was under
stress and could not redraw its screen buffer fast enough, a trail was left behind any
moving windows.

DWM uses an offscreen buffer to composite the various applications’
individual offscreen graphical display buffers together and then draws the
composite image to the onscreen buffer. The DWM has the graphical con-
tent of each application, and for each screen refresh, it does not need the
application to redraw its content; instead, it has a snapshot of the last dis-
play update it received from each application and uses that to composite
the latest buffer onscreen, and it uses that snapshot rather than leaving a
trail or a blank spot. In Figure 2-19, you can see that each application
draws to its own offscreen buffer. The DWM then composites each of
these application-specific buffers together, based on their location on the
screen, and then writes the completed composite offscreen buffer to the
onscreen buffer to ensure a smooth display experience, no matter how
busy an application is. Although the DWM process is always running, it is
essentially idle except when you run in Windows Aero graphical mode. If
you run in any other graphical mode, including Vista Basic, the DWM is
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not heavily used, and the trailing behavior still occurs because the display
is not composited, and the features covered next are not available. The
DWM process still runs even in non-Windows Aero because it handles
Windows ghosting, in which a nonresponsive window takes on a frosted
appearance and says “(Not Responding)” to the end of the windows title.
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FIGURE 2-19 A high-level overview of how DWM works via the virtual graphical buffers.

Windows Aero Effects

The fact that Vista has separate graphical buffers for each application
allows for several facilities that create a far richer graphical environment.
The standard interface, as discussed previously, allows you to press
Alt+Tab to cycle through the various running applications, but only mini-
mal information is shown about each application. For Windows Vista



68

CHAPTER 2 WINDOWS SERVER 2008 FUNDAMENTALS:
NAVIGATING AND GETTING STARTED

machines that run Windows Aero, the Alt+Tab task switcher looks differ-
ent. Instead of the application’s icon being displayed in the list, a thumb-
nail of the actual applications screen buffer is shown (see Figure 2-20).
This is possible because the DWM has each application’s screen buffer
stored and can use it for purposes other than just drawing to screen. In
addition, as the screen output from the application changes, so does its
thumbnail, so if you were watching a video, the thumbnail on the task
switcher would also be playing in real-time. This new task switcher is
known as Windows Flip. Without switching to the application, you can get
a quick idea of what the application is doing. If you press Ctrl+Alt+Tab, the
task switcher stays onscreen, and you can scroll through applications with
the arrow keys.

Longhorn Servers Microsoft Virtual PC 2007

FIGUrRe 2-20 ' With Windows Aero, the actual content of each application is displayed in
the task switcher instead of just a static icon.

This new graphical feature doesn’t greatly affect your processor, but a
good graphics card is recommended for Windows Vista to support
Windows Aero and its associated features, such as Flip. Most of the pro-
cessing to render these new graphical features is passed to the graphical
processing unit (GPU) on the graphics card instead of the main computer
processor, which prevents too much additional overhead.

The main feature that is immediately visible in Windows Aero is the
new translucent edges to applications (hence the previous name, Aero
Glass), which are possible because the DWM has the content of each
application in a separate buffer and can calculate what is required to be
displayed, including adding light effects and shadows. Figure 2-21 shows
Aero (A) and non-Aero (Vista Basic) (B) versions of the same screen. The
application window edges are translucent in the Aero version, allowing you
to see information behind the window. Notice also that a button glows
when selected. The non-Aero screen displays none of the “glass” charac-
teristics and does not look as polished.
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FIGURE 2-21  The screen section on the top is from a machine running Windows Aero; the
one on the bottom is the Vista Basic theme.

The DWM and Windows Aero mode provide two more fun features.
When the mouse hovers over an application on the Taskbar, you now see a
thumbnail of the application, as shown in Figure 2-22.

The final major visual enhancement is Flip 3D, which performs exact-
ly the same function as the normal Windows Flip task switcher but instead
presents each window in a 3D stacked fashion (see Figure 2-23). You
accessed Flip 3D by clicking the Windows button (now called Start key)
and Tab (or click Ctrl to avoid having to hold down the Windows key).
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FIGURe 2-22 The live Taskbar thumbnails show a miniature version of the application’s
entire display buffer in real-time.

FiGure 2-23  With Flip 3D, a larger thumbnail of every application is shown in real-time.

Now that you know about the graphical and layout elements of the
Windows Server 2008 and Vista interfaces, let’s dive deeper into the other
components and structures you use when interfacing with Windows
Server.
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Task Manager

What is the Task Manager, and why do we need to use it? The Task
Manager has been around since the earliest versions of Windows NT and
is a useful tool for ascertaining certain information about the state of the
operating system. You can launch the Task Manager via the Windows
Security dialog, by pressing Ctrl+Shift+Esc, or by right-clicking the
Taskbar and selecting Task Manager. You can also execute taskmgr.exe as
you would any other program.

By default, the Task Manager is always displayed on top, even when
another window is selected. You can change this setting via the Options
menu of Task Manager, but generally you want the Task Manager to stay
on top because if other windows cover the Task Manager, it is difficult to
use Task Manager to get the information you need. In addition, when you
right-click the system tray icon that shows a CPU meter for the system (see
Figure 2-24), the Task Manager is always on top.

FIGURE 2-24  The Task Manager icon that appears in the system tray gives a quick
indication of CPU usage on the system.
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The Applications Tab

The first tab of the Task Manager is the Applications tab, which lists all the
applications running on the system along with their status (see Figure 2-
25). When an application’s status is Running, the application is behaving
normally. The status Not Responding indicates that an application is not
responding in a timely fashion, perhaps because the application is hanging
or busy; don't try to take action on an application immediately if its status
is Not Responding. If you try to close an application and the normal
method of clicking the close button (the X button at the top right of the
application’s window) for the application does not work, select the applica-
tion from the Task Manager’s application list and click the End Task but-
ton. This asks the application to close nicely before forcing the process to
terminate if it doesn’t do as it’s told. You can also give an application the
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focus (which means it’s the selected application) by selecting the applica-
tion from the list and clicking the Switch To button, and you can start a
new task by clicking the New Task button and entering the name of an
image (executable) associated with the task or clicking the Browse button
and navigating the file system.

File Options View Windows Help

Applications |Processes| Services | Performanice | Netwnrimgl Users I

Task ~ | status |
DMS Manager Running
Running
_|untitled - Notepd Switch To Runining
Bring To Front
Minimize
Maximize
Cascade
Tile Horizontally
Tile Wertically
End Task
Create Dump File
End Task | Switch To New Task...
|Prncesses: 41 |(?U Usage: 6% |Phy=ﬁ!] Memory: 74% 4

FIGURE 2-25 The Applications tab shows all running applications. Select an application
and stop it by clicking End Task, give it the focus by clicking Switch To, or right-click for

additional options.

If you right-click an application on the Applications tab, you have addi-
tional options. For example, you can maximize and minimize the applica-
tion’s window and even go to its process.

The Applications tab works from a list of all the running processes on
the system. It ascertains which of them have visible windows, and lists only
those that do. In fact, there are many more processes running on the sys-
tem, but they simply don’t have visible user windows. If you see an appli-
cation on your desktop, it shows on the Applications tab, and if you can’t
see it, then it won't.
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The Processes Tab

The Processes tab of the Task Manager (see Figure 2-26), lists all process-
es running on the system and provides selectable information about each
process, including by default the image name (the executable), the user-
name under which the process is running, the percentage of CPU it is
using, the amount of memory it is using, and a description. At the bottom
of the dialog is the option Show Processes from All Users, which you can
check to see all processes for the system, including those of other users
who may also be logged on to the server as part of a remote session or fast
user switching. You need administrator credentials to show the processes
from other users. For example, Figure 2-26 shows processes for the users
Administrator (the current user), John (who is also logged on but switched
out currently), and Brad (who is connected via Remote Desktop).
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FIGURE 2-26 The Processes tab shows all the processes running on the system, and you
can sort the list by any of the columns. For example, if the system is running at high CPU
use, sort the display by CPU, so you can more easily spot the high CPU users.

Selecting View, Select Columns opens up a large variety of selectable
process information attributes, such as the CPU time used by a process,
the number of threads, the path to the image, and the command line. If
you right-click a process, you get a context menu that allows you to stop the
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process or its entire process tree, which also stops any processes started by
the selected process. For example, if you start a cmd.exe instance (a com-
mand window) and in that command window start notepad.exe, you can
then select the cmd.exe process in Task Manager and choose to end the
process tree to end both the command window and the Notepad instance.
The context menu for a process also allows you to configure processor
affinity (that is, in a multiprocessor system, you can specify which proces-
sors a process can use), whether virtualization is enabled (which for user
processes redirects file system and Registry activity from protected areas to
a safe area that is part of the user’s workspace), and change the priority of
a process. Finally, if a process is part of a service, select the option Go to
Service(s) to switch to the Services tab and show the service for the
process. The Processes tab is one of the most useful places you can go to
troubleshoot performance issues and to quickly see who is using what.

The Services Tab

New to Windows Vista and Windows Server 2008 is the Services tab of the
Task Manager, which lists the services known to the system and the process
IDs (which you can jump to by right-clicking and selecting Go to Process),
status, and service group of each one. You can use this tab to start and stop
services. If you need more control than this, click the Services button at the
bottom of the tab to start the Services MMC snap-in.

The Performance Tab

The Performance tab of the Task Manager (see Figure 2-27) gives a high-
level view of the system, including processor usage (for example, the abil-
ity to show kernel process usage via the View menu’s Show Kernel Times
option), memory usage, and overall system numbers (such as the number
of threads, processes, and handles; the page file use; and the amount of
time the system has been running).

Clicking the Resource Monitor button launches the new Resource
Monitor snap-in, which gives more detail about the system in a more eas-
ily digestible format than the standard Performance Monitor tool. If the
system does not seem to be behaving as expected, one of the first places to
go is the Performance tab of the Task Manager to quickly look for proces-
sor or memory bottlenecks; if you find bottlenecks, you can then jump to
the Processes tab to identify the offending process.
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~loix|

File Options \iew Help
 Applications | Processesl Services | Netwnddngl Users I

CPUUsage | [ CPU Usage History

Memory r~Physical Memory Usage History —————————
r~Physical Memory (MB) —System
Total 2037 Handles 29100
Cached 839 Threads 987
Free 121 Processes 68
Up Time 10:49:43
- Kernel Memory (MB) Page File 1968M [ 4294M
Total 121
Paged 74
Need a7 Resource Monitor...
[Processes: 68 [cPU Usage: 22% PPhysical Memory: 57% 7

FIGURe 2-27 Overall CPU usage, per-processor usage, and overall system states are
available via the Performance tab, which gives a high-level view of the system.

The Networking Tab

The Networking tab of the Task Manager (see Figure 2-28) allows you to
view the network utilization of any connected network. This tab shows a
graph of network history usage on a variable vertical scale, depending on
the bandwidth usage. The bottom of the dialog provides more specific
information about the networks, and you can choose View, Select Columns
and enable the information you want to see displayed. For example, this
tab shows whether the data is unicast. (Unicast network traffic is data sent
to a specific IP address. Nonunicast, for example multicast, data is sent out
once by a server to multiple addresses or the entire network as a broad-
cast.) The View menu also provides an option to display separate lines on
the graph for bytes in and bytes out in addition to the default line that
shows the total number of bytes. Figure 2-28 is from a Vista laptop and
demonstrates how multiple networks are displayed. Notice that the verti-
cal axis of the graph (y) scales is based on the network usage rather than
being set in stone between 0 and 100, which makes it difficult to look for
differences because in the local area connection, the network usage never
goes above 1%.

N
5
==
=
23
(2]
5 3
=
s g
>
I
o =
S
==
=
o
=
wv =
=
s >
=
= =
S Z
=
-
wv
%




76

CHAPTER 2 WINDOWS SERVER 2008 FUNDAMENTALS:

NAVIGATING AND GETTING STARTED

| Applications I Processes I Services I Performance | Networking | Users

Wireless Network Connection

=
-
Adapter Name Network Utiliza...  Link Sp... State | 4
Bluetooth Netw... 0% 0bps Disconnected |ﬂ
Local Area Conn... 0.89 % 100 Mbps Connected
Wireless Networ... 19.51%  54Mbps Connected ~

FIGURE 2-28 The Networking tab of the Task Manager lists all networks known to the

machine.

The Users Tab

In Windows XP, the Users tab of the Task Manager was shown only if the
machine was in a workgroup and had Fast User Switching enabled. In
Vista and Windows Server 2008, the Users tab (see Figure 2-29) is always
available because switching users is now available under all circumstances.

File Options View Help

I = 3]

.Apdjmtinns I Processes | Services I Performance I Networking Users |

User = | JD| Status | Client Name Session |
Qndminish’amr 1 Disconnected
ﬁ 2 Active SAVDALVSTO1 RDP-Tgp=0
% 3 Active Console
Disconnect | Logoff | SendMessage.. .
|Processes: 50 |cPU Usage: 58% |Physical Memory: 82% A

Fiure 2-29  All user sessions—including a local logged-on sessions that have been
switched out or Remote Desktop sessions—are equal and can be interchanged on the

Users tab.
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If you have administrator privileges and right-click a user session, you
can conduct basic functions such as sending the user a message or logging
the user off. You can also connect to another session and effectively take it
over if you can enter the password for the user, and you can also remotely
Control a session to help a user in the event of a problem. The only con-
figuration option on this tab, which you access via the Options menu, is to
display the user’s full name (which would include the user’s domain or, if a
local account, the name of the computer).

Fast User Switching

As mentioned earlier in this chapter, switching users in XP was possible
only with workgroup-joined machines. Windows Server 2008 and Vista
support the ability to switch users without having to log out the current ses-
sion in all scenarios. In addition, disconnected Remote Desktop/Terminal
Services-style sessions are treated the same way as switched-out users:
They are fully interchangeable. For example, say that I log on to a server
as John and then switch users to Administrator. I can then go home, use
Remote Desktop to access the server, log on as John, and take over the
switched-out user session, with all open applications available. After I dis-
connect from the remote session and physically switch back to John on the
server the next morning, my session state is maintained from my remote
session.

The technology used for user switching and remote sessions is built on
Terminal Services technology. It consists of running multiple desktop envi-
ronments, one for each user session, which at a minimum consists of a
user-specific explorer.exe instance (with an accompanying dwm.exe
process). When a user logs in either remotely or locally, the Session
Manager Subsystem (SMSS) checks to see if an existing session exists for
the user logging on, and if it does, the existing session is used; if no session
exists, a new one is created. When the user wants to finish working, he can
log out, which ends the session and any associated processes. With a
remote desktop session, the user can disconnect (and keep the session
from terminating), and with a local session, the user can click Switch User.
Figure 2-30 shows the process of sharing local and remote sessions. In pre-
vious versions of Windows, a session 0 was reserved for the local physical
console session; however, with Windows Server 2008, session 0 is reserved
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for services only, and the first session is 1, the next is 2, and so on. Chapter
9, “Terminal Services,” provides more detail on this.

e A
/\ \ = =
Z
- —_— - 3 — - =
T - - ]
— . . @ Administrator
e - oy
Local Session

Brad

Z‘

Remote Session

ﬁ John
J

Session List

-l

FIGURE 2-30  The multiuser kernel of Windows Server stores each session as an individual
session, and every session is accessible via the physical server console or remotely,
regardless of the manner in which it was initiated.

Windows Explorer

Windows Explorer was first introduced into the Windows NT product line
with version 4.0 after initially debuting in Windows 95. With Windows
Vista and Windows Server 2008, its features have been expanded from pre-
vious versions. Windows Explorers, which now provide better integration
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with searching capabilities, is now consistent among nearly all Windows
components, giving a single feel to the OS and making it more intuitive.

NOTE The term Explorers is used instead of just Explorer because the old My
Documents, My Pictures, and so on have been replaced with different Explorers
(for example, Documents Explorer, Music Explorer, Pictures Explorer, Search
Explorer).

The Explorer Interface

Windows Vista and Windows Server 2008 share the same Explorer inter-
face (which is logical because both OSs are built on the same core OS).
Thanks to Vista’s goal of providing a richer environment for media and a
simpler way to locate information, the Explorer interface has several new
features (see Figure 2-31).

The old Explorer-style menus that were present pre-Vista are no
longer present by default, but you can view them by simply pressing Alt.
However, most of the functionality and settings exposed by the static
menus are now made available in a more intuitive form via the various ele-
ments of Explorer:

m Address bar. The address bar still displays the current location, but
it now has drop-down menus for every component of the current
navigation path, allowing easy backtracking of the path to other loca-
tions or even forward to an alternative to the current folder, as
shown in Figure 2-32. At the far left of the address bar is a drop-
down that shows all the available areas of the computer, such as
drives, shared folder areas, and the Control Panel. Right-click the
address bar for the option Copy Address and then paste the object
in the navigation bar. For example, after you copy an address, paste
it onto another folder to copy the folder and its contents. Another
option is Copy Address as Text, which places a textual representa-
tion of the address in the Clipboard (for example, D:\documents\
books\Complete Windows Longhorn). Finally, use Edit Address if
you don’t want to navigate to a folder and would prefer to just type
in the name. As with Internet Explorer, Windows Explorer now pro-
vides Back and Forward buttons to make it easier to navigate back
from folders you have visited recently. Figure 2-32 shows the vari-
ous address bar options.

N
5
==
=
23
(2]
5 3
=
s g
>
I
o =
S
==
=
o
=
wv =
=
s >
=
= =
S Z
=
-
wv
%




80

CHAPTER 2 WINDOWS SERVER 2008 FUNDAMENTALS:
NAVIGATING AND GETTING STARTED

Command Bar

Address Bar

Instant Search
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= oo Tags: Add atag Title: Add a title
|
Navigation Pane Details Pane

FiGure 2-31

Explorer is now a rich environment that performs far more than just presenting

the raw information of the file system. Dynamic additional views such as stacking and group-
ing, combined with powerful search capabilities, make Explorer a highly usable interface.

Favorite Lin|

ﬂ Docum
E| Pictures|
B Music
[# Recentl
E Searchel

Ju Public

EmeEcE BRl =S

Books » Complete Windows Longhom » Images

Documents
Data (D:)
Computer
Desktop

john

Public
Computer
Network
Control Panel

Recycle Bin

- [+

Name Date taken

-

Favarite Links

ﬂ Documents

Tags Si

| |/ « Documents » |Books

EEEE

Complete Windows Longhorn »

- |4

Active Directory Scenaio-Based Design
C Wind. L h
Dummies

Everyones guide to Longhorn

FIGURE 2-32 The address bar is now a powerful navigation aid that you can use in
conjunction with the standard Navigation pane.
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m Instant search. Like the Start menu search option, the Explorer
search option is focused on finding results in the current folder and,
by default, any search folders. (Although you can change this behav-
ior.) When you perform a search, the results appear in the Content
pane, and the command bar changes to options that are sensitive to
search content. To fine-tune a search, select Search Tools, Search
Pane to change what to display (for example, just documents or
music). You can also select Advanced Search to enter more granular
search criteria, as shown in Figure 2-33. You can also tune a search
via the instant search box. For example, if you want to search for the
name of a file that contains Longhorn, instead of typing longhorn,
which returns results with longhorn in the data of the document,
type name:longhorn. If you have a search that you might want to
reuse, click Save Search in the command bar to save it to your user
Searches folder with the file extension search-ms. Then navigate to
the Searches folder to see all searches and select one to quickly get
results. These search capabilities rely on the Windows Search serv-
ice, which allows you to use the Indexing Options Control Panel
applet to configure what is indexed and the type of files to index.

[ " [E=RFENX)

'/(-\' 'J | » Seach Results in Documents - | longhorn : x

|
Document  Picture  Music Advanced S:arch@ |

5
5
s 8
D
2
=
5%
>
Z s
o =
N
G =
34 o
=2 oo
z“
o:
w =
=
=
= =
o =
=
—-
@

Location [j. Documents MName Specify name

[Date <] [any =) [2/28/2007 Tags Addatag

Size (KB) [al\y 'r] | Authors  Add an author

[F]Include non-indexed, hidden, and system files (might be slow)

By Organize ~ = Views ~ B SaveSearch ,° SearchTools ~

Favorite Links Name Date modified Type Folder &

E Docurante ] 2-exploreraddressbarn...  2/28/2007 9:53 AM  TIFFImage Images (D:\Doct
pi &) 2-explorerelementstif  2/27/2007 10:59 PM  TIFF Image Images (D:\Docu

EI ctures @ ]Z-uglnrerelements.vsd 2/27/2007 10:53 PM _ Microsoft Office V... Images (D:\Doct

FIGURe 2-33  Advanced search opens increase your ability to fine-tune a search to find
exactly what is needed.

m Command bar. This new Explorer component lists actions that are
related to the object that currently has the focus. You can still access
the old style menu by pressing Alt.
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m Navigation pane. By default, the Navigation pane consists of two

components: the standard Folders view and Favorites, which shows
the most popular areas you can navigate to and can be modified to
include a user’s favorite locations.

Content pane. The Content pane features scalable live icons that
show thumbnails of the file content. These thumbnails give a good
indication of what is contained in a file; for example, a PowerPoint
file icon might show the first slide of the presentation.

Details pane. When a file is selected, the Details pane (see Figure
2-34) shows elements of the files metadata, such as comments in the
file and its author. From this preview pane, you can edit the meta-
data of the file.

BatmanCVR612.jpg Rating: wf d W W Authors: Jim Lee

Date taken: Specify date and time t... Size: 123 KB Camera maker Add text
Tags:|Superman; Batmarl | Title: Superman Vs Batman [ o ] [ Gt ]

Dimensions: 510 x 780 Comments: Superman Vs Batman

FIGURE 2-34  The Preview pane provides easy access fo a file’s content and its metadata.

m Preview pane. For even more insight into a file’s content than you

get with the Details pane, you can enable the Preview pane by
selecting Organize, Layout, Preview Pane from the command bar.
(You can also turn on and off the Navigation and Details panes from
the Layout submenu.) The Preview pane works in a similar fashion
to the Preview pane in Outlook, letting you see the actual data of a

file.

NOTE Windows Server does not have the Details or Preview pane enabled by
default. Instead, it uses the Windows classic folder view. This is because those
panes are very much for rich viewing of data, which is not normally required on
a server as it is on a client machine. To enable the Details and Preview panes,
select Tools, Folder Options in Explorer (press Alt to view the menus), and in the
General tab change the Tasks option to Show Preview and Filters. Then you can
enable the Details and Preview panes via the Layout menu.
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Explorer Capabilities

Beyond just the layout of the Explorer interface, some new capabilities
have been introduced to better allow viewing of file-based data. Previously
in Explorer, you could sort by the various Details view columns, such as
filename, file size, or type of file. Windows Server 2008 introduces three
new concepts: filtering, grouping, and stacking.

Filtering

With filtering, you can have a view show only objects that meet the crite-
ria of the filter. For example, if you select the Type column of the results,
a drop-down lists all the different types of files in the folder, and you can
check and uncheck the various file types to affect what is displayed (see
Figure 2-35). You can do the same thing on any of the other columns.
Remember that you can right-click the column bar to select which column
headings are displayed and govern the filter criteria you can use. The fil-
tering options are specific to each attribute type, so, for example, if select-
ing size yields various sizing categories, such as 0-10KB, 10KB-100KB,
and 100KB-1 MB.

Name Date taken Tags Size | Type = ;‘ |

mm 2 Sort 44 Group
-
o

g ) Adobe Acrobat 7.0 Decument
un-ng

|_|jJ Corel PSP Browser Cache File
|_LIJ Data Base File
19 Rd_ 3 960.jpg  5533_400xG00,jpg batman_movie-l.. batmanbegin
L).pg
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FIGURE 2-35 The columns of the Content pane are usable areas, and clicking on the
column enables you to filter based on several criteria.

Grouping

Grouping works in a similar way to filtering, except that the items are sep-
arated into sections on the screen. Enable grouping by right-clicking
the Content pane and selecting the relevant grouping criteria from the
context menu, as shown in Figure 2-36. As with filtering, with grouping,
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any attribute that can be selected as a column is available for use as the
group criterion.

Name Date taken Tags Size Rating | » | *
File Folder (2 ~
*m 2!
Favorites Iugan pictures
View »
Sort By 3
JPEG Image (26)
Group By 2 Name
Stack By 3 Date taken
Refresh Tags
Customize This Folder... gz
Rating
batman 612jpg BatmanCVRG12,jpg BatmanCVRG12d..  batmani Paste @ Type
Paste Shortcut (None)
Undo
oo dEmmeew IS | @ Ascending
New ’ Descending
Properties More
i

FIGURE 2-36  Grouping breaks down the content into the criteria specified (for example,
type, name, or any other selectable criteria).

Stacking

Vista and Windows Server 2008 offer a new concept called stacking. A
stack is collection of related files that have some common criteria, such as
author, file type, or size range. In the same manner as grouping, right-click
the Content pane and select criteria by which to stack. (Or select Stack
when you select a column heading by which to stack.) However, stacking
also places the content from subfolders into the relevant stacks instead of
just stacking the currently displayed data. This allows you to view data by
the criteria you specify, no matter where it physically resides. If you open
a stack, Windows fetches the matching results from all the locations that
were used for the stack calculation (see Figure 2-37).



WINDOWS EXPLORER

85

- — —_— o[E] =
<[ + Search Results in Documents » - [+1] [ searcn i
e Name Date modified | Type Folder Authors N
[E| Documents
B Pictures
B Music
B Recently Changed I ! |
B searches o S i i
HTML Document  JPEG Image MHTML Microsoft Office
Ji Public Document Excel 97-2003 ... L
Folders v =
P Deskiop 2 i Wl l i
& john G_@—hj + Search Results in Documents » JPEG Image <[] [Searen
). Public L == - === s s
8 Computer Wy Organize ~ & Views ~ | 'SaveSearch ,® Search Tools ~
2 Network Mid| Favorite Links Name Date modified | Type Folder Authors
Control Panel Exc]
(& Recycle Bin I Documents
|5 Search Results in Documents B Pictures < 1 €
() ~VSD File B Music im 1 .‘
(] Adobe Acrobat 7.0 Document & Recently Changed
() ANYDVD File - 7 v
IB Searches |
JPEG Image Publi
LS johnlogonpictur... smallvillesign,jpg  ritalogonpicture.... kevinlogonpictur...
File count: 84
Folders v

FiGure 2-37  Stacking enables you to handle data no matter where it sits. Combined with
the new search capabilities, stacking makes physical location of data far less important

than it was in previous versions of Windows.

Advanced Explorer Features

~
Z§
=
23
°
£ s
=
: g
>
I
o =
)
=
==
=
z
o:
wv =
= ©
s >
=
= =
S =
=
-
wv

You can configure advanced Explorer features by pressing Alt+T and
selecting Folder Options. The View tab of the Folder Options dialog is use-
ful for configuring what is displayed in Explorer. For example, select Show
Hidden Files and Folders and do not select Hide Protected Operating
System Files (see Figure 2-38). These options prevent system-type folders
from being visible, which is normally a good thing; however, it’s beneficial
to your productivity not to have information hidden.
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Folder Options ﬁ
General | View | Search

Folder views
ou can apply the view (such as Details or lcons) that
you are using for this folder to all folders of this type.

[ AppytoFoldes | [ Reset Fodess

Advanced settings:
I, Files and Folders
[ Aways show icons, never thumbniails
[F] Aways show menus
Display file icon on thumbnails
Display file size information in folder tips
Display simple folder view in Navigation pane
[ Display the full path in the title bar (Classic folders only)
) Hldden files and falders

| »

m

[ Hide pmteded opemtlng system f'Ias {Hecommended}

oply

FiGure 2-38 You can easily configure advanced options via the View tab of the Folder
Options dialog.

The Microsoft Management Console

The Microsoft Management Console (MMC) was introduced in Windows
2000 to solve the age-old problem of every management tool being a sep-
arate application with its own control structure and layout. In the days
before the MMC, it was difficult to learn management and impossible to
create a single dashboard-type environment to manage and configure dif-
ferent facets of the environment. The MMC is a container into which you
can import one or more snap-ins. The snap-ins provide their own func-
tionality, but each one behaves in a consistent manner, so MMC snap-ins
are intuitive to use. The MMC provides a single “go to” place for the man-
agement of the entire infrastructure, and most add-on services, such as
Exchange, provide snap-ins.

Details of the MMC snap-ins are covered throughout this book, but
this chapter looks at the basics of the MMC so you understand the struc-
ture. Initiate the MMC by using the mmc.exe image, which has three
parameter options in addition to the passing of a saved snap-in console
configuration (an .MSC file, for Microsoft Saved Console):
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m /a. Use this parameter to open the MMC in author mode, which
allows you to make changes to an MMC snap-in console. Normally
an .MSC file is opened in a read-only mode (known as the user
mode), which means changes are not saved and no additional snap-
ins can be added.

m /64. On a 64-bit OS, this parameter opens the 64-bit version
(mmc64) of the MMC and is used to run 64-bit snap-ins.

m /32. On a 64-bit OS, this parameter opens the 32-bit version
(mmce32) of the MMC and is used to run 32-bit snap-ins.

If you look at the Administrative Tools link in the Program menu group
of the Start menu, you see that all the links are shortcuts to .MSC files. (If
the Administrative Tools link doesn’t appear in the Start menu, select
Customize and ensure that administrative tools are displayed.) By default,
.MSC files are associated with the MMC image, which you can see by
using the assoc and ftype commands. Use these commands to manage
the file type of extensions and the file type action to perform, respectively:

C:\Windows\System32>assoc .msc
.msc=MSCFile

C:\Windows\System32>ftype mscfile
mscfile=%SystemRoot%\system32\mmc.exe “$1” $*

As this output shows, when an .MSC file is called, it simply is passed to
the MMC image, along with any additional parameters that may be speci-
fied in the shortcut for the .MSC files. These .MSC files are stored in the
%SystemRoot%\system32 folder by default, although other applications
may place them in other folders. Because the MSC is associated with the
MMC, it’s possible to call an .MSC file by just typing its name; for exam-
ple, you could type compmgm.msc in the Run dialog or from a command
line to start the Computer Management MMC snap-in console.

NOTE %<name>%<$|%<name>% environment variable><$lenvironment vari-
ables;%<name>%> is an environment variable that is translated to system- or
user-specific values when used. For example, %SystemRoot% normally translates
to C:\Windows if Windows was installed into the Windows folder on the C:\
drive. To see a list of all environment variables, type the set command at the
command prompt or use the Environment Variables button on the Advanced tab
of the System Control Panel applet.
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Figure 2-39 shows the main components of the MMC, with the
Computer Management snap-in loaded.
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FIGURE 2-39  In addition to the standard application menu (including File, Action, View,
and Help options), a context-sensitive toolbar sits below the menu bar.

The MMC includes the standard menu that is present in most appli-
cations. The File and Help menu items include static content (with the
File menu having different options available, depending on the mode of
the MMC session, such as author or user), while the Action and View
menu items’ content is dynamically populated based on the focus object of
the MMC. In author mode, the File menu contains options to add and
remove snap-ins from the console. Under the menu is a toolbar whose
options also change depending on the object selected. The toolbar con-
tains buttons to control visibility of the console tree and the Actions pane
in addition to standard Explorer-style navigation controls to move back and
forward through areas in the MMC previously visited (see Figure 2-40).
The Export list outputs the content of the selected item to a tabbed-
delimited text file.
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Show/Hide
Navigation Console Tree Help
~N N \
i || == =3 | || ==
L E EIE]E
Up One Level Export List Show/Hide

Action Pane

FiGuRe 2-40  While other elements may be shown on the toolbar, these buttons are the
core toolbar controls.

The Console Tree

Use the console tree to navigate the high-level options around the snap-
ins. If you run only a single snap-in that does not have subnavigation items,
you can turn off the console tree to save screen real estate, but generally
you leave this pane enabled, especially if you load multiple snap-ins
to a single console, because it provides the means to move between the
snap-ins.

Some items in the console tree have context menus that expose func-
tionality. For example, right-click on the Users leaf of the Local Users and
Groups branch under Computer Management and select to create a new
user.

The actual computer you are connected to displays at the root of each
snap-in (if it supports remote management). By default, most snap-ins con-
nect to the local computer and therefore show (Local) next to the name of
the snap-in or, for domain-based snap-ins, show the name of the domain.
In most cases where the target is variable, right-click the snap-in root and
select to connect to a different computer or domain or whatever the snap-
in manipulates, as shown in Figure 2-41.

It's also common to specify as a parameter to the MSC a nonlocal
object to be the target. For example, with the Computer Management
snap-in, you could use the /computer=<computername> to automatical-
ly change focus to another machine, as in this example:
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A- Computer Management (Local) I[:
4 [fé System Tools
e e

Connect to another computer ... b

FiGure 2-41

One useful feature of the MMC framework is its capability to manage both

local and remote resources or select different targets based on the functionality of the
snap-in. For example, you can configure the Group Policy Editor snap-in to select which

Group Policy Object it should be editing.

The Details Pane

The Details pane is where you perform the bulk of your management
work. The node selected from the console tree drives the Details pane con-
tent. Information in the Details pane can be graphical or textual. For
example, the Resource Monitor node has full graphs that show system
activity. In most cases, to perform actions on an object displayed in the
Details pane, right-click on the object and select the action via the dis-
played context menu or to modify attributes of the object select the
Properties option. Or select an option and then select actions from the
Action menu.

The Actions Pane

The Actions pane sits on the right side of the screen and displays the
actions that apply to the currently selected object in the MMC. The actions
listed normally equate to the items that would be listed as actions for the
context menu of an item. However, this does not have to be the case; the
Actions pane can be coded to display anything the developer desires.
The Actions pane provides an easier way to quickly see what actions apply
to the selected object than the standard context menu.

Creating a Customized Console

To create a customized console configuration, start the MMC on its own
by running the MMC image in an empty console. When the console is
open, add snap-ins by selecting File, Add or Remove Snap-ins or pressing
Ctrl+M to open the new MMC 3.0 Add or Remove Snap-ins dialog, as
shown in Figure 2-42. This dialog is a big improvement over the 2.0 inter-
face. The available snap-ins are displayed on the left side of the dialog, and



THE MICROSOFT MANAGEMENT CONSOLE 9]

you can select them and load them into the console by clicking the Add
button. Depending on the snap-in you add, an additional dialog may
appear, asking you to specify additional options. For example, if the
Computer Management snap-in is loaded, a dialog asks if the local com-
puter has the focus, whether a remote computer should have the focus,
and if the target computer can be modified via command-line execution of
the saved console.

After you add a snap-in, edit the extensions that are available for the
snap-in by clicking the Edit Extensions button. While snap-ins are self-
contained units of functionality, a snap-in extension, as the name implies,
extends the functionality of a snap-in; it is essentially a snap-in for a snap-
in. Clicking the Advanced button allows you to specify the parent of each
loaded snap-in. By default, each snap-in is a child of the root of the con-
sole tree. However, by enabling the ability to change the parent of a snap-
in, you can specify a snap-in’s position by specifying an alternate parent.

Add or Remove Snap-ins x|

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ns:

| Snapin | vendar |~ [ Console Root Edit Extensions...
=1 ActiveX Control Microsoft Cor...

Authonzaﬁon Manager Microsoft Cor... Hetine
Badkup Microsoft Cor...

@ Certificates Microsoft Cor... Move Up
. Component Services ~ Microsoft Cor...
Move Down

‘Computer Managem... Jlaftilzdely

=4 Device Manager Microsoft Cor... Add >
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S. IP Security Monitor Microsoft Cor...
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[ Link to Web Address  Microsaft Cor... = ‘—I
Description:

Computer management and related system tools,
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FIGURE 2-42 The new Add or Remove Snap-ins dialog is far simpler to use than the old
option and allows multiple snap-ins to be added with a small number of mouse clicks.
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After your console is created, configure multiple windows within the
console by selecting Window, New Window or pressing Ctrl+W to open a
complete copy of the main window. You can also right-click an item in the
console tree and select New Window from Here to create a new window
with only the options from the selected point, which allows you to move
windows around in the console and view multiple areas simultaneously.
For example, right-click Reliability and Performance within the Computer
Management snap-in and select a new window from that location. On that
new window, you could turn off the console tree and the Actions pane
options to just have a window showing performance graphs as part of the
console.

When you have finished designing your console, save it to an .MSC file
by selecting File, Save. By default, your custom .MSC files are saved to the
Administrative Tools programs folder that is part of your user profile and
are available as shortcuts in the Administrative Tools menu for your logon.
If you look at the Options menu, you see the console mode, which by
default is the author mode because the console was just created; however,
you can select from the following modes:

m Author mode. Grants users full access to all MMC functionality,
including the ability to add or remove snap-ins, create new windows,
manage extensions, and view all portions of the console tree.

m User mode—full access. Grants users full access to all window
management commands and to the console tree. Prevents users
from adding or removing snap-ins or changing console properties.

m User mode—limited access, multiple window. Grants users
access only to the areas of the console tree that were visible when
the console was saved. Users can create new windows but cannot
close existing windows.

m User mode—limited access, single window. Grants users access
only to the areas of the console tree that were visible when the con-
sole was saved. Prevents users from opening new windows.

Being able to select a mode is especially important if you intend to
share your console with other users.
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If you change mode and subsequently need to open an .MSC file in
author mode, start the .MSC file with the /a switch or right-click the .MSC
file and select Author from the context menu. By default, the full path for
your custom MSC files is C:\Users\<username>\AppData\Roaming\
Microsoft\Windows\Start Menu\Programs\Administrative Tools.

The Control Panel

The Control Panel consists of several applets that allow specific areas of
the OS to be configured and are .CPL files, the majority of which are
stored in the system32 folder. The Control Panel applets are discussed in
more detail in future chapters, as they apply to functionality. This chapter
briefly looks at the overall Control Panel options. The Control Panel, which
you access via the Start menu, has two view options:

m Control Panel home. This default view breaks all the components
of the Control Panel into ten major categories of configuration that
you can select to see all available applets. In addition, the most pop-
ular categories are available as subitems on the Control Panel home
screen (see Figure 2-43).

m Classic view. Classic view simply lists all available Control Panel
applets in alphabetical order, not grouped by functionality area.
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There may be times when you access Control Panel applets from out-
side the Control Panel interface. For example, if you right-click the desk-
top and select Personalize from the context menu, the Personalize Control
Panel applet launches. Likewise, selecting Networking and Sharing Center
from the context menu of the network notification tray icon launches this
Control Panel applet.
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[ control Panel

=10l

@-C)q [E - control Panel -

"

File Edit WView Tools Help

Control Panel Home
Classic View

System and Maintenance
pren Device Manager

@\ﬁew event logs

Security

Check for updates

@Al\ow a program through Windows
Firewall

User Accounts
1) Add or remove user accounts

A and Per ion
Change desktop background
Change the color scheme

Adjust screen resolution

wy,_ Network and Internet Clock, Language, and Region
'h' View network status and tasks Change keyboards or other input methods
tees  Setup file sharing Change display language

Ease of Access

/ Hardware and Sound

— Play CDs or other media automatically
Printer

Mouse

Let Windows suggest settings
Optimize visual display

e § &

Additional Options
Programs
Uninstall a program

ey
[l

FIGURE 2-43  Select one of the ten maijor areas of functionality by clicking the title to view
the Control Panel applets that relate to that area.

Searching the Control Panel

In both Control Panel views, the Search box is available in the top right of
the window, enabling you to quickly limit the applets displayed to those
that match your search criteria. However, depending on the view, you get
different results for the same search.

In classic view, you can only perform a search based on the names of
Control Panel applets, so in classic view typing monitor brings up no
results because no Control Panel applets have the word monitor in them.
However, in the Control Panel home view, a search checks the functional-
ity of each applet; so in this case, a search on monitor brings up a list of
matching tasks related to the term, as shown in Figure 2-44. This is useful
when you are not sure which Control Panel applet you need to use for a
particular conﬁguration area.
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E monitor - Control Panel & > ;IEIEI

@'C)v E - Control Panel - v (&) [moritor] @

Ble Edit View Tools Help

Control Panel Home

Classic View Do you want to help improve Control Panel search results?

By choosing to send your search gueries to Microsoft, you can help improve search results, Information that
iz collected will not be used to identify or contact you.

Please read our Privacy Statement online Yeg | Mo |

gf Personalization

| How to correct monitor flicker (refresh rate)
Set up computer to use multiple monitors
Adjust screen resolution
Change display settings
Change the color scheme

Power Options
Choose when to turn off display

Ease of Access Center
Adjust screen resolution for reading
S : R

FIGURE 2-44 A list of tasks related to the searched keyword(s) (in this example, monitor)
are displayed in order of relevance.

Control Panel Programs and Features

One of the Control Panel applets that has undergone a major overhaul is
the old Add or Remove Programs applet. There used to be separate areas
for changing/removing existing installed applications, adding a new appli-
cation, and adding/removing Windows components. The new Programs
Explorer, called Program and Features, replaces the old-style interface.
The default Tasks view still lists installed applications and allows you to
modify or remove them, but it also offers the option View Installed
Updates, which lists updates not only to the OS but also to applications. To
modify components of the OS, use Turn Windows Features On or Off,
which for Windows Server launches Server Manager. The Server Manager
breaks functionality into features, including items such as Desktop
Experience and MSMQ; you access items such as DNS and DHCP via the
Roles area. In Windows Vista, a separate Windows Features application
that lists all the available components (see Figure 2-45) controls OS com-
ponent installation.
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&5 v S ==

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

. Games
[ J. Indexing Service
[ ! Internet Information Services
| Microsoft NET Framework 3.0
(=] | Microsoft Message Queue (M5SMQ) Server
[H || Print Services
| Remate Differential Compression
1} |. Removable Storage Management
(=] |, RIP Listener
] | Services for NFS
LM Simple TCPIP services (i.e. echo, daytime etc) E|

=

FIGURE 2-45 The interface for feature configuration with Windows Vista.

NOTE You cannot turn Windows Features on or off using the Control Panel in
Windows Server 2008. Instead, you must use Service Manager to add or
remove roles and features.

Navigating and launching all the Control Panel applets is worth your
time because they expose a great deal of functionality and flexibility in the
OS, and if there is something you dislike about the usability of the system,
it may be configurable via the Control Panel.

Summary

This chapter examines the overall interface elements of Windows Vista and
Windows Server 2008, including visual elements such as Windows Flip and
Flip 3D. The main Start menu, the Taskbar, and the system tray have
undergone many changes over the years but are still great tools for quick-
ly getting information about your system. Thanks to the new functionality
of Explorer, the Control Panel, and the Start menu, you no longer need to
remember where programs, configuration parameters, and data reside.
Search capabilities are embedded in all parts of the OS, allowing you to
search more easily.
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This chapter provides a glimpse into the major interface structures in
Windows Server 2008 and some that are Vista-specific. Some of the major
areas, such as UAC, certainly require some adjustment, but they definite-
ly provide a safer environment. The rest of the book expands on these con-
cepts and looks at more aspects of the interface, including utilities such as
the Registry editor, which allows direct access to the operating system’s
internal configuration database; numerous support tools; and command-
line and scripting interfaces. In addition, this book covers other critical
information areas, such as the event logs.
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CHAPTER 3

INSTALLING AND UPGRADING
Winbows Server 2008

This book looks at the features and usage of a Windows Server 2008 envi-
ronment. However, before you can enjoy Windows Server 2008, you need
to install it.

Chapter 16, “Deploying Windows,” discusses deploying operating sys-
tems (OSs), which also applies to installing Windows Server 2008; there-
fore, network-based installation is not covered in this chapter. This chap-
ter focuses on the local installation of the OS and the initial configuration
of a new installation, which applies to both a local and network-based
installation. With a network-based installation, you commonly automate a
majority of the initial configuration via an unattended answer file. This
chapter shows how to achieve that with a local installation.

Installing Windows Server 2008

Let’s start with a basic installation of Windows Server 2008.

NOTE One item not covered in this section is installing Windows Server 2008
to a virtual environment; the process, however, is essentially the same. The only
additional option is to create a library of template OS installations that have
been prepared for duplication. Creating this library prevents you from installing
the OS for each new virtual instance. When you need a new virtual instance,
copy the virtual hard disk (VHD) file to the new virtual instance and then boot.
Doing so runs a quick setup, making the installation unique and allowing the
computer name to be configured (see Chapter 19, “Virtualization and Resource
Management”).

99
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Installation Requirements

Before installing Windows Server 2008, make sure the hardware meets the
minimum requirements of the OS and the tasks and applications you
intend to use:

m Memory. Windows Server 2008 does not run without at least
512MB RAM. (Ideally, you need at least 2GB.) For 32-bit, the max-
imum amount of memory is 4GB for Standard and 64GB for
Enterprise and Datacenter. For 64-bit, 32GB of memory is the max-
imum for Standard edition or 2TB for Enterprise and Datacenter.

m Disk. 10GB of space is a functional minimum, but there’s no
breathing room. Shoot for 40GB minimum. If you run more than
16GB of memory, you need more disk space because of the paging
and dump files. If you enable hibernation, consider that the hiber-
nation file is the size of the memory amount.

m Processor. The minimum is 1GHz for x86 processors, 1.4GHz for
x64 processors, and Itanium 2 for Itanium-based installations.

Have a plan for your drive space. If you plan to use this system in a pro-
duction environment, you must implement some kind of Redundant Array
of Independent Disks (RAID). (Chapter 5, “File System and Print
Management Features,” provides more information about RAID.) In most
cases, the RAID will be hardware-implemented, and typically, you'll use
RAID 1 for the system disk. Before you install the OS, configure RAID on
the server and update the basic input/output system (BIOS).

Decide how to logically divide the disk. If the server stores large
amounts of data, do not store it on the boot volume where the OS resides.
In the event of volume corruption, there are more controllable data sub-
sets to locate and restore. (For example, restore only the OS volume but
not the 300GB of data partitioned on its own volume.) Some products have
their own disk best practices. For example, Exchange best practice
requires placing transaction logs on different physical disks from the data-
bases to limit the chance of failure affecting the logs and the database. If
you have any direct attached storage (DAS), a storage area network (SAN),
or access to network attached storage (NAS), the data may reside on these
solutions. Only the OS and binaries for services will be locally installed, so
the OS can take up most of the local disk space. It is also common to place
the paging file on a separate physical disk to minimize disk head movement
on the OS/application drives related to page file activity.

If you intend to use BitLocker drive encryption, ensure that at least
1.5GB remains available as unpartitioned space. The storage is required as
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a special BitLocker system volume that contains the files needed to start
the Windows OS load after the BIOS boots. (Note that, if needed, you can
shrink existing partitions to claim this space.)

Fresh Installation of Windows Server 2008

To begin installation, you need Windows Server 2008 media and, ideally,
the product key. The key is not needed for installation, but it activates
Windows Server after installation is complete.

There are two ways to install Windows Server 2008 outside of a net-
work: You can boot from the Windows Server 2008 media, or you can ini-
tiate the installation from another OS. When you initiate the installation
from within another OS, you might receive an option to upgrade (depend-
ing on the existing OS), but the next chapter covers that. In this section,
you use the custom installation option and install the 2008 OS to an empty
partition. This provides a dual boot scenario, which leaves the existing OS
intact and installs Server 2008 on another volume, allowing you to choose
the OS at boot time. In a production situation, this is rarely used and is
considered a waste of resources because you have two OSs on one box, and
both require patching, licensing, and so forth.

Installing from Media

The first question you might have is what media to use: “I have only one
Windows Server 2008 DVD, but I want to install Web Edition,
Enterprise,” and so on. Like Windows Vista, all editions of Windows Server
2008 are contained on a single version of the media, in a single instance
store WIM file. Chapter 16 goes into detail on WIM, but if you have one
2008 media DVD, you have every edition. The version that gets installed
is based on the product key you enter, or you can skip entering a product
key and just select the version you want to install. You have to promise that
you have a key for that version and will activate it soon:

1. Insert the 2008 DVD and boot the server from the DVD drive.
The DVD boots the server to the Windows PE 2.0 environment
contained in the boot.wim file on the Windows Server 2008 DVD.
Windows PE is used as the installation environment for Windows
Server 2008, which gives a rich installation environment that’s
more intuitive than previous installation environments with
Windows.

2. The first installation choices are to select the language for the
installation, the time and currency format, and the keyboard
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layout. By default, English media contains only the English lan-
guage. However, you could create a custom installation media con-
taining multiple languages by injecting additional language packs
into the boot.wim file. This is common to Windows Server 2008
and Windows Vista, which is why you have a language-neutral core
operating system. You just add language packs, which you can do
at any stage in an operating system’s life. Download these language
packs from www.microsoft.com; just search for Windows Server
2008 Multilingual User Interface Language Packs.

3. After you make the choices, as shown in Figure 3-1, the main part
of the installation can commence.

= Install Windows

Language to install: [English
W
W EE EEENE R B English (United States) 2 \. h

Enter your language and other preferences and click "Next" to continue.

Copyright & 2007 Microsoft Corporation. All fights reserved.

FIGURE 3-1 The initial configuration controls all display and input during the setup process.

4. The next screen gives you the option to Install Now; however,
notice the option to repair the computer, which is covered in
Chapter 20, “Troubleshooting Windows Server 2008 and Vista
Environments.” Click the Install Now link to start installing
Windows Server 2008, as shown in Figure 3-2.


www.microsoft.com
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| % Install Windows

S
'
Windows Server 2008

o

Install no @

43

What to know before installing Windows
Repair your computer

Copynght © 2007 Micrasaft Corparation. All rights reserved.

FIGURE 3-2 Not much to configure here, but that link for repair at the bottom is powerful.

5. The actual installation process now initiates in two phases. Rather
than ask questions throughout the entire install process, the install
process asks all needed information upfront in the first phase. It
then proceeds with phase 2, which is the actual installation with-
out any user interaction. So, have a nice cup of tea during the
installation.

The first part of the collection information phase is requesting the
product key. This action tells the installation process which version
of 2008 to install and gives the option to tell Windows Server to
automatically activate when it’s next online. You can omit entering
a product key and just click Next, as shown in Figure 3-3. A dialog
confirms that you should enter a product key because, if you don't,
you might install the wrong version of Windows, one that you have
no key for and then have to reinstall. If you want to continue
without entering a product key, click No to avoid typing the 25-
character key. (You can just cut and paste it during the activation
process after installation. Also, if you're using a Microsoft
Developer Network [MSDN] key, you'll have to re-enter the key

anyway.)
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all Win A 1

Type your product key for activation

You can find your product key on your computer or an the installation disc holder inside the
Windows package. Although you are not required to enter your product key now to install, failure
to enter it may result in the loss of data, information, and programs. You may be required to
purchase another edition of Windows, We strongly advise that you enter your product identification
key now.

The product key sticker looks like this:

ot
HEHAKL = HHEK = HHHHK = AAAHK = EAAHK

| 0 0 OO R RO

Product key (dashes will be added automatically):
[l =5

W Automatically activate Windows when I'm online

What is activation?

Read our privacy statement

1 Collecting information

FIGURE 3-3 Enter the product key for the Server 2008 version you want to install.

6. If you entered a product key, you are prompted about which ver-

sion of Windows Server to install (unless you are installing Web
Edition, which has only one type). The two installation type choic-
es are Full Install and Server Core Install.
If you did not enter a product key, you have six types of installation
available: Standard, Enterprise, and Datacenter, and whether each
type of install is full or server core, as shown in Figure 3-4. Notice
if you did not enter a product key, you also have to check the box
confirming you have selected the Windows version for which you
purchased a product key. If you install Enterprise edition and only
have a standard key, you won't be able to activate the server instal-
lation, so it goes into the nag mode, reminding you to activate con-
stantly. Although it is the organization’s fault for installing the
wrong version, there would be grumbling aimed at Microsoft
for letting you install the wrong version, so it’s all about double-
checking. Until you check I Have Selected the Edition of Windows
That I Purchased, you cannot continue the installation.
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@ ‘3 Install Windows

Select the edition of Windows that you purchased

I Windows Version |
Windows Server 2008 Standard (Full Installation)
Windows Server 2008 Enterprise (Full Installation)
Windows Server 2008 Datacenter (Full Installation)
Windows Server 2008 Standard (Server Core Installation)
Windows Server 2008 Enterprise (Server Core Installation)
Windows Server 2008 Datacenter (Server Core Installation)

If you enter your product key, Windows can automatically determine which edition you purchased.
To enter your product key, click the Back button to return to the previous page.

& If you choose not to enter your product key now, make sure that you select the edition of Windows
that you purchased. If you select the wrong edition, you will need to purchase that edition, or you
will need to reinstall the correct edition of Windows later and potentially lose files and information,

F&have selected the edition of Windows thatl purchazecﬁ

FiGure 3-4 This is another confirmation that the 2008 media contains all versions.

7. The Windows Server 2008 license agreement appears. Check the
I Accept the License Terms box after reading it in detail (as we all
do). Click Next. Again, you cannot continue the installation until
you accept the license agreement.

8. The install type is now selectable, which because you booted from
media is only a custom installation as opposed to an upgrade, as
shown in Figure 3-5. To perform an in-place upgrade, you have to
start the install from within the Windows installation being
upgraded. If you have an existing Windows installation on the serv-
er, you must install Windows Server 2008 on a new volume; other-
wise, the existing installation will be deleted.

9. The last part of the information-gathering process is installing the
actual volume. As shown in Figure 3-6, a list of volumes displays.
Our example is a new machine with no existing volumes. By
default, you can just select a volume or unpartitioned space to
install to and, if it'’s currently unallocated, a New Technology File
System (NTFS) volume is automatically created on it.
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Which type of installation do you want?

Upgrade
Keep your files, settings, and programs and upgrade Windows.
Be sure to back up your files before upgrading.

Custom (advanced)
Install a clean copy of Windows, select where you want to install it, or make changes
to disks and partitions.

This option does not keep your files, settings, and programs.

Help me decide
Upgrade has been disabled

- To upgrade, start the installation from Windows,

FIGURE 3-5 A fresh installation is a Custom installation type.

Install Wind w \
o x

Where do you want to install Windows?

‘ Name Tn{a!S‘nE| Free Space | Type

|C "r) Disk 0 Unallocated Space 1270 GB 127.0GB

44 Refresh Drive options (advanced)

{9 Load Driver

FIGURE 3-6 In this case, no partitions exist.
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Adding Drivers

In previous OSs, you could press Fé to install additional storage drivers if the
computer had a storage controller unknown to the built-in storage library. With
Windows Server 2008, click the Load Driver link. If you select Load a Driver,
the driver can be on a floppy, CD, DVD, or Universal Serial Bus (USB) flash
drive, which is a nice capability (see Figure 3-7). You can also click the Browse
button to manually select a location from any file system known to the installa-
tion environment, and a list of drivers that you can select is displayed. If you
decide you don’t want to add a driver, click the back arrow at the top left of the
dialog to get back to the dialog that allows you to select installation.

— F
@ £7 Install Windows ‘ \ )

Select the driver to be installed.

Load Driver ﬁ

To install the device driver needed to access your hard drive, insert the installation
media containing the driver files, and then click OK.

Mote: The installation media can be a floppy disk, CD, DVD, or USB flash drive.

Browse ] [ OK ] [ Cancel

(| Hide unvers trarare nur companinne Wit maruware Ui oS COrnpurer, e

[ Browse ] [ Rescan } Next

FIGURE 3-7 Option to install additional drivers from multiple sources.

If you don’t want to install Windows into an entire unallocated
space but rather a smaller portion of the space, click the Drive
Options (Advanced) link, which adds additional buttons to delete
volumes, create new volumes, extend a volume into unallocated
space, and perform a format. To create a new partition, click the
New button and select a size for the new partition up to the maxi-
mum of the unallocated space, as shown in Figure 3-8. After
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creating the partition, select it, and you have the option to format
the partition as NTFS.
To extend a partition, select the partition you want to extend and
the amount of unallocated space to have available after creating
the selected partition.

@ O '-\ =

Where do you want to install Windows?

| Name | Total Size Free Space | Type
=7 Disk 0 Partition 1 391 GE 331 GE Primary
r_:;-;‘/ Disk 0 Unallocated Space 87.9 GB 87.9 GB
44 Refresh ﬁ Delete & Format 3 New
&* Load Driver @ Extend Size: 90044 j MB ply  Cancel

FIGURE 3-8 You have created a new partition and have clicked New to create another one.

10. After configuring the disk partitions as required, select the parti-
tion where Windows Server 2008 will be installed and click Next.
Phase 1 is now complete and the installation continues with no
user interaction, as shown in Figure 3-9. The installation progress
installation displays in the dialog. During the second phase, the
server reboots into the Windows Server 2008 environment.
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N b

Installing Windows...

That's all the information we need right now. Your computer will restart several times during
installation.

Copying files (0%) ...
Expanding files
Installing features
Installing updates
Completing installation

2 Installing Windows

FIGURE 3-9 The remaining installation stages are automated.

Performing Initial Configuration of a Server

When the installation is complete, you have a fully installed Windows
Server 2008 environment. However, because you gave no information dur-
ing the installation process, its configuration is currently highly generic
with a Dynamic Host Configuration Protocol (DHCP)-assigned Internet
Protocol (IP) address, automatically generated hostname, and so on.
Notice also that during installation you never set a password for the
Administrator account. So, instead of seeing a logon screen, you are
prompted to change the user’s password before logging on the first time,
as shown in Figure 3-10. Click OK, enter the new Administrator password
twice, and click the proceed arrow. The screen displays a message that the
password is changing and confirmation that the change is finished. Click
OK to continue. Then you can log on as Administrator.
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® The user's password must be changed before logging on the first time.

[ Cancel |

" Windows Server-200s

Enterprise

FIGURE 3-10 The first item is modifying the blank Administrator password, which is
probably not a good idea.

For those that used Windows Server 2003 with Service Pack 1 inte-
grated (which included Windows 2003 R2) after a fresh installation, the
first activity was to complete the Post Setup Security Update (PSSU)
process to get any important updates from Windows Update and then con-
figure the server for automatic updates. It made sure administrators got
the server up-to-date and kept it that way. With Windows Server 2008, you
have the PSSU on steroids with the Initial Configuration Tasks (ICT) inter-
face.

The ICT interface is not a Microsoft Management Console (MMC)
snap-in but is, in fact, the Windows Server 2008 Out-of-Box-Experience
(OOBE) (see Figure 3-11). It is the oobe.exe executable, which you can
run or perform the configuration at any time; however, you have better
options. The ICT just brings together initial configuration items. Although
the ICT is a way to graphically configure the server, the configuration can
also be done from the command line (covered in Chapter 14, “Server
Core”).

The ICT is broken into three sections. The first part is the configura-
tion previously performed during the OS installation: configuring the time
zone, network, and computer name and domain. Each ICT item is a link
to the OS component normally used for the configuration item. The actu-
al ICT is just a page of links to give the administrator a series of steps to
follow to make sure all vital configuration areas are finished. You don’t have
to use the ICT. For example, clicking the Set Time Zone link opens the
Date and Time Control Panel applet, which allows you to set the time zone
by clicking the Change Time Zone button, as shown in Figure 3-12.
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| Configuration Tasks
= . s p Py
[ Perform the following tasks to initialy configure this server & Windows Server 2008
_], Enterprise
Provide Computer Information ﬁl Speciying computer information
P settime z0ne Time Zone: (GMT-08:00) Faciic Time (US Canada)
L& Configure networng Local Area Connection: [Py address assigned by DHCF. IPv6 enabled
& Provide computer name and domain Full Computer Name:  WIN-47TZKPCRYXHL
Workgroup: VIORKGROUR
Update This Server a[ Updating your Windows server
% Enable automatic updating and feedback updates: Not configured
Feedback: Windows Error Reporting off
Participating in Customer Experience Improvement Program
£ Download and instal pdates Checked for Updates:  Never
Installed Updates: Never
Customize This Server a[ Custorizing your server
ﬁg Add roles Roles: Nane
@ Add features Features: None
Gl Enable Remote Deskiop Remote Desktop: Disabled
il Cortoure Windows Frewal Firewall: on R

Prirtt, e-mail, or save this information

™ Do not show this window at logon Close.

FiGURe 3-11 The ICT interface helps complete server installation and perform the
configuration previously done during installation.

Perform the following tasks to initially configure this server l_a \MndomSe
Enterprise
Provide Computer Information ﬂ[ Specifying computer information
r_@ Set time zone Time Zone: (GMT-08:00) Paciic Time (US Canads)

f pateandTime

vé address assigned by DHCP, IPy§ ensbled
Date and Time | Additional Clocks | Internet Time |

JIN-47ZKPCRYXHL
JORKGROUP
Date:

Thursday, October18, 2007 El Updating your Windows server

Time:
ot corffigured
5:20:05 PM Vindows Emor Reporting off
© Chonge s ime..| =
T Set the time zone:
(GMT-08:00) Pacific Time (US & Canada) Time zone:

Change time zone...

Daylight Saving Time encls on Sunday, November 04, 2007 at 2:00 AM. The
clockis set to go back1 hour at this time. Current dateand time: Thursday, October 18, 2007, 5:20 PM

New date and time: Thursday, October 18, 2007, 7:20 PM

¥ Automaticelly adjust clock for Daylight Saving Time

IV Remind me one week before this change occurs

How dol set the clock and time zone? Cancel
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FIGURE 3-12 Setting the time zone is important for an environment.



112 CHAPTER 3 INSTALLING AND UPGRADING WINDOWS SERVER 2008

After configuring the time zone, click the Configure Networking link
to open the Network Connections Control Panel applet. This applet dis-
plays the network connections on the server. By default, the network con-
nections have DHCP-configured IP addresses; however, in most cases,
your servers want a static IP address. Therefore, each adapter for the serv-
er displays. You can configure each one by selecting the adapter properties
and configuring Internet Protocol Version 4 (TCP/IPv4) with static address
information. You can also configure the Version 6 properties; however, you
most likely utilize DHCP even for servers with IPv6.

The final part of the computer information section is to click the
Provide Computer Name and Domain link, which opens the System
Control Panel applet on the Computer Name tab. Click the Change
button, as shown in Figure 3-13, to modify the computer name. You can
modify the domain/workgroup from this screen. If you change the domain,
you get a prompt for an account with permission to join to the domain.
After changing the computer name and/or domain, you receive a prompt
to reboot the server. Why do you still need to reboot? So many services rely
on the computer name and domain membership that it’s cleaner to reboot
the server. If you intend to make the server a domain controller, leave the
server in a workgroup. Then when you run the domain controller promo-
tion process, the server is automatically placed into the domain.

System Properties 1 x|

Computer Name | Hardware | Advanced | Remote |

: " Windows uses the following information to identify your computer

o0 Ge Ntk K3

Computer description: I

You can change the name and the membership of this

For example’ 1S Prodiction Server o computer, Changes might affect access to network resources.

“Accounting Server”, More information
Full computer name: WIN-47ZKPCRYXHL
Workgroup: WORKGROUP Computer name:

ISRVDALS RVD2

To rename this computer or change ts domain or Full computer nams:
workgroup, click Change.

SRVDALSRVD2

Member of
" Domain

€ Workgroup:
IWOF{KGHOUP

ok || Cancel | Appp et

FIGURE 3-13 The computer name is important to configure because the automatically
generated name is less than ideal.
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After the reboot, the ICT opens and phase 2 begins, which consists of
configuring server updates. The first configuration item is to configure the
automatic updating of the server by clicking the Enable Automatic
Updating and Feedback link. This opens a dialog that has an easy button
to enable automatic updating, or you can choose to manually configure the
settings, which (as Figure 3-14 shows) allows you to choose from among
the individual elements of automatic update, error reporting, and the cus-
tomer experience improvement program. The manual configuration allows
you to granularly configure whether updates are downloaded and applied
automatically or just downloaded and manually installed. If they install
automatically, you can configure at what time and what days. (By default,
the updates install automatically at 3:00 a.m. daily.) Also note the option to
apply recommended updates and not just the critical updates. If you have
an internal patch deployment solution to deploy fixes, such as Windows
Update Services or System Center Configuration Manager, leave the auto-
matic updating disabled. Your organization probably does testing on
updates prior to enabling them for deployment, so servers should not
directly pull down updates that might not have passed internal certification
from Microsoft.

=

E automatic updatis
[Ff[; Windows automatic updating periodically checks for and installs security and other
-l software updates.

Current Setting: Nat configured
Bt
~Windows Error Reporting OO |{..j ~ Control Panel ~ Windows Update ~ Change settings - l@ |geamh

To fix problems in the software -
automatically send error reports Fle  Edit  View  Tools Help

o

Choose how Windows can install updates

CpentSettnazticereyineans] When your computer is online, Windaws can automatically check for important updates and install them using these

settings. When new updates are avalable, you can alsa install them befare shutting down the computer.

ead the error reportin stateme Understanding Windows automatic updating
- Customer Experience Improven @ @ Install updates automatically (recommended)
[5|  You can help improve Windows ¢ - 2
| tFyou choose topartiate, a5 Instal new updates:
= will be periodically sent to Micros |EVEW day :I at |3IOD AM ;I

" Download updates but et me choose whether to install them
Current Setting: Partidpating

" Check for updates but let me choose whether to download and install them
Read more about Customer Experience Ir

|® € Never check for updates (not recommended)
L

Your computer will be mare vulnerable to sequrity threats and performance problems without the latest
updates.

update:
l&mdude recommended updates when downloading, installing, or notifying me about updates

Note: Windows Update might require an update before you can install updates for Windows or your programs. For mere
information, see our privacy statement online.
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FiGure 3-14 The manual configuration options for the update application.
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After configuring the server for automatic updating, click the
Download and Install Updates link. This launches the Windows Update
Control Panel applet, which attempts to find any missing fixes and drivers
by connecting to Microsoft. If you don’t enable automatic updates, ensure
that you regularly run the Windows Update Control Panel applet to look
for changes. A large percentage of system outages result from problems
and attacks for which fixes exist but were not applied. Again, if you have an
internal solution for updating servers, skip this step.

NOTE Notice you have not enabled the firewall. This is because Windows
Server 2008 enables the Windows Firewall by default, giving you protection as
soon as you install the OS.

The final step of configuration guided by the ICT is server customiza-
tion. You have an installed 2008 server, but it does nothing; it offers no
services. Therefore, you need to add roles and features to the server. This
is not a new concept. In Windows Server 2003, you had the ability to add
server roles; however, most people simply used the Add/Remove Programs
Control Panel applet and added Windows components. However, this is no
longer an option.

Roles and features, and how to add each via a different interface, has
been covered. Why the two types? A role is a primary purpose of a server,
such as a DNS server, DHCP server, or domain controller. A feature helps
a server in its duty (for example, Failover Clustering, BitLocker Drive
Encryption). On its own, the Failover Clustering feature is not useful, but
if you apply it to a file server or Exchange server, it improves the function-
ality of that installed role. After initial configuration, roles and features are
easily added and modified via the Server Manager interface.

For now, make this server a domain controller; therefore, Active
Directory Domain Service (ADDS) is needed. Click the Add Roles link to
start the wizard to let you select roles. Notice that several roles are avail-
able, and their great capability is you don’t have to worry about which serv-
ices are necessary for the role to function. For example, just select
Windows SharePoint Services and do not worry about Web Server, NET,
or any other components that SharePoint needs. Any required services are
automatically installed as part of the role. Check the roles you want. You
can normally select multiple roles. However, ADDS has to be installed on
its own first, so if you want to create a domain controller, select only
ADDS, as shown in Figure 3-15. Don’t worry: If you wanted DNS as well,
it gives you the option to install the DNS server in the additional domain
controller options section later in the domain controller creation process.
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E Select Server Roles

Before You Begin

Server Roles
Active Directory Domain Services
Confirmation

Progress

Select one or more roles to install on this server,

Roles:

|:| Active Directory Certificate Services

Active Directory Domain Services

|:| Active Directory Federation Services

[] Active Directory Lightweight Directory Services

Description:

File Services provides technologies
that help you manage storage, enable
file replication, manage shared
folders, ensure fast file searching, and
enable access for UNIX client

Results [] Active Directory Rights Management Services computers.

[] Application Server

[_] DHCP Server

[] oNs server

[] FaxServer

]

] Network Policy and Access Services
[ Print Services

[] Terminal Services

[] uDDI Services

[] web server (115)

[] windows Deployment Services
[] Windows SharePoint Services

More about server roles

< Previous | Next > Install Cancel

FIGURE 3-15 Installing roles for a server.

Depending on the roles selected, you are asked for different levels of
information. In the case of ADDS, adding the role simply adds the bina-
ries needed to create a domain controller. You still have to run DCPRO-
MO after adding the binaries to promote the server to a domain controller,
so you are not asked anything. Other roles that have subfeatures prompt
you for which elements you want to install and basic configuration items
necessary for installation. (This book looks at those options as they relate
to the topic of the chapter, but the Role Installation Wizard does a great
job of explaining the options available.)

After you install roles, you can add features, which depend on the roles
installed and the extra features needed. Click the Add Features link and
select the features desired, as shown in Figure 3-16. Some features, such
as roles, have dependencies on other features. For example, if you add
Windows Server Backup Features, you also need the Windows Recovery
Disc feature, which is automatically enabled by the wizard. Typically, fea-
tures do not require configuration when installed because a role uses them.
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Add Features Wizard x|
fﬂ' Select Features
Features Select one or more features to install on this server.
Confirmation Features: Description:
Progress — - Command-lineTools forWindows
[E Remote Server Administration Tools (Installed) ;I T S e

Results [] Removable Storage Manager and manage scheduled backups of

[[] RPC over HTTP Proxy this server using Windows PowerShell

[] simple TCP/IP Services seripts.

|:| SMTP Server

[] SNMP Services
[] storage Manager for SANs
[] subsystem for UNIX-based Applications
[] Telnet Client
[] TelnetServer
[] TFTP Client
[] windows Internal Database
Windows PowerShel
[] windows Process Activation Service
Windows Recovery Disc
= Windows Server Backup Features
Windows Server Badkup
4] command-ine Tools
|:| Windows System Resource Manager
|:| WINS Server
[] wireless LAN Service

Ll

Mare about features.

< Previous | Next > Install | Cancel

FIGURE 3-16 Many features are available that complement the core server roles.

After installing the features and roles, the last two configuration items
via the ICT are to enable Remote Desktop and configure the Windows
Firewall. Click the Enable Remote Desktop link to open the System
Control Panel applet on the Remote tab. By default, Remote Desktop is
disabled; however, it can be enabled from any version of the Remote
Desktop client or only versions that support network level authentication
(NLA) (see Figure 3-17). The only Remote Desktop version that supports
NLA natively is the version that ships with Windows Vista and 2008.
However, an updated client is available for Windows XP and Server 2003
that adds NLA. When you enable Remote Desktop, an exception is auto-
matically enabled in Windows Firewall. You can also select users who can
connect via Remote Desktop by clicking the Select Users button. By
default, this allows any member of the Administrators group to connect,
but anyone can be given permission.
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System Properties E |
| Computer Name | Hardware | Advanced Remote I
r~ Remote Assistance
[T Allow Remote Assistance connections ta this computer
Advanced..
— Remote Desktop

Click an option, and then specify who can connect, if needed.
" Dont allow connections to this computer

" Allow connections from computers running any version of
Remote Desktop (ess secure)

(* Allow connections only from comptters running Remote
Desktop with Network Level Authentication (more secure)

Help me choose
ok | Cancel | ey |

FIGURE 3-17 Selecting the Remote Desktop.

The final configuration item via the ICT is to configure Windows
Firewall. By default, as you add roles and features, you create exceptions
in Windows Firewall, which is enabled by default. However, additional
configuration is possible via the Windows Firewall Control Panel applet
(covered in Chapter 4, “Securing Your Windows Server 2008
Deployment”).

You are now finished with the ICT, so you can check the Do Not Show
This Window at Logon check box so that it does not launch at system start-
up (as shown in Figure 3-18) and click Close. The Server Manager then
launches. (Server Manager is covered in Chapter 12, “Managing Active
Directory and Advanced Concepts.”) You have now completed the basic
configuration items.

Activating the Installation

You can now activate your installation. You are prompted via the system
tray, but you can also activate via the System Control Panel applet. Access
this applet via the Control Panel or by right-clicking Start, Computer, and
selecting Properties. As shown in Figure 3-19, you can click the Activate
Windows Now link, which runs the Windows Activation dialog that can
activate via the Internet. If you have not entered a key, you are prompted
for one. If you are using an MSDN key, click the Change Product Key link
and enter the MSDN key that activates the installation.
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E¥ Initial Configuration Tasks g RS
) Ry 5 £y
Perform the folowing tasks to intially configure this server & . Windows Server-zo0s
Enterprise
&Y Provide Computer Information al Specifying computer information
P Settme zone Time Zone: (GMT-06:00) Central Time (US Canada)
ﬁ' Corfigure networking Local Area Connection: 192.168.1.200, IPvE enabled
& Provide computer name and domain Full Computer Name:  SRVDALSRVO2Iab saviltech net
Domain: lab saviltech net
& Update This Server ] Uedsting your Windows server
SR, Encble automatic updating and feedback Updates: Instal updates automaticaly using Windows Update
Feedback: Windows Error Reporting off
Participating in Customer Experience Improvemet Program
:‘} Download and install updates Checked for Updates:  10/22/2007 9:44 AM
Installed Updates: 10/22/2007 3:45 AM
€) Customize This Server E][ Customizing your server
ﬁ]‘j Add roles Roles: Active Directory Domain Services, DNS Server
Efé Add features Features: Desktop Experience, Group Folicy Managemert, Remote Server Administration Tools, Windows
PowerShell, Windows Recovery Disc, Windows Server Backup Features
G5 Enable Remole Desidop Remote Desktop: Enabled
[l confoure Windows Frewsl Firewall: on

Frirtt, e-mail, or save this information

| [¥ Do not show this window at logon

Close

FIGURE 3-18 Next to each step, you can see the configuration made, showing that the
actions were taken.

In Windows Vista before Service Pack 1, if you did not activate Vista,
it went into a reduced functionality mode. This was removed in Windows
Vista SP1 and Windows Server 2008. Instead, you have notification, also
known as nag mode, which gives you a black background with a tattoo in
the bottom-right corner of the screen telling you that the installation is not
genuine, and you get a balloon pop-up once an hour telling you to activate.
The logon screen also tells you to activate.

Here, assume that you are activating your installation using a Multiple
Activation Key (MAK). There is another option if your organization has a
local Key Management Server (KMS), in which case you don’t need to
enter any key. It happens automatically for you, assuming that KMS is cor-
rectly configured in the organization.
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FEES
OO & - Control Panel - system v [& [search

File Edit WView Tools Help
Tasks View basic information about your computer

) Devie= Manager Windows edition

) Remote settings Windows Server® Enterprise
@ Advanced system settings Copyright @ 2007 Microsoft Corporation. Al rights reserved.
Service Pack 1, v.275

System
Processor: Intel(R) Core(TM™)2 CPU 6700 @ 2.66CHz 4 MHz
Memaory (RAM): 1.00GB
System type: 32-bit Operating System

Computer name, domain, and workgroup settings

Computer name: SRVDALSRVD2 @Change settings
Ful computer name: SRVDALSRVOZ2 lab. saviltech.net
Computer description:

Domain: lab.saviltech.net

Windows activation
@ m_ 25 day(s) to activate. Activate Windows now

See also Product ID: 78440-006-0000241-70471  [¥Change product key

Windows Update

FIGURE 3-19 You get 30 days before activation is required and the server goes into
notification or nag mode.

Activation Options

With Windows Vista and Windows Server 2008, you have two different
activation schemes, as previously mentioned: MAK and KMS. Of course,
there are also single-use retail keys, but if you're reading this book, you are
using a MAK or KMS.

One important thing to remember: KMS and MAK are not for license
enforcement. Microsoft is clear on that matter. If you are using MAK and
have run out of activations, a phone call to Microsoft doubles those activa-
tions without a question asked. The activation is to ensure that you are run-
ning genuine Windows, which protects both you and Microsoft.

[
=
=]
=
=
H
)
=
=
S
[—
-l
(]
Fd
>
S
H
)
=
o
=]
=
wv
w
m
)
<
=
=
~
[=3
S
©o



120 CHAPTER 3 INSTALLING AND UPGRADING WINDOWS SERVER 2008

Multiple Activation Keys (MAKs)
MAKSs work the same as the keys with Windows Server 2003 and XP vol-
ume license keys: You get a key that is entered on each computer.
However, the difference is that a computer using a MAK still must be acti-
vated, unlike with XP/2003 volume license keys (VLKs). Each server con-
tacts Microsoft and receives an activation code. If you have a lot of
machines using MAK, you can install the Volume Activation Management
Tool (VAMT), which acts as a proxy for communication with the Microsoft
activation servers and activates machines in batches via a single connection
or phone call to Microsoft. The VAMT is useful for enabling an adminis-
trator to monitor the activations within the environment via the MAK key
and can be downloaded from Microsoft—search for VAMT.

When activated with a MAK, the client/server stays activated forever
(or at least until a major hardware change, which requires reactivation).

Key Management Service (KMS)
With KMS, you enable a computer, known as the KMS host, within your
organization (or multiple KMS servers for load balancing) via a KMS key
you receive from Microsoft, which comes in four flavors. The KMS host
activates itself to Microsoft, and from that point on, the KMS host activates
machines within the environment. No data goes to Microsoft; it’s an honor
system.

Before the KMS host can activate any computers, you need the
following:

m To activate a Windows Server 2008 box. At least five physical
machines running Vista or Server 2008

m To activate a Windows Vista box. At least 25 physical machines
running Vista or Server 2008

Virtual machines do not count. This stops people using a KMS to
bypass activation in small environments. Your KMS server must maintain
these numbers of clients or it stops being able to activate computers. If you
originally have only 20 computers, the activation requests queue on the
KMS server until it hits 25 before it activates Vista machines. (Of course,
with 20 it happily activates your 2008 boxes.)

Clients find the KMS host through auto-configuration via DNS service
records (_vlmecs._tcp.<domain>) or the clients can be manually config-
ured with the KMS server name and port (1688, by default) using the
slmgr.vbs script with the /skms switch, for example:

Cscript c:\windows\system32\slmgr.vbs /skms <KMS FQDN or
wTPv4d or IPv6 or NetBIOS name>:<port>
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By default, KMS hosts auto-register the DNS service records, so there
is little configuration to perform.

The KMS host is part of Vista and Windows Server 2008; you don’t
have to install any software. The only configuration is from an elevated
command prompt. Run the following commands to specify the KMS key,
and then activate over the Internet:

Cscript c:\windows\system32\slmgr.vbs /ipk <KMS Key>
Cscript c:\windows\system32\slmgr.vbs /ato

NOTE A Windows Vista KMS host can activate only Windows Vista computers,
not servers. A Windows Server 2008 KMS host can activate Vista and
Windows Server 2008. You can also run KMS on Windows Server 2003 that
can activate Vista and Server 2008, but first download the Key Management
Service 1.1 update from Microsoft. You cannot run KMS host on a Windows
server core installation.

The default activation method for Windows Vista for Windows Server
2008 uses KMS. However, you can change this by setting a MAK as the
product key. If you want to revert to KMS for a computer, enter the KMS
client setup key, which is listed at technet.microsoft.com. (Search for
KMS_Client_Setup.) Note that these are useless without an activated
KMS host in your environment. All these keys do is tell your computer to
use KMS for activation.

A computer that activates via KMS must reactivate every 180 days and
by default attempts to reactivate every 7 days. You, therefore, need to
ensure that computers using KMS connect into a network KMS at least
once every 180 days. Otherwise the computer goes into grace mode again,
and after the grace period has expired, the computer goes into nag (notifi-
cation) mode until KMS is contacted.

As mentioned earlier, there are four flavors of the KMS key. The fla-
vors specify which machines a KMS host can activate:

m Client. Windows Vista

m Server Group A. Windows Server 2008 Web

m Server Group B. Windows Server 2008 Standard and Enterprise
m Server Group C. Windows Server 2008 Datacenter and Itanium

Only one key is on your KMS because a KMS key can activate its class
of OS and any below it. For example, a Server Group A key can activate
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Windows 2008 Web and Windows Vista; a Server Group B key can activate
Windows Server 2008 Web, Standard, and Enterprise and Windows Vista;
and a Server Group C key can activate any version of Windows Server 2008
and Windows Vista.

Which Activation Method to Use

The best option is to use KMS if you can—using KMS is the way Microsoft
prefers. It requires less work on the client side and is especially important
if you are using virtualization because of how activation works on a virtual
machine.

Remember that if a machine has a large hardware change, it must
reactivate. A virtual machine moving to another virtual server counts as a
large hardware change, so you must reactivate it. If you have an environ-
ment in which you move virtual machines around frequently, or have tech-
nologies such as System Center Virtual Machine Manager, which dynami-
cally moves virtual machines for best performance, you might be reacti-
vating constantly. KMS solves this with an easy automatic activation that
stops you worrying about activation counts associated with a MAK. This
also applies to a virtual machine running on a cluster of virtual servers. If
the virtual machine moved to another node in the cluster, you have to reac-
tivate it.

There are still times when a MAK is required. If you have machines
that disconnect from the network for long periods, such as on an oil rig, use
MAK on them. You don't have to pick only one. For corporate machines
that have frequent connectivity, use KMS; for machines that don't,
use MAK.

You don’t need high availability with KMS. If the KMS server dies, just
fire up a new one and activate it with Microsoft. Its past activation history
isn’t needed. However, if you are interested, make sure you are backing up
the Key Management Service log under Application and Services logs in
Event Viewer. It contains all the activation events (12290 event ID).

In terms of how many KMS servers are needed in your organization,
probably one. Each activation is a tiny payload—around 500 bytes.
Microsoft has 400,000 KMS clients and just two KMS servers. You don’t
need to put a KMS server at each location.

Other Important Items

Although the OS core configuration and getting the OS updated and the
firewall configured are important, many other items still require attention.
Ensure that you apply corporate standards to the server. You can apply
some of these configurations via items, such as Group Policy. However, you
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also need to get antivirus solutions installed and configured to ensure that
the server receives updated virus definition files. Depending on the role of
the server, install backup agents to ensure routine content and state back-
ups. If you are using Data Protection Manager (DPM), you must deploy
the DPM agent.

You might have to install other agents, such as System Center
Operations Manager and System Center Conﬁguration Manager, to ensure
that the server is monitored and maintained.

You can now install additional roles and features on the server (if
required) or install additional services such as Exchange, System Center,
or anything else for the role of the server.

If this new install is a replacement for an existing Windows server, you
might need to migrate resources, such as file storage and printer queues.
There are normally tools available to help with resource migration. For
example, the Print Management Console can migrate printers between
servers.

When installing additional applications, it is not the best practice to
install any application data or user data on the critical system volumes. This
keeps the critical volumes small, enabling better system recovery and state
protection. Also, in case of disk failure, the system is isolated from data so
that if the data volume fails, the OS is available for data volume recovery.
If the OS volume fails, a System Recovery Only operation is performed
without repartitioning disks to get the server up and running without data
loss or information roll back.

Installing from an Existing OS

Installing Windows Server 2008 from an existing OS and not performing
an upgrade is the same as installing from media. Instead of the first phase
of the installation occurring from within the media’s Windows PE 2.0 envi-
ronment, it occurs within the current OS. There is one side effect, howev-
er. The partition on which you want to install Windows Server 2008 must
exist because you cannot manipulate partitions from within the setup rou-
tine (as you could when booted from the 2008 media in the Windows PE
2.0 environment). Create the partition prior to running 2008 setup from
the Disk Management snap-in, which is available via the Storage section of
the Computer Management MMC snap-in:

1. When performing the installation, the first screen is the Install
Windows dialog, as shown in Figure 3-20, which is the dialog after
you selected the language from the Windows media boot.
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However, the language selection and keyboard layout information
isn’t necessary because the existing OS is interrogated for them.
Also, notice that you don’t have the option to repair the computer
because you are not booted from the Windows PE environment.
Therefore, you can’t launch the recovery environment or other

recovery tools.

e r
% Install Windows

Install now

o= -

What to know before installing Windows

Copyright & 2007 Micromft Corpomtion. All rights esened

FiGURe 3-20 Install Windows screen.

2. After clicking Install Now, the installation process is the same as
installing from media except that you get one additional installa-
tion option. Because you are running the first phase of installation
from an existing OS with network connectivity, the setup routine
gives you the option to go online and check for any updates, as
shown in Figure 3-21. If updates exist, they are installed along with
the Windows Server 2008 OS. These downloads are restricted to
core updates, such as security updates and hardware drivers, plus
the latest version of the Malicious Software Removal Tool. If you
select to go online to check updates, an updates search occurs and
installation then continues as normal.

3. When asked for the product key, select the OS version and accept
the license agreement.
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£7 Install Windows k

Getimportant updates for installation

\M

Go online to get the latest updates for installation (recommended)
Getthe latest updates, such as security updates and hardware drivers, to help
successfully install Windows, (Your computer will remain connected to the
Internet throughout the installation process,)

Do not get the |atest updates for installation
Without these updates, installation might fail and your computer could be maore
wulnerable to security threats,

Why should I get updates for installation?

¥ Lwantto help make Windows installation better
WWhat information will be sent to Microsoft?

Read our privacy staternent

FiGure 3-21 The option to go online and download updates and drivers is useful and
might save you setup headaches.

4. You are prompted for the installation type. If you are running
Windows Server 2003 SP1 or above with at least 512MB of mem-
ory, the prompt might include an option to upgrade. For now,
select the Custom (Advanced) option because you want a new
installation of 2008, the same as when you booted from the distri-
bution media.

5. The partitions list displays, but there is a difference now. When
you are running installation from within an OS, you cannot make
any modifications to the partitions as discussed earlier; you can
only use an existing partition. If you forgot, don’t worry—start the
Computer Management MMC snap-in while Setup is still running
and create the partition via the Disk Management component and
format it as NTFS. Then switch back to the setup routine and click
the Refresh link. This forces the setup routine to recheck the disks
available. It sees your new partition and allows you to select it as
an install target, as shown in Figure 3-22.
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&3 47 nstall Windows ;- h e
Ik A
Where do you want to install Windows?
| Name | Total Size Free Space | Type |
= Disk 0 Partition 1 (C:) 16.0 GB 13.6GB  Prirmary
|-’.’-';’f Disk 1 Partition 1 Srv2008 (E:) 19.5 GB 19.5GB  Primary |
+4 Refresh

&4 Load Driver

To rmake changes to partitions, restart Windows from the installation disc,

I, This computer's hardware may not support booting to this disk, Ensure that the disk's contraller is

enabled in the computer's BIOS menu,

——— ——
me————

FIGURE 3-22 Selecting the target partition for Windows Server 2008 installation.

The setup routine lets you select the partition that contains the
existing OS. Remember you did not choose to perform an
upgrade; you are performing a clean install. If you select a parti-
tion that has an existing Windows installation, any conflicting fold-
ers such as Windows and Program Files move to a Windows.old
folder, and the old OS becomes unusable. If the existing folder
does not conflict, it does not move. For example, if Windows was
previously installed to the WINNT folder, that folder is not moved.
6. The setup routine continues the same as for a normal install from
media and reboots after the PE environment has been expanded
on the file system and the install.wim from the media is copied to
the local disk drive. The rest of the installation is the same as
installing from media, including the execution of the Initial
Configuration Tasks after the Administrator password is set.

Upgrading to Windows Server 2008

Generally, an in-place upgrade is not a good idea when a possible major
OS upgrade accompanies a server hardware refresh such that Windows
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Server 2008 is installed on the new server hardware. After the new OS
installation on the new hardware is complete, the services can be migrat-
ed from the old server to the new. The best practice and industry recom-
mendation is a fresh installation. In the case of an existing server, this
includes a wipe and load: Wipe away the existing OS and then load the new
OS. An upgrade is messy; however, it is possible in certain scenarios.

An upgrade is supported from Windows Server 2003 SP1 and above
for the same architecture. For example, you can go from 32-bit Windows
Server 2003 SP1 to 32-bit Windows Server 2008 but not to 64-bit Windows
Server 2008.

The upgrade process for Windows Server 2008 is much the same as for
Windows Vista: the OS components first and then everything else. The OS
is replaced with Windows Server 2008, any additional features from the
source are identified, the Windows Server 2008 equivalent role or feature
is added, and all configuration migrates. The “everything else” can be
problematic and limits the systems that can be upgraded in place. Few
server applications and services support an in-place upgrade. For example,
if you have a 64-bit Windows Server 2003 box running Exchange 2007, an
in-place upgrade to 64-bit Windows Server 2008 is not supported. That is
not to say it won't work, but Microsoft will not support it. Check any soft-
ware installed on a server to ensure that an upgrade is supported.

As with any normal installation, check compatibility with all the soft-
ware running on the server. For example, is the antivirus software com-
patible with Server 2008? The backup agent? And so on for all your soft-
ware.

NOTE There is one other consideration when upgrading: If the server is a
domain controller, you cannot upgrade the domain controller to Windows
Server 2008 until the domain and forest have been prepared with the Windows
Server 2008 adprep process. (Chapters 10, 11, and 12 cover this topic.)

On the plus side, when you run the Windows Server 2008 installation
from within a 2003 SP1 OS, if an in-place upgrade is not possible, the
Upgrade Wizard displays the reason. For example, it notifies you that the
domain has not been updated to support 2008 domain controllers if you try
to upgrade a domain controller and the upgrade process runs a compati-
bility check. Lets walk through an upgrade.

An upgrade has to initiate from within the OS being upgraded. This
allows the install process to better capture user and machine state data and
perform checks on the OS suitability for an upgrade.
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After the installation process has been initiated and the normal stages
of entering a product key, accepting the End User License Agreement, and
checking for updates online have all been completed, the type of installa-
tion is requested. So far in this chapter you have always selected Custom
(Advanced), not an upgrade. This time, select Upgrade, which launches a
compatibility check of the installation process. The check looks for items
that flat-out stop the system from functioning if it upgrades and, therefore,
stop the install process, as shown in Figure 3-23. It also identifies items
that might have issues after upgrade and require attention, as shown in
Figure 3-24. If you receive a critical problem that stops installation, per-
form the advisory steps in the compatibility report and rerun installation.
(For example, uninstall a troublesome piece of software.)

=

@ £7 Install Windows \

Compatibility Report

& vou must make the following changes before upgrading Windows

Uninstall the following iterns:

o Program: VirusScan

Publisher: McaAfee Inc,

Path: CAWINDOWS\system32\drivers\naiavf5a.sys
o Program: Virusscan

Publisher: Network Associates, Inc.

Path: CAWINDOWS\systern32\drivers\mvstdiSa.sys

This compatibility report will be saved to your current desktop.

FiGURE 3-23 In this case, the antivirus software installed on the Windows Server 2003
installation stops Windows Server 2008 from functioning, so you cannot upgrade.

A full compatibility report is saved to the desktop for viewing outside
of the Installation Wizard. You can share this report with others in the
organization, use it as an action plan, or just file it away for reference. If
performing an upgrade, keep the compatibility report for your records and
check it again after the upgrade completes to verify that all actions
occurred. Printing the report is ideal.
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() B nstll Windows

Compatibility Report

A\ Before continuing, check with program manufacturers to make sure they
support your programs on Windows Server 2008 and follow their program-
specific recommendations before and after the upgrade. If a program isnt
supported, we recommend uninstalling it before you upgrade, For more
infarmation about upgrading to Windows Server 2008, to verify a program’s
compatibility on the Windows Server Catalog, and to download tools and
documentation go to http://go.microsoft.com/fwlink/7LinkdD=85172,

To continue to use some desktop features, you will need to install Desktop
Experience after the upgrade. When the upgrade is complete, run Server
Manager, select Add Features, and then install Desktop Experience.

A\ Recommended changes before upgrading Windows

FIGURe 3-24 This is a nicer compatibility report. You have some recommendations, which
are generic, and you can continue with the upgrade.

Assuming that the compatibility check passes and installation can con-
tinue, the install process begins its detail analysis of the current OS and
puts in numerous safeguards so that, even in the worse case, you won't end
up with a dead server. Because you are upgrading, you are not asked the
same questions as a normal installation.

In the down-level phase of installation, which happens in the existing
(previous) OS, the installation process creates four new folders:

m SUPGRADE.~OS. Contains information required from the OS
being upgraded around drivers and stores of migration information

m SWINDOWS.~BT. Contains the content of the boot.wim from the
2008 media, which is the Windows PE 2.0 environment used to
reboot the server

m SWINDOWS.~LS. Contains the install. wim from the 2008 media,
which contains the Windows Server 2008 OS and any updates that
were downloaded from the Internet during the initial part of the
upgrade process

m Boot. Contains the new boot configuration environment used by
Vista and Windows Server 2008
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The system then reboots from the sWINDOWS.~BT folder via a mod-
ified boot sector, and the Windows Preinstall Environment (PE) phase of
installation begins. In the spirit of backing out changes at any stage, the old
boot sector is backed up to the BOOTSECT.BAK file for safekeeping.
There are also other files created at the root of the file system, including
$DRVLTRS, which contains the drive letter for the system in addition
to empty files that help identify the partitions such as the boot drive
($bootdrive$), migration drive ($drvmig$), $dwnlvldrive$,
$lsdrives, and $installdrives.

The bulk of the upgrade work happens during this boot. This is the
actual laying down of the Windows Server 2008 environment, but first
the entire Windows Server 2003 environment is backed up to the
SWINDOWS.~Q folder. The Windows Server 2008 environment is then
laid down on the disk. At the end of the PE phase, the Windows folder and
the Program Files folder contain the 2008 versions; for example, Internet
Explorer is now the 2008 version but non-Windows OS folders are still in
Program Files and are not removed. The installation then reboots into the
2008 environment, the upgrade completes, and any additional roles and fea-
tures are installed and configured.

Advanced Installation

Although it would be great if all installations went smoothly, in reality, you
will hit hiccups during installations. With Windows PE facilitating one cool
feature of the installation, it’s possible to bring up a command prompt that
runs with full system privileges at any stage during the installation (when
in the Windows PE phases). This feature allows you to inspect the envi-
ronment as the installation is taking place to help troubleshoot and poten-
tially resolve problems.

To open the command prompt, press Shift and F10 simultaneously.
While the command prompt is open, the installation does not reboot the
computer, giving you as much time as necessary to troubleshoot.

As shown in Figure 3-25, the command prompt runs and has full inter-
action with the environment. In this example, I used DISKPART to create
a 20GB partition and then refreshed the Install Windows Wizard, which
could then see this new partition as available for Windows installation. By
default, you start on the X drive. What is the X drive? The Windows PE
environment that expanded from the boot.wim on the 2008 media is
loaded into a RAM drive at boot time. It receives the X drive letter to avoid
conflicting with any local drive letters.
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From within this command prompt, you can run any commands nor-
mally associated with PE such as disk partitioning and WDSCapture,
which captures an installed environment. Chapter 20 looks at many of
these utilities. Remember to close the command prompt when you are fin-
ished, or the installation will not continue because the install cannot
reboot.

@ £7 Install Windows

Where do you want to install Windows?

| Name Total Size Free Space | Type

Disk 0 Partition 1 19.5 GB 19.5 GB  Primary

Disk 0 Unallocated Space 445GE 445GB

[cv] Administrator: X:\windows\system32\cmd.exe - diskpart
Microsoft Windows [Uersion 6.87G0011]
Copyright <c? 2886 Hicrosoft Corporation. A1l rights reserved.

H:i“Sources>diskpart

Microsoft DiskPart version 6.8.6881

Copyright (C> 1999-2887 Hicrosoft Corporation.

On computer: MININT-92143TRJ

DISKPART> select disk B

Disk 8 is now the selected disk.

DISKPART> clean

DiskPart succeeded in cleaning the disk.

DISKPART> create partition primary size=20088

DiskPart succeeded in creating the specified partition.

DISKPART >

1 Collecting information

FiGURE 3-25 Notice that the default drive letter is X.

Viewing Installation Log Files

What do you do when there are installation problems? One useful item is
to look at the log files generated by setup. There are lots of them, and they
vary based on the stage of the installation.

If you are performing an in-place upgrade, the down-level phase of the
installation generates the log files, as shown in Table 3-1. If you are per-
forming a clean installation, the same log files are created; however, they
may be created on the Windows PE RAM drive (X) instead of the C: drive.
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Table 3-1 Log Files

C:\$WINDOWS.~BT\Sources\Panther\setupact.log Contains information about setup
actions during the installation.

C\$WINDOWS.~BT\Sources\Panther\setuperr.log Contains information about setup
errors during the installation.

C:\$WINDOWS.~BT\Sources\Panther\miglog.xml ~ Contains information about the
user directory structure. This
information includes security
identifiers (SIDs).

These locations are useful during the actual upgrade process, but the
temporary folders are deleted after installation and are moved during
the online configuration phase, which is when the system boots into the
Windows Server 2008 OS. Table 3-2 shows the log files available during
this final phase of installation and kept after installation.

Table 3-2 Log files Available During Final Installation Phase

CAWINDOWS\PANTHER\setupact.log Contains information about setup actions
during the installation.

CAWINDOWS\PANTHER\setuperrlog Contains information about setup errors
during the installation. Hopefully, this file is
empty.

CAWINDOWS\PANTHER\miglog.xml  Contains information about the user
directory structure. This information
includes SIDs. If a fresh installation is
performed, this file will not exist.

CAWINDOWS\INF\setupapi.dev.log Contains information about plug and play
devices and driver installation.

CAWINDOWS\INF\setupapi.app.log Contains information about application
installation which includes components of
the OS and configuration.

The setupact.log file contains information about the setup and the
phases. If the installation is new, the log file starts from phase 2, which is
the PE portion of the installation. A sample section follows, presenting the
initial information and the source of your installation. In the event of prob-
lems or if your installation does not complete as expected, check the logs
for any errors or warnings.
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2007-10-24 10:18:57, Info IBS
InstallWindows:Successfully loaded resource language [en-US]
2007-10-24 10:18:57, Info [0x0601cl] IBS
InstallWindows:Install Path = X:\Sources

2007-10-24 10:18:57, Info [0x0601c2] IBS
InstallWindows:Setup Phase = 2

2007-10-24 10:18:57, Info [0x0601e9] IBS
CheckWinPEVersion:Compatible WinPE Version 6.0.6001 sp 1.0
2007-10-24 10:18:57, Info [0x0601c9] IBS
InstallWindows:Starting a new install from WinPE

2007-10-24 10:18:57, Info IBS
InstallWindows: Setup working directory = X:\windows\panther
2007-10-24 10:18:57, Info [0x0601ce] IBS

Setup has started phase 2 at 2007-10-24 10:18:57

2007-10-24 10:18:57, Info [0x0601cf] IBS

Install source is X:\Sources

Automating Installation

You can also automate locally, although the best automation is via the
Windows Deployment Services (WDS) environment, which can stream
the 2008 OS over the network and pass the information required for
automation via an answer file. Chapter 16 covers this topic in detail.

The simplest way to initiate installation from another OS or PE is
to pass an unattended install answer file to the setup command. For
example, insert the 2008 media and, from the command prompt, run this
command:

Setup /unattend:<path to unattend file>\unattend.xml

Use the Windows Automated Installation Kit (version 1.1 and above
has 2008 support) to create an answer file for automating Windows Server
2008 installation. See Chapter 16 for more information.

An alternative is to create the answer file and pass that to a media-
based installation by naming the answer file autounattend.xml and placing
it on a floppy disk or USB drive that you insert as the 2008 install process
starts. This answer file is read and automates the installation. Like a
deployment from WDS, there are minimum requirements to automate the
installation. These include setting the language and keyboard layout
options, partitioning the disk, selecting the install partition target, and the
actual selection of the OS. Figure 3-26 is a sample file that performs an
automated installation of Windows Server 2008, Enterprise edition. You
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can save this as autounattend.xml to a floppy or USB. Update the prod-
uct key.

The important part of this autounattend.xml file that differs from
Windows Vista is the OS selection. With Windows Vista, the product key
defines the version to install. But with Windows Server 2008, for any ver-
sion, there are two flavors: the full install and the core install. Specify which
version to install by using the InstallFrom section of the ImagelInstall -
OSImage part of the Windows Setup component in the answer file, as
shown in Figure 3-26.

{21 autounattend E Properties

- Components onfigurati
1 windowsPE

ﬂ xB6_Microsoft-Windows-Intemational-Core-WinPE_neutral
=) ﬂ xB6_Microsoft-Windows-Setup_neutral

ﬂ DiskConfiguration

ﬂ Imagelnstal

Eﬂ 0Simage
- Install From

Windows Longhom SERVERENTERPRISE

ﬂ InstallTa

ﬂ UserData

FIGURE 3-26 This autounattend.xml file installs the full version of Windows Server 2008
Enterprise.

The key to use is /IMAGE/Name, the value is the name of the OS
(which is “Windows Longhorn SERVER”), and the SKU (for example, for
Enterprise, “Windows Longhorn SERVERENTERPRISE”). If you want-
ed the core version, for example, add this to the end: "Windows Longhorn
SERVERENTERPRISECORE". (This data comes directly from the WIM
file header.) Instead of IMAGE/Name, you could also use the index of the
WIM image or the description:

<?xml version="1.0" encoding="utf-8" ?>
- <unattend xmlns="urn:schemas-microsoft-com:unattend">
- <settings pass="windowsPE">
- <component name="Microsoft-Windows-International-Core-WinPE"
processorArchitecture="x86" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS"
xmlns:wcm="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance">
- <SetupUILanguage>

<UILanguage>en-US</UILanguage>

</SetupUILanguage>

<UILanguage>en-US</UILanguage>
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<InputLocale>0409:00000409</InputLocale>
<SystemLocale>en-US</SystemLocale>
<UserLocale>en-US</UserLocale>
<UILanguageFallback>en-US</UILanguageFallback>
</component>

- <component name="Microsoft-Windows-Setup"

processorArchitecture="x86" publicKeyToken="31bf3856ad364e35"

language="neutral" versionScope="nonSxS"

xmlns:wcm="http://schemas.microsoft.com/WMIConfig/2002/State"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

- <UserData>

- <ProductKey>
<Key>XXXXX - XXXXX-XXXXX - XXXXX-XXXXX< /Key>
<WillShowUI>OnError</WillShowUI>
</ProductKey>
<AcceptEula>true</AcceptEula>
</UserData>

- <ImageInstall>

- <OSImage>

- <InstallTo>
<DiskID>0</DiskID>
<PartitionID>1</PartitionID>
</InstallTo>
<InstallFrom>

- <MetaData wcm:action="add">
<Key>/IMAGE/Name</Key>
<Value>Windows Longhorn SERVERENTERPRISE</Value>
</MetaData>
</InstallFrom>
</0SImage>
</ImageInstall>

- <DiskConfiguration>

- <Disk wcm:action="add">

- <CreatePartitions>

- <CreatePartition wcm:action="add">
<Order>1</Order>
<Size>40000</Size>
<Type>Primary</Type>
</CreatePartition>
</CreatePartitions>

- <ModifyPartitions>

- <ModifyPartition wcm:action="add">
<PartitionID>1</PartitionID>
<Order>1</Order>
<Letter>C</Letter>
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<Format>NTFS</Format>

<Extend>false</Extend>

</ModifyPartition>

</ModifyPartitions>

<DiskID>0</DiskID>

<WillwWipeDisk>true</WillWipeDisk>

</Disk>

</DiskConfiguration>

</component>

</settings>
- <settings pass="oobeSystem">
- <component name="Microsoft-Windows-International-Core"
processorArchitecture="x86" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS"
xmlns:wcm="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<UserLocale>en-US</UserLocale>

<UILanguage>en-US</UILanguage>

<SystemLocale>en-US</SystemLocale>

<InputLocale>en-US</InputLocale>

</component>
- <component name="Microsoft-Windows-Shell-Setup"
processorArchitecture="x86" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS"
xmlns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
- <OOBE>

<HideEULAPage>true</HideEULAPage>

</0O0OBE>
- <UserAccounts>
- <AdministratorPassword>

<Value>UABhADUANQB3AG8AcgBKkAEEAZABt AGKkAbgBpAHMAJABYAGEAdJABVAHIA
UABhAHMAcwB3AG8AcgBkAA==</Value>

<PlainText>false</PlainText>

</AdministratorPassword>

</UserAccounts>

</component>

</settings>
- <settings pass="specialize">
- <component name="Microsoft-Windows-Shell-Setup"
processorArchitecture="x86" publicKeyToken="31bf3856ad364e35"
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language="neutral" versionScope="nonSxS"
xmlns:wcm="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ProductKey>XXXXX-XXXXX-XXXXX-XXXXX-XXXXX</ProductKey>
<RegisteredOrganization>SavillTech</RegisteredOrganization>
<RegisteredOwner>SavillTech</RegisteredOwner>
<ComputerName>*</ComputerName>
</component>
</settings>
<cpi:offlineImage
cpi:source="wim:d:/os%20images/install.wim#Windows Longhorn
SERVERENTERPRISE" xmlns:cpi="urn:schemas-microsoft-com:cpi" />
</unattend>

The unattend file is saved in the Windows\Panther folder, so it’s easy to
go back and check on any unattended options that were configured during
an installation. The answer file has any sensitive data, such as product key,
domain passwords, and local administrator passwords removed.

Another option using a similar method is (when syspreping an installa-
tion for automated installation) placing an answer file in the image so that
the Welcome Wizard portion, the OOBE, is automated. This is useful
if you want to create your own images that can be deployed and self-
configure without connecting to any network location or require adminis-
trator action. To do this, create the answer file and save as unattend.xml in
the sysprep folder, which is c: \windows\system32\sysprep.

When executing the sysprep, ensure that you add the
/unattend:unattend.xml switch. The full command looks like the
following:

C:\windows\system32\sysprep\sysprep.exe /generalize /oobe
w /shutdown /unattend:unattend.xml

When SYSPREP executes, the machine shuts down, as shown in
Figure 3-27. The closed machine is imaged via WDS, the WDSCapture
utility, or imagex. On restart, it configures automatically.
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C:s\Windows>cd system32
C:\Windows\Bystem32>cd sysprep
C:s\Windows\Bystem32\s reprdir

Uolume in drive G h o label.
Uolume Serial Number is 182B-BA1D

18-23-26087

B9 /162007 : Processing generalize phase Sysprep
108,23,2087 : plugins...

09 /16,2087 :

18,23,2087

Directory of C:\Window
18,23 -28087

System3d2asyspreprCaruwindowsssystend2 sysprepuwsysprep.exe <generalize
wtdown Aunattend:unattend.xml

rep>

FIGURE 3-27 The SYSPREP process executing after being given an unattend answer file to
use for the OOBE phase.

The following code is a bare minimum unattend.xml file that avoids
the console being asked any questions. It sets the local Administrator pass-
word. In reality, you want this answer file to do more (for example, join a
domain or set a time zone). The Windows Automated Installation Kit doc-
ument details all the various values that can be in an unattended answer

file.

<?xml version="1.0" encoding="utf-8" ?>
- <unattend xmlns="urn:schemas-microsoft-com:unattend">
- <settings pass="oobeSystem">
- <component name="Microsoft-Windows-International-Core"
processorArchitecture="x86" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS"
xmlns:wcm="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<UserLocale>en-US</UserLocale>
<UILanguage>en-US</UILanguage>
<SystemlLocale>en-US</SystemLocale>
<InputLocale>en-US</InputLocale>
</component>
- <component name="Microsoft-Windows-Shell-Setup"
processorArchitecture="x86" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS"
xmlns:wcm="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
- <OOBE>
<HideEULAPage>true</HideEULAPage>
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</0O0BE>
- <UserAccounts>
- <AdministratorPassword>

<Value>UABhADUANQB3AG8AcgBKkAEEAZABt AGKAbgBpAHMAJABYAGEAdABVAHIA
UABhAHMAcwB3AG8AcgBkAA==</Value>

<PlainText>false</PlainText>

</AdministratorPassword>

</UserAccounts>

</component>

</settings>
- <settings pass="specialize">
- <component name="Microsoft-Windows-Shell-Setup"
processorArchitecture="x86" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS"
xmlns:wcm="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<ProductKey>PUTYO-URKEY-INFIE-LDNO-TMINE</ProductKey>

<RegisteredOrganization>SavillTech</RegisteredOrganization>

<RegisteredOwner>SavillTech</RegisteredOwner>

<ComputerName>*</ComputerName>

</component>

</settings>

<cpi:offlineImage
cpi:source="wim:d:/o0s%20images/install.wim#Windows Longhorn
SERVERENTERPRISE" xmlns:cpi="urn:schemas-microsoft-com:cpi" />

</unattend>

Summary

In this chapter, you learned how to perform a manual installation of
Windows Server 2008. You also examined associated best practices, such as
a fresh installation versus an upgrade, activation options, and where to
install applications. Although you can manually configure Windows Server
2008, you saw how an unattended answer file can automate the process.
This gives you a more consistent environment that is easier to maintain. If
you have multiple servers to deploy, consider using WDS, which can also
use unattended installation files, to enable installation over the network.

[
3
=)
=
=
=
@
>
=
S
[—
-
@
=
=
=]
=
@
=
S
(=)
=
wv
wv
4
=
<
m
=
N
(=4
S
(")




This page intentionally left blank



CHAPTER 4

SECURING YOUR WINDOWS
SERVER 2008 DEPLOYMENT

This chapter looks at the security aspects of Windows Server 2008, includ-
ing making Windows Server 2008 a secure platform and the features that
are available to secure the entire infrastructure.

One aspect of security that’s often overlooked is the physical aspect. All
the technological security in the world is worthless if servers are left in the
middle of an office floor, where anyone can physically access them and per-
haps even obtain passwords that are left on sticky notes on monitors. I
thought that was a joke until an old company of mine was having an audit.
On the last day of the audit, the auditor was leaving; all had gone well. He
asked to use a phone to call a taxi to take him to the airport. He used a
phone at one technology guy’s desks. Thirty seconds later, he laughs and
hands me a post-it note with two words: Password Achllle5. It didn’t mat-
ter that it was a password for a lab virtual computer; the perception was we
had poor process regarding security. Fortunately, the auditor had a sense
of humor and after firing the IT guy and assuring the auditor that the IT
admin and his family would be homeless within the week, he agreed to not
write it up in his report. (Just a joke!)

Throughout this book, many key items are touched on that are consid-
ered big security gains in Windows Server 2008. (For example, Active
Directory Rights Management Services [AD RMS], Active Directory
Federated Services [AD FS], the new read-only domain controller func-
tionality, improved control over device installation via group policy,
Network Access Protection [NAP].) This chapter concentrates on items
that are purely security-focused and do not fall into other technology areas.

TIP Keep your servers and deskfops patched. Many attacks occur because a
server has not been patched with an already available fix. Implementing a good
patch deployment mechanism and process will help protect your infrastructure.
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Authentication and Avuthorization

Before we look at the environmental factors affecting security, let’s talk
about authentication and authorization. What is the difference between
the two?

Avuthentication

Authentication is proving you are who you say you are. There are three
ways to do this. To authenticate a user, you can use any of the following:

m Something you know, such as a password
m Something you have, such as a passcard or secure ID token
m Something you are, such as a fingerprint or retina scan

The most common of these is a password. When you log on to your
computer or access Amazon to buy the latest season of The Simpsons, you
enter your e-mail address and password. This is generally considered suf-
ficient for many situations. At my company, if my laptop is connected to the
wired network, I need to enter only my username and password to get onto
the domain. This is because, to get on the wired network, I have already
entered through a secure physical door that requires a passcard (something
I have). To gain access via the wired network, I have used two forms of
authentication: something I need to get into the area and something I
know to access resources. This is known as two-factor authentication. With
two-factor authentication, two different forms of authentication are
required. In my company, for example, to access resources from the
Internet, I have to use my passcode (something I know) along with a token
generated on my secureID keyfob (something I have). This would be
considered a better form of two-factor authentication than the earlier
example.

The appropriate authentication method depends on the environment
and the sensitivity of the resources being accessed. In movies, you often
see a card being slid across a scanner (something someone has) and then a
retina scan, a thumbprint scan, a voice analyzer, or a breath analysis.

Numerous protocols are used to perform authentication on the secret
information provided. (This subject is discussed later in this chapter, in the
section “Authentication Protocols.”)
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Avuthorization

Authorization is the process of an authenticated person being authorized
to access certain resources, such as permissions on a New Technology File
System (NTFS) file. Authorization is commonly performed on resources
where discretionary Access Control Lists (ACLs) are set to detail security
principals that have rights and what those rights are. Commonly, these
security principals would be users or groups. If the permission is set on a
group to which a user belongs, when the user logs on, a token is generat-
ed that lists the individual’s group memberships and is used when access-
ing resources.

There are various best practices in the industry; however, in the secu-
rity world, even best practices are questioned. For example, one best prac-
tice is to rename the built-in administrator account so it’s not such an obvi-
ous attack point; however, counterarguments say that this won't fool an
experienced hacker, and the fact that the administrator accounts always
have the same relative ID still creates an easy target. In general, renaming
built-in accounts is still a good option and does give some increased pro-
tection; just don’t consider it hacker proof.

Another best practice is to avoid using the built-in administrator
account. Allowing multiple people to use such generic accounts makes it
impossible to track who performed a change. Each user and administrator
should have his own accounts that he uses to perform his job. The best
practice used to be that each domain administrator had a normal user
account and he would use Run As to use his domain admin account only
when needed. With User Access Control, as you see later in this chapter,
that happens automatically now.
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The Physical Environment

In many ways, your computer security is only as good as the physical secu-
rity protecting the physical servers. For example, you can lock down your
domain controller with the best set of server-hardening and group policies,
but if you place it in the lobby of a building, physical access is easy and
increases the ability of a hacker to compromise the data by pulling out hard
drives and attaching to other servers to gain access to data, such as file and
directory databases that contain passwords.
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You can take advantage of a number of advancements that help protect
servers when you can’t guarantee their physical security. Windows Server
2008 provides the new BitLocker technology, first released with Windows
Vista, which allows you to encrypt the entire operating system (OS) parti-
tion. This is something you could not do before with the encrypted file sys-
tem. You also have the new Read-Only Domain Controller (RODC) capa-
bility, which allows you to store passwords for only a limited set of users
that reside in the location of the domain controller, based on group mem-
bership. When you use both RODC and BitLocker, you have a secure serv-
er that, even if it's physically compromised, contains limited information.
This is especially useful for branch office environments that typically don’t
have a real server room and the associated physical security.

Pay close attention to the networking “doors” into your infrastructure,
such as your connection to the Internet via an Internet service provider.
You should have firewall protection and, for servers that need to offer serv-
ices to the Internet, consider using a demilitarized zone (DMZ), where
computers can exist and communicate with the Internet, and the DMZ is
separated from the internal network by another firewall server.

NOTE This chapter doesn't discuss the full range of safety measures, including
fire protections for servers and adequate air-conditioning, but those are vital ele-
ments when you plan a data center environment.

Your backups contain vital information for your enterprise; ensure that
you have backups stored offsite in case of a building disaster. Also ensure
that the service you use for offsite backups can return backups to you in a
timely manner in case a restoration is needed. Depending on your busi-
ness, implement disaster recovery plans to activate in the event of a build-
ing-level disaster. To create a disaster recovery site, plan for alternate office
space, with servers that are ready to restore your backups and therefore
need to match your hardware; this is a large expense. Several services pro-
vide disaster recovery capabilities, with a range of server types that are
available to companies for a monthly fee. Of course, the more servers you
virtualize, the easier it is to restore backups to other hardware because a
virtual server is abstracted from the underlying hardware, and it can run on
any type of physical server.

Discard your retired hardware—both servers and desktop machines—
with care. There are numerous programs that perform multiple cycle
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writes to hard drives, removing their contents and stopping software that
can restore data, even data that’s overwritten by other data. Numerous
tools can perform this secure disk wiping; for example, Microsoft provides
the Cipher tool, which has the capability to securely obscure previous data
on a disk by writing all Os, then all 1s, and then a random sequence of num-
bers. For maximum security, run the Cipher tool multiple times. To use it,
you format the disk first and then run Cipher with the drive letter, as in the
following example:
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Format <drive>: /fs:ntfs /v:wipeme /x
Cipher /w:<drive>:\

What about security for laptops? You have likely heard a story about a
top-secret laptop that was left in the front seat of a car and was stolen. You
can’t control the facts that laptops will get stolen, and laptops will be left at
security points at airports. But you can protect the content of your laptop,
using the same technology as for protecting servers: BitLocker.

BitLocker

Windows Vista Enterprise and Ultimate editions and Windows Server
2008 (including Server Core installations) provide BitLocker drive encryp-
tion, which is used to encrypt the entire system boot volume. For Windows
Server 2008 (and Vista with SP1 installed), data volumes can also be
encrypted for offline protection. For Windows Vista, the technology is tar-
geted at laptops; because the entire drive is encrypted and can be accessed
only with the passkey, nothing on the drive will be accessible to a thief. For
Windows Server 2008, use BitLocker on any server that you cannot physi-
cally secure. When a machine is running, however, BitLocker does not
offer protection, so online protection technologies such as Encrypted File
System and Rights Management should be employed.

When BitLocker is enabled, at machine boot time, a secret key is
requested before the encrypted drive can be accessed. This secret key can
be stored on a Universal Serial Bus (USB) key and/or in the form of a PIN.
The drive is encrypted with a Full-Volume Encryption Key (FVEK), and
without the key, nothing on the drive can be accessed. Therefore, protect-
ing the FVEK is vital, and this is why a Trusted Platform Module (TPM)
chip on the motherboard can be used to provide security services. On most
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computers, go into the BIOS to enable TPM. The FVEK can be unlocked
in and of four ways:

TPM only, with no user input required

USB only, which means the USB device must be connected for boot
to succeed and useful for computers without TPM support

TPM with a 4- to 20—digit PIN

TPM with a USB key

NOTE Why would you bother with the TPM-only mode with no user input or
USB key required2 What protection does that offer2 The disks do not work
unless they are in the server! If someone wants to steal data at a physical level,
taking the disks out of the server is an easy way to bypass OS security; the thief
can then install them as an additional drive in another computer, giving the most
portability. Because disks are much smaller than a server, someone will notice
you walking out of a building with a server under your shirt. If the disk doesn't
have access to the TPM in the server, the disk is encrypted, and the data is
unavailable, so the TPM-only option protects the disk from being removed from
the server. This can work the other way, too: If you have a motherboard failure
and you replace the motherboard, you have lost the TPM, and you need to use
the recovery key.

With Bitlocker Drive Encryption, because the entire volume is
encrypted, a second partition is needed to store the system information.
This second partition contains the boot files needed for BitLocker to func-
tion and the FVEK in protected form. It’s always the S: drive, and it must
be marked as active and should be at least 1.5GB. For Windows Vista
Ultimate and Enterprise, a utility is available to automatically set up the
drive configuration (see http:/support.microsoft.com/kb/930063). For
Windows Server 2008, you currently need to configure the environment
manually.

BitLocker works on only simple disks and NTFS partitions. The active
partition also needs to contain the boot configuration database and the
boot files and not the main bulk of the OS. This is why when you install
Windows Server, it is a good idea to create a 1.5GB partition at the start of
the disk and make it active. Then you can create additional partitions to
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install the actual bulk of the OS, as shown in Figure 4-1. This sets you up
to easily add BitLocker in the future in addition to a locally installed
Windows Recovery Environment (Windows RE) instance.

= (C:) Simple  Basic
(D) Simple  Basic
aData (F:) Simple  Basic

D VMGUEST (E:) Simple  Basic

Disk Management Volume List + Graphical View

NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 48
NTF5 Healthy (System, Active, Primary Partition)
NTFS Healthy (Primary Partition)

CDFS Healthy (Primary Partition)

195GB  190GB
9.76GB  9.69GB
27MB 0MB

28G8 41.65GB

o w w mlae

L_=Disk 0

Basic (=) () Data (F)

£0.00 GB 1,95 GB NTFS 43,28 GB NTFS 9,76 GB NTFS

Online Healthy (System, Active, Pri ||Healthy (Boot, Page File, Crash Dump, Pri | |Healthy (Primary Partition)

| :
C
: @Ow L:, - Computer = Local Disk (D:) - - @]Iseardﬂ
C
| Fle Edit View Tools Help
Organize v {5 Views ~
Favorita Links Name = |-| Date modified |-| Type |-| Size |-| Tags
$RECYCLE,BIN 1/24/2008 7:47PM  File Folder
[E| Documents Boot 1/24/2008 6:24PM  File Folder
Ej Pictures System Volume Infor... 1/24/2008 6:30 PM  File Folder
E;h Music “ bootmgr 11/22/2007 1:27... System File 326 KB
More » || BOOTSECT.BAK 1/24/2008 6:24PM  BAK File 8KB

FIGURE 4-1

A typical disk configuration for Bitlocker implementation.

The easiest way to create this disk configuration is during the Windows
Server 2008 installation process. Before you perform the disk configura-
tion via the graphical user interface (GUI), press Shift+F10 to open a com-
mand prompt window. From there, you can use diskpart to create par-
titions. The following commands clean disk O of all content, create an
active S: partition of 1.5GB, create a C: partition using the remaining disk
space, and format both partitions as NTFS. If you did not want C to use all
space on the disk, add a size= option in the same manner as for the S:

drive.

C:\>diskpart
Select disk 0
Clean

Create partition primary size=1500
Assign letter=S

Active
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Create partition primary
Assign letter=C

Exit

C:\>format c: /y /q :£s:NTFS
C:\>format s: /y /q :£s:NTFS
C:\>exit

Note that the BitLocker encryption takes effect only if the machine is
shut down (that is, powered off, either via shutdown or hibernate). If a
machine is placed in sleep mode, then upon waking, BitLocker checking is
not performed. (For example, no USB key is required for disk access.)
Therefore, set machines to hibernate after a short period of time in sleep
mode. This is more of an issue for laptops than for servers, but it is a con-
sideration.

The configuration to enable the TPM needs to be done in the BIOS of
the computer. The TPM Windows Management Instrumentation (WMI)
interface provides some capability to enable elements of TPM, which are
exposed with the manage-bde.ws£ script via the -tpm switch. However,
there is normally still BIOS-level configuration needed that is facilitated
via a reboot. A TPM MMC snap-in is also available for aspects of the TPM
management, and it can be launched via tsm.msc.

It is possible to configure BitLocker without a TPM. Doing so requires
the use of a USB key for each computer boot, but this is an option for non-
TPM-capable hardware. You can modify the computer’s policy to enable
non-TPM BitLocker, which you can do by editing the local computer pol-
icy or by setting a Group Policy Object (GPO) that is applied to the appli-
cable servers. The setting is in the Computer Configuration,
Administrative Templates, Windows Components, BitLocker Drive
Encryption area, and you need to enable Control Panel Setup: Enable
Advanced Startup Options and set the Allow BitLocker Without a
Compatible TPM option, as shown in Figure 4-2.

BitLocker drive encryption is a feature in Windows Server 2008 that is
not installed by default; add it via the Add Features Wizard, which you
access via Server Manager. After you install it, restart the server. To install
on the server core, use the ocsetup command, as in the following
example:

Start /w ocsetup BitLocker
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FIGURE 4-2 Enabling BitLocker without a TPM.

You can configure BitLocker in two ways: via the BitLocker Drive
Encryption Control Panel applet, which is installed as part of the
BitLocker feature installation, or via the manage-bde.wsf script that is also
provided. To use the method, start the BitLocker Drive Encryption
Control Panel applet, which shows that BitLocker is currently disabled for
each drive. Then click the Turn on BitLocker link for the Windows vol-
ume, and when the confirmation dialog appears, click Continue with
BitLocker Drive Encryption, as shown in Figure 4-3.

The list of options that can be used for BitLocker is then displayed (for
example, Use BitLocker Without Additional Keys, Require PIN at Every
Startup, and Require a USB Key at Every Startup, which is the only option
if you don’t have a TPM enabled in the server). If you are using a TPM that
is not initialized, you are prompted to initialize the TPM security hardware



150 CHAPTER 4 SECURING YOUR WINDOWS SERVER 2008
DEPLOYMENT

via a wizard that requires a reboot of the server. If you selected a PIN, you
are prompted for the PIN, and if you selected a USB key, you are prompt-
ed for a USB memory device, where the startup key will be saved.

L] 3 Control Panel\BitLocker Drive Encryption ] = I Ellll

’W ~7 m} |Search @‘

File Edit View Tools Help
BitLocker Drive Encryption encrypts and protects your data.

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the volume shown below. You
are able to use the computer normally, but unauthorized users cannot read or use your files.

What should T know about BiLocker Drive Encryption before T turn it on?

Volumes

”.

w
Turn On Bitl ocker
7 Data (Y . off

BitLocker Drive Encryption Platform Check

i L Are you sure you want to use BitLocker Drive
~*— Encryption?

BitLocker Drive Encryption reduces disk throughput. It should
be used on high performance servers only if the computer is
notin a physically secure location.,

See also
| =% (Cancel BitLocker Drive Encryption

Disk Management -% Continue with BitLocker Drive Encryption

FIGURE 4-3  Performing the initial BitLocker configuration.

The next step involves how to store the recovery key, as shown in
Figure 4-4. You can save the password to a USB key, save the password to
a file, or just print the password and store it securely. After you save or
print the password, the Next button is enabled, and you can configure
encryption of the volume and a BitLocker system check, which will result
in a reboot of the server and then encryption being in use (see Figure 4-
5). To turn on BitLocker for other drives, select the option for the drive,
and you are prompted for which recovery key storage to use. The startup
key is the same as for the first drive encrypted, so there are no questions
about whether a USB key or PIN is used, and a reboot is not required; the
actual encryption process is shown onscreen and happens immediately.
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<% BitLocker Drive Encryption = ;Iglil
¢ BitLocker Drive Encryption

Save the recovery password

Save the recovery password for use if BitLocker blodks computer startup.

Why Bitl ocker Drive t block ter from i
o
m
a—'” Save the password on a USB drive E
: =
!{2 | Save the password in a folder §
=
=1
w Print the password
=

Recommendation: Save multiple copies of the recovery password.

9007 ¥IA¥IS SMOGNIM| ¥NOA ONIINDIS

_canel |

FIGURE 4-4  Selecting the location for the recovery password.

2]

BitLocker Drive Encryption encrypts and protects your data.

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the volume shown below. You
are able to use the computer normally, but unauthorized users cannot read or use your files.

What should T know about BitLocker Drive Encryption before I turn it on?

Volumes

Fy_

[ .
c:\ [&] Encrypting
Turn Off BitLocker Manage BitLocker Keys

r:,;;h? Data (F:Y) . Off

Turn On Bitlocker

FIGURE 4-5 The BitLocker state after reboot.

Instead of using the GUI, enable BitLocker from the command line.
The manage-bde.wsf script has full BDE management capabilities, includ-
ing enabling you to view the status of BitLocker on the system and view
which drives can be encrypted with BitLocker.
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C:\Users\Administrator>cscript

wc: \windows\system32\manage-bde.wsf -status

Microsoft (R) Windows Script Host Version 5.7

Copyright (C) Microsoft Corporation. All rights reserved.

Disk volumes that can be protected with
BitLocker Drive Encryption:

Volume C: []

[0S Volume]
Size: 48.28 GB
Conversion Status: Fully Decrypted
Percentage Encrypted: 0%
Encryption Method: None
Protection Status: Protection Off
Lock Status: Unlocked
Key Protectors: None Found

Volume F: [Datal
[Data Volume]

Size: 9.76 GB
Conversion Status: Fully Decrypted
Percentage Encrypted: 0%

Encryption Method: None

Protection Status: Protection Off
Lock Status: Unlocked
Automatic Unlock: Disabled

Key Protectors: None Found

To perform the encryption, use the -on switch with the drive letter.
You can then use various other options, such as -rp, which says to use a
numeric recovery key that you print or save, and -sk to target a speciﬁc
external device to contain the key (which needs to therefore be inserted at
each reboot). Note that if you use the command line, you can use a floppy
drive as a location for the BitLocker key, which is useful for virtual testing.

C:\>cscript c:\windows\system32\manage-bde.wsf -on C: -rp -sk f:
Microsoft (R) Windows Script Host Version 5.7
Copyright (C) Microsoft Corporation. All rights reserved.
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Volume C:
[0S Volume]
Key Protectors Added:

Recovery Key:
ID: {25665FC0-A95E-4332-B341-FOE5B348E782}
External Key File Name:
25665FC0-A95E-4332-B341-FOE5B348E782.BEK
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Saved to directory f:

Numerical Password:
ID: {2867192F-70A3-4FFC-A7D3-7732FBA1A707}
Password:
576411-392634-161348-117491-324764-672672-286902-114169

ACTIONS REQUIRED:

1. Save this numerical recovery password in a secure loca-
tion away from your computer:

576411-392634-161348-117491-324764-672672-286902-114169

To prevent data loss, save this password immediately. This
password helps ensure that you can unlock the encrypted volume.

2. Insert a USB flash drive with an external key file into
the computer.

3. Restart the computer to run a hardware test.

(Type “shutdown /?” for command line instructions.)

4. Type “manage-bde -status” to check if the hardware test
succeeded.
NOTE: Encryption will begin after the hardware test succeeds.

When the reboot is complete, the encryption starts, as with the GUI
configuration.

One cool feature with the command-line interface is that you can
pause the encryption if it's having a system performance (but this is
uncommon on modern hardware) via the -pause switch with manage-
bde.wsf, as in the following example:

c:\windows\system32\manage-bde.wsf -pause C:
To resume encryption, use the following:

c:\windows\system32\manage-bde.wsf -resume c:
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BitLocker does have an integrity concern if you use a PIN or USB key
to unlock the FVEK: If you lose the USB key or forget the PIN, because
you won't be able to unlock the drive, the data you were trying to secure is
now so secure you can’t access it. Therefore, when you enable BitLocker,
you can configure a recovery password as an emergency access control, and
this recovery password should be kept in a secure location so it’s not lost
but also can’t be easily accessed. As an alternative, you can store the recov-
ery password in Active Directory (AD). (This process is documented on
TechNet. Search http://technet.microsoft.com for “BitLocker drive
encryption Active Directory back up.”)

If you ever need to use the restoration password—for example, if you
can’t remember the PIN or if you lose the USB device—you are prompt-
ed to enter the recovery password automatically.

To decrypt a BitLocker-enabled drive, use the -of £ switch with the
volume name. You have some options here. There are times when you
need to disable the normal BitLocker process (for example, during a major
upgrade, such as an in-place upgrade but not a normal service pack or hot-
fix application). Other situations, such as BIOS updates and TPM firmware
and other component changes, might modify the boot environment and
also require BitLocker to be disabled. Notice this is disable and not
decrypt. When you decrypt, the entire drive is decrypted and is stored in
clear form. When you disable BitLocker, the drive is left encrypted, but the
BitLocker volume master key is encrypted with a clear key that is stored
on the local drive in an unencrypted form, meaning access to the
BitLocker encrypted drive is possible without any USB, PIN, or TPM
help. This saves the time of decrypting and then encrypting again (which
could take hours) after the changes but still relies on booting from the S:
drive initially, which does not work for system upgrades, hence the need
for certain scenarios requiring a decryption first.

To decrypt/disable, access the BitLocker Drive Encryption Control
Panel applet and click the Turn Off BitLocker link. A dialog appears, giv-
ing you the option to disable or decrypt, as shown in Figure 4-6. If you dis-
able and then want to enable again, just go back to the BitLocker Drive
Encryption Control Panel applet and select the Turn On BitLocker link.

One snippet of information you may have heard about BitLocker is
that its “unbreakable encryption” is vulnerable to a cold boot attack. A cold
boot attack is nothing new; its use against BitLocker is just a new twist on
an old technique, facilitated by the fact that when you turn off a comput-
er, the volatile RAM keeps the information stored for between 2.5 and


http://technet.microsoft.com
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30 seconds under normal circumstances and even minutes if you cool the
RAM chips. This is mainly a problem for DRAM memory, which uses a
capacitor for each bit. With a cold boot attack, a hacker powers off a com-
puter and then boots it to a special program that copies the content of the
memory to a USB key. Then the hacker can scan the dump of the memo-
ry for the old information and extract keys that are used for the disk
encryption. There are some algorithms available that make finding the
encryption keys among all the memory dumped quite easy.
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Volumes
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L_‘:% c:\ W on

Turn Off Bittocker Manage BitLocker Keys

BitLocker Drive Encryption B x|

Decrypt all drives to turn off BitLocker

BitLocker encryption keys for connected drives are stored on the OS drive. Decrypting the OS drive requires
- that all the BitLocker protected drives be decrypted. BitLocker protected drives previously connected to this
computer will require recovery.

<% Disable BitLocker
BitLocker Drive Encryption will be disabled. Your encryption key could be exposed with possible security
risks if any changes are made to your system.

=% Decrypt all drives
All drives will be decrypted. This may take considerable time. You can monitor the status of the
decryption.

_cancel |

Whatis the difference between disal Bitl ocker Drive Encryption and df ing the volume?

FIGURE 4-6 To turn off BitLocker, use Disable to avoid decrypting the entire drive.

To protect against cold boot attacks, exercise good physical security on
your servers and disable booting from USB devices. These measures can-
not stop an attack, but they make an attack harder to accomplish. If an
attacker has the physical box, she can power it down, take out the RAM,
and put it in another box (unless you solder the RAM to the motherboard).
To protect against these attacks on laptops, power them off and do not
leave them in sleep mode in public. The use of a TPM does not help
because the TPM stores the key initially and then puts it in memory to do
decryption.

You can see a video of cold boot attacks in action at www.hackaday.
com/2008/02/21/breaking-disk-encryption-with-ram-dumps/, and you can
find a full paper on these attacks at http://citp.princeton.edu/pub/
coldboot.pdf.
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Active Directory Certificate Services (ADCS)

Multiple places in this book speak of certificates, particularly regarding
Secure Sockets Layer (SSL) and the encryption of data. You have seen a
number of options, including self-signed certificates, which require extra
steps on clients to use the certificates. At the other end of the scale, you
can purchase certificates from Internet trusted certificate authorities
(CAs), such as VeriSign and RapidSSL, which are trusted by all Internet
clients but cost money. In the middle are domain certificates, which are
issued by a CA that exists within your infrastructure. A domain certificate
is a great solution for services that are used internally in an organization
or only by clients who are part of the domain and so will trust the
domain’s CA.

When you make a server a CA, you cannot change its name or domain
membership. You can’t even promote or demote its domain controller sta-
tus, so make sure your server is as needed from a configuration perspective
before you install ADCS on it.

ADCS is a vast and complex topic. This section skims over the main
concepts and walks through a few usage examples, but if you need to use
ADCS within your organization, go to the Microsoft web site for great
information and walkthroughs on public key infrastructure. ADCS help in
Windows Server 2008 is also thorough.

Types of CAs

A CA is a core piece of ADCS that provides a number of services, includ-
ing verifying the identity of a party requesting a certificate, issuing certifi-
cates to a verified requestor, and managing the revocation of certificates,
where needed.

There are a number of different types of CA available:

m A root CA is the topmost CA in the CA hierarchy and is also the
most important because the entire rest of the CA hierarchy is based
around certificates issued by the root CA. A root CA certificate is
self-issued, and there is always a root CA in the hierarchy. The root
CA issues certificates to other CAs in the enterprise and optionally
to users, computers, services, and so on, depending on the CA hier-
archy. It is common for the root CA to be an offline CA, which
means it is disconnected from the network and locked away
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somewhere safe after it has given certificates to subordinate CAs in
the enterprise, and it is brought out only when its direct subordinate
CAs need their certificates renewed.

m An intermediate CA is a CA that is subordinate to another CA—for
example, subordinate to the root CA or even subordinate to a CA
that is subordinate to the root CA. The structure of the CAs will
depend on the size and needs of an organization. A special type of
intermediate CA is known as a policy CA, and its only job is to issue
certificates to other CAs.

m An issuing CA is a CA that issues certificates to users, computers,
services, and network devices.

These three types of CA typically create a hierarchy of CA services, as
shown in Figure 4-7. However, it would also be possible for an issuing CA
to be subordinate to the root CA, but this is just not common if there are
intermediate CAs.

Root CA

fo—

-l
|

Intermediate CA

/\ Intermediate CA

|

§ Fr— § e —
0 —— 0 —
NS NS
j Issuing CA /\ Issuing CA Issuing CA
o — o — o —

&/
&/

FIGURe 4-7  Typical CA hierarchy.

The reasons for having more than one CA of any type vary and can
include geography of the infrastructure (for example, you may want local
CAs at certain locations), load balancing, fault tolerance, and the usage
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type of certificates. (For example, you may want a CA to give out only cer-
tain types of certificate.)

In addition to the placement of a CA in the hierarchy, the Windows
Server 2008 ADCS supports two types of CAs: enterprise and stand-alone
CAs.

An enterprise CA must be part of a domain, and it uses group policy to
distribute its certificate to the Trusted Root Certification Authorities cer-
tificate store for all users and computers in the domain; all users and com-
puters in the domain will trust certificates issued by the enterprise CA. An
enterprise CA also publishes user certificates and the Certificate
Revocation List (CRL) to AD and can even publish to other domains, pro-
vided that the CA is a member of the other domains” Certificate Publishers
group. Certificate templates can be used to facilitate the automatic issuing
of certain types of certificate, which is useful in a domain environment.

A stand-alone CA does not use AD, and it requires more manual work
(such as manual configuration of clients to trust the stand-alone CA
because certificate templates cannot be used) and manual certificate
request approval.

Consider your certificate needs and plan your CA hierarchy and the
roles of each CA. It is common to make the root CA an offline stand-alone
root so that after it issues certificates to the intermediate/issuing CAs, the
root CA is removed from the network. Make the root CA stand-alone
because you plan to remove it from the network, and if it were part of the
domain, its computer account would expire when it was removed from the
network, and that would cause problems. The intermediate and issuing
CAs are enterprise CAs and take advantage of AD. In contrast, in a small
environment with a few hundred users, you could have a single enterprise
root CA that issues certificates to users and computers without any sepa-
rate intermediate or issuing CAs.

Installing ADCS

Like everything else in Windows Server 2008, install ADCS via the Server
Manager. And because ADCS is a primary function of a server, it is a role
and not a feature. After you select the ADCS role, perform a number of
configuration steps via the Add Roles Wizard.
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ADCS includes a number of services. The core service is the CA,
which is selected by default. There is also a CA Web enrollment page,
which provides a handy way to requests certificates via a Web browser.

The Online Responder component of ADCS is an alternative to a
CRL, and it contains a list of all revoked certificates. Online Responder
performs a similar function to a CRL, but instead of publishing a list, it
allows a client to query the status of a specific certificate, and then it
responds with the status of the queried certificate. This has the advantage
of requiring less data to be sent over the network; in addition, the compa-
ny does not share all of its revoked or suspended certificates.

The Network Device Enrollment Service allows devices that do not
have network accounts to request certificates.

Let’s look at an example of enabling the CA and CA Web enrollment.
The first configuration required is the type of CA to install, as described in
the “Types of CAs” section. Say that you have a small organization that
requires a single CA integrated into AD, which will be the root CA and
issue certificates. You therefore need to select an enterprise CA instead of
stand-alone. On the next screen, because this is the first CA server in the
environment, select that this is a root CA.

The next screen asks if a new private key should be generated or if an
existing one can be used. You can accept the default for ADCS to create a
new private key. Next, you specify the cryptography to use for the new pri-
vate key, as shown in Figure 4-8. The default options are fine for most
environments. The strong private key feature sounds nice but requires a
password to be entered each time the private key is used, which is anytime
a cryptographic operation is performed, so unless this CA is going to be a
nonissuing root CA that is effectively offline most of the time, you don't
want to enable that option.

By default, the name for the CA is <domain name>-<server
name>-CA (if it is part of a domain). This name is placed in all issued cer-
tificates. Modify it to something else if you want (for example, savilltech-
CA) and leave the distinguished name suffix unmodified because that will
be your domain name. You are prompted for the certificate validity, which
is five years by default, and you may need to shorten this time based on the
usage for the CA and the security in place to protect it. The shorter the
time, the more secure it can be considered, but there may then be addi-
tional work during certificate renewal.
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5 Server Manager
File A
‘Add Rales Wizard x|
a9
T Servi
Pr ’ Configure Cryptography for CA
& F
= ]
i ¢ BefereYou Begin To create a new private key, you must first select a cryptographic service provider, hash algorithm, and key length
{3 5 ServerRoles that are appropriate for the intended use of the certificates that you issue. Selecting @ higher value for key length
= O will result in stronger security, but increase the time needed to complete signing operations.
Role Services
S Select a cryptographic service provider (CSP): Key character length:
T [RsA#Microsoft Software Key Storage Provider i o] |
Private Key Select the hash algorithm for signing certificates issued by this CA:
Cryptography shal -
CA Name md2
Validity Period mdd
Certificate Datab: md5
ertificate Database e =l
Confirmation
Progress I~ Use strong private key protection features provided by the CSP (this may require administrator interaction every

time the private key is accessed by the CA)
Results

More about cryptographic options fora CA

< Previous | Next > Install Cancel

FiGure 4-8  Configuring cryptography for the new private key.

Finally, the location for the certificate database and log files is request-
ed; by default, it is %windir%\system32\CertLog. The best practice is to
place the database files on one set of disks and the log files on a separate
set of disks for high-availability purposes and to minimize any data loss due
to disk failure. After you make all settings, click Install to perform the actu-
al installation and enable ADCS in your domain.

Trusting Your New CA

After you install your new enterprise CA, the next step is to make all
domain clients trust the new CA to avoid issues with the CA not being a
trusted root. When you created the new CA, the certificate should have
been published into AD, and an event should have been written by the CA
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into the Application event log (event ID 103), informing you of the steps
to perform to verify and remediate if not present, as shown in the follow-
ing example.

5

2

e

=
Log Name: Application 3
Source: Microsoft-Windows-CertificationAuthority o g
Date: 1/16/2008 4:15:20 PM 5 =
Event ID: 103 g EE
Task Category: None = g
Level: Warning ;
Keywords: Classic 2
User: SYSTEM o
Computer: savdaldcOl.savilltech.net §
Description:

Active Directory Certificate Services added the root certificate
of certificate chain 0 to the downloaded Trusted Root Certifica-
tion Authorities Enterprise store on the CA computer. This
store will be updated from the Certification Authorities con-
tainer in Active Directory the next time Group Policy is
applied. To verify that the CA certificate is published cor-
rectly in Active Directory, run the following command:
certutil -viewstore “ldap:///CN=savilltech-CA,
CN=CertificationAuthorities,CN=Public KeyServices,CN=Services,
CN=Configuration,DC=savilltech,
DC=net?cACertificate?base?objectClass=certificationAuthority”
(You must include the quotation marks when you run this com-
mand) . If the root CA certificate is not present, use the Cer-
tificates console on the root CA computer to export the
certificate to a file, and then run the following command to pub-
lish it to Active Directory: Certutil -dspublish %certificate-
filename$% Root.

You see your root certificate now (see Figure 4-9). The actual certifi-
cate is pushed to members of the domain as part of group policy refresh.
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&8 Administrator: C:\Windows\system32\cmd.exe - certutil -viewstore "Idap:///CN=savilltech-CA,CN=Certifica... —|01| X|
Microsoft Windol [version 6.0.6001] B
Copyright (c) 2006 Microsoft Corporation. ATl rights reserved.

C:\Users\Administrator.SAVDALDCOZ2>cdY

savilltech-CA,CN=Certification Authorities,(
CN=Configuration,DC=savilltech,DC=net?cACertif]
ertificationAuthority”
,CN=Certification Authorities,CN=Public Key Servi
n,DC=savilltech,DC=net?cACertificate?bhase?objectC]

View Certificate Store

Select Certificate

Issued to
savilt...

saviltec...  <Al> MNone 1/16/2013  Notavail...

Certificate

General |Dstz||s | certification Path

P—
‘ L g, Certificate Information
This certificate is i for the

» Al issuance policies
» Al application policies

Issued to: saviltech-CA

Issued by: saviltech-CA

valid from 1/16/2008 to 1/16/2013

Instal Certifcate...| 1zsuer Statement |

Learn more about certificates

FIGURE 4-9  Verifying certificate publishing state in AD.

Managing ADCS

The ADCS area in Server Manager links to three snap-ins. The first,
Enterprise PKI (PKIView), is a tool that was part of the Windows Server
2003 resource kit and is used to analyze the health of a CA, as shown in
Figure 4-10. It is a good place to go to for an overview of the Enterprise
PKI hierarchy and health.
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i Server Manager (SAVDALDCOL) savilltech-CA (V0.0) OK

B & Roles o . | Name Status Expiration Date | Location
=] 'ﬁ Active Directory Certificate Servic I:i?}‘ CA Cerfificate oK 1/16/2013 4:15 ..
Enterprise PKI
E 3 Enterprise =1 ATA Location #1 1/16/2013 4:15 .., Idaps///CN=savilltech-d

G saviltech-CA(/00) 150 AIA Location 22 oK 1/16/2013 4:15 ... http://savdaldcOl.savillt
H Certificate Templates (savdald ocation o pifisavda sl

=) !ﬂ savilltech-CA CDP Location #1 oK 1/31/2008 4:25 ... |dap:///CN=savilltech-C
7] Revoked Certificates DeftaCRL Location #1 oK 1/29/2008 4:29 ... Idap:///CN=savilltech-C
[ Issued Certificates DeltaCRL Location #2 oK 1/29/2008 4:29 ... http://savdaldc0l.savillt
[7] Pending Requests CDP Location #2 oK 1/31/2008 4:25 ... http://savdaldcDl.savillt

[ Failed Requests
=] Certificate Templates

FIGURe 4-10  Viewing CA health with Enterprise PKI.

The second snap-in, Certificate Templates, displays all certificate tem-
plates configured on the selected server, which by default is the local serv-
er. The key item here is that these templates all perform certain functions
and are configured around the format and content of a certificate. There
are three versions of certificate templates:

m Version 1. Version 1 templates, created by default on a new CA,
support many different types of certificate use and are supported by
Windows 2000 and above.

m Version 2. Introduced with Windows Server 2003, Version 2 tem-
plates add features such as autoenrollment capabilities and allow
customization of most settings in the template. They are supported
on XP/2003 and above.

m Version 3. Introduced with Windows Server 2008, Version 3 tem-
plates allow the use of Suite B cryptographic settings, which offer
advanced options for encryption, digital signatures, key exchange,
and hashing. These templates are supported only on Windows
Server 2008 and Windows Vista.

Convert preconfigured certificate templates to Version 2 or Version 3
templates by selecting the certificate template and selecting the Duplicate
Template action, as shown in Figure 4-11. Selecting Windows 2003 Server
creates a Version 2 certificate template and selecting 2008 creates a
Version 3 certificate template.
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Duplicate Template x|

‘You can areate certificate templates with advanced properties. However,
not all Windows CAs support all certificate template properties.Select the
version of Windows Server (minimum supported CAs) for the duplicate
certificate template.

& Windows 2003 Server, Enterprise Edition
" Windows Server 2008, Enterprise Edition

Learn more about Certificate Template Versions,

FIGURE 4-11
template.

OK I Cancel |
Turning a Version 1 certificate template into a Version 2 or Version 3
Autoenrollment

Let’s use a certificate template by configuring the Exchange Signature
Only certificate template as autoenrolled so all users in the domain receive
an Exchange Signature-style certificate:

1.

2.

Right-click the Exchange Signature Only template and select
Duplicate Template from the context menu.

Enter a name for the new template on the General tab (for exam-
ple, Exchange Signature Only Custom). As shown in Figure 4-12,
do not enable publishing in AD for digital signatures; it is not
needed for signatures because the certificate is enabled in the pay-
load of the message sent. If you were creating a certificate for mail
encryption, such as Exchange User, enable publishing to AD. This
would result in the public certificate being placed in the user’s
userCertificate attribute. This public certificate for the user is
queried via the global catalog by the sending party and will be vis-
ible under the Published Certificates tab for the user in the AD
Users and Computer’s MMC snap-in. Under Request Handling,
set the Purpose to Encryption.

. On the Request Handling tab, set the purpose to Signature. Select

Enroll Subject Without Requiring Any User Input and check the
Allow Private Key to Be Exported box. Optionally (if the option is
not grayed out because it is applicable to the type of certificate you
are duplicating), check Archive Subject’s Encryption Private Key if
you have archiving enabled. (If you don’t have this configured on the
CA and you check this option, it causes autoenrollment to fail. It is
advisable to enable the key archived in case a private key is lost.)
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4. On the Subject Name tab, set Build from This Active Directory
Information, set Subject Name Format to Fully Distinguished
Name, and check Include E-Mail Name in Subject Name.

5. On the Security tab, ensure that Read, Enroll, and Autoenroll are

enabled for the users who will autoenroll (for example, Domain

Users). Use any global or universal group here (not a domain

local), as shown in Figure 4-13. Some companies have a process

whereby users are added to a group if they require certain certifi-
cate autoenrollments, which then are processed on their next login
or group policy refresh.

Click OK to create the new template.

Under Certificate Templates within the Certification Authority

MMC snap-in, right-click and select New, Certificate Template to

Issue. This important step tells the CA which type of certificate

templates it can use to issue certificates to requestors.

8. Select a certificate you want to issue (for example, the new
Exchange Signature Only Custom template, as shown in Figure 4-
14) and click OK. (Certificates that are already being issued are not
shown in the dialog box.) Ensure that you choose the copied tem-
plate that you created and not the original. The base template sup-
plied does not have autoenroll permitted; you have to use your cus-
tomized copy.
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lssuance Requirements | Superseded Templates I Edensions | Security |
General | Request Handling I Cryptography I Subject Name

Template display name:
|Exdﬂange Signature Only Custom

Minimum Supported CAs: Windows Server 2008

After you apply changes to this tab, you can no longer change the template
name.

Template name:
IExchangeﬁgnmurean'Cuﬁom

Validity period Renewal period:

[ Tleas ] [ [weas ]

™ Publish certificate in Active Directory
I Do not automatically reenrall if a duplicate certificate exists in Active

Directony

For automatic renewal of smart card cedificates, use the existing key
if @ new key cannot be created

0K | cancd | Ay | Hp |

FIGURE 4-12  Configuring the General properties of the new certificate template.
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Issuance Requirements | St T

Group or user names;

Request Handling I Cryptography I Subject Name |
| Bensions  Security

General |

82, Mutherticated Users

a savadmin (savadmin@saviltech net)

82, Domain Admins (SAVILLTECH\Domain Admins)

82, Domain Users (SAVILLTECH\Domain Users)

82, Enterprise Admins (SAVILLTECH \Entemise Admins)

Add.. Remove |

Permissions for Domain Users Allow Deny
Full Control O O
Read O
Write m] O
Enroll O
Autoenroll O
For special permissions or advanced settings, click Advanced
Advanced.
Leam about sccess control and permissions
ok [ Cancsl | My | Hep |

FiGure 4-13  Configuring the Security properties of the new certificate template.

i Server Manager (SAVDALDCO1)
= i) Roles
= B Active Directory Certificate Servic:
= &5 Enterprise PKI
) savilitech-CA (V0.0)
@ Certificate Templates (savdald
H e savilltech-CA
7] Revoked Certificates
[ Issued Certificates
[ Pending Requests
[] Failed Requests
ﬂ Active Directory Domain Services
&l DHCP Server
5!: DNS Server
i% File Services
E‘- MNetwork Policy and Access Servic
qﬁ Terminal Services
% ‘Web Server (TI5)
Ei Features
i Diagnostics
l Configuration
g Storage

Certificate Templates
Name Purpose

Actions

Certificate Templates

= Directory Email Replication Directory Service Email Replication
{5l Domain Controller Authentication
Hers Recovery Agent

[H Basic EFS

File Recovery
Encrypting File System

Select one Cedificate Template to enable on this Certification Authority.
information about this template has been replicated to all domain controllers
Al

For mare information, see Certficate Template Concepts

Client Authentication, Server Authentic...

of the certfficate templates in the organization may not be available to your CA.

More Actions

Mote: If a certificate template that was recently created does not appear on this list, you may need to wait until

[ intended Purpose

Name

Code Signing
<All>

@ Code Signing
T Cross Certification Authority

Certificate Request Agent
Certificate Request Agent
Certificate Request Agent

5] Enrollment Agert

] Enroliment Agert (Computer)

T Bxchange Enroliment Agert (Offine request)

E Exchange Signature Onty Secure Email
ature Only Custom Secure Email

[ Exchange User Secure Email

Hl Ipsec P security IKE intermediate

_-ﬁl IPSee I0fine o iest) IP sacuritv IKF intemeadiata

4

FiGure 4-14 Adding a certificate template that can be issued by a server.
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The new certificate template can now be issued by the CA, and with
the security you configured, autoenrollment is permitted. The last step is
to use group policy to configure autoenrollment. Open a GPO that is
linked to the domain, site, or organizational unit (OU) that contains the
users/computers that should participate in autoenrollment. Then navigate
to Computer Configuration, Policies, Windows Settings, Security Settings,
Public Key Policies and double-click Certificate Services Client,
Autoenrollment. Set the policy to Enabled and also enable the boxes to
automatically renew certificates and update certificates as well as to notify
when a certificate reaches a certain percentage of its lifetime. Repeat this
configuration on the user configuration, as shown in Figure 4-15.

__E,r Group Policy Management Editor ;Iﬂlﬁl
File Action View Help

5| 2@ B Hm

|E] Certificate Autoenroliment [SA\ | Object Type

B % Computer Configuration B Enterprise Trust

|__—| Policies [ Trusted People

|| Preferences @ Certificate Services Client - Credential Roaming
=Y U:‘E’ Configuration @ Certificate Services Client - Auto-Enrollment

B | Policies

] Software Settings

B[] Windows Settings

&L Remote Installatii Define Policy Settings

)| Seripts (Logon/Le

=] E Security Settings

B [ Public Key Po

[ Enterprise

7] Trusted Py Configuration Model: IEnabIEd LI

[ Software Rest

(C7] Folder Redirectio

alli Policy-based Qof

&1 Internet Explorer

=] Administrative Temg
] Preferences

Enroll user and computer certificates automatically

[V Renew expired certificates, update pending certificates, and remove
revoked certificates

¥ Update certificates that use certificate templates

™ Expiration notification

Show expiry notifications when the percentage of remaining certificate
lifetime is

m;l %

Learn more about Automatic certificate management

o] e

FiIGUre 4-15  Enabling autoenrollment for users.

When the user or computer refreshes group policy via a logon/startup
or via gpupdate, the new autoenrollment setting is read, and the
user/computer checks for templates for which it can autoenroll. A log is
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written to the Application event log of ID 19, showing the autoenrollment
event and failures write an event ID 13. The process of receiving a cer-
tificate may take up to 90 seconds.

You can view certificates via the Certificates MMC snap-in. If you are
looking for a user-issued certificate, ensure that you select the user’s cer-
tificate store when adding the snap-in to your MMC instance.

Manual Certificate Requests

More commonly than receiving certificates via autoenrollment, you receive
them via manual requests, which can be done using the Certificates MMC
snap-in or, if Web enrollment was installed on the CA, via the CA’s Web
page.

To use the Certificates MMC snap-in, select Request New Certificate
from the All Tasks action item to launch the Certificate Enrollment screen.
Click Next, and a list of the supported templates for the CA is displayed,
as shown in Figure 4-16. Check the types of certificates you want to receive
and click the Enroll button. The request is sent to the CA, and after a few
seconds, you see a dialog that lists the certificate request as Succeeded.
This hands-off approach is possible thanks to the integration with AD. If
the certificate shows as Enrollment Pending, it must be manually approved
on the CA.

(== % ]

5 Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enroll.
[F] Administrator j‘JSTATUS:AvaiIEhle Details v
[ Basic EFS j‘JSTATUS:AvaiIEhle Details +
[] EFS Recovery Agent y STATUS: Available Details v
[ Exchange Signature Only Custom j‘JSTATUS:AvaiIEhle Details v
[ User y STATUS: Available Details v

[ Show all templates
Learn more about certificate types

Enroll

FIGURE 4-16 Requesting a new certificate.
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You can also perform a more complex certificate request via All Tasks,
Advanced Operations, Create Custom Request. This allows a similar set of
functionality, but the request can be saved to a file for offline processing,
which means it can be serviced by any CA and not just the enterprise CA.

Viewing Certificates on the CA

You can see the certificates that a CA has issued and revoked in addition to
viewing the pending and failed requests via the main Certificates snap-in.
The Failed Request node shows the reason for a certificate issuance fail-
ure (for example, insufficient information in the request to complete the
certificate enrollment).

By default, an enterprise CA automatically issues certificates.
However, you can modify this behavior via the Policy Module tab of the
Properties dialog, as shown in Figure 4-17. You can configure all pending
requests to be manually approved. This is not the best practice; you should
instead configure manual authorization as part of the certificate template
configuration under Issuance Requirements by enabling the CA
Certificate Manager Approval option under the Issuance Requirements
tab of the certificate template properties.

savilltech-CA Properties ilil
Edensions I Storage I Certificate Managers |
Enrollment Agents | Audting | Recovery Agents I Security ,l L
et Policy Madule | ST o s S Ejz[
Description of active policy module Request Handling |
Name: Windows default
The Windows defautt policy module controls how this CA should handle
D Specifies how to handle requests for cerificate requests by default.
Enterprise and Stand-alone CAs
oios A Da the following when a cerificate request is received:
Copyright = Microsoft Corporstion. All rights reserved.
" Setthe cerificate request status to pending. The administrator must
explicitly issue the certfficate.
Properties... Select...
% Follow the settings in the certificate template, if applicable.
Otherwise, automatically issue the cerfficate.
S - I T oK | Cancel Apply

Ficure 4-17

Configuring the automatic approval.
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If there are requests in the Pending Requests node, you can issue or
deny (as part of the All Tasks action) them, and you might want to exam-
ine whether these requests are ones you want to manually authorize if you
are getting a lot of them; in that case, remove the CA Certificate Manager
Approval option on the certificate template, or perhaps the server is con-
figured to not allow automatic approval as per the setting mentioned pre-
viously.

The Certificate Templates node shows all the certificate templates the
CA can issue. Remember to use New, Certificate Template to Issue to
enable the CA to issue a new certificate template type.

Credential Roaming

Take care when using autoenrollment for the Exchange User certificate,
which encrypts messages if users log on to more than one machine to
access mail.

Encrypted messages are encrypted using a generated symmetric key
(meaning it both encrypts and decrypts the message), and the symmetric
key is transmitted with the message encrypted with the recipient’s public
key. This means that only the recipient’s private key can decrypt the sym-
metric key and thus decrypt the message.

If autoenrollment is used and a user logs on to multiple machines, a
new set of private and public keys will be generated for that user on each
machine (because a separate profile is used on each machine), and so
depending on which public key encrypts a message, the recipient will be
able to open the message only on the computer with the paired private key.
On all other machines, the corresponding private key would be missing, so
the message would not be readable. A solution for this problem would be
to store these certificates (private keys) on smart cards that travel with the
user instead of on the machines. You could also use roaming profiles, so the
user always has the same profile, and therefore, no additional certificate
enrollments will take place; however, this is cambersome.

Credential roaming, which is part of Digital Identity Management
Services (DIMS), allows certificates and private keys to be stored in AD.
Therefore, no matter where a user logs on, the certificate and private key
information is downloaded to her session from AD. This functionality is
supported only on Windows Vista, Windows XP Service Pack 2, Windows
Server 2003 Service Pack 1, and Windows Server 2008 boxes. All domain
controllers in the domain must run Windows Server 2003 Service Pack 1
or above.
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To enable credential roaming, use group policy: Select User
Configuration, Policies, Windows Settings, Security Settings, Public Key
Policies and double-click the Certificate Services Client — Credential
Roaming policy. Set the policy to Enabled, and the default options work for
most environments but can be modified if required, as shown in Figure
4-18.

=/ Group Policy Management Editor
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File Action View Help
e | aE EE/6mE

=] Default Domain Palicy [SAVDAL [ Object Type

= & Computer Configuration (] Enterprise Trust General
[ Policies [ Trusted People
1 Preferences [ Certificate Services Client - Credential Roaming " Not Configured
=X Pfe;("‘?"_ng""m"" [l Certificate Services Client - Auto-Enroliment & Enabled
= 1 Palicies .
[ Software Settings Dk
B ] Windows Settings Maximum tombstone credentials lifetime in days:
&L Remote Installatis
|2 Seripts (Logon/Le 80
B [ Security Settings
B [ Public Key Pa Maximum number of roaming credentials per user:
(] Enterprise
[ Trusted Pu 2,000 _,::'
(] Software Rest
Folder Redirectio Maximum size (in bytes) of a reaming credential:
Palicy-based Qo
Internet Explorer 65,535 _|:|
5] Administrative Temg

[ Preferences I™ Roam stored user names and passwords

Learn more about Credential roaming

'TI Cancel Apply

FIGURE 4-18 Enabling credential roaming.

The first time a user logs on and sees that credential roaming has been
enabled, all the certificates in the user’s store are copied to AD, and from
that point on, any new certificates are synchronized between AD and any
computer the user logs on to.

Authentication Protocols

As mentioned earlier, security involves both authentication and authoriza-
tion. The topic of authorization—in particular, accurate authorization—is
critical because everything done regarding security is based on ensuring
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that users are who they say they are, so the protocols used need to be fool-
proof. Two such protocols are NTLM and Kerberos.

NTLM and LAN Manager

Prior to Windows Server 2000 and AD, NTLM Authentication was the rec-
ommended challenge/response authentication system. It was developed for
use with the Windows Server NT line and its enterprise client versions,
such as Windows NT 4.0 Workstation, Windows 2000 Professional, and so
on. NTLM worked by running a user’s password through a complex math-
ematical function and then storing the result, known as the password hash,
in the Security Account Manager (SAM) database. When a user wanted to
log on, he typed his password, which was then run through the same math-
ematical function, and if the hash matched that stored in the SAM, the user
must have entered the correct password and was considered authenticated
for that resource request. Those requests included logging on to a client in
the domain and accessing a server resource, and every time, the resource
being accessed would have to communicate with a domain controller to
authenticate the user, which was a burden on the server.

However, if all that the client sent was the hash of the password, then
it would be easy to sniff the value on the network and fake requests from
the client. Instead, the hash is used as part of the NTLM challenge/
response, which goes like this:

1. The user wants access to a resource on a server she has not com-
municated with as part of the logon session, and so the user sends
the server her username in plain text.

2. The server makes up a random 16-byte number and sends it to the
client. This is the challenge.

3. The client encrypts the challenge with the hash of the user’s pass-
word and sends it to the server.

4. The server sends to a domain controller the username, the chal-
lenge sent to the client, and the response received from the client.

5. The domain controller looks up the password hash based on the
username and uses the hash to run the encryption on the challenge
that was sent to the client. If the result matches that generated by
the user, she had the right password, and she is authenticated.

With this process, the user’s raw hash is not sent over the network.



AUTHENTICATION PROTOCOLS 173

Prior to NTLM, there was just LAN Manager authentication, which is
weak by today’s standards because, among other reasons, the hash gener-
ated is easier to break than the NTLM hash. With LAN Manager, the pass-
word is stored as all uppercase characters, reducing the number of combi-
nations possible, and the password is broken into two seven-character
chunks, making it easier to break. With Windows Vista and Windows
Server 2008, the LAN Manager hash is not stored. There are two versions
of NTLM:

m NTLM Version 1. A more secure challenge/response authentica-
tion than LAN Manager, using 56-bit encryption for protocol secu-
rity and passwords stored as NT hashes. It is used by clients running
Windows NT 4.0 Service Pack 3 and below.

m NTLM Version 2. The current version of NTLM, which uses 128-
bit encryption and is used for machines running Windows NT 4.0
Service Pack 4 and above. This is the most secure challenge/
response authentication available.

Kerberos

NTLM is an old protocol, and although it still works and is effective, it has
some limitations:

m It’s not a fast protocol and has a high overhead.

m Each client access requires the server to contact a domain controller
for verification, putting a load on the server.

It is a proprietary protocol, which reduces its supportability.

It provides no support for delegation of authentication.

m It does not allow servers to authenticate with other servers.

For AD, Microsoft chose Kerberos as the default protocol. (Although
NTLM Versions 1 and 2 are still supported for backward-compatibility.)
Kerberos is an industry standard defined in RFC 1510, and it is named for
the three-headed dog that guards the gates of Hades because Kerberos
involves three parts: the client, the server the client wants to talk to, and
the Key Distribution Center (KDC) enabling the secure communication
(see Figure 4-19). Users contact the KDC for access to a server, and serv-
ices on servers also contact the KDC to enable access to other servers; this
communication is a key part of the AD-based secure infrastructure.
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I’'m user John and here is the time encrupted with my
password hash. Request a Ticket-Granting Ticket (TGT).

1

Authentication Service
(AS)
Here is your TGT and a session key to use for future
communications. Decrypt with your password hash.

I'm user John and here is my TGT. Please
give me a session key for Server ServA.

Ticket-Granting Service
(TGS)
Here is your session key and a ticket to give to "
Server ServA for communication with you. ~ o

I'am John and here is the time encrypted with
the session key. Also, here is your ticket.

1

Client/Server
Session

ServA

FIGURE 4-19  The basic steps for Kerberos-based client/server communication.

The idea is if two people know a secret, they can communicate, and
they also know the other person is who they say they are. You can't just
send a secret over the network as just text because anyone with a network
sniffer could find it. The Kerberos protocol solves this problem by using
secret key cryptography. Rather than sharing a password, communication
partners share a cryptographic key. This key is symmetric in nature, which
means a single key can both encrypt and decrypt. The process starts when
the user first logs on to the domain and continues as follows:

1. The user enters his username and password at the logon screen.
The local Kerberos client converts the password to an encryption
key by creating a one-way hash value.

2. The local client time is encrypted with the generated encryption
key, and a KRB_AS_REQ (Kerberos authentication service
request) is generated, containing the user’s name, the request for
a ticket-granting ticket, and the encrypted time. This is sent to the
Authentication Service component of the KDC.

3. The KDC (which is a domain controller and therefore has access
to AD) looks up the users information, including the password
hash, and uses it to decrypt the time. If it is within five minutes
(this five-minute limit can be changed) of the servers time, it
knows it is not a replay. When the user is confirmed, the KDC cre-
ates a session key that is used for future communication between
the user and the KDC. This generated session key is encrypted
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with the user’s encryption key (the hash of the password) and also
encrypted with the KDC’s own long-term key, which is known as
the ticket-granting ticket. This is sent back as a KRB_AS_REP
(Kerberos authentication service reply).

4. The client now wants to talk to a server. It sends a request to the
ticket-granting service component of the KDC that contains the
ticket-granting ticket and the server it wants to talk to in a
KRB_TGS_REQ (Kerberos ticket-granting service request).

5. The KDC decrypts the KRB_TGS_REQ, using the ticket-granting
ticket (which it decrypts with its own secret key), and it passes
authenticator testing; the KDC generates a session key to use for
communication between the user and the desired server. This ses-
sion key is encrypted with the user’s encryption key and also with
the server’s long-term key, in the form of a ticket. These are then
sent to the user in a KRB_TGS_REP (Kerberos ticket-granting
service reply).

6. Now the client can initiate communication with the server by
sending a KRB_AP_REQ (Kerberos application request), which
contains the user’s name and the time encrypted with the session
key, to be used between the user and the server along with the
server’s ticket (which is the session key encrypted with the server’s
long-time key).

7. The server decrypts the ticket using its long-term key and extracts
the session’s key. It can then decrypt the encrypted time, and if it
passes, the server can trust that the client is who it says it is. If the
client asked for mutual authentication, the server then encrypts
the time, using the session key it shares with the user, and sends
back a KRB_AP_REP (Kerberos application reply).

8. The client at the wuser’s workstation then decrypts the
KRB_AP_REP if requested. If the authenticator passes, then the
client knows the server could decrypt and use the ticket, proving it
is who it said it is. The client and the server now have a mutual ses-
sion key, which they can use to encrypt any required communica-
tion.
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Notice that at no time do any of the servers have to remember any-
thing about the client. The client always sends the server a ticket generat-
ed by the KDC for its use with all client communication. The server never
has to contact the KDC directly during client/server session initialization.



176

CHAPTER 4 SECURING YOUR WINDOWS SERVER 2008
DEPLOYMENT

For each server the user needs to communicate with, a separate ticket
is created, and the KRB_TGS_REQ, KRB_TGS_REP, KRB_AP_REQ,
KRB_AQ_REP process is performed. These tickets last only a certain
amount of time, and the KDC does not keep track or notify clients of their
expiration, but in the case of an expired ticket or even an expired ticket-
granting ticket, a new one will be requested using the same steps. The
user’s password hash is normally cached, but if for some reason it is no
longer cached, the user may be prompted for his credentials again.

You notice that in nearly all steps, the time is encrypted with the ses-
sion key to prove it's not just a replay. The fact that time is part of the
encryption technology is why machines using Kerberos need to be time
synchronized with a Simple Network Time Protocol (SNTP) service.

There are more steps involved if the server and the user are in differ-
ent domains. The user’s domain gives her a referral ticket, which is just
another ticket-granting ticket to give to a domain controller in the other
domain where the resource exists, assuming that the users domain is
directly trusted by the domain with the resource. If there are multiple
domains between the user and the resource—for example, in a forest
where the user is in Europe.savilltech.net and the resource is in
America.savilltech.net. Without manual trust creation, there is no trust
between Europe and America directly; instead, both domains have trusts
with savilltech.net, and so a chain of referrals is performed. Europe refers
the user to savilltech.net, which then gives the user a referral ticket to
America, where a domain controller could give the user a ticket to talk to
the server hosting the resource.

Setting Authentication Methods for a Domain

By default, a Windows AD domain supports all authentication methods
(LAN Manager, NTLM Versions 1 and 2, and Kerberos), but the most
secure shared authentication is always attempted. For example, a Windows
NT 4.0 Service Pack 6 box uses NTLM Version 2 when talking to an AD
domain controller because although AD understands Kerberos, the client
can only support NTLM Version 2 at best.

To restrict the protocols that are supported by domain controllers and
clients, modify the Network Security LAN Manager Authentication Level
policy to set which authentication protocols is used:
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1. Open the GPO you want to modify. For example, you could create
a policy that applies to the entire domain by linking the GPO at a
domain level, or a policy that affects only domain controllers by
setting the Domain Controllers OU. The default domain con-
trollers GPO already has this setting defined, so you could open
the existing default domain controllers GPO to target just domain
controllers.

2. Navigate to the Computer Configuration, Policies, Windows
Settings, Security Settings, Local Policies, Security Options por-
tion of the group policy.

3. Double-click the Network Security: LAN Manager Authentication
Level policy.

4. Check the Define this policy setting option, and select the
required level from the drop-down, as shown in Figure 4-20. Click
OK.

6. Close the GPO. When the policy is refreshed, the level of LAN
Manager/NTLM support is modified for the clients and servers to
which the policy is applied.
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FIGURE 4-20 The default setting for a Windows Server 2008 domain.



178 CHAPTER 4 SECURING YOUR WINDOWS SERVER 2008

DEPLOYMENT

The various policy options have different effects, and the policy options affect
the clients and domain controllers differently:

Send LM & NTLM responses. Clients send only LAN Manager
and NTLM v1 (not NTLM v2), although domain controllers support
NTLM v2. This ensures that clients can always authenticate with
servers even pre-Windows NT 4.0 with Service Pack 4.

Send LM & NTLM - use NTLMv2 session security if negoti-
ated. Clients and servers can use LAN Manager, NTLM Version 1,
and NTLM Version 2. Where possible, NTLM Version 2 is used.
Send NTLM response only. Clients use only NTLM Version 1
and NTLM Version 2 (not LAN Manager), although domain con-
trollers still accept LAN Manager. This stops clients authenticating
with Windows 95, Windows 98, and Windows Me because Windows
9x clients cannot speak NTLM.

Send NTLMv2 response only. Clients use only NTLM Version 2
(not LAN Manager or NTLM Version 1) authentication, although
domain controllers still accept all forms of authentication (LAN
Manager, NTLM Version 1, and NTLM Version 2). This stops
clients communicating with any box pre-Windows NT 4.0 Service
Pack 4.

Send NTLMv2 response only\refuse LM. Clients only use
NTLM Version 2 authentication, and domain controllers refuse
LAN Manager authentication. (Domain controllers still accept
NTLM Version 1 and NTLM Version 2.)

Send NTLMv2 response only\refuse LM & NTLM. Clients use
only NTLM Version 2, and domain controllers accept only NTLM
Version 2 authentication. This means any pre-Windows NT 4.0
Service Pack 4 box is unable to authenticate to clients or domain
controllers.

If you have an environment of all Windows 2000 and above, configure
the last option, which allows only NTLM Version 2. (Although Kerberos
will still be the preferred authentication method.)

While looking at the group policy and settings, you can also see the dis-
abling of the LAN Manager hash storage on Windows Server 2008 via the
setting Network Security: Do Not Store LAN Manager Hash Value on
Next Password Change. If you open the local computer policy of any Vista
or Windows Server 2008 box, you see this set to Enabled, which is why
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LAN Manager hash values are no longer stored on Vista and Windows
Server 2008 platforms by default. (However, if you set the aforementioned
policy to Disabled, the LAN Manager hash is stored at the next password
change if a particular application needed the LAN Manager hash that you
had to use, but you don’t want to store LAN Manager hash if possible.)
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Securing Windows Server 2008

The Security section of the Windows Server 2008 management environ-
ment concentrates on four items: configuring the server to receive updates,
the firewall, the Internet Explorer Enhanced Security Configuration
mode, and the Security Configuration Wizard. Chapter 3, “Installing and
Upgrading Windows Server 2008,” discusses configuring the server to
receive updates. This section looks at the other three areas and then
expands into some other vital concepts not covered elsewhere in the book.

NOTE Windows Server 2008 is much more locked down out of the box than
previous OSs. The firewall is locked down, and exceptions are opened only as
components that require connectivity are enabled. However, there are still servic-
es and configurations that may be unnecessary and thus increase vulnerabilities.

The Security Configuration Wizard (SCW)

The group policy options are vast; you can use them to configure many dif-
ferent aspects of a server and the interaction with the client population.
(For example, which authentication protocols are used depends on the
types of clients on the network.) To help select the right options and to get
the network as locked down as possible as quickly as possible, Microsoft
created the Security Configuration Wizard (SCW), which walks you
through a number of questions and performs various detections to ascer-
tain the optimal configuration for the server and create a policy that can be
applied to other servers. You can later edit the policies you create with the
SCW, and if you apply a policy to a server and the policy is found to cause
problems, you can roll back the policy application to reset the server back
to its configuration prior to the policy application.



180

CHAPTER 4 SECURING YOUR WINDOWS SERVER 2008
DEPLOYMENT

You can also use the SCW for audit purposes by allowing a server to be
compared to the settings in a security policy. This is an easy way to quick-
ly spot any settings that do not comply with policy.

Because the SCW creates policies to lock down a server based in a
large part on the configuration of the server it is being run against, it is a
good idea to run the SCW against multiple servers that run different roles
to create a number of role-based SCW configuration files. You can then
apply these SCW role-based configuration files to servers performing the
same role and that have the right configuration, including firewall excep-
tions. Running a security policy created for a domain controller on a SQL
Server machine, for example, would not allow the correct communication
or other settings, so this is not a one-size-fits-all process.

You can access the SCW via the Server Manager main page, through a
link under Administrative Tools, or by running its executable, SCW.EXE,
directly. The first page of the wizard advises you to make sure the server is
running any applications or services that it runs as part of its normal duties.
This is because the SCW performs an inbound port detection that it uses
later as part of the server lockdown configuration.

The Configuration Action page allows you to create a new security pol-
icy (the default action), edit an existing policy, apply an already existing pol-
icy, or roll back the last policy that was applied. In this example, you want
to create a new policy, so accept the default to create a new policy.

Because the SCW is based on detections, select a base server that is
used for the detection portions of the SCW functionality, which by default
is the local server. You can select a remote server, but you must have
administrative permissions on any server you select.

The SCW performs a scan on the selected server, which generates a
security configuration database that contains information on the server
roles, client features, services, firewall configuration, and various other
installed components. You can view this security configuration database
information by clicking the View Configuration Database button, which
loads the information into the SCW Viewer. You are then prompted to
allow an ActiveX component, which you should do. If you view the data-
base, you see information on the configuration, with a list of dependence
and security implications. For example, the database shows all the roles
that are available as well as whether that role is installed and whether it has
the services needed for the role to run and the firewall exceptions for it to
communicate with other servers and clients.



SECURING WINDOWS SERVER 2008 181

The next stage is role-based service configuration, where you answer
questions to help the SCW decide which services should be running. Make
sure you answer correctly, or services needed may be disabled. The first
page shows installed roles on the selected server, including required serv-
ices and required roles (see Figure 4-21). You can check/uncheck roles if
you don’t want the roles to be considered as part of the generated security
policy or if you want a role that is not installed to be included in the poli-
cy. The next page shows installed features, and you can enable/disable fea-
tures for consideration in the policy.
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NOTE As you complete this information, you do not enable/disable roles and
features on the server. You just tell the SCW to consider them when it decides
what services should be running and what other server configurations, such as
firewall exceptions, are needed. However, after the security policy is created, if

you applied it fo a server, it could possibly break roles/features that were not
included in the policy.

Select Server Roles
These server roles are used to enable services and open ports. A server can perform multiple
roles.

View: v

Select the server roles that the selected server performs:

¥ [» DFS Namespace ;I
[¥ [» DFS Replication

¥ [» DHCP Server

I~ [» Distributed Transactions

¥ [» DNS Server

|Fl=d Domain Controller
Description: A domain controller stores directory data and manages user logon processes
and directory searches.
Required services: Kerberos Key Distribution Center, Active Directory Domain Services,
Intersite Messaging, Netlogon, Workstation, TCP/IP NetBIOS Helper, Windows Time, DNS
Client

iired roles: File Server, DFS e, DFS Replication LI

[ ——

Learn more about server roles,

< Back Next > Cancel

FIGURE 4-21  Viewing installed roles.
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The next section allows configuration of other options and administra-
tion, such as error reporting, and once again, you can make changes. The
next screen shows additional services on the machine such as third-party
installed services (for example, Virtual Server, SQL Server).

The next screen is important; it asks what to do with services that are
not specified with the policy (for example, a service that did not exist on
the server on which the policy was created). The default is to not change
the configuration of any unspecified services, which is a safe option.
However, if you have 50 servers that should all be the same, and you run
the SCW on 1 of those servers, then if 1 of the other 49 servers has anoth-
er service, it is out of configuration with the others. You might, therefore,
want to choose the Disable the Service option to ensure that all servers
have the same service configuration.

The SCW then does some calculations and shows any services that will
have their startup mode changed. It shows each service’s current startup
mode and the startup mode after the policy is applied, along with the serv-
ices that typically use the service. It is common for the policy to set lots of
services to Disabled. Look through these services and ensure that none of
them were needed. (For example, perhaps something was just not running
at the time you ran the service.)

The next section of the wizard deals with network security. The first
page displays the firewall rules that are needed, based on the installed roles
on the server. You can add, edit, and remove rules from the list, if required.

The next section of the wizard deals with Registry settings and asks
questions about the environment to modify Registry settings that affect
how features of the OS are used. For example, the first screen asks if all
computers are Windows NT 4.0 Service Pack 6a or later, as shown in
Figure 4-22, in addition to asking whether the server has spare processing
capability. Depending on the options selected, the Server Message Block
(SMB) signing option is set, which improves security of data sent via SMB.
If you say all computers meet the requirements and you have computers
that don't, they are no longer able to communicate with the server because
they can’t support SMB security signatures, and the server would not com-
municate with them.

The next screen asks if all directory-enabled computers are Windows
2000 Service Pack 3 or later, which allows Lightweight Directory Access
Protocol (LDAP) signing to be a requirement for communication, once
again improving security.
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B I

| m— :...___..___ —

Require SMB Security Signatures
The following information determines whether Server Message Block (SMB) security signatures
are enabled or required.

The selected server has the following attributes:
[ Al computers that connect to it satisfy the following minimum operating system requirements:

+ Windows NT 4.0 Service Pack 6a or later

* Windows 95 with the Directory Services Client Pack installed

* Windows 98 or Windows Millennium Edition

* Windows CE .NET 4.2 (for example Windows Mobile 2003 Second Edition) or later
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[V Ithas surplus processor capadty that can be used to sign file and print traffic
This option digitally signs all file and print traffic. This signing is processor intensive, so itis

recommended only if the server does not normally exceed 70% processor utilization.

These settings affect the RequireSecuritySignature value in
HKLM\System\CurrentControlSet\Services\LanManServer \Parameters.

Learn more about SMB security signatures,

< Back Next > Cancel

FIGURE 4-22  Setting the SMB signing configuration.

The next screen asks what types of accounts are used for outbound
access to resources, which by default include only domain accounts.
However, local accounts on remote computers and file sharing passwords
for connection to Windows 95, Windows 98, and Windows Me are also
available as options and ascertain the LAN Manager authentication level
that should be used.

If domain accounts were selected, you are prompted for information
about the client computers. You are presented with two options for outgo-
ing authentication: whether the computer OSs the server will communi-
cate with are all Windows NT 4.0 Service Pack 6a or later and whether the
times on computers are synchronized with each other. The next stage deals
with incoming authentication methods, and you are prompted for the types
of computers that are supported to connect (for example, computers that
are not configured to use NTLM Version 2, computers that need LAN
Manager authentication, and RAS/VPN servers that are not Windows
Server 2003 Service Pack 1 or above). After you answer these questions,
the list of new Registry settings is displayed. It includes Imcompatibil-
itylevel, Imhash storage, ldap signing, and SMB security signatures.
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The next stage deals with audit configuration. It allows you to select
whether auditing will be performed and what to audit. (For example, track
successful actions, so you can see how changes occurred or to also track
unsuccessful activities.) This is not as universal as it sounds. Even if you
select to audit successful actions, the SCW is still security conscious and
will select to audit certain types of failures; for example, logon failures
must be captured to look for break-in attempts, so this tracking is enabled,
as is tracking of account logon events. You may wonder what the differ-
ences are between account logon events and logon events, and you're not
the only one. This is an example of not-so-good naming at Microsoft.
Account logon events are credential events and are generated on the serv-
er that hosts the account database used for the credential validation. (For
example, for a domain account, the account logon event is logged on the
domain controller.) Logon events are logged on the machine where the
session is created (for example, the client machine being logged on to or a
server hosting a resource that is being accessed). Simple, huh?

Finally, save the security policy to an XML file, which by default is in
the C:\Windows\security\msscw\Policies\ folder. When this is saved, you
are prompted about whether to apply the policy. If there are a lot of
changes, test the policy on a test or nonimportant server rather than just
executing on a live, in-use server, just in case things break.

To modify a policy, run the SCW again and select to edit an existing
policy. Then select the XML file, and the SCW runs through the whole
wizard again, with the answers from the XML file selected by default. You
can make any changes needed to modify these settings.

To use the generated security policy, copy the XML file to each server
and then use the SCW to apply it. However, that is cambersome for mul-
tiple servers; instead you can use the scwemd.exe tool to convert the XML
security policy file into a GPO, which you can then easily link to an
OU/domain/site that contains the target servers. Remember don't just
apply a GPO generated from a security template to servers of different
roles, or it will break them. Be diligent about creating security templates
that are based on the role of the server, testing the security policy, and then
converting to a GPO and linking to an OU that contains only that type of
server (which may mean you need to restructure the AD so servers are in
different OUs, based on their role).

The actual conversion of a security policy XML file to a GPO is simple:
Just use the transform function of scwemd and pass the name of the
XML file and the name of the GPO you want to create, as in the following
example.



185

SECURING WINDOWS SERVER 2008

C:\>scwemd transform /p:
wC:\Windows\security\msscw\Policies\domaincontroller.xml
= /g:”DC Sec Policy”

Command completed successfully.

A new GPO is then available in the domain of the server that ran the
scwemd command and can be linked as needed. Figure 4-23 shows the

generated GPO and some of the settings that were configured.

File Action View Help

= | an@ s BE

i Server Manager (SAVDALDCO1)
i) Roles
= é Features
B |5, Group Policy Management
= & Forest: savilltech.net
Bl [£ Domains
B 5 savilltech.net
55/ Default Domain Policy
ffEl' Firewall Configuration
57/ NAP Settings
i/ Windows Update Settings
(2] Domain Controllers
(=] TS Gateway
= [} Group Policy Objects

E[' NAP Settings
|__§:r Windows Update Setti
5 WMI Filters
LT—] Starter GPOs
(& Sites
;ﬁ Group Palicy Modeling
[ Group Policy Results
i Diagnostics
ﬂﬂ Configuration
g Storage

DC Sec Policy

DC Sec Policy
Scope' Detalls  Settings IDelegannn'

DC Sec Policy
Data collected on: 1/26/2008 4:31:30 FM
G C i

(Enabled)

Security Settings

Local Policies/Audit Policy

Local Policies/Security Options

Other

Policy

Domain controller; LDAP server signing
requirements

Microsoft network server; Digitally sign
communications (always)

Network security: Do not store LAN Manager
hash value on next password change
Network securty: LAM Manager
authentication level

Setting
Require signing

Enabled

Enabled

Send NTLMv2 response only. Refuse LM &
NTLM

Event Log

System Services

File System

Windows Firewall with Advanced Security

show
show
show
show

FiGure 4-23 A GPO generated by the scwemd transform command.

Use sewemd.exe to apply a security policy XML file via the configure
switch (that is, scwemd configure
addition to rolling back a policy.

The neat analyze capability can compare a server’s current configu-
ration to that of a security policy and report back any differences, as shown

/p:domaincontroller.xml) in
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in the following example. Run analyze against a remote machine by using
the /m:<server name> switch and configure a specific folder for the out-
put to be written to with the /o:<folder path> switch.

C:\>scwcmd analyze /p:C:\Windows\security\
wmsscw\Policies\domaincontroller.xml
* 1/1 100%
Command completed successfully.
Result file: C:\SAVDALDCO1l.xml

When the XML file for the machine is generated, run the view option,
as shown in the following example. scwanalysis.xsl is part of the SCW. This
analysis loads in the SCW Viewer, which allows easy viewing of differences
in the configuration, as shown in Figure 4-24.

C:\>scwemd view /x:savdaldcOl.xml
= /s:c:\windows\security\msscw\transformfiles\scwanalysis.xsl
Command completed successfully.

File Help

This an

Server:

~ Audit

5 SCW Viewer Iolx]

Security Configuration Wizard Analysis Results

Audit Event Type Policy Value System Value

a comparison of the selected server's configuration to the selected security policy at the given date and time.

avdaldcO1.savilltech.net

System Events Success, failure Succass

Logon

Events Success, failure Success

Object

Acress Success Not audited

Process Tracking Success Not audited

Account Logon Events Success, failure Success
> Regist

» Windows Firewall

> SCE Templates

FIGURE 4-24  Viewing differences between a server and the security policy.

The SCW is a great tool to help create a policy to lock down your
server, and with the rollback tool, its easy to undo any problems that a
policy may cause. Still, don’t rush to push out policies to live servers with-
out testing.
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Security Configuration and Analysis

The SCW performs elements of security configuration and analysis based
on the questions it asks and the discovery it performs. The Security
Configuration and Analysis snap-in gives you a more granular ability to
analyze a machine and apply security configuration. The Security
Configuration and Analysis snap-in comprises a number of elements, but
the whole solution is based on security template files that allow configura-
tion of all the main elements of the security settings found in the
Computer configuration of a GPO: Account Policies, Local Policies, Event
Log, Restricted Groups, System Services, Registry, and File System.

By using these templates, you can configure certain settings for various
types of servers within your environment and then manually apply the set-
tings to a server or just use the template to compare the settings in the
template to those configured on the server and find any that do not match.
For example, you could create a security template for a secure domain
controller. In that template, define certain local policy configuration, sys-
tem services settings, and account policies. Then run that secure domain
controller template file against a domain controller you have in an analysis
mode and quickly see any discrepancies between settings in the template
and those configured on the server. Then apply the template to the domain
controller so that the domain controller’s security settings match those in
the template.

Many security solutions provide additional templates to help you con-
figure servers easily, without having to step through manually configuring
hundreds of settings. For example, the Windows Server 2008 security
guide provides a number of security templates for enterprise client and
specialized security environments. There are three tools you can use for
security configuration and analysis snap-in:

m Security Templates. Use this MMC snap-in to view security tem-
plates, create new security templates, and modify existing tem-
plates.

m Security Configuration and Analysis. Use this MMC snap-in to
evaluate a system’s security configuration compared to a selected
template and then apply the template configuration, if desired.

m secedit.exe. Use this command-line tool for command-line evalua-
tion and application of security templates.
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In addition, use the Group Policy Editor to import a security template
to quickly apply settings from the security template to a GPO for easy
deployment to multiple computers. There are no shortcuts to either of the
MMC snap-ins; create a custom console by running mmec.exe and then
adding the Security Templates snap-in and the Security Configuration and
Analysis snap-in, as shown in Figure 4-25.

e e e e e e —[ofx]
File Action View Favorites Window Help [ISETET
e EIXE]
[ Console Root Name Description Actions
= | Security Templates [ dwssG EC Domain Controlle... Di\temp\gpo\Security Temp... ~
= [ C\Users\Administrator. SAVDALDCO2\Docume | [WSSG EC Domain This Security Configuration Template provides
More Actions >
[d test [3Ws56 EC Member Server Ba...
= 3 C\Windows\security\templates [AWsSG SSLF Domain Control...
[ DCsecurity [wssG SSLF Domain This Security Configuration Template provides
[d setup security [ w556 SSLF Member Server .

B [0 temp) g Secorty Template W56,
[’ W56 EC Domain Controller Baseline
[[d W556G EC Domain
E 'WSSG EC Member Server Baseline
E 'WSSG S5LF Domain Controller Baseline
['d WsSG SSLF Domain
[’ W56 SSLF Member Server Baseline
| Security Configuration and Analysis

FIGURE 4-25 A custom MMC console with two MMC snap-ins loaded for security
configuration and analysis.

Lets look at the main components of security configuration and

analysis.

Security Templates

The security templates are the key to security configuration and analysis. A
template provides the settings you want to configure via the template.
When you first open the Security Templates snap-in, it has a single loca-
tion—the Documents folder for the logged-on user, which doesn’t yet
contain any templates but is the location where you can create your own
templates.

Windows Server 2008 supplies a number of templates, found in the
%windir%\security\templates folder. At the time of this writing, two tem-
plates are provided that help define initial security for servers and a sepa-
rate configuration for domain controllers; however, in previous OSs,
additional templates were provided that should also be available for
Windows Server 2008:



SECURING WINDOWS SERVER 2008 189

m SecureWS. For workstations and servers that have security settings
that are suitable for a secure environment, such as increased securi-
ty for account policy and auditing.

m SecureDC. For domain controllers with settings suitable for a
secure environments.

m HiSecWS. For workstations and servers that require a highly secure
configuration that specifies the use of digital signatures and encryp-
tion for network communication.

m HiSecDC. For domain controllers in a highly secure environment.
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Select the New Template Search Path action when Security Templates
is selected to add additional paths to look for security templates (for exam-
ple, c:\windows\security\templates to view the supplied templates). In
addition, if you have installed solution accelerators such as the Windows
Server 2008 security guide that include additional security templates, you
can add those locations.

You can open security templates and view the settings that are config-
ured, and if you want to modify settings, it is best to not modify templates
that are provided by the OS but instead use the Save As action for the tem-
plate you want to modify and save to a new filename in your documents
location. Figure 4-26 shows the domain password policy settings that the
Windows Server 2008 security guide template for an enterprise client
domain specifies, and it’s important to note that you don’t have to define all
settings. Define only settings that you want to be part of the template; all
other settings are left as Not Defined. Create a new template by using the
New Template action and specifying a name and description for the tem-

plate.
7] Console Root Paolicy = I Computer Setting
=] E Security Templates E]Enfnrce password history 24 passwords remembered
= 3 CA\Users\Administrator. SAVDALDCO2\Docume DMaximum password age 90 days
E test EMinl’mum password age 1 days
& [ G\Windows\security\templates L2 Minimum password length 8 characters
E DC security E]Passwnrd must meet complexity require... Enabled
E setup security E] Store passwords using reversible encrypti... Disabled

= 3 D:temp\gpo\Security Templates\W5SSG
E 'W55G EC Domain Controller Baseline
= [.d WssG EC Domain
= !_:ﬂ Account Policies
e]pscovord Poicy
Ea Account Lockout Policy
|54 Kerberos Palicy
= E:El Local Policies
[ Audit Policy
E' User Rights Assignment
EI Security Options

FIGURE 4-26 Viewing settings defined in a template.
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After you define the settings you want to include in a template, you can
use the template.

Security Configuration and Analysis

The first step in using the Security Configuration and Analysis snap-in is to
open a security database that is used to store configuration setting infor-
mation and select the security template to be used. If this is your first use,
you do not have a security database, so for this example, create a new one.
This security database is used to load the security templates settings to
allow comparisons between the template settings and the computer set-
tings. The Security Configuration and Analysis snap-in works from the
security database only, and the only time the security templates are used is
to import settings from the template into the security database.

Select the Open Database action at the root of the Security
Configuration and Analysis snap-in and type in the name of the new secu-
rity database. For example, you may use the server’s name as the database
name, which generates a new security database (.sdb) file. You are then
asked for the security template to use for analysis and application.

You can now use the template to configure your server with the set-
tings contained in the template via the Configure Computer Now action.
Or to analyze your configuration against the settings in the template, you
use the Analyze Computer Now action. For both actions, you are prompt-
ed for a log file.

For this example, start with the analysis, and after a scan of the com-
puter is performed, you can read its configuration. You can go through all
the settings in the seven main sections of the security template to see the
database settings, which are the settings defined in the security template
and then the computer’s setting. If the computer’s setting matches the set-
ting in the template, a green tick is shown on the setting, and if the com-
puters setting does not match, the setting has a red cross displayed, as
shown in Figure 4-27. If a setting is not defined in the template, the poli-
cy does not have a tick or cross, and the database setting is set as Not
Defined.

If you have reviewed all the settings and want to apply the template,
then run the Configure Computer Now action. But before you run that
action, keep in mind that unlike with the SCW, there is no rollback
option from the Security Configuration and Analysis MMC snap-in. The
command-line tool secedit.exe enables you to create rollback information,
so it’s a good idea to create a rollback file in case the application of a tem-
plate causes problems.
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I Consolel - [Console Root\Security Configuration and Analysis\Account Policies\Password Policy)
%Flle Action View Favorites Window Help

e amXE HE

] Console Root Policy & Database Setting Computer Setting
E Security Templates mEnfnrce password histary 24p dsrem.. 24p ds rem..
= E S'ECU”T.'!' Configuration and Analysis GMaximum password age 90 days 42 days
=] lﬂ ‘?CCU“”t Palicies EMmimum password age 1 days 1 days
!f;a BM\'nimum password length 8 characters 7 characters
EaAccclunt Lockout Paficy Pass\-\mrd must meet complexit.. Enabled Enabled
Ea Kerbesas Palicy Esture passwords using reversibl.., Disabled Disabled

Eil Local Palicies
El Event Log

3 Restricted Groups
3 System Services
[ Registry

3 File System

FIGURE 4-27  Viewing settings on the server compared to those defined in the template.

If you want to load another security template into the security data-
base, select the Import Template option, which allows a new template to
be opened. Notice on the Import Template dialog the option Clear This
Database Before Importing. If you don't select this option, the policy set-
tings from the previous security template are left in the database, so the
previous settings are left in the database. This means the settings from the
new template are added to the security database, which effectively merges
the settings from the previously loaded template and this new template.

When the template is loaded, run the Analyze Computer Now action
again to run checks against the computer compared to the new template
and then use the template to configure the server as normal.

If you want to use a different setting, modify the settings stored in the
security database by double-clicking the policy setting to open a dialog that
shows the computer’s current setting. You can configure whether the set-
ting should be defined in the security database and, if so, what the value
should be, as shown in Figure 4-28. Remember that you are modifying the
value in the security database; you are not modifying the computer until
you configure the computer with the information in the security database.

If you make a number of changes to the security database by either
changing settings or loading multiple templates, save the content of the
security database to a security template via the Export Template action.
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1 age Propertil .l'ﬁl
Analyzed Securty Policy Setting | Bxplain |

i!l Maximum password age
L

Computer setting

Password wil expire in:
|42 days

¥ Define this policy in the database:
Password will expire in:
|H'D _I: days

This setting affects the database only. it does not change curent
computer settings.

FiGure 4-28 Modifying a setting in the security database.

Figure 4-29 provides a quick recap about how core the security data-
base is. Note that the security database is maintained in the file you speci-
fied, so if you close the Security Configuration and Analysis snap-in, you
can open an existing security database (.sdb file) to once again see all the
settings configured in the database in addition to the data gathered from
the server that was analyzed.

Integration with Group Policy

Group policy fully supports security templates, and if you have a security
template that contains policies you want to deploy via group policy, you can
create or edit a GPO and navigate to Computer Configuration, Policies,
Windows Settings, Security Settings. Then right-click Security Settings
and select Import Policy from the context menu, as shown in Figure 4-30,
and you are prompted for the .inf file to import, which then loads all the
settings defined into the GPO.
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FIGURE 4-29 The security configuration and analysis process.
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FiGure 4-30 Applying a security template into a GPO.

secedit.exe

The secedit.exe command-line utility allows you to configure and analyze
security from the command line, including performing analysis of a server
compared to a template and applying the settings in a security template.
The command-line tool can also do something you can’t do with the
Security Configuration and Analysis MMC snap-in: It can create a rollback



194

CHAPTER 4 SECURING YOUR WINDOWS SERVER 2008
DEPLOYMENT

file of all the settings that is replaced when a security template is applied,
and it implements this rollback file as another security template file.

To perform an analysis from the command line, specify a database
name and the template file you want to use for the configuration, along
with optional log file location. By default, logs are written to
%%windir%\security\logs. For example, to perform the analysis on a server,
use the following.

C:\sectemp>secedit /analyze /db savsand.sdb /cfg
w"WSSG EC Member Server Baseline.inf”

The task has completed successfully.
See log %$windir%\security\logs\scesrv.log for detail info.

To apply a security template, use the /configure switch instead of
/analyze, and also add the /overwrite switch to ensure that the data-
base is blank before applying any configuration so that the only settings are
those stored within the security template specified on the command line.

You can also use the /import and /export switches, which provide
the same functionality that is available via the MMC snap-in for template
importing and exporting. However, one area of additional functionality is
possible. Unlike the snap-in, the command-line tool allows you to define
the specific parts of a template to import or export via the /areas switch,
and use the following area options of content to import/export:

m SECURITYPOLICY. Includes account policies, audit policies, event
log settings, and security options

GROUP_MGMT. Includes restricted group settings

USER_RIGHTS. Includes user rights assignment

REGKEYS. Includes Registry permissions

FILESTORE. Includes file system permissions

SERVICES. Includes system service settings

To use the rollback functionality, use the /generaterollback
switch, which requires you to specify the security template that is applied
via the /cfg switch and then the name of the security template to create
to store the settings to be saved for rollback via the /rbk switch, as in the
following example:
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C:\sectemp>secedit /generaterollback /cfg
w""WSSG EC Member Server Baseline.inf”

= /rbk rollbacksand.inf

Rollback is not supported for File Security and
Registry Security.

Do you want to continue this operation ? [y/n] vy
Rollback template being generated...

The task has completed successfully.
See log %windir$%$\security\logs\scesrv.log for detail info.

A rollback does not document the current file system and Registry
security settings, so any changes made by a policy to file system security or
Registry security cannot be undone with a rollback file, but all other set-
tings can be rolled back. Pass the security template you are going to apply
so the rollback knows which current settings to back up because only the
settings that are replaced by the specified template are backed up to the
rollback template—not every possible setting. It is, therefore, important
to specify the correct template that you are planning to apply in the
generaterollback command. The template created by the rollback has
the same settings defined as the template to be applied, just with the val-
ues current on the machine.

If you have created a custom template and you want to verify its
integrity, you can use the /validate switch, which verifies that the format
of the template file is correct.

Windows Firewall with Advanced Security

A firewall is a service that controls the traffic flowing through it, allowing
only authorized traffic to traverse and keeping out the bad people. Why the
addition of Advanced Security to the title? With Windows Vista and
Windows Server 2008, you not only configure the firewall via the Windows
Firewall with Advanced Security MMC snap-in, you also use Internet
Protocol Security (IPsec), although the older Policy and Monitor snap-ins
are still included to manage older client computers, such as Windows 2000,
Windows XP, and Windows Server 2003. The firewall is enabled by default
on a new installation, providing protection from the point of OS installa-
tion in a locked-down state. For upgraded OSs, the firewall state is main-
tained from the previous OS, so if the firewall was disabled in Windows
Server 2003, the firewall is still disabled after an upgrade to Windows
Server 2008.
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Windows Firewall

Windows Firewall is discussed throughout the book because all the roles
and features in Windows Server 2008 understand the firewall and auto-
matically add and enable exceptions to ensure that the firewall doesn’t
cause a break in functionality by blocking a port that is required for the
role or feature to function. However, you can also perform configuration
directly via the MMC interface or by using the netsh command-line tool
to perform custom exceptions and configuration.

Windows Firewall performs both inbound and outbound checking of
all Internet Protocol version 4 (IPv4) and Internet Protocol version 6
(IPv6) traffic and is a state-based firewall, so inbound data is allowed only
in if it’s in response to a previous outbound request, unless there is a spe-
cific firewall exception for that type of traffic. (For example, a DNS server
has an exception to allow inbound TCP/UDP port 53 traffic, which is the
port over which DNS requests are sent.) Custom exceptions can be based
on ports, services, or application names, giving granular levels of control.
An exception is a rule that allows in a certain type of traffic. The firewall
also monitors outgoing traffic for certain services to ensure that communi-
cation is as expected. Or perhaps an administrator wants to block sensitive
outgoing content. However, in general, all outgoing traffic is allowed unless
it matches a specific outgoing rule.

You can configure different firewall behavior, depending on the net-
work to which the computer is connected. This is of more use to laptop
machines that may connect to multiple networks than it is to servers. For
servers, configure all the various connectivity profiles the same. There are
three different network location types, and each can have a different fire-
wall exception behavior:

m Domain. A situation in which a member server is connected to a
network that allows communication with a domain controller for the
member server’s domain.

m Private. A network that the user has selected as a trusted network
and is typically more restrictive than the domain profile because
most of the services and applications a computer uses are most like-
ly not available outside the domain network.

m Public. The default network type for any new network a computer
is placed on and is the most restrictive.

The default configuration of all three profiles is on the main page of
WFAS.
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Configuring Windows Firewall

There are two graphical interfaces to configure Windows Firewall. The
first, and most basic, is the Windows Firewall Control Panel applet, which
allows you to configure basic exceptions and to add new exceptions based
on a port (see Figure 4-31). If you configure an exception based on a port,
you can configure the port number and whether the protocol is TCP or
UDP.

G\Mndms Firewall ;IQILI
@

Turn Windows Firewall on or

Windows Firewall

off
Windows Firewall can help prevent hackers or malicious software from gaining access to your
Allow a program through computer thrmim the Tntatmet o et
Windows Firewall & . P —————
How does 2 B Windows Firewall Settings i
-3 Exceptions
[a' Wind Sererel E | Advareed || Select the program you want to add, or dick Browse to find one thatis not
. Exceptions conirol how programs communicate th| >4 2 then cick CK.
Windows | program or port exception to allow communicatior |
| Programs:
Inbound ¢ Windows Firewall is currently using settings for th| | @Gy o d= e
Display a r What are the risks of unblocking a proaram? & Internet Explorer (54-bit)
Network I¢ To enable an exception, select its chedk box: | @Pmblem Reports and Solutions
wh Programor port || 4] virtual Machine Remote Contral Client
at are r
Active Directory Domain Services L] windaws Calendar
[8ITS Peercaching [2=|Windaws Contacts
Certfication Authority | Windows Defender
1cOM+Network Access I Windows Photo Gallery
Core Networking 3 windows Powershell
DFS Management || | E¥ windows Powershel (xas)
DFS Replication
DHCP Relay Agent I
DHCP Server || Path: I C:\Program Files (x85)\Internet Explorerexp  Browse... I
DHCP Server Management
DHCPYE Relay Agent I
[ Distributed Transaction Coordinator I [change scope... i)
DNS Service | |
addprogram... |  Addport.. |  propertes | pele= |

Seealso

MNetwork Center

¥ Notify me when Windows Firewall blocks a new program

ok | cancel || acply |

FiGure 4-31

Configuration available via the Windows Firewall Control Panel applet.

The General tab allows configuration of the state of the firewall (On or
Off) and provides an option to block all incoming connections and ignore
any exceptions that may have been configured; use this when connecting
to less secure networks. The Advanced tab allows configuration of which
networks the firewall will protect, plus the ability to reset the configuration
back to the defaults that are set on installation.

For more advanced configuration, use the Windows Firewall with
Advanced Security (WFAS) MMC snap-in, which breaks the configuration
into inbound and outbound rules in addition to connection security rules,
which are used for IPsec configuration (discussed later in this chapter).
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All the rules are displayed in the Inbound Rules and Outbound Rules
sections, along with the profiles to which they apply. If you select the root
node in the console tree, Windows Firewall with Advanced Configuration,
and select Properties, you can configure the firewall state for each of the
three profiles (On or Off). Configure the default inbound and outbound
connection action (Block or Allow) as well as advanced options, such as dis-
playing a notification if the firewall blocks communication and specifying
whether unicast responses are allowed to multicast broadcasts. You can
also set logging options, which by default write to C:\Windows\
system32\LogFiles\Firewall\pfirewall.log, which does not log anything;
however, you can configure logging of dropped packets and successful con-
nections.

Create rules via the New Rule action for both inbound and outbound
connections, and you can base a rule on a program or port; predefine a rule
such as a DNS exception; or create a custom rule (see Figure 4-32). If you
create a custom rule, select the program to which the rule applies or allow
the rule to apply to all programs, the protocol and ports to which the rule
applies, and the IP address scope that allows the rule to apply to specific
local TP addresses and remote IP addresses. One powerful feature when
using a custom rule is that you can apply rules to actual services on the sys-
tem, which you can select from a list of services on the box or enter man-
ually.

You can also configure the action to take for a matching scenario, such
as allowing the connection, allowing the connection only if it’s secured via
IPsec, or blocking the connection (see Figure 4-33). If you select the
option to allow the connection if it is secure, you are also prompted to
select whether you want to allow connections only from specified comput-
ers and users.

Finally, select the profile that the rule applies to—which can be
domain, private, and public—along with a name for the new rule. When a
rule is complete, right-click it and select Properties to configure all the set-
tings via the tabs in the Properties dialog box. Enable and disable rules via
the Disable/Enable Rule action.

Outbound rules behave the same way as inbound rules and allow you
to specify actions for certain programs, services, and ports. For example,
you could choose to block all outbound communication and then create
rules to allow only certain programs and services to communicate out-
bound from the server.
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FIGURE 4-32 Creating a new rule.
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FIGURE 4-33  An action for a new rule.
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Numerous types of rules are available, and the rules can be applied in
multiple locations, such as via group policy or locally. Apply rules in the fol-
lowing order, allowing control of the final rule set that a firewall uses:

m Service restrictions, which have the highest priority because servic-
es typically are a target for hackers due to their power

Block rules
Allow rules
Default rules

Connection security rules
Authenticated bypass rules

Finally, export the configuration of a server to a file via the Export
Policy action, which is available when the root console tree item is select-
ed and the configuration is imported via the Import Policy action.

Command-Line Windows Firewall Configuration

Use the netsh command for command-line configuration of the firewall
via the advfirewall switch, which exposes a lot of functionality, including
viewing information. For example, you can view the configuration of a pro-
file (for example, the domain profile) by using the following command.

C:\>netsh advfirewall show domainprofile

Domain Profile Settings:

State

Firewall Policy
LocalFirewallRules
LocalConSecRules
InboundUserNotification
RemoteManagement
UnicastResponseToMulticast

Logging:
LogAllowedConnections
LogDroppedConnections
FileName
Firewall\pfirewall.log
MaxFileSize

Ok.

ON

BlockInbound, A1lowOutbound
N/A (GPO-store only)

N/A (GPO-store only)
Disable

Disable

Enable

Disable
Enable
C:\Windows\system32\LogFiles\

4096
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Export and import configuration via the netsh advfirewall export
<filename> and netsh advfirewall import <filename> commands.

To create rules, use the netsh advfirewall firewall add rule
command along with a number of options, such as the rule name, protocol,
port, direction, and action. Examples of the various commands are avail-
able in the command-line help, which is thorough.

You can quickly turn off Windows Firewall for all profiles by using
netsh advfirewall set allprofiles state off, and you can use
netsh advfirewall set allprofiles state on to enable it.

Monitoring
The monitoring section allows monitoring of the enabled firewall rules on
the server via the Firewall section, and the Connection Security Rules sec-
tion shows information on enabled connection security rules.

The Security Associations area displays information about security
associations between machines using IPsec, including information on the
IP addresses, authentication, and encryption used.

Group Policy Options

The Group Policy area for Windows Firewall with Advanced Configuration
is detailed and allows rules to be defined in group policy, configuration of
whether local rules should be used, and IPsec configuration.

Under Computer Configuration, Policies, Windows Settings, Security
Settings, Windows Firewall with Advanced Security, Windows Firewall
with Advanced Security (yes, twice), you can perform full configuration,
such as configuration of the various states for the domain, private and pub-
lic profiles, and rules. As shown in Figure 4-34, the dialogs you use are the
same as those used via the Windows Firewall with Advanced Configuration
MMC snap-in, even the rule creation wizards. The only real difference is
that with the GPO editor, you don’t get an Actions pane.
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FiGure 4-34  Configuration via GPO of firewall configuration.

There are some settings you can apply only via group policy. For exam-
ple, the application of local firewall and connection security rules can be
enabled/disabled via the Customize button for the settings of a profile
within a GPO, which allows you to set whether locally configured rules on
a server/desktop are ignored. Everything else is the same as using the GPO
Editor for firewall configuration, and sometimes configuring multiple
servers/computers by using the GPO Editor makes the most sense, espe-
cially when we consider IPsec.

IPsec

IPsec enables you to encrypt IP information sent between two servers to
protect the information being transmitted. Because IPsec operates at Layer
3 in the protocol stack, there are no changes to any applications or services
that use IP; the encryption takes place without the knowledge of any user
of IP. IPsec provides end-to-end security between two machines, and it is
useful if there are IP services or applications that inherently are not secure
and perhaps send password information unencrypted (for example, Telnet,
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File Transfer Protocol [FTP]). If IPsec is enabled between the client and
the FTP server, then all the information is encrypted.

IPsec configuration is commonly performed to configure a server to
allow communication only if it is encrypted with IPsec, which helps secure
all access and is the base of a type of Network Access Protection (NAP).
IPsec as a requirement means communication is possible only with com-
puters that are part of a trusted infrastructure; this is commonly known as
domain isolation and means that only members of the domain are allowed
to participate in the IPsec communication. You can also be more granular
and use IPsec configuration to provide server isolation by configuring spe-
cific servers to allow only communication from domain members, specific
computers, or hosts in a specific AD security group. Imagine that you had
a sensitive SQL Server database server that contained human resources
(HR) information. You could use IPsec configuration to allow communica-
tion via IPsec and between only computers that were part of the AD
domain and were a members of the HR computers AD group.

IPsec has two capabilities: It can provide an authentication guarantee
via the Authentication Header (AH), which provides integrity assurance
for TP packets by creating a hash value based on the content of the packet
and the routing information in addition to sequence information. If the
packet were modified in any way, the hash in the AH does not match, and
the receiving party knows the packet had been compromised. Whereas the
AH header provides an integrity and authenticity guarantee, it does noth-
ing to protect the content of the data from being snooped on. The other
capability is the Encapsulating Security Payload (ESP) protocol which
encrypts the payload content and also provides integrity and authenticity
via its own ESP header and trailer, which surround the original packet. You
don’t have to use AH if you are using ESP (but you can).

There are two IPsec modes: transport and tunnel. Transport mode is
designed to be used between two hosts, and only the payload, which is the
data being transferred, is encrypted/authenticated; the IP header is not
modified. If you use IPsec authentication, which uses a hash value to
ensure that the packet has not been modified, you cannot translate the IP
address, for example, if going over a network that uses network address
translation (NAT) because the IPsec AH uses the IP address as part of the
hash value algorithm, and if the IP address changed, the hash calculation
would be invalid.

Tunnel mode solves the NAT issue by encrypting/authenticating the
entire IP packet (headers and the payload) and then encapsulating the
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encryption packet into another IP packet for routing purposes. Because
the original IP packet was encrypted/authenticated and an additional IP
header is used for the actual data transmission, the communication
between hosts can be through NAT networks and also typically creates tun-
nels between networks.

With Windows Vista and Windows Server 2008, the encryption and
key exchange cryptographic algorithms were enhanced to support new
compliance requirements, and you now can use the following:

m Encryption. Encryption protocols include Data Encryption
Standard (DES), which uses a 56-bit key and is not recommended;
Triple DES (3DES), which uses three 56-bit keys; and Advanced
Encryption Standard, which has a 128-bit key size (AES-128), AES-
192 (192-bit key size), and AES-256 (256-bit key size). You can use
AES only on Windows Vista and Windows Server 2008.

m Key exchange. Key exchange protocols include Diffie-Hellman
Group 1, 2, and 14; Elliptic Curve Diffie-Hellman P256 (ECDH
P-256); and ECDH P-384. You can use ECDH P-256/384 only
when all systems involved in the communication are running either
Windows Vista or Windows Server 2008.

Server Configuration

Configure IPsec via connection security rules and the IPsec settings as part
of the computer’s properties, as shown in Figure 4-35. The IPsec settings
are broken out in the key exchange, data protection, and authentication
settings. Notice the terms Main Mode and Quick Mode in this dialog. You
also see them when you look at the security associations under monitoring.
What are these modes?

Security associations (SAs) contain the information needed to deter-
mine how traffic is to be secured between systems participating in IPsec as
well as details of the security services, protection mechanisms, and the
cryptographic keys that will be used. For communication, there are two
types of SA: Internet Security Association and Key Management Protocol
(ISAKMP) and IPsec. The ISAKMP SA is known as the main mode SA and
is used for the initial IPsec security negotiation. The initial negotiation is
used to agree on the suite of cipher settings (known as the ciphersuite) and
keys that will be used for the main communication between the two com-
puters, in addition to authentication of the computers. The use of the
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ISAKMP SA ensures that all communication related to IPsec is encrypted,

even the traffic that is used to agree on what configuration to use.
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FIGURE 4-35  IPsec server-level options.

When the ISAKMP SA is complete, the IPsec SA is used. This is
known as the quick mode SA, and it protects the traffic sent between the
IPsec computers. There are always two IPsec SAs, one inbound and one
outbound (from the perspective of one of the servers). The inbound IPsec
SA for Server A would be the outbound IPsec SA for Server B.

Now that you understand the two modes, main and quick, let’s look at
specific options. For both cases, leaving the default settings is recom-
mended. However, you can set advanced options, and for the main mode
(key exchange), this allows you to specify a specific key exchange algorithm
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and security method, which by default includes 3DES and AES-128.
However, you can add more security methods via the Add button, as shown
in Figure 4-36. Remember that for two hosts to communicate with IPsec,
there has to be a common security method, so don’t remove security meth-
ods that may be the only configured methods on nodes a server may need
to talk to. The default key exchange of Diffie-Hellman Group 2 provides
good key exchange functionality and security and is supported by all ver-
sions of Windows, so it is a good default. If you selected a ECDHP key
exchange algorithm, you have stronger protection, but only Vista and
Windows Server 2008 would be supported.

Customize Advanced Key Exchange Settings x|
[~ Securtymethods —————| [~ HKey exchange dlgorittm ————————————————————|
Use the following security methods for key exchange ¢ Hliptic Curve Diffic-Hellman P-384
= Those higher i the list are tried first s
z gest securly, highest resources usage.
pectrityhicties [x] Compatible only with Windows Vista and later
 Encryption algorithm Securty methods: y syslems N
Integrty [ Encryption I Hiiptic Curve Diffic-Hellman P-256
" AES-256 SHA1 AES-128 Stronger security, medium reseurce usage
Strongest security, highest resources usage. SHA1 3DES Compatible anly with Windows Vista and later
Compatible only with Windows Vista and later ;| Dl
systems " Diffie-Hellman Group 14
' AES-132 ﬂ Strongerthan DH Group 2.
Stronger than AES-128, medium resource usage.
Compatible only with Windows Vista and later & Diffie-Hellman Group 2 {defauit)
systems. Add Edi Remove
_ | e emave Stronger than DH Group 1.
& AES-128 (default) | Ao ]
Faster and stronger than DES. Compatible only with — Key lifstimes .
Windows Vista and later systems. o e p o € Diffie-Hellman Group 1
emine when a new key is gen This algorih o] for Biscioward
' 3DES options are selected, a new key is generated when the e ol e
Higher resource usage than DES. first threshold is reached
" DES (not recommended) Key lifetime (n minutes) [ g
This algarithm is provided for backward compatibility
only. Key lifetime (n sessions): 03:
~ Integrty algarithm
Leam more about key exchange settings
(' SHA1 (defauit) What are the default values?
Considered stranger than MD5, uses slightly more l
Mesources. oK Cancel

" MDS (not recommended)

This algorithm is provided for backward compatibility
only.

Leam more sbout key exchange settings

Coa

FiGure 4-36  Configuring specific advanced settings for key exchange.

The same configuration is also available for the data protection area
(quick mode) and allows you to define the various data integrity and
encryption algorithm combinations that are used between IPsec hosts. The
two nodes involved go through their list of algorithms from top to bottom,
and the first common algorithm is used, so the ordering is important. You
can add additional data integrity algorithms, which just allow you to spec-
ity whether ESP or AH is used (ESP is preferred because it supports NAT)
and the algorithm (SHA1 versus MD5) plus the key lifetime, in minutes,
and KB.
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For data integrity with encryption, you have exactly the same options,
but this time you can also choose the algorithm to use for the actual

encryption, as shown in Figure 4-37.

— Compatble crly wih Windew Vista and loter
syslems,
© AES-192

wih Windews Vistn and lnter
st

Sironges than ALS-120, medue rmecurce usage.
Compathle el

MDA frel o]
“Thes algersien is provided for backcward
compatity orly.

[ Koy

s
b
wv
m
[a)
[
=

s =

Custurnize Data Protection Seltings. x| @
Dala protecton setings are used by tralfi 5<
| —
(ll; m
5 =
s 1 Dt integery 5 E
Protect dotn feom modiication on the netwosc wih these: Proty - —
integrty slgorthms. Those higher in the st are tred fist. the netwod: d othms g =
Thase higher in the kst ame tried et m 9
Tt bty igasthems: Dintn intrgry and enenypiion algosthes: = g
Protocel [ Ikegrty | Key =l [ Protocol [ ety | Evcryption [ Key Lietme frn_|_ G
ESP SHAY 0/100.000 ESP SHA1 AES128 60100000 w
AH SHA1 £0/100.000 ESP SHA1 J0ES 60/100.000 ;
<
m
2l £
N
| o
& ESP frecommended) S
ESF . g paylond. ESF Acress ©o
Tranalation (NAT}.
" ESP and AH
Addng the IP header. Th atible with NAT.
| | | I
Leaen mom abevt intecrty and encryption B oot |~ intogrty aigertim
Wl e o clefd ko
i~ ACS-256 i SHA {default)
Rrongesd sscurty. highest souces uage. Congidered shiunges than MDY, uses sighlly
more reszuea,

& NES-128 [defauit)
Faster and stronger than DES, Compatible only

Ky Hetime o mindes) =

weth Vindiowa Vign and later sysinms

Ky Helime fe1 KEJ. T 0=
" 3DES L
Higher resounce usage than DES,
" DES (not meommended)
“This sigorthm is provided for backwand
oty criy
Leam mom: pbout datn encration seftings
Lo ] com |

FIGURe 4-37 The IPsec data protection advanced options.

The final server-level setting is the authentication method, which by
default is computer Kerberos Version 5 authentication. However, you can
change this to combinations of computer and user in addition to using a
computer certificate from an organization’s CA that leverages PKI or even
configure the use of NTLM Version 2 or a preshared key, which is not rec-
ommended because this key would be stored in plaintext.

Connection Security Rules

Use connection security rules to control IPsec-based connection security.
A number of template connection security rules are available via the wiz-
ard, and you can also create custom rules. The actual connection security
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rules are all in the same format, but the templates configure different set-
tings to achieve different results. The templates are as follows:

m Isolation. Use this template to isolate a server by specifying criteria
that must be met for computers wanting to communicate (for exam-
ple, that they must be members of the domain).

m Authentication Exemption. Use this template to allow specific
computers, groups of computer, or IP address ranges to be exclud-
ed from being required to authenticate themselves. This is com-
monly used to allow communication with computers before the type
of authentication configured is possible (for example, with domain
controllers for Kerberos).

m Server-to-server. Use this template to authenticate between two
computers, groups of computers, subnets, or any combination.

m Tunnel. Use this template to secure communications between two
computers through a tunnels such as with a virtual private network
(VPN).

m Custom. Use this template to tailor all aspects of the connection
security rule.

To create an Isolation template rule, select New Rule from the
Connection Security Rules Actions pane and then select the Isolation type
for the rule. Select the authentication requirement, which can be to
request authentication for inbound and outbound connections, but it is not
required. Select to require authentication for inbound connections and
request it for outbound connections, which says anyone wanting to com-
municate with the server must use authentication and is a common setting
to use. Finally, configure authentication to be required for inbound and
outbound connections.

When the authentication requirements are selected, select the authen-
tication method, which by default uses the method configured in the serv-
er settings. Alternatively, you can select a specific authentication method.
Finally, select the profile where the connection security rule should be
applied (domain, private, or public), and although a server should never
move, ensure that the rule is set for all profiles.

Set a name and description for the new connection security rule, and
it is displayed when viewing the connection security rules via the MMC
snap-in. You can edit these rules via their properties, which gives you con-
trol over the computers/IP addresses the rule applies to, the authentication
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to use, and advanced settings such as the interfaces the rule applies to and
IPsec tunneling behavior.

Based on the connection security rule, communication is encrypted
with IPsec, provided that both servers trying to communicate have a con-
nection security rule defined. Therefore, using Group Policy to configure
the IPsec configuration makes the most sense. If you have a server that
requires inbound authentication but you have machines that have no con-
nection security rules configured, they are unable to communicate. An
acceptable combination is to configure specific servers to require inbound
authentication and then the rest of the computers configured to request
inbound and outbound authentication. This configuration allows negotia-
tion to take place and IPsec to be enabled.

When you have connections, you can see the detailed connections
under the Monitoring, Security Associations, Main/Quick Mode, as shown
in Figure 4-38. This example shows two connections that are being authen-
ticated and encrypted via ESP.
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FiGure 4-38 Viewing IPsec security associations.

Windows Defender

Windows Server 2008 includes Windows Defender, which is enabled if the
Desktop Experience feature is installed. It requires no configuration, and
it monitors for Spyware on the server and attempts to stop any spyware
installation. Windows Defender can be configured to use Microsoft
SpyNet, an online network that can be used to look up behavior that is cur-
rently not classified within the Windows Defender spyware definition file
to see how other users in the community have treated the software.
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Manual scans can be triggered to search the system for spyware in
addition to periodically scanning the Tools menu. Any suspect items are
placed in the Quarantined Items bin, which allows the administrator to
restore the program to an operational state or remove it if it's not desired.

To bulk configure machines, use the group policy Windows Defender
settings, which are found under Computer Configuration, Policies,
Administrative Templates, Windows Components, Windows Defender.

Internet Explorer Enhanced Security Configuration

The Internet Explorer Enhanced Security Configuration (IE ESC) is
designed to reduce the risks related to Web browsing performed on a serv-
er; it is enabled by default. Ideally, you should not be surfing the Web on
a server, but sometimes it is convenient to jump onto the Web to look for
something, and there is always a risk you will be redirected to a site with
malware that on a desktop is a pain but on a server could be devastating.

For this protection, IE ESC restricts the content that web sites can dis-
play and utilize. For example, for Internet web sites, Microsoft ActiveX
controls, Microsoft VM for HTML content, and file downloads are all dis-
abled, and this is based on the Internet Explorer Security zones. Internet
sites are set to a High security level, whereas for sites on the local intranet,
the security level is set to Medium-low. The automatic detection of
intranet sites is disabled by default, which means your credentials are not
passed through automatically, so you are prompted for credentials until
you manually add an intranet site to the Local intranet zone.

Other settings, including the following, are made when IE ESC is
enabled:

m The enhanced security configuration dialog is displayed when a site
tries to use blocked content, such as scripting or ActiveX controls.

m Browser extensions are disabled.

m On-demand installation of Internet Explorer components is
disabled.

m Playing of media content in the Internet Explorer media bar is

disabled.

Music, sounds, animations, and videos are disabled in Web pages.

Revocation of certificates used by web sites is enabled.

Signatures are checked for downloaded programs.

Encrypted pages cannot be saved to the temporary Internet files

folder.
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m A warning is issued when you move from a secure to nonsecure site.

m The Web files cache is emptied when Internet Explorer is closed.

m Windows Updates is added to the Trusted Sites zone, allowing
updates to be applied seamlessly, as is the Windows error reporting
site, which allows problems to be reported.

When you first start Internet Explorer with no URL selected, Internet
Explorer informs you of its mode; by default, it informs you that IE ESC
is enabled. This status display is facilitated by configuring a default home
page.

If you select Tools, Internet Options and select the Security tab, if you
are an administrator, you can modify the security level for each of the site
zones. Normal users and administrators can add sites to zones, as shown in
Figure 4-39. (For example, add a Web page to the Trusted Sites zone to
enable additional functionality, such as ActiveX.)
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FIGURE 4-39 When configuring sites in zones, notice the default members of the Trusted
Sites zone when in |IE ESC mode.

If you access a nontrusted site that tries to run content that is blocked
by IE ESC, you see the enhanced security content dialog, shown in Figure
4-40, which allows you to add the site to the Trusted Sites zone to enable
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full functionality or just click Close to continue to load the page but with
the blocked content unavailable.

zl
Content from the Web site listed below is being
° blocked by the Intemet Beplorer Enhanced
Security Configuration.
http://www savilltech.com

[V Continue to prompt when Web site content is blocked
Leam more about Intemet Explorer's Enhanced Security Configuration

If you trust this Web site, you can lower security settings for Ad
the site by adding it to the Trusted stes zone. If you know

this Web site is on your local intranet, review help for

instructions on adding the site to the local intranet zone

instead.

Important: adding this web site to the Trusted sites zone will lower the security
settings for all content from this web site for all applications, including Intemet
Explorer,

FIGuRe 4-40 The IE ESC message for a site trying to run content that is blocked by IE ESC.

You can turn IE ESC on and off at the administrator and user levels
via the Configure IE ESC link on the main page of Server Manager in the
Security Information section, as shown in Figure 4-41. The best practice is
to leave this turned on; however, on your test machines on which you may
do multiple functions, you may want to turn it off so you more easily
research items.

* Internet Explorer Enhanced Security | x|

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.
Administrators:

@ & on (Recommended)

B Cof

More about Internet Explorer Enhanced Security Configuration

OK | Cancel |

FiGure 4-41

IE ESC configuration.
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User Access Control (UAC)

Chapter 2, “Windows Server 2008 Fundamentals: Navigating and
Getting Started,” looked at User Access Control (UAC) as a way to protect
administrator sessions from issues caused by the privileges associated with
administrator accounts. UAC has solved this problem by creating two
tokens for an administrator, one with the administrator privileges, and one
with just normal credentials. The administrator session runs with the nor-
mal-user-privileges token by default, and only when higher credentials are
needed is the administrator prompted for consent (known as prompt for
consent) to authorize the use of the elevated powers to perform adminis-
trative functions. This also works for nonadministrators, who, when trying
to perform a function that requires higher privileges, are prompted for an
administrator account username and password, allowing an administrator
to provide Over the Shoulder (OTS) assistance without having to log out
the user (known as prompt for credentials). You can also configure admin-
istrators to be prompted for credentials to elevate privileges in highly
secure environments, but your administrators won't like it! With this func-
tionality, you can use numerous configurations to control how UAC func-
tions in the environment.

By default, the built-in administrator account has Admin Approval
Mode (AAM) disabled, so the administrator never sees prompts to grant
administrator permissions, but UAC is still a part of Windows Server 2008.
For example, a domain administrator (not the built-in domain administra-
tor) trying to modify the time on a server might receive the UAC consent
dialog, as shown in Figure 4-42. Notice that the rest of the screen has been
grayed out. This is a security feature of the UAC dialogs, designed to stop
malware from trying to interfere with the UAC prompts in case you're
entering administrator credentials and to prevent malware from taking
over a prompt to OK the use of your administrator credential token. Your
interface normally is the interactive or user desktop, where your applica-
tions interface with you and any process can perform input/output. A sec-
ond desktop, known as the secure desktop, is used by UAC dialogs, and
only Windows processes can write to it. When Windows wants to display a
UAC dialog, it flips to the secure desktop, and the user desktop is displayed
behind the secure desktop, with the user desktop content grayed out to
show that it’s not in focus. It would be possible for a malware application
to fake a UAC prompt by graying out the rest of the screen, but this would
be useful only if it prompted for administrator credentials to harvest the
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password because a fake AAM dialog would just get you to click Continue
and would not give any privileges due to the fact that the real elevation
process would not have been activated. Vista has other controls in place to
stop malware from trying to harvest passwords using a fake UAC prompt.

gF Date and Time

User Account Control

G} ‘Windows needs your permission to continue

If you started this action, continue,

Date and Time
Microsoft Windows

o come |

User Account Control helps stop unauthorized changes to your computer.

IV R

FiGure 4-42 The UAC consent dialog.

You can manually configure the UAC via a number of methods, and
you can use group policy settings for granular control. These settings are
available at Computer Configuration, Policies, Windows Settings, Security
Settings, Local Policies, Security Options. They are also available as local
settings in the local computer policy for a server (and, indeed, a Vista
client). In fact, the UAC configuration is stored in the local computer pol-
icy by default, but group policy can be used to override those settings. The
settings available for Windows Server 2008 and Windows Vista are shown
here, and the defaults are consistent for both OSs:

m User Account Control: Admin Approval Mode for the Built-
in Administrator account. [Default — Disabled]. Controls
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whether the AAM is used for the built-in administrator account. By
default, AAM is disabled for the built-in administrator account, but
you can enable it by setting this policy to Enabled.

User Account Control: Allow UIAccess applications to
prompt for elevation without using the secure desktop
[Default - Disabled]. Applies to User Interface Accessibility
(UIA) programs, particularly Remote Assistance and how elevation
prompts are displayed. By default, during a Remote Assistance ses-
sion, any elevation prompts are displayed on the interactive user’s
session, and the Remote Assistance user gets a grayed-out screen. If
the Remote Assistance user needs to be answering the elevation
prompts remotely, the elevation prompts cannot be displayed on the
secure desktop and instead need to be displayed on the interactive
desktop so that they are shown to the Remote Assistance session.
Setting this setting to Enabled configures elevation prompts during
UIA sessions to be displayed in the user desktop. It should be noted
that with Remote Assistance, the user can allow the Remote
Assistance expert to respond to the UAC prompts, but doing so
requires a UAC prompt itself, which kind of defeats the purpose
and hence why we have this option.

User Account Control: Behavior of the elevation prompt for
administrators in Admin Approval Mode [Default — Prompt
for consent]. If administrators are configured to run in the AAM,
this option controls whether they are prompted for consent (the
default), whether the administrator has to enter her credentials
(Prompt for Credentials), or whether the administrator is not
prompted and is elevated automatically (Elevate without
Prompting). The last option should not be used because although
UAC is in effect so you run as a normal user token, any time more
privileges are needed, the elevation occurs automatically, defeating
the purpose.

User Account Control: Behavior of the elevation prompt for
standard users [Default — Prompt for credentials]. Controls
how UAC works for nonadministrators. By default, the user is
prompted for an administrator set of credentials (an account and a
password in a domain or an administrator account and a password in
a workgroup). As an alternative, this can be set to Automatically
Deny Elevation Requests, which means the user will not be prompt-
ed, and any action or process that requires elevation will fail.
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m User Account Control: Detect application installations and

prompt for elevation [Default — Enabled. Allows Vista to detect
whether an application installer that requires elevation is running,
and if so, the elevation prompt will be displayed. Setting this to
Disabled turns off this check and suppresses the elevation dialog
and would be used in environments where technologies such as
group policy or System Center Configuration Manager (SCCM) are
used to deploy software that uses delegated installation to avoid per-
mission issues. By default, this option is set to Disabled for Windows
Vista Enterprise edition.

User Account Control: Only elevate executables that are
signed and validated [Default — Disabled]. Allows only exe-
cutables that are signed by a trusted certificate chain to request ele-
vation. Because of the implications of the enterprise configuration
needed to ensure that all the correct chains are trusted, this option
is disabled by default, but in a locked-down environment, this set-
ting can be useful to further protect systems from malware-type
applications

User Account Control: Only elevate UIAccess applications
that are installed in secure locations [Default — Enabled].
Applies to the UIA applications and ensures that only applications
in the “normal” program areas, such as under %systemroot%\
Program Files [(x86) for 64-bit also] and %windir%, can be treated
as UTAccess applications per their manifest requests. The manifest
is a header for each program that makes statements about what the
program does and things it needs. Turning it off would allow appli-
cations installed anywhere to use the UIAccess UAC prompt
options, which could be dangerous.

User Account Control: Run all administrators in Admin
Approval Mode [Default — Enabled]. By default, all administra-
tors except the built-in administrator account run in AAM and so
are prompted for elevation consent/credentials (depending on the
AAM setting for administrators). By default, Enabled is the optimal
setting, and it should not be disabled as that would turn off UAC for
all administrator accounts, and those are the users who need it the
most.

User Account Control: Switch to the secure desktop when
prompting for elevation [Default — Enabled]. Controls whether
UAC elevation requests are displayed on the secure desktop (with
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the user desktop grayed out in the background), which is the
default, and it offers protection against malware UAC hijacking and
emulations. If it is disabled, UAC elevation prompts will display on
the normal user desktop.

m User Account Control: Virtualize file and Registry write fail-
ures to per-user locations [Default — Enabled]. With this fea-
ture, as discussed in Chapter 2, if a process tries to write to an area
of the Registry or file system that is considered secure, such as
Joprogram files% or %windir%, then instead of failing the write
request, it is redirected to an area under the user’s profile that allows
the application to function. This option is enabled by default, and if
it is disabled, applications simply fail, as they would have done pre-
Vista. This is an important setting when you consider that the switch
to Vista will see many normal users lose their local administrative

rights.

All these settings are in the Registry under HKEY_LOCAL_
MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Sys
tem. For example, to disable UAC, set EnableLUA to 0 and reboot. Set the
elevation prompt for administrators via ConsentPromptBehaviorAdmin,
where 2 prompts for consent and 1 prompts for credentials, while 0 does
not prompt at all. It's not a good idea to modify the Registry directly. If you
need to change settings for one machine, use gpedit.msc to edit the local
computer policy, and if you need to change settings for multiple machines,
use a GPO to link to a domain or an OU (or even a site) that contains the
computers that should use the new UAC configuration.

Also at a local machine level, you can control whether UAC is enabled
or disabled via the User Accounts Control Panel applet and use the Turn
User Account Control On or Off link, which allows you to disable or enable
UAC at a computer level, as shown in Figure 4-43. Again, this is not rec-
ommended. There is also a tool in MSCONFIG that you can use to disable
and enable UAC, but the command that gets run just modifies the
EnableLUA Registry value discussed earlier, so it’s no different from using
policy or the User Accounts Control Panel applet.

Remember that you can run any application with the administrative
token by typing the application name in the Start menu search area and
then right-clicking and selecting Run as Administrator.
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.':;, Turn User Account Control On or Off B

=101

=
m |$, ~ User Accounts - Turn User Account Control On or Off

> la_]J ISearrh

]

Fle Edit View Tools

Help

Turn on User Account Control (UAC) to make your computer more secure

User Account Control {UAC) can help prevent unautherized changes to your computer. We recommend that you leave
UAC turned on to help protect your computer.

[¥ Use User Account Control (UAC) to help protect your computer

o] e

FiGure 4-43 Manual UAC control.

In short, UAC is a great technology, and sometimes there is a tempta-
tion to just turn it off at the first sign of inconvenience. But if you look at
the longer-term protection it offers, you see that it’s a good idea to use

UAC, particularly on your servers, where damage impact could be huge.

SysKey

SysKey is a utility designed to increase the security of the accounts data-
base by encrypting its content. SysKey is enabled by default and cannot be
disabled. However, by default the key required to decrypt is stored locally
on the server. If you click the Update button, configure a password to be
entered or store the startup key on a floppy disk that would need to be
entered at each system startup, as shown in Figure 4-44. In general, do not

tamper with the configuration.

Securing the Windows Account Database

By

This tool will alow you to configure the Accounts
Database to enable additional encryption, further
protecting the database from compromise.

Once enabled, this encryption cannot be
disabled.

€ Encryption Disabled
& Encryption Enabled

0K Cancel Update

x| Startup Key

" Password Startup

Requires a password to be entered during system
start

Password I

Confirm: I

(% System Generated Password

¢~ Store Startup Key on Floppy Disk

Requires a floppy disk to be inserted during
svstem start.

(¥ Store Startup Key Locally

Stores a key as part of the operating system,
and no interaction is required during system
start

coes

FiGure 4-44  Configuring SysKey.
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Account Policies

Account Policies are a critical area of configuration that is often overlooked
and misconfigured. As seen in this chapter and as throughout the rest of
this book, Microsoft offers huge amounts of security technology, and in
most environments, the key to the door is via your username and password,
so you need to make sure your passwords are sufficiently complex that they
won't be easily guessed or hacked.

To enforce a certain password standard, use account policies, which
are defined in the Default Domain Policy and are broken into three areas:
Password Policy, Account Lockout Policy, and Kerberos Policy. These poli-
cies apply to all domain accounts, so any user in the domain will be forced
to use these settings.

Password Policy allows the configuration of six key aspects of a
password:

m Enforce password history. Keeps track of the last 0 to 24 pass-
words, depending on the configuration. By default, on a domain
controller, this is set to the maximum of 24. A user cannot change
his password to any password stored in the password history.

m Maximum password age. The maximum age a password can be
before it must be changed. A user is prompted when his password
is about to expire, and when a password has expired, the user must
change the password before logging on. By default, this is 42 days.

m Minimum password age. The amount of time a password must be
set before it can be changed. Why might you need this? With pass-
word history enabled and no minimum password age, a user could
just change his password 25 times and get back to the original pass-
word because the password history would have deleted the oldest
password, which was the original. When you force a password to be
used for a period of time, such as a day, users can’t just change their
passwords repeatedly and work around the password history.

® Minimum password length. The minimum number of characters
the password must be. Seven is the default, and it originates

the way the LAN Manager hash of a password was stored as
two seven-character chunks; it was more secure to have a seven-
character password than an eight-character password because the
last character could easily be broken and might hint at the rest of the
password.
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m Password must meet complexity requirements. When this set-
ting is enabled, passwords must meet the following criteria:
m  Not contain the user’s account name or parts of the user’s full
name that exceed two consecutive characters

Be at least six characters in length

Contain characters from three of the following four
categories:

English uppercase characters (A through Z)

English lowercase characters (a through z)

Base 10 digits (0 through 9)

Nonalphabetic characters (for example, !, $, #, %)

m  Meet complexity requirements when they are changed or
created

m Store passwords using reversible encryption. Disabled by
default but is required if Challenge-Handshake Authentication
Protocol (CHAP) is used for remote access or digest authentication
with Internet Information Services (IIS). Enabling this option is not
recommended.

By default, on a newly created domain, the settings implemented are
strong; check your environment to ensure that you have similar settings. In
many companies, password complexity is turned off, which is a disaster,
and although it may be politically challenging to convince executives that
they need a complex password, it is for the good of the company.
Remember that account policies can be configured only at the domain
level. If you create a GPO and configure account settings and then link at
an OU or site level, those account settings will have no effect for domain
accounts and will instead affect only local accounts on the computers with-
in the OU or site. Prior to Windows Server 2008, you could have only one
account policy per domain, and this is still the case in Windows Server
2008, except with a Windows Server 2008 mode domain, you have fine-
grained password policy capabilities that allow you to specify addition pass-
word policies based on a users group membership (see Chapter 12,
“Managing Active Directory and Advanced Concepts.”)

Account Lockout Policy defines what you do if a password for an
account is incorrect. It is designed to lock out an account and make it unus-
able after a specified number of incorrect password attempts in a certain
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amount of time. By default, this is not enabled, but it should be. The fol-
lowing are the three areas of configuration:

m Account lockout duration. The amount of time an account is
locked out, in minutes. A setting of 0 means the account stays locked
out until it is manually enabled. A common value is 30 minutes,
which is a good balance. We don’t want a value of 0 because an
attacker who just wants to disrupt your company from working
would just have to target each account with a wrong password five
times (if five were the number of incorrect password attempts
before lockout), and the account would be locked out until it was
manually enabled. If the attacker hit every account in the domain,
every account would be locked out forever, and you would have no
way to log in to enable it. This is why 30 minutes is a good amount
of time. A hacker trying to hack the password would get five tries
and then have to wait 30 minutes, then try another five, and so on.
They are not likely to crack a password with only ten tries per hour.

m Account lockout threshold. The number of incorrect password
attempts before lockout. 0 means the account is never locked out. 5
is a common value to use.

m Reset account lockout counter after. Configures the counter of
incorrect passwords to be reset after a configured number of min-
utes. Again, 30 minutes is typically used.
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The Kerberos Policy area should not be modified and is part of the
internal workings of Kerberos.

If you want to view account logon failures on a domain controller, view
the Security log and look for audit Failure keyword event logs with the
events ID 4771. You can filter the security log view to show only failure
audits by setting the current filter to have Audit Failure for the key-
words. The following is an example of a logon failure event log:

Log Name: Security

Source: Microsoft-Windows-Security-Auditing
Date: 1/27/2008 9:15:49 PM

Event ID: 4771

Task Category: Kerberos Authentication Service
Level: Information
Keywords: Audit Failure
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User: N/A
Computer: savdaldcOl.savilltech.net

Description:
Kerberos pre-authentication failed.

Account Information:
Security ID: SAVILLTECH\dutch
Account Name: dutch

Service Information:
Service Name: krbtgt/SAVILLTECH

Network Information:
Client Address: ::ff£f£:192.168.1.80
Client Port: 54361

Additional Information:

Ticket Options: 0x40810010
Failure Code: 0x12
Pre-Authentication Type: 0

Certificate Information:
Certificate Issuer Name:
Certificate Serial Number:
Certificate Thumbprint:

Certificate information is only provided if a certificate was
used for pre-authentication.

Pre-authentication types, ticket options and failure codes are
defined in RFC 4120.

If the ticket was malformed or damaged during transit and could
not be decrypted, then many fields in this event might not be
present.

You might need to make a change to see these failure event logs.
Configure this on the local computer policy of your domain controller or
on all domain controllers via group policy, and set the Audit Account
Logon Events setting under Computer Configuration, Windows Settings,
Security Settings, Local Policies, Audit Policy to Success, Failure.

If an account is locked out, the option Unlock Account is available via
the user’s Account tab, as shown in Figure 4-45.
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MemberOf |  Diadin |  Envionmert | Sessions
Remote control | Teminal Services Profile I COM=
| General | Address  Account | Profie | Telephones | Organization

User logen name
| @saviltech net =]

User logen name (pre-Windows 2000):
[SAVILLTECH\ Jdutch

Logon Hours Log On To |

Unlock account. This account is cumently locked out on this Active
Directory Domain Controller.

Account options:

I User must change password at next logon ﬂ
[¥ User cannot change password
[¥ Password never expires

™ Store password using reversible encryption ;I
~ Account expires

& Never

€ Endof: Tuesday , February 26,2008 j

0K || Cancel || tppy || He |

FIGURE 4-45 Unlocking a locked-out account.

By default, the information related to lockout information and good
and bad logons is stored on each domain controller and not easily viewable
across all domain controllers. However, for Windows Server 2003, an addi-
tional account information DLL, acctinfo.dll, was available as part of
the resource kit and when it was registered with command regsvr32
acctinfo.dll, a new tab for user objects displayed the following:

m The last time the password was set
m The domain password policies

m When the password will expire

m The lockout status

m The last good and bad logons

Windows Server 2008 mode domains provide a much better way to
track good and bad logons, as discussed in Chapter 12.
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Summary

Windows Server 2008 has had a great deal of attention paid to its security
and protection from attacks. In addition to improvements to Windows
Firewall, components enabled only when needed, and the other items dis-
cussed in this chapter, a lot of kernel-level changes have made it more dif-
ficult to hack a system. (Chapter 2 covers many of these.) One key bit of
protection that is security focused is the addition of address space load ran-
domization (ASLR). Before Windows Server 2008, the kernel, HAL, and
key executables and DLLs were loaded at fixed locations in memory. This
made it easier for a process to try to attack these memory areas. In
Windows Server 2008, these modules are placed in 1 of 256 random points
in the address space, making it far more difficult to attack. A service can
auto restart only 10 times, after which the server must reboot before the
service can restart; this means an attacker can't try all 256 because the serv-
er will reboot. So if you see a server rebooted because of service retry,
check for hack attempts.

In this chapter, many of the security features are discussed at a high
level, which is an unfortunate limitation when trying to cover such a huge
topic. As mentioned at the beginning of this chapter, many security-
related technologies are discussed throughout the entire book; this chap-
ter focuses on technologies that are purely security. This chapter helps you
see what is available and how to use the various features. Security is often
discussed but not emphasized enough in organizations. Taking some time
to understand the features that are available to you and spending some
time now securing your environment will save you a lot of time later, when
you’re not hacked.

If you want to lock down your environment, download the Microsoft
Windows Server 2008 Security Guide. It has 200 pages of lockdown infor-
mation, and it even includes some group policy templates and updates for
the Security Configuration and Analysis snap-in.
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FILE SYSTEM AND PRINT
MANAGEMENT FEATURES

One of the greatest and most used features of an operating system is the
file system. At its most basic level, the file system allows you to store and
read data in a persistent manner. In this chapter, you look at the facilities
for server-based file storage offered by Windows Server 2008. Server-
based file storage is vital in any organization because client-side storage
cannot be relied upon from a resiliency perspective, and client-side data is
not available to the organization.

You start off with a basic view of the file systems and their features you
use in Windows Server 2008, including basic management of file systems,
volume creation, maintenance, and more advanced concepts.

After you have data, you sometimes need to print it. So, the second half
of the chapter deals with print server capabilities with Windows Server
2008, including managing the properties of an individual print server, print
queues, and multiple print servers from a central management location.

File System Types and Management

Windows Server offers a number of file systems that can be used on media
connected to the server. Although you use only one of the file systems for
fixed media, you look at all the options.

File Allocation Table (FAT)

File Allocation Table (FAT) is a remnant from the MS-DOS days and was
limited to 8.3 filename restrictions until Long File Name (LFN) support
was added. Although FAT has been largely replaced by more sophisticated
file systems, many media, such as memory cards, still use FAT because of
its support across nearly all operating systems.
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LFNs worked behind the scenes. The LFN for a file was stored using
a series of linked directory entries. An LFN uses one directory entry for its
alias (an automatically generated 8.3 name) and a hidden secondary direc-
tory entry for every 13 characters in its name. If you had a 200-character
filename, it would use 17 entries.

The alias is generated using the first six characters of the LFN, then a
~, and then a number for the first four versions of a files with the same first
six characters. For example, for the file john savills file.txt, the names gen-
erated would be johnsa~1.txt, johnsa~2.txt, and so on. After the first four
versions of a file, only the first two characters of the filename are used, and
the last six are generated, as in joOE38~1.txt.

FAT is a basic file system. It has no capability to set security on files or
audit access. Files on FAT volumes become fragmented because no map is
kept of free space on the volume, and FAT has no built-in corruption
recovery.

FAT32

Introduced with Windows 95 OSR2, FAT32 is designed to address some of
the size limitations of FAT as hard drives increase in size. As with FAT, the
same 8.3 filenames exist, although LFN’s 255-character filenames are avail-

able.

New Technology File System (NTFS)

New Technology File System (NTFS) was introduced with the first version
of Windows NT (3.1) and was a completely rewritten file system instead of
an upgrade for FAT. NTFS introduced metadata for objects on the file sys-
tem, allowing many more file system capabilities, such as security configu-
ration and auditing information. A subset of the metadata for each file is
stored in the master file table (MTF), which is used to quickly see free
space on a volume, determine where to place new files, and cut down on
fragmentation. Fragmentation occurs when a file is written to disk but not
to a contiguous block of space. The file is scattered over separate areas of
the disk. Why is this a problem? This fragmentation means that when the
data is read, instead of one disk seek (a slow operation), many disk seeks
are needed to read the data.

Numerous versions of NTFS exist. Windows XP, 2003, Vista, and
Windows Server 2008 all run version 3.1. The version of an NTFS volume
(seen in the third line of the following output) can be checked with the
fsutil command:
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C:\>fsutil fsinfo ntfsinfo c:\

NTFS Volume Serial Number : 0x886a8ca26a8c8fle
Version : 3.1

Number Sectors : 0x0000000009c3£ffff
Total Clusters : 0x0000000001387fff
Free Clusters : 0x000000000104b337
Total Reserved : 0x0000000000000040
Bytes Per Sector 512

Bytes Per Cluster : 4096

Bytes Per FileRecord Segment : 1024

Clusters Per FileRecord Segment : 0

Mft Valid Data Length : 0x0000000003cb0000
Mft Start Lcn 0x00000000000c0000
Mft2 Start Lcn : 0x00000000009c3fff
Mft Zone Start : 0x00000000000c3cald
Mft Zone End : 0x00000000000cc820
RM Identifier: 827C9D5C-FCD5-11DB-9486-E19769CE1781

The output shows version 3.1; the number of sectors, clusters, and so
forth; the location of the start of the MFT; and the location of MFT2. The
MFT2 is a mirror of the first 16 records of the MFT, which describe the
metadata files themselves and are, therefore, the most vital. The MFT2 is
stored at the end of the partition as a spare copy of the MFT in case of cor-
ruption. The MFT2 can be used to make your NTFS volume usable again.
(Search the Microsoft Knowledge Base for details on how.) These files are
stored at the root of the C: drive as super hidden files $SMFT and
$MFTMirr. There is no way to view them within Windows itself. More of
these super hidden files exist, such as the following:
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m $AttrDef. A description of the metadata that can be used as attrib-
utes of data stored on the volume

$BadClus. List of all clusters on the disk that are marked as bad
$Bitmap. Map of the clusters on the volume, including which are
currently free

$Boot. Copy of the boot sector

$LogFile. Transaction log file for the volume

$Quota. Quota entries on the volume for NTFS 5.0 volumes
$UpCase. Table to convert filenames to Unicode

$Volume. Key information about the volume, such as the NTFS
version, creation time, and volume name

The core features of NTFS are discussed later, but let’s start off with
some new NTFS features introduced with Windows Server 2008.
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New NTFS Features in Windows Server 2008

Windows Server 2008 introduced significant changes to NTFS, namely
transaction NTFS, self-healing NTFS, and enhanced symbolic linking.

Transaction NTFS

A major part of any multiaction operation is that if one part fails, all the
actions must roll back. These actions are grouped into a transaction. A
transaction often has to pass the atomic, consistent, isolated, and durable
(ACID) test. This means the transaction should completely apply at one
time and not affect other elements outside the transaction.

Windows Server 2008 introduces support for transactions via the NTFS
file system. Changes to NTF'S can now be made part of a larger transaction,
which could include other changes to the system, SQL updates, and
anything else that supports transactions. This feature is intended for devel-
opers who write code that requires transactions. Transactions can be moni-
tored and managed using the fsutil transaction command. This
supports viewing current transactions and committing and rolling back a
transaction.

Self-Healing NTFS

Even with the latest version of NTFS, errors in the file system can occur.
Many factors can cause errors, including physical drive corruption. When
this corruption occurs, traditionally you use the chkdsk utility to locate
errors and report, or try to recover data from bad sectors, and repair the
disk.

The new self-healing NTFS reduces the need to run chkdsk by auto-
matically attempting to recover and repair problems on the disk without
requiring manual intervention. If the automatic process discovers a prob-
lem beyond the scope of self-healing, it alerts the console user to perform
remedial steps. The self-healing is enabled by default and automatically
detects and recovers/repairs/removes corruptions on the NTFS volume,
boot sector, or contained files. A NTFS source event is logged in the sys-
tem event log (130 and 55 event IDs) when any repairs are performed.

Symbolic Linking

A symbolic link is a file system object that points to another file system
object (the destination object). Symbolic links appear as regular folders
and files to users and are a standard part of the operating system. This
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allows a single interface point on the file system to access data in multiple
locations on local and remote computers without the user needing to know.

Windows 2000 and XP had the capability to create junction points to
folders and volumes on the local computer. These were hard to manage
natively and have been replaced with the new symbolic linking feature.

Windows Vista and Windows Server 2008 provide the mk1ink utility,
which creates both file and directory symbolic links. The command has
three optional parameters:

m /D. Creates a directory symbolic link instead of the default file
symbolic link

m /H. Creates a hard link instead of a symbolic link

m /J. Creates a directory junction

Let’s say you have calc.exe in the windows\system32 folder. However,
you want to run it as addup.exe. To do this, use the following command:

C:\Windows\System32>mklink addup.exe calc.exe
symbolic link created for addup.exe <<===>> calc.exe

C:\Windows\System32>dir addup.exe
Volume in drive C has no label.
Volume Serial Number is E0BA-564B

Directory of C:\Windows\System32
05/17/2007 11:08 AM <SYMLINK> addup.exe [calc.exe]

1 File(s) 0 bytes
0 Dir(s) 235,354,234,880 bytes free
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The directory entry shows that it's a symbolic link with the real file-
name in square brackets.

If you use /H instead and create a hard link, this makes the entry
appear as if it’s the file instead of a shortcut. This is what you get by default.
For example, in the following output, you see a standard symbolic link and

then a hard link:

D:\temp>mklink /H addup2.exe calc.exe
Hardlink created for addup2.exe <<===>> calc.exe

D:\temp>dir
05/17/2007 11:10 AM <SYMLINK> addup.exe [calc.exe]
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11/02/2006 10:00 AM 188,416 addup2.exe
11/02/2006 10:00 AM 188,416 calc.exe

To delete the links, use the del command from the command line or
via Explorer. Deleting a link does not delete the file to which it links.

For folders, you have the same symbolic link and hard link (known as
a junction point) options. These are created with the /D and /J switches,
respectively. With either type of link you can navigate to the folders. Any
added or deleted content updates the target folder because this is a link to
the data.

D:\temp>mklink /d testlnk testl
symbolic link created for testlnk <<===>> testl

D:\temp>mklink /j testlnkhd testl
Junction created for testlnkhd <<===>> testl

D:\temp>dir

05/17/2007 11:20 AM <DIR> testl
05/17/2007 11:21 AM <SYMLINKD> testlnk [testl]
05/17/2007 11:21 AM <JUNCTION> testlnkhd

[D:\temp\testl]

File System Review

Table 5-1 shows a summary of the various file system attributes and limi-
tations, concentrating on the main file systems available for your data stor-
age needs.

Table 5-1 System Attributes/Limitations of File Systems

File System Feature FAT16 FAT32 NTFS
Maximum File Size 2GB 4GB 16TB (theoretical is 16EB)
Maximum Volume Size 2GB 8TB; format support 256TB (theoretical is

Maximum Number of Files 65,517 268,435,437
Maximum Filename Size 8.3 or 255 255

is limited to 32GB  much higher)
during setup in

Windows 2000 and

above

with LFN
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Formatting and Managing File Systems

A new computer has one or more physical drives that might be combined
into a single visible drive in a highly available configuration (for example,
Redundant Array of Inexpensive Disks [RAID] 1 mirror drives or individ-
ual drives). Before these disk areas can be used, partitions must be creat-
ed on the disk space. This can be done during the operating system instal-
lation, covered in Chapter 3, “Installing and Upgrading Windows Server
2008,” or within the installed operating system using the Disk
Management Microsoft Management Console (MMC) snap-in. Both
graphical and command-line interfaces exist for managing disk partitions.

Disk Management Microsoft Management Console Snap-in

The Disk Management MMC snap-in is part of the Computer
Management console. It is available in the Administrative Tools program
group within the Storage section of the navigation pane (see Figure 5-1).

The physical drives are shown in the bottom part of the details pane.
Within each physical disk space volume, the various partitions and any
available unallocated disk space are shown. At the top of the details win-
dow is a list of the actual partitions with their type, layout, file system, and
status.

The layout refers to the type of the volume. For example, a volume
comprising of space on a single disk is known as a simple volume. Just as
hardware disk configuration such as mirroring and striping with parity
(RAID 5) is possible, software versions of these disk configurations are part
of the Windows operating system. The complete list of disk configurations
is as follows:

m Simple. A single block of contiguous space on a single physical disk

m Spanned. Multiple blocks of contiguous space on single or multiple
physical disks

m Striped (RAID 0). Multiple blocks of contiguous space on multiple
physical disks

m Mirrored (RAID 1). Two blocks of equal contiguous space on two
separate physical disks with the same information

m RAID 5. Multiple blocks of contiguous space on at least three phys-
ical disks with parity information stored across the disks
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A Computer Management =5 =]

File Action View Help
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4} System Tools = Simple Basic Healthy (EISA Canfiguration) Disk Management A
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FIGURE 5-1  The Disk Management snap-in shows the physical space visible to the
operating system and how it is portioned.

Only mirroring and RAID 5 increase availability because data is spread
over multiple physical drives with data redundancy. If one disk is unavail-
able, its content is either duplicated on another disk in the set or can be
calculated by parity information spread over the other members of the set.

The type of disk refers to whether the disk is a basic disk, dynamic disk,
or GUID Partition Table (GPT) disk. A basic disk is the traditional disk
type of storage, similar to that used by MS-DOS, and is based on partition
tables that can contain basic volume types such as primary, extended, and
logical drives. The only type of volume you can have on a basic disk is a
simple volume. Dynamic disks contain dynamic volume types, such as
spanned, striped, mirrored, and RAID 5. Dynamic disks are not under-
stood by pre-Windows 2000 operating systems. A basic disk can be
upgraded to a dynamic disk by right-clicking on the disk and selecting
Convert to Dynamic Disk from the context menu. After you convert a disk
to dynamic, the only way to convert it back to basic is to delete all volumes
on the disk. The third type of available disk is the GPT disk. GPT was cre-
ated as part of the Extensible Firmware Interface (EFI) initiative and is



FILE SYSTEM TYPES AND MANAGEMENT 233

designed to give a far more flexible approach to volume management. GPT
disks support 128 primary partitions, a lot compared to the four supported
by traditional MBR type disks, and volumes greater than 2TB (the MBR
limit).

Windows Vista and Windows Server 2008 introduced the capability via
the Disk Management snap-in to shrink and extend volumes via the con-
text menu of a partition, as shown in Figure 5-2.

— %

7813 GB NTFS
Healthy (Primary Partiti

Open
Explore

Mark Partition as Active
Change Drive Letter and Paths...

Format...

Extend Volume...
Shrink Volume...
Add Mirror...

.

FIGURE 5-2  The Extend Volume and Shrink Volume options give easy access to modifying
the size of existing volumes.

If you select the Shrink Volume option, the disk management interface
ascertains the amount of space at the end of the disk that can be shrunk.
This can be modified as required, as shown in Figure 5-3. After the
amount of space is selected, click Shrink to resize the partition.

Shrink E: =
Total size before shrink in MB: ’W
Size of available shrink space in MB: W
Enter the amount of space to shrink in MB: 133947] %
Total size after shrink in MB: |

Size of avaiable shrink space can be restricted if snapshots or pagefiles
are enabled on the volume.

([ stk ] [ concel ]

FIGURE 5-3  The Shrink dialog shows the amount of space that can be shrunk. The
amount of space to shrink and the size after shrinking are configurable.
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The Extend Volume option selects free space next to the partition to
increase the partition size and keeps it as a simple volume, or selects disk
space from another area on the disk or another disk entirely to create a
spanned volume (see Figure 5-4).

-
Extend Volume Wizard @

Select Disks
You can use space on one or more disks to extend the volume

You can only extend the volume to the avaiable space shown below because your disk
cannot be converted to dynamic or the volume being extended is a boot or system
volume

Ayailable Selected:

Add> [Diske @ 5000 MB

Total volume size in megabytes (MB):

Maxdmum available space in MB: 8362
Select the amount of space in MB: 5000| =]

L

[ <Back [ Net> | [ Cancd |

FIGURe 5-4  The Extend Volume Wizard allows disk space to be added to a volume either
from the same disk or from a disk on another disk.

To create a volume, perform the following steps:

1.

o

Right-click on an area of unallocated disk space and select a new
type of volume (simple, mirrored, and so forth).

Click Next to the New Volume Wizard introduction screen.
Depending on the type of volume selected, select disk space from
the selected disk or multiple disks. Click Next.

. Assign a drive letter for the new volume or mount the partition as

a folder on an existing volume as a junction point. If you want to
assign letters or paths later, select the option to not assign a letter
or folder (see Figure 5-5). Click Next.

The final dialog formats the new volume (see Figure 5-6). After
options are selected, click Next. The Quick Format option does
not perform the normal bad sector check. If you are formatting a
disk that you have used for a while and that you know is good, you
could perform a quick format. The Enable File and Folder
Compression option means that all data on the new volume should
be compressed. The allocation unit defines how big the smallest
unit of allocation is on a volume. The larger the allocation unit, the
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fewer number of units are required for each file, resulting in more
efficient and faster disk access. However, you also risk wasting
space. If you have many 1KB files and the allocation unit is 64KB,
each file has 63KB of wasted space. If you know you are storing
large files, set a large allocation unit size; if you are storing lots of
small files, set a low allocation unit size. Normally the default
works fine. Click Next.

New Simple Volume Wizard X

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

(7 Assign the following drive letter: | 7 - |

(@) Mount in the following empty NTFS folder:
E:\Data

() Do not assign a drive letter or drive path

(oot (G

FIGURE 5-5  In this example, the new volume is available as a subfolder of the existing
E: drive.
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New Simple Volume Wizard

Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use

() Do not format this volume

(@) Format this volume with the following settings

Ca—
Allocation unit size: Default =
Volume label: New Volume
[T] Perform a quick format

|| Enable file and folder compression

[ <Back J[ Net> | [ Cancd |

FIGURE 5-6  File system, volume, quick format, and compression options are available for
new volumes.
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6. A summary of the new volume creation is displayed. After con-
firming options, click Finish.

A partition format can be performed by right-clicking on the partition
and selecting Format from the context menu. This can also be performed
via Explorer by right-clicking on the volume and selecting Format.

Command-Line Management

As with the graphical interfaces, all the same options can be performed
from the command line, which is mostly facilitated via the diskpart
command-line utility.

The basic read type operations are available with diskpart, such as
listing all the disks and viewing partitions on a disk, as shown here:

DISKPART> list disk

Disk ### Status Size Free Dyn Gpt
Disk 0 Online 16 GB 280 MB *

Disk 1 Online 31 GB 4399 MB * *
Disk 2 Online 16 GB 15 GB * *

DISKPART> select disk 0

Disk 0 is now the selected disk.

DISKPART> list part

Partition ### Type Size Offset

Partition 2 Dynamic Data 993 KB 32 KB
Partition 1 Dynamic Data 15 GB 1024 KB
Partition 3 Dynamic Data 1382 MB 15 GB

DISKPART> select part 3

Partition 3 is now the selected partition.

DISKPART> detail partition

Partition 3
Type : 42
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Hidden: Yes
Active: No

Volume ### Ltr Label Fs Type Size Status Info

* Volume 3 F RAIDlI NTFS Mirror 500 MB Healthy

To create volumes, use the Create Volume context menu action on
dynamic disks or Create Partition on basic disks.

The power of diskpart is useful for scripting. For example, the fol-
lowing commands to create and format partitions can be saved as a text file
and then passed to the diskpart command:

select disk 0

clean

create partition primary
select partition 1
assign letter=c:

active

format

exit

To pass the text to diskpart, use the /s switch:
diskpart /s partcleanandcreate.txt

To create more complex disk sets, such as a RAID 5, you need to pass
the disks you want to use as part of the set; for example:

DISKPART> create volume raid size=6000 disk=1,2,3
DiskPart successfully created the volume.

Here, the disk= are the disks to use and the size= is the space to take
from each disk. To see a list of all commands, run help from within
diskpart.

Converting File Systems

If a FAT or FAT32 partition were created, it can be converted to NTF'S and
maintain its content. Any other type of conversion requires the data to be
backed up and the partition to be re-formed. The convert command can
be used to perform the file system conversion. The following example
shows a conversion from FAT32 to NTFS. Notice you have to enter the
volume label for the volume.
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C:\Users\Administrator>convert i: /fs:ntfs

The type of the file system is FAT32.

Enter current volume label for drive I: TEST2

Volume TEST2 created 5/17/2007 3:52 PM

Volume Serial Number is D435-A9D2

Windows is verifying files and folders...

File and folder verification is complete.

Windows has checked the file system and found no problems.

242,606,336 bytes total disk space.
104,096 bytes in 2 hidden files.
142,600,192 bytes available on disk.

2,048 bytes in each allocation unit.
69,632 total allocation units on disk.

69,629 allocation units available on disk.

Determining disk space required for file system conversion...

Total disk space: 243360 KB
Free space on volume: 139258 KB
Space required for conversion: 2394 KB

Converting file system
Conversion complete

Disk Defragmentation

One of the advantages of NTFS is that it has a map of free space on the
volume. This enables new files to be written contiguously where possible,
avoiding fragmentation. However, defragmentation is still necessary, and
Microsoft made Disk Defragmenter part of its Windows 2000 product line.

Available from Accessories, System Tools, Disk Defragmenter, it gives
a view of the volumes on the computer. When executed, a check is initial-
ly performed on the file system (see Figure 5-7). Also, advice is given on
the state of the file system and what action should be performed.

If you choose to perform a defragmentation, the list of volumes is
shown. Select the volumes to be defragmented, as shown in Figure 5-8.
Additionally, you can select to Run on a Schedule (Recommended) by
checking the box (refer to Figure 5-7). Decide when, how often, and on
which volumes to perform the defragmentation.
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&j Disk Defragmenter [=ll= =S

% Disk Defragmenter consolidates fragmented files on your computer's hard disk to improve system
+ performance. How does Disk Defragmenter help?

[] Run on a schedule (recommended)

Scheduled defragmentation is disabled. Modify schedule...

Last run: Mever

MNext scheduled run: Mewver Select volumes...

@ Your file system performance is good
You do not need to defragment at this time. Defmgment nowss

)
2
n

J

| oK |"

FIGURE 5-7  The Windows Server 2008 disk defragmenter runs an analysis when first
executed and defragments if required.

e i ]
Disk Defragmenter: Defragment Now

Select the checkbox for each disk you want to defragment.

Disks to defragment:
[B (Select all disks)
<)

Data (E:)
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FIGURE 5-8  The volumes to be defragmented must be selected.

A command-line interface for defrag.exe is available. This is useful for
scripting execution of the disk defragmentation and more customized
scheduling of the execution. The -a switch performs analysis only and
gives details of the fragmentation state, as shown here:

C:\Windows\system32>defrag c: -a
Windows Disk Defragmenter
Copyright (c) 2006 Microsoft Corp.
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Analysis report for volume C:

Volume size = 78.12 GB
Free space = 65.16 GB
Largest free space extent = 39.06 GB
Percent file fragmentation =2 %

Note: On NTFS volumes, file fragments larger than 64MB are
not included in the fragmentation statistics.
You do not need to defragment this volume.

-w performs a full defragmentation, and the -r switch performs a fast
defragmentation (only defragmenting files smaller than 64MB). Full help
can be seen with the -2 switch. The paging file is not defragmented with
the free utility. Purchase a third-party defragmentation utility if you want
to defragment the paging file. However, the paging file usually doesn’t frag-
ment too much if you reboot regularly because the page file is shrunk to its
original size at each reboot.

File Management

Data management is vital in any environment, and Windows is no excep-
tion. In a number of environments, storing data is worse than not storing
data because data is often sensitive, and you need to ensure only the right
people can get to it. In addition, as you store more data, tracking who is
using data, where, and for what; ownership; the type of information; and
reporting become more important.

File Ownership

The rest of this chapter discusses NTFS, which stores data more reliably
and allows other facilities because of its metadata-based approach.

One of the attributes of a file or folder is its owner. This is derived from
the creator of the file or folder and can be viewed by right-clicking the file
or folder, selecting Properties, selecting the Security tab, clicking the
Advanced button, and then selecting the Owner tab. The owner informa-
tion can be seen in Figure 5-9.
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CTins L x |

|Ger1aai | Securty |Custnm | Details I Previous \n"ersinna|

Object name:  D:\DocumentsPersonnal‘\Fimsxds

Group or user names:
ﬂ! Everyone -~
B2, SYSTEM E
2 John Savill fohn@saviltech net)

&I_'J Domain Admins (SAVILLTECH" \Domain Admins)
R POV

i
l

B [T

To change pemmissions, click Edit.
n— T E— 3w Deny

| Permissions | Auditing | Owner | Effective Pemissions

You can take or assign ownership of this object i you have the required permissions or privileges

Object name D:\Documents'Personnal \Fims s

Curert owner:
John Savill {john@saviltech net)

Change ownerto:

Name "
82, Admiristrators (savdalwks01\Administrators) |.

& John Savil fohn@saviltech net)

Leam about object ownership

(0K ] [wCancel] [ Aopy |
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FIGURE 5-9  In this example, the file owner is shown as John Savill.

If you have the correct permissions, you can change the owner to your-
self or to the Administrators group using the same dialog box. If you click
the Edit button, you can search the local computer’s account database or
an Active Directory (AD) and select any user by clicking the Other Users
or Groups button, as shown in Figure 5-10. After being selected, any user
can be given the ownership.

The process is identical for folders except that if ownership is modified
for a folder, an additional Replace Owner on Subcontainers and Objects
check box is available. If enabled, it changes the owner on subfolders and
files.
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T Advanced Security Settings for Films.xds

i [ =]

[oer|

Curent owner:

You can take or assign ownership of this object ff you have the required permissions or privileges.

Object name: D:\Documents“Personnal \Films xds

il | Achilles (Achiles@saviltech net)

!|| Change ownerto:

Name

| R Achilles (Achilles @saviltech net)
B2, Admiristrators {savdatwks01\Admini

& John Savill fohn@saviltech net)

Cther users or groups...

Leam ahout obiect ownership

Select User, Computer, or Group @Iﬂ |
Select this object type:
User, Group, or Built-in security principal Object Types..
From this location:
saviltech net Locations...

Enter the object name to select (xamples):
[ | Check Names |

Advanced.. [ ok ][ Concel |

(Lo ) [ Gancel ][ Apel ]]

FIGURe 5-10  Beyond the current user and administrators, the Other Users or Groups
button allows any account to be listed as an owner target.

Windows Vista retains the takeown command that allows the owner-
ship of a file to be taken from the command line. A number of switches
specify a remote system (/s), username (/u), and password (/p). To see all
switches, use takeown /2.

Here is a basic example of taking ownership of a specific file:

D:\Documents>takeown /f music.xls

SUCCESS: The file (or folder): “D:\Documents\music.xls” now
owned by user “SAVILLTECH\john”.

To take ownership of a folder and all its content, add the /r switch for

recursive execution:

D:\Documents\takeown /f . /r

SUCCESS: The file (or folder): “D:\Documents” now owned by user
“SAVILLTECH\john”.

SUCCESS: The file (or folder): ™ D:\Documents\music.xls “ now

owned by user “SAVILLTECH\john”.
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You can also use the /a switch to make the ownership go to the
Administrators group instead of the current user:

D:\Documents>takeown /f music.xls /a

SUCCESS: The file (or folder): “D:\Documents\music.xls” now
owned by the administrators group.

File Permissions

The owner of a file is simply who owns the file, but without permissions,
the owner is fairly meaningless other than for quota purposes. Who gains
access to a file is determined by the security on files and folders, not own-
ership.

Security on files and folders is viewed and managed via the Security tab
of the file Properties. This is most easily accessed via Explorer. The
Security tab displays a dialog listing any users or groups with explicit per-
missions both allowing and denying access, as shown in Figure 5-11.

-
] Films.xds Properties - - ﬂ

| General | Security |Custnm I Details | Previous Versnn:|

Cbject name:  D\Documents'\Personnal‘Films xs

Group or user names:

.&?‘ Everyone -
82, 5YSTEM E

R John Savil john@saviltech net)

|| | 2 e — | |
as - A1 - T

3

< n ]

To change pemissions, click Edi.

Permissions for Achilles Allow Deny
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Full cortrol

Modify

Read & execute

f Read v
Write

Special pemissions

For special pemissions or advanced settings,
click Advanced. Advanced

Leam about access control and permissions

[Cox ) [Ccanesl ][ ooty |

L - '.J

FIGURE 5-11  The Security tab displays the users who have permissions on a file. In this
case, Achilles has explicit deny read access, which takes precedence over any allow
permissions.
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A number of basic permissions are available for each user or group:

m Full control: Users can modify, add, move, and delete files and
their associated properties and directories. In addition, users can
change permission settings for all files and subdirectories, including
ownership.

m Modify: Users can view and modify files and file properties, includ-
ing deleting and adding files to a directory or file properties to a file.

m Read and execute: Users can run executable files, including
scripts.

m Read: Users can view files and file properties.

m Write: Users can write to a file.

Folders have an additional List Folder Contents permission that allows
the objects’ names in the folder to be traversed.

One important item to remember is that a deny always takes prece-
dence over an allow. If a user is a member of a group that has permissions
to read a file but is also a member of a group that has deny read permis-
sion, the user is able to read the file. Apart from denies, permissions are
cumulative. If a user is a member of a group that has read permissions and
of another group that has modify permissions, the user has both read and
modify access.

Special permissions allow more complex combinations of access and
control inherited permissions. Inheritance means that permissions on a
folder are automatically applied to any new object (file or folder) created
within. Additional permissions beyond those inherited can be set on an
object. This brings an exception to the “a deny always takes precedence
over an allow” rule. Inherited permissions have a different order of prece-
dence. Permissions are checked in the following order and when a match
for the user is found, the user is either granted or denied access:

1. An explicit deny
2. An explicit allow
3. An inherited deny
4. An inherited allow

This order means that an explicit allow on a file would override a deny
that was inherited. For example, if a folder had deny set for a group and a
file within the folder had explicit allow for the group, the members of that
group would have access to the file.
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To access special permissions, click the Advanced button on the
Security tab and then select the Effective Permissions tab of the Advanced
Security Settings dialog. Each permission on the object is displayed, along
with whether the permission is explicitly defined on the object or inherit-
ed from the parent (see Figure 5-12).

-

| Advanced Security Settings for Fllms.xis l l . ﬂ

Permissions |.Hudm'ng I Owner | Effective an'ni:ann:l |

To view or edit details for @ permission entry, select the entry and then click Edit i

Object name: D:\Documents“\Personnal\Films xds

Permission entries:

Type Name Permission Inherited From

b Allow Achilles (Achilles@saviltech net) Full control <not inhented >
Allow Everyone Read & execute D:\Documents',
Allow John Savill {ohn@saviltech net) Full control D:\Documents',
Allow Domain Admins (SAVILLTECH\Domai... Full control D:\Documents',
Mlow SYSTEM Full cortrol D:\Documents®.
Alow Administrators (savdahwks01'\Administr... Full control D:\Documents'
Alow Users (savdalwks01\Users) Read & execute D:\Documents',

[

|

[¥] Include inheritable permissions from this object's parent

Managing permission entries

r ok (-Conoel ) [ owv

FIGURE 5-12  The advanced view shows the permissions and where they originated.

If the Edit button in the Advanced Security Settings dialog is selected,
new permissions can be added and existing permissions can be modified
and removed. A larger number of options are available if you change per-
missions via this advanced view. The advanced permission screen is shown
in Figure 5-13. The additional advanced permissions are the following:

m Traverse folder/execute file. Users can navigate through folders
to reach other files or folders, even if they have no permissions for
the traversed files or folders. By default this is not required because
the Bypass Traverse Checking user right is assigned via group poli-
cy to everyone.
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-

\. Permission Entry for Films.ds ﬁ
Object

A= Ol chilles (Achilles @savilltech.net

Apply to: | This object only

Permissions:

List folder /read data
Read attributes

Read extended attributes
Create files [ write data
Create folders [ append data
Write attributes

Write extended attributes
Delete

Read permissions

Change permissions

Take ownership

—1Apply these permissions to objects and/or

—! containers within this container only

SEISESESEEEEEH
OO0OEEEEEEEE|E

Managing permissions

==

4

FiGure 5-13  The advanced permissions are far more granular than standard permissions.

List folder/read data. Users can view a list of a folder’s contents
and data files.

Read attributes. Users can view the attributes, such as read-only
and hidden, of a file or folder.

Read extended attributes. Users can view the extended attributes
of a file or folder.

Create files/write data. The Create Files permission applies to
folders and allows users to create files within the folder. The Write
Data permission applies to files and allows users to make changes to
the specified file and overwrite existing content.

Create folders/append data. The Create Folders permission
allows users to create folders within a folder. The Append Data per-
mission applies to files only and allows users to make changes to the
end of the file, but it does not grant change, delete, or overwrite per-
missions for the existing data.

Write attributes. Users can change the attributes, such as read-
only or hidden, of a file or folder.

Write extended attributes. Users can change the extended attrib-
utes of a file or folder.

Delete. Users can delete the file or folder.
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m Read permissions. Users have read permissions on the file or
folder.

m Change permissions. Users have change permissions on the file or
folder.

m Take ownership. Users can take ownership of the file or folder.
The owner of a file or folder can always change permissions on it,
regardless of any existing permissions that protect the file or folder.

Along with the various security options on an object, you can stop per-
missions inheritance from an object’s parent by unselecting the Include
Inheritable Permissions from this Object’s Parent check box. If this is
unchecked, a dialog box is displayed that gives the option to copy or
remove the permissions that have been inherited or to cancel the opera-
tion altogether.

The final issue with basic permissions is how they work when copying
or moving data. If you move a file, its explicit permissions remain. Any
inherited permissions are replaced with those of the new parent folder. If
you move a folder between volumes, this is a copy-and-delete operation.
Any explicit permissions are lost, and the permissions are those inherited
from the new parent folder.

If you want to copy a file and maintain its permissions and ownership
information, use the xcoPY command with the /o switch.

Numerous commands query permissions from the command line. To
list all files that a user has permissions defined on, use the icacls com-
mand. The icacls command has the capability to back up and restore
Access Control Lists (ACLs) on entire directory structures to a file. It can
also swap security identifiers (SIDs) in ACLs or just find all entries that
contain a certain SID. For example, to find all files with savilltech/john in
the ACL, use the following:

D:\Documents\Personnal>icacls *.* /findsid savilltech\john
SID Found: American Express TRS Membership Awards.doc.
SID Found: cissp.

Successfully processed 24 files; Failed processing 0 files

Full information on using the utility can be found by running icacls
/2. This command also gives examples for using the various functions of
the icacls command.
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Shares

Shares provide remote access to information stored on a server. By default,
a number of shares exist on a server, which can easily be seen by running
the net share command:

C:\Users\john> net share

Share name Resource Remark

Ccs C:\ Default share
ES E:\ Default share
IPCS Remote IPC
ADMINS C:\Windows Remote Admin

The command completed successfully.

The 1pC$ share is used for interprocess communication between local
and remote processes. The other default shares are mapped to certain file
system folders. The ADMINS folder points to the Windows folder. The
other volumes have a share for its volume, allowing access to the root of
the folder. Why does the share have a dollar sign? The dollar sign hides the
share from normal network browsing.

Shares can be created from the Explorer interface by right-clicking a
folder, selecting Properties, and viewing the Sharing tab, as shown in
Figure 5-14.

Clicking the Share button opens up a simple dialog that allows groups
and users to be added to the share access list. Then one of three levels of
access is granted (see Figure 5-15). The three levels of access that can be
granted are the following:

m Reader. This is read-only access to the content, so no modifications
or additions to existing content can be made

m Contributor. Allows full read-and-write access to the content

m Co-owner. Full control of the content, including changing permis-
sions on the share

After access has been granted, click the Share button to complete the
share-creation process. A confirmation dialog and a link to the new share
are displayed, making it easy to share the new location with users (see
Figure 5-15). The Advanced Share permission works in a similar fashion
but exposes the raw full control, change, and read rights and enables the
option to deny the levels of access. The advanced interface also allows
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comments and a maximum number of simultaneous users to be configured
for the share.

—
| | Data Properties E

|Gmu'a|| Sharing |Sectniy|FmviousUm|Custnuizu|

Metwork File and Folder Sharing
3 Data

| l ) Mot Shared

Network Path:

Mot Shared

Advanced Sharng

Set custom permissions, create multiple shares, and set other
advanced sharing options

[ ok ) {canca J[ aoov ]

FiGure 5-14  The basic Share option and the Advanced Sharing option.
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Choose people on your network to share with

Type the name of the person you want to share with and then click Add, or click the arrow to find people
or share with everyone.

- Add
Name Permission Level |
42 Everyone Reader ¥| o/ Reader
2 John Savill Cwner Contributor
Co-owner
Remove

Tell me about different ways to share in Windows.

FIGURe 5-15  The File Sharing dialog is an easy interface to control access to shares.
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NOTE The whole issue of share permissions is interesting. In many environ-
ments, shares are not used to govern access because the files and folders
already have NTFS permissions. | prefer to set shares so that domain users have
full control and then use NTFS permissions to restrict actual levels of access to
the data.

To create a share from the command line, use the following format:

net share <share name>=<drive>:<dir> /remark="<description>"
net share john=c:\data\johndrv /remark="Johns drive”

NTFS Quotas

Since Windows 2000, disk quotas have been available through the NTFS
file system. This simplistic quota capability allowed only an amount of log-
ical disk space for individual users for an entire disk. The NTFS quota
facility has no capability for a shared quota for groups of users nor does it
base the quota on a subfolder of the disk. In most instances, the file serv-
er resource managements quota component should be used, which is
explored later in the “File Server Resource Manager” section. Let’s now
look at the basic quota component of NTFS.

To enable quotas on a disk, right-click the disk and select its Quota tab.
By default, quotas are disabled. Click the Enable Quota Management
option and the Apply button to gain access to the other quota configurable
options, as shown in Figure 5-16.

A default quota amount and a warning level can be specified for all
users of the disk. If the Deny Disk Space to Users Exceeding Quota Limit
is selected, the user cannot write any more data after the quota is reached.
As shown in Figure 5-16, options are available to log events when users
reach the quota limit or warning levels. These default values apply to all
users of the disk. However, if you select the Quota Entries button, specif-
ic quotas for individual users can be set.

Any user that owns files on the disk is displayed, along with the amount
of disk space he is using and how much of his total quota the used space
equates to. If you right-click on a user and select Properties, the individual
quota settings can be configured, as shown in Figure 5-17. You can also
create quota entries for people who are not yet using space on the drive by
selecting New Quota Entry from the Quota menu, selecting their AD
account, and setting quota limits for them.
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& Quota Settings for Data (E)
Quota

! Status: Disk quotas are disabled

Enable quota management
Deny disk space to users exceeding quota limit

Select the default quota limit for new users on this volume

(@ Do not limit disk usage

() Limit disk space to

Set waming level o No Limit | —l

Select the quota logging options for this volume:

Log event when a user exceeds their quota limit
Log event when a user exceeds their waming level

Quota Entries...

[ok J[ comesl [ owy |

FIGURE 5-16  The quota allows disk space usage to be limited to a certain predefined
amount.

&) Quota Entries for Data (E) EI@
Quota Edit  View Help
DXEQ
Status Mame Logon Name  Amount Used Quota Limit Warning Level Percent Used
@OK BUILTIN\Ad... T3KB Mo Limit Mo Limit N/A
ok NT AUTHO.., 20,02 MB Mo Limit Mo Limit N/A
@OK  John Savill john@savill... 17839 MB 1GB 900 MB 17
@K Julie Savill julie@savillt... 88.61 MB 1GB 900 MB g
@OK Dutch dutch@savi... 238MB 1GB 500 MB 2

(5, ]
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Quota Settings for Dutch (dutch@savilltech.net)

General
a User: Dutch (dutch@saviltech net)

Quota used: 23.8MB (2%) @

Quota remaining: 0.7 GB

() Do not limit disk usage

(@) Limit disk space to 7500
Set waming level to 4od

5 total item(s), 1 selected.

FiIGuRe 5-17  This shows how individual quota entries beyond the generic sefting can be set.
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You might have invested a lot of time setting up specific quotas for
each user. To move quotas from one disk to another, export them and then
import them. To export quotas from a volume, perform the following:

1.

o

S

Start Explorer.

Right-click on the volume that has the quotas you want to copy and
select Properties.

Select the Quota tab.

Click the Quota Entries button.

From the Quota menu, select the Export option.

Enter a filename for the export file and click Save.

Close the Quota dialog.

To import the freshly exported quota information, perform the same
tasks, substituting export with import:

1.

o

Mo Utk W

8.

Start Explorer.

Right-click on the volume that will import the quotas and select
Properties.

Select the Quota tab.

Click the Quota Entries button.

From the Quota menu, select the Import option.

Select the exported file and click Open.

For any quotas that already exist, you are asked if you want to
replace them and if this action should be performed on all clashes.
Click OK.

Close the Quota dialog.

Again, while this type of quota system does exist, the File Server
Resource Manager (FSRM) version is far superior and allows granular
quotas with a wide range of actions to be performed if a quota is reached.

Encrypted File System (EFS)

NTFS is a secure file system. However, an increasing number of people are
using portables and utilities such as NTFSDos that bypasses NTFS securi-
ty. Another layer of protection is needed for these more mobile environ-
ments. The Encrypted File System (EFS) was new for Windows 2000 and
the NTFS 5-0 file system. EFS uses public and private key encryption and
the CryptoAPI architecture. EFS can use any symmetric encryption algo-
rithm to encrypt data and includes support for Microsoft Enhanced and
Strong cryptographic service providers.
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No preparation is needed to encrypt files. The first time a user
encrypts a file, an encryption certificate for the user and a private key are
automatically created.

Encrypted files stay encrypted when they are moved. New files in an
encrypted folder are automatically encrypted. There is no need to decrypt
a file before use; the operating system automatically handles this for you in
a secure manner. If a user’s private key is lost (either by reinstallation or
new user creation), the EFS recovery agent can decrypt the files. In a
domain environment, the recovery agent should be configured as part of
the secure certificate services environment to ensure that the recovery
agent is a domain-based account instead of a domain administrator account
(for domain-joined machines). This is achieved by defining a Recovery
Agent Policy.

An enhancement with the Windows 2003 and XP implementation of
EFS was the capability to encrypt a file for multiple Data Recovery Agents
(DRAs), which allowed multiple users to be given access to encrypted data.
To encrypt a file, perform the following:

'S

1. Right-click on the file and select Properties from the context

menu.

Under the General tab, click the Advanced button.

Check the Encrypt Contents to Secure Data and click OK.

4. Click OK to perform the encryption and close the Properties dia-
log for the file.

5. You might be prompted to encrypt just the file or also its parent
folder, as shown in Figure 5-18. This is to offer protection in case
software that accesses the file creates temporary versions of the file
in its folder. These are unencrypted unless the folder is configured
to be encrypted. Then any content is automatically encrypted.
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Encryption Warning [+53]
) You are encrypting a file that is in an unencrypted folder. If this
/ Ih file is modified, the editing software might store a temporary,

“== Unencrypted, copy of the file. To ensure that files created in the
parent folder are encrypted, encrypt the parent folder.

What do you want to do?

() Encrypt the file and its parent folder (recommended)

(@) Encrypt the file onl

-

FIGURE 5-18  For added security. the EFS process offers confirmation if the folder’s parent
should also be encrypted.
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After the file is encrypted, additional users can be granted access:

1.

2.

Right-click on the file and select Properties from the context
menu.

Under the General tab, click the Advanced button.

Click the Details button in the Advanced Attributes dialog, as
shown in Figure 5-19.

Advanced Attributes (23]

@ Choose the settings you want for this folder.

File attributes
[¥]File is ready for archiving
[¥] Index this file for faster searching

Compress or Encrypt attributes
|| Compress contents to save disk space
[¥]Encrypt contents to secure data

FIGURE 5-19  The Details button allows configuration of additional users for the encrypted

data.

4. A list of users who have access to the file is shown. Click the Add

button to give additional users access. (The users must have a valid
EFS certificate in the AD.) Users who are trusted on the machine
are displayed, as shown in Figure 5-20, and can be selected. Or
click Find User to enable other users in the forest. After the users
are added, click OK.

Encrypting File System =3

To share file access with other users, select their certificates from the list and dick
OK.

Issued to Friendly name Expiration Date

54 john None 4/30/2107

Sldutch None 4/30{2107

o I '
[ Bnduser.. ][ ok ][ cancel |[ viewcertificate |

FIGURE 5-20  The list of trusted users on the computer is displayed.
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5. The new users who have been granted access are listed (see Figure
5-21). Click OK to all dialogs to close.

. User Access to E\Data\John\Kindergarten graduation 200\IMG_1579.JPG

Users who can access this file:

User Certficate Thum...
dutch(dutch@saviltech net) 96BE CEB4 ADS...
john{ohn@saviltech.net) 3548 4643 1F7F...

[ Add... ] | Bemove | Back up keys...

Recovery certificates for this file as defined by recovery policy:

Recovery Cetificate Certficate Thum...
administrator 0B97 0BA87 DCE... W
[0k ]  [Concd]

FIGURE 5-21 This file now has access by users John and Dutch with recovery access from
the administrator.

The EFS is a useful feature for individual or groups of files. However,
the Windows Vista BitLocker functionality allows encryption of the entire
drive and might be a better solution than EFS. When you copy a file that
is encrypted with EFS to another NTFS volume, the file stays encrypted.
If you copy to a FAT/FAT32 volume, the file is unencrypted.
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Shadow Copy Feature

One common administrator burden is restoring data from backups.
Windows Server 2003 and Windows Server 2008 have a wonderful Volume
Shadow Copy Service (VSS). This creates shadow copies, or previous ver-
sions. Shadow copies enable users to select the Previous Versions tab of the
Properties dialog of a share, see point-in-time copies of the share, and per-
form self-restoration of data stored on NTFS volumes.

At configurable intervals/times of the day, VSS takes a snapshot of the
state of the content of selected volumes (that’s right, the entire volume, not
just share content). Even at the file level, only the changes are stored. If
there is a small change to a 1GB file, only the small change is stored. Up
to 64 versions of a share can be made available. This limit is imposed by
the previous version client and the amount of disk space available. When



256

CHAPTER 5 FILE SYSTEM AND PRINT MANAGEMENT FEATURES

the 65th snapshot is taken, the oldest one is deleted. Likewise, if the
amount of disk space allocated for shadow copies has run out, the eldest
snapshots is deleted to make space for the newest snapshot.

Some clients need a new software component installed that adds a tab
to the share’s Properties dialog. This tab allows them to select a point-in-
time view of the share and access its content. Newer operating systems,
such as Vista, have VSS built-in. This is great for users and administrators.
If a user deletes a file, she doesn’t need to trouble an Administrator. The
user can view the share as it was at a point in the past and copy over the
file. Likewise, if a file has been corrupted, the user can view the share as it
was in the past and copy over the uncorrupted version.

NOTE VSS does not replace performing backups because only the changes are
stored. If your file system was lost, the shadow copy information on its own
would be of no use. Microsoft has also stated that in times of exceptionally high
I/O, shadow copies might be lost.

The amount of disk space used for the shadow copies is not based on
the size of the volume, but rather the size and frequency of changes. This
is driven by the applications used. For example, if an application only
writes changes to the file when data is changed, this uses far less shadow
copy space than an application that rewrites the entire file.

When accessing previous states of a share, the ACLs on files and fold-
ers still apply. If you did not have access to the file before, you won't have
access when viewing it via the Previous Versions client.

The shadow copy file or folder information is stored in the System
Volume Information of the volume selected to hold the information and
cannot be accessed outside of the shadow copy client.

Finally, although the whole content of the volume is protected by VSS,
you can only view previous states via share properties. If you need to recov-
er a file that is not within a current share, create a new share that contains
the file and then connect to the share. Notice that if you create a new
share, you see a full history of all previous versions equivalent to existing
shares. This happens because VSS logs the entire file system, not just exist-
ing shares.

You can enable VSS for a drive or volume with the following steps. If
you want to create from the command line, use the vssadmin command
with the create shadow /for=<volume>: parameters.

1. Right-click the drive and select Configure Shadow Copies from the
context menu.
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2. Select the volume for which you want to enable shadow copies
from the Select a Volume area.

3. Click the Settings button to change the default. The default con-
figuration creates a shadow copy at 7:00 and 12:00 each week day,
storing the data on the selected drive.

4. In the dialog, you can choose which drive the shadow copy files are
saved to (drive only, you cannot select folders) and the maximum
amount of space that can be used (you need at least 100MB). Make
your choices and click the Schedule button.

5. The Schedule dialog has a drop-down at the top that shows the
current scheduled executions of the shadow copy. You can select
one (click the drop-down arrow) and then use the options to
change how often it runs. The Weekly option allows a time to be
selected and on which days to run. You can also click New to cre-
ate a new schedule. For example, you might want a schedule that
runs just once on Saturday and Sunday at 7:00. Click OK when all
options are made.

Click OK to the main Settings dialog.

7. The shadow copy is now enabled. (You don’t need to click the
Enable button.) You can optionally click the Create Now button to
create a starting snapshot. The Create Now button can be used at
any time to force creation of a shadow copy.

'S

ISt

Windows Vista clients (Business and Ultimate editions) have a Restore
Previous Versions context menu item for shares. This can be used to view
the contents of the shadow copies and restore or copy data from them.
Windows XP SP2 also has VSS built-in. For other operating system
support, check out www.microsoft.com/technet/downloads/winsrvr/
shadowcopyclient.mspx.
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File Server Resource Manager

Windows Server 2008 includes the File Server Resource Manager (FSRM)
component that is part of the File Server role. Data storage is getting
cheaper and disk sizes are increasing, leading to the “just buy more disk
space” mindset. However, the physical disk space is not the most expensive
component of storing data. For many companies, data is the most impor-
tant company asset and must be securely stored and recoverable.
Managing data can cost three times as much as the physical storage
devices, so although the disks might be cheap, the effort to maintain the


www.microsoft.com/technet/downloads/winsrvr/shadowcopyclient.mspx
www.microsoft.com/technet/downloads/winsrvr/shadowcopyclient.mspx
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data is not. As more data is created, the cost of management increases
accordingly. This increase in total cost of ownership (TCO) leads to a num-

ber of customer requirements for the next release of Windows:

m Better reporting capabilities to identify how storage is being used

m Allow more granular controls on how storage can be used

m Define quotas on folders and volumes that consider actual disk

space usage

m Easy-to-use tools to implement the new functionality

Three core components make up the FSRM, each building upon the

last. Before we discuss components, let’s install it.

Installation

The FSRM component is one of the optional services of the File Services

role. To install it, perform the following:

rO

3.

!‘_ Server Manager

Eile Acton View Help

Launch Server Manager (Administrative Tools, Server Manager).
Navigate to Roles in the navigation pane and select File Services.
Click Add Role Services, as shown in Figure 5-22.

=1olx|

e=| 5=

B 5 Roles

W windows Deployment Servi

| file searching, and streamlined dient access to files

? Active Directory Domain Se
DNS Server | = Provides technologies for storage management, file replication, distributed namespace management, fast
% File Services L

Features (+) Summary =
Diagnostics

| Configuration - 1error(s), 2 warning(s), 9 informational in | [F Go to Event Viewer |

{53 storage 28 the last 24 hours =

":" Role Services: 1installed

_ﬁ Add Role Services

o [saus T f;’. Remove Role Services
a File Server Installed
Distributed File System Notinstalled
DFS Mamespace Motinstalled
DFS Replication Mot installed
File Server Resource Manager Notinstalled =
Services for Metwork File System  Notinstalled
Windows Search Service Notinstalled
Windows Server 2003 File Services Not installed
File Replication Service Mot installed
Indexing Service Mot installed
| “:" Resources and Support | ll
k 1
7l | | _|.| %:‘d Last Refresh: 5/5/2007 7:18:23PM  Configure refresh |

FIGURE 5-22 The File Server Resource Manager service is one of many available as part of

the File Services role.
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4. Select File Server Resource Manager, as shown in Figure 5-23.

Role Services Select the role services to install for File Services:
Storage Utilization Monitoring Role services: Description:
Confirm Instalation Selections /| File Server (Installed) ?;HS:: fﬁm"mmg:;mgmm gn(;g‘,ﬂ}
Installation Progress & [ Distributed Fie System quotas, and defines file screening
[[] DF5 Namespace polides.
Installation Results [] oFs Replication

File Server Resource Manager
[] services for Network File System
[ windows Search Service
B [] windows Server 2003 File Services
[] File Replication Service
[] Indexing Service

More about role services

< Previous | Next > Install Cancel
EPa = | e —— A =ne o

FIGURE 5-23 Selecting the File Server Resource Manager service.
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5. FSRM allows you to choose to monitor the overall disk usage of
volumes local to the server. FSRM can notify relevant parties, such
as the administrators, that a disk is nearly full, as shown in Figure
5-24. By default, both Files by Owner and Files by File Type
reports are triggered when a partition reaches 85% of capacity.
Report triggers can be changed by clicking the Edit button.

6. If volumes were selected for usage monitoring, the notification
options must be selected. These options include a folder to write
the reports to, an e-mail address to send the reports to, and an
SMTP server to transmit the mail messages (see Figure 5-25).
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: T— which to automatically receive storage utilization reports and e-mail notifications.
Notification Options
Volumes (NTFS-formatted only):
Confirm Instalation Selections Name | capacity | FreeSpace |
Instalation Progress Local Disk (C:) 14.6GB 5.9GB
Installation Results Deploy (E:) JL1GE 26.368
New Volume (F:) 1.3G8 1.3GB
i Reports
Volume capadity: 31.1GB
Volume utiization threshold: 85%

gj Configure Storage Utilization Monitoring

Select the volumes to monitor, select the reports that are generated, and set the threshold at

Reports to generate at the threshold:
Files by Owner Repart
Files by File Group Report.

Edt...

< Previous | Next > | Instsll | Cancel |

FIGURE 5-24 Using the FSRM capabilities to monitor overall disk usage on a system makes
sense and avoids the problem of finding out a disk is out of space when the users tell you.

g;g Set Notification Options
Role Services

Reports will be generated for each volume you selected when it reaches its volume utilization threshold.
Storage Utilization Moenitoring

Notification Options

Browse...
Confirm Installation Selections

Installation Progress
Installation Results

Save reports to disk at this location:
IC:\Smrag:REporm

icd Receive utiization reports and notifications via e-mail

Spedify an E-mail account to receive notifications:
Ijohn@savilltech.net

Spedfy an SMTP server to send notifications and reports:
Ismtp.savillhadﬂ.net

Browse... |

(e.g. smtp_server_name)

FIGURE 5-25 The notification options are useful for automatic notification of overall system

usage.

7. A summary of the options selected is displayed. Confirm your
choices by clicking Install, which starts installing the FSRM
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component. The install progress is shown on screen. After it is
complete, click the Close button.

NOTE For those who used FSRM under Windows 2003 R2, you no longer
have to reboot to ensure the drivers are correctly placed in the 1/O stack.

During installation, two application services and two mini-filter file sys-
tem drivers are installed:

m DataScrn (datascren.sys). A kernel-mode mini-filter file system
driver that implements file screening checks in real time on config-
ured volumes and folders.

m Quota (quota.sys). A kernel-mode mini-filter file system driver
that implements quota checks in real time on configured volumes
and folders.

m SrmSve (srmsve.dll). An application-type service running as a
stand-alone process. It is seen as File Server Resource Manager and
starts automatically on system startup.

m SrmReports (srmhost.exe). An application—type service running
as a stand-alone process. It is seen as File Server Storage Reports
Manager and is configured to be manually started when scheduled
reports are configured.

FSRM configuration is stored in the System Volume Information\SRM
folder for each volume in metadata files. This configuration is read and
processed by the drivers at startup in conjunction with information from
the main SrmSvc service after it has started. The configuration is then
cached in memory. In the event of a change in the quota or file screen
entries, the SrmSve service notifies the mini-filter of the new entry set.
Likewise, if the quota mini-filter file system driver detects that a folder is
created or deleted, it notifies SrmSve to update any quota entries that
might be affected. You never need to access this system volume informa-
tion. All configuration is via the MMC snap-in and the command-line tools.
The three tools are dirquota.exe for quotas, filescrn.exe to manage file
screening, and storrept.exe for storage reporting needs. Configuration is
backed up by NTBACKUP as part of system state and other backup utili-
ties that take advantage of the FSRM VSS writer.

After FSRM is installed, it is administered via the File Server Resource
Manager MMC snap-in, placed in the Administrative Tools folder. The
navigation pane of the MMC shows the three functionality areas of FSRM:
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Eq,- File Server Resource Manager IE ;Iill

File Acton View Help

Quota Management, File Screening Management, and Storage Reports
Management.

If the root FSRM item is selected in the navigation pane, one of the
actions in the actions pane is Configure Options, as shown in Figure 5-26.
You can also access Configure Options via the Action menu of the MMC.
Also notice that you can connect to another FSRM server for easy remote
management via the actions pane or the Actions menu by selecting
Connect to Another Computer.

@] 7
Eg File Serv & Manager (Local) MName Actions
£ Quota Management EQuom Management File S T T T 3
_‘ File Screening Management ‘.5;.—,\5 Screening Management
Storage Reports Management @Smrage Reports Management Connect to Anather Com...

FIGURE 5-26 The MMC 3.0 layout action pane makes the administration experience far
more intuitive by making available options more prevalent.

File Server Resource Manager Options

The options for FSRM are broken into five areas: e-mail notifications, noti-
fication limits, storage reports, report locations, and file screen audits.

E-Mail Notifications

The E-mail Notifications tab configures which SMTP server sends notifi-
cations via e-mail. If you configured storage utilization monitoring during
installation of FSRM and entered mail server information, the installation
information is already entered in the tab. The e-mail address that the e-
mails originate from can be configured (replace with a valid address for
your environment).

A Default Administrator Recipients field is set to [Admin E-mail] by
default but should be changed to a group containing administrators for the
environment. This is used as the recipient for any e-mail where the [Admin
E-mail] variable is used as the target, such as for an e-mail about reports
or quota/file screening violations.

After you have made your configurations, click the Send Test E-mail
button. FSRM sends a test message to confirm the settings are correct, as
shown in Figure 5-27.
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[rrTe——T—
Emai Notifications |Nm:iﬂcaﬂmlm:| Swageﬁs;)m:l Ht:mencaﬂwl P4y

—SMTP server

Specify which SMTF serverto use when sending notifications and storage

reports.

SMTP server name or IP address:

Ismtp saviltech net

— Default e-mail settings

Specify the defaults to use when sending notffications and storage reports to
administrators by e-mail.

Default administrator recipients:
Iadm\ns @savilttech net

Fomat: account@domain. Use a lon to multiple add

Default "From" e-mail address:
|FSRM@srvdaldcl 1 savtech test

To verify your settings you can send a test e-mail to the default recipients.

Send Test Email |

o o | o |

FIGURE 5-27 E-mail notifications are one of the greatest features of the FSRM, so ensure
that you get the mail configuration correct.

Notification Limits

The Quota and File Screening components allow various actions to be per-
formed when a violation occurs, such as going over quota or writing an ille-
gal file type. To avoid flooding the user with e-mails or writing excessive
event logs in a short amount of time, only one notification of each type per
hour for one issue is raised by default. The Notification Limits tab allows
you to change these defaults for each of the action types (e-mail, event log,
command, and report), as shown in Figure 5-28. For most scenarios, the
default of 60 minutes works well.

There can be a temptation to set the time to 0 so every instance of an
issue is raised. However, consider trying to write a blocked file type, such
as an MP3 file. Windows tries to copy a file once. If it fails, it tries again. If
that fails, it tries once more before giving up and throwing an error. This
means if you set the notification to 0, all those internal attempts to copy the
file generate three exceptions via e-mail, event log, and so on. This is not
an attractive situation.
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File Server Resource Manager Options

: ]
" Email Notfications | Storage Reports | Report Locations I Al

To reduce the number of notifications mised for repeatedly exceeding a quota or
detecting an unauthorized file, you can set a limit for each notification type. The

limit specifies a period of time before another notification of the same type wil be
raised for the same issue.

The limits apply to all netifications, but you can ovemide them using the File Server

Resource Manager (FSRM) commanddine tools.

i Notification Limits
E-mail notification (minutes):
[60

Event log notification {minutes):
|60
Command notffication (minutes):
|60
Report notification (minutes):
|60

t _Cned|

FIGURE 5-28 The default of 60 minutes works best in most environments to avoid flooding
both users and internal system resources.

Storage Reports

The Storage Reports tab configures the default parameters for each re-
port type to avoid having to define them each time a report is used. These
parameters should be configured to best meet your environment, but they
can be changed for specific report executions. This is discussed in the
“Reporting” section. For now, remember you can change the defaults for the
server.

Report Locations
FSRM has three types of reports:

m Incident reports. A report generated as a result of a violation, such
as a quota threshold or unauthorized file type

m Scheduled reports. A report created based on a scheduled report
execution
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m On-demand reports. A manually triggered report; also known as
an interactive report

Each report type has its own save location, which by default is a sub-
folder of the %systemdrive%\StorageReports folder. The Report Locations
tab allows the storage location to be modified, as shown in Figure 5-29.

e servermesource Hanager options
" Email Notfications | Notfication Limits | Storage Reports. | Heport Locations | 1« | »
Specify where to save each type of storage report:
Incident reports - generated al lly when a user exceeds a quota threshold
or tries to save an unauthorized file.

Scheduled reports - generated pernodically based on a scheduled report task.
On-demand reports - generated manually upon request.

— Report locations
Incident reports folder:

I'a‘.sy:lemdrive'/.\SiorElgeHeporls\Jnddem Browse... |

Scheduled reports folder;
I'J.systemdri\re'-’.\SiorElgeReports\Sdﬂeduled Browse... |

On-demand reports folder:

I'u‘.sy:lemdﬁve'/.\SiorElgeHeporls\Jrnemdjve Browse ... |

'S
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FIGURE 5-29 Each report by default saves to a subdirectory of StorageReports. However,
any local location can be configured.

File Screen Audit

The File Screen Audit tab has just one check box, Record File Screening
Activity in Auditing Database (see Figure 5-30). One of the reports in the
next section runs a report of all file screening exceptions. This report is not
generated by searching for event logs but by an internal database of file
screen activity. By default, writing to the internal file screen database is not
enabled. If you want to run the File Screen Auditing Report, enable this
option, so any file screen exceptions are written to the database for parsing
by the report.
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5
" Notification Limits | Storage Reports | Report Locations ~ File Screen Audit | 1 'I

File Server Resource Manager allows you to record file screening activity in an
auditing database which can be later reviewed by running a File Screen Auditing
Report.

¥ Recod file screening activity in auditing database

FiIGURE 5-30 This is a critical check box if you want to run reports about file screening

exceptions.

Reporting

The first component you examine for FSRM is the Storage Report system.
It addresses the everyday question, “Where did all my space go?” Current
mechanisms to ascertain usage of disk space are manual at best. There is
no solution to quickly find out how much space is wasted due to duplicate
files, how the disk space is used by file type, and what are the least and
most used files, and then present this information in a readable manner.

The Storage Report system addresses this need by defining a number
of key scenario reports that can be customized through a number of user-
definable parameters and run on an as-needed basis or on a defined sched-
ule. The built-in reports are defined via the Extensible Style sheet
Language (XSL) format. Modifying them is not recommended. The
included reports are the following:

m Duplicate files. Files that share a common size and last modified
date. This information can be used to reclaim wasted disk space.

m File screening audit. This scans the screening audit events to find
violations of screening policies.

m Files by file group. Finds disk usage by the type of file and can be
configured to report on all files or only files of certain types, such as
audio and video or e-mail.

m Files by owner. Finds usage by the file owner for all users or
selected users. It can be fine-tuned to report only on certain file-
name patterns, such as *.mp3.

m Large files. List all files above a certain definable size and, option-
ally, based on a certain filename pattern.

m Least recently accessed files. List all files that have not been
accessed for a definable number of days and, optionally, matching a
certain filename pattern.
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m Most recently accessed files. List all files that have been accessed
within a definable number of days and, optionally, matching a cer-
tain filename pattern.

m Quota usage. List all quotas and their current usage that meet a
certain percent of quota used.

The reports can be outputted in a variety of formats, such as HTML,
dynamic HTML (allows re-sorting of data within the Web browser),
comma-separated values (CSV), text, and XML. After the reports are cre-
ated, they are saved to a defined location (C:\StorageReports by default)
and optionally delivered to a mailbox or distribution list to target multiple
users.

Select the Storage Reports Management leaf in the navigation pane.
The main details pane shows any existing scheduled reports (if any) and
the actions pane gives three options: Schedule a New Report Task allows a
new scheduled report to be configured, Add or Remove Reports for a
Report Task allows modifications to an existing scheduled report, and
Generate Reports Now to initiate a report interactively.

Scheduling a New Report

One of the best ways to use the FSRM reports is to schedule the reports
to run periodically at quiet times (for example 2:00 AM) and then post the
output to a SharePoint site or by e-mail to managers responsible for a data
area. To accomplish this, select the Schedule a New Report Task from the
Actions menu or actions pane. You now have three tabs for configuration.

The Settings tab allows you to select which areas are included as part
of the report. Volumes, folders, and multiple areas can be selected for each
report by clicking the Add button in the Scope section of the tab, as shown
in Figure 5-31.

After you select the scope of the report, select which reports to be run.
By default, all reports are selected, but you probably want to unselect most
of them and run only a specific report. For each report, the Edit
Parameters button can be selected. Depending on the report, it allows
additional configuration to be performed. For example, for the File
Screening Audit report, you can set a minimum number of days since the
file screen events occurred and whether the report should be for all users
or specific users, as shown in Figure 5-32.
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Storage Reports Task Properties

FIGURE 5-32 For this report, only Timmy is reported on.
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The final configuration on the Settings tab is the output format, which
can be dynamic HTML (DHTML), regular HTML, XML, CSV, and plain
text. Choose HTML or DHTML for interactive viewing. The difference
between DHTML and HTML is that DHTML tables of information can
be sorted dynamically by clicking the various column headings. The XML
format is most useful for importing the report into another system, such as
a data warehouse where you can then run more complex reporting.

The Delivery tab specifies to which e-mail addresses the reports are
mailed if the Send Reports to the Following Administrators option is
selected. By default, this is not enabled. The Delivery tab also confirms
where the report is saved to. You can change this using the Configure
options, but it cannot be set on a per-report basis.

The Schedule tab configures when to run the report. Click the Create
Schedule button to open the Schedule dialog, as shown in Figure 5-33.

S
Storage Reports Task Properties x

Sd:tngal Delivery Schedule |

Reports are scheduled for the following times: |

TS 2l
Schedue |
|1. Run when ide =l
Create Schedule... New | Delete
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weekis)on: [V Mon I~ Sat
™ Tue I~ Sun
™ Wed
™ Thu
™ Fi
¥ Show muttiple schedules.
— (o ] _coed |

FIGURE 5-33 A large number of options are configurable.

Click the New button and options for the configuration are displayed.
Options include frequency of execution, which could be daily, weekly (with
the option to select which days to run on), monthly, at system startup,
when the system has been idle for a configurable number of minutes, and
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once (runs the report once at a configured time and date). You can click
New multiple times to create combinations of report executions. You are
not limited to just one schedule—you can easily run the report daily and at
system startup. The Show Multiple Schedules option at the bottom of the
Schedule dialog needs to be selected to run multiple schedules. Click OK
after all options are configured. The Storage report is now listed in the

details pane, as shown in Figure 5-34.

Schedules reports can be modified by right-clicking the report and
selecting Properties or by clicking the Add or Remove Reports for a

Report Task. This lists the scheduled reports.

Eq,- File Server Resource Manager

File Acton View Help

Lo ezl Eallh 7 N

&3 File Server Resource Manager (Local) | Report task | Tar... | Schedule | Status | Last... | Last... | Next... | | Actions

Q Quota Management
% File Screening Management

Storage Reports Management E Schedd

F"; LargeFile... E:\ ... At9:00A... Storage Ry

Add or

Generg|

FIGURE 5-34 Over time your list of scheduled reports grows. You likely have many

scheduled reports for various data areas that are sent to different mail distribution groups.

If you need a report immediately, you can right-click on a scheduled
report and select Run Report Task Now from its context menu. You might
create scheduled reports just to have an easy and quick way to run them
interactively. If you want to run a report you don’t have defined, click the
Generate Reports Now link in the actions pane. This gives you exactly the

same options as a scheduled report.

If you opt to run reports manually, you have two options. The report
can run and then automatically show you the results. The report can run in
the background, and you can view it manually later by looking at the
reports area (interactive) on disk. Depending on the configuration, the

report can be mailed to you. This dialog is shown in Figure 5-35.

Now navigate to the StorageReports\Interactive folder. You see a num-
ber of files. (The number depends on the reports selected and the output
format.) Let’s take the most interesting, the dynamic HTML file. (It still
has a HTML extension.) When you open the file, you get an Internet
Explorer warning, as shown in Figure 5-36. This is because a script loads
to render the dynamic HTML. Right-click the warning and select Allow

Blocked Content. Then click Yes on the confirmation dialog.
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Generate Storage Reports E |

You have chosen to generate a set of storage reports now. Depending on
the types of reports and the volumes and folders reported on, this can take
a few minutes.
How do you want to proceed?
" Wait for reports to be generated and then display them
Select this option to view the reports immediately upon completion.

= G reports in the background
Select this option to view saved or e-mailed reports later.

[ ok ] comce |

FIGURE 5-35 Depending on the amount of data, waiting for the report to complete might be
impractical.

C C:\StorageReports\Interactive\FilesByTyped_2007-05-07_12-59-27.html - Windows Internet Explorer S

@ - I{_é C:\StorageReports\Interactive\FilesBy Typed_2007-05-07_12-59-27.html =l |E\ |E| |uive Search \E|

¢ ekt @cnstor ts\Interactive\FilesByTyped_2007-0... | | )+~ B - = v [ page - {0 Tools +

@0 To help protect your security, Internet Explorer has restricted this webpage from running scripts or ActiveX controls that could access your computer, Clide X
here for options...

FiGure 5-36

I¥'s protecting us, just remember that.

The DHTML file can now be viewed. Clicking the various table col-
umn headings sorts the data (see Figure 5-37). This allows one report to
be usable for nearly any purpose. (For example, one person might want to
see the data listed in order of owner, by biggest file, and by smallest files.)

Take some time running reports, and you see the real benefit to the
organization. If your company charges business areas for its disk space
usage, now you can automatically run a report each night that gets mailed
to the areas, showing them why they are using so much disk space. From
an operational standpoint, reports that find duplicate files identify wasted
disk space. Reports showing file space usage by file type prove that most of
your space is used by MP3 files.

Scheduling storage reports is controlled via the Task Scheduler com-
ponent of Windows Server. Reports are executed by the storrept.exe
image. It passes a task identifier so storrept knows which scheduled
report to execute. An example of this format is as follows:

C:\WINDOWS\system32\storrept.exe reports generate /scheduled
w /Task:”FSRM_Report_Task{8900e594-08ce-49£f£7-82d3-
w531d0cebacbal”

View the scheduled task using the Task Scheduler system tool
(accessed by clicking Start, Programs, Accessories, System Tools). Select
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the root Task Scheduler Library leaf of the navigation pane, and the report
task is listed in the details pane. Each entry can be selected to see the detail
of its execution, as shown in Figure 5-38.

f,'-! C:\StorageReports\Interactive\FilesByTyped_2007-05-07_12-59-27.html - Windows Internet Explorer ] B = | =4 |5|
—, —— .
e~ | & c\storageReports\interactive \FilesayType4_2007-05-07_12-58-27.html [=] [ #2 ]| | [Live search [0
= »
9% @i @ c:\StorageReports\interactive\FilesByTyped_2007-0... | | =0 - B - = - | Page - () Tools -
' ' =]
To top of the current report
Statistics for files in file group: "Audio and Video Files'
Folder
File name
Size on Disk Size ¥ Owner
£ \Data\Wideo
Spongebob Squarepants - Pizza Delivery.mpg
110 MB 110 MB BUILTIN‘Administrators
£ \Data\Wideo
Sponge Bob Square Pants - Texas.mpg
110 MB 110MB BUILTIN‘Administrators
£ \Data\Video
fray-howtosavealife.wmv
20.0 MB 20.0 MB BUILTIN‘Administrators
£ \Data\Video
paparoach-scars. wmy
17.2MB 17.2MB BUILTIN‘Administrators
£ \Data\Music =
night fever-their greatest hits_bee gees.mp3
4.09 MB 4.09 MB BUILTIN‘Administrators
£ \Data\Music
Walt Disney World - Its A Small World.mp3
3.15MB 3.14MB BUILTIN‘Administrators
£ \Data\Music
monster mash.mp3
0.30 MB 0.30 MB BUILTIN‘Administrators j
[ [ [ [ [ [ computer | Protected Mode: OFF [ 100% -
Drstart| | 2o B @& | s Fie serverResou... | ] Active Directory ... | interactive |[& cr\storagerepo.. | @I 10sPM

FIGURE 5-37 A strange collection of data.

o

File Acton \View Help
e AEal ol
@ Task Scheduler {Local)

= [ Task Scheduler Library
[ Microsoft

< | »

| Genelall Triggers Actions | Cnmﬂ'ﬁnnsl Seﬂ'{ngsl His{m)rl

ren [ Details Al
Start a prog C:\Windows\system32\ pt.exe reports g /sched

FIGURE 5-38 Task Scheduler is a great inferface to see what is running on your system.
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Cluster installations are fully supported. Practically, this means that if
a scheduled report is defined on one node in the cluster, it is accessible
from the other nodes that might share disks. This is possible because the
entire FSRM configuration is stored on the actual volume.

Quotas

Windows 2000 introduced disk quotas, which allowed a maximum amount
of logical disk space to be defined on a per-volume and per-user basis.
When the quota was exceeded, either the user couldn’t write additional
information in the case of a hard limit, or an event log was written if a soft
limit was reached.

This quota system had limitations; each user had her own entry, and
quotas did not work for shared areas. Also, the quota was for an entire disk.
File server users might have access to many different shares and areas on
a single volume, and different quota limits should be possible at that level
of granularity. For shared areas, a quota on the total folder size should be
shared between anyone who has write permissions.

The quota management subsystem of FSRM provides exactly this level
of granularity, based on physical disk usage rather than logical usage. The
Windows 2000-type quotas based the disk usage on the logical size of the
data, which is not the space used on the actual physical disk. If you com-
press a 10MB (logical size) Word document, it might only use 350KB
(physical size) on disk. Under the legacy quota, this compressed file would
use 10MB of the user’s quota. Under the FSRM quota solution, the phys-
ical size (350KB) is used. That drives users to be more diligent in com-
pressing their information because it directly affects the amount of data
they can store.

Quota management (like file screening) offers a flexible set of rich
notifications that can be defined in the event of a quota breach or when a
certain percentage of the quota is reached. This feature is only available on
NTFS, nonremovable volumes.

A big change here is that quotas are defined on a per-volume or per-
folder basis; no user or group is specified. NTFS permissions should be
used to restrict who can write to a folder. Quotas are not a security mech-
anism. They control how much can be written, and NTFS controls who can
write it. After a quota is applied to a folder or volume, anyone with write
permissions is encompassed by the total quota limit.
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FSRM quotas are highly flexible. First, the quota can be configured as
a hard or soft quota. A hard quota enforces the quota limit and cancels an
I/O request if it would result in the quota being exceeded. A soft quota is
not enforced and allows continued I/O beyond the quota size. So why
bother having a soft quota? When a quota is reached, or at a defined per-
centage of the quota, one or more actions can be triggered:

m E-mail message. Sends a message to a defined administrator
and/or the user performing the I/O with configurable message con-
tent that can contain a number of variables. For example, variables
for the quota used in MB, the percentage used, the server, and so
on, exist. The user simply receives an access denied message when
a hard quota is exceeded and he might not understand. The e-mail
message is sent to him within seconds, and you could use it to
recommunicate what quotas are in force and the policies behind
their use.

m Event log. A warning event can be written to the application event
log, which can contain configurable content based on a number of
variables.

s Command. Run a script or command with a defined set of argu-
ments. It can be run as the local service, network service, or local
system context.

m Report. A storage report, as described in the previous section, can
be called. When a quota is exceeded, a storage report is run and
then e-mailed to the user who exceeded the quota. This helps the
user understand what data has caused her to exceed her quota and
take action to free space. Use caution with this, based on the
resources required to run the reports. Running large storage reports
in the middle of the day can cause a considerable performance hit.
There are situations where running in the day would be okay—for
example, a common use might be to run a report on a user’s home
folder, which is small and would, therefore, run a report quickly.

These options are powerful. When sets of actions are used, such as
warning a user when he reaches 85% of his quota and performing a more
definitive action at 100%, a lot of configuration is needed. Do not repeat it
on the various different folders and volumes on which quotas are required.
Thankfully, templates are supported, which allow a set of actions to be
defined at various percentage states of a defined quota and can then be
quickly applied to various volumes and folders.
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Microsoft has a number of templates that can be customized to your
exact requirements, as shown in Figure 5-39. These are accessed via the
Quota Templates leaf under Quota Management in the navigation pane.
You can modify a template by right-clicking it and selecting Edit Template

Properties.
35 File Server Resource Manager (Local) | Quota Template 4| Limit | Q... | Quota Label 1
=248 9_9";’ M;”E'ga'“m 2] 100 MB Limit 100 MB Hard
uolias
3| Quota Templates E 200 MB Limit Reports to User 200 MB Hard
5 File Screening Management EI 200 MB Limit with 50 MB Extens... 200 MB Hard

Storage Reports Management

20 e

250 MB Extended Limit o Lo
Create Quota from Template...

E Monitor 200 GB Volume Usage
B] Monitor 500 MB Share

'S

FIGURE 5-39 These six templates form the basis of anything you need to do and show what
can be done.

Quota Properties

The properties of a quota template show the type of the quota (hard or
soft) and the quota limit in terabytes, gigabytes, megabytes, and kilobytes.
The four types of actions available can be configured at different threshold
points in any combination (for example, at 85% of a quota, 95% of a quota,
and then 100%). A good template to look at is the 200MB Limit with
50MB Extension template. Look at the properties of that template, which
should look like Figure 5-40. This template has a 200MB limit, and when
the limit is reached, the quota is extended by an additional 50MB. This
gives a total quota of 250MB.

Select the Warning (100%) threshold notification and click Edit so you
can see all the options available. These options are broken into four tabs
relating to the four types of actions.
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E-Mail Message
The E-mail Message tab allows an e-mail account or distribution group to
be selected as the target for an e-mail message. You can opt to send an
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e-mail to the actual user who exceeds the threshold, as shown in Fig-
ure 5-41.

Quota Template Properties for 200 MB Limit with 50 MB Extension ﬂ

Copy properties from quota template (optional):

|200 MB Limit with 50 MB Extension =l Copy |
fSeiings ||

Template Name:

[200 ME Limit with 50 MB Bxtension

Label {optional):
I

— Space Limit
IZDD.E'DD IME "l

(% Hard quota: Do not allow users to exceed limit

" Soft quota: Allow users to exceed limit {use for monitoring)

— Notification thresholds
Threshold | Email | Event Log | Command | Report |
Waming (85%) v
Waming (35%) v v
Waming (100%) v v v
Add... Edit... Bemove

|

FIGURE 5-40 This template uses different actions based on the closer you get fo the actual
quota limit.

A subject and body for the e-mail can be configured. Notice that a
number of FSRM variables can be inserted into the header and body to
make the message content specific to the notification. The example shows
using the Source I/O Owner variable to insert the user who made the 1I/0O
request that exceeded the threshold. Quota Path shows the actual location
where the quota is set. If you select the variable drop-down box, all the
available variables are displayed.

If you want to configure options such as who the message is from, a
reply-to, CC, and BCC, click the Additional E-mail Headers button, which
allows this extra information to be input.
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100% Thresholdproperties T
Generate notifications when usage reaches (%):
]

[Emal Ve | Evet Log | Cammond | Repot ]
¥ Send e-mail to the following administrators:

1Admin Emai]

Fomat: account@domain. Use semicolons to separate accounts.
¥ Send e-mail to the user who exceeded the threshold

— Email
Type the text to use forthe Subject line and message.

To identify the quota, limit, usage, or other information about the cument threshold, you
can use Insert Variable to insert 3 varable in your text.

Subject:
Iﬂuota limit reached and extended

Message body:

User [Source lo Owner] has reached the guota limit for quota on :I
[Quota Path] on server [Server]. The quota limit is [Quota Limit MB]
MB and the cument usage is [Quota Used MB] MB ([Quota Used
Percent]% of limit). An automatic onetime extension has been

granted, and the quota limit has been increased to 250 MB. LI

Select variable to insert in your text:

I[Admin Email] j Insert Vanzble |

Inserts the e-mail addresses of the administrators who receive the
e-mail.

Additional Email Headers... |

_ b | [ ok | _concd |

FiGure 5-41 The e-mail notification is one of the most used actions because it gives a direct
way to notify the quota-exceeding user of what has happened.

W
b
=
=
m
wv
=<
v
=
m
=
=
=
o
-
=
=
=1
>
=
>
(1)
m
=
m
=
=1
-
m
=
(=
=
m
w

Event Log

The Event Log tab works in a similar fashion to the E-mail Message tab,
except this time you can just configure the body of text with variables writ-
ten to the Application Event Log, as shown in Figure 5-42.



278 CHAPTER 5 FILE SYSTEM AND PRINT MANAGEMENT FEATURES

100% Threshold Properties B E ﬁl

Generate notifications when usage reaches (%):
I 100
E-mail Message | Command I Report I

¥ Send waming to event log

— Waming
Type the text to use for the log entry.

To identify the quota, limit, usage or other information about the cument threshold,
you can use Insert Varable to insert a varzble in your text.

Log entry:

User [Source lo Owner] has reached the guota limit for quota on ;I
[Quota Path] on server [Server]. The quota limit is [Quota Limit MB]
MB and the cument usage is [Quota Used MB] MB ([Quota Used
Percent]® of limit). An automatic onetime extension has been

granted, and the quota limit has been increased to 250 MB. LI

Select variable to insert in your text:

I[Mrmn Email] j Insert Vanable

Inserts the e-mail addresses of the administrators who receive the
e-mail.

bl _oncd|

FIGURE 5-42 The event log text for this quota.

Command

The Command tab enables you to run any command that can be called
from a command line. Arguments to the command can be configured along
with a working directory. The use of this is shown with the 200MB Limit
with a 50MB Extension quota, as shown in Figure 5-43.

At 100% of the quota, the command runs the quota command-line
interface tool, dirquota, to extend the quota by 50MB. It does this by
replacing the 200MB limit template with a 250MB limit template. As a
side point, this reinforces that everything that can be done through the
GUI can also be configured using the command-line tools and that some
sophisticated combinations are possible.
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100% Threshold Properties B x|

Generate notifications when usage reaches (i)
100

Emai Message | Event Log {Command || Report |

¥ Runthis command or script:

|'r‘.\.\'1'ndir'a’.\s)'sten132\dirquota.m Browse...

— Command settings

Command arguments:
|quota modify /path:[Queta Path] /sourcetemplate:"250 MB Edended Limit"

Specify the directory to run the command in:
Working directory...

— Command security
To maintain security of the server, use the most restrictive account possible. This will
help safeguard the system if the process is compromised.

Run the command as:

" Local Service

Same level of access as Users account. Accesses network resources as a null
session with no credentials.

" Network Service
Same level of access as Users account. Accesses network resources using the
credentials of the machine account.

% Local System
Full access to the system. Do not use this account unless full access is required,
and you are certain the process cannot be compromised.

_ ke | [ok ]| coce |

FIGURE 5-43 Extending a quota by 50MB

Select the account in which to run the command from the local serv-
ice, network service, or local system (the default).
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Report

The Report tab is used to run any of the reports you have seen before
(although without customizable options). A report can be sent to a defined
administrator and to the user who exceeded the threshold, as shown in
Figure 5-44.
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100% Threshold Properties i x|

Generate notifications when usage reaches (%)

100
Emal Message I Event Log I Command |
[~ Generate reports

Select reports to generste:

[ Duplicate Fies -
[ Fie Screening Audit

[ Files by File Group

[ Files by Owner

[ Large Files

[ Least Recently Accessed Files

] Most Recently Accessed Fies =l

Review Selected Reports |

When a guota orfile screening event generates incident reports, default report
settings are used. To modify the default settings, use the Configure Options task,
Storage Reports tab

I= | Sendireports to the following administr=tors:

|admins@savilltech.net
Fomiat: account @domain. Use a semicolon to separate multiple accounts.
= | Sendieports to the userwho exceeded the threshold
The reports will be saved in Ysystemdrive %.\Storage Reports\Incident

To change the locations where reports are saved, use the Configure Options task, Report
Locations tab.

|

FIGURE 5-44 Running reports might not be the best option from a resource-usage
perspective.

Assigning Quotas

After the templates are defined, a new quota entry is easily created by
selecting Create Quota from the actions pane within the Quotas leaf of
Quota Management. If you selected to use FSRM for usage monitoring
when installing FSRM, there is already one soft quota entry for each vol-
ume that was selected.

The Create Quota dialog, as shown in Figure 5-45, allows the selection
of a template or a custom set of criteria. The recommended way is to use
a quota template rather than manually defining criteria (hence
the whole point of quotas). After all options are selected, click the Create
button.
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T
Quota path:

IF “Data\Business Areas'legal Browse...

(¥ Create quota on path
" Auto apply template and create quotas on existing and new subfolders

—Quota

You can either use properties from a quota template or define custom
quota properties.

How do you want to configure quota properties?
(* Derive properties from this quota template recommended):
100 MB Limit hd
" Define custom quota properties

Custom Propetties ... |

Summary of quota properties:
- Quota: F\Data'\Business Areas\Legal j

- Source template: 100 MB Limit
- Limit; 100 MB (Hard)
[=- Notification: 4
- Waming(B5%): Email
-~ Waming(857): Email, Event log =

Help I

'S

FIGURE 5-45 1t is possible to create a custom quota, but this should be the exception. Use
templates in most situations.

Notice at the top of Figure 5-45 that a Create Quota on Path or an
Auto Apply Template and Create Quotas on Existing and New Subfolders
option is available. The normal option is to select Create Quota on Path,
which applies the template or custom properties onto the selected quota
path. The second option is useful on folders that might contain dynamical-
ly created subfolders that each need their own quota, such as a folder that
houses user home folders. Each user’s folder should have its own quota
applied. When Auto Apply is selected, all existing subfolders have the
quota selected applied individually. As new folders are created, they auto-
matically have their own copy of the selected quota applied to them. This
is shown in Figure 5-46.

Note that only the first quota, D:\Data\Users\*, was manually created.
All the others were automatically created because the quota type was set
as Auto Apply. Another useful feature is that if the template is modified,
you can opt to apply this change to all template instances. If you change
the limit from 200MB to 500MB in the template and select the appropri-
ate option to propagate to derived template uses, all the entries in Figure
5.46 would change to a 500MB limit.
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E Source Template: 200 MB Limit Reports to User (4 items)

G?) F:\Data\Users\* — 200 MB Hard (Auto ... 200 MBLimitReportsto... Yes
;73 F:\Data\Users\Hector 0% 200 MB Hard 200 MB Limit Reports to ... Yes
:j_'!, F:\Data\Users\Achiles 0% 200 MB Hard 200 MB Limit Reports to ... Yes
;@ F:\Data\Users\Paris 0% 200 MB Hard 200 MB Limit Reports to ... Yes

FiIGURE 5-46 Although four quotas are shown, only one was manually added.

If you navigate a volume with quotas locally, the free space changes
based on the prevalent quota, as shown in the following code. Notice that
the free space changes as you move through the volume.

F:\Data\Users>dir
Volume in drive F is New Volume
Volume Serial Number is 50E8-E6EE

Directory of F:\Data\Users
05/07/2007 02:18 PM <DIR>

05/07/2007 02:18 PM <DIR> ..
05/07/2007 02:18 PM <DIR> Achilles

05/07/2007 02:18 PM <DIR> Hector
05/07/2007 02:18 PM <DIR> Paris
0 File(s) 0 bytes

5 Dir(s) 1,131,294,720 bytes free
F:\Data\Users>cd hector

F:\Data\Users\Hector>dir
Volume in drive F is New Volume
Volume Serial Number is 50E8-E6EE

Directory of F:\Data\Users\Hector

05/07/2007 02:18 PM <DIR>
05/07/2007 02:18 PM <DIR> ..
0 File(s) 0 bytes
2 Dir(s) 209,711,104 bytes free
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With Server Message Block (SMB) 1.0 (used prior to Windows Vista
and Windows Server 2008), a remote location’s free space stayed the same
as the free space of the point of connection, such as the root share. With
SMB 2.0, the free space changes for remote paths. The following code
shows a remote connection from a Vista client. Notice the space change is
the same as the local.

C:\Users\john>net use * \\192.168.1.180\fsS
Drive Z: is now connected to \\192.168.1.180\fs.

The command completed successfully.
C:\Users\john>z:

Z:\>cd data

'S

Z:\Data>cd users

Z:\Data\Users>dir
Volume in drive Z is New Volume
Volume Serial Number is 50E8-E6EE

Directory of Z:\Data\Users
05/07/2007 02:18 PM <DIR>

05/07/2007 02:18 PM <DIR> ..
05/07/2007 02:18 PM <DIR> Achilles
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05/07/2007 02:18 PM <DIR> Hector
05/07/2007 02:18 PM <DIR> Paris

0 File(s) 0 bytes

5 Dir(s) 1,131,294,720 bytes free

Z:\Data\Users>cd paris

Z:\Data\Users\Paris>dir
Volume in drive Z is New Volume
Volume Serial Number is 50E8-E6EE

Directory of Z:\Data\Users\Paris

05/07/2007 02:18 PM <DIR>
05/07/2007 02:18 PM <DIR> ..
0 File(s) 0 bytes
2 Dir(s) 209,711,104 bytes free
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Templates can be exported and imported using the command-line
tools but not via the MMC snap-in. Currently, exporting and importing is
the only way to perform template management over multiple machines.
You look at the syntax of exporting and importing in the file screening sec-
tion—the syntax is the same for both quota and file screens.

SMB 2.0 Windows Vista and Windows Server 2008 support SMB 2.0, a
major improvement over SMB 1.0. The real power of SMB 2.0 is performance.
The original SMB was optimized around 60KB data packages, which are
uncommon in today’s networks that handle files that are megabytes, if not giga-
bytes, in size. Whereas SMB 1.0 used a fixed window size where packets had
to arrive in sequence, SMB 2.0 uses a variable window size. Packets can be
sent without an acknowledgment from the preceding packets, allowing data to
be sent 30 to 40 times faster under SMB 2.0. SMB 2.0 also supports symbolic
links. SMB 2.0 can only be used if both ends of a link support SMB 2.0. If XP is
talking to a Windows Server 2008 box, SMB 1.0 is used.

File Screening

Quotas are a great feature, but they have one major flaw: They work on the
assumption that the administrators intention for the disk space matches
the end user’s intention for the disk space. Conflict can quickly escalate
when administrators fail to appreciate that users’ most important data is
their MP3 collection, which must be highly available and recoverable at all
times. A quota does not govern how users fill their 500MB folder with their
Britney Spears” collection. It is vital that administrators understand how
the users do their job.

Although storage reports tell you how data is used and quotas define
how much data can be stored, file screens define what data can be stored.
Like quotas, this is performed in real time. Any attempt to write an illegal
file type results in an “Access is denied” error message on the client.

Everything you discussed with quotas applies to file screening. File
screen templates define what type of file groups should be blocked, such
as audio, video, or image files.

Microsoft provides several file groups that contain all the popular file
extensions for the group type. The content of these file groups can be mod-
ified and new file groups defined as needed. To view the file groups, select
the File Groups leaf of the File Screening Management component, as
shown in Figure 5-47.
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E‘,- File Server Resource Manager

File Acton View Help
«9 2=/
35 File Server Resource Manager (Local) | File Groups. /| Indude Files | Exclude Files
B @ gfoti;]:;:agement | ] Audio and Video Fles ~ =.aac, =.aif, =.aiff, =.asf, =.asx, =.au, =.avi, =.flac, =....
3| Quota Templates || | Badkwp Files =bak, =.bdk, =.bkf, =old
=] g‘& File Screening Management L[] Compressed Files =.ace, .arc, *.arj, *.bhx, *.bz2, *.cab, *.gz, =.ozip, *...
ﬂ‘ E:: ggzzs'ramplates Il | E-mail Files =eml, =idx, *.mbox, *.mbx, *.msg, *.0st, =otf, =.pab...
O I[] Executsble Files =bat, *.cmd, =.com, =.cpl, =.exe, =inf, =js, =jse, =....
E Storage Reports Management || Image Files =bmp, =dib, *.eps, =.gif, *.img, =ifif, =jpe, =jpeg, =..
I[] Office Files = doc, =.dot, ®.mad, = maf, =mda, *.mdb, =mdm, =m...
| | System Files =aan, =dl, *.ocx, *.5y=, =vxd
I['] Temporary Files =temp, =tmp, ~=
|| TextFies =asc, =.text, =t
I[] Web Page Files = asp, =.aspx, =.cgi, =css, =dhtml, =hta, =htm, =ht...

FiGure 5-47 Default and custom file groups are useful.

Templates are used for file screening the same as quotas, and any com-
bination of the four actions (e-mail, event log, command execution, or
storage report) can be configured. File screens have no configurable
thresholds. You can’t have 95% of an MP3 file being written, so instead,
simply select which file groups to block. If you want a custom file type,
click Create, as shown in Figure 5-48.

Like quotas, file screening has an active or passive mode. Active mode
stops an illegal file type from being written to the volume or folder. Passive
mode allows the file to be created and runs the defined set of actions, such
as paging the large security guard to escort the user off the company prem-
ises.

After the templates are created, you can apply a screen. Let’s say you
have a media folder and no media types should be written to the root of
the folder. Apply a screen at the root using these steps:
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1. Select the File Screens node of File Screening Management.

2. Select Create File Screen from the actions pane.

3. Select the path for the file screen by clicking the Browse button.
Select the template to use, as shown in Figure 5-49.

4. Click Create.
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File Screen Template Properties for Block Audio and Video Files 1 ll
Copy properties from template (optional):

| Block Audio and Video Files =l Copy
| E-mail M&uagel Evert Log I Command I Report I
Template name:
[Block Audio and Videa Files

Screening type:
¥ Active screening: Do not allow users to save unauthorized files
" Passive screening: Allow users to save files (use for monitoring)

[~ File groups
Select file groups to block:

Audio and Video Files -

[ Backup Files

[0 Compressed Files _—e..l
O Email Files Edit.. |
O Executable Files =

O image Fies To select a file group to
E g:;ce H'Ifls edit, highlight its label.
em Hies

[ I S, L5
D sem e -

coes

FIGURE 5-48 The only different configuration area between file screens and quotas.

£
File screen path:
[FAData\Media _ Bowse..._|
i~ File screen

‘You can either use properties from a file screen template or define custom
file screen properties.

How do you want to configure file screen properties?
" Derive properties from this file screen template (recommended);
IBIock Audio and Video Files j

(¥ Define custom file screen properties
Custom Properties ... |

Summary of file screen properties:
El- Fle screen: F\Data\Media

- Screening type: Active

File groups:

- Notffications:

b Cree_|

FIGURE 5-49 Creating a file screen from a template is simple.
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Now you can go back and edit a screen. Let’s say you selected Audio
and Video originally, but now you want to add images. To do this, right-
click the file screen and select its properties. Now select other file groups
to block, such as image files. When you now view the file screen instance,
the column showing if it matches the template now reads “No” because
you've changed the groups, as shown in Figure 5-50.

=] 9 Quota Management =
% Quotas | File Screen Path | Screening Type | File Groups | Source Template + | Match Template__ |
8] Guata Temglates O Source Template: Block Audio and Video Files (1 item)

El &5 File Screening Management
) File Screens
ﬁ File Screen Templates

B FpataMeda Active Block: Audio and Video Files, Imag... Block Audio and Video Files Mo

FIGURE 5-50 The slightly customized file screen.

At this point, attempting to copy or create a file type that matches the
audio, video, or image file groups results in an access denied message. Any
files that are already in the location of the blocked type can still be
accessed and read/executed. They cannot be edited or renamed because
the file screen looks for write and modify operations. Because you get a
basic access denied message, sending e-mail notification to the user
explaining why he was denied access is crucial. Otherwise, he simply rais-
es help desk tickets, saying something is wrong in the environment.

Additionally, exceptions can be defined to allow certain file groups.
Let’s go back to the folder where you blocked all audio, video, and image
files. You can create an Images subfolder onto which you create an excep-
tion to explicitly allow image files. This would stop users writing image files
to anywhere in the folder structure except in the Images subfolder. This
lends itself to a organized file storage environment.

Exceptions are created the same way as normal file screens, except you
select Create File Screen Exception in the actions pane. As Figure 5-51
shows, you select the file groups to be excluded. With this exception in
place, images can be written to the Images subfolder but not to the parent
media.

When combined with a comprehensive communications policy to
ensure that users are aware of the company rules, file screening and e-mail
notification are great features. The notifications should be just that—a
reminder. It should not be the first time the users are informed to not store
this type of media on company resources.
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Croate e sereenbeeeption x4
Settings |
Exception path:
IF:\Data\Media\Images Browse... |
— File groups

Select file groups to exclude from screening:

[0 Audio and Video Files Mainain fie groups:
[0 Backup Files

O Compressed Files Create...

O Emai Files LI

O Executable Files

V]
To select a file group to
O Office Files edit, highlight its label.

[ System Files
[ I S, L5
< | >

s |

FIGURE 5-51 A file screen exception allows file groups on a path.

Finally, file screening works on file extensions. It is not designed to
stop the determined user from renaming all his MP3 files to another exten-
sion. The screening is designed to prevent unintentional file placement.
Future versions of file screening might use content/signature screening
instead of the file extension.

Exporting and Importing File Screens and Quotas

Configuring multiple servers is not easy. You have three options—the first
is to configure everything via the command-line utilities, which are the
following:

m dirquota.exe. Used to define, configure, and manage quotas on
directories, quota templates, and global options

m filescrn.exe. Used to define, configure, and manage file screens,
file screen exceptions, file screen templates, and global options on
directories

m storrept.exe. Used to define, configure, and manage reports



FILE SERVER RESOURCE MANAGER 289

Manually performing all the configuration via the command-line utili-
ties and then running the commands on all the servers is one option, but it
means you need to be an expert in the command line.

The second option is using the same command-line tools to export con-
figuration from one server and then import it into all the other servers.
Each tool has good help, but to export a file screen, you just need to give
a filename to export to and the name of the template. For example, let’s say
you have a custom block MP3 template. To export it, use the following:

C:\ >filescrn template export /file:f:\data\fsrm\filescreenmp3.xml
w /template:”Block MP3”

Templates exported successfully.

You also created a custom file group, so you need to export it using the
same format:

C:\ >filescrn filegroup export /file:f:\data\fsrm\mp3filegroup.xml
w /filegroup:”MP3 Files”

File groups exported successfully.

After a template is exported, you can open up the XML and change the
settings if required. To import, use the same commands, but with import
instead of export. For example:

filescrn template import /file:f:\data\fsrm\filescreenmp3.xml
w /template:”Block MP3”

To add a file screen, use the filescrn screen add command with
the parameters shown in the help. For example, to apply the custom block
MP3 template, use the following:

C:\>filescrn screen add /path:f:\data\media\music\wma
= /sourcetemplate:”Block MP3”

File screen successfully created for “f:\data\media\music\wma”.

The third option is to script all the actions, discussed in the following
section.
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Scripting

With Windows Server 2008, a public application programming interface
(API) is now available for FSRM as a document on the Microsoft MSDN
web site. Although the API can be used in many ways, one easy way is via
a VBScript. The following example applies a 100MB quota to the e: \data
folder:

Dim gquotaManager

Set quotaManager = CreateObject (“Fsrm.FsrmQuotaManager”)
Dim quota

Set quota = quotaManager.CreateQuota(“e:\data”)
quota.ApplyTemplate (“100 MB Limit”)

quota.Commit ()

Notice that you create an object of type Fsrm.QuotaManager and then
use the object to create a quota instance.

Print Management

In any corporate environment, you rarely see each computer hooked up to its
own USB printer. Instead, shared printers are used that offer superior fea-
tures. Although each desktop could directly connect to the shared printer via
an IP connection, each client would have to maintain the configuration of the
connection and manually install the printer driver. Central management of
printer use or a repository of printers available would not be possible.

The Windows Server 2008 platform offers a great deal of functionality
for print services, including features that benefit users and administrators.
Today, organizations have many branch locations, each with local print
servers. Windows Server 2008 helps meet the challenge by managing mul-
tiple print servers as one.

Windows Vista and Windows Server 2008 saw the integration of the
XML Paper Specification (XPS), which was previously made available as
part of the XPS Essentials Pack for XP and Windows Server 2003. The XPS
capability enabled the XPS print path, which spooled documents in the
XPS format. This gave greater fidelity, performance, and security to the
printing process. This requires an XPSDrv printer driver.
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This XPS spooling also applies for server-side spooling, assuming that
client-side rendering is enabled (which is the default). The client renders
to XML and sends to the printers spool file. Newer printers are XPS-
enabled, maintaining the XPS data from the client to the server to
the printer with no conversions. These printers are known as direct-
consumption printers. Non-XPS printers have to provide a filter that con-
verts the XPS spool file to the native Page Description Language (PDL) of
the printer. The old Graphics Device Interface (GDI) print path is still
provided for non-XPSDrv printer drivers and results in the old style
Enhanced Metafile (EMF) spool file storage and subsequent rendering. If
you have an older Win32 application that uses GDI graphics that is sent to
an XPSDrv printer, a GDI-to-XPS conversion is performed so you still get
the XPS spooling and other XPS advantages previously discussed. The
opposite applies as well. If you print from a Windows Presentation
Foundation application that natively outputs to XPS and you are using an
non-XPSDrv, an XPS-to-GDI conversion takes place. XPS-based client-
server printing is one of those “better together” Vista/Windows Server
2008 winners. If you want to know the ins and outs of XPS-based printing,
Microsoft has a whitepaper on the entire XPS printing pipe at
www.microsoft.com/whdc/device/print/XPSDrv_FilterPipe.mspx.

Now let’s manage some printing.

Installing the Windows Server 2008 Print
Management Components

Like all the 2008 components, you install the Print Services Role via the
Server Manager interface. After it is selected, three subservices are associ-
ated with the Print Services role:

m Print Server. Includes the Print Management MMC snap-in that
manages print servers and their prints, plus the capability to migrate
printers between print servers. This is the same MMC that is part of
Windows Vista Business, Enterprise, and Ultimate editions. Vista
can manage your Windows Server 2008 printer environment in
small environments (up to 10 concurrent network connections).

m LPD Service. An implementation of the Line Printer Daemon
designed to provide print support to UNIX-based clients.
Implementations of Line Printer Remote (LPR) are available for
other platforms, including Windows Vista.

m Internet Printing. Has two features: The first enables Web-based
print server management, and the second provides support for the
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Internet Printing Protocol, which allows printing to the print server
from the Web. Because the Internet Printing feature operates via a
web site, the print server must also have the Web Server role
installed. This role is automatically selected and enabled during the
selection of the Internet Printing subrole.

The LPD Service requires no special configuration. During installa-
tion, the local server firewall is updated to allow inbound connection on
port 515, over which LPR operates.

Print Management MMC

The Print Management MMC functionality is focused around three main
activity areas. As shown in Figure 5-52, the navigation pane displays a
Custom Filters node, a Print Servers node, and a Deployed Printers node.

¥t Print Management

File Action View Help

&= | fml= [ Hm

@ Print Management Name |
[SRWE ] Custom Filters [l All Printers (2)
JJ All Printers (2) (7] All Drivers (7)
JJ All Drivers (7) |7l Printers Not Ready
7] Printers Not Ready [ Printers With Jobs

[7] Printers With Jobs
=] ﬂ Print Servers
B § savdaldco1 (ocal)
@ | Drivers
ksl Forms
U ports
Printers
B § savistdco2
| Drivers
ksl Forms
U Ports
Printers
Deployed Printers

FIGURE 5-52 In this example, two print servers are known to the Print Management console.

By default, four custom filters exist, which list all known printers, all
known drivers, any printers that are not in a ready state (indicating a prob-
lem), and all printers with print jobs. Additional filters can be created to
allow quick access to groups of printers. Think of these filters as ways to
view all information known to the Print Management console in groups
that might make your job easier, such as all laser printers in Building Four.
You'll create some custom filters later.
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The next major navigation node shows the print servers that are known
to the Print Management MMC. By default, the local printer server is list-
ed. For each print server, four areas of information are available: the driv-
ers currently installed on the print server; the forms available for printing;
ports used for printing local, terminal server, and IP; and the printers to
which the server has connections.

The Deployed Printers node enables an easy view of the printers that
are being deployed via group policy. This was a new capability in Windows
2003 R2 that used a combination of group policy and a client-side
PushPrinterConnections.exe executable to check the group policy for print-
ers and then add them. This client-side tool is not needed with Windows
Vista/2008 clients.

Adding Printer Servers

'S

The Print Management console is not just for managing Windows Server 2008
print servers. Print servers run Windows Server 2000, 2003, XP, and Vista.

To add an additional print server, right-click on the Print Servers naviga-
tion node item and select Add/Remove Servers from the node’s context menu.
You can browse for new printers or enter in the name of the print server direct-
ly to add a server. If the local server is not currently displayed in the printer
servers list, click the Add the Local Server button, as shown in Figure 5-53.

Add/Remove Servers EHE

Configure Print Management |

—Spedfy print server
Add servers:
| [Browse... | [ addiotist

£dd the Local Server |
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- Print servers
savdaldc01 (Jocal) Remove |
savistdcd2
Remove Al |
oK | Cancel | apply, Help |

FiGURe 5-53 The Add/Remove Servers dialog allows new servers to be added or existing
servers to be removed.
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Adding a New Printer

One of the goals of the Print Management console is to make management
of print server environments simpler, especially for the branch office with
no local administrator to help set up the printers.

You can statically add a printer by right-clicking the Printers navigation
node item for a specific print server and selecting Add Printer from the
context menu. This launches the Network Printer Installation Wizard, as
shown in Figure 5-54. Other options include adding a printer on a server’s
existing port, such as LPT, COM devices, a file device, ports associated
with terminal services printers, and the XPSPort used for XPS printing to
files. You might have additional or less ports on your server depending on
your hardware. Nearly all modern printers are network-based, so our dis-
cussion focuses on that for now.

;I Network Printer Installation Wizard on savistdc02 | x|
Printer Installation

Pick an installation methed.

(" Search the network for printers

(% Add a TCP/IP or Web Services Printer by IP address or hostname

" Add a new printer using an existing port: LPT1: (Printer Port) 'l
" Create a new port and add a new printer: Local Port 'l
< Back Next > Cancel |

FIGURE 5-54 There are four ways to add a printer via the Print Management console.

Nearly every printer purchased today has a network capability that
automatically grabs an IP address via DHCP but allows static configuration
via a simple menu. Many home printers even have wireless capabilities.
After the printer has an IP address and that IP address is known to the
administrator, the printer can be added via the Add a TCP/IP or Web
Services Printer by IP Address or Hostname option. This opens up a new
dialog asking for the name or IP of the printer, as shown in Figure 5-55.
By default, the Network Printer Installation Wizard auto-detects the type
of printer, but it can be manually configured as a TCP/IP or Web Services
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printer. Also notice that by default, the Network Printer Installation
Wizard attempts to detect the correct driver to use.

WEB SERVICES FOR PRINTING The concept of Web Services printers might
be new to some. Web Services are considered the next wave of the Internet evo-
lution. It is an architecture to allow applications and services to talk to each
other. The goal of Web Services printing is to emulate the plug-and-play experi-
ence seen when a printfer is plugged into a PC via USB; the printer is seen and
installed automatically. With Web Services printing, you also get better commu-
nication between the printer and the print client. You can now receive real end-
ofjob completion notifications from the printer instead of just being notified
when the job had been sent to the spooler. The security of the print communica-
tion is assured and that's just the beginning.

W
b
1o Network Printer Installation Wizard on savtstdc02 E
Printer Address

You can type the printer’s network name or IP address

Type of Device: IN.rtodetect j
Printer name or |P address: |192_1BB_1 20
Port name: |192.168.1.20

¥ Auto detect the printer driver to use.
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<Back Next > Cancel |

FIGURE 5-55 The port name can be set to any value, but by default it matches the IP
address.

After entering the IP address of the printer, the Network Printer
Installation Wizard contacts the printer to ascertain information about it,
such as make and model, to calculate the drivers it should use.

If the printer has a driver that is part of the operating system, it is
selected automatically. However, if it’s a newer printer that is not known to
the OS, you need to install a new driver or use the Microsoft XPS
Document Writer or the Terminal Services Easy Print. (The Easy Printer
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driver is covered in Chapter 9, “Terminal Services.”) The Microsoft XPS
Document writer is a print-to-file driver that acts like a normal printer tar-
get but the output is a file in the XPS format. You would never want to use
this driver for a real printer, but it is good for printing to an XPS file.

If you are installing a new printer driver, select the Install a New
Driver option. This opens a dialog with a list of all the drivers known to the
OS. You can select a driver to work with the printer or select the Have Disk
button to install a new driver from media or the network. A list of all print-
ers that are serviced by the driver file selected are displayed. Select the rel-
evant driver.

The final dialog specifies a name for the printer. If you have a large or
small environment, give the printer a meaningful name that might describe
its type, location, and capabilities (such as color, dual-sided, and so on), as
shown in Figure 5-56. The same dialog allows a share to be created for the
printer. The share has separate location and comment fields, which allows
greater detail to be given.

|;| Network Printer Installation Wizard on savtstdc02 [ x]

Printer Name and Sharing Settings
You can give the printer a friendly name and specify whether other people can use
the printer.

Printer Name: IHF Officejet Pro L7600 Series

—I¥ Share this printer

Share Name:  [HP Officejet Pro L7600 Series

Location: fLab A

Comment: Color Officedat with double sided printing]

<Back Next > Cancel |

FIGURE 5-56 Creating a new printer share during the Network Printer Installation Wizard.

A confirmation screen for the settings is displayed. Click Next to install
any additional drivers that are required and to complete the installation of
the printer to the print server. The completion dialog displays the status of
the driver and printer installation, an option to print a test page, and an
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option to keep the wizard running and add another printer. Select any
options and click Finish.

After the printer is added to a print server, its properties can be exam-
ined. However, if you are looking at a printer on a remote print server, you
might get warnings that the driver for the remote printer is not loaded on
the local computer. Not all of the printer properties might be available,
and you are given the option of installing the driver for the printer to rem-
edy the situation.

The context menu of a printer gives a number of options, including
opening the print queue, pausing/resuming printing on the queue (useful
for planned maintenance on a device), canceling all pending jobs, printing
a test page, managing sharing (which is just a shortcut to the Sharing tab
of the printer properties), and viewing the properties of the printer.
Depending on the printer’s current list status in the AD, you can select the
List in Directory or Remove from Directory option.

If you open the queue of a printer, you can see all the pending print
jobs. The administrator or the person delegated for printer permissions
can delete individual jobs or change the properties of a print job, such as
its priority and when it can print (see Figure 5-57). Changing the priorities
of a print item is useful if you need it to print ahead of other items in the
queue. The other tabs available vary based on the type of target printer and
the local availability of the driver for the printer. All printers have an
Advanced tab with a standard interface to printing options. Figure 5-57
shows three additional tabs because this computer runs the Print
Management console and has the driver for the HP printer installed, so all
the enhanced properties provided by the printer driver are displayed.

If you want an easy, fast view of a printer’s queue, enable the Extended
View via the Printers navigation node item’s context menu. This option
adds a pane in the console that has two tabs. The first tab shows the jobs
for the printer, and the second tab loads the Web page from the printer if
it has one. This avoids the need to launch a separate process to manage
some aspects of the device that might not be possible via the console or to
expose information that is otherwise not available (see Figure 5-58). The
printer’s Web page might also be useful for troubleshooting.
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£ HP Officejet Pro L7680 All
View

Printer  Document

Document Name | Status | Owner | Pages I Size
hkkp: f v, savillkech, comy Administrator 2 828 KB
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General |Advam:sd Printing Shnrlmlsl Faamrus' Color |
i e || 6
’m http: /www.savilltech.com/
Size; 848156 bytes
Pages: 2
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Processon hpzppdv2
Owner: Administrator
Submitted: 11:12:37 AM 10/8/2007
Motify:
 Priority:
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Current priority; 1
- Schedule:
* No time restriction
€ Onpfom  [12008M = To [lzo0aM =

FIGURE 5-57 Granular control on a print item is possible.
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FIGURE 5-58 Most IP printers have a Web page to help manage the printer, and it is now
seamlessly available via the Print Management console.
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Printer Properties

Printers in Windows Server 2008 have many configuration options that
help control how the printers can be used and their accessibility. The
options are accessible through tabs in the Properties dialog.

General Tab

The General tab gives access to the name of the printer, location, and com-
ment that you configured when you first added the printer. Information
about the printer features is displayed, including print speed, maximum
resolution, and if the printer is color capable, double-sided, and can staple
documents. A list of the paper types in the printer is also shown.

A test print can be sent from the General tab. You can also set the
default print job properties, such as printing quality, the paper to use, one-
or two-sided, and so on.

Sharing Tab

The Sharing tab has the basic option to share the printer along with the
name of the share. Two additional options are also available. The first is to
render the print jobs locally on the client computers prior to sending them
to the print server. This is the default option and tells the client computer
to create the print ready format. The second option is to list the printer in
the AD.

One of the great advantages to using a printer server is driver man-
agement. The Sharing tab gives access to adding additional drivers via the
Additional Drivers button. By default, when you add a printer, only the
driver for the architecture of Windows Server 2008 is loaded. For exam-
ple, if it'’s a 32-bit server, only x86-based drivers are installed. The dialog
allows additional drivers to be selected, and the options vary based on the
type of printer (see Figure 5-59). If you have a 64-bit server, add the driv-
ers for the 32-bit platform by enabling the x86 processor, so 32-bit clients
can use the printer. You are prompted for the location of the additional
drivers being added. In some cases, your printer drivers are available on
media supplied with the printer or as a download from the manufacturer’s
web site, which requires extracting the driver files. If the downloaded driv-
er file does not support extraction and requires installation, install the driv-
er download onto a client computer. Then run the Print Management con-
sole on the client computer to import the driver to the print server.

When you load a driver for another architecture, the server operating
system needs information about the other architecture, so you are also
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prompted for the ntprint.inf file for the architecture of the driver you are
importing. This is not as easy to get as you might think because operating sys-
tems are now stored in an image file, so inserting the media for another
architecture does nothing. Instead, you need to have an instance of the other
architecture installed on the network somewhere. Navigate to the folder
C:\Windows\System32\DriverStore\FileRepository\ntprint.inf_xxxxxxxx on
the other architecture machine (the xxoxxxx is a unique hexadecimal string
for each machine) for the ntprint.inf file, and then the driver can be installed.
This will hopefully be resolved in a future release.

Additional Drivers | x|
You can install additional drivers so that users on the Following systems
can download them automatically when they connect.

Processor | Type | Instaled
D Itanium  Type 3 - User Mode No
B4 Type 3 - User Mode
%86 Type 3 - User Mode Yes
oK | Canicel |

FIGURE 5-59 Enabling the driver for the 64-bit platform.

Ports Tab

The Ports tab allows ports that the printer operates over to be added,
removed, and configured. For example, you could change the IP address
that a printer resides on by modifying its port and switching protocols
between RAW and LPR.

You also have the option to Simple Network Management Protocol
(SNMP)-enable the port. This allows management and monitoring via
SNMP, along with the option to specify a specific SNMP community name.

You can also enable bidirectional support, which is used for printers
directly connected via parallel cables and to enable printer pooling. Printer
pooling allows multiple devices to be selected for a single printer instance.
This means that all the printers have to be the same type and use the same
driver. It allows a single printer share to be connected to multiple printer
devices, and any print jobs are distributed to all the selected ports. Printer
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pooling supports a mixture of local and network print devices. If you do not
select Enable Printer Pooling, only one port may be selected.

Advanced Tab

The Advanced tab shown in Figure 5-60 allows configuration of the more
“down and dirty” settings. By default, a printer is available at all hours, but
it is possible to configure a printer to only be available during certain
hours. A loud printer could be prevented from printing during the day, and
any jobs would queue until printing was allowed during night hours. You
could also set two print queues to one device. One print queue could be
for large documents that would print at night and not interfere with nor-
mal documents printed during the day. You might have experienced the
misery of trying to print an urgent one-page document and adding paper
to the printer for the kind soul who prints a 50-page document and does
not keep an eye on it.

'S

;;;- HP Officejet Pro L7680 All-in-one Lab A Properties

Security I Device Settings I About I
General | Sharing | Ports Advanced | Color Management
(¥ Always available
€ Avalablefiom  [lzooaM = 7o fizooaM =

Priority: |1 _|:;'
(01" (HP Dfficejet Pro L7600 Series

New Driver... |

¥ Spool print documents so program finishes printing faster

" Start printing after last page is spooled
(¢ Start printing immediately

=
=
m
wv
-
v
=
m
=
=
=
o
-
=
=
=1
>
=
>
(1)
m
=
m
=
=1
-
=
=1
(=
=
m
w

" Print directly to the printer
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¥ Print spooled documents first

" Keep printed documents

¥ Enable advanced printing features
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