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Preface

Privacy is abasic human right, but on today's computer networks, privacy isn't guaranteed. Much
of the data that travels on the Internet or local networks is transmitted as plain text, and may be
captured and viewed by anybody with alittle technical know-how. The email you send, the files
you transmit between computers, even the passwords you type may be readable by others. Imagine
the damage that can be doneif an untrusted third party—a competitor, the CIA, your in-laws—
intercepted your most sensitive communications in transit.

Network security is big business as companies scramble to protect their information assets behind
firewalls, establish virtual private networks (VPNSs), and encrypt files and transmissions. But
hidden away from all the bustle, there is a small, unassuming, yet robust solution many big
companies have missed. It's reliable, reasonably easy to use, cheap, and available for most of
today's operating systems.

It's SSH, the Secure Shell.

Protect Your Network with SSH

SSH is alow-cost, software-based solution for keeping prying eyes away from the dataon a
network. It doesn't solve every privacy and security problem, but it eliminates several of them
effectively. Its mgjor features are:

e A secure, client/server protocol for encrypting and transmitting data over a network

e Authentication (recognition) of users by password, host, or public key, plus optional
integration with other popular authentication systems, including Kerberos, SecurlD, PGP,
TIS Gauntlet, and PAM

e Theability to add security to insecure network applications such as Telnet, FTP, and
many other TCP/IP-based programs and protocols

e Almost complete transparency to the end user

e Implementations for most operating systems

Intended Audience

We've written this book for system administrators and technically minded users. Some chapters
are suitable for awide audience, while others are thoroughly technical and intended for computer
and networking professionals.

End-User Audience

Do you have two or more computer accounts on different machines? SSH |ets you connect one to
another with a high degree of security. Y ou can copy files between accounts, remotely log into
one account from the other, or execute remote commands, all with the confidence that nobody can
intercept your username, password, or datain transit.

Do you connect from a personal computer to an Internet service provider (1SP)? In particular, do
you connect to a Unix shell account at your 1SP? If so, SSH can make this connection significantly
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more secure. An increasing number of 1SPs are running SSH servers for their users. In case your
ISP doesn't, we'll show you how to run a server yourself.

Do you develop software? Are you creating distributed applications that must communicate over a
network securely? Then don't reinvent the wheel: use SSH to encrypt the connections. It'sa solid
technology that may reduce your development time.

Even if you have only a single computer account, as long asit's connected to a network, SSH can
till be useful. For example, if you've ever wanted to let other people use your account, such as
family members or employees, but didn't want to give them unlimited use, SSH can provide a
carefully controlled, limited access channel into your account.

Prerequisites

We assume you are familiar with computers and networking as found in any modern business
office or home system with an Internet connection. Ideally, you are familiar with the Telnet and
FTP applications. If you are a Unix user, you should be familiar with the programsrsh, rlogin, and
rcp, and with the basics of writing shell scripts.

System-Administrator Audience

If you're aUnix system administrator, you probably know that the Berkeley r-commands (rsh, rcp,
rlogin, rexec, etc.) are inherently insecure. SSH provides secure, drop-in replacements,

eliminates .rhosts and hosts.equiv files, and can authenticate users by cryptographic key. SSH aso
can increase the security of other TCP/IP-based applications on your system by transparently
"tunneling” them through SSH encrypted connections. Y ou will love SSH.

Prerequisites

In addition to the end-user prerequisites in the previous section, you should be familiar with Unix
accounts and groups, networking concepts such as TCP/IP and packets, and basic encryption
techniques

Reading This Book

This book is roughly divided into three parts. The first three chapters are a genera introduction to
SSH, first at ahigh level for al readers (Chapter 1 and Chapter 2), and then in detail for technical
readers (Chapter 3).

The next nine chapters cover SSH for Unix. The first two (Chapter 4 and Chapter 5) cover SSH
installation and serverwide configuration for system administrators. The next four (Chapter 6-
Chapter 9) cover advanced topics for end users, including key management, client configuration,
per-account server configuration, and forwarding. We compl ete the Unix sequence with our
recommended setup (Chapter 10), some detailed case studies (Chapter 11), and troubleshooting

tips (Chapter 12).

The remaining chapters cover SSH products for Windows and the Macintosh, plus brief overviews
of implementations for other platforms (Chapter 13).

Each section in the book is numbered, and we provide cross-references throughout the text. If
further details are found in Section 7.1.3.2, we use the notation [Section 7.1.3.2] to indicate it.
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Our Approach

This book is organized by concept rather than syntax. We begin with an overview and
progressively lead you deeper into the functionality of SSH. So we might introduce atopic in
Chapter 1, show its basic use in Chapter 2, and reveal advanced usesin Chapter 7. If you would
prefer the whole story at once, Appendix B presents all commands and their optionsin one
location.

We focus strongly on three levels of server configuration, which we call compile-time, serverwide,
and per-account configuration. Compile-time configuration (Chapter 4) means selecting
appropriate options when you build the SSH clients and servers. serverwide configuration

(Chapter 5) applies when the SSH server isrun and is generally done by system administrators,
while per-account configuration (Chapter 8) can be done any time by end users. It's vitally
important for system administrators to understand the relationships and differences among these
three levels. Otherwise, SSH may seem like a morass of random behaviors.

Although the bulk of material focuses on Unix implementations of SSH, you don't have to be a
Unix user to understand it. Fans of Windows and Macintosh may stick to the later chapters
devoted to their platforms, but alot of the meaty details are in the Unix chapters so we
recommend reading them, at least for reference.

Which Chapters Are for You?

We propose severa "tracks’ for readers with different interests and skills:
System administrators

Chapter 3-Chapter 5 and Chapter 10 are the most important for understanding SSH and
how to build and configure servers. However, as the administrator of a security product,
you should read the whole book.

Unix users (not system administrators)

Chapter 1-Chapter 2 provide an overview, and Chapter 6 through Chapter 9 discuss SSH
clientsin depth.

Windows end users

Read Chapter 1, Chapter 2, and Chapter 13 through Chapter 16, for starters, and then
others as your interests guide you.

Macintosh end users

Read Chapter 1, Chapter 2, Chapter 13, Chapter 16, and Chapter 17, for starters, and then
others as your interests guide you.

Users of other computer platforms



Read Chapter 1, Chapter 2, and Chapter 13, for starters, and then others as your interests
guide you.

Even if you are experienced with SSH, you will likely find value in Chapter 3-Chapter 12. We
cover significant details the Unix manpages |eave unclear or unmentioned, including major
concepts, compile-time flags, server configuration, and forwarding.

Supported Platforms

This book covers Unix, Windows, and Macintosh implementations of SSH. Products are aso
available for the Amiga, BeOs, Java, OS/2, Palm Filot, VMS, and Windows CE, and athough we
don't cover them, their principles are the same.

This book is current for the following Unix SSH versions:

ISSH1 1.2.30
|F-Secure SSH1 137
OpenSSH 220
SSH Secure Shell (ak.a. SSH2) 230
F-Secure SSH2 2.0.13

The F-Secure products for Unix differ little from SSH1 and SSH2, so we won't discuss them
separately except for unique features. See Appendix B for a summary of the differences.

Version information for non-Unix productsis found in their respective chapters.

Disclaimers
We identify some program features as "undocumented.” This means the feature isn't mentioned in
the official documentation but works in the current release and/or is clear from the program source

code. Undocumented features may not be officially supported by the software authors and can
disappear in later releases.

Conventions Used in This Book
This book uses the following typographic conventions:
Constantwidth

For configuration files, things that can be found in configuration files (such as keywords
and configuration file options), source code, and interactive terminal sessions.

Constantwidth italic

For replaceabl e parameters on command lines or within configuration files.



lItalic

For filenames, URLS, hostnames, command names, command-line options, and new
terms where they are defined.

Ak

In figures, the object labeled A has been secured using a cryptographic key labled K.
"Secured" means encrypted, signed, or some more complex relationship, depending on
the context. If A issecured using multiple keys (say K and L), they will be listed in the
subscript, separated by commas: A ¢, .

e Thisicon designates a note, which is an important aside to the nearby text.
T
Rl |
i

. | Thisicon designates a warning relating to the nearby text.

Comments and Questions

The information in this book has been tested and verified, but you may find that features have
changed (or even find mistakes!). Y ou can send any errors you find, as well as suggestions for
future editions, to:

O"Reilly & Associates, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

(800) 998-9938 (in the United States or Canada)
(707) 829-0515 (international/local)

(707) 829-0104 (fax)

There is aweb page for this book, which lists errata, examples, or any additiona information. Y ou
can access this page at:

http://www.oreilly.com/catal og/sshtdg/

To comment or ask technical questions about this book, send email to:

bookguestions@oreilly.com

For more information about books, conferences, software, Resource Centers, and the O'Reilly
Network, see the O'Reilly web site at:

http://www.oreilly.com/
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Chapter 1. Introduction to SSH

Many people today have multiple computer accounts. If you're areasonably savvy user, you might
have a personal account with an Internet service provider (1SP), awork account on your
employer's loca network, and one or more PCs at home. Y ou might also have permission to use
other accounts owned by family members or friends.

If you have multiple accounts, it's natural to want to make connections between them. For instance,
you might want to copy files between computers over a network, log into one account remotely
from another, or transmit commands to a remote computer for execution. Various programs exist
for these purposes, such as ftp and rcp for file transfers, telnet and rlogin for remote logins, and

rsh for remote execution of commands.

Unfortunately, many of these network-related programs have a fundamental problem: they lack
security. If you transmit a sensitive file viathe Internet, an intruder can potentially intercept and
read the data. Even worse, if you log onto another computer remotely using a program such as
telnet, your username and password can be intercepted as they travel over the network. Yikes!

How can these serious problems be prevented? Y ou can use an encryption program to scramble
your datainto a secret code nobody else can read. Y ou can install afirewall, a device that shields
portions of a computer network from intruders. Or you can use awide range of other solutions,
alone or combined, with varying complexity and cost.

1.1 What Is SSH?

SSH, the Secure Shell, is a popular, powerful, software-based approach to network security. 2!
Whenever datais sent by a computer to the network, SSH automatically encrypts it. When the data
reaches its intended recipient, SSH automatically decrypts (unscrambles) it. The result is
transparent encryption: users can work normally, unaware that their communications are safely
encrypted on the network. In addition, SSH uses modern, secure encryption algorithms and is
effective enough to be found within mission-critical applications at major corporations.

M vssHis pronounced by spelling it aloud: S-S-H. You might find the name "Secure Shell" a little
puzzling, because it is not, in fact, a shell at all. The name was coined from the existing rsh utility, a
ubiquitous Unix program that also provides remote logins but is very insecure.

SSH has a client/server architecture, as shown in Figure 1-1. An SSH server program, typically
installed and run by a system administrator, accepts or rejects incoming connections to its host
computer. Users then run SSH client programs, typically on other computers, to make requests of
the SSH server, such as "Pleaselog mein,” "Please send me afile,” or "Please execute this
command." All communications between clients and servers are securely encrypted and protected
from modification.

Figure 1.1. SSH architecture
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Our description is simplified but should give you a general idea of what SSH does. Well go into
depth later. For now, just remember that SSH clients communicate with SSH servers over
encrypted network connections.

An SSH-based product might include clients, servers, or both. Unix products generally contain
both clients and servers; those on other platforms are usudly just clients, though Windows-based
servers are beginning to appear.

If you're aUnix user, think of SSH as a secure form of the Unix r-commands: rsh (remote shell),
rlogin (remote login), and rcp (remote copy). In fact, the original SSH for Unix includes the
similarly named commands ssh, scp, and slogin as secure, drop-in replacements for the r-
commands. Y es, you can finally get rid of those insecure .rhosts and hosts.equiv files! (Though
SSH can work with them aswell, if you like)) If you're still using the r-commands, switch to SSH
immediately: the learning curve is small, and security isfar better.

1.2 What SSH Is Not

Although SSH stands for Secure Shell, it is not atrue shell in the sense of the Unix Bourne shell
and C shell. It is not acommand interpreter, nor does it provide wildcard expansion, command
history, and so forth. Rather, SSH creates a channel for running a shell on aremote computer, in
the manner of the Unix rsh command, but with end-to-end encryption between the local and
remote computer.



SSH is also not a complete security solution—but then, nothing is. It won't protect computers from
active break-in attempts or denial-of-service attacks, and it won't eliminate other hazards such as
viruses, Trojan horses, and coffee spills. It does, however, provide robust and user-friendly
encryption and authentication.

1.3 The SSH Protocol

SSH isaprotocol, not a product. It is a specification of how to conduct secure communication
over anetwork 2

2l Although we say "the SSH protocol," there are actually two incompatible versions of the protocols
in common use: SSH-1 (a.k.a SSH-1.5) and SSH-2. We will distinguish these protocols later.

The SSH protocol covers authentication, encryption, and the integrity of data transmitted over a
network, as shown in Figure 1-2. Let's define these terms:

Authentication

Reliably determines someone's identity. If you try to log into an account on aremote
computer, SSH asks for digital proof of your identity. If you pass the test, you may log in;
otherwise SSH rejects the connection.

Encryption

Scrambles data so it is unintelligible except to the intended recipients. This protects your
data as it passes over the network.

Integrity

Guarantees the data traveling over the network arrives unaltered. If athird party captures
and modifies your datain transit, SSH detects this fact.

Figure 1.2. Authentication, encryption, and integrity
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In short, SSH makes network connections between computers, with strong guarantees that the
parties on both ends of the connection are genuine. It also ensures that any data passing over these
connections arrives unmadified and unread by eavesdroppers.

1.3.1 Protocols, Products, Clients, and Confusion

SSH-based products—i.e., products that implement the SSH protocol—exist for many flavors of
Unix, Windows, Macintosh, and other operating systems. Both freely distributable and
commercial products are available. [Section 13.3]

Thefirst SSH product, created by Tatu Y16nen for Unix, was ssimply called "SSH." This causes
confusion because SSH is also the name of the protocol. Some people call Y16nen's software
"Unix SSH," but other Unix-based implementations are now available so the nameis
unsatisfactory. In this book, we use more precise terminology to refer to protocols, products, and
programs, summarized in Sidebar "Terminology: SSH Protocols and Products’, In short:

e Protocols are denoted with dashes: SSH-1, SSH-2.
e Products are denoted in uppercase, without dashes: SSH1, SSH2.
e Client programs are in lowercase: ssh, sshl, ssh2, etc.

Terminology: SSH Protocols and Products

A generic term referring to SSH protocols or software products.

SH-1
The SSH protocol, Version 1. This protocol went through several revisions, of
which 1.3 and 1.5 are the best known, and we will write SSH-1.3 and SSH-1.5
should the distinction be necessary.

SSH-2

The SSH protocol, Version 2, as defined by severa draft standards documents
of the IETF SECSH working group.[ Section 3.5.1]

SH1
Tatu Yl6nen's software implementing the SSH-1 protocol; the original SSH.
Now distributed and maintained (minimally) by SSH Communications Security,
Inc.

SSH2
The"SSH Secure Shell" product from SSH Communications Security, Inc.

(http://www.ssh.com). Thisisacommercial SSH-2 protocol implementation,
though it is licensed free of charge in some circumstances.

ssh (all lowercase letters)

A client program included in SSH1, SSH2, OpenSSH, F-Secure SSH, and other
products. for runnina secure terminal sessions and remote commands. In SSH1
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and SSH2, it is also named sshl or ssh2, respectively.
OpenSSH

The product OpenSSH from the OpenBSD project (see
http://www.openssh.com/), which implements both the SSH-1 and SSH-2
protocols.

OpenSsH/1
OpenSSH, referring specifically to its behavior when using the SSH-1 protocol.

OpensSsH/2

OpenSSH, referring specifically to its behavior when using the SSH-2 protocol.

1.4 Overview of SSH Features

So, what can SSH do? Let's run through some examples that demonstrate the major features of
SSH, such as secure remote logins, secure file copying, and secure invocation of remote
commands. We use SSH1 in the examples, but all are possible with OpenSSH, SSH2, and F-
Secure SSH.

1.4.1 Secure Remote Logins

Suppose you have accounts on several computers on the Internet. Typically, you connect from a
home PC to your ISP, and then use atelnet program to log into your accounts on other computers.
Unfortunately, telnet transmits your username and password in plaintext over the Internet, where a
malicious third party can intercept them.2! Additionally, your entire telnet session is readable by a
network snooper.

B3I This is true of standard Telnet, but some implementations add security features.

Terminology: Networking
Local computer ( local host, local machine)
A computer on which you are logged in and, typically, running an SSH client.
Remote computer (remote host, remote machine)

A second computer you contact from your local computer. Typically, the
remote computer is running an SSH server and is contacted viaan SSH client.
As adegenerate case, the local and remote computers can be the same machine.

Local user

A user logged into alocal computer.

Remote user
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A user logged into a remote computer.
Server

An SSH server program.
Server machine

A computer running an SSH server program. We will sometimes simply write

"server" for the server machine when the context makes clear (or irrelevant) the

distinction between the running SSH server program and its host machine.
Client

An SSH client program.

Client machine

A computer running an SSH client. As with the server terminology, we will
simply write "client" when the context makes the meaning clear.

~or $SHOME
A user's home directory on a Unix machine, particularly when used in afile

path such as ~/filename. Most shells recognize ~ as a user's home directory,
with the notable exception of Bourne shell. $SHOME is recognized by all shells.

SSH completely avoids these problems. Rather than running the insecure telnet program, you run
the SSH client program ssh. To log into an account with the username smith on the remote
computer host.example.com, use this command:

$ ssh -1 smith host.example.com

The client authenticates you to the remote computer's SSH server using an encrypted connection,
meaning that your username and password are encrypted before they leave the local machine. The
SSH server then logs you in, and your entire login session is encrypted as it travel s between client
and server. Because the encryption is transparent, you won't notice any differences between telnet
and the telnet-like SSH client.

1.4.2 Secure File Transfer

Suppose you have accounts on two Internet computers, me@fir staccount.com and
metoo@secondaccount.com, and you want to transfer afile from the first to the second account.
The file contains trade secrets about your business, however, that must be kept from prying eyes.
A traditional file-transfer program, such as ftp, rcp, or even email, doesn't provide a secure
solution. A third party can intercept and read the packets as they travel over the network. To get
around this problem, you can encrypt the file on firstaccount.com with a program such as Pretty
Good Privacy (PGP), transfer it viatraditional means, and decrypt the file on secondaccount.com,
but such aprocessis tedious and nontransparent to the user.

Using SSH, the file can be transferred securely between machines with a single secure copy
command. If the file were named myfile, the command executed on firstaccount.com might be:



$ scp myfile metoo@secondaccount.com:

When transmitted by scp, the file is automatically encrypted as it leaves firstaccount.com and
decrypted asit arrives on secondaccount.com.

1.4.3 Secure Remote Command Execution

Suppose you are a system administrator who needs to run the same command on many computers.
You'd like to view the active processes for each user on four different computers—grape, lemon,
kiwi, and melon—on alocal area network using the Unix command /usr/ucb/w. Traditionally, one
could use rsh, assuming that the rsh daemon, rshd, is configured properly on the remote
computers:

#1/bin/sh This is a shell script.
for machine in grape lemon kiwi melon On each of these four
machines in turn...
do
rsh $machine /Zusr/ucb/w invoke the '"/usr/ucb/w" program, which
done prints a list of all running processes.

Although this method works, it's insecure. The results of /usr/ucb/w are transmitted as plaintext
across the network; if you consider this information sensitive, the risk might be unacceptable.
Worsg, the rsh authentication mechanism is extremely insecure and easily subverted. Using the
ssh command instead, you have:

#1/bin/sh
for machine in grape lemon Kiwi melon
do
ssh $machine Zusr/ucb/w Note '"ssh' instead of "rsh"
done

The syntax is nearly identical, and the visible output isidentical, but under the hood, the command
and its results are encrypted as they travel across the network, and strong authentication
techniques may be used when connecting to the remote machines.

1.4.4 Keys and Agents

Suppose you have accounts on many computers on a network. For security reasons, you prefer
different passwords on all accounts; but remembering so many passwords is difficult. It'salso a
security problem in itself. The more often you type a password, the more likely you'll mistakenly
typeit in the wrong place. (Have you ever accidently typed your password instead of your
username, visible to the world? Ouch! And on many systems, such mistakes are recorded in a
system log file, revealing your password in plaintext.) Wouldn't it be great to identify yourself
only once and get secure accessto all the accounts without continually typing passwords?

SSH has various authentication mechanisms, and the most secure is based on keys rather than
passwords. Keys are discussed in great detail in Chapter 6, but for now we define a key as a small
blob of bits that uniquely identifies an SSH user. For security, akey is kept encrypted; it may be
used only after entering a secret passphrase to decrypt it.

Using keys, together with a program called an authentication agent, SSH can authenticate you to
all your computer accounts securely without requiring you to memorize many passwords or enter
them repeatedly. It works like this:



1. Inadvance (and only once), place special files called public key files into your remote
computer accounts. These enable your SSH clients (ssh, scp) to access your remote
accounts.

2. Onyour loca machine, invoke the ssh-agent program, which runs in the background.

3. Choosethe key (or keys) you will need during your login session.

4. Load the keysinto the agent with the ssh-add program. This requires knowledge of each
key's secret passphrase.

At this point, you have an ssh-agent program running on your local machine, holding your secret
keys in memory. Y ou're now done. Y ou have password-less access to all your remote accounts
that contain your public key files. Say goodbye to the tedium of retyping passwords! The setup
lasts until you log out from the local machine or terminate ssh-agent.

1.4.5 Access Control

Suppose you want to permit another person to use your computer account, but only for certain
purposes. For example, while you're out of town you'd like your secretary to read your email but
not to do anything else in your account. With SSH, you can give your secretary access to your
account without revealing or changing your password, and with only the ability to run the email
program. No system-administrator privileges are required to set up this restricted access. (This
topic isthe focus of Chapter 8.)

1.4.6 Port Forwarding

SSH can increase the security of other TCP/IP-based applications such astelnet, ftp, and the X
Window System. A technique called port forwarding or tunneling reroutes a TCP/IP connection to
pass through an SSH connection, transparently encrypting it end-to-end. Port forwarding can also
pass such applications through network firewalls that otherwise prevent their use.

Suppose you are logged into a machine away from work and want to access the internal news
server at your office, news.yoyodyne.com. The Y oyodyne network is connected to the Internet, but
a network firewall blocks incoming connections to most ports, particularly port 119, the news port.
The firewall does allow incoming SSH connections, however, since the SSH protocol is secure
enough that even Y oyodyne's rabidly paranoid system administrators trust it. SSH can establish a
secure tunnel on an arbitrary local TCP port—say, port 3002—to the news port on the remote host.
The command might look a bit cryptic at this early stage, but hereitis:

$ ssh -L 3002:1ocalhost:119 news.yoyodyne.com

This says "ssh, please establish a secure connection from TCP port 3002 on my local machine to
TCP port 119, the news port, on news.yoyodyne.com.” So, in order to read news securely,
configure your news-reading program to connect to port 3002 on your local machine. The secure
tunnel created by ssh automatically communicates with the news server on news.yoyodyne.com,
and the news traffic passing through the tunnel is protected by encryption. [Section 9.1]

1.5 History of SSH

SSH1 and the SSH-1 protocol were developed in 1995 by Tatu Y 10nen, aresearcher at the
Helsinki University of Technology in Finland. After his university network was the victim of a
password-sniffing attack earlier that year, Y |6nen whipped up SSH1 for himself. When beta
versions started gaining attention, however, he realized that his security product could be put to
wider use.



In July 1995, SSH1 was released to the public as free software with source code, permitting
people to copy and use the program without cost. By the end of the year, an estimated 20,000
usersin 50 countries had adopted SSH1, and Y |6nen was fending off 150 email messages per day
requesting support. In response, Y 16nen founded SSH Communications Security, Ltd., (SCS,
http://www.ssh.com/) in December of 1995 to maintain, commercialize, and continue
development of SSH. Today heis chairman and chief technology officer of the company.

Alsoin 1995, Y16nen documented the SSH-1 protocol as an Internet Engineering Task Force
(IETF) Internet Draft, which essentially described the operation of the SSH1 software after the
fact. It was a somewhat ad hoc protocol with a number of problems and limitations discovered as
the software grew in popularity. These problems couldn't be fixed without losing backward
compatibility, so in 1996, SCS introduced a new, major version of the protocol, SSH 2.0 or SSH-2,
that incorporates new algorithms and is incompatible with SSH-1. In response, the IETF formed a
working group called SECSH (Secure Shell) to standardize the protocol and guide its development
in the public interest. The SECSH working group submitted the first Internet Draft for the SSH-
2.0 protocol in February 1997.

In 1998, SCS released the software product "SSH Secure Shell" (SSH2), based on the superior
SSH-2 protocol. However, SSH2 didn't replace SSH1 in the field, for two reasons. First, SSH2
was missing a number of useful, practical features and configuration options of SSH1. Second,
SSH2 had a more restrictive license. The original SSH1 had been freely available from Y16nen
and the Helsinki University of Technology. Newer versions of SSH1 from SCS were still freely
available for most uses, even in commercial settings, as long as the software was not directly sold
for profit or offered as a service to customers. SSH2, on the other hand, was a commercia product,
allowing gratis use only for qualifying educational and non-profit entities. As aresult, when SSH2
first appeared, most existing SSH1 users saw few advantages to SSH2 and continued to use SSH1.
As of thiswriting, three years after the introduction of the SSH-2 protocol, SSH-1 is still the most
widely deployed version on the Internet, even though SSH-2 is a better and more secure protocol.

This situation promises to change, however, as aresult of two developments: aloosening of the
SSH2 license and the appearance of free SSH-2 implementations. As this book went to pressin
late 2000, SCS broadened the SSH2 license to permit free use by individual contractors working
for qualifying noncommercial entities. it also extends free use to the Linux, NetBSD, FreeBSD,
and OpenBSD operating systems, in any context at all including acommercial one. At the same
time, OpenSSH (http://www.openssh.con/) is gaining prominence as an SSH implementation,
developed under the auspices of the OpenBSD project (http://www.openbsd.org/) and freely
available under the OpenBSD license. Based on the last free release of the original SSH, 1.2.12,
OpenSSH has developed rapidly. Though many people have contributed to it, OpenSSH islargely
the work of software developer Markus Friedl. It supports both SSH-1 and SSH-2 in asingle set of
programs, whereas SSH1 and SSH2 have separate executables, and the SSH-1 compatibility
featuresin SSH2 require both products to be installed. While OpenSSH was devel oped under
OpenBSD, it has been ported successfully to Linux, Solaris, AIX, and other operating systems, in
tight synchronization with the main releases. Although OpenSSH is relatively new and missing
some features present in SSH1 and SSH2, it is developing rapidly and promises to be a major SSH
flavor in the near future.

At presstime, development of SSH1 has ceased except for important bug fixes, while
development of SSH2 and OpenSSH remains active. Other SSH implementations abound, notably
the commercial versions of SSH1 and SSH2 maintained and sold by F-Secure Corporation, and
numerous ports and original products for the PC, Macintosh, Palm Pilot, and other operating
systems. [Section 13.3] It is estimated there are over two million SSH users worldwide, including
hundreds of thousands of registered users of SCS products.

©


http://www.ssh.com/
http://www.openssh.com/
http://www.openbsd.org/

e Sometimes we use the term "SSH1/SSH2 and their derivatives." This
refersto SCSs SSH1 and SSH2, F-Secure SSH Server (Versions 1 and 2),
OpenSSH, and any other ports of the SSH1 or SSH2 code base for Unix or
other operating systems. The term doesn't encompass other SSH products
(SecureCRT, NiftyTelnet SSH, F-Secure's Windows and Macintosh
clients, etc.).
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1.6 Related Technologies

SSH is popular and convenient, but we certainly don't claim it is the ultimate security solution for
all networks. Authentication, encryption, and network security originated long before SSH and
have been incorporated into many other systems. Let's survey afew representative systems.

1.6.1 rsh Suite (R-Commands)

The Unix programs rsh, rlogin, and rcp—collectively known as the r-commands—are the direct
ancestors of the SSH1 clients ssh, slogin, and scp. The user interfaces and visible functionality are
nearly identical to their SSH1 counterparts, except that SSH1 clients are secure. The r-commands,
in contrast, don't encrypt their connections and have aweak, easily subverted authentication model.

An r-command server relies on two mechanisms for security: a network naming service and the
notion of "privileged" TCP ports. Upon receiving a connection from a client, the server obtains the
network address of the originating host and trandlates it into a hostname. This hostname must be
present in a configuration file on the server, typically /etc/hosts.equiv, for the server to permit
access. The server also checks that the source TCP port number isin the range 1-1023, since these
port numbers can be used only by the Unix superuser (or root uid). If the connection passes both
checks, the server believesit istalking to atrusted program on atrusted host and logs in the client
as whatever user it requests!

These two security checks are easily subverted. The trandation of a network addressto a
hostname is done by a naming service such as Sun's Network Information Service (NIS) or the
Internet Domain Name System (DNS). Most implementations and/or deployments of NIS and
DNS services have security holes, presenting opportunities to trick the server into trusting a host it
shouldn't. Then, aremote user can log into someone else's account on the server simply by having
the same username.

Likewise, blind trust in privileged TCP ports represents a serious security risk. A cracker who
gainsroot privilege on atrusted machine can simply run atailored version of thersh client and log
in as any user on the server host. Overall, reliance on these port numbersis no longer trustworthy
in aworld of desktop computers whose users have administrative access as a matter of course, or
whose operating systems don't support multiple users or privileges (such as Windows 9x and the
Macintosh).

If user databases on trusted hosts were always synchronized with the server, installation of
privileged programs (setuid root) strictly monitored, root privileges guaranteed to be held by
trusted people, and the physical network protected, the r-commands would be reasonably secure.
These assumptions made sense in the early days of networking, when hosts were few, expensive,
and overseen by asmall and trusted group of administrators, but they have far outlived their
usefulness.

Given SSH's superior security features and that ssh is backward-compatible with rsh (and scp with
rcp), we see no compelling reason to run the r-commands any more. Install SSH and be happy.
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1.6.2 Pretty Good Privacy (PGP)

PGP is a popular encryption program available for many computing platforms, created by Phil
Zimmerman. It can authenticate users and encrypt data files and email messages.

SSH incorporates some of the same encryption algorithms as PGP, but applied in a different way.
PGP isfile-based, typically encrypting one file or email message at atime on a single computer.
SSH, in contrast, encrypts an ongoing session between networked computers. The difference
between PGP and SSH islike that between a batch job and an interactive process.

PGP and SSH are related in another way as well: SSH2 can optionally use

- PGP keys for authentication. [Section 5.5.1.6]
A o
i

More PGP information is available at http://www.pgpi.com.

1.6.3 Kerberos

Kerberosis a secure authentication system for environments where networks may be monitored,
and computers aren't under central control. It was developed as part of Project Athena, awide-
ranging research and development effort at the Massachusetts Institute of Technology (MIT).
Kerberos authenticates users by way of tickets, small sequences of bytes with limited lifetimes,
while user passwords remain secure on a central machine.

Kerberos and SSH solve similar problems but are quite different in scope. SSH is lightweight and
easily deployed, designed to work on existing systems with minimal changes. To enable secure
access from one machine to another, simply install an SSH client on the first and a server on the
second, and start the server. Kerberos, in contrast, requires significant infrastructure to be
established before use, such as administrative user accounts, a heavily secured central host, and
software for network-wide clock synchronization. In return for this added complexity, Kerberos
ensures that users passwords travel on the network as little as possible and are stored only on the
central host. SSH sends passwords across the network (over encrypted connections, of course) on
each login and stores keys on each host from which SSH is used. Kerberos also serves other
purposes beyond the scope of SSH, including a centralized user account database, access control
lists, and a hierarchical model of trust.

Anather difference between SSH and Kerberos is the approach to securing client applications.
SSH can be easily integrated with programs that use rsh in the background, such as Pine, the
popular mail reader. [Section 11.3] Configure it to use sshinstead of rsh, and the program's
remote connections are transparently secure. For programs that open direct network connections,
SSH's port-forwarding feature provides another convenient form of integration. Kerberos, on the
other hand, contains a set of programming libraries for adding authentication and encryption to
other applications. Devel opers can integrate applications with Kerberos by modifying their source
code to make calls to the Kerberos libraries.'*! The MIT Kerberos distribution comes with a set of
common services that have been "kerberized," including secure versions of telnet, ftp, and rsh.

[l SSH2 has moved toward this model as well, organized as a set of libraries implementing the
SSH2 protocol and accessed via an API.

If the features of Kerberos and SSH both sound good, you'rein luck: they've been integrated.
[Section 11.4] More information on Kerberos can be found at:

http://web.mit.edu/kerberos/www/
http://nii.isi.edu/info/kerberos/
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1.6.4 IPSEC

Internet Protocol Security (IPSEC) is an evolving Internet standard for network security.
Developed by an IETF working group, IPSEC comprises authentication and encryption
implemented at the IP level. Thisisalower level of the network stack than SSH addresses. Itis
entirely transparent to end users, who don't need to use a particular program such as SSH to gain
security; rather, their existing insecure network traffic is protected automatically by the underlying
system. IPSEC can securely connect a single machine to a remote network through an intervening
untrusted network (such asthe Internet), or it can connect entire networks (thisis the idea of the
"Virtual Private Network," or VPN).

SSH is often quicker and easier to deploy as a solution than IPSEC, since SSH isasimple
application program, whereas IPSEC requires additions to the host operating systems on both
sidesif they don't already come with it, and possibly to network equipment such as routers,
depending on the scenario. SSH also provides user authentication, whereas |PSEC deals only with
individual hosts. On the other hand, IPSEC is more basic protection and can do things SSH can't.
For instance, in Section 11.2, we discussin detail the difficulties of trying to protect the FTP
protocol using SSH. If you need to secure an existing insecure protocol such as FTP, which isn't
amenabl e to treatment with SSH, IPSEC isaway to do it.

IPSEC can provide authentication alone, through a means called the Authentication Header (AH),
or both authentication and encryption, using a protocol called Encapsulated Security Payload
(ESP). Detailed information on IPSEC can be found at:

http://www.ietf.org/ids.by.wg/ipsec.html

1.6.5 Secure Remote Password (SRP)

The Secure Remote Password (SRP) protocol, created at Stanford University, is a security
protocol very different in scope from SSH. It is specifically an authentication protocol, whereas
SSH comprises authentication, encryption, integrity, session management, etc., as an integrated
whole. SRP isn't acomplete security solution in itself, but rather a technology that can be a part of
a security system.

The design goal of SRP isto improve on the security properties of password-style authentication,
while retaining its considerable practical advantages. Using SSH public-key authentication is
difficult if you're traveling, especially if you're not carrying your own computer, but instead are
using other people's machines. Y ou have to carry your private key with you on a diskette and hope
that you can get the key into whatever machine you need to use. Oops, you've been given an X
terminal. Oh well.

Carrying your encrypted private key with you is also a weakness, because if someone stealsiit,
they can subject it to adictionary attack in which they try to find your passphrase and recover the
key. Then you're back to the age-old problem with passwords: to be useful they must be short and
memorable, whereas to be secure, they must be long and random.

SRP provides strong two-party mutual authentication, with the client needing only to remember a
short password which need not be so strongly random. With traditional password schemes, the
server maintains a sensitive database that must be protected, such as the passwords themselves, or
hashed versions of them (asin the Unix /etc/passwd and /etc/shadow files). That data must be kept
secret, since disclosure alows an attacker to impersonate users or discover their passwords
through a dictionary attack. The design of SRP avoids such a database and allows passwords to be
less random (and therefore more memorable and useful), since it prevents dictionary attacks. The
server till has sensitive data that should be protected, but the consegquences of its disclosure are
less severe.
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SRPisaso intentionally designed to avoid using encryption algorithmsin its operation. Thus it
avoids running afoul of cryptographic export laws, which prohibits certain encryption
technologies from being shared with foreign countries.

SRP is an interesting technology we hope gains wider acceptance; it is an excellent candidate for
an additional authentication method in SSH. The current SRP implementation includes secure
clients and serversfor the Telnet and FTP protocols for Unix and Windows. More SRP
information can be found at:

http://srp.stanford.edu/

1.6.6 Secure Socket Layer (SSL) Protocol

The Secure Socket Layer (SSL) protocol is an authentication and encryption technique providing
security servicesto TCP clients by way of a Berkeley sockets-style API. It wasinitialy developed
by Netscape Communications Corporation to secure the HTTP protocol between web clients and
servers, and that is still its primary use, though nothing about it is specificto HTTP. It ison the
|ETF standards track as RFC-2246, under the name "TLS" for Transport Layer Security.

An SSL participant proves itsidentity by adigital certificate, a set of cryptographic data. A
certificate indicates that a trusted third party has verified the binding between an identity and a
given cryptographic key. Web browsers automatically check the certificate provided by aweb
server when they connect by SSL, ensuring that the server is the one the user intended to contact.
Thereafter, transmissions between the browser and the web server are encrypted.

SSL isused most often for web applications, but it can also "tunnel” other protocols. It is secure
only if a"trusted third party" exists. Organizations known as certificate authorities (CAS) serve
this function. If a company wants a certificate from the CA, the company must prove its identity to
the CA through other means, such as legal documents. Once the proof is sufficient, the CA issues
the certificate.

For more information, visit the OpenSSL project at:

http://www.openssl .org/

1.6.7 SSL-Enhanced Telnet and FTP

Numerous TCP-based communication programs have been enhanced with SSL, including telnet
(e.g., SSLtelnet, SRA telnet, SSLTel, STel) and ftp (SSLftp), providing some of the functionality
of SSH. Though useful, these tools are fairly single-purpose and typically are patched or hacked
versions of programs not originally written for secure communication. The major SSH
implementations, on the other hand, are more like integrated tool sets with diverse uses, written
from the ground up for security.

1.6.8 stunnel

stunnel isan SSL tool created by Micha Trojnara of Poland. It adds SSL protection to existing
TCP-based servicesin aUnix environment, such as POP or IMAP servers, without requiring
changes to the server source code. It can be invoked from inetd as a wrapper for any number of
service daemons or run standalone, accepting network connections itself for a particular service.
stunnel performs authentication and authorization of incoming connections via SSL; if the
connection is alowed, it runs the server and implements an SSL-protected session between the
client and server programs.
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Thisisespecially useful because certain popular applications have the option of running some
client/server protocols over SSL. For instance, both Netscape Communicator and Microsoft
Internet Explorer allow you to connect POP, IMAP, and SMTP servers using SSL. For more
stunnel information, see:

http://www.stanton.dtcc.edu/stanton/cs/admin/notes/ss|

1.6.9 Firewalls

A firewall is a hardware device or software program that prevents certain data from entering or
exiting anetwork. For example, afirewall placed between aweb site and the Internet might permit
only HTTP and HTTPS traffic to reach the site. As another example, afirewall can reject all
TCP/IP packets unless they originate from a designated set of network addresses.

Firewalls aren't areplacement for SSH or other authentication and encryption approaches, but they
do address similar problems. The techniques may be used together.

1.7 Summary

SSH is a powerful, convenient approach to protecting communications on a computer network.
Through secure authentication and encryption technologies, SSH supports secure remote logins,
secure remote command execution, secure file transfers, access control, TCP/IP port forwarding,
and other important features.
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Chapter 2. Basic Client Use

SSH isasimpleidea, but it has many complex parts. This chapter is designed to get you started
with SSH quickly. We cover the basics of SSH's most immediately useful features:

e Logging into aremote computer over a secure connection
e Transferring files between computers over a secure connection

We a so introduce authentication with cryptographic keys, a more secure alternative to ordinary
passwords. Advanced uses of client programs, such as multiple keys, client configuration files,
and TCP port forwarding, will be covered in later chapters.

We use SSH1 and SSH2 (and occasionally OpenSSH) for al examples. If the syntax differs
among the products, we'll discuss each of them.

2.1 A Running Example

Suppose you're out of town on a business trip and want to read your email, which sits on aUnix
machine belonging to your ISP, shell.isp.com. A friend at a nearby university agrees to let you log
into her Unix account on the machine local.university.edu, and then remotely log into yours. For
the remote login you could use the telnet or rlogin programs, but as we've seen, this connection
between the machines isinsecure. (No doubt some subversive college student would grab your
password and turn your account into a renegade web server for pirated software and Ani DiFranco
MP3s.) Fortunately, both your friend's Unix machine and your ISP's have an SSH product
installed.

In the example running through the chapter, we represent the shell prompt of the local machine,
local .university.edu, as adollar sign ($) and the prompt on shell.isp.comasshel I . isp.com>.

2.2 Remote Terminal Sessions with ssh

Suppose your remote username on shell.isp.comis "pat”. To connect to your remote account from
your friend's account on local.university.edu, you type:

$ ssh -1 pat shell._isp.com

pat®s password: ******

Last login: Mon May 24 19:32:51 1999 from quondam.nefertiti.org
You have new mail.

shell.isp.com>

This leadsto the situation shown in Figure 2-1. The ssh command runs a client that contacts the
SSH server on shell.isp.com over the Internet, asking to be logged into the remote account with
username pat.’! Y ou can also provide user @host syntax instead of the -1 option to accomplish the
same thing:

M if the local and remote usernames are identical, you can omit the -l option (- pat) and just type
ssh shell.isp.com.
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$ ssh pat@shell.isp.com

Figure 2.1. Our example scenario
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On first contact, SSH establishes a secure channel between the client and the server so all
transmissions between them are encrypted. The client then prompts for your password, which it
supplies to the server over the secure channel. The server authenticates you by checking that the
password is correct and permits the login. All subsequent client/server exchanges are protected by
that secure channel, including the contents of the email you proceed to read using amail program
on shell.isp.com.

It's important to remember that the secure channel exists only between the SSH client and server
machines. After logging into shell.isp.com viassh, if you then telnet or ftp to a third machine,
insecure.isp.com, the connection between shell.isp.com and insecure.isp.comis not secure.
However, you can run another ssh client from shell.isp.com to insecure.isp.com, creating another
secure channel, which keeps the chain of connections secure.

We've covered only the simplest use of ssh. Chapter 7 goesinto far greater depth about its many
features and options.

2.2.1 File Transfer with scp

Continuing the story, suppose that while reading your email, you encounter a message with an
attached file you'd like to print. In order to send the fileto alocal printer at the university, you
must first transfer the file to local .university.edu. Once again, you reject as insecure the traditional
file-transfer programs, such as ftp and rcp. Instead, you use another SSH client program, scp, to
copy the file across the network via a secure channel.

First, you write the attachment to afile in your home directory on shell.isp.com using your mail
client, naming the file print-me. When you've finished reading your other email messages, log out
of shell.isp.com, ending the SSH session and returning to the shell prompt on local .university.edu.
Y ou're now ready to copy the file securely.

The scp program has syntax much like the traditional Unix cp program and nearly identical to the
insecure rcp program. It isroughly:

scp name-of-source name-of-destination

In this example, scp copies the file print-me on shell.isp.com over the network to alocal filein
your friend's account on local.university.edu, also called print-me:

$ scp pat@shell._isp.com:print-me print-me

Thefileistransferred over an SSH-secured connection. The source and destination files may be
specified not only by filename, but also by username (“pat” in our example) and hostname
(shell.isp.com), indicating the location of the file on the network. Depending on your needs,
various parts of the source or destination name can be omitted, and defaults values used. For
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example, omitting the username and the "at" sign (pat@) makes scp assume that the remote
username is the same as the local one.

Like ssh, scp prompts for your remote password and passes it to the SSH server for verification. If
successful, scp logsinto the pat account on shell.isp.com, copies your remote file print-me to the
local file print-me, and logs out of shell.isp.com. The local file print-me may now be sent to a
printer.

The destination filename need not be the same as the remote one. For example, if you're feeling
French, you could call the local file imprime-moi :

$ scp pat@shell._isp.com:print-me imprime-moi

The full syntax of scp can represent local and remote files in powerful ways, and the program also
has numerous command-line options. [Section 7.5]

2.3 Adding Complexity to the Example

The preceding example session provided a quick introduction to the most often-used client
programs—ssh and scp—in aformat to follow while sitting at your computer. Now that you have
the basics, |et's continue the example but include situations and complications glossed over the
first time. These include the "known hosts" security feature and the SSH escape character.

! If you're following at the computer as you read, your SSH clients might

- behave unexpectedly or differently from ours. As you will see throughout

*“+¥ 4 the book, SSH implementations are highly customizable, by both yourself
and the system administrator, on either side of the secure connection.
Although this chapter describes common behaviors of SSH programs
based on their installation defaults, your system might be set up
differently.

If commands don't work as you expect, try adding the -v ("verbose")
command-line option, for example:

$ ssh -v shell.isp.com

This causes the client to print lots of information about its progress, often
revealing the source of the discrepancy.

2.3.1 Known Hosts

Thefirst time an SSH client encounters a new remote machine, it does some extrawork and prints
amessage like the following:

$ ssh -1 pat shell._isp.com
Host key not found from the list of known hosts.
Are you sure you want to continue connecting (yes/no)?

Assuming you respond yes (the most common response), the client continues:

Host "shell.isp.com” added to the list of known hosts.
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This message appears only the first time you contact a particular remote host. The message isa
security feature related to SSH's concept of known hosts.

Suppose an adversary wants to obtain your password. He knows you are using SSH, and so he
can't monitor your connection by eavesdropping on the network. Instead, he subverts the naming
service used by your local host so that the name of your intended remote host, shell.isp.com,
tranglates falsely to the IP address of a computer run by him! He then installs an altered SSH
server on the phony remote host and waits. When you log in via your trusty SSH client, the altered
SSH server records your password for the adversary's later use (or misuse, more likely). The
bogus server can then disconnect with a preplanned error message such as " System down for

mai ntenance—please try again after 4:00 p.m." Even worse, it can fool you completely by using
your password to log into the real shell.isp.com and transparently pass information back and forth
between you and the server, monitoring your entire session. This hostile strategy is called a man-
in-the-middle attack. [Section 3.10.4] Unless you think to check the originating I P address of your
session on the server, you might never notice the deception.

The SSH known-host mechanism prevents such attacks. When an SSH client and server make a
connection, each of them provesitsidentity to the other. Y es, not only does the server authenticate
the client, as we saw earlier when the server checked pat's password, but the client also
authenticates the server by public-key cryptography. [Section 3.4.1] In short, each SSH server has
asecret, unique 1D, called ahost key, to identify itself to clients. The first time you connect to a
remote host, a public counterpart of the host key gets copied and stored in your local account
(assuming you responded "yes" to the client's prompt about host keys, earlier). Each time you
reconnect to that remote host, the SSH client checks the remote host's identity using this public

key.

Of coursg, it's better to have recorded the server's public host key before connecting to it the first
time, since otherwise you are technically open to a man-in-the-middle attack that first time.
Administrators can maintain system-wide known-hosts lists for given sets of hosts, but this doesn't
do much good for connecting to random new hosts around the world. Until areliable, widely
deployed method of retrieving such keys securely exists (such as secure DNS, or X.509-based
public-key infrastructure), this record-on-first-use mechanism is an acceptable compromise.

If authentication of the server fails, various things may happen depending on the reason for failure
and the SSH configuration. Typically awarning appears on the screen, ranging from a repeat of
the known-hosts message:

Host key not found from the list of known hosts.
Are you sure you want to continue connecting (yes/no)?

to more dire words:

000EEEEEEEEEEEEEEEEEEREACACAEEEEREECACAEAEEREACALAE
@ WARNING: HOST IDENTIFICATION HAS CHANGED! @

0000eEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEAECEEEREEEEEAE

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle
attack)!

It is also possible that the host key has just been changed.

Please contact your system administrator.

Add correct host key in <path>/known_hosts to get rid of this message.
Agent forwarding is disabled to avoid attacks by corrupted servers.
X11 forwarding is disabled to avoid attacks by corrupted servers.

Are you sure you want to continue connecting (yes/no)
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If you answer yes, ssh allows the connection, but disables various features as a security
precaution and doesn't update your personal known-hosts database with the new key; you must do
that yourself to make this message go away.

Asthe text of the message says, if you see thiswarning, you aren't necessarily being hacked: for
example, the remote host may have legitimately changed its host key for some reason. In some
cases, even after reading this book, you won't know the cause of these messages. Contact your
system administrator if you need assistance, rather than take a chance and possibly compromise
your password. WEe'l cover these issues further when we discuss personal known hosts databases
and how to alter the behavior of SSH clients with respect to host keys. [Section 7.4.3]

2.3.2 The Escape Character

Let usreturn to the shell.isp.com example, just after you'd discovered the attachment in your
remote email message and saved it to the remote file print-me. In our original example, you then
logged out of shell.isp.com and ran scp to transfer the file. But what if you don't want to log out?
If you're using a workstation running a window system, you can open a new window and run scp.
But if you're using alowly text terminal, or you're not familiar with the window system running
on your friend's computer, there is an alternative. Y ou can temporarily interrupt the SSH
connection, transfer the file (and run any other local commands you desire), and then resume the
connection.

ssh supports an escape character, a designated character that gets the attention of the SSH client.
Normally, ssh sends every character you type to the server, but the escape character is caught by
the client, aerting it that special commands may follow. By default, the escape character is the
tilde (~), but you can changeit. To reduce the chances of sending the escape character
unintentionally, that character must be the first character on the command line, i.e., following a
newline (Control-J) or return (Control-M) character. If not, the client treats it literally, not as
an escape character.

After the escape character gets the client's attention, the next character entered determines the
effect of the escape. For example, the escape character followed by aControl-Z suspends ssh
like any other shell job, returning control to the local shell. Such apair of charactersiscalled an
escape sequence. Table 2-1 summarizes the supported escape sequences. It's followed by alist that
describes each sequence's meaning.

Table 2.1. ssh Escape Sequences

Examplewith

Sequence <ESC> = ~ Meaning

<ESC> ~Z |~ ~Z Suspend the connection (*Z means Control-2)

<ESC> . ~ . Terminate the connection

<ESC> # |~ # List all forwarded connections @

<ESC> & -8 Send ssh into the bapkground (when waiting for
connections to terminate)

<ESC> r ~r Request rekeying immediately (SSH2 only)

\<ESC><ESC> \~ ~ \Send the escape character (by typing it twice)

I<ESC> ? |~ 2 Print a help message

<ESC> - ~ - Disable the escape character (SSH2 only)

<ESC> V ~V Print version information (SSH2 only)

<ESC> s ~'s Print statistics about this session (SSH2 only)

2 For SSH2, this option is documented but not implemented as of Version 2.3.0.
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"Suspend the connection” puts ssh into the background, suspended, returning control of
the terminal to the local shell. To return to ssh, use the appropriate job control command
of your shell, typically fg. While suspended, ssh doesn't run, and if left suspended long
enough, the connection may terminate since the client isn't responding to the server. Also,
any forwarded connections are similarly blocked while ssh is suspended. [Section 9.2.9]
"Terminate the connection" ends the SSH session immediately. Thisis most useful if you
have lost control of the session: for instance, if a shell command on the remote host has
hung and become unkillable. Any X or TCP port forwardings are terminated immediately
aswell. [Section 9.2.9]

"List al forwarded connections' prints alist of each X forwarding or TCP port
forwarding connection currently established. Thislists only active instances of forwarding;
if forwarding services are available but not currently in use, nothing islisted here.

"Send ssh into the background,” like the "suspend connection” command, reconnects your
termina to the shell that started ssh, but it doesn't suspend the ssh process. Instead, ssh
continues to run. Thisisn't ordinarily useful, since the backgrounded ssh process
immediately encounters an error.®! This escape sequence becomes useful if your ssh
session has active, forwarded connections when you log out. Normally in this situation,
the client prints a message:

B! The error occurs as ssh attempts to read input from the now disconnected pseudo-
terminal.

Waiting for forwarded connections to terminate. ..
The following connections are open:
X11 connection from shell.isp.com port 1996

as it waits for the forwarded connections to close before it exits. Whilethe client isin this
state, this escape sequence returns you to the local shell prompt.

"Request rekeying immediately" causes the SSH2 client and server to generate and use
some new internal keys for encryption and integrity.

"Send the escape character tells the client to send areal tilde (or whatever the escape
character is) to the SSH server as plaintext, not to interpret it as an escape. "Disable the
escape character” prevents further escape sequences from having any effect. The rest of
the escape sequences are self-explanatory.

To change the ssh escape character, use the -e command-line option. For example, type the
following to make the percent sign (%) the escape character when connecting to shell.isp.com as

$ ssh -e "% -1 pat shell.isp.com

2.4 Authentication by Cryptographic Key

In our running example, the user pat is authenticated by the SSH server vialogin password.
Passwords, however, have serious drawbacks:

In order for a password to be secure, it should be long and random, but such passwords
are hard to memorize.

A password sent across the network, even protected by an SSH secure channel, can be
captured when it arrives on the remote host if that host has been compromised.

Most operating systems support only a single password per account. For shared accounts
(e.g., asuperuser account), this presents difficulties:
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o Password changes are inconvenient because the new password must be
communicated to al people with access to the account.

o Tracking usage of the account becomes difficult because the operating system
doesn't distinguish between the different users of the account.

To address these problems, SSH supports public-key authentication: instead of relying on the
password scheme of the host operating system, SSH may use cryptographic keys. [ Section 3.2.2]
Keys are more secure than passwords in general and address al the weaknesses mentioned earlier.

2.4.1 A Brief Introduction to Keys

A key isadigital identity. It'saunique string of binary data that means, "Thisis me, honestly, |
swear." And with alittle cryptographic magic, your SSH client can prove to a server that itskey is
genuine, and you are really you.

An SSH identity uses a pair of keys, one private and one public. The private key is a closely
guarded secret only you have. Your SSH clients use it to prove your identity to servers. The public
key is, like the name says, public. You place it freely into your accounts on SSH server machines.
During authentication, the SSH client and server have alittle conversation about your private and
public key. If they match (according to a cryptographic test), your identity is proven, and
authentication succeeds.

The following sequence demonstrates the conversation between client and server. [Section 3.4.1]
(It occurs behind the scenes, so you don't need to memorize it or anything; we just thought you
might be interested.)

1. Your client says, "Hey server, I'd like to connect by SSH to an account on your system,
specificaly, the account owned by user smith."

2. Theserver says, "Well, maybe. First, | challenge you to prove your identity!" And the
server sends some data, known as a challenge, to the client.

3. Your client says, "l accept your challenge. Hereis proof of my identity. | made it myself
by mathematically using your challenge and my private key." This response to the server
is called an authenticator.

4. The server says, "Thanks for the authenticator. | will now examine the smith account to
seeif you may enter." Specifically, the server checks smith's public keys to seeif the
authenticator "matches' any of them. (The "match"” is another cryptographic operation.) If
S0, the server says, "OK, come on in!" Otherwise, the authentication fails.

Before you can use public-key authentication, some setup is required:

1. You need aprivate key and a public key, known collectively as akey pair. Y ou also need
a secret passphrase to protect your private key. [Section 2.4.2]
2. Youneedtoinstall your public key on an SSH server machine. [ Section 2.4.3]

2.4.2 Generating Key Pairs with ssh-keygen

To use cryptographic authentication, you must first generate a key pair for yourself, consisting of
aprivate key (your digital identity that sits on the client machine) and a public key (that sits on the
server machine). To do this, use the ssh-keygen program. Its behavior differsfor SSH1, SSH2, and
OpenSSH. On an SSH1 system, the program is called ssh-keygen or ssh-keygenl. When you
invoke it, ssh-keygen creates an RSA key pair and asks you for a secret passphrase to protect the
private key !

“ RsAis an encryption algorithm for SSH keys, among other things. [Section 3.9.1] DSA is another,
as you'll see later.
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$ ssh-keygenl

Initializing random number generator...

Generating Po oot e e eeaaaa ++ (distance 1368)
Generating q: ....++ (distance 58)

Computing the keys...

Testing the keys. ..

Key generation complete.

Enter file in which to save the key (/home/pat/.ssh/identity):
Enter the same passphrase again:
Your identification has been saved in identity.

Your public key is:

1024 35 11272721957877936880509167858732970485872567486703821636830\
1950099934876023218886571857276011133767701853088352661186539160906\
9214986989240214507621864063548908730298546478215446737245984456708\
9631066077107611074114663544313782992987840457273825436579285836220\
2493395730648451296601594344979290457421809236729 path@shell.isp.com
Your public key has been saved in identity.pub.

On SSH2 systems, the command is either ssh-keygen or ssh-keygen2, and its behavior is a bit
different and produces either a DSA key (the default) or an RSA key:

$ ssh-keygen2
Generating 1024-bit dsa key pair
1 ..000.000.00
2 0.000.000.00
3 0.000.000.00
4 0.000.000.00
Key generated.
1024-bit dsa, created by pat@shell.isp.com Mon Mar 20 13:01:15 2000
Private key saved to /home/pat/.ssh2/id dsa 1024 a
Public key saved to /home/pat/.ssh2/id_dsa 1024 a.pub

The OpenSSH version of ssh-keygen also can produce either RSA or DSA keys, defaulting to
RSA. Its operation is similar to that of ssh-keygenl.

Normally, ssh-keygen performs all necessary mathematics to generate a key, but on some
operating systems you might be asked to assist it. Key generation requires some random numbers,
and if your operating system doesn't supply a random-number generator, you may be asked to type
some random text. ssh-keygen uses the timings of your keystrokes to initialize itsinterna random-
number generator. On a 300-MHz Pentium system running Linux, generating a 1024-bit RSA key
takes about three seconds; if your hardware is slower than this or heavily loaded, generation may
take significantly longer, up to a minute or more. It can also take longer if the process runs out of
random bits, and ssh-keygen has to wait to collect more.

ssh-keygen then creates your local SSH directory (~/.ssh for SSH1 and OpenSSH or ~/.ssh2 for
SSH2) if it doesn't already exist, and stores the private and public components of the generated
key in two filesthere. By default, their names are identity and identity.pub (SSH1, OpenSSH) or
id dsa 1024 aandid dsa 1024 a.pub (SSH2). SSH clients consider these to be your default
identity for authentication purposes.

Never reveal your private key and passphrase to anyone else. They are
) just as sensitive as your login password. Anyone possessing them can log

in as youl!
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When created, the identity file is readable only by your account, and its contents are further
protected by encrypting them with the passphrase you supplied during generation. We say
"passphrase” instead of "password" both to differentiate it from alogin password, and to stress
that spaces and punctuation are allowed and encouraged. We recommend a passphrase at least 10 -
15 characters long and not agrammatical sentence.

ssh-keygen has numerous options for managing keys. changing the passphrase, choosing a
different name for the key file, and so forth. [Section 6.2]

2.4.3 Installing a Public Key on an SSH ServerMachine

When passwords are used for authentication, the host operating system maintains the association
between the username and the password. For cryptographic keys, you must set up asimilar
association manually. After creating the key pair on the local host, you must install your public
key in your account on the remote host. A remote account may have many public keys installed
for accessing it in various ways.

Returning to our running example, you must install a public key into the "pat" account on
shell.isp.com. Thisis done by editing afile in the SSH configuration directory:
~/.ssh/authorized_keys for SSH1 and OpenSSHE! or ~/.ssh2/authorization for SSH2.

Bl OpenSSH uses authorized_keys2 for SSH-2 connections. For simplicity, we'll discuss OpenSSH

later. [Section 8.2.3

For SSH1 or OpenSSH, create or edit the file ~/.ssh/authorized _keys and append your public key,
i.e., the contents of the identity.pub file you generated on the local machine. A typical

authorized keysfile containsalist of public key data, one key per line. The example contains only
two public keys, each on its own line of thefile, but they are too long to fit on this page. Theline
breaks inside the long numbers are printing artifact; if they were actually in thefile, it would be
incorrectly formatted and wouldn't work:

1024 35 8697511247987525784866526224505474204292260357215616159982327
587956883143362147028876494426516682677550219425827002174890309672203
219700937187777979705864107549106608811204142046600066790196940691100
768682518506600601481676686828742807110888494083109892341424756942985
20575977312478025518391 my personal key

1024 37 1140868200916227508775331982659387253607752793422843620910258
618820621996941824516069319525136671585267698112659690736259150374130
846896838697083490981532877352706061107257845462743793679411866715467
672826112629198483320167783914580965674001731023872042965273839192998
250061795483568436433123392629 my work key

These are RSA public keys: the first number in each entry is the number of bitsin the key, while
the second and third are RSA-specific parameters called the public exponent and modulus. After
these comes an arbitrary amount of text treated as a comment. [Section 8.2.1]

For SSH2, you need to edit two files, one on the client machine and one on the server machine. On
the client machine, create or edit the file ~/.ssh2/identification and insert aline to identify your
private key file:

IdKey id_dsa_1024_a

On the server machine, create or edit the file ~/.ssh2/authorization, which contains information
about public keys, one per line. But unlike SSH1's authorized_keys file, which contains copies of
the public keys, the authorization file lists only the filename of the key:
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Key i1d_dsa 1024 a.pub

Finally, copy id_dsa 1024 a.pub from your local machine to the remote SSH2 server machine,
placing it in ~/.ssh2.

Regardless of which SSH implementation you use, make sure your remote SSH directory and
associated files are writable only by your account:™®!

8T We make files world-readable and directories world-searchable, to avoid NFS problems. [Section
10.7.2

SSH1, OpenSSH
chmod 755 ~/.ssh
chmod 644 ~/_.ssh/authorized_keys

OpenSSH only
chmod 644 ~/.ssh/authorized_keys?2

SSH2 only

chmod 755 ~/.ssh2

chmod 644 ~/_.ssh2/id_dsa_1024 a.pub
chmod 644 ~/.ssh2/authorization

LIRS B e H

The SSH server is picky about file and directory permissions and may refuse authentication if the
remote account's SSH configuration files have insecure permissions. [Section 5.4.2.1]

Y ou are now ready to use your new key to access the "pat" account:

# SSH1, SSH2, OpenSSH; output shown is for SSH1
$ ssh -1 pat shell._isp.com
Enter passphrase for RSA key "Your Name <you@local.org>":

R R R = = =

Last login: Mon May 24 19:44:21 1999 from quincunx.nefertiti.org
You have new mail.
shell._isp.com>

If all goes well, you are logged into the remote account. Figure 2-2 shows the entire process.

Figure 2.2. Public-key authentication
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Note the similarity to the earlier example with password authentication. [Section 2.2] On the
surface, the only difference is that you provide the passphrase to your private key, instead of
providing your login password. Underneath, however, something quite different is happening. In
password authentication, the password is transmitted to the remote host. With cryptographic
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authentication, the passphrase serves only to decrypt the private key to create an authenticator.
[Section 2.4.1]

Public-key authentication is more secure than password authentication because:

e It requirestwo secret components—the identity file on disk, and the passphrase in your
head—so both must be captured in order for an adversary to access your account.
Password authentication requires only one component, the password, which might be
easier to steal.

¢ Neither the passphrase nor the key is sent to the remote host, just the authenticator
discussed earlier. Therefore, no secret information is transmitted off the client machine.

e Machine-generated cryptographic keys are infeasible to guess. Human-generated
passwords are routinely cracked by a password-guessing technique called adictionary
attack. A dictionary attack may be mounted on the passphrase as well, but this requires
stealing the private key file first.

A host's security can be greatly increased by disabling password authentication altogether and
permitting only SSH connections by key.

2.4.4 1f You Change Your Key

Suppose you have generated a key pair, identity and identity.pub, and copied identity.pub to a
bunch of SSH server machines. All iswell. Then one day, you decide to change your identity, so
you run ssh-keygen a second time, overwriting identity and identity.pub. Guess what? Y our
previous public key fileis now invalid, and you must copy the new public key to all those SSH
server machines again. Thisis amaintenance headache, so think carefully before changing
(destroying!) akey pair. Some caveats.

e Youarenot limited to one key pair. Y ou can generate as many as you like, stored in
different files, and use them for diverse purposes. [Section 6.4]

e If you just want to change your passphrase, you don't have to generate a new key pair.
ssh-keygen has command-line options for replacing the passphrase of an existing key: -p
for SSH1 and OpenSSH [Section 6.2.1] and -e for SSH2 [Section 6.2.2]. In this case your
public key remains valid since the private key hasn't changed, just the passphrase for
decrypting it.

2.5 The SSH Agent

Each time you run ssh or scp with public-key authentication, you have to retype your passphrase.
Thefirst few times you might not mind, but eventually this retyping gets annoying. Wouldn't it be
nicer to identify yourself just once and have ssh and scp remember your identity until further
notice (for example, until you log out), not prompting for your passphrase? In fact, thisisjust
what an SSH agent does for you.

An agent is a program that keeps private keys in memory and provides authentication servicesto
SSH clients. If you preload an agent with private keys at the beginning of alogin session, your
SSH clients won't prompt for passphrases. Instead, they communicate with the agent as needed.
The effects of the agent last until you terminate the agent, usually just before logging out. The
agent program for SSH1, SSH2, and OpenSSH is called ssh-agent.

Generally, you run asingle ssh-agent in your local login session, before running any SSH clients.
Y ou can run the agent by hand, but people usualy edit their login files (for example, ~/.login or
~/.xsession) to run the agent automatically. SSH clients communicate with the agent viathe
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process environment,™” so all clients (and all other processes) within your login session have
access to the agent. To try the agent, type:

M in Unix, they talk to the agent over a named pipe whose filename is stored in an environment

variable. [Section 6.3.2

$ ssh-agent $SHELL

where SHELL isthe environment variable containing the name of your login shell. Alternatively,
you could supply the name of any other shell, such as sh, bash, csh, tcsh, or ksh. The agent runs
and then invokes the given shell as a child process. The visual effect is simply that another shell
prompt appears, but this shell has access to the agent.

Once the agent is running, it's time to load private keys into it using the ssh-add program. By
default, ssh-add loads the key from your default identity file:

$ ssh-add

Need passphrase for /u/you/.ssh/identity ("Your Name

<you@local .org>").

Enter passphrase: ****xxkdkxik

Identity added: /u/you/.ssh/identity ("Your Name <you@local.org>").

Now ssh and scp can connect to remote hosts without prompting for your passphrase. Figure 2-3
shows the process.

Figure 2.3. How the SSH agent works
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ssh-add reads the passphrase from your terminal by default or optionally from standard input
noninteractively. Otherwise, if you are running the X Window System with the DISPLAY
environment variable set, and standard input isn't aterminal, ssh-add reads your passphrase using
agraphical X program, ssh-askpass. This behavior is useful when calling ssh-add from X session
setup scripts !

) 16 force ssh-add to use X to read the passphrase, type ssh-add < /dev/null at a
command line.

ssh-add has further capabilities, particularly in SSH2, and can operate with multiple identity files.
[Section 6.3.3] For now, here are afew useful commands. To load akey other than your default
identity into the agent, provide the filename as an argument to ssh-add:

$ ssh-add my-other-key-file
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Y ou can also list the keys the agent currently holds:
$ ssh-add -1

delete a key from the agent:

$ ssh-add -d name-of-key-file

or delete all keys from the agent:

$ ssh-add -D

When running an SSH agent, don't leave your terminal unattended while

) ‘Jé logged in. While your private keys are loaded in an agent, anyone may use
your terminal to connect to any remote accounts accessible via those keys,
without needing your passphrase! Even worse, a sophisticated intruder
can extract your keys from the running agent and steal them.

If you use an agent, make sure to lock your terminal if you leave it while
logged in. Y ou can also use ssh-add -D to clear your loaded keys and
reload them when you return. In addition, ssh-agent2 has a"locking"
feature that can protect it from unauthorized users. [Section 6.3.3]

2.5.1 Other Uses For Agents

Because ssh and rsh command lines have such similar syntax, you naturally might want to replace
rsh with ssh. Suppose you have an automation script that uses rsh to run remote processes. If you
use ssh instead, your script prompts for passphrases, which isinconvenient for automation. If the
script runs ssh many times, retyping that passphrase repeatedly is both annoying and error-prone.
If you run an agent, however, the script can run without a single passphrase prompt. [Section 11.1]

2.5.2 A More Complex Passphrase Problem
In our running example, we copied afile from the remote to the local host:
$ scp pat@shell.isp.com:print-me imprime-moi

In fact, scp can copy afile from remote host shell.isp.com directly to athird host running SSH on
which you have an account named, say, "psmith":

$ scp pat@shell.isp.com:print-me psmith@other._host.net:imprime-moi

Rather than copying the file first to the local host and then back out again to the final destination,
this command has shell.isp.com send it directly to other.host.net. However, if you try this, you will
run into the following problem:

$ scp pat@shell.isp.com:print-me psmith@other.host.net:imprime-moi
Enter passphrase for RSA key "Your Name <you@local.org>":

R R R = e =

You have no controlling tty and no DISPLAY. Cannot read passphrase.
lost connection

What happened? When you run scp on your local machine, it contacts shell.isp.com and internally
invokes a second scp command to do the copy. Unfortunately, the second scp command also
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needs the passphrase for your private key. Since there is no terminal session to prompt for the
passphrase, the second scp fails, causing the original scp to fail. The SSH agent solves this
problem: the second scp command simply queries your local SSH agent, so no passphrase
prompting is needed.

The SSH agent also solves another more subtle problem in this example. Without the agent, the
second scp (on shell.isp.com) needs access to your private key file, but the file is on your local
machine. So you have to copy your private key file to shell.isp.com. Thisisn't ideal; what if
shell.isp.comisn't a secure maching? Also, the solution doesn't scale: if you have a dozen different
accounts, it is a maintenance headache to keep your private key file on al of them. Fortunately,
the SSH agent comes to the rescue once again. The remote scp process simply contacts your local
SSH agent, authenticates, and the secure copy proceeds successfully, through a process called
agent forwarding.

2.5.3 Agent Forwarding

In the preceding exampl e, the remote instance of scp has no direct access to your private key,
since the agent is running on the local host, not the remote. SSH provides agent forwarding
[Section 6.3.5] to address this problem.

When agent forwarding is turned on,”! the remote SSH server masquerades as a second ssh-agent
as shown in Figure 2-4. It takes authentication requests from your SSH client processes there,
passes them back over the SSH connection to the local agent for handling, and relays the results
back to the remote clients. In short, remote clients transparently get access to the local ssh-agent.
Since any programs executed via ssh on the remote side are children of the server, they al have
access to the local agent just as if they were running on the local host.

®tis on by default in SSH1 and SSH2, but off in OpenSSH.

Figure 2.4. How agent forwarding works
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In our double-remote scp example, here is what happens when agent forwarding comesinto play
(see Figure 2-5):

1. You run the command on your local machine;

$ scp pat@shell.isp.com:print-me psmith@other.host.net:imprime-
moi
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This scp process contacts your local agent and authenticates you to shell.isp.com.

A second scp command is automatically launched on shell.isp.comto carry out the copy

to other.host.net.

4. Since agent forwarding is turned on, the SSH server on shell.isp.com poses as an agent.

5. The second scp process tries to authenticate you to other.host.net by contacting the
"agent" that is really the SSH server on shell.isp.com.

6. Behind the scenes, the SSH server on shell.isp.com communicates with your local agent,
which constructs an authenticator proving your identity and passes it back to the server.

7. The server verifies your identity to the second scp process, and authentication succeeds
on other.host.net.

8. Thefile copying occurs.

wnN

Figure 2.5. Third-party scp with agent forwarding
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Agent forwarding works over multiple connections in a series, allowing you to ssh from one
machine to another, and then to another, with the agent connection following along the whole way.
These machines may be progressively less secure, but since agent forwarding doesn't send your
private key to the remote host but rather relays authentication requests back to the first host for
processing, your key stays safe.

2.6 Connecting Without a Password or Passphrase

One of the most frequently asked questions about SSH is: "How can | connect to aremote
machine without having to type a password or passphrase?' As you've seen, an SSH agent can
make this possible, but there are other methods as well, each with different tradeoffs. Here we list
the available methods with pointers to the sections discussing each one.

To use SSH clients for interactive sessions without a password or passphrase, you have severd
options:

e  Public-key authentication with an agent [Section 2.5] [Section 6.3]
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e Trusted-host authentication [Section 3.4.2.3]
e Kerberos authentication [Section 11.4]

Another way to achieve password-less loginsis to use an unencrypted

' "I% private key with no passphrase. Although this technique can be
appropriate for automation purposes, never do this for interactive use.
Instead, use the SSH agent, which provides the same benefits with much
greater security. Don't use unencrypted keys for interactive SSH!

On the other hand, noninteractive, unattended programs such as cron jobs or batch scripts may
also benefit from not having a password or passphrase. In this case, the different techniques raise
some complex issues, and we will discuss their relative merits and security issues later. [ Section
11.1

2.7 Miscellaneous Clients
Several other clients are included in addition to ssh and scp :
e sftp, an ftp-like client for SSH2

e dogin, alink to ssh, analogous to the rlogin program
e Hostname links to ssh

2.7.1 sftp
The scp command is convenient and useful, but many users are already familiar with FTP (File
Transfer Protocol), amore widely used technique for transferring files on the Internet. 22 sftp is a

separate file-transfer tool layered on top of SSH. It was developed by SSH Communications
Security and was originally available only in SSH2, but other implementations have since
appeared (e.g., client support in SecureFX and server support in OpenSSH). sftp is available only
in SSH2: it isimplemented as an SSH2 subsystem [ Section 5.7] and thus not readily adaptable to
use with SSH1.

(1% pue to the nature of the FTP protocol, FTP clients are difficult to secure using TCP port

forwarding, unlike most other TCP-based clients. [Section 11.2
sftp is advantageous for several reasons;

e Itissecure, using an SSH-protected channel for data transfer.

e Multiple commands for file copying and manipulation can be invoked within asingle sftp
session, whereas scp opens a new session each timeiit isinvoked.

e It can be scripted using the familiar ftp command language.

e In other software applications that run an FTP client in the background, you can try
substituting sftp, thus securing the file transfers of that application.

Y ou may need an agent when trying this or similar FTP replacements, since programs that use
FTP might not recognize the prompt sftp issues for your passphrase, or they might expect you to
have suppressed FTP's password prompt (using a .netrc file, for example).

Anyone familiar with FTP will fed right at home with sftp, but sftp has some additional features
of note:
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e Command-line editing using GNU Emacs-like keystrokes (Control-B for backward
character, Control-E for end of line, and so forth)

e Regular-expression matching for filenames, as documented in the sshregex manpage
supplied with SSH2 and found in Appendix A

e Severa command-line options:

-b filename
Read commands from the given file instead of the terminal
-S path

Locate the ssh2 program using the given path

Print a help message and exit

Print the program version number and exit

-D module=level

Print debugging output [Section 5.8.2.2]

Also, sftp doesn't have the separate ASCII and binary transfer modes of standard FTP, only binary.
All files are transferred literally. Therefore, if you copy ASCII text files between Windows and
Unix with sftp, end-of-line characters aren't translated properly. Normally, FTP's ASCIl mode
translates between Windows' "carriage return plus newline" and Unix's newline, for example.

2.7.2 slogin

dogin is an alternative name for ssh, just asrlogin is a synonym for rsh. On Unix systems, slogin
issimply asymbolic link to ssh. Note that the slogin link is found in SSH1 and OpenSSH but not
SSH2. We recommend using just ssh for consistency: it's found in al these implementations and is
shorter to type.

2.7.3 Hostname Links

ssh for SSH1 and OpenSSH also mimics rlogin in another respect: support for hostname links. If
you make a link to the ssh executable, and the link nameisn't in the set of standard names ssh
recognizes, ! ssh has special behavior. It treats the link name as a hostname and attempts to
connect to that remote host. For example, if you create alink called terpsichore.muses.org and
then runit:

(L] These are rsh, ssh, rlogin, slogin, ssh1l, sloginl, ssh.old, slogin.old, ssh1l.old, sloginl.old, and

remsh.

$ In -s /usr/local/bin/ssh terpsichore.muses.org

$ terpsichore.muses.org

Welcome to Terpsichore! Last login January 21st, 201 B.C.
terpsichore>
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It's equivalent to running:

$ ssh terpsichore.muses.org
Welcome to Terpsichore! Last login January 21st, 201 B.C.
terpsichore>

Y ou can create a collection of these links for all commonly used remote hosts. Note that support
for hostname links has been removed in SSH2. (We have never found them to be very useful,
ourselves, but the capability does exist in SSH1 and OpenSSH.)

2.8 Summary

From the user's point of view, SSH consists of several client programs and some configuration
files. The most commonly used clients are ssh for remote login and scp for file transfer.
Authentication to the remote host can be accomplished using existing login passwords or with
public-key cryptographic techniques. Passwords are more immediately and easily used, but
public-key authentication is more flexible and secure. The ssh-keygen, ssh-agent, and ssh-add
programs generate and manage SSH keys.
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Chapter 3. Inside SSH

SSH secures your data while it passes over a network, but how exactly doesit work ? In this
chapter, we move firmly onto technical ground and explain the inner workings of SSH. Let's roll
up our sleeves and dive into the bits and bytes.

This chapter is written for system administrators, network administrators, and security
professionals. Our goal is to teach you enough about SSH to make an intelligent, technically
sound decision about using it. We cover the SSH-1 and SSH-2 protocols separately since they
have important differences.

Of course, the ultimate references on SSH are the protocol standards and the source code of an
implementation. We don't completely analyze the protocols or recapitul ate every step taken by the
software. Rather, we summarize them to provide a solid, technical overview of their operation. If
you need more specifics, you should refer to the standards documents. The SSH Version 2
protocol isin draft status on the IETF standards track; it is available at:

http://www.ipsec.com/tech/archive/secsh.html
http://www.ietf.org/

The older protocol implemented in SSH1 and OpenSSH/1 is Version 1.5 and is documented in a
file named RFC included in the SSH1 source package.

3.1 Overview of Features
The major features and guarantees of the SSH protocol are:

Privacy of your data, via strong encryption

Integrity of communications, guaranteeing they haven't been altered
Authentication, i.e., proof of identity of senders and receivers
Authorization, i.e., access control to accounts

Forwarding or tunneling to encrypt other TCP/IP-based sessions

3.1.1 Privacy (Encryption)

Privacy means protecting data from disclosure. Typical computer networks don't guarantee
privacy; anyone with access to the network hardware, or to hosts connected to the network may be
ableto read (or sniff ) all data passing over the network. Although modern switched networks have
reduced this problem in local area networks, it is still a serious issue; passwords are regularly
stolen by such sniffing attacks.

SSH provides privacy by encrypting data that passes over the network. This end-to-end encryption
is based on random keys that are securely negotiated for that session and then destroyed when the
session isover. SSH supports a variety of encryption algorithms for session data, including such
standard ciphers as ARCFOUR, Blowfish, DES, IDEA, and triple-DES (3DES).

3.1.2 Integrity

Integrity means assuring that data transmitted from one end of a network connection arrives
unaltered on the other side. The underlying transport of SSH, TCPF/IP, does have integrity
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checking to detect ateration due to network problems (electrical noise, lost packets due to
excessive traffic, etc.). Nevertheless, these methods are ineffective against deliberate tampering
and can be fooled by a clever attacker. Even though SSH encrypts the data stream so an attacker
can't easily change selected parts to achieve a specific result, TCP/IP's integrity checking alone
can't prevent, say, an attacker's deliberate injection of garbage into your session.

A more complex example is areplay attack. Imagine that Attila the Attacker is monitoring your
SSH session and a so simultaneously watching over your shoulder (either physically, or by
monitoring your keystrokes at your terminal). In the course of your work, Attila sees you type the
command rm -rf * within asmall directory. He can't read the encrypted SSH session data, of
course, but he could correlate a burst of activity on that connection with your typing the command
and capture the packets containing the encrypted version of your command. Later, when you're
working in your home directory, Attilainserts the captured bits into your SSH session, and your
terminal mysteriously erases al your files!

Attilas replay attack succeeds because the packets he inserted are valid; he could not have
produced them himself (due to the encryption), but he can copy and replay them later. TCP/IP's
integrity check is performed only on a per-packet basis, so it can't detect Attila's attack. Clearly,
the integrity check must apply to the data stream as awhole, ensuring that the bits arrive as they
were sent: in order and with no duplication.

The SSH-2 protocol uses cryptographic integrity checking, which verifies both that transmitted
data hasn't been altered and that it truly comes from the other end of the connection. SSH-2 uses
keyed hash algorithms based on MD5 and SHA-1 for this purpose: well known and widely trusted
algorithms. SSH-1, on the other hand, uses a comparatively weak method: a 32-bit cyclic
redundancy check (CRC-32) on the unencrypted data in each packet. [Section 3.9.3]

3.1.3 Authentication

Authentication means verifying someone's identity. Suppose | claim to be Richard Silverman, and
you want to authenticate that claim. If not much is at stake, you might just take my word for it. If
you're alittle concerned, you might ask for my driver'slicense or other photo ID. If you're a bank
officer deciding whether to open a safe-deposit box for me, you might also require that | possess a
physical key, and so on. It all depends on how sure you want to be. The arsenal of high-tech
authentication techniques is growing constantly and includes DNA-testing microchips, retina and
hand scanners, and voice-print analyzers.

Every SSH connection involves two authentications: the client verifies the identity of the SSH
server (server authentication), and the server verifies the identity of the user requesting access
(user authentication). Server authentication ensures that the SSH server is genuine, not an
impostor, guarding against an attacker's redirecting your network connection to a different
machine. Server authentication also protects against man-in-the-middle attacks, wherein the
attacker sitsinvisibly between you and the server, pretending to be the client on one side and the
server on the other, fooling both sides and reading all your traffic in the process!

There is difference of opinion as to the granularity of server authentication: should it be
distinguish between different server hosts, or between individual instances of the SSH server?
That is, must all SSH servers running on a particular host have the same host key, or might they
have different ones? The term "host key," of course, reflects a bias towards the first interpretation,
which SSH1 and OpenSSH follow: their known-hosts lists can only associate a single key with
any particular hostname. SSH2, on the other hand, uses the second approach: "host keys" are
actually associated with individual listening sockets, allowing multiple keys per host. This may
reflect a pragmatic need rather than a considered change in principle. When SSH2 first appeared,
it supported only DSA host keys, whereas SSH-1 supports only RSA keys. It was therefore
impossible, as a matter of implementation, for a single host to run both SSH-1 and SSH2 servers
and have them share a host key.

34



User authentication is traditionally done with passwords, which unfortunately are a weak
authentication scheme. To prove your identity you have to reveal the password, exposing it to
possible theft. Additionally, in order to remember a password, people are likely to keep it short
and meaningful, which makes the password easier for third parties to guess. For longer passwords,
some people choose words or sentences in their native languages, and these passwords are likely
to be crackable. From the standpoint of information theory, grammatical sentences contain little
real information (technically known as entropy): generally less than two bits per character in
English text, far less than the 8 -16 bits per character found in computer encodings.

SSH supports authentication by password, encrypting the password as it travels over the network.
Thisis avast improvement over other common remote-access protocols (Telnet, FTP) which
generally send your password in the clear (i.e., unencrypted) over the network, where anyone with
sufficient network access can sted it! Nevertheless, it's still only simple password authentication,
S0 SSH provides other stronger and more manageable mechanisms: per-user public-key signatures,
and an improved rlogin-style authentication, with host identity verified by public key. In addition,
various SSH implementations support some other systems, including Kerberos, RSA Security's
SecurlD tokens, S/Key one-time passwords, and the Pluggable Authentication Modules (PAM)
system. An SSH client and server negotiate to determine which authentication mechanism to use,
based on their configurations. SSH2 can even require multiple forms of authentication.

3.1.4 Authorization

Authorization means deciding what someone may or may not do. It occurs after authentication,
since you can't grant someone privileges until you know who she is. SSH servers have various
ways of restricting clients' actions. Access to interactive login sessions, TCP port and X window
forwarding, key agent forwarding, etc., can all be controlled, though not all these features are
availablein all SSH implementations, and they aren't always as general or flexible as you might
want. Authorization may be controlled at a serverwide level (e.g., the /etc/sshd_config file for
SSH1), or per account, depending on the authentication method used (e.g., each user'sfiles
~/.ssh/authorized_keys, ~/.ssh2/authorization, ~/.shosts, ~/.k5login, etc.).

3.1.5 Forwarding ( Tunneling)

Forwarding or tunneling means encapsulating another TCP-based service, such as Telnet or IMAP,
within an SSH session. This brings the security benefits of SSH (privacy, integrity, authentication,
authorization) to other TCP-based services. For example, an ordinary Telnet connection transmits
your username, password, and the rest of your login session in the clear. By forwarding telnet
through SSH, all of this datais automatically encrypted and integrity-checked, and you may
authenticate using SSH credentials.

SSH supports three types of forwarding. General TCP port forwarding operates as described
earlier for any TCP-based service. [Section 9.2] X forwarding comprises additional features for
securing the X protocol (i.e., X windows). [Section 9.3] The third type, agent forwarding, permits
SSH clients to access SSH public keys held on remote machines. [Section 6.3.5]

3.2 A Cryptography Primer

We've covered the basic properties of SSH. Now we focus on cryptography, introducing important
terms and ideas regarding the technology in general. There are many good references on
cryptographic theory and practice, and we make no attempt here to be comprehensive. (For more
detailed information, check out Bruce Schneier's excellent book, Applied Cryptography, published
by John Wiley & Sons.) We introduce encryption and decryption, plaintext and ciphertext, keys,
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secret-key and public-key cryptography, and hash functions, both in general and as they apply to
SSH.

Encryption is the process of scrambling data so that it can't be read by unauthorized parties. An
encryption algorithm (or cipher) is a particular method of performing the scrambling; examples of
currently popular encryption algorithms are RSA, RC4, DSA, and IDEA. The original, readable
datais called the plaintext, or datain the clear, while the encrypted version is called the
corresponding ciphertext. To convert plaintext to ciphertext, you apply an encryption algorithm
parameterized by akey, astring that is typically known only to you. An encryption algorithmis
considered secure if it isinfeasible for anyone to read (or decrypt) the encrypted data without the
key. An attempt to decrypt data without its key is called cryptanalysis.

3.2.1 How Secure Is Secure?

It's important to understand the word "infeasible” in the previous paragraph. Today's most popular
and secure ciphers are vulnerable to brute-force attacks: if you try every possible key, you will
eventually succeed in decryption. However, when the number of possible keysis large, a brute-
force search requires agreat deal of time and computing power. Based on the state of the art in
computer hardware and algorithms, it is possible to pick sufficiently large key sizes so as to render
brute-force key search infeasible for your adversary. What counts as infeasible, though, varies
depending on how valuable the data is, how long it must stay secure, and how motivated and well-
funded your adversary is. Keeping something secret from your rival startup for afew daysis one
thing; keeping it secret from a major world government for 10 yearsis quite another.

Of course, for al this to make sense, you must be convinced that brute force is the only way to
attack your cipher. Encryption algorithms have structure and are susceptible to mathematical
analysis. Over the years, many ciphers previously thought secure have fallen to advancesin
cryptanalysis. It isn't currently possible to prove a practical cipher secure. Rather, a cipher
acquires respectability through intensive study by mathematicians and cryptographers. If a new
cipher exhibits good design principles, and well-known researchers study it for some time and fail
to find a practical, faster method of breaking it than brute force, then people will consider it
secure

M in his pioneering works on information theory and encryption, the mathematician Claude
Shannon defined a model for cipher security and showed there is a cipher that is perfectly secure
under that model: the so-called one-time pad. It is perfectly secure: the encrypted data gives an
attacker no information whatsoever about the possible plaintexts. The ciphertext literally can
decrypt to any plaintext at all with equal likelihood. The problem with the one-time pad is that it
cumbersome and fragile. It requires that keys be as large as the messages they protect, be
generated perfectly randomly, and never be reused. If any of these requirements are violated, the
one-time pad becomes extremely insecure. The ciphers in common use today aren't perfectly
secure in Shannon's sense, but for the best of them, brute-force attacks are infeasible.

3.2.2 Public- and Secret-Key Cryptography

Encryption algorithms as described so far are called symmetric or secret-key ciphers; the same key
isused for encrypting and decrypting. Examples are Blowfish, DES, IDEA, and RC4. Such a
cipher immediately introduces the key-distribution problem: how do you get the key to your
intended recipient? If you can meet in person every once and awhile and exchange alist of keys,
all well and good, but for dynamic communication over computer networks, this doesn't work.

Public-key, or asymmetric, cryptography replaces the single key with apair of related keys: public
and private. They arerelated in a mathematically clever way: data encrypted with the public key
may be decrypted with its private counterpart, and it isinfeasible to derive the private key from
the public one. Y ou keep your private key, well... private, and give the public key to anyone who
wants it, without worrying about disclosure. Ideally, you publish it in a directory next to your
name, like a telephone book. When someone wants to send you a secret message, they encrypt it
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with your public key. Other people may have your public key, but that won't allow them to
decrypt the message; only you can do that with the corresponding private key. Public-key
cryptography goes along way towards solving the key-distribution problem.’2

) There is still the issue of reliably determining whose public key is whose; but that gets into public-
key infrastructure, or PKI systems, and is a broader topic.

Public-key methods are also the basis for digital signatures. extrainformation attached to adigital
document to provide evidence that a particular person has seen and agreed to it, much as a pen-
and-ink signature does with a paper document. Any asymmetric cipher (RSA, EIGamal, Elliptic
Curve, etc.) may be used for digital signatures, though the reverse isn't true. For instance, the DSA
algorithm, which is used by the SSH-2 protocol for its keys, is asignature-only public-key scheme
and can't be used for encryption.!

Bl That's the idea, anyway, although it has been pointed out that it's easy to use a general DSA
implementation for both RSA and ElGamal encryption. That was not the intent, however.

Secret- and public-key encryption algorithms differ in another way: performance. All common
public-key algorithms are enormously slower than secret-key ciphers—by orders of magnitude. It
issimply infeasible to encrypt large quantities of data using a public-key cipher. For this reason,
modern data encryption uses both methods together. Suppose you want to send some data securely
to your friend Bob Bitflipper. Here's what a modern encryption program does:

1. Generate arandom key, called the bulk key, for afast, secret-key algorithm such as 3 DES
(ak.athe bulk cipher).

2. Encrypt the plaintext with the bulk key.

3. Securethe bulk key by encrypting it with Bob Bitflipper's public key, so only Bob can
decrypt it. Since secret keys are small (afew hundred bits long at most), the speed of the
public-key algorithm isn't an issue.

To reverse the operation, Bob's decryption program first decrypts the bulk key, and then usesit to
decrypt the ciphertext. This method yields the advantages of both kinds of encryption technology,
and in fact, SSH uses this technique. User data crossing an SSH connection is encrypted using a
fast secret-key cipher, the key for which is shared between the client and server using public-key
methods.

3.2.3 Hash Functions

In cryptography (and el sewhere in computing and network technology), it is often useful to know
if some collection of data has changed. Of course, one can just send along (or keep around) the
original data for comparison, but that can be prohibitively expensive both in time and storage. The
common tool addressing this need is called a hash function. Hash functions are used by SSH-1 for
integrity checking (and have various other uses in cryptography we won't discuss here).

A hash function is simply a mapping from alarger set of data values to a smaller set. For instance,
a hash function H might take an input bit string of any length up to 50,000 bits, and uniformly
produce a 128-hit output. The ideais that when sending a message mto Alice, | also send along
the hash value H(m). Alice computes H(m) independently and compares it to the H(m) value | sent;
if they differ, she concludes that the message was modified in transit.

This simple technique can't be completely effective. Since the range of the hash function is strictly
smaller than its domain, many different messages have the same hash value. To be useful, H must
have the property that the kinds of alterations expected to happen to the messages in transit, must
be overwhelmingly likely to cause a change in the message hash. Put another way: given a
message m and a typical changed message m, it must be extremely unlikely that H(m) = H(m).
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Thus a hash function must be tailored to its intended use. One common use is in networking:
datagrams transmitted over a network frequently include a message hash that detects transmission
errors due to hardware failure or software bugs. Another use isin cryptography, to implement
digital signatures. Signing alarge amount of datais prohibitively expensive, sinceit involves slow
public-key operations as well as shipping aong a complete encrypted copy of the data. What is
actually done isto first hash the document, producing a small hash value, and then sign that,
sending the signed hash along instead. A verifier independently computes the hash, then decrypts
the signature using the appropriate public key, and compares them. If they are the same, he
concludes (with high probability) that the signature is valid, and that the data hasn't changed since
the private key holder signed it.

These two uses, however, have different requirements, and a hash function suitable for detecting
transmission errors due to line noise might be ineffective at detecting deliberate alterations
introduced by a human attacker! A cryptographic hash function must make it computationally
infeasible to find two different messages having the same hash or to find a message having a
particular fixed hash. Such afunction is said to be collision-resistant (or collision-proof, though
that's a bit misleading), and pre-image-resistant . The Cyclic Redundancy Check hash commonly
used to detect accidenta data changes (e.g., in Ethernet frame transmissions) is an example of a
non-collision-resistant hash. It is easy to find CRC-32 hash collisions, and the SSH-1 insertion
attack is based on thisfact. [Section 3.10.5] Examples of cryptographically strong hash functions
are MD5 and SHA-1.

3.3 The Architecture of an SSH System

SSH has about a dozen distinct, interacting components that produce the features we've covered.
[Section 3.1] Figure 3-1 illustrates the major components and their relationships to one another.

Figure 3.1. SSH architecture
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By "component” we don't necessarily mean "program:” SSH also has keys, sessions, and other fun
things. In this section we provide a brief overview of al the components, so you can begin to get
the big picture of SSH:

Server
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A program that allows incoming SSH connections to a machine, handling authentication,
authorization, and so forth. In most Unix SSH implementations, the server is sshd.

Client

A program that connects to SSH servers and makes requests, such as "log mein" or "copy
thisfile." In SSH1, SSH2, and OpenSSH, the major clients are ssh and scp.

Session

An ongoing connection between a client and a server. It begins after the client
successfully authenticates to a server and ends when the connection terminates. Sessions
may be interactive or batch.

Key

A relatively small amount of data, generally from tensto one or two thousand bits, used
as a parameter to cryptographic algorithms such as encryption or message authentication.
The use of the key binds the algorithm operation in some way to the key holder: in
encryption, it ensures that only someone else holding that key (or arelated one) can
decrypt the message; in authentication, it allows you to later verify that the key holder
actually signed the message. There are two kinds of keys. symmetric or secret-key, and
asymmetric or public-key. [Section 3.2.2] An asymmetric key has two parts: the public
and private components. SSH deals with four types of keys, as summarized in Table 3-1
and described following the table.

Table 3.1. Keys, Keys, Keys
| Name | Lifetime | Createdby | Type| Purpose
User key Persistent  |User Public |Identify a user to the server
Session key |Onesession (Client (and server) |Secret |Protect communications
Host key Persistent  |Administrator Public |ldentify a server/machine
Server key  |One hour Server Public |Encrypt the session key (SSH1 only)

User key

A persistent, asymmetric key used by clients as proof of a user's identity. (A single user
may have many keys/identities.)

Host key

A persistent, asymmetric key used by a server as proof of its identity, aswell asby a
client when proving its host's identity as part of trusted-host authentication. [Section
3.4.2.3] If amachine runs asingle SSH server, the host key also uniquely identifies the
machine. (If a machine is running multiple SSH servers, each may have a different host
key, or they may share.) Often confused with the server key.

Server key

A temporary, asymmetric key used in the SSH-1 protocol. It is regenerated by the server
at regular intervals (by default every hour) and protects the session key (defined shortly).
Often confused with the host key. This key is never explicitly stored on disk, and its
private component is never transmitted over the connection in any form; it provides
"perfect forward secrecy” for SSH-1 sessions. [Section 3.4.1]
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Session key

A randomly generated, symmetric key for encrypting the communication between an SSH
client and server. It is shared by the two parties in a secure manner during the SSH
connection setup, so that an eavesdropper can't discover it. Both sides then have the
session key, which they use to encrypt their communications. When the SSH session ends,
the key is destroyed.

-r

SSH-1 uses asingle session key, but SSH-2 has severa: each direction
- (server to client, and client to server) has keys for encryption and others
**¥ 4 for integrity checking. In our discussions we treat all SSH-2's session keys
asaunit and speak of "the session key" for convenience. If the context
requires it, we specify which individual key we mean.

Key generator

A program that creates persistent keys (user keys and host keys) for SSH. SSH1, SSH2,
and OpenSSH have the program ssh-keygen.

Known hosts database

A collection of host keys. Clients and servers refer to this database to authenticate one

another.

Agent
A program that caches user keys in memory, so users needn't keep retyping their
passphrases. The agent responds to requests for key-related operations, such as signing an
authenticator, but it doesn't disclose the keys themselves. It is a convenience feature.
SSH1, SSH2, and OpenSSH have the agent ssh-agent, and the program ssh-add loads and
unloads the key cache.

Sgner
A program that signs hostbased authentication packets. We explain thisin our discussion
of trusted-host authentication. [Section 3.4.2.3]

Random seed

A pool of random data used by SSH components to initialize software pseudo-random
number generators.

Configuration file
A collection of settings to tailor the behavior of an SSH client or server.

Not all these components are required in an implementation of SSH. Certainly servers, clients, and
keys are mandatory, but many implementations don't have an agent, and some even don't include a
key generator.

3.4 Inside SSH-1
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Now that we've seen the magjor features and components of SSH, let's delve into the details of the
SSH-1 protocol. SSH-2 is covered separately. [Section 3.5] The architecture of SSH-1is
summarized in Figure 3-2. We will cover:

How the secure session is established

[ ]
e Authentication by password, public key, or trusted host
e Integrity checking
e Datacompression
Figure 3.2. SSH-1 architecture
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3.4.1 Establishing the Secure Connection

Before meaningful interaction can take place, the SSH client and server must establish a secure
connection. This lets them share keys, passwords, and ultimately, whatever data they transmit to
each other.

We will now explain how the SSH-1 protocol guarantees security of a network connection.
Through a multistep process, starting from scratch, the SSH-1 client and server agree on an
encryption algorithm and generate and share a secret session key, establishing a secure connection:

The client contacts the server.

The client and server disclose the SSH protocol versions they support.
The client and server switch to a packet-based protocol.

The server identifies itself to the client and provides session parameters.
The client sends the server a secret (session) key.

Both sides turn on encryption and complete server authentication.

The secure connection is established.

NoukrowbdpE
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Now the client and server can communicate by encrypted messages. Let's examine each step in
detail; the complete processis summarized in Figure 3-3.

Figure 3.3. SSH-1 protocol exchange
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1. Theclient contacts the server.

Thisis done without fanfare, simply by sending a connection request to the server's TCP
port, which is port 22 by convention.

2. Theclient and server disclose the SSH protocol versions they support.

These protocols are represented as ASCI| strings, such as"SSH-1.5-1.2.27", which means
SSH protocol Version 1.5 asimplemented by SSH1 Version 1.2.27. Y ou can seethis
string by connecting to an SSH server port with a Telnet client:

$ telnet server 22

Trying 192.168.10.1

Connected to server (192.168.10.1).
Escape character is "~]".
SSH-1.5-1.2.27
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The implementation version (1.2.27) isjust acomment and is optional in the string. Bui,
some i mplementations examine the comment to recognize particular software versions
and work around known bugs or incompatibilities !

“ Some system administrators remove the comment, preferring not to announce their
software package and version to the world, which provides clues to an attacker.

If the client and server decide their versions are compatible, the connection process
continues; otherwise either party may decide to terminate the connection. For instance, if
an SSH-1-only client encounters an SSH-2-only server, the client disconnects and prints
an error message. Other actions are possible: for example, the SSH-2-only server can
invoke an SSH-1 server to handle the connection.

The client and server switch to a packet-based protocol.

Once the protocol version exchange is complete, both sides switch to a packet-based
protocol over the underlying TCP connection. Each packet consists of a 32-bit length
field, 1- 8 bytes of random padding to foil known-plaintext attacks, a one-byte packet
type code, the packet payload data, and a four-byte integrity check field.

The server identifiesitself to the client and provides session parameters.
The server sends the following information to the client (all still unencrypted):

o Itshost key, used to prove the server host identity later.

o Itsserver key, which helps establish the secure connection.

o A sequence of eight random bytes, called check bytes. The client must include
these check bytesin its next response, or the server rejects the response. This
measure protects against some | P spoofing attacks.

o Listsof encryption, compression, and authentication methods that the server
supports.

At this point, both sides also compute a common 128-bit session identifier, which is used
in some subsequent protocol operations to uniquely identify this SSH session. Thisisan
MD5 hash of the host key, server key, and check bytes taken together.

When the client receives the host key, it asks the question: "Have | spoken with this
server before, and if so, what was its host key then?* To answer this question, the client
consults its known hosts database. If the newly arrived host key matches a previous onein
the database, all iswell. However, there are two other possihilities: the server might not
appear in the known hosts database, or it might be present but with a different host key. In
each of these cases, the client elects to trust the newly arrived key or to reject it. [Section
7.4.3.1] Human guidance may be needed: for example, the client's user can be prompted
to accept or reject the key.

If the client rejects the host key, the connection ends. Let's assume the host key is
acceptable and continue.

The client sends the server a secret (session) key.

Now the client randomly generates a new key for abulk cipher [Section 3.2.2] that both
client and server support; thisis called the session key. Its purpose isto encrypt and
decrypt messages sent between the client and the server. All that's needed isto give this
session key to the server, and both sides can turn on encryption and begin communicating
securely.



Of course, the client can't simply send the session key to the server. Encryption isn't
operating yet, and if athird party intercepts this key, it can decrypt the client's and server's
messages. Goodbye security! So the client must send the session key securely. Thisis
done by encrypting it twice: once with the server's public host key and once with the
server key. This step ensuresthat only the server can read it. After the session key is
double-encrypted, the client sends it to the server, along with the check bytes and a choice
of algorithms (picked from the server's list of supported algorithms sent in Step 4.

6. Both sidesturn on encryption and complete server authentication.

After sending the session key, both sides begin encrypting the session data with the key
and the selected bulk cipher. Before sending anything further, though, the client waits for
a confirmation message from the server, which (like al subsequent data) must be
encrypted with the session key. Thisfinal step provides the server authentication: only the
intended server can have decrypted the session key, since it was encrypted with the host
key verified earlier against the known hosts list.

Without the session key, an impostor server can't decrypt the subsequent protocol traffic
or produce valid traffic in return, and the client will notice and terminate the connection.

Note that server authentication isimplicit; there's no explicit exchange to verify the server
host key. Therefore it's important for the client to wait for a valid server response using
the new session key before sending anything further, in order to verify the server's
identity before proceeding. The SSH-1 protocol isn't specific about this point, but SSH-2
requires it when server authentication isimplicit in the session key exchange.

Encrypting the session key a second time with the server key provides a property called
perfect forward secrecy. This means there are no persistent keys lying around whose
disclosure can jeopardize the secrecy of past or future SSH sessions. If the server host key
aloneis used to protect the session key, then disclosure of the host private key
compromises future communications and allows decryption of old, recorded sessions.
Using the server key in tandem for this purpose removes this weakness, as it is temporary,
never explicitly stored on disk, and replaced periodically (by default, once an hour).
Having stolen the server private key, an interloper must still perform an active man-in-
the-middle or server spoofing attack to compromise a session.

7. The secure connection is established.

Since both the client and server now know the session key, and nobody else does, they
can send each other encrypted messages (using the bulk cipher they agreed on) only they
can decrypt. Also, the client has completed server authentication. Were ready to begin
client authentication.

3.4.2 Client Authentication

Once the secure connection is established, the client attempts to authenticate itself to the server.
The client may try any authentication methods at its disposal until one succeeds, or al have failed.
For example, the six authentication methods defined by the SSH-1.5 protocol, in the order
attempted by the SSH1 implementation, are:

1. Kerberos®

B This method isn't available by default; it must be requested at compile time.

2. Rhosts



RhostsRSA

Public-key

TIS®

Password (flavors. host login password, Kerberos, SecurlD, S/Key, etc.)

o Uk~ w

F-Secure SSH Client for Windows (see Chapter 16) triesthesein order:

1. Public-key
2. Password

Knowing the order for your client is a good idea. It helps to diagnose problems when
authentication fails or acts unexpectedly.

3.4.2.1 Password authentication

During password authentication, the user supplies a password to the SSH client, which the client
transmits securely to the server over the encrypted connection. The server then checksthat the
given password is acceptable for the target account, and allows the connection if so. In the
simplest case, the SSH server checks this through the native password-authentication mechanism
of the host operating system.

Password authentication is quite convenient because it requires no additional setup for the user.

Y ou don't need to generate akey, create a~/.ssh directory on the server machine, or edit any
configuration files. Thisis particularly convenient for first-time SSH users and for users who
travel alot and don't carry their private keys. Y ou might not want to use your private keys on other
machines, or there may be no way to get them onto the machine in question. If you frequently
travel, you should consider setting up SSH to use one-time passwords if your implementation
supports them, improving the security of the password scheme. [Section 3.4.2.5]

On the other hand, password authentication is inconvenient because you have to type a password
every time you connect. Also, password authentication is less secure than public-key because the
sensitive password is transmitted off the client host. It is protected from snooping while on the
network but is vulnerable to capture once it arrives at the server if that machine has been
compromised. Thisisin contrast with public-key authentication, as even a compromised server
can't learn your private key through the protocol. Therefore, before choosing password
authentication, you should weigh the trustworthiness of the client and the server, as you will be
revealing to them the key to your electronic kingdom.

Password authentication is simple in concept, but different Unix variants store and verify
passwords in different ways, leading to some complexities. OpenSSH uses PAM for password
authentication by default, which must be carefully configured. [Section 4.3] Most Unix systems
encrypt passwords with DES (viathe crypt( ) library routine), but recently some systems have
started using the MD5 hash algorithm, leading to configuration issues. [ Section 4.3] The behavior
of password authentication also changesif Kerberos [Section 5.5.1.7] or Securl D support [Section
5.5.1.9] isenabled in the SSH server.

3.4.2.2 Public-key authentication

Public-key authentication uses public-key cryptography to verify the client's identity. To access an
account on an SSH server machine, the client proves that it possesses a secret: specificaly, the
private counterpart of an authorized public key. A key is"authorized" if its public component is
contained in the account's authorization file (e.g., ~/.ssh/authorized_keys). The sequence of actions
is:
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1. Theclient sendsthe server arequest for public-key authentication with a particular key.
The request contains the key's modulus as an identifier /%!

 An RSA key consists of two parts: the exponent and the modulus. The modulus is the
long number in the public key (.pub) file.

The key isimplicitly RSA; the SSH-1 protocol specifiesthe RSA algorithm particularly
and exclusively for public-key operations.

2. The server reads the target account's authorization file, and looks for an entry with the
matching key. If there is no matching entry, this authentication request fails.

3. If thereisamatching entry, the server retrieves the key and notes any restrictions on its
use. The server can then reject the request immediately on the basis of arestriction, for
example, if the key shouldn't be used from the client host. Otherwise, the process
continues.

4. The server generates a random 256-bit string as a challenge, encrypts it with the client's
public key, and sends this to the client.

5. Theclient receives the challenge and decrypts it with the corresponding private key. It
then combines the challenge with the session identifier, hashes the result with MD5, and
returns the hash value to the server asits response to the challenge. The session identifier
ismixed in to bind the authenticator to the current session, protecting against replay
attacks taking advantage of weak or compromised random-number generation in creating
the challenge.

The hashing operation is there to prevent misuse of the client's private key viathe
protocol, including a chosen-plaintext attack.? If the client simply returns the decrypted
challenge instead, a corrupt server can present any data encrypted with the client's public
key, and the unsuspecting client dutifully decrypts and returnsit. It might be the data-
encryption key for an enciphered email message the attacker intercepted. Also, remember
that with RSA, "decrypting” some data with the private key is actually the same operation
as"signing" it. So the server can supply chosen, unencrypted datato the client asa
"challenge," to be signed with the client's private key—perhaps a document saying,
"OWAH TAGU SIAM" or something even more nefarious.

T chosen-plaintext attack, the cryptanalyst is allowed to examine plaintext/ciphertext
pairs of her choosing, encrypted with the key she's trying to break. The RSA algorithm is
particularly vulnerable to chosen-plaintext attacks, so it's important for a protocol using
RSA to avoid them.

6. The server computes the same M D5 hash of the challenge and session ID; if the client's
reply matches, the authentication succeeds.

The public-key method is the most secure authentication option available in SSH, generally
speaking. First of al, the client needs two secrets to authenticate: the private key, and the
passphrase to decrypt it. Stealing either one aone doesn't compromise the target account
(assuming a strong passphrase). The private key isinfeasible to guess and never leaves the client
host, making it more difficult to steal than a password. A strong passphrase is difficult to guess by
brute force, and if necessary, you can change your passphrase without changing the associated key.
Also, public-key authentication doesn't trust any information supplied by the client host; proof of
possession of the private key is the sole criterion. Thisisin contrast to RhostsRSA authentication,
in which the server delegates partial responsibility for the authentication process to the client host:
having verified the client host'sidentity and privilege of the client running on it, it trusts the client
software not to lie about the user'sidentity. [Section 3.4.2.3] If someone can impersonate a client
host, he can impersonate any user on that host without actually having to steal anything from the
user. This can't happen with public-key authentication.’®!
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) bon't confuse impersonating the client host with compromising it, however. If you actually break
into the client host and compromise its security, all bets are off; you can then steal the keys,
passwords, etc., of any users on that host. SSH doesn't protect against host compromise.

Public-key authentication is also the most flexible method in SSH for its additional control over
authorization. Y ou may tag each public key with restrictions to be applied after authentication
succeeds: which client hosts may connect, what commands may be run, and so on. [Section 8.2]
Thisisn't an intrinsic advantage of the public-key method, of course, but rather an implementation
detail of SSH, albeit an important one.2!

B We wish this were done differently. Rather than entangling the authentication and authorization
functions in this way, SSH should be able to apply any restriction to any connection, regardless of
the authentication method. However, no implementation of SSH, to our knowledge, keeps
authentication and authorization truly orthogonal.

On the down side, public-key authentication is more cumbersome than the other methods. It
requires users to generate and maintain their keys and authorization files, with al the attendant
possibilities for error: syntax errorsin authorized_keys entries, incorrect permissions on SSH
directories or files, lost private key files requiring new keys and updatesto all target accounts, etc.
SSH doesn't provide any management infrastructure for distributing and maintaining keys on a
large scale. Y ou can combine SSH with the Kerberos authentication system, which does provide
such management, to obtain the advantages of both. [Section 11.4]

One technical limitation regarding public-key authentication arisesin

) ‘Jé connection with the RSAref encryption library. [Section 3.9.1.1] RSAref
supports key lengths only up to 1024 bits, whereas the SSH internal RSA
software supports longer keys. If you try to use alonger key with
SSH/RSAref, you get an error. This can happen with either user or host
keys, perhaps preexisting ones if you've recently switched to RSAref, or
keys transferred from systems running the non-RSAref version of SSH. In
al these cases, you have to replace the keys with shorter ones.

3.4.2.3 Trusted-host authentication (Rhosts and RhostsRSA)

Password and public-key authentication require the client to prove itsidentity by knowledge of a
secret: apassword or a private key particular to the target account on the server. In particular, the
client's location—the computer on which it is running—isn't relevant to authentication.

Trusted-host authentication is different.2% Rather than making you prove your identity to every
host that you visit, trusted-host authentication establishes trust relationships between machines. If
you are logged in as user andrew on machine A, and you connect by SSH to account bob on
machine B using trusted-host authentication, the SSH server on machine B doesn't check your
identity directly. Instead, it checks the identity of host A, making surethat A isatrusted host. It
further checks that the connection is coming from atrusted program on A, oneinstalled by the
system administrator that won't lie about andrew's identity. If the connection passes these two tests,
the server takes A's word you have been authenticated as andrew and proceeds to make an
authorization check that andrew@A is allowed to access the account bob@B.

(10] The term "trusted-host" is our own; it refers to the Rhosts, SSH-1 RhostsRSA, and SSH-2

hostbased authentication methods as a related group.
Let'sfollow this authentication process step by step:

1. The SSH client requests a connection from the SSH server.
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2. The SSH server usesitslocal naming service to look up a hostname for the source address
of the client network connection.

3. The SSH server consults authorization rulesin severa local files, indicating whether
particular hosts are trusted or not. If the server finds a match for the hostname,
authentication continues; otherwiseit fails.

4. The server verifiesthat the remote program is a trusted one by following the old Unix
convention of privileged ports. Unix-based TCP and UDP stacks reserve the ports
numbered 1 through 1023 as privileged, allowing only processes running as root to listen
on them or use them on the local side of a connection. The server simply checks that the
source port of the connection isin the privileged range. Assuming the client host is secure,
only its superuser can arrange for a program to originate such a connection, so the server
believesit is talking to atrusted program.

5. If al goes well, authentication succeeds.

This process has been practiced for years by the Berkeley r-commands: rsh, rlogin, rcp, rexec, etc.
Unfortunately, it is a notoriously weak authentication method within modern networks. IP
addresses can be spoofed, naming services can be subverted, and privileged ports aren't so
privileged in aworld of desktop PCs whose end users commonly have superuser (administrator)
privileges. Indeed, some desktop operating systems lack the concept of a user (such as MacOS),
while others don't implement the privileged-port convention (Windows), So any user may access
any free port.

Nevertheless, trusted-host authentication has advantages. For one, it issimple: you don't have to
type passwords or passphrases, or generate, distribute, and maintain keys. It aso provides ease of
automation. Unattended processes such as cron jobs may have difficulty using SSH if they need a
key, passphrase, or password coded into a script, placed in a protected file, or stored in memory.
Thisisn't only a potential security risk but also a maintenance nightmare. If the authenticator ever
changes, you must hunt down and change these hard coded copies, a situation just begging for
things to break mysteriously later on. Trusted-host authentication gets around this problem neatly.

Since trusted-host authentication is a useful idea, SSH1 supportsit in two ways. Rhosts
authentication simply behaves as described in Steps 1-5, just like the Berkeley r-commands. This
method is disabled by default, since it is quite insecure, though it's still an improvement over rsh
since it provides server host authentication, encryption, and integrity. More importantly, though,
SSH1 provides a more secure version of the trusted-host method, called RhostsRSA authentication,
which improves Steps 2 and 4 using the client's host key.

Step 2 isimproved by a stronger check on the identity of the client host. Instead of relying on the
source |P address and a naming service such as DNS, SSH uses public-key cryptography. Recall
that each host on which SSH isinstalled has an asymmetric "host key" identifying it. The host key
authenticates the server to the client while establishing the secure connection. In RhostsRSA
authentication, the client's host key authenticates the client host to the server. The client host
provides its name and public key, and then must prove it holds the corresponding private key viaa
challenge-response exchange. The server maintains alist of known hosts and their public keysto
determine the client's status as a known, trusted host.

Step 4, checking that the server istalking to atrusted program, isimproved again through use of
the client's host key. The private key is kept protected so only a program with special privileges
(e.g., setuid root) can read it. Therefore, if the client can accessitslocal host key at all—which it
must do to complete authentication in Step 2—the client must have those special privileges.
Therefore the client was installed by the administrator of the trusted host and can be trusted. SSH1
retains the privileged-port check, which can't be turned off X2 SSH2 does away with this check
entirely since it doesn't add anything.

1 SSH1 has a UsePrivi legedPort configuration keyword, but it tells the client not to use a
privileged port in its source socket, which renders the session unusable for rhosts or RhostsRSA
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authentication. The purpose of this feature is to get around firewalls that might block connections
coming from privileged ports and requires that some other authentication method be used.

3.4.2.3.1 Trusted-host access files

Two pairs of files on the SSH server machine provide access control for trusted-host
authentication, in both its weak and strong forms:

e /etc/hosts.equiv and ~/.rhosts
e /etc/shosts.equiv and ~/.shosts

Thefilesin /etc have machine-global scope, while those in the target account's home directory are
specific to that account. The hosts.equiv and shosts.equiv files have the same syntax, as do
the .rhosts and .shostsfiles, and by default they are all checked.

adlowed, even if another of the filesforbidsit.

| :::: If any of the four accessfiles allows access for a particular connection, it's

The /etc/hosts.equiv and ~/.rhosts files originated with the insecure r-commands. For backward
compatibility, SSH can also use these files for making its trusted-host authentication decisions. If
using both the r-commands and SSH, however, you might not want the two systems to have the
same configuration. Also, because of their poor security, it's common to disable the r-commands,
by turning off the serversin your inetd.conf files and/or removing the software. In that case, you
may not want to have any traditional control fileslying around, as a defensive measure in case an
attacker managed to get one of these services turned on again.

To separate itself from the r-commands, SSH reads two additional files, /etc/shosts.equiv and
~/.shosts, which have the same syntax and meaning as /etc/hosts.equiv and ~/.rhosts, but are
specific to SSH. If you use only the SSH-specific files, you can have SSH trusted-host
authenti cation without leaving any files the r-commands would look at.22!

(12 Unfortunately, you can't configure the server to look at one set but not the other. If it looks at

~/.shosts, then it also considers ~/.rhosts, and both global files are always considered.

All four files have the same syntax, and SSH interprets them very similarly—but not identically—
to the way the r-commands do. Read the following sections carefully to make sure you understand
this behavior.

3.4.2.3.2 Control file details

Here is the common format of all four trusted-host control files. Each entry isasingle line,
containing either one or two tokens separated by tabs and/or spaces. Comments begin with #,
continue to the end of the line, and may be placed anywhere; empty and comment-only lines are
allowed.

# example control file entry
[+-1[@]hostspec [+-][@]Juserspec # comment

The two tokens indicate host(s) and user(s), respectively; the userspec may be omitted. If the at-
sign (@) is present, then the token is interpreted as a netgroup (see Sidebar "Netgroups"), looked
up using the innetgr( ) library call, and the resulting list of user or hostnames is substituted.
Otherwise, the token isinterpreted as a single host or username. Hostnames must be canonical as
reported by gethostbyaddr () on the server host; other names won't work.




Netgroups

A netgroup defines alist of (host, user, domain) triples. Netgroups are used to define
lists of users, machines, or accounts, usually for access-control purposes; for instance,
one can usually use a netgroup to specify what hosts are allowed to mount an NFS
filesystem (e.qg., in the Solaris share command or BSD exportfs).

Different flavors of Unix vary in how they implement netgroups, though you must
always be the system administrator to define a netgroup. Possible sources for netgroup
definitions include:

e A plainfile eg., /etc/netgroup
e A databasefilein various formats, e.g., /etc/netgroup.db
e Aninformation service, such as Sun's YP/NIS

On many modern Unix flavors, the source of netgroup information is configurable with
the Network Service Switch facility; see the file /etc/nsswitch.conf. Be aware that in
some versions of SunOS and Solaris, netgroups may be defined only in NIS; it doesn't
complain if you specify "files" as the source in nsswitch.conf, but it doesn't work either.
Recent Linux systems support /etc/netgroup, though C libraries before glibc 2.1 support
netgroups only over NIS.

Some typical netgroup definitions might look like this:

# defines a group consisting of two hosts: hostnames
"printl"™ and

# "print2', in the (probably NIS) domains one.foo.org and
two.foo.com.

print-servers (printl, ,one.foo.com)

(print2, ,two.foo.com)

# a list of three login servers

login-servers (loginl, ,foo.com) (login2,,foo.com)
(loginl, ,foo.com)

# Use two existing netgroups to define a list of all hosts,
throwing in

# another.foo.com as well.

all-hosts print-servers login-servers

(another, ,foo.com)

# A list of users for some access-control purpose. Mary is
allowed from

# anywhere in the foo.com domain, but Peter only from one
host. Alice

# 1s allowed from anywhere at all.

allowed-users (,mary,foo.com) (loginl,peter,foo.com)
(,alice,)

When deciding membership in a netgroup, the thing being matched is always construed
as an appropriate triple. A triple (x, y, 2) matches a netgroup N if there exists atriple (a,
b, ¢) in N which matches (x, y, 2). In turn, you define that these two triples match if and
only if the following conditions are met:

x=aor xisnull or aisnull

and:
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y=bor yisnull or bisnull
and:
z=cor zisnull or cisnull

This means that anull field in atriple acts as wildcard. By "null," we mean missing; that
is, inthetriple (, user, domain), the host part is null. Thisisn't the same as the empty
string: (", user, domain). In thistriple, the host part isn't null. It is the empty string, and
the triple can match only another whose host part is aso the empty string.

When SSH matches a username U againsta netgroup, it matches thetriple (, U,);
similarly, when matching a hosthame H, it matches (H, ,). Y ou might expect it to use (|
U, D) and (H, , D) where D isthe host's domain, but it doesn't.

If either or both tokens are preceded by a minus sign (-), the whole entry is considered negated. It
doesn't matter which token has the minus sign; the effect is the same. Let's see some examples
before explaining the full rules.

The following hostspec alows anyone from fred.flintstone.gov to log in if the remote and local
usernames are the same;

# /etc/shosts.equiv
fred.flintstone.gov

The following hostspecs allow anyone from any host in the netgroup "trusted-hosts" to log in, if
the remote and local usernames are the same, but not from evil.empire.org, even if itisin the
trusted-hosts netgroup.

# /etc/shosts.equiv
-evil_empire.org
@trusted-hosts

This next entry (hostspec and user spec) allows mark@way.too.trusted to log into any local
account! Even if auser has -way.too.trusted mark in ~/.shosts, it won't prevent access since the
global fileis consulted first. Y ou probably never want to do this.

# /etc/shosts.equiv
way .too.trusted mark

On the other hand, the following entries allow anyone from sister.host.org to connect under the
same account name, except mark, who can't access any local account. Remember, however, that a
target account can override thisrestriction by placing sister .host.org mark in ~/.shosts.
Note also, as shown earlier, that the negated line must come first; in the other order, it's ineffective.

# /etc/shosts.equiv
sister.host.org -mark
sister.host.org

This next hostspec allows user wilma on fred.flintstone.gov to log into the local wilma account:

# ~wilma/.shosts
fred.flintstone.gov
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This entry alows user fred on fred.flintstone.gov to log into the local wilma account, but no one
else—not even wilma@fred.flintstone.gov:

# ~wilma/.shosts
fred.flintstone.gov fred

These entries allow both fred and wilma on fred.flintstone.gov to log into the local wilma account:

# ~wilma/.shosts
fred.flintstone.gov fred
fred.flintstone.gov

Now that we've covered some examples, let's discuss the precise rules. Suppose the client
username is C, and the target account of the SSH command is T. Then:;

1. A hostspec entry with no userspec permits access from all hostspec hostswhen T = C.

2. Inaper-account file (~/.rhosts or ~/.shosts), a hostspec userspec entry permits access to
the containing account from hostspec hosts when C is any one of the user spec usernames.

3. Inaglobal file (/etc/hosts.equiv or /etc/shosts.equiv), a hostspec userspec entry permits
access to any local target account from any hostspec host, when C is any one of the
LSer Spec usernames.

4. For negated entries, replace "permits’ with "denies" in the preceding rules.

Note Rule #3 carefully. Y ou never, ever want to open your machine to such a security hole. The
only reasonable use for such aruleisif it is negated, thus disallowing access to any local account
for a particular remote account. We present some examples shortly.

Thefiles are checked in the following order (amissing fileis simply skipped, with no effect on the
authorization decision):

[etc/hosts.equiv
/etc/shosts.equiv
~/.shosts
~/.rhosts

Eal N\

SSH makes a special exception when the target user isroot: it doesn't check the global files.
Access to the root account can be granted only via the root account's/.rhosts and /.shosts files. If
you block the use of those fileswith the IgnoreRootRhosts server directive, this effectively
prevents access to the root account via trusted-host authentication.

When checking these files, there are two rules to keep in mind. Thefirst ruleis: thefirst accepting
linewins. That is, if you have two netgroups:

set (one,,) (two,,) (three,,)
subset (one,,) (two,,)

the following /etc/shosts.equiv file permits access only from host three;

-@subset
@set

But this next one allows access from all three:

@set
-@subset
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The second line has no effect, because all its hosts have already been accepted by a previous line.

The second ruleis: if any file accepts the connection, it's allowed. That is, if /etc/shosts.equiv
forbids a connection but the target user's ~/.shosts file acceptsiit, then it is accepted. Therefore the
sysadmin can't rely on the global file to block connections. Similarly, if your per-account file
forbids a connection, it can be overridden by a global file that acceptsit. Keep these facts carefully
in mind when using trusted-host authentication. 3!

[13] By setting the server's IgnoreRhosts keyword to yes, you can cause the server to ignore
the per-account files completely and consult the global files exclusively instead. [Section 5.5.1.3

3.4.2.3.3 Netgroups as wildcards

Y ou may have noticed the rule syntax has no wildcards; this omission is deliberate. Ther-
commands recognize bare + and - characters as positive and negative wildcards, respectively, and
anumber of attacks are based on surreptitiously adding a"+" to someone's .rhostsfile,
immediately allowing anyoneto rlogin as that user. So SSH deliberately ignores these wildcards.
Y ou'll see messages to that effect in the server's debugging output if it encounters such awildcard:

Remote: Ignoring wild host/user names iIn /etc/shosts.equiv

However, there's still away to get the effect of awildcard: using the wildcards availablein
netgroups. An empty netgroup:

empty # nothing here
matches nothing at all. However, this netgroup:
wild (,)

matches everything. In fact, a netgroup containing (,,) anywhere matches everything, regardless of
what elseisin the netgroup. So this entry:

# ~/.shosts
@wild

allows access from any host at all, 2% as long as the remote and local usernames match. This one:

(4] ¢ strong trusted-host authentication is in use, this means any host verified by public key against

the server's known hosts database.

# ~/.shosts
way .too.trusted @wild

allows any user on way.too.trusted to log into this account, while this entry:

# ~/.shosts
@wild @wild

allows any user access from anywhere.

Given thiswildcard behavior, it'simportant to pay careful attention to netgroup definitions. It's
easier to create awildcard netgroup than you might think. Including the null triple (,,) isthe
obvious approach. However, remember that the order of elementsin a netgroup tripleis
(host,user,domain). Suppose you define agroup "oops' like this:
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oops (fred,,) (wilma,,) (barney,,)

You intend for thisto be agroup of usernames, but you've placed the usernames in the host slots,
and the username fields are left null. If you use this group as the userspec of arule, it will act asa
wildcard. Thusthisentry:

# ~/.shosts
home.flintstones.gov @oops

allows anyone on home.flintstones.gov, not just your three friends, to log into your account.
Beware!

3.4.2.3.4 Summary

Trusted-host authentication is convenient for users and administrators, because it can set up
automatic authentication between hosts based on username correspondence and inter-host trust
relationships. This removes the burden of typing passwords or dealing with key management.
However, it is heavily dependent on the correct administration and security of the hosts involved;
compromising one trusted host can give an attacker automatic access to all accounts on other hosts.
Also, the rules for the access control files are complicated, fragile, and easy to get wrong in ways
that compromise security. In an environment more concerned with eavesdropping and disclosure
than active attacks, it may be acceptable to deploy RhostsRSA (SSH-2 "hostbased") authentication
for general user authentication. In a more security-conscious scenario, however, it is probably
inappropriate, though it may be acceptable for limited use in special-purpose accounts, such as for
unattended batch jobs. [Section 11.1.3]

We don't recommend the use of weak ("Rhosts") trusted-host authentication at all in SSH1 and
OpenSSH/1. It istotally insecure.

3.4.2.4 Kerberos authentication

SSH1 and OpenSSH provide support for Kerberos-based authentication; SSH2 doesn't yet. 22!
[Section 11.4] Table 3-2 summarizes the support features in these products.

(1] A press time, experimental Kerberos support is being integrated into SSH2 2.3.0.

Table 3.2. Kerberos Authentication Support in SSH
Product | KerberosVersion | Tickets| Password Authentication |AFS| Forwarding

SSH1 5 Yes Yes No |Yes
OpenSSH |4 Yes Yes Yes |Only with AFS

The following list explains the columns:
Tickets

Performs standard Kerberos authentication. The client obtains aticket for the "host" (v5)
or "rcmd" (v4) service on the server and sends that to the SSH server as proof of identity;
the server vaidates it in the standard fashion. Both SSH1 and OpenSSH do Kerberos
mutual authentication. Thisisn't strictly necessary given that SSH has already
authenticated the server as part of connection setup, but the extra check can't hurt.

Password Authentication



AFS

Option to perform server-side password authentication using Kerberos. Instead of
checking the password using the operating system's account database, the SSH server
instead attempts to obtain Kerberos initial credentials for the target user (a "ticket-
granting-ticket" or TGT). If this succeeds, the user is authenticated. Also, the server stores
the TGT for the session so that the user has access to it, thus removing the need for an
explicit kinit.

The Andrew File System (http://www.fags.org/fags/afs-fag/), or AFS, uses Kerberos-4 in
a specialized way for its authentication. OpenSSH has extra support for obtaining and
forwarding AFS credentials. This can be critical in environments using AFS for file
sharing. Before it performs authentication, sshd must read the target account's home
directory, for instance to check ~/.shosts, or ~/.ssh/authorized_keys. If the home directory
is shared via AFS, then depending on AFS permissions sshd might not be able to read it
unlessit hasvalid AFS credentials for the owning user. The OpenSSH AFS code provides
this, forwarding the source user's Kerberos-4 TGT and AFS ticket to the remote host for
use by sshd.

Forwarding

Kerberos credentials are normally usable only on the machine to which they are issued.
The Kerberos-5 protocol allows a user to forward credentials from one machine to
another on which he has been authenticated, avoiding the need for repeated kinit
invocations. SSH1 supports this with the KerberosTgtPassing option. Kerberos-4
doesn't do ticket forwarding, so OpenSSH doesn't provide this feature—unlessit isusing
AFS, whose modified Kerberos-4 implementation provides aform of ticket forwarding.

il OpenSSH provides Kerberos support only when using the SSH-1

as  protocol.

3.4.2.5 One-time passwords

Password authentication is convenient because it can be used easily from anywhere. If you travel a
lot and use other people's computers, passwords might be your best bet for SSH authentication.
However, it's precisely in that situation that you're most concerned about someone stealing your
password—by monitoring keyboard activity on a hacked computer or by old-fashioned shoulder-
surfing. One-time password, or OTP systems, preserve the convenience of password access while
mitigating the risk: each login requires a different, unpredictable password. Here are the properties
of some OTP systems:

With the free S/Key software OTP system, you carry a printed list of passwords or
calculate the next one needed using a piece of software on your laptop or PDA.

With the SecurlD system from RSA Security, Inc., you carry asmall hardware token
(credit-card or key-fob size) with an LCD screen, which displays a passcode that changes
frequently and is synchronized with the SecurlD server, which verifies the passcode.

The OTP system from Trusted Information Systems, Inc. (T1S) isavariant called
challenge-response : the server displays a challenge, which you type into your software or
hardware token. The token supplies the corresponding response, which you supply to be
authenticated.

SSH1 supports SecurlD as a variant behavior of password authentication, and TIS as a separate
method with the TISAuthentication configuration keyword (as noted earlier, thisis actually a
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separate authentication type in the SSH-1 protocol). OpenSSH doesn't support TIS but instead
reuses the T1S message types in the SSH-1 protocol to implement S/Key. This works because both
TIS and S/Key fit the model of a challenge/response exchange.

Using these systems involves obtaining the requisite libraries and header files, compiling SSH
with the appropriate configure switches, enabling the right SSH authentication method, and setting
up the system according to its instructions. If you are using SecurlD or TIS, the requisite libraries
and header files should have come with the software or be available from the vendor. S/Key is
widely available on the Net, though it has diverged into many versions, and we don't know a
canonical site for it. One popular implementation is found in the logdaemon package by Wietse
Venema; see http://www.porcupine.org/wietse/. The details of these external packages are mostly
outside the scope of SSH proper, so we won't delve into them.

3.4.3 Integrity Checking

The SSH-1 protocol uses aweak integrity check: a 32-bit cyclic redundancy check or CRC-32.
This sort of check is sufficient for detecting accidental changes to data, but isn't effective against
deliberate corruption. In fact, the "insertion attack" of Futoransky and Kargieman specifically
targets this weakness in SSH-1. [Section 3.10.5] The use of the CRC-32 integrity check isa
serious inherent weakness in SSH-1 that helped prompt the evolution of SSH-2, which uses
cryptographically strong integrity checking invulnerable to this attack.

3.4.4 Compression

The SSH-1 protocol supports compression of session data using the "deflate” algorithm of the
GNU gzp utility ( ftp://ftp.gnu.org/pub/gnu/gzip/ ). Packet data bytes in each direction are
compressed separately, each as a single large stream without regard to packet boundaries.

While not typically needed on LAN or fast WAN links, compression can improve speed
noticeably over slower links, such as an analog modem line. It is especially beneficia for file
transfers, X forwarding, and running curses-style programsin aterminal session, such as text
editors. Also, since compression is done before encryption, using compression can reduce delays
due to encryption. This may be especially effective with 3DES, which is quite slow.

3.5 Inside SSH-2

In this section, we discuss the design and internals of SSH-2, focusing particularly on its
differences and improvements as compared to SSH-1. We won't repeat the information common to
the two protocols. We also compare the products SSH1 and SSH2, their software implementation
differences, and their protocol support. Figure 3-4 summarizes the architecture of SSH-2.

Figure 3.4. SSH-2 architecture
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The most important distinction between SSH1 and SSH2 is that they support different,
incompatible versions of the SSH protocol: SSH-1.5 and SSH-2.0. [Section 1.5] These products
also have important implementation differences, some due to the differing protocols, but many are
simply omissions due to SSH2's being a compl ete rewrite.

3.5.1 Protocol Differences (SSH-1 Versus SSH-2)

SSH-1 is monolithic, encompassing multiple functions in a single protocol. SSH-2, on the other
hand, has been separated into modules and consists of three protocols working together:

e SSH Transport Layer Protocol (SSH-TRANS)
e  SSH Authentication Protocol (SSH-AUTH)
e SSH Connection Protocol (SSH-CONN)

Each of these protocols has been specified separately, and a fourth document, SSH Protocol
Architecture (SSH-ARCH), describes the overall architecture of the SSH-2 protocol asrealized in
these three separate specifications.
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Figure 3-5 outlines the division of labor between these modules and how they relate to each other,
application programs, and the network. SSH-TRANS is the fundamental building block, providing
theinitial connection, packet protocol, server authentication, and basic encryption and integrity
services. After establishing an SSH-TRANS connection, an application has asingle, secure, full-
duplex byte stream to an authenticated peer.

Figure 3.5. SSH-2 protocol family
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Next, the client can use SSH-AUTH over the SSH-TRANS connection to authenticate itself to the
server. SSH-AUTH defines three authentication methods: publickey, hostbased, and password.
Publickey is similar to the SSH-1 "RSA" method, but it is more general and can accommodate any
public-key signature algorithm. The standard requires only one algorithm, DSA, since RSA until
recently was encumbered by patent restrictions.2®! Hostbased is similar to the SSH-1 RhostsRSA
method, providing trusted-host authentication using cryptographic assurance of the client host's
identity. The password method is equivalent to SSH-1's password authentication; it also provides
for changing a user's password, though we haven't seen any implementations of this feature. The
weak, insecure Rhosts authentication of SSH-1 is absent.

(18] RSA entered the public domain in September 2000, after many years as a patented algorithm.

Finally, the SSH-CONN protocol provides avariety of richer servicesto clients over the single
pipe provided by SSH-TRANS. Thisincludes everything needed to support multiple interactive
and noninteractive sessions. multiplexing several streams (or channels) over the underlying pipe;
managing X, port, and agent forwarding; forwarding application signals across the connection
(such as SIGWINCH, indicating terminal window resizing); termina handling; data compression;
and remote program execution. Unlike SSH-1, SSH-CONN can handle multiple interactive
sessions over the same connection, or none. This means SSH-2 supports X or port forwarding
without the need for a separate terminal session, which SSH-1 can't do.

Note that SSH-CONN isn't layered on SSH-AUTH; they are both at the same level above SSH-
TRANS. A speciaized SSH server for a particular, limited purpose might not require
authentication. Perhaps it just prints out "Nice to meet you!" to anyone who connects. More
practically, an anonymous sftp server might provide freely available downloads to al comers.
Such a server could simply allow aclient to engage in SSH-CONN immediately after establishing
an SSH-TRANS connection, whereas a general login server would always require successful
authentication via SSH-AUTH first.
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We now survey the major differences between SSH-1 and SSH-2. These include:

Expanded al gorithm negotiation between client and server

Multiple methods for key-exchange

Certificates for public keys

More flexibility with authentication, including partial authentication
Stronger integrity checking through cryptography

Periodic replacement of the session key ("rekeying")

3.5.1.1 Algorithm choice and negotiation

A nice feature of SSH-1 is algorithm negotiation, in which a client selects a bulk encryption
cipher from among those supported by the server. Other algorithms within SSH-1, however, are
hardcoded and inflexible. SSH-2 improves upon this by making other algorithms negotiable
between client and server: host key, message authentication, hash function, session key exchange,
and data compression. SSH-2 requires support of one method per category to ensure
interoperability and defines several other recommended and optional methods. [Section 3.9]

Another improvement of SSH-2 is an extensible namespace for algorithms. SSH-1 identifies the
negotiable bulk ciphers by anumerical code, with no values set aside for local additions. In
contrast, SSH-2 agorithms (as well as protocols, services, and key/certificate formats) are named
by strings, and local definitions are explicitly supported. From SSH-ARCH:

"Names that do not contain an at-sign (@) are reserved to be assigned by IANA (Internet
Assigned Numbers Authority). Examplesinclude 3des-cic, sha-1, hmac-shal, and zlib. Additional
names of this format may be registered with IANA [and] MUST NOT be used without first
registering with IANA. Registered names MUST NOT contain an at-sign (@) or acommac (,).
Anyone can define additiona agorithms by using names in the format name@domainname, e.g.,
ourciphercbc@ssh.fi. The format of the part preceding the at sign is not specified; it must consist
of US-ASCII characters except at-sign and comma. The part following the at-sign must be avalid
fully qualified internet domain name [RFC-1034] controlled by the person or organization
defining the name. Each domain decides how it managesitslocal namespace.”

Thisformat allows new, nonstandard algorithms to be added for internal use without affecting
interoperability with other SSH-2 implementations, even those with other local additions.
OpenSSH makes use of this ability, defining an integrity-checking algorithm called hmac-
ripemd160@openssh.com.

3.5.1.2 Session key exchange and the server key

Recall that the session key is the shared symmetric key for the bulk data cipher—the one used
directly to encrypt user data passing over the SSH connection. [Section 3.3] In SSH-1, thiskey is
generated by the client and passed securely to the server by double-encrypting it with the server
key and server's host key. The server key's purpose is to provide perfect forward secrecy. [Section
34.1

In keeping with its design, SSH-2 introduces a more general mechanism to accommodate multiple
key-exchange methods, from which one is negotiated for use. The chosen method produces a
shared secret that isn't used directly as the session key, but rather isinput to afurther process that
produces the session key. The extra processing ensures that neither side can fully determine the
session key (regardless of the exchange method used) and provides protection against replay
attacks. [Section 3.1.2] The key-exchange phase of the SSH-2 protocol is also responsible for
server authentication, asin SSH-1.



SSH-2 currently defines only one key-exchange method, di ffie-hel Iman-groupl-shal,
and all implementations must support it. Asthe nameimplies, it is the Diffie-Hellman key-
agreement algorithm with a fixed group,*“ together with the SHA-1 hash function. The Diffie-
Hellman algorithm provides forward secrecy by itself, so no server key is needed. Also,
independent of the processing just described, the Diffie-Hellman algorithm alone ensures that
neither side can dictate the shared secret.

7 A group is a mathematical abstraction relevant to the Diffie-Hellman procedure; see references
on group theory, number theory, or abstract algebra if you're curious.

diffie-hellman-groupl-shal aready provides forward secrecy, so SSH-2
implementations using it don't need a server key. Since other key-exchange methods may be
defined for SSH-2, someone could conceivably implement the SSH-1 key-exchange agorithm,
requiring a server key or similar method to provide perfect forward secrecy. But such a method
hasn't been defined, so server keys are found only in SSH1 and OpenSSH/1. Therefore, an SSH-2-
only server is more amenable to control by inetd, since it avoids the overhead of generating a
server key on startup. [Section 5.4.3.2] Examples are SSH2, or OpenSSH with SSH-1 support
turned off.

3.5.1.3 Keyl/identity binding

In any public-key system, a crucial problemis verifying the owner of akey. Suppose you want to
share encrypted messages with your friend Alice, but an intruder, Mallory, tricks you into
accepting one of his public keys as Alice's. Now any messages you encrypt (supposedly) to Alice
are readable by Mallory. Of course, you and Alice will quickly discover the problem when she
finds that she can't decrypt your messages, but by then the damage is done.

The key-ownership problem is addressed using a technique called public-key certificates. A
certificate is a data structure attesting that a trusted third party vouches for the key's owner. More
precisely, the certificate attests to the binding between a public key and a particular identity (a
personal or company name, email address, URL, etc.), or an ability (the right to access a database,
modify afile, log into an account, etc.). The attestation is represented by a digital signature from
the third party. So in our example, you and Alice could arrange for atrusted third party, Pete, to
sign your respective public keys, and you would therefore not believe Mallory's bogus, unsigned

key.

Thisisall well and good, but who vouches for the voucher? How do you know the signer of
Alice'skey isredly Pete? This problem continues recursively, as you need the signer's public key,
and a certificate for that, and so on. These chains of certificates can be arranged in a hierarchy
rooted at well-known Certificate Authorities, or they may be arranged in a decentralized network,
the so-called "web of trust” used by PGP. Such arrangements, or trust models, are the basis for a
public-key infrastructure (PKI1).

In SSH, the key-ownership problem shows up in the bindings between hostnames and host keys.
In all current SSH implementations, this is done using simple databases of hostnames, addresses,
and keys which must be maintained and distributed by the user or system administrator. Thisisn't
a scalable system. SSH-2 permits certificates to be included with public keys, opening the door for
PKI techniques. The current SSH-2 specification defines formats for X.509, SPKI, and OpenPGP
certificates, although no current SSH implementation supports their use.

Certificates, in theory, can also apply to user authentication. For instance, a certificate can bind a
username to a public key, and SSH servers can accept valid certificates as authorization for the
private key holder to access an account. This system provides the benefits of hostbased
authentication without the fragile dependence on peer host security. If PKIs become more
common, perhaps such features will appear.
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3.5.1.4 Authentication

In order to authenticate, an SSH-1 client tries a sequence of authentication methods chosen from
the set alowed by the server—public-key, password, trusted host, etc.—until one succeeds or all
fail. This method is an all-or-nothing proposition; there's no way for a server to require multiple
forms of authentication, since as soon as one method succeeds, the authentication phase ends.

The SSH-2 protocol is more flexible: the server informs the client which authentication methods
are usable at any point in the exchange, as opposed to just once at the beginning of the connection,
asin SSH-1. Thus, an SSH-2 server can, for example, decide to disallow public-key authentication
after two unsuccessful attempts but still continue allowing the password method only. One use of
this feature isinteresting to note. SSH-2 clients usually first make an authentication request using
aspecia method, "none." It aways fails and returns the real authentication methods permitted by
the server. If you see puzzling references in the SSH logsindicating that the method "none" has
"failed," now you know what's going on (and it's normal).

An SSH-2 server also may indicate partial success: that a particular method succeeded, but further
authentication is necessary. The server therefore can require the client to pass multiple
authentication tests for login, say, both password and hostbased. The SSH2 server configuration
keyword Requi redAuthentications controlsthis feature, which OpenSSH/2 currently lacks.

[Section 5.5.1]

3.5.1.5 Integrity checking

Improving on SSH-1's weak CRC-32 integrity check, SSH-2 uses cryptographically strong
Message Authentication Code (MAC) agorithms to provide integrity and data origin assurance.
The MAC methods and keys for each direction (separate from the session encryption keys) are
determined during the key-exchange phase of the protocol. SSH-2 defines several MAC
algorithms, and requires support for hmac-shal, a 160-bit hash using the standard keyed HMAC
construction with SHA-1. (See RFC-2104, "HMAC: Keyed-Hashing for Message A uthentication.”)

3.5.1.6 Hostbased authentication

An SSH server needs some sort of client host identifier to perform hostbased authentication.
Specifically, it needs this for two operations:

e Looking up the client host key
e Matching the client host while performing authorization via the hostbased control files
(shosts.equiv, €etc.)

Call these operations the HAUTH process. Now, there is an important difference between trusted-
host authentication in protocols 1 and 2: in SSH-2, the authentication request contains the client
hostname, whereas in SSH-1 it doesn't. This means that SSH-1 is constrained to use the client IP
address, or a name derived from the address via the naming service, as the identifier. Since the
SSH-1 server'sidea of the client host identity istied to the client's network address, RhostsRSA
authentication can't work completely (or sometimes at all) in the following common scenarios:

e Mohile client with achanging IP address (e.g., a laptop being carried around and
connected to different networks)

¢ Client behind a network-visible proxy, such as SOCKS

e Client with multiple network addresses ("multihomed"), unless the corresponding DNS
entries are arranged in a particular way

The SSH-2 protocol, on the other hand, doesn't impose this restriction: the hostbased
authentication processisin principle independent of the client's network address. An SSH-2 server
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has two candidates at hand for the client identifier: the name in the authentication request, Ngh
and the name looked up viathe client's network address, Ny. It can simply ignore N, altogether,
using Naun for HAUTH instead. Of course, the known-hosts list and hostbased authorization files
must be maintained using that namespace. Indeed, Ny, can be chosen from any space of
identifiers, not necessarily tied or related to the network naming service at all. For clarity's sake, it
should probably continue to be the client's canonical hostname.

As currently implemented, SSH2 doesn't do this. sshd2 behaves just as sshdl does, using Ny for

HAUTH and uses Nay only as a sanity check. If Npg iNaum, sshd2 fails the authentication. Thisis
really backwards and causes hostbased authentication to be much less useful than it could be,
since it continues to not work in the scenarios noted earlier. The authors have suggested to SCS to
instead use Ny, for HAUTH and implement the Nnet = Naxn Check as a per-host option. It makes
sense as an extra bit of security, in cases where it's known that the client host address should never
change. Thisis analogous to public-key authentication, which is independent of the client host
address, but which admits additional restrictions based on the source address when appropriate
(viathe ""hosts="" authorized_keys option).

3.5.1.7 Session rekeying

The more data that's encrypted with a particular key and available for analysis, the better an
attacker's chances of breaking the encryption. It is therefore wise to periodically change keysiif
large amounts of data are being encrypted. Thisisn't much of an issue with asymmetric keys, since
they are typically used only to encrypt small amounts of data, producing digital signatures over
hash values or encrypting symmetric keys. A key for the bulk data cipher of an SSH connection,
however, might encrypt hundreds of megabytes of data, if it's being used to transfer large files or
perform protected backups, for example. The SSH-2 protocol provides away for either side of an
SSH connection to initiate are-keying of the session. This causes the client and server to negotiate
new session keys and take them into use. SSH-1 doesn't provide away to change the bulk cipher
key for asession.

3.5.1.8 SSH-1/SSH-2: summary

Table 3-3 summarizes the important differences between Versions 1.5 and 2.0 of the SSH protocol.

Table 3.3. SSH-1 and SSH-2 Differences

| SSH-2 | SSH-1

Separate transport, authentication, and

; One monolithic protocol.
connection protocols.

\Strong cryptographic integrity check. |Weak CRC-32 integrity check.

Supports password changing. N/A

Exactly one session channel per connection
(requires issuing a remote command even when
you don't want one).

Any number of session channels per connection
(including none).

Full negotiation of modular cryptographic and
compression algorithms, including bulk
encryption, MAC, and public-key.

Negotiates only the bulk cipher; all others are
fixed.

The same algorithms and keys are used in both
directions (although RC4 uses separate keys,
since the algorithm's design demands that keys
not be reused).

Encryption, MAC, and compression are
negotiated separately for each direction, with
independent keys.

Extensible agorithm/protocol naming scheme
allows local extensions while preserving
interoperability.

Fixed encoding precludes interoperable
additions.
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User authentication methods:

public-key (DSA, RSA, OpenPGP)
hostbased

password

(Rhosts dropped due to insecurity)

Supports awider variety:

public-key (RSA only)
RhostsRSA

password

Rhosts (rsh-style)

TIS

Kerberos

Use of Diffie-Hellman key agreement removes
the need for a server key.

Server key used for forward secrecy on the
session key.

Supports public-key certificates.

N/A

User authentication exchange is more flexible
and alows requiring multiple forms of
authentication for access.

Allows exactly one form of authentication per
session.

Hostbased authentication isin principle
independent of client network address, and so
can work with proxying, mobile clients, etc.
(but see Section 3.5.1.6).

RhostsRSA authentication is effectively tied to
the client host address, limiting its usefulness.

\Periodic replacement of session keys.

N/A

3.5.2 Implementation Differences

There are many differences among the current crop of SSH-1 and SSH-2 implementations. Some
are direct results of the different protocols, such as the ahility to require multiple forms of
authentication or support of the DSA public-key algorithm. Others are feature differences that
aren't dictated by the protocols, but are simply inclusions or omissions by the software authors.
Here we discuss some nonprotocol-related design and feature differences among OpenSSH, SSH1,

and SSH2:
e Host keys
e Nofalback torsh
e  Setuid client
e  SSH-1 backward compatibility

3.5.2.1 Host keys

SSH host keys are long-term asymmetric keys that distinguish and identify hosts running SSH, or
instances of the SSH server, depending on the SSH implementation. This happens in two placesin

the SSH protocol:

1. Server authentication verifying the server host's identity to connecting clients. This
process occurs for every SSH connection. 22!

[18]

In SSH-1, the host key also encrypts the session key for transmission to the server.

However, this use is actually for server authentication, rather than for data protection per
se; the server later proves its identity by showing that it correctly decrypted the session
key. Protection of the session key is obtained by encrypting it a second time with the

ephemeral server key.

2.