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USCINCEUR AT/FP OPORD 01-01
SECURITY INSTRUCTIONS AND RECORD OF CHANGES

1. The long title of this Plan is USCINCEUR ANTITERRORISM/FORCE PROTECTION
OPERATIONS ORDER 01-01. The short title is USCINCEUR AT/FP OPORD 01-01

2. This document contains sensitive information related to antiterrorism and force
protection (AT/FP) of DoD elements to include personnel engaged in tactical operations
in forward deployed environments. The document is marked to be handled as FOR
OFFICIAL USE ONLY, and thus, all of the information contained herein must remain
under the control of U.S. government. Electronic transmission of this document, to
include any portion thereof, must be made over protected communications systems,
e.g., the Secret Internet Protocol Router Network (SIPRNet) or higher. DoD directives
strictly prohibit the transmission or revelation of information contained herein, in any
manner, to an unauthorized person.

3. lItis crucial that information generated and used in support of this OPORD not be
over classified since it must be made readily available to all personnel and agencies
responsible for AT/FP, and wide dissemination to authorized personnel serves to
enhance program implementation. This is especially true in USEUCOM, where there
are frequent requirements to work closely with allies and host nation authorities, as well
as other non-cleared personnel, to implement appropriate measures in support of the
safety and security of DoD elements and personnel. However, because of the far-
reaching applicability of the requirements, care must be exercised to ensure that
classified and sensitive unclassified National Defense information is not compromised.
An AT/FP plan with a complete listing of site-specific AT/FP measures, linked to a
Force Protection Condition, will be classified, as a minimum, CONFIDENTIAL. When
separated from the AT/FP plan, specific AT/FP measures and Force Protection
Conditions remain FOR OFFICIAL USE ONLY. Handling, storage and control of such
information must comply with the requirements contained in DoD 5200.1-R, Information
Security Program Regulation, and DoD 5400.7R, Freedom of Information Act (FOIA).

4. For additional information on classification and marking of documents generated in
support of AT/FP operations, see the Security Classification Guide contained in Annex
L to this OPORD. Reproduction of this document for local use, or distribution to
subordinate and/or other commands is authorized.

5. This OPORD may be released to NATO member countries on a strict “need to know”
basis. Further distribution outside U.S. government channels by the recipient may not
be made without the express consent of the HQ USEUCOM Special Assistant for
Security Matters.
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6. Based on updated threat assessments, changes in AT/FP doctrine or policies,
and/or revised vulnerability assessments, the existing guidance in this OPORD may be
changed by issuance of Fragmentary Orders (FRAGO), which will be posted in the
Record of Changes.
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RECORD OF CHANGES

CHANGE COPY DATE OF DATE POSTED POSTED BY
NUMBER NUMBER CHANGE
FRAGO 1 #001 08 Mar 2002 | 11 March 2002 HQ USEUCOM ECSM
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08 March 2002
Fragmentary Order (FRAGO) 1 to USCINCEUR ANTITERRORISM/FORCE
PROTECTION OPERATIONS ORDER 01-01, 30 Jun 2001
Effective immediately, this FRAGO will be posted in the Record of Changes to
USCINCEUR AT/FP OPORD 01-01, and the accompanying page changes will
be posted within applicable areas of the OPORD.

1. Table of Contents. Replace Pages v, vi and vii with the attached
corresponding Pages.

2. Basic Order. Replace all Pages in the Basic Order with the attached
corresponding Pages.

3. Annex B and All Appendices thereto. Replace all Pages in Annex B and
Appendices 1 through 5 with the attached corresponding Pages.

4. Annex C. Replace all Pages in Annex C with the attached corresponding
Pages.

5. Annex C, Appendices 1 and 2. Replace all Pages in Appendices 1 and 2 to
Annex C with the attached corresponding Pages.

6. Annex C, Appendix 2, Tabs A and B. Replace all Pages in Tabs A and B of
Appendix 2 to Annex C with the attached corresponding Pages.

7. Annex C, Appendix 5. Replace all Pages in Appendix 5 to Annex C with the
attached corresponding Pages.

8. Annex C, Appendix 5, Tab C. Delete Tab C in its entirety.

9. Annex C, Appendix 7. Replace all Pages in Appendix 7 to Annex C with the
attached corresponding Pages.

10. Annex C, Appendix 7, Tab A. Delete Tab A in its entirety.

11. Annex D, Appendix 1. Replace all Pages in Appendix 1 to Annex D with
the attached corresponding Pages.

12. Annex D, Appendix 2. Replace all Pages in Appendix 2 to Annex D with
the attached corresponding Pages.

13. Annex D, Appendix 2, Tab A. Replace all Pages in Tab A of Appendix 2 to
Annex D with the attached corresponding Pages.
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08 March 2002
Fragmentary Order (FRAGO) 1 to USCINCEUR ANTITERRORISM/FORCE
PROTECTION OPERATIONS ORDER 01-01, 30 Jun 2001
14. Annex D, Appendix 2, Tab B. Delete Tab B in its entirety.

15. Annex D, Appendix 3. Replace all Pages in Appendix 3 to Annex D with
the attached corresponding Pages.

16. Annex F. Replace all Pages in Annex F with the attached corresponding
Pages.

17. Annex J. Replace all Pages in Annex J with the attached corresponding
Pages.

18. Annex M, Appendix 2. Replace all Pages in Appendix 2 to Annex M with
the attached corresponding Pages.

19. Annex M, Appendix 2, Tabs A and C. Replace all Pages in Tabs A and C
of Appendix 2 to Annex M with the attached corresponding Pages.

20. Annex Y. Replace all Pages in Annex Y with the attached corresponding
Pages.

OFFICIAL:

PETROSKY, LTG

CHANGE APPROVED X DISAPPROVED

\\signed\\
C. W. FULFORD, JR.
General, USMC
Deputy Commander in Chief
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USCINCEUR AT/FP OPORD 01-01
ORDER SUMMARY

1. PURPOSE. To establish USEUCOM policy and procedures to enhance
antiterrorism/force protection (AT/FP) readiness. This OPORD fulfills the requirements
contained in DoD Instruction 2000.16, DoD Antiterrorism Standards, to develop and
implement a comprehensive AT/FP program. This document supersedes USCINCEUR
ANTITERRORISM/FORCE PROTECTION Operations Order 99-01.

2. CONDITIONS FOR IMPLEMENTATION. All DoD elements and personnel stationed
or deployed in the theater who are under the force protection responsibility of
USCINCEUR will implement and adhere to the policies, procedures, and standards
contained herein upon the publication of this order.

3. OPERATIONS TO BE CONDUCTED. All DoD elements and personnel governed
by this OPORD will constantly conduct AT/FP operations to enhance the AT/FP
readiness throughout the USEUCOM area of responsibility (AOR).

v
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Table 1 USEUCOM Prescriptive AT/FP Program Standards Quick Reference Guide
for USCINCEUR AT/FP OPORD 01-01
(Also, each of the below listed Standards are addressed in Annex M, Appendix 1)

USEUCOM Prescriptive AT/FP Standard

LOCATION IN USCINCEUR
AT/FP OPORD 01-01:

1. USCINCEUR AT/FP Policy

Basic Order

2. Development of AT/FP standards

Basic Order

3. Assignment of AT/FP Operational
Responsibility

Basic Order & Annex J

4. AT/FP Coordination in Overseas Locations

Basic Order; Annex C, Appendix 1,
Tab A; and Annex C, Appendix 4

5. AT/FP Program Development,
Implementation and Assessment

Basic Order; Annex C

6. Assignment of AT Officers (ATO)

Annex C; Annex M & Annex M,
Appendix 7

7. Application of DoD Terrorist Threat Analysis
Methodology

Annex B, Appendix 2

8. Threat Information Collection and Analysis

Annex B; Annex B, Appendix 1 & 3

9. Threat Information Flow

Annex B; Annex B, Appendix 4 &
Annex C

10. Potential Threat of Terrorist Use of
Weapons of Mass Destruction (WMD)

Annex C, Appendix 3

11. Adjustment of Force Protection Conditions

Annex C, Appendix 2

12. Force Protection Condition Measures
Implementation

Annex C, Appendix 2

13. Force Protection Condition Measures

Annex C, Appendix 2

14. Commanders shall maintain a
comprehensive AT/FP Program

Basic Order; Annex M, Appendix 2

15. Terrorism Threat Assessment

Annex B, Appendix 2

16. AT/FP Risk Assessment Process and
Physical Security Measures

Annex D, Appendix 1
Annex M, Appendix 1

17. Terrorism Incident Response Measures

Annex C; Annex C, Appendix 3

18. Terrorism Consequence Management
Measures

Annex C, Appendix 2, Tab C &
Annex C, Appendix 3

19. Training and Exercises

Annex M, Appendix 2

20. AT/FP Program Review

Annex D, Appendix 1

21. General Requirements for AT/FP Training

Annex C, Appendix 1; Annex M,
Appendix 5

22. Level | AT/FP Awareness Training

Annex C, Appendix 1; Annex M,
Appendix 5

23. AOR-Specific Training Requirements

Annex C, Appendix 1; Annex M,
Appendix 5

24. Level Il AT/FP Officer Training

Basic Order; Annex C, Appendix 1
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USEUCOM Prescriptive AT/FP Standard

LOCATION IN USCINCEUR
AT/FP OPORD 01-01:

& Annex M, Appendix 5

25. Training for High Risk Personnel and High
Risk Billets

Annex M, Appendix 3 & 5

26. Vulnerability Assessments of Installations

Annex M, Appendix 2

27. Pre-deployment AT/FP Vulnerability
Assessment

Annex M, Appendix 5

28. Construction Considerations

Annex D, Appendix 1

29. Facility and Site Evaluation and/or
Selection Criteria

Annex C, Appendix 1 & Annex D,
Appendix 1

30. AT/FP Guidance for Off-installation Housing

Annex D, Appendix 1 & Annex M,
Appendix 1 & 2

31. Executive Protection and Protective
Services

Annex M, Appendix 3

ixX

FOR OFFICIAL USE ONLY




FOR OFFICIAL USE ONLY

(INTENTIONALLY BLANK)

X
FOR OFFICIAL USE ONLY



Change 1, 08 Mar 2002
FOR OFFICIAL USE ONLY

HEADQUARTERS, U.S. EUROPEAN COMMAND
APO AE 09128
30 June 2001

USCINCEUR ANTITERRORISM/FORCE PROTECTION (AT/FP) OPORD 01-01

REFERENCES:

a. Public Law 99-399, Omnibus Diplomatic Security and
Antiterrorism Act of 1986, as amended

b. Public Law 100-24, Section 160, as amended

Public Law 101-246, Section 135, as amended

Section 164 and 1072(2) of Title 10, United States Code
Section 4802 and 4805(A) of Title 22, United States Code

f. DoD and DOS Memorandum of Understanding on Force
Protection On Security of DoD Elements and Personnel In Foreign
Areas, 16 Dec 97

g. DoD Directive 2000-12, DoD Antiterrorism/Force Protection
Program, 13 Apr 99

h. DoD Handbook 2000.12-H, Protection of DoD Personnel and
Activities Against Acts of Terrorism and Political Turbulence, 19 Feb
93 with Change 2

i. DoD Instruction 2000.14, DoD Combating Terrorism Program
Procedures, Jun 94

J.  DoD Instruction 2000.16, DoD Antiterrorism Standards, 14 Jun
01

k. CJCS Instruction 5261.01B, Combating Terrorism Readiness
Initiatives Fund, 1 Jul 01

|. DoD Directive C-4500.51, DoD Non-Tactical Armored Vehicle
Policy, May 87

m. DoD Directive 4500.54, Official Temporary Duty Travel Abroad,
May 91

n. DoD 4500.54-G Foreign Clearance Guide, Europe

0. DoD 4500.54-G, V1 Foreign Clearance Guide, Africa and
Southwest Asia

p. DoD Instruction 5105.57, Procedures for the U.S. Defense
Representative (USDR) in Foreign Countries, Dec 95

g. DoD 5200.8-R Physical Security Program, May 91

r. DoD Directive 5210.84, Security of DoD Personnel at U.S.
Missions Abroad, 22 Jan 92
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s. DoD Instruction 5405.3, Development of Proposed Public Affairs
Guidance (PPAG), 5 Apr 91

t. DoD 8910.1-M, DoD Procedures for Management of Information
Requirements, 30 Jun 98

u. CJCS Manual 3105.03, Joint Reporting Structure Event and
Incident Reports, Jun 98

v. CJCS Instruction 3213.01, Joint Operations Security,
w. Joint Pub 1-07, Doctrine for Public Affairs in Joint Operations

X. Joint Pub 2-01.2, Joint Doctrine, Tactics, Techniques, and
Procedures for Counterintelligence Support to Operations, Apr 94

y. Joint Pub 3-07.2 Joint Tactics, Techniques and Procedures
(JTTP) for Antiterrorism, 17 Mar 98

z. Joint Pub 3-10, Joint Rear Area Operations, Feb 93

aa. Joint Pub 3-10.1, Joint Tactics, Techniques, and Procedures
for Base Defense, 23 Jul 96

bb. Joint Pub 3-54, Joint Doctrine for Operations Security, 24 Jan
97

cc. Joint Service Guide 5260, Service Member’s Personal
Protection Guide: A Self-Help Handbook to Combating Terrorism,
Jul 96

dd. Air Force Instruction 31-210, The U.S. Air Force Antiterrorism
Program, Jul 97

ee. Army Regulation 525-13, The Army Terrorism Counteraction
Program, Jun 92

ff. Marine Corps Order 3302.B, The Marine Corps Antiterrorism
Program, Jun 92

gg. EUCOM Directive (ED) 55-9, Operations Security,
hh. USCINCEUR CONPLAN 0400-96 (S)

ii. Strategic Concept for USCINCEUR Functional Plan 4299-01,
Consequence Management (S/NF)

jl- USCINCEUR Standard Plan 4000, Mar 98
kk. USCINCEUR Policy Letter 00-2, 2 Jan 01
IIl. USCINCEUR Policy Letter 00-3, 2 Jan 01
mm. USCINCEUR Policy Letter 00-4, 2 Jan 01

TIME ZONE USED THROUGHOUT THE ORDER: ZULU
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TASK ORGANIZATION: USCINCEUR-Chief of Mission (COM) Memoranda of
Agreement (MOA) that delineate AT/FP task organization are available to review on the
Secret Internet Protocol Router Net (SIPRNet) via:
http://mww2.eucom.smil.mil/hg/ecsm/MOA/moa.html.

1. SITUATION

a. General. This order fulfills the requirement contained in DoD Standards 2, 5 and
14 of DoDI 2000.16, wherein USCINCEUR s tasked to develop, implement and
maintain a comprehensive Antiterrorism/Force Protection (AT/FP) program. This order
provides guidance for planning, implementation, and execution of the USEUCOM
AT/FP program.

b. Area of Concern
(1) Area of Responsibility (AOR). See USEUCOM Standard Plan 4000.
(2) Area of Interest (AOIl). Countries outside of and non-governmental actors
based outside of the USEUCOM AOR that are involved in activities within and/or have
influence within the AOR.

c. Enemy Forces. See Annex B (Intelligence), and classified Threat Assessments
published under separate cover.

d. Friendly Forces
(1) U.S. CINC-assigned forces
(2) U.S. non-CINC assigned forces
(3) NATO and other coalition forces
(4) U.S. political and diplomatic agencies and personnel
e. Assumptions
(1) Hostile elements may target DoD personnel, supporting personnel, their
families, U.S. installations, and property. Hostile elements may target DoD personnel
or property for political, criminal or other intentions. These hostile elements may be
indigenous to the host nation or may come from third party nations. When DoD
elements and/or personnel deploy on operations or exercises, various hostile elements

may look for opportunities to discredit the United States and/or the host nation, or
simply seek to publicize their cause.
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(2) DoD elements and personnel also may be at risk of harm due to collateral
damage when a hostile element targets personnel or property of a host nation or other
foreign nationals residing in a given host nation.

(3) DoD elements and personnel cannot rely solely on host nation support to
provide necessary force protection.

(4) Terrorist attacks typically will be of brief duration. For example, terrorists will
probably use hit-and-run tactics with little or no warning instead of a prolonged
encounter. Also, terrorists usually will engage in extensive pre-attack surveillance of a
potential target. Implementing security measures to detect this type of activity will
enhance opportunities to disrupt terrorist planning and contribute to thwarting terrorist
attacks.

(5) Implementation of AT/FP design standards will significantly reduce the risk of
catastrophic loss of life when integrated with procedural measures into an overall
installation AT/FP plan. Application of the AT/FP design standards alone will not
prevent injury or loss of life from a determined terrorist group, but will reduce risk
considerably and should be factored into aspects of AT/FP planning. The impact of
incorporating AT/FP design standards into construction projects will be significantly less
than the unnecessary loss of life.

(6) Individuals, groups, or countries opposed to the United States will use
NIPRNet sources to obtain intelligence about the U.S. military. These actors also may
attempt to infiltrate the SIPRNet and NIPRNet to disrupt or destroy information systems.

2. MISSION. On a continual basis, USCINCEUR executes a comprehensive AT/FP
program to provide an appropriate level of safety and security for all DoD personnel,
their family members, materiel, facilities, and equipment within the USEUCOM AOR,
and not otherwise under the security responsibility of the Department of State,
consistent with operational mission accomplishment.

3. EXECUTION

Intent: My intent is to establish a comprehensive and aggressive program to enhance
the security of all DoD personnel, their families, facilities, and property against attack by
terrorist/criminal groups or individuals within our AOR. We will accomplish this by
implementing AT/FP measures designed to: (1) give local commanders operational
control, authority, responsibility and support for force protection matters; (2) deter attack
by any terrorist/criminal element through physical and operational security measures;
(3) ensure intelligence provides early warning of any change in the threat; (4) ensure
that procedures exist to respond to a terrorist attack should it occur; and (5) ensure all
of our personnel understand the threat and their personal responsibilities in combating
terrorism.

4
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a. Force protection is one of my highest priorities. The potential for USEUCOM
forces to be exposed to terrorist activity is real. The elements are present, and given
our current policy of active engagement, the question is not if we will experience an
attack against our forces, but rather when. Thus, every effort must be made to deter
such an attack, and force protection must become one of everyone’s highest priorities.

b. The desired end state for our ongoing AT/FP efforts is a safer environment in
which our personnel can live and conduct their operational mission(s). Our most
diligent efforts may not prevent a determined terrorist attack; however, we will reduce
the opportunity for such an attack and mitigate the effects of an attack should one
occur.

c. Concept of Operations. HQ USEUCOM directs and implements AT/FP
measures for CINC-assigned forces and certain designated non-CINC assigned forces.
HQ USEUCOM coordinates AT/FP activities through the United States Defense
Representative (USDR) with the COM, host nation police, security and military forces.
AT/FP measures and activities protect DoD elements and personnel from civil
disturbances, terrorist/criminal activities, and secure the facilities and equipment under
our command and control. The AT/FP program consists of the following key elements:

(1) Plans, Operations, and Exercises. The development of comprehensive
and executable AT/FP plans for installations and U.S. forces transiting the USEUCOM
AOR; the review and modification of AT/FP plans as required. The incorporation of
AT/FP into all operations and exercises.

(2) Intelligence/counterintelligence. The identification of threats; information
collection; analysis of the threats, and dissemination of threat information and warnings;
application of DoD Terrorist Threat Analysis methodology; and establishment of
Terrorism Threat Levels.

(3) Training and Education. The fostering of awareness, vigilance, and
caution; designation of trained Antiterrorism Officers (ATO); training on how to deal with
hostage and kidnap situations; pre-deployment and AOR specific training; specialized
training for personnel assigned to high-risk positions and billets.

(4) Higher headquarters and locally conducted AT/FP program reviews and
vulnerability assessments/IG inspections/Staff Assistance. The continuing process
of identifying AT/FP program shortfalls and enhancements. Inherent to this process is
the establishment of mechanisms, e.g., AT/FP Working Groups, to assist in the
coordinated development of AT/FP plans, prioritizing requirements, resourcing program
improvements, and resolving AT/FP issues.

(5) Physical Security. Based on risk assessments, those measures designed
to reduce vulnerabilities and provide a baseline AT/FP posture; MILCON
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considerations, the application of advanced technology, and implementation of sound
procedures are essential elements of an effective physical security program.

(6) Terrorist Force Protection Conditions. (This term also is referred to as
simply Force Protection Condition (FPCON), and was formerly known as Threat
Conditions (THREATCON)). Coordinated implementation of Force Protection
Conditions with a mixture of protective measures, tailored to the local environment. A
key feature of this system is the use of Random Antiterrorism Measures (RAM) to
introduce a highly visible element of unpredictability into day-to-day operations and
activities.

(7) Operations Security (OPSEC). Measures directed to protect security of
communications systems, information activities, and personnel integrated into physical
security and personal protection programs by limiting release of critical information
(unclassified and classified) related to operations.

(8) Interagency and interservice cooperation. The sharing of information and
intelligence, resources, and expertise with other U.S. government elements in the AOR.

(9) Terrorist Incident Response Measures. Those planned measures within
each Force Protection Condition designed to respond to a broad range of terrorist
threats (including WMD). The scope and extent of terrorist incident response measures
will be expanded as threat levels and/or Force Protection Conditions increase.
Measures will include the protection of personnel residing off of the installation or site.

(10) Consequence Management Measures. The wide range of emergency
response and disaster preparedness actions designed to mitigate and recover from the
effects of a terrorist attack. The full range of consequence management measures
should include coordination with higher headquarters, other U.S. government agencies,
and/or host nation authorities as appropriate.

(11) Protection of High Risk Personnel and Protective Services.
Specialized measures designed to protect individuals and their families who may be
particularly at risk.

(12) Weapons of Mass Destruction (WMD). Steps to identify the threat of
terrorist use, vulnerability assessments, and mitigation of terrorist use of WMD options.

d. Priority Intelligence Requirements (PIR)

(1) What governments, groups, conditions, or actions pose a threat to the
security and safety of U.S. forces, persons, and/or property within the AOR/AOI?

(2) What governments, groups, and/or individuals supporting or engaging in
terrorism intend to conduct operations against our personnel or facilities? What are
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their motives, tactics, techniques, and procedures for supporting and/or carrying out
terrorist operations? Under what conditions can/will they strike and what disincentives
exist that constrain anti-U.S. terrorist groups and states from attacking? What
indigenous or domestic terrorist issues pose an indiscriminate threat to our personnel?

(3) What countries, organizations or groups possess or are attempting to
possess Weapons of Mass Destruction (WMD)? What are their objectives and targets?
Which have the capability or technical expertise to produce WMD? Which have
provided WMD or related equipment to others? What is the C3I profile? What
situations could lead to WMD employment?

e. Tasks and Responsibilities
(1) USCINCEUR

(a) Establish command policies and an AT/FP program for the protection of
all assigned and attached forces, and DoD elements and personnel for whom the CINC
is assigned security responsibility by a country specific MOA pursuant to the DoD/DOS
Universal MOU, reference (f). This includes family members, resources, and facilities.
The AT/FP program shall include specific prescriptive standards derived from DoDI
2000.16, reference (j), that address specific terrorist threat capabilities and geographic
settings.

(b) In accordance with the delegation of authority from SECDEF to
USCINCEUR in DoDD 2000.12, reference (g), and in addition to USCINCEUR’s
normal exercise of COCOM and OPCON over assigned forces, USCINCEUR shall
exercise TACON (for force protection) over all DoD elements and personnel (including
their family members) within the AOR, except those for whom the COM retains security
responsibility. The CINC’s exercise of TACON (for force protection) applies to all DoD
personnel in this category (and listed in Annex B of each CINC-COM MOA) assigned
to, attached to, or transiting through the USEUCOM AOR. TACON (for force
protection) enables the CINC to order implementation of AT/FP measures and to
exercise the security responsibilities outlined in any CINC-COM MOA concluded under
the terms of reference (f). TACON (for force protection) authorizes the CINC to
change, modify, prescribe, and enforce AT/FP measures for all covered forces.

(c) Establish and maintain USCINCEUR’s Operations Security (OPSEC)
program to include publishing Critical Information and Essential Element of Friendly
Information (EEFI) in accordance with CJCSI 3213.01, reference (v). USCINCEUR'’s
EEFI provides overall OPSEC guidance concerning the critical classified and
unclassified information that must be protected for USEUCOM to develop full spectrum
AT/FP.

(d) Coordinate with each COM in the USEUCOM AOR to identify all non-
CINC assigned forces. In coordination with the COM, review the AT/FP status of all
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DoD elements and personnel under the security responsibility of a COM within the
USEUCOM AOR. These reviews may be conducted by the appropriate USDR with the
results reported to HQ USEUCOM. In instances where AT/FP can be more effectively
provided through the CINC, identify these forces as being the responsibility of the CINC
in a country specific MOA, pursuant to reference (f).

(e) Assess and review the AT/FP programs of all DoD elements and
personnel under the security responsibility of the CINC within the AOR. These
assessments may be conducted by Service component commands or other
subordinate commands reporting to the CINC. Relocate forces as necessary and
report to SECDEF via CJCS such pertinent actions taken for force protection.

(f) Consistent with DoDD 5210.84, reference (r), and the Universal MOU,
reference (f), serve as the DoD point of contact with host nation officials on matters
involving AT/FP policies and measures.

(g) Provide updates to the DoDD 4500.54, references (m), (n) and (o),
stating command travel requirements and theater entry requirements.

(h) Develop policies to fulfill AT/FP training in accordance with references
(n) and (0). Develop procedures to require personnel traveling to and within the AOR
comply with references (m), (n) and (0). Make unclassified security advisories in effect
at time of travel available to personnel. Require that all DoD personnel and family
members scheduled for permanent change of station to foreign countries receive
appropriate AT/FP training prior to their departure, in accordance with DoDI 2000.16,
reference (j).

(i) In coordination with the Secretaries of the Military Departments,
Chairman of the Joint Chiefs of Staff, and the Directors of the Defense Agencies,
address AT/FP considerations when establishing tour lengths and determining whether
restrictions should be placed on accompanying family members for personnel assigned
to overseas activities. Submit recommendations to the ASD(FMP).

() ldentify the requirements necessary to achieve suitable AT/FP readiness
for each activity for which USCINCEUR has AT/FP responsibility. Work with other
CINC, Defense Agency and Service component command executive agents as well as
the USDR to satisfy these requirements in accordance with Planning, Programming,
and Budgeting System (PPBS) procedures.

(k) Establish command relationships and policies for all DoD elements and
personnel for whom the CINC has security responsibility to ensure effective
mechanisms are in place to protect and defend against terrorist attack. Periodically
reassess the appropriateness of command relationships of existing Joint Task Forces
(JTF) and Combined Task Forces (CTF) to ensure adequate AT/FP measures are in
place.

8
FOR OFFICIAL USE ONLY



Change 1, 08 Mar 2002
FOR OFFICIAL USE ONLY

(1) Identify and disseminate to the force providers area specific pre-
deployment AT/FP training requirements that all personnel must complete before arrival
in theater. Provide these training requirements to the Services and Defense Agencies
for all DoD personnel and family members scheduled for permanent change of station
or temporary duty to the theater. Ensure all personnel assigned or attached to HQ
USEUCOM receive appropriate AT/FP training.

(m) Assess the terrorist threat for the theater in accordance with DoDD
2000.12, DOD 2000.12-H and DODI 2000.16, references (g), (h) and (j). Provide threat
assessment and threat warning information to all DoD elements and personnel within
theater as well as those scheduled to transit or deploy to the theater. On the basis of
the threat assessment, identify and designate those incumbents of high-risk billets and
spouses requiring AT resident training for positions not subordinate to a component
commander. Notify the Service to which the incumbent is assigned of such
designations, and as appropriate, code the high-risk billets to require this training prior
to the incumbents arrival.

(n) Keep subordinate commanders and COMs informed of the nature and
degree of the threat. Ensure all subordinate commanders and USDRs are prepared to
respond to threat changes and rapidly transition to higher Force Protection Conditions
when appropriate. Ensure the COMs are fully and currently informed of any liaison
activities relating to the security of DoD elements and personnel.

(o) Ensure Force Protection Conditions are uniformly implemented and
disseminated as specified by DoDD 2000.12, DoD 2000.12-H, and DoDI 2000.16,
references (g), (h) and (j).

(p) Provide a representative to the DoD AT Coordinating Committee (ATCC)
and its subcommittees, as required, and to the DoD Worldwide AT Conference.

(q) Ensure a capability exists to collect, evaluate, and disseminate all
relevant data on terrorist activities, trends, and indicators of imminent attack.

(r) For unanticipated emergency AT/FP requirements that the Services
cannot fund, forward requirements to the Joint Staff in accordance with CJCSI
5261.01B, reference (k).

(2) Service Component Commanders

(a) Establish and maintain OPSEC program, to include Critical Information
and EEFI in accordance with ED 55-9, reference (hh). EEFI provides commander’s
overall operations guidance on what critical information needs to be protected, and is
critical in providing a comprehensive AT/FP program.
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(b) Designate and report to HQ USEUCOM/ECSM appropriate points of
contact for planning, coordinating, and implementing all programs and initiatives related
to AT/FP.

(c) Implement DoD, Service unique, and USEUCOM AT/FP policies and
standards. Inform HQ USEUCOM/ECSM if any conflicts exist between Service unique
AT/FP policies/standards and those policies/standards in this OPORD.

(d) Develop internal plans and policies to address AT/FP issues and
requirements, as required. Service component commands may use existing plans to
implement AT/FP programs. However, Service component commands must ensure
that all requirements of this OPORD are incorporated.

(e) Require each subordinate installation or base, as well as deployed/stand
alone units (e.g., battalion/squadron/ship) to assign in writing a commissioned officer,
senior non-commissioned officer, or DoD civilian staff officer to be the Antiterrorism
Officer (ATO). This individual will function as the commander’s subject matter expert
and advisor on AT/FP issues. The ATO responsibility may be a collateral or additional
duty. Smaller units (e.g., company, flight, detachment) must also meet this requirement
when deploying without their higher headquarters, unless deploying as a subordinate
element to a unit that will have an ATO. Ensure this individual is trained to employ
methods to reduce risk or mitigate the effects of a terrorist attack. The ATO is also
responsible for AT/FP training and awareness within the unit. Based on the nature of
the mission and the threat level, ensure units deploy the ATO early in the deployment
flow of an operational mission or exercise. The ATO will conduct, supervise, assess,
and report AT/FP operations as required.

(f) Gather, analyze, and disseminate terrorist threat information, giving
particular emphasis to the rapid dissemination of terrorist threat warnings. Ensure all
subordinate and/or supporting units report information on individuals, events, or
situations that could pose a threat to the security of DoD personnel and resources.

(g) Develop and implement a process, based on terrorist threat information
and/or guidance from higher headquarters, to raise or lower Force Protection
Conditions. Ensure that procedures and measures for transitioning from one Force
Protection Condition to another are widely disseminated and implemented. Require
any changes in Force Protection Condition status to be rapidly transmitted to all DoD
elements and personnel within the affected area as well as through the chain of
command via OPREP reporting channels.

(h) Provide required resources for AT/FP requirements through Service
funding channels or those of the appropriate parent command in the case of elements
and personnel assigned to other CINCs or Defense Agencies.
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(i) Provide HQ USEUCOM/ECSM with a listing of all unfunded AT/FP
requirements that meet CJCSI 5261.01B criteria, including a priority rank ordering of the
items and results of the Service or parent command funding process (see Annex D,
Appendix 3) NLT 1 Feb and 1 Oct of each year. Service component commands shall
use the USEUCOM Vulnerability Assessment Management Program (VAMP) to
assemble this data and prioritize their input (see Annex M, Appendix 2, Tab A).

(1) When directed, assume responsibilities as the lead Service component
command for AT/FP of designated joint use facilities, exercises, and/or operations.
Further, Service component commanders shall identify AT/FP lines of responsibility for
units, activities and facilities under their command to include all elements designated by
CINC-COM MOA and accompanying matrix as being under the AT/FP responsibility of
the Service component commander.

(k) Conduct a comprehensive review of the command’s AT/FP program and
plans at least annually to facilitate enhancements and ensure compliance. For the
same purpose, conduct annual AT/FP program reviews of those immediate
subordinates in the chain of command. Require such reviews of their own AT/FP
program and those of subordinates to be conducted by commanders at all levels at
least annually. For deployed units on a less than 12-month rotational cycle, an AT/FP
program review will be conducted shortly after the unit arrives in the AOR; this
requirement may be satisfied by either a self-evaluation or higher headquarters
program review.

() Ensure a higher headquarters vulnerability assessment (VA) of all
subordinate commands and activities is conducted periodically with the frequency
based on the current Terrorism Threat Level and/or rotation cycle, but no less than
once every 3 years. Ensure this assessment meets all the requirements as stated in
USEUCOM Prescriptive AT/FP Program Standard 26 (see Annex M, Appendix 1). In
addition, ensure the team that conducts this assessment has the requisite expertise to
evaluate all required areas (see Annex M, Appendix 2).

(m) Coordinate with HQ USEUCOM/ECSM the execution of any Service,
Joint Staff Integrated Vulnerability Assessment (JSIVA), or other higher headquarters
vulnerability assessment scheduled for commands and activities under the force
protection responsibility of the Service component command. In addition, Service
component commands should send a representative to accompany JSIVA or Service
teams.

(n) Notify ECSM as soon as possible when scheduling and executing any
off-cycle vulnerability assessments (e.g., commander-directed, installation requested).
Report the results of all vulnerability assessments to ECSM using the USEUCOM
VAMP on the SIPRNet. Ensure those areas that fail to meet DoD and/or USEUCOM
standards for AT/FP are identified; use the reporting criteria and time lines specified in
Annex M, Appendix 2.
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(o) Monitor the USEUCOM VAMP to ensure the accuracy of the information
loaded into the system (see Annex M, Appendix 2, Tab A).

(p) Ensure the USEUCOM VAMP is updated when changes occur. Inputs
to the VAMP database must include status of action, compensatory (interim) measures,
and any changes to estimated completion dates. Specifically identify any
recommendations regarding identified vulnerabilities the commander has elected not to
implement, with rationale; otherwise provide the status of action being taken to correct
the identified vulnerabilities.

(q) Based on an assessment of the threat, identify and designate those
incumbents of high-risk billets and spouses requiring AT resident training. Approval
authority for such designations will not be delegated below the Service component
commander/deputy commander level. Notify the command providing the incumbent of
such designations, and as appropriate, code such billets to require this training prior to
the incumbents arrival.

(r) Prior to the deployment of any forces within the AOR or into another
CINC's theater, ensure that personnel deploying conduct required pre-deployment
AT/FP planning and training, and comply with all applicable instructions for AT/FP
requirements.

(s) Establish a policy to govern unofficial group travel by military service
members, DoD civilian employees, and family members of DoD personnel. This policy
and associated program should be designed to preclude command authorized private
organizations such as spouse clubs, ski clubs, or youth organizations from inadvertently
planning trips to countries where the security threat poses substantial risks to American
citizens. The policy should be widely disseminated and applicable to all DoD elements
and personnel under the force protection responsibility of the Service component
command, to include Defense Agencies and other tenant organizations. Program
requirements should address as a minimum the following:

(1) Disseminating Information. Although the Department of State
publishes travel advisories, that information may be unknown or unavailable to these
groups. This information, as well as local Force Protection Conditions, should be made
available for review by private organizations as a starting point for their travel planning.

(2) Monitoring Travel. After putting into place an effective system for
disseminating information related to potential threats, procedures must be established
to monitor travel of the command authorized private organizations. Constant education
regarding AT/FP policies and potential threats is absolutely essential.

(3) Prohibiting Travel and the "No Double Standard"”. In cases of
credible, specific and non-counterable threats, prohibiting such travel may be
appropriate. Finally, adherence to the "No Double Standard” rule must be included as
part of the program and clearly articulated in policy (see Annex B, Appendix 2).
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(t) Participate in the USEUCOM Joint Antiterrorism Working Group (JAWG)
and in the General/Flag Officer Antiterrorism Steering Group (GOASG).

(3) HQ USEUCOM Directors and Special Staff Chiefs
(a) Participate in the GOASG.

(b) Provide membership to the Threat Working Group (TWG) with the
appropriate background and expertise. Directorate (ECJ1-ECJ6) representatives must
be Level Il AT/FP trained, and other staff element representatives are encouraged to
attend this training.

(c) Additional staff directorate responsibilities are outlined in Annex C and
others as applicable.

(4) HQ USEUCOM Special Assistant for Security Matters (ECSM). This
office is a special staff element and principal staff advisor to the CINC on AT/FP in the
USEUCOM AOR and reports to USCINCEUR through the Chief of Staff and the Deputy
USCINCEUR. As a special staff element, ECSM provides a direct and quick channel
on all matters relating to AT/FP into the USEUCOM command group. ECSM
responsibilities are enumerated in Annex C. ECSM has coordinating authority to:

(a) Ensure implementation and enforcement of DoD and USCINCEUR
standards and policies for AT/FP .

(b) Assist commanders and USDRs to resolve AT/FP issues.

(c) Develop a prioritized, theater master plan for vulnerability assessments
of all DoD sites and activities; provide guidance and assistance to JSIVA teams,
Service component commands, and any other appropriate agencies in the execution
and standardization of vulnerability assessments.

(d) Coordinate the establishment of minimum Force Protection Conditions
by Service component commanders and/or USDRs, and monitor Force Protection
Condition status by country, region, installation, and activity.

(e) Coordinate host nation AT/FP support at the federal/national level,
through the USDR and COM, as appropriate.

(f) As proponent of this OPORD, coordinate its review with Service
component commands and the USEUCOM staff on an annual basis.

(@) Through the appropriate USDR, coordinate the development of a force
protection MOA with the COM of each country in the USEUCOM AOR. Conduct
periodic reviews of these MOAs, to include the coordination required to update listings
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of DoD elements and personnel in Annexes A and B of the MOA, as required by the
DoD/DOS Universal MOU, reference (f).

(5) U.S. Defense Representatives (USDR). Function as the single point of
contact for AT/FP matters for all DoD elements and personnel under the security of the
COM (see Annex C, Appendix 4).

(6) Joint Task Force/Combined Task Force (JTF/CTF) Commanders

(a) Execute AT/FP responsibilities for all forces assigned, attached, or
placed under the authority of the JTF/CTF commander (TACON for force protection) by
USCINCEUR Coordinate AT/FP issues through the chain of command with ECSM, the
appropriate USDR, and/or the host command/installation, as required.

(b) Retain OPCON for force protection of all DoD forces assigned or
attached to the JTF/CTF and exercise TACON for force protection over all DoD forces
deployed in support of the JTF/CTF. Execute inherent responsibilities of command for
protection of forces placed under OPCON and/or TACON to the JTF (U.S. forces in the
case of a CTF). USCINCEUR must approve any exceptions to retaining OPCON
and/or TACON of deployed forces.

(7) Parent Command Headquarters

(a) Ensure all subordinate DoD elements and personnel who enter the
USEUCOM AOR and have been placed under the OPCON or TACON of USCINCEUR
comply with the AT/FP requirements of USCINCEUR and any Service component or
other subordinate command exercising OPCON or TACON for force protection under
the authority of USCINCEUR.

(b) Ensure all DoD elements and personnel deployed to the USEUCOM
AOR are familiar with all requirements of this OPORD, particularly the pre-deployment
AT/FP requirements listed in Annex C, Appendix 1.

(c) Coordinate with the USEUCOM host command to ensure AT/FP
responsibilities are assigned. If deploying forces are non-CINC assigned and will be
the responsibility of the COM, coordinate with the appropriate USDR to ensure that
AT/FP responsibilities are assigned and clearly understood. The authority responsible
for AT/FP (either the COM or USCINCEUR) must be explicitly stated in all travel orders.

(d) Provide funding to satisfy AT/FP requirements for units and personnel
deployed to USEUCOM AOR.

(e) Report any forces, units, or personnel deploying to USEUCOM AOR to
HQ USEUCOM/ETCC and ECSM via message.
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(f) Coordinate with HQ USEUCOM/ECSM prior to conducting any Service,
Defense Agency, or other AT/FP vulnerability assessment scheduled for non-CINC
assigned activities/facilities. This coordination must also include the Service
component command who is responsible for AT/FP at the affected activity/installation.
Provide final assessment reports to HQ USEUCOM/ECSM and the appropriate Service
component command.

(8) All supporting CINCs, Services, Defense Agencies, and the Joint Staff.
Coordinate all AT/FP initiatives and issues having an impact upon DoD elements and
personnel within the USEUCOM AOR with HQ USEUCOM/ECSM. Ensure subordinate
elements rapidly report Force Protection Condition changes and terrorist threat
information to HQ USEUCOM/ECSM and all USEUCOM activities impacted by the
change or information.

(9) All Theater Clearance Authorities

(a) Ensure AT/FP responsibility is stated in all theater clearances granted
for DoD elements and personnel deploying to the USEUCOM AOR.

(b) Verify that required AT/FP training has been or will be accomplished
prior to arrival in theater, and ensure that the authority responsible for AT/FP (either the
COM or USCINCEUR) is explicitly stated in all travel orders. If these requirements are
not satisfied, theater clearance should be denied.

e. Coordinating Instructions

(1) Commanders at all levels are responsible for force protection of units,
activities, and facilities under their command to include those designated by CINC-COM
MOA as being under the security responsibility of the commander. These
responsibilities and relationships will be detailed in the CINC-COM MOA and the
accompanying matrix, which shows AT/FP lines of responsibility. These documents are
available on the USEUCOM Force Protection homepage and serve as the formal
delegation of TACON for force protection from USCINCEUR to subordinate
commanders. Further delegation to establish a clear line of responsibility through the
chain of command to the installation/unit level should be accomplished by component
commanders and their subordinates, as appropriate.

(2) Commanders must be proactive in the AT/FP business—commanders must
study the AT/FP assessments and then visit the installations under their command.
They must fix what they can and elevate items that cannot be solved at their level.
Commanders must approach force protection enhancement efforts in the following
manner:
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(a) Do not “sit on” issues that become bogged down due to policy or
bureaucratic red tape. Local commanders need to elevate through the chain of
command until resolved.

(b) Elevate issues that are blocked due to diplomatic impasses (host nation
support) up the chain of command. If not resolved, USCINCEUR will formally notify the
ambassador and SECDEF of the problem.

(c) When there are apparent resource limitations, first, be realistic about the
nature of the problem; costs and financial requirements need to meet the common
sense test. Second, elevate the total (prioritized) bill up the chain of command while
working interim measures to fix the problem.

(3) Commanders must ensure AT/FP issues are fully integrated in determining
their command’s OPSEC Critical Information and EEFI. Operations and AT/FP
personnel need to cooperate fully in analyzing and evaluating operational risk.

(4) Itis imperative that military organizations in a given country and the COM
closely coordinate all AT/FP and security matters. Issues should be elevated up the
chain of command to the appropriate level (normally, the Service component command
headquarters or USEUCOM) specified in the terms of reference, OPORD governing the
mission, or this OPORD prior to affecting direct coordination with the COM. This does
not preclude direct communication when circumstances require immediate action. The
USDR is the conduit to the COM for all such coordination. In conjunction with ECJ4
(only for the USDR in Turkey) and ECJ5, ECSM is the conduit between the USDR and
USCINCEUR for the coordination of AT/FP issues. This does not preclude direct
liaison between the USDR and other DoD agencies; however, ECSM involvement will
facilitate resolution of AT/FP issues.

(5) DoD personnel who are under the security responsibility of the COM must
meet standards developed by the DOS Overseas Security Policy Board (OSPB). When
these DOS standards provide insufficient guidance for protection of DoD personnel, HQ
USEUCOM ECSM and the USDR will work with the COM to augment the DOS security
standards. The conflict resolution procedures in DoD Directive 5210.84, reference (r),
will be applied to resolve any questions regarding the applicability of DOS and/or DoD
security standards. HQ USEUCOM will use DoD/USEUCOM standards to conduct DoD
required reviews of the AT/FP status of DoD activities and personnel under the security
responsibility of the COM.

(6) To facilitate execution of this OPORD, existing MOUs/MOAs, Command
Arrangements Agreements (CAAs) and other relevant agreements should be reviewed.
When appropriate, such agreements will contain a reference to this OPORD.
Agreements between USEUCOM subordinate commands and in-country agencies to
facilitate the execution of this order are authorized.
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(7) Installation/activity commanders are required to take appropriate action to
execute AT/FP programs for all personnel and activities under their command. In
addition, local host-tenant agreements should be executed to specify both command
relationships as well as AT/FP support and funding arrangements for each tenant
element (whether CINC or non-CINC assigned).

(8) Service component commanders, JTF/CTF commanders, Direct Reporting
Unit (DRU) commanders, and USDRs will report cases where the implementation of
AT/FP guidance in this Order will adversely impact or significantly hamper
accomplishment of their assigned duties. Waivers will be considered if compliance with
the AT/FP standard at a particular installation, site or facility will adversely affect
mission accomplishment, unacceptably affect relations with the host nation, exceed
local capabilities, or require substantial expenditure of funds at a location where forces
will be removed or relocated in the near future. (For additional information on
processing waiver requests, see Annex D, Appendix 1.)

4. ADMINISTRATION AND LOGISTICS

a. Scheme of Support. USCINCEUR will exercise Directive Authority for Logistics
(DAL) over USEUCOM assigned forces. USCINCEUR will issue directives as required
to subordinate commanders to ensure effective operations execution, operational
economy, and to avoid duplication. Service component commanders will provide
logistics support to assigned, augmenting, and supporting units/Agencies/Services in
accordance with Service directives and procedures.

b. Logistics. Service component commanders must be prepared to assume
responsibility as lead component for logistics support at designated joint use facilities,
during exercises/operations as directed. AT/FP logistics shortfalls should be reported
to HQ USEUCOM ECJ4-JLOC. See Annex D.

c. Personnel. Personnel accountability is a major AT/FP issue. Service
component commanders, JTF/CTF commanders, and Direct Reporting Unit (DRU)
commanders, and USDRs must stress the importance of personnel accountability
during all operational missions, exercises, TDY/TAD deployments, and day-to-day
operations.

d. Public Affairs. See Annex F.

e. Physical Security. See Annex M.

f. Medical Services. See Annex Q.

g. Reports. Refer to Annex B, Appendix 3 and Annex C, Appendix 2.
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h. Administration. This OPORD supercedes USCINCEUR AT/FP OPORD 99-01.
The Glossary contained in Annex Y lists definitions of terms and acronyms.

5. COMMAND AND CONTROL

a. With an AOR comprised of 91 countries, USEUCOM is unique among the Unified
Commands, and management of AT/FP efforts from the headquarters in Germany
presents many diverse challenges. Exacerbating the effort is the complicated
command structure in the AOR, with deployed USEUCOM operational forces, security
assistance activities, and numerous stovepipe organizations often functioning in the
same vicinity. The SECDEF has issued guidance and direction in DoDD 2000.12,
reference (g), to streamline the structure for AT/FP purposes by giving USCINCEUR
TACON (for force protection) over all DoD personnel (and their dependents), except
those for whom the COM retains security responsibility.

b. In the development of CINC-COM MOASs, there are several principles that apply
in determining who should have security responsibility over DoD elements and
personnel in country.

(1) Force protection is an inherent responsibility of command. The commander
on the ground must aggressively implement all reasonable measures to ensure the
force protection of the members of his/her command.

(2) The Chief of Mission has the ultimate responsibility for non-CINC assigned
forces, and the CINC has the ultimate responsibility for CINC assigned forces.
However, under the terms of the DoD/DOS Universal MOU, reference (f), the COM and
CINC may agree to change operational security responsibility based on:

(a) Whether the COM or CINC forces are better situated to provide force
protection coverage for the element or personnel in question.

(b) The organic force protection capabilities of the element or personnel in
question.

(c) Given the above factors, the type of mission (does it support the COM or
the CINC).

c. Essentially, all DoD elements and personnel in the AOR fall under one of the
following categories:

(1) CINC Assigned Forces and DRUs. All Service component command
forces fall under the command of USCINCEUR through a component commander, a
JTF commander, or the senior U.S. military official within a CTF. This includes
COCOM, OPCON, or supporting units specifically deployed with, or in support of
operations or exercises conducted by USEUCOM through its components and/or
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JTF/CTF. USCINCEUR also is responsible for the force protection of DRUs, for
example, Medical Flags (MEDFLAG). USCINCEUR will provide support for these
forces using the best means available. Unless otherwise specified in the CINC-COM
MOA, USCINCEUR retains full authority and responsibility for the protection of both
CINC assigned forces and DRUSs, regardless of location or mission. All theater
clearances and TDY/ deployment orders must clearly indicate whether USCINCEUR or
the COM is responsible for force protection, and specify local force protection contacts
at the TDY site, as required by the DoD/DOS Universal MOU, reference (f).

(2) DoD Elements and Personnel under the security responsibility of COM.
In the absence of a CINC-COM MOA, the COM is responsible for the security of all
United States Government (USG) personnel on official duty in a given country in the
USEUCOM AOR, other than those DoD elements and personnel under the command
of USCINCEUR, as specified in Public Law, references (a) through (e). Per the
DoD/DOS Universal MOU, reference (f), DoD elements under a COM include the
Defense Attaché Offices, U.S. Marine Security Guards, and Offices of Defense
Cooperation (ODC). When a CINC-COM MOA is in effect, those DoD elements and
personnel listed in Annex A of the MOA are under the security responsibility of the
COM. The USDR is the primary military member responsible for coordination with the
COM and Regional Security Officer (RSO) in each country for security issues for each
of these elements and personnel. The USEUCOM AT/FP program does not usurp the
COM authority and responsibility for security, but rather facilitates and assists the COM
and RSO in this task.

(3) Non-CINC Assigned Forces. Certain non-CINC assigned forces, "stove
piped" organizations representing various DoD agencies and activities, may fall under
USCINCEUR for force protection. On a case-by-case basis, USCINCEUR may assume
responsibility for force protection of DoD elements and personnel assigned or attached
to various other operations or missions such as those under the United Nations (UN) or
North Atlantic Treaty Organization (NATO). Normally, the AT/FP responsibility for these
forces and individuals will be based on geographic location. The authority (either the
CINC or COM) who is best situated to provide force protection support, oversight, and
command & control will do so.

(&) In most circumstances, the Service component command (the lead
component responsible for force protection) at a given location (e.g., installation, facility,
or encampment) in the USEUCOM AOR will be responsible for non-CINC assigned
forces deployed to or stationed at that same location.

(b) Under the provisions of an MOA between USCINCEUR and the COM for
a given country, the appropriate USDR may be responsible for coordinating AT/FP for
certain forces listed in Annex B of the MOA. The USDR will coordinate any additional
support requirements necessary to accomplish this task through ECJ2, ECJ4 (only for
Turkey), and ECJ5 with ECSM.
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(c) Situations may arise where DoD elements or personnel in a given
country are not listed explicitly in a given MOA or CAA, due to exercises, TDYs, or in-
transit status. Thus, all theater clearances and TDY/deployment orders must clearly
indicate whether USCINCEUR or the COM is responsible for force protection.

d. SECDEF has granted USCINCEUR Tactical Control (TACON) for force
protection over those Non-CINC assigned elements and personnel for whom the
USCINCEUR is responsible through the execution of a CINC-COM MOA. USCINCEUR
generally will delegate this authority to the appropriate subordinate commander who is
best positioned to provide AT/FP support and oversight. TACON for force protection
consists of the following authority:

(1) Enables USCINCEUR, or designated representative, to order
implementation of force protection measures and to exercise authority over all security
programs governed by the DoD/DOS Universal MOU and respective CINC-COM MOAs.

(2) Authorizes USCINCEUR, or designated representative, to change, modify,
prescribe and enforce force protection measures for all DoD elements and personnel
under the CINC for force protection. TACON for force protection includes the authority
to inspect/assess security requirements, to direct DoD activities to identify the
resources required to correct deficiencies, and to submit budget requests to parent
organizations to fund identified corrections.

(3) USCINCEUR also may direct immediate force protection measures
(including temporary relocation and departure) when, in his judgment, such measures
must be accomplished without delay to ensure the safety of the DoD elements or
personnel involved.

e. Individuals Assigned to NATO Billets

(1) Individuals are either on temporary duty with, or permanently assigned to,
the U.S. Military Delegation to NATO. The NATO International Military Staff, SHAPE,
and other such NATO billets fall under the security responsibility of the COM for the
country where they are permanently assigned. The CINC and COM can agree to
transfer force protection responsibility through a CINC-COM MOA.

(2) Through the execution of a CINC-COM MOA, whenever the CINC accepts
responsibility over individuals assigned to NATO billets within a particular NATO
element, he will delegate TACON for force protection to an appropriate local
commander, normally through a Service component command.

(3) The appropriate command will coordinate AT/FP requirements with the most
senior individual assigned to the NATO element in question. This senior individual will
act as the representative for all other DoD personnel assigned to the NATO element in
guestion. This representative will coordinate any AT/FP issues and requirements
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through his/her NATO chain of command. If issues arise where local command (a
command having force protection responsibility for individuals assigned to NATO billets)
AT/FP requirements come into conflict with a NATO element’s requirements, every
effort will be made to resolve locally any incompatibilities having an adverse impact on
force protection. If unsuccessful, the representative should raise the incompatibilities
through the appropriate chain of command for resolution.

f. DoD Elements or Personnel Assigned to NATO Organizations. U.S. forces
assigned to NATO are first assigned COCOM or OPCON to USCINCEUR. These
forces are then assigned NATO OPCON to NATO commanders through the transfer of
authority (TOA) process. Whenever placed under the command and control of NATO,
U.S. forces have two chains of authority/responsibility with respect to force protection.
It is incumbent upon the U.S. commander of these forces to implement U.S.
(DoD/USEUCOM) AT/FP standards.

(1) USCINCEUR has delegated OPCON of U.S. forces to component
commanders, who may further delegate to subordinate commanders. Thus, the local
commanders have AT/FP responsibility for those forces. U.S. commanders, under the
command and control of NATO, are still required to follow all applicable U.S. rules and
regulations pertaining to force protection for their personnel.

(2) As NATO commanders, the U.S. commanders have NATO OPCON (similar
to U.S. TACON) of their forces, and thus, have the authority to accomplish specific
tasks that are usually limited by function, time and/or location; to deploy the units
concerned; and to retain or assign tactical control of those units. NATO OPCON does
not include the authority to assign separate employment of components of the units, nor
does it include administrative or logistic control.

(3) U.S. commanders who are dual-hatted as NATO commanders must follow
USCINCEUR rules and regulations pertaining to force protection for OPCON of U.S.
units. To the extent it is consistent with USCINCEUR requirements, dual-hatted
commanders should provide the force protection required by NATO for NATO OPCON
units. When these two sets of requirements are incompatible, dual-hatted commanders
have the responsibility to implement the standards that provide the greatest security for
U.S. forces consistent with mission accomplishment. In addition, every effort will be
made by commands to resolve locally any incompatibilities having an adverse impact
on force protection. If unsuccessful, raise the incompatibilities through the appropriate
chains of command (both NATO and U.S.) for resolution.

g. DoD Contractors. By law and under current DoD policy, force protection
responsibility for U.S. citizens (to include DoD contractors, their employees, and their
family members) rests with the contractor. DoD has no legal obligation for AT/FP of
DoD contractors or contractor employees unless specific language is included in the
contract. Contractor employees, who live or work on U. S. installations, by virtue of
their location, benefit from some of the same security measures provided to service
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members. However, contractor employees who work off base or who reside on the
local economy do not receive these indirect benefits and thus must provide for their
own security. In accordance with DoDD 2000.12, reference (g), and at no cost to the
U.S. government, DoD contractors within the USEUCOM AOR will:

(1) Affiliate with the DOS-sponsored "Overseas Security Advisory Council”
(OSAC). OSAC provides to its members threat information and training materials for
use by the contractor in developing a training program for employees. The phone
number for information on OSAC at DOS is 202-663-0533.

(2) Ensure that contractor employees who are U.S. nationals register with the
U.S. Embassy in the country where they work. This action will place the contractor on
the embassy warden system for quick receipt of threat information. Third country
national employees must comply with the requirements of the embassy of their
nationality.

(3) Provide AT/FP awareness information to their employees (before travel
outside of the U.S.) commensurate with the information DoD provides to its military,
DoD civilians and families (to the extent such information may be made available).

(4) Comply with the requirements set forth in DoD Directive 4500.54 (references
(m), (n) and (0)) prior to travel outside of the U.S.

h. Implementing Instructions. This OPORD is effective immediately, and will be
updated as required by USCINCEUR Fragmentary Orders (FRAGO). Service
component commanders, CTF/JTF commanders and others reporting directly to
USCINCEUR will prepare implementing instructions for this OPORD within 45 days of
its published date. A copy of these implementing directives will be forwarded to HQ
USEUCOM ECSM.
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JOSEPH W. RALSTON
General, USAF
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ANNEX B (INTELLIGENCE) TO USCINCEUR AT/FP OPORD 01-01

REFERENCES:

a. Unified Command Plan (UCP), 29 Sep 99,
http://mww1.eucom.smil.mil/ecj5/j5 plans/natoplans/ucp99.pdf|

b. Secretary of Defense Memorandum, 21 Dec 00, Subject:
State-DoD Memorandum of Understanding on Security of DoD
Elements and Personnel.

c. Executive Order 12333, 4 Dec 81, United States Intelligence
Activities

d. Presidential Decision Directive/NSC-24, US Counterintelligence
Effectiveness, 3 May 94 (S)

e. Memorandum of Agreement Between the Central Intelligence
Agency and the Department of Defense Regarding
Counterintelligence Activities Abroad, 3 Feb 95

f. Director of Central Intelligence Directive (DCID) 4/1, 1 Oct 86,
U.S. Government Defector Program (S-NOFORN)

g. DCID 5/1, 19 Dec 84, Espionage and Counterintelligence
Activities Abroad (S-NOFORN)

h. JCS Publication 2-01.2, 4 Apr 94, Joint Doctrine, Tactics,
Techniques, and Procedures for Counterintelligence Support to
Operations (S-NOFORN-WNINTEL)

i. DoD Directive 5100.81, 5 Dec 91, Department of Defense
Support Activities

J. DOD Directive 5105.21, 19 May 77, Defense Intelligence
Agency

k. DoD Directive 5137.1, 12 Feb 92, Assistant Secretary of
Defense for Command, Control, Communications and Intelligence
(ASD(C3I))

|.  DoD Directive 5148.11, 1 Jul 92, Assistant to the Secretary of
Defense for Intelligence Oversight

m. DoD Directive 5200.27, Jan 80, Acquisition of Information
Concerning Persons and Organizations not Affiliated with the
Department of Defense

n. DoD Directive 5200.37, 18 Dec 92, Centralized Management of
the Department of Defense Human Intelligence (HUMINT)
Operations

0. DoD Directive 5210.50, 27 Feb 92, Unauthorized Disclosure of

B-1
FOR OFFICIAL USE ONLY


http://www1.eucom.smil.mil/ecj5/j5_plans/natoplans/ucp99.pdf

Change 1, 08 Mar 2002
FOR OFFICIAL USE ONLY

Classified Information to the Public

p. DoD Directive 5240.6, 16 Jul 96, Counterintelligence Awareness
and Briefing Program

g. DoD 5240.1-R, Dec 82, Activities of DOD Intelligence
Components that Affect United States Persons

r. DoD Regulation 5240.1, 25 Apr 88, DoD Intelligence Activities
s. DoD Directive 5240.2, 22 May 97, DoD Counterintelligence (CI)

t. DoD Instruction 5240.10, 18 May 90, DoD Counterintelligence
Support to the Unified and Specified Commands

u. HQ USEUCOM Directive (ED) 40-1, 24 May 96, Intelligence -
Mission and Responsibilities (S-NOFORN)

v. HQ USEUCOM ED 40-11, 23 Aug 95, Intelligence —
Counterintelligence Support (S-NOFORN-WNINTEL)

w. USCINCEUR Standard Plan 4000, Mar 98

x. [USEUCOM Intelligence Support to Combating Terrorism (CbT) |
IConcept of Operations (CONOPS). 20 May 98|(S)

y. SSO EUCOM Message, DTG 200704Z OCT 00, Subject:
Defense Terrorism Assessment Change Report (TACR) for the
USEUCOM AOR

z. ICJCSI 8910.01, Blue Force Tracking and Dissemination Policy, |

|15 Dec 99 |

aa. ICJCSI 4110.01A, Requirements for Global Geospatial|
Information and Services, 15 Feb 00|

bb. ICJCSI 5221.01A, Delegation of Authority to Commanders of |
Combatant Commands to Disclose Classified Military Information to |
Foreign Governments and International Organizations, 06 Apr 99

cc. [CJCSI 3141.01A, Responsibilities For The Management And |
IReview Of Operation Plans, 15 Feb 99|

dd. ICJCSI 3214.01, Military Support to Foreign Conseqguence
Management Operations, 30 Jun 98

ee. EJCSI 3320.01, Electromagnetic Spectrum Use in Joint Military |
Iﬁperations, 1 May OOI

ff. [CJCSI 3610.01, Aircraft Piracy (Hijacking) and Destruction of
Derelict Airborne Objects, 31 Jul 97

gg. [CJCSI 3900.01A, Position Reference Procedures, 10 Aug 98|

hh. CJCSI 6630.01A, Joint Maritime Command, Control,
Communications, Computers, and Intelligence Systems

B-2
FOR OFFICIAL USE ONLY


http://www1.eucom.smil.mil/ecj2/j2p/ciap/cbt/cbtconop.pdf
http://www1.eucom.smil.mil/ecj2/j2p/ciap/cbt/cbtconop.pdf
http://nmcc20a.nmcc.smil.mil/users/dj9j7ead/doctrine/jel/cjcsd/cjcsr/cjcsi/8910_01.pdf
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http://nmcc20a.nmcc.smil.mil/users/dj9j7ead/doctrine/jel/cjcsd/cjcsi/3214_01.pdf
http://nmcc20a.nmcc.smil.mil/users/dj9j7ead/doctrine/jel/cjcsd/cjcsi/3320_01.pdf
http://nmcc20a.nmcc.smil.mil/users/dj9j7ead/doctrine/jel/cjcsd/cjcsi/3320_01.pdf
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[Procedures, 18 Nov 98|

ii. USEUCOM Tactics, Techniques, and Procedures (ETTP) for
Joint and Combined Task Force Intelligence Operations, 31 May
2000

1. SITUATION

a. Characteristics of the Area. The end of the Cold War opened a new set of complex
regional and geo-political issues, many of which either have already required US military
intervention or have the potential to do so. Prosecution of the Global War on Terrorism
(GWOT) demands increased vigilance in order to protect valuable U.S. resources and
personnel. The 11 September terrorist attacks in New York and Washington showed
exceptional planning and commitment by terrorist elements whose desire is to inflict mass
casualties and discredit U.S. policies. Further complicating this situation, many countries in
the USEUCOM Area of Responsibility (AOR) are in the throes of contentious and destabilizing
issues such as territorial boundary disputes, ultra-nationalist and separatist movements,
tribalism, political repression, religious radicalism and general political and economic turmoil.
The AOR for this plan includes all USEUCOM countries defined in reference a, and modified
in references b and c to include force protection responsibility for Russia west of 100° east
longitude. The wide variety of conditions throughout the AOR precludes a detailed review in
this plan. Background information on specific countries/regions, including social, economic,
and political factors, is contained in appropriate intelligence publications, available through
INTELINK-S at http://www.ismc.sgov.gov/|and JAC website at
http://www.jac.eucom.smil.mil/jac_docs/doa/t/gen-col/crisis_page/crisis_terror_s.html

b. Force Protection Implications. In addition to the force protection challenges faced in
the aftermath of the tragic events of 11 Sep 01, military contingency operations, including
humanitarian assistance, non-combatant evacuation operations (NEO), peacemaking and
peacekeeping deployments, numerous joint exercises, and mil-to-mil programs are major force
protection challenges in the USEUCOM theater. Forward deployed U.S. military forces in the
USEUCOM AOR remain vulnerable to a wide variety of threats, both to their bases in the
European Central and Southern Regions and to deployment locations throughout the theater.
Terrorism has been successfully employed by U.S. adversaries in the past to advance political
objectives that could not be achieved through other means. That fact ensures terrorism will
continue to be the "weapon of choice” of some countries, political entities, and religious
extremists opposed to US foreign policies and military operations.

b. Estimate of Enemy Capabilities. Refer to Theater Terrorist Threat Assessment,
Annex B, Appendix 5. Current, additional information is available through INTELINK-S up to
and including Secret pttp://www.ismc.sgov.gov/|and JAC website at
http://www.jac.eucom.smil.mil/jac_docs/doa/t/gen-col/crisis_page/crisis_terror_s.html.
and at classification levels above Secret on JWICS INTELINK
http://www.jac.eucom.ic.gov/jac_docs/diss/html/crisis_terror.html

|
Z. MISSION. The J2 Directorate provides USCINCEUR with timely and accurate intelligence
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to support his Antiterrorism/Force Protection (AT/FP) objectives as stated in this OPORD, to
meet the needs of the HQ USEUCOM staff for operations, planning and threat warning, and to
support the unique intelligence needs of component commands, Task Forces (TF), Joint Task
Forces (JTF), Combined Task Forces (CTF), and other subordinate commands.

3. EXECUTION
a. Scheme of support

(1) The Director of Intelligence (ECJ2) will coordinate intelligence operations and
counterintelligence activities to optimize the efforts of the component commands, collection
assets and supporting agencies to satisfy Priority Intelligence Requirements (PIR) contained in
paragraph 3(d) of the Basic Order.

(2) USEUCOM intelligence organizations collect, process, analyze, produce, and
disseminate intelligence pertaining to terrorism in the AOR/AOI in order to present clear,
tailored, accurate, and timely analysis of the situation to the supported task force
commander/components, regardless of structure, size, or scope of operations. Intelligence is
provided through a theater-wide network of joint, component, and combined intelligence
centers and liaison elements. USEUCOM also depends on national-level resources for
intelligence which is either beyond the capability of assigned intelligence resources to collect
or produce, or which is a delegated responsibility of other national intelligence community
producers. Intelligence support activities are described in references (c) and (d).

(3) Allied/Coalition Operations. When U.S. forces are under the Operational Control
of NATO or coalition command, HQ USEUCOM will continue to ensure U.S. national
intelligence support is provided in concert with the intelligence resources of allied nations. All
possible efforts should be made to integrate the resources of allied/coalition partners.

(4) Planning and Direction. Theater intelligence analysis and production activities
have been consolidated at the Joint Analysis Center (JAC). Standard request for information
(RFI) that cannot be handled at or below the task force level is forwarded to the JAC via
COLISEUM where it is acted upon or forwarded to the Defense Intelligence Agency (DIA) for
centralized, national-level assistance or collection. The goal at all levels is to tailor the
response to meet the operator’s needs.

(5) Theater Terrorist Threat Assessments. The Joint Analysis Center’'s Counter
Terrorism/Counter Intelligence (CT/CI) Division (JAC/DOX) produces terrorist threat
assessments. Assessments are generally classified and can be found on the USEUCOM
Joint Analysis Center (JAC) homepage on the SIPRNET INTELINK-S at
http://www.jac.eucom.smil.mil/|with additional information derived from more sensitive
intelligence sources and methods available on the JAC homepage on Joint Worldwide
Intelligence Communications System (JWICS) INTELINK at http://www.jac.eucom.ic.gov/} To
request tailored threat assessments, submit a Request for Information (RFI) as outlined in
paragraph 3a(8)(b), below.
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(6) Terrorism Threat Levels and Warning Reports. Defense Intelligence Agency
(DIA) establishes a DoD Terrorism Threat Level to identify the potential risk to DoD personnel
in a particular country. DIA and/or the Joint Analysis Center will issue Defense Terrorism
Warning Reports to indicate terrorist groups are operationally active and specifically targeting
U.S. interests. ECJ2 (JAC) will prepare Terrorist Threat Assessments to provide a more
granular assessment of the terrorist threat to particular installations and personnel within the
USEUCOM AOR. These assessments will be made available on the JAC homepage at the
addresses above.

(7) Medical Threat Assessments. Medical intelligence personnel or Service
equivalent provide medical input for threat assessments. One source of medical threat
advisories is available through the Defense Intelligence Agency’s Armed Forces Medical
Intelligence Center (AFMIC), available on SIPRNET at
http://www.dia.smil.mil/intel/afmic/afmic.html] Requests for Information (RFI) should be
submitted as outlined in paragraph 3a(8)(b), below.

(8) Requirements. During all phases of any operation, new intelligence requirements
should be generated as the political, military, and operational situation changes in and around
the USEUCOM AOR/AOI.

(a) Essential Elements of Information (EEI). See Appendix 1 of EUCOM
Standard Plan 4000 for general guidelines. See other plans, as applicable, for specific EEI
pertaining to particular military operations.

(b) Requests for Information (RFI) will be submitted through the Community On
Line Intelligence System for End-Users and Managers (COLISEUM). By using COLISEUM,
requests are forwarded to the organization best able to assess the threat and also allows other
customers to have access to the information provided. If your organization does not have
access to COLISEUM, forward RFI through your next echelon intelligence office to the
USEUCOM Joint Analysis Center (JAC), RAF Molesworth.
(1) Submit RFIs through the supporting service component intelligence office.
(&) Army Elements: US Army, Europe (USAREUR/DCSINT)
(b) Navy Elements: US Naval Forces Europe (NAVEUR/N2)
(c) Air Force Elements: US Air Forces Europe (32 AIS)
(d) Marine Corps Elements: US Marine Corps Forces, Europe
(MARFOREUR/G2)
(e) Joint Organizations: HQ USEUCOM/J2
(f) Joint Task Force (JTF): JTF J2
(g) Combined Task Force (CTF): CTF C2
(2) Submit RFI for tailored threat assessment at least ten (10) working days
prior to routine deployment.
(3) Provision of telephonic or email advance notice to ECJ2 and the JAC is
encouraged, but not in substitution of COLISEUM procedures.
(4) Crisis action RFIs should be made telephonically to JAC at STU IIl DSN 268-
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2237 or during non-duty hours at 268-2235. Telephonic RFIs should be followed up with a
COLISEUM entry as soon as possible.

(9) Intelligence Surveillance & Reconnaissance (ISR) Management: Theater Roles
and Responsibilities. With the exception of assets delegated to components or JTFs, HQ
USEUCOM retains tasking authority for all sensor platforms when deployed in theater. When
tasking authority is delegated downward, HQ USEUCOM retains the ability to request
subordinate units assistance with target satisfaction. Component commands and JTFs are
required to provide target decks for their platforms to the European Collection Management
Office-Airborne (ECMO-A) at least 24 hours prior to mission execution enabling theater
planners to deconflict targets and airspace.

(@) ECJ2: On behalf of USCINCEUR, ECJ2 exercises theater airborne collection
management (CM) through the ECMO-A at JAC Molesworth; provides CM policy to theater
components, JTFs and supporting units/agencies; establishes command and control
relationships for CM organizations; oversees theater CM planning in support of joint/combined
operations; and, ensures appropriate ECMO-A manning.

(b) HQ USEUCOM ECJ23-ISR: Serves as the staff proponent for airborne ISR
management and policy in theater; interacts regularly with the USEUCOM JRC, ECMO-A,
theater components, JTFs and supporting units/agencies on plans and policy for airborne ISR
missions and tasking; and, advises the ECJ2 on significant issues involving the use of airborne
ISR assets, requirements and shortfalls in theater.

(c) HQUSEUCOM J33 JRC: Operates as the functional director, scheduler and
controller is ISR platforms IAW overall USCINCEUR priorities.

(d) JAC: Provides Collection Management and collection oversight through the
ECMO-A,; focal point for dissemination and storage of secondary imagery products; theater
Request for Information (RFI) manager; and, provides imagery exploitation support as needed.

(e) ECMO-A: Provides timely and efficient nomination, validation, prioritization,
tasking, resource management, and exploitation tasking of intelligence from airborne ISR
platforms assigned to or operationally controlled by USEUCOM; coordinates with USEUCOM
J23-ISR, J33-JRC, theater components, JTFs and supporting units/agencies on airborne ISR
missions and tasking.

For more specific direction on intelligence collection, see Appendices 1, 2, 3,5, 7 and 8 to
Annex B of USEUCOM Standard Plan 4000, reference (w).

(10) Processing and Evaluation. The JAC and component intelligence centers
support intelligence processing within the European theater. See USEUCOM Standard Plan
4000 for information regarding processing of information from a particular intelligence
discipline.
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(11) Production. The JAC Analysis Division (JAC/DOA) is the theater focal point for
all-source intelligence analysis and reporting. Analytical assessments include Military
Capabilities Studies, Political/Military Assessments, Forecasts and Estimates,
Economic/Social/Cultural Issues, Biographies, support to | & W, current intelligence products
and Special Assessments. Reporting is made available to operational users at various
classification levels via INTELINK (SCI), INTELINK-S (Secret/Collateral-level and below),
GENSER (Secret/Collateral-level and below) and DSCS (SCI) message traffic, and the Linked
Operational-Intelligence Centers Europe (LOCE) system for NATO-releasable, collateral
information.

(12) Dissemination

(a) Service component commands are responsible for forwarding threat warning to
service members deployed in the USEUCOM AOR.

(b) DoD elements and personnel deploying to the USEUCOM theater must
coordinate with the corresponding Service component command in order to establish
procedures to receive immediate threat warnings. Component commands are responsible for
providing required 24 hour contact information for the transmission of imminent terrorist threat
information to the JAC DOX Counterterrorism Watch prior to deployment. The CTW JWICS
email is CTW@jac.eucom.ic.goviand on SIPRNET at [ctw@jac.eucom.smil.mill The CTW
Watch Officer phone number is DSN 268-2487, Commercial 44-1480-2487.

(c) The USEUCOM Joint Analysis Center and HQ USEUCOM have twenty-four
hour Intelligence Centers to provide immediate threat warning, based on intelligence reporting.
The JAC issues terrorist threat warnings via record message traffic spot reports or via phone,
email or radio contact as appropriate. The JAC is the Theater Indications and Warning point
of contact. The Intelligence Operations Center (IOC) serves as the 24/7 coordination center of
intelligence operations for the USEUCOM Director of Intelligence, orchestrating intelligence
support to ongoing operations and deployed elements. The IOC acts on behalf of the
USEUCOM J2 in order to initiate and task immediate intelligence requirements in support of
current operations. Contact information is as follows:

(1) JAC JOC Watch contact information: JWICS email address is
[acjiwc@jac.eucom.ic.qovl Siprnet email address is jocwatch@jac.eucom.smil.mill The JAC
I&W Watch Chief’'s phone number is dsn 268-2069. Red switch is 268-2235. Commercial is
44-1480-842-235.

(2) 10C contact information: the USEUCOM IOC is now using USEUCOM |
I0OC@hg.eucom.ic.govlas its JIWICS email address. Effective 1 Mar 2002, the 10C wiill
transition from using its current Siprnet email address ([2watch@eucom.smil.mil) to
USEUCOM IOC@eucom.smil.mill The USEUCOM Senior Intelligence Director’'s phone
number is dsn 430-8135. Red switch is 432-2235. Commercial is 49-711-680-8135.

(d) The JAC Counterterrorism Watch (JAC/CTW) will conduct monthly terrorist
threat warning exercises to validate the theater warning infrastructure. Threat warnings are
also forwarded via bulletins on SIPRNET or JWICS e-mail to pre-formatted threat warning
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address lists. Contact USEUCOM ECJ23 Intelligence Operations Center (DSN 430-5689) or
SIPRNET[}o be added to these e-mail lists. In the event of a loss of communications with
JAC/CTW, USEUCOM ECJ23-10C will assume responsibility for threat warning.

(e) Primary intelligence dissemination will be through the interconnected theater
and component intelligence facilities. The JAC will be the primary theater source of U. S.
intelligence support to USCINCEUR and to NATO SACEUR via the SHAPE Survey Section
and the two Joint Operational Intelligence Centers (Deployed intelligence teams). Component
commands will provide tailored air, ground, and maritime/ amphibious intelligence to their
supported commanders and to the JAC. The JAC, in turn, will provide fused, all-source
analyses and assessments to the components for use in their service-unique tactical
applications.

(f) Intelligence reports required from units. Refer to USEUCOM Standard Plan
4000.

(9) Formats for intelligence reports. Refer to EUCOM Standard Plan 4000. Also
refer to Appendix 4 (BLUE DART Program) of this Annex.

(h) Requirements for releasability to allied nations. To assist host nation security
forces and accommodate the flow of intelligence to allies, the dissemination function must
include sanitation, decompartmentation, and releasability mechanisms. USEUCOM Foreign
Disclosure Office (FDO) provides overall disclosure policy guidance. JAC and component
FDOs implement and are responsible for the sanitization and disclosure of their organization's
products. Additional information is available through the Foreign Disclosure Home Page at:
http://www.jac.eucom.smil.mil/jac_docs/dsp/fdo/FDO _home.html/|

(h) Requirements for secondary imagery dissemination. Refer to Appendix 7 of
EUCOM Standard Plan 4000.

b. Tasks to subordinate units
(1) HQ USEUCOM ECJ2

(a) Provide current terrorism intelligence support to the HQ USEUCOM Battle
Staff.

(b) Provide current terrorism intelligence support to Components, Sub-Unified
Commands and military elements operating within or transiting through the USEUCOM AOR.

(c) Manage and provide continuity for U.S. national intelligence support for
USEUCOM.

(d) Direct, coordinate and deconflict the theater multidisciplinary intelligence
collection effort.

B-8
FOR OFFICIAL USE ONLY


http://www.eucom.smil.mil/ecj2/J22/J22-IOC/J22-IOC.htm
http://www.jac.eucom.smil.mil/jac_docs/dsp/fdo/FDO_home.html/

Change 1, 08 Mar 2002
FOR OFFICIAL USE ONLY

(e) Validate and forward theater requirements for U.S. national systems.

(f) Manage theater target development, target databases, target materials,
weapons systems effects, and computational systems support programs.

(g) Manage theater GIS support programs and validate requirements submitted by
component commands.

(h) Provide intelligence staff personnel to Force/JTF Commander as directed.

(i) Provide Indications and Warning support to HQ USEUCOM, with analytical
input from the JAC.

(2) USEUCOM Joint Analysis Center (JAC)
(a) Provide Theater Antiterrorism/Force Protection (AT/FP) over watch and
immediate threat warning to HQ USEUCOM, component and sub-unified command

headquarters, and attached elements 24 hours per day, 7 days per week (24/7).

(b) Provide tailored all source AT/FP intelligence to Task Force commanders and
assigned forces.

(c) Direct, coordinate and de-conflict JAC and Task Force all-source intelligence
collection efforts and focus requirements for theater/national systems tasking.

(d) Provide timely terrorist threat assessments, including military intent, capability,
and political sensitivity to HQ USEUCOM, Task Force commanders and assigned forces.

(e) Manage and respond to Requests for Information (RFIs).

(f) Provide tailored terrorist threat assessments in support of U.S. and Allied force
deployments and forces in transit.

(9) Provide AT/FP intelligence in a form releasable to host nation security
elements.

(h) Provide manning augmentation to U.S. National Intelligence Cells (USNIC) and
Task Force headquarters, as directed.

(i) Forward terrorist threat intelligence collected by subordinate elements to HQ
USEUCOM ECJ2.

(3) Service Component Commanders
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(a) Collect, analyze, produce and disseminate theater wide multi-disciplined
intelligence on terrorist threats to their installations/facilities/sites, deploying forces, and all
other DoD elements and personnel transiting to, from or through the USEUCOM AOR in
accordance with Component Priority Intelligence Requirements (PIR), established force
protection mission requirements and USCINCEUR priorities. Dissemination will be tailored to
the requirements of the receiving U.S. command. The component commands should maintain
the multi-disciplined intelligence they collect in tactical databases, overlaying their data on the
JAC-provided theater wide baseline.

(b) Provide intelligence support (analytical, systems, manning) to USCINCEUR
and U.S. Deployed intelligence teams as directed.

(c) Establish and sustain capability to forward Immediate Threat Warning (ITW) to
subordinate or attached elements 24 hours per day, 7 days per week (24/7).

(d) Forward terrorist threat intelligence collected by subordinate elements to
HQ USEUCOM J2 and Joint Analysis Center.

(e) Inform JAC CTW, DSN 268-2487, of planned service deployments or forces in
transit at earliest opportunity in accordance with Annex E of this OPORD.

(f) Coordinate support to USCINCEUR from service intelligence and

counterintelligence organizations as shown below:

(1) For USAREUR, US Army Intelligence and Security Command (INSCOM).

(2) For USNAVEUR, Office of Naval Intelligence (ONI); Naval Security Group
(NSG); and Naval Criminal Investigative Service (NCIS).

(3) For USAFE, Air Intelligence Agency (AlA) and Air Force Office of Special
Investigations (AFOSI).

(4) For MARFOREUR, Headquarters U.S. Marine Corps, Intelligence
Department.

(5) For SOCEUR, U.S. Special Operations Command (USSOCOM).

(4) CINCUSNAVEUR. Coordinate with USCINCLANT and USCINCPAC for
intelligence support to Navy and Marine Corps forces operating in the Atlantic and Indian
Oceans in support of USEUCOM.

(5) COMMARFOREUR. Provide support to USNAVEUR on intelligence planning
considerations and capabilities as they relate to U.S. Marine Forces OPCON to USNAVEUR.

c. Coordinating Instructions

(1) Intelligence capabilities available to support USCINCEUR AT/FP program objectives
include national assets as well as those of the Services, other CINCs and allied commands.
The following provides an overview of these capabilities and the various roles of other
supporting organizations:
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(a) National level intelligence organizations, including Central Intelligence Agency
(CIA), Defense Intelligence Agency (DIA), National Security Agency (NSA) and National
Imagery and Mapping Agency (NIMA), may provide the following:

(1) Intelligence on terrorist groups operating within the USEUCOM AOR.

(2) Intelligence on transnational terrorist groups who transit through or conduct
operations that impact the USEUCOM AOR.

(3) Intelligence on terrorist activities that could impact assets or facilities of
nations within the USEUCOM AOR.

(4) Where compartmented programs or sensitivity limits the distribution of
intelligence products, compartmented access may be given to Joint Analysis Center terrorism
analysts (JAC/DOX) to assist in shaping analysis.

(5) Notification to the USEUCOM JAC Counterterrorism Watch, DSN 268-
1410, of deployments to or transit through the USEUCOM AOR.

(b) Federal Bureau of Investigation (FBI). Through appropriate liaison activities,
the FBI may provide terrorism related information for countries within the USEUCOM AOR, or
information on transnational terrorism that could affect the USEUCOM AOR.

(c) Other CINCs and Services play a key role in supporting the USEUCOM
intelligence effort by providing the following:

(1) Coordination with USEUCOM JAC Force Protection Watch to provide
intelligence to assigned forces in transit prior to CHOP to or from, or transit through the
USEUCOM AOR.

(2) Intelligence on transnational terrorist groups within USCENTCOM AOR
that transit through, or conduct operations that impact the USEUCOM AOR.

(3) Intelligence on terrorist activities that could impact assets or facilities of
nations within the USEUCOM AOR.

(4) Where compartmented programs or sensitivity limits the distribution of
intelligence products, every attempt will be made to grant access to Joint Analysis Center
terrorism analysts (JAC/DOX) to assist in shaping analysis.

(d) USJFCOM. Provides capability for intelligence support to USCINCEUR
assigned naval forces operating in the Atlantic Ocean.

(e) USCINCPAC. Provides capability for intelligence support to USCINCEUR
assigned naval forces operating in the Indian Ocean.

(f) U.S. Regional Joint Operational Intelligence Cells are a key link during NATO
related operations and may provide the following:

(1) NATO-releasable intelligence to supported NATO major subordinate
commands — AFSOUTH and AFNORTH. Support will be specifically tailored to the supported
commands operational intelligence requirements. The component commands should maintain
the multi-disciplined intelligence they collect in tactical databases, overlaying their data on the
JAC-provided theater wide baseline.
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(2) All source intelligence collection and analysis on enemy ground, maritime and
air operations to Force/JTF Commander in accordance with USCINCEUR priorities. Support will
be specifically tailored to the supported commander’s operational intelligence requirements.

(3) Feedback on operational commanders’ mission planning objectives to other
U.S. intelligence production elements to facilitate better focus for reporting.

(9) Allied and Coalition Forces. See specific Operations Plan for the given
coalition operation.

(2) Consolidated Listing and Impact Assessment of Shortfalls and Limiting
Factors. Shortfalls and factors which limit intelligence support during crisis situations degrade
the ability to collect, process, analyze, produce, and/or disseminate complete, accurate, and
timely intelligence to theater commanders and deployed U.S. and allied/coalition forces.
Shortfalls and limiting factors may involve the following:

(a) Lack of collection placement and access against the terrorist target set.
Terrorist operations tend to be highly compartmented, based on person-to-person
communications and exercise effective operations security.

(b) High-level classification and compartmentation of intelligence and operational
information on terrorism at the national level limits information available to the Theater.

(c) Limitations on communications support, such as capacity, vulnerability to
disruption or destruction, quality (such as lack of suitable, indigenous landlines to support
secure telephones,) interoperability with allied or coalition systems, and availability of spare
parts and qualified maintenance personnel.

(d) Readiness issues such as a widespread training deficit for a new system or lack
of essential equipment or supplies for deployment (such as maps and charts).

(e) Organizational problems such as duplication of responsibilities, cumbersome
coordination procedures, or disagreement among coalition members concerning required
intelligence support.

(f) Adverse field conditions, such as vulnerability of intelligence personnel and
equipment to sniper fire or other attack, or lack of coalition support (either in terms of
cooperative intelligence exchange or life support issues).

(g) Manning shortfalls, either in terms of sustaining a prolonged deployment, a
shortage of specialized skills (such as linguists with a particular language capability), or lack of
experience level (such as preponderance of recent cross-trainees).

(h) Limitations on available intelligence support systems, such as reliability,
capacity, number of units supporting the scope of deployment, degree of integration with other
systems, ease of operation, degree of mobility, interoperability with allied systems, and
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availability of spare parts and qualified maintenance personnel.

(i) Diversion of effort. Because intelligence forces possess unique capabilities
(linguistic, communications, graphic presentation, situational awareness, etc), intelligence
forces are sometimes diverted away from predicting activities of enemy forces toward other
military activities.

(3) Resolution of listings of Shortfalls and Limitations

(a) Supporting organizations assessments of shortfalls or limiting factors should
include both the probable, negative impact on intelligence support to deployed forces and
the possible degradation of theater intelligence capabilities. Additionally, state the specific
overall impact resulting from a combination of factors (e.qg., lack of knowledgeable sources
with access to terrorist information or inability to gain RELEASABLE intelligence for Host
Nation Forces).

(b) These assessments should be sent to appropriate senior command elements
for submission to J-2 for evaluation and dissemination to the appropriate agency to
address and resolve.

(4) Specific details concerning a unit's shortfalls and limiting factors generally are
classified at least CONFIDENTIAL. Consult appropriate security directives and source
documents for guidance concerning specific issues.

(5) See Annex B to specific USCINCEUR plans for shortfalls and limiting factors
affecting particular military operations.

(6) See Annex B of EUCOM Standard Plan 4000 for information regarding the
following intelligence programs: Essential Elements of Information (Appendix 1); Signals
Intelligence (SIGINT) (Appendix 2); Targeting (Appendix 4); Human Resources Intelligence
(HUMINT) (Appendix 5); Intelligence Support to Information Operations (Appendix 6); Imagery
Intelligence (IMINT) (Appendix 7); Measurement and Signatures Intelligence (MASINT)
(Appendix 8); Captured Enemy Equipment (Appendix 9); and Intelligence Augmentation
Teams (Appendix 10).
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APPENDIX 1 (INTELLIGENCE SUPPORT APPLICATIONS) TO ANNEX B
(INTELLIGENCE) TO USCINCEUR AT/FP OPORD 01-01

1. PURPOSE. To provide information on what Intelligence Support Applications can
be used in support of Antiterrorism/Force Protection (AT/FP). Because NATO allies
often will have other insights into Force Protection issues, analysts should not ignore
NATO classified systems, like LOCE, for the opportunity to gain additional perspectives.

2. APPLICATIONS. The next paragraphs discuss five noteworthy applications on
classified systems that directly support AT/FP operations. An analyst should also use
Intelink, AMHS, and unit homepages for additional information on JDISS, SIPRNet, and
LOCE. Along these lines, the very first place to look would be the JAC homepage,
where the JAC Terrorism/Counterintelligence Division (DOX) maintains an actively
updated web page at: JDISS: http://www.jac.eucom.ic.gov/jac- |
docs/doa/t/doatindex.htmljand at SIPRNET: http://www.jac.eucom.smil.mil/jac |
docs/doa/t/genscol/doat-indes.html| The JAC EUCOM Force Protection Summary
(JEFPROQOS) is also available from the JAC web page at
http://www.jac.eucom.smil.mil/jac_docs/doa/t/gen-scol/doat-index.html|

a. Community On-Line Intelligence System for End Users and Managers
(COLISEUM). COLISEUM supports the DoD Intelligence Production Program
(DoDIPP) mission to "consolidate and gain synergism of DoD intelligence production
resources” by automating its key operational concepts. It automates assignment of
production requirements, and assigns production requirements based on area of
responsibility. It also assigns a single primary producer, although multiple collaborative
producers may be used. All Requests For Information (RFI) must be submitted via this
system.

(1) JDISS European login page: |http://colhgeucom.ic.qov/|

(2) JDISS DC login page: http://www.coliseum.ic.gov/coliseum/app

(3) SIPRNET: http://coliseum-s.dia.smil.mil/|

(4) LOCE: planned for FY02

b. InfoWork Space (IWS). This is a free software package engineered for both
corporate and military environments. It is intended to revolutionize the way groups and
individuals collaborate in day-to-day mission operations. This software allows an
organization to reconstruct their environment into a virtual model and then operate
within that model just as in actual life. IWS allows users to collaborate in virtual on-line
meeting rooms using voice or text chat. Users can share data (Documents,
Whiteboard). Other uses include communications such as desktop conferencing
(asynchronous and real-time), distance learning, mass briefing, and knowledge
management. IWS is intended for users who require secure on-line communications
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and data sharing tools. POC is USEUCOM ECJ25-S at DSN 430-5641. IWS accounts
can be requested at:

(1) JDISS: http://hgiws.hg.eucom.ic.gov|(Open only from JDISS)

(2) SIPRNET: http://hgiws.eucom.smil.mill

(3) LOCE: http://iwsl.loce.eucom.smil.mil

c. The USAFE Risk Assessment Management Program (RAMP) is a program
identifying possible threats on all approved airfields in the USEUCOM AOR. RAMP
describes the terrorist, criminal, and foreign intelligence threats for the airfield and local
area. The RAMP format is being adopted by USEUCOM as the J-RAMP in the near
future. The intent is for the J-RAMP to serve as the primary intelligence tool for forces
transiting through the USEUCOM AOR. USAFE RAMP can be found on SIPRNET at
http://coldfusion.ramstein.af.smil.mil/RAMP/index.cfm|or at DSN 480-7113/6871. After
duty hours, call the USAFE Intelligence Operations Center, DSN 480-6871.

d. The Joint Threat Reporting and Analysis Capability - Europe (JTRACE) is a
government developed software tool and database which allows SIPRNET and JDISS
users in theater to report possible threat incidents and events via a web portal. The tool
is also available to NATO allies via LOCE and in the future Commonwealth members
via the Stone Ghost system. The tool allows users to input, review, update, retrieve,
and analyze reporting in a collaborative environment. The tool supports ongoing force
protection and counterterrorism operations. It is maintained by the Joint Analysis
Center for the component services and is planned to replace service specific reporting
databases such as USAREUR's Central Region Threat Database.

(1) JDISS: http://epoint.jac.eucom.ic.qov/JTRACE/| (Open only from JDISS)

(2) SIPRNET: http://epoint.jac.eucom.smil.mil/JTRACE/|

e. Analyst’s Notebook and iBase are commercial software applications developed
to assist investigative analysis. Analyst’s Notebook assists analysts uncover, interpret,
and display complex information in a graphical form. It provides multiple views into the
data, assisting identification of connections between related sets of information and
revealing patterns in the data. These views are displayed as charts, including link
analysis and timeline or sequence of events. Charted items link directly to the data
records contained in iBase, the accompanying database. iBase is a database system
fully integrated with the Analyst’s Notebook application and is designed to rationalize
and collate data from a diverse range of sources into a single coherent structure
organized to meet specific requirements established by JAC Counterterrorism and
Counterintelligence analysts. The Joint Analysis Center is working with US Army,
Europe on creating a single iBase database environment for common use within
theater. The analysis and database software must be installed on individual analysts’
workstations, is license based, and is not freely accessible. However, the link charts
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resulting from analysis can be viewed by any customer using the freeware Link Chart
Reader installed as part of the USEUCOM NT software baseline.
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APPENDIX 2 (THREAT ANALYSIS METHODOLOGY) TO ANNEX B
(INTELLIGENCE) TO USCINCEUR AT/FP OPORD 01-01

1. DoD TERRORIST THREAT ANALYSIS

a. Thorough analysis of the threat is critical to understanding the Antiterrorism/
Force Protection (AT/FP) concerns. The threat analysis process results in the
implementation of AT/FP plans and the allocation and expenditure of force protection
resources. In addition, threat analysis provides the intelligence officer with information
upon which to base warnings. ECJ2, in consultation with the DIA, embassy staffs, and
applicable host-nation authorities, obtains, analyzes, and reports information specific to
the USEUCOM AOR in order for AT/FP elements to take action to protect assets.

b. The primary sources of intelligence information for the DoD Combating Terrorism
program are government sources, open source materials (commercial news media),
criminal information, and local information.

2. DoD THREAT ANALYSIS METHODOLOGY

a. DoD developed a methodology to assess the terrorist threat to DoD personnel,
facilities, materiel and interests. DoD is the only user of this methodology; other U.S.
Government Departments and Agencies may apply their own analytical methodology to
form their own terrorist threat analyses. This methodology does not address threats
from conventional forms, i.e., hostile conventional armed forces. In addition, this
methodology does not address the criminal threat (if unrelated to known or suspected
terrorist activity). The DoD terrorism threat level assessment methodology uses all
source analysis. The system is flexible and threat levels are revised as terrorism
indicators, warnings and activities occur or change.

b. DoD identifies four factors to use in shaping the collection and analysis of
information from all sources bearing on the terrorist threat. The factors in making
terrorist threat analyses are applied on a country-by-country basis.

(1) Operational Capability. How dangerous are terrorists in this country?
(2) Intentions. How threatening are the terrorists in this country?

(3) Activity. What type of activity are the terrorists engaged in?

(4) Operating Environment. How do circumstances impede or constrain
terrorist operations?

3. TERRORISM THREAT LEVELS
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a. The DoD terrorist threat analysis community developed a notation system to
describe the country-specific results of terrorist threat analysis based on the terrorism
threat analysis methodology briefly described above. Though a general Terrorism
Threat Level is given for each country, the actual terrorist threat in that country may
vary from region to region, based on the modus operandi of existing groups.

b. DoD uses a four step scale to describe the severity of the threat as judged by
intelligence analysts. These four steps from highest to lowest are:

(1) Terrorism Threat Level HIGH. Anti-US terrorist group is operationally active
and uses large, casualty-producing attacks as its preferred modus operandi. There is a
substantial DoD presence and the Operating Environment favors terrorists.

(2) Terrorism Threat Level SIGNIFICANT. Anti-US terrorists are operationally
active and attack personnel as their preferred method of operation or a group uses
large casualty-producing attacks as its preferred method but has limited operational
activity. The Operating Environment is neutral.

(3) Terrorism Threat Level MODERATE Terrorists are present but there is no
indication of anti-US activity (possible collateral threat). The Operating Environment
favors the Host Nation/US.

(4) Terrorism Threat Level LOW. No terrorist group detected or terrorist group
activity is non-threatening.

c. Terrorism Threat Levels describe the terrorist threat environment in a country or
region where terrorist activity occurs with distinct definitions for each threat level.
Threat levels are assigned based on analyzing available intelligence.

d. Terrorism Threat Levels do not specify a given Force Protection Condition.
Terrorism Threat Levels do not allocate protective resources. Threat Levels do not
address when the terrorist attack will occur. The issuance of Terrorism Threat Levels is
not a warning notice, in and of itself. Formal terrorism warning reports are issued
separately (see paragraph 4b, below).

e. Changes in Terrorism Threat Level Declarations. Analysis of terrorism is an
ongoing process. Although each analysis relies on information included in previous
assessments, judgments with respect to threats to DoD-affiliated personnel, facilities,
and assets begin anew with each analysis. No formal escalation ladder of Terrorism
Threat Levels exists; Terrorism Threat Level designations for each country or region are
applied on the basis of current information and analysis.

4. DISSEMINATION OF THREAT WARNINGS
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a. The Threat Warning Report replaces the previous CRITICAL threat level. Itis
intended to expedite warning and to be treated as distinct from a threat level change.
Terrorist threat warning is accomplished in DoD using two mechanisms. The
Intelligence Community system issues fully coordinated Terrorist Threat Alerts and
Terrorist Threat Advisories. The Services are accorded the opportunity to comment
upon proposed warnings. The Services direct their responses through DIA, the agency
representing the DoD in the structure. The Executive Coordinator, Community
Counterterrorism Board, is responsible for coordinating threat warnings outside
CONUS. The FBI is responsible for coordinating and issuing Intelligence Community
warnings for threats in CONUS.

b. The DoD's Defense Indications and Warning System (DIWS) comprises a
second, independent system in which members at any level may initiate unilateral
threat warnings. These are termed Terrorism Warning Reports (TWRs). Warnings
within the DoD system generally stay within the system and are primarily for use of DoD
activities. DIWS Terrorist Threat Warning Reports may be prepared and issued by any
member of the DIWS system.

(1) Individual Commands also have the right to independently notify their
members of impending threats. If an intelligence activity receives information leading to
an assessment of an imminent terrorist attack, it may exercise its right to issue a
unilateral warning to its units, installations, or personnel identified as targets for the
attack. If an intelligence activity issues a unilateral warning, it must label threat
information disseminated as a unilateral judgment, and should inform DIA of its action.

(2) Terrorism Warnings are issued when specificity of targeting and timing exist
or when analysts determine sufficient information indicates U.S. personnel, facilities,
or interests, particularly those of DoD, are being targeted for attack. Terrorism
Warnings need not be country specific and a warning can cover an entire region. The
key to effective Terrorism Warnings is the terrorism analyst recognizing the pre-incident
indicators for an attack are present (see also Annex B, Appendix 4, BLUE DART
Program).

(3) DIWS Terrorism Warning Reports are specific products. They are
unambiguous--it is clear to the recipients they are being warned. Warnings are
intended for distribution up, down, and laterally through the chain of command--not just
downward. Warnings of impending terrorist activity are likely to have national
implications and will be provided routinely to decision makers at the policy level of the
U.S. Government.

5. HOST NATION/NATO INTELLIGENCE SHARING. Whenever possible, intelligence
producers must consider user needs. Many installations/activities work closely with
their Host Nation counterparts either as the primary or secondary means of
installation/activity security. In addition, a number of installations/activities are home to
combined operations or headquarters, such as NATO or even the UN.
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a. Whenever possible, intelligence and threat warning producers should classify
material to allow for use by the Host Nation or NATO (e.g., SECRET-REL NATO, or
SECRET-REL UK/GE/IT). Providing unclassified tear lines to share as much of the
threat data as possible will also increase interoperability as we address the security risk.

b. Intelligence consumers. If a document is marked SECRET, unless something
exists allowing release through the Foreign Disclosure process, only US access is
authorized. If it is releasable to another country or NATO, the appropriate markings
would have to be applied in order to properly release it. If not so marked and you have
a need to release the intelligence outside of U.S. channels, you must go to the
originator of the information to determine whether it can be released.

6. DEPARTMENT OF STATE (DOS) THREAT ASSESSMENTS AND THREAT
LEVELS

a. DOS publishes an important series of useful threat assessments to DoD AT/FP
program managers, but should not be confused with the assessments and Terrorism
Threat Levels resulting from the DoD Threat Analysis methodology.

b. Under the provisions of the Diplomatic Security Act of 1986, 22 USC 4804 (4),
the Bureau of Diplomatic Security (DS) has specific statutory responsibility and
authority for conducting threat analysis programs on behalf of DOS. As part of these
ongoing programs DS updates and publishes on a semiannual basis a Security
Environment Threat List (SETL) reflecting Threat levels for all active Foreign Service
posts permanently staffed by direct-hire U.S. personnel and non-Combatant Command
U.S. military elements, operating under the authority of a Chief of Mission (COM). The
SETL may also reflect threat levels for some select foreign service Posts where
operations have been temporary suspended or closed, but where threat levels continue
to be relative to certain DS programs.

c. The DOS threat assessment process evaluates all-source information relative to
six broad threat categories, then determines corresponding threat levels. Each of the
Six categories is assigned a threat level for a specific post. The following describes the
DOS threat categories and reflects the appropriate classification level when the
designated threat level is associated with a specific Post (or Posts by name):

(1) Transnational Terrorism. Sensitive But Unclassified (SBU)
(2) Indigenous Terrorism. Sensitive But Unclassified (SBU)

(3) Political violence (includes inter-state war, civil war, coups, civil disorder and
insurgency). Sensitive But Unclassified (SBU)
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(4) Counterintelligence (the HUMINT threat posed by hostile intelligence
services). SECRET/NOFORN (S/NF)

(5) Technical (the threat posed by anti-U.S. technical intelligence activities).
SECRET/NOFORN (S/NF)

(4) Crime (the residential crime environment affecting the official U.S.
community). Unclassified (U)

NOTE: “SBU” is equivalent to, and should be handled as For Official Use Only (FOUQO)
within DoD channels.

d. DOS threat levels (from lowest to highest) are “NO DATA,” “LOW,” “MEDIUM,”
“HIGH,” AND “CRITICAL.” (No Data is reflected when there is no reporting of threat
data from a Post, or the Post is closed.)

e. SETL Threat Levels coupled with a Post's physical security vulnerabilities serve
to aid DS management in prioritizing overseas security programs and ensuring the
effective allocation of resources that are applied to OSPB Overseas Security Policy
Board) interagency coordinated Standards.

(1) The SETL reflects an evaluation of threat levels for a particular period of
time, and these levels may be raised or lowered during scheduled reviews as situations
change. The SETL does not attempt to reflect the day-to-day security environment of a
given locality, but rather is intended to provide a longer-term picture for planning and
resource allocation (force protection) purposes.

(2) DOS has the capability to immediately warn personnel under COM authority
of specific terrorist threats. In instances when DOS/DS deems threat information to
warrant an immediate response, DOS will commit security resources as necessary to
deal with particular situations, regardless of the assigned SETL threat levels.

(3) DOS threat levels are the result of post inputs and coordination within
Diplomatic Security, DOS, and other USG agencies at the national level (exactly which
agencies are consulted varies according to the threat category). However, as the SETL
is intended to assist DOS/Diplomatic Security for planning and operational purposes,
the final arbiter for disputed threat levels is the Director of Diplomatic Security.

7. “NO DOUBLE STANDARD.” The U.S. Government has adopted a policy of “No
Double Standard." Terrorist threat warning may not be issued solely to personnel in the
U.S. Government if the general public is included in, or can be construed to be part of,
terrorist targeting. Terrorist threat warnings may be issued exclusively within
government channels only when the threat is exclusively to government targets. The
Department of State is the sole approving authority for releasing terrorist threat
information to the public.
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APPENDIX 3 (COUNTERINTELLIGENCE) TO ANNEX B (INTELLIGENCE) TO
USCINCEUR AT/FP OPORD 01-01

1. SITUATION. The nature of the USEUCOM mission and the resulting disposition of
USEUCOM forces and facilities throughout the AOR places U.S. personnel,
installations and activities at risk to attack from terrorist, criminal, subversive, foreign
intelligence extremist, and other groups who target US interests for political or
ideological reasons. Deliberate damage to USEUCOM facilities or operations or injury
or death to USEUCOM personnel can occur primarily in two manners: (1) as the result
of direct targeting or (2) as the result of “being in the wrong place at the wrong time.”
While the vast majority of USEUCOM forces are permanently land based in the United
Kingdom, Germany, Italy, and Turkey, small numbers of U.S. Military personnel and
their families provide support at U.S. Embassies and other locations throughout the
AOR. An increasing problem is the threat to in-transit forces, defined as those forces
occupying an area for 24-72 hours where there are no established U.S. facilities. Due
to potentially volatile situations within the theater, the establishment and deployment of
Task Forces (TF), Joint Task Forces (JTF) and Combined Task Forces (CTF) are
common occurrences. Additionally, USEUCOM personnel routinely perform military
missions such as training, military to military exchanges, assistance visits, port calls,
and other special activities throughout the AOR, often away from fixed U.S. military
installations. Travel during official temporary duty or leave may also place U.S. military
personnel (and their families) away from security normally afforded by fixed military
installations. USEUCOM'’s high level of operational activity combined with the
asymmetric nature of force protection threats creates a highly volatile and unpredictable
environment. As a result it is essential to be able to obtain timely, relevant information
regarding threats to USEUCOM forces and facilities to ensure appropriate and
responsive countermeasures are taken. A key consideration in USEUCOM'’s ability to
obtain such timely focused information is the effective placement and use of limited
Counterintelligence (CI) resources. Proper placement of Cl assets can assist in
obtaining this information, thereby aiding in efforts to mitigate force protection threats to
an acceptable level. The terrorist threat is asymmetric in nature; there is no protected
border. Thus, the USEUCOM perspective is that placement and use of Cl assets
should be determined based upon an analytical determination of threat activity in
relation to the nature and degree of friendly force presence and/or activities.

2. MISSION. Conduct counterintelligence operations, investigations, collection, liaison
and other activities throughout the USEUCOM AOR in peacetime, crisis or hostilities in
order to identify, neutralize and defeat threats to USEUCOM forces and facilities from
foreign intelligence security services (FISS), state sponsored terrorist groups, militant
extremists and other groups who target U.S. personnel, installations, or activities.

3. EXECUTION

a. Scheme of support. CI Support within USEUCOM is provided by the USAF
Office of Special Investigations (AFOSI), the Naval Criminal Investigative Service
(NCIS), and Headquarters Department of the Army (HQDA) counterintelligence
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organizations. In peacetime USCINCEUR has no direct tasking authority of AFOSI or
NCIS; however, AFOSI and NCIS conduct counterintelligence activities consistent with
the USEUCOM CI Strategy and USCINCEUR theater engagement strategy. Thus,
service Cl component assets will be employed in a coordinated fashion to support the
USEUCOM Antiterrorism/Force Protection (AT/FP) mission:

(1) US Army Europe (USAREUR): The 66" Military Intelligence Group and V
Corps’ 205" M Brigade, and USAREUR Office of Deputy Chief of Staff, Intelligence
(ODCSINT) Federal/National level liaison officers (Theater Support Representatives
(TSRs and/or MLO-Military Liaison Officers) provide Cl support to USAREUR and the
theater.

(2) US Air Forces in Europe (USAFE): The US Air Force Office of Special
Investigations, 5" Field Investigations Region, a Service Cl organization, provides Cl
support to USAFE and the theater.

(3) US Naval Forces, Europe (USNAVEUR) and Marine Forces Europe
(MARFOREUR): The NCIS European Field Office provides Cl support to USNAVEUR
and MARFOREUR, and the theater.

b. Tasks to subordinate units

(1) Using organic (assigned and attached) assets, component CI commands
and CI elements operating in support of USEUCOM established TFs, JTFs and CTFs
will:

(a) Conduct Counterintelligence Operations and activities in accordance
with the current USEUCOM Theater Counterintelligence Strategy in order to identify,
neutralize and defeat threats to USEUCOM forces and facilities.

(b) Collect, process, and disseminate timely, accurate, and relevant
information on terrorists and other individuals or groups (criminal, subversive, foreign
intelligence and security services (FISS), extremist groups who oppose US Policy or
presence) whose interests are inimical to US personnel, installations, or activities. The
goal is to provide commanders warning of possible attacks, providing time, place and
method so as to assist them in making decisions on protecting personnel, installations,
activities and material.

(c) Provide CI threat/vulnerability assessments as part of physical and
operational security (OPSEC) assistance programs, training, exercises, and as part of
deployment preparation, in response to supported commanders’ requests.

(d) Actively participate in physical and operational security (OPSEC)
assistance programs, in response to supported commanders’ requests and within
capabilities.
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(e) Assist with supported commanders’ security education programs by:

(1) Providing training/briefings on threats posed by FISS, terrorists,
criminals (if appropriate), subversives, extremist groups and others whose interests are
inimical to US personnel, installations, or activities.

(2) Providing training/briefings on espionage, sabotage, and
subversion techniques likely to be encountered.

(3) Providing foreign travel briefings tailored to individual unit needs
and circumstances.

(f) Advise supported commanders on the availability and appropriateness of
ClI technical services.

(2) HQ USEUCOM

(a) USEUCOM Counterintelligence Support Officer (CISO). The CISO is
specifically responsible for:

(1) Advising ECJ2, ECSM, and DCINCEUR/USCINCEUR on significant
Cl investigations, operations, collections, and production activities affecting the
command.

(2) Ensuring significant foreign intelligence threat information developed
in the combatant commander's AOI is forwarded to the J2 and other principal staff
officers.

(3) Ensuring significant foreign intelligence threat information flows from
the command's components, through the command, to the joint staff, and concurrently
from the command to its components.

(4) Coordinating CI support activities within the command's
headquarters staff and among components' Cl organizations.

(5) Coordinating with US Agencies and Country teams where
appropriate and necessary to support USCINCEUR’s CI requirements.

(6) Coordinating the tasking of ClI Organizations in the command's AOR
or AOI upon CJCS-approved operation plan (OPLAN) implementation, during CJCS-
directed contingency operations, JTFs and CTFs, or in support of unilateral and
multinational deployments and joint exercises.

(7) Upon Presidential and Secretary of Defense directed contingency
operation or OPLAN execution, advise USCINCEUR during and after assumption of
OPCON of supporting CI forces.

(8) Advising USCINCEUR on CI support to counter-drug and OPSEC
programs and the combating terrorism (CbT) and antiterrorism (AT) activities within the
command's AOR.

(9) Ensuring command's ClI participation in joint planning and policy
process.

(10) Ensuring Cl is considered in the Command Intelligence
Architecture Plans (CIAPS).

(11) Ensuring Cl analytic support in the development and staffing of the
JIC/JAC.
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(12) Ensuring CI collection and production priorities are integrated into
the command's collection and production plans.

(13) Representing the command's Cl interests in national-level
meetings.

(14) Coordinating with ECSM representatives to ensure all Cl liaison
activities support the overall USEUCOM Force Protection effort. The CISO will also
coordinate with ECSM representatives to obtain any special contact requirements as
outlined in specific CINCEUR/Chief of Mission Memoranda of Agreement. The CISO
will also provide such information to the individual Cl components to ensure they are
aware of particular country team requirements.

(15) Serving as the Chief of the Counterintelligence Branch, Operations
Division, USEUCOM ECJ2.

(16) During crisis or contingency, overseeing/directing functions outlined
in Appendix H of reference (g).

(b) USEUCOM Counterintelligence Branch, Cl Section (ECJ23-Cl)

(1) Serves as the CISO'’s staff and represents the Command and the
CISO in matters relating to Cl operations, investigations, collections, and support
activities.

(2) Is responsible for CI planning, policy development, contingency
support, coordination and liaison within the theater and with national level agencies.

(3) Coordinates CI operational activities among the USEUCOM staff
and coordinates and deconflicts Cl operations among component and Service ClI
elements.

(4) Provide staff subject matter expertise relating to Cl and CI activities
within theater.

(c) USEUCOM Counterintelligence Branch, Combating Terrorism (CbT)

Section

(1) Determine, prioritize, focus, facilitate and integrate CbT activities
and operations.

(2) Serve as primary J2 focal point for terrorist threat information in
support of Force Protection activities with ECSM.

(3) Coordinate CbT activities with Staff, components and partner
nations.

4) Monitor terrorist threat information and ensure dissemination to
affected units.

(5) Integrate HUMINT/CI/LE assets as critical collection/targeting
elements in campaign.

(d) USEUCOM Joint Analysis Center (JAC). Responsibility for
USEUCOM CI analysis, production, and dissemination is centralized at the JAC
Counterterrorism/Counterintelligence (CT/CI) Division DOX JAC/DOX has a functional
Counterintelligence analytic capability. The Division produces specialized CI products
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in support of USEUCOM exercises, and interfaces with other JAC branches to
nominate targets for exploitation, neutralization, or destruction.

(e) Component command CI elements will develop policies or programs that
address the following:

(1) Develop procedures to be taken in support of supported
commander’s terrorist incident response plans.

(2) Coordinate ClI activities supporting AT/FP plans and programs
through established DoD procedures.

(3) Develop and exercise (or participate in exercises) Cl support for
AT/FP procedures.

(4) As appropriate and within capabilities, participate in installation
physical security vulnerability assessments.

(5) As appropriate, support designated supported commanders as they
annually exercise their AT/FP Plans or when the Terrorism Threat Level or Force
Protection Condition changes.

(6) Within capabilities, support requested AT/FP training of deploying
personnel and units.

c. Coordinating Instructions

(1) Liaison. CI liaison between USEUCOM CI Components is essential to
effectively mitigate force protection threats. USEUCOM recognizes each service CI
component brings individual strengths to the theater. Further, USEUCOM recognizes
there are specific service equities that must be preserved and protected. In full view of
these considerations, USEUCOM considers effective coordination between CI
components as discussions leading to greater synergy of effort and sharing of lessons
learned. Cl components are encouraged to seek mechanisms where they can optimize
individual component expertise (investigative, ground, air, etc) and to find ways to
achieve cost savings that lead to more efficient and effective execution of the overall
EUCOM CI mission. A tool to assist in maintaining effective coordination and
cooperation between the CI components and the EUCOM staff is the Cooperative
Agreements Working Group (CAWG). The CAWG will be used to the maximum extent
feasible by the CI components and the CISO to facilitate timely and effective
coordination. Components are authorized to conduct CI liaison with friendly foreign/
host nations concerning force protection in accordance with governing service
directives, DIAM 58-11, DCID 5/1 and pertinent USEUCOM directives. Component CI
agencies will coordinate with the CISO to obtain information regarding any special
liaison requirements established between CINCEUR and a particular Chief Of Mission
(COM), and/or the Defense Attaché.

(2) Training. Component commands will ensure adequate CI resources are
appropriately trained and are available to protect against attempts of espionage,
sabotage, surprise, subversion, unauthorized observation, other intelligence activities,
or terrorism.
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(3) Supported commanders deploying outside of their host country must request
threat assessments for the deployment area from their supported Cl element.

(4) During normal operations (other than during the execution of CJCS-approved
OPLAN, CONPLAN or OPORD) component command and supporting Service CI
organizations remain under the command and control of their component and/or military
service and CI organizational headquarters. USEUCOM exercises coordination
authority over supporting Cl components through the J2 and CISO.

(5) During the execution of CJCS-approved OPLAN, participating CI units shall
come under USEUCOM'’s operational control through their respective component
commanders, IAW applicable plans. Administrative control will remain with the
component and/or Cl organizations of each military service. CI elements support their
Service component in theater, but may also be tasked through the CISO or TFCICA
(Task Force Counterintelligence Coordinating Authority).

(6) Contact can be made with the USEUCOM CISO or the Counterintelligence
Branch via the following methods:

o STU Il Telephone: (DSN) 430-8123/7421/5761 (COMM) (49) 711-680-
8123/7421/8154.

STU Il FAX: (DSN) 430-6982/8240 (COMM) (49) 711-680-6982/8240.
Unsecure FAX: (DSN) 430-6344. (COMM) (49) 711-680-6344.
SLAN/SIPRNET address: “J2-Cl@eucom.smil.mil”.

GENSER ADDRESS: USCINCEUR INTEL VAIHINGEN GE//ECJ23-CI/I.
SSO ADDRESS: USEUCOM//ECJ2-SSO/ECJ2-Cl/].

0O0D0CO0O
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APPENDIX 4 (BLUE DART PROGRAM) TO ANNEX B (INTELLIGENCE) TO
USCINCEUR AT/FP OPORD 01-01

1. GENERAL

a. BLUE DART is an Antiterrorism/Force Protection (AT/FP) threat-warning program
designed to rapidly disseminate threat information as fast as possible directly to
affected areas and units in a simple, easy to understand format. The program covers
all USEUCOM subordinate and tenant units as well as other official, U.S. sponsored
organizations in the AOR. The program also applies to NATO and allied units operating
under U.S. auspices and other non-military U.S. organizations including U.S.
embassies. BLUE DART is a command-wide program, and dissemination of BLUE
DART warning messages will not be limited to intelligence channels.

b. Any unit or entity covered by the program can initiate a BLUE DART. Because
BLUE DART warnings are designed to provide actionable, time-critical warning to
threatened units, USEUCOM developed a specific set of criteria information must meet
in order to be issued as a BLUE DART. This information must contain a specific
threatened location, unit, and means of threat and must be applicable within a specific
near-time frame. Specificity is the key principle of this program. If information cannot
be used to provide specific, actionable warning, it will not be treated as a BLUE DART.
However, in order to ensure timely warning, information included in a BLUE DART does
not need to be validated or confirmed before transmission. This approach may result in
the passing of some erroneous information, but some false reporting is accepted in
order to ensure timely warning of specific threats.

c. BLUE DART requires two forms of notification. Immediate voice notification by
telephone or radio directly to the targeted unit or installation ensures threat information
is passed by the fastest means possible and provides immediate feedback from the
receiving unit, thereby confirming its reception and interpretation. Follow-up notification
is then accomplished through appropriate message handling systems. According to
USEUCOM guidelines, initial voice notification must be completed within 10 minutes of
threat information reception. Throughout repeated exercises and numerous real-world
situations, USEUCOM has demonstrated the ability to meet this timeline and averages
approximately 2 minutes.

d. HQ USEUCOM ECJ23 Intelligence Operations Center (IOC) exercises overall
staff proponent for the BLUE DART program in coordination with ECSM. The IOC is
responsible for implementing BLUE DART warnings, conducting quarterly tests of the
system, and providing feedback to ECJ23 to establish and adjust the theater-wide
threat warning policy for all systems (to include BLUE DART). ECSM is responsible for
providing guidance regarding prescriptive measures for reacting to BLUE DART and
other threat warnings.

e. Scope of Program
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(1) BLUE DART applies to real world and BLUE DART exercise imminent threat
warning.

(2) Broadcast of BLUE DART reports is preferred for widest dissemination.

(3) Priority should be given to the threatened unit(s) within 10 minutes of receipt
of the initial warning information.

(4) Immediate up-and cross-echelon reporting is required to ensure commanders
have information on which to base guidance and assistance to threatened subordinate
units.

(5) In general, BLUE DART messages should not be held while information
contained in them is verified. Some false alarms may be reported without this
verification; nevertheless, some level of false reporting is accepted to guarantee rapid
reporting.

(6) Feedback is requested both on real-world and exercise messages.

(7) Imminent threat warning reports not containing the words “BLUE DART” but
meeting BLUE DART reporting criteria should be disseminated immediately as BLUE
DART warning reports.

(8) BLUE DART is meant for time-critical threat warning of a specific nature.
Warnings not conveying an imminent threat and identifying a specific unit, ship or
location generally should not be reported as a BLUE DART unless an incident suggests
follow-on threats are likely and imminent.

(9) Any unit in receipt of information meeting BLUE DART criteria is required to
immediately initiate a BLUE DART warning report.

(10) Examples:

(a) A threat report with a specific threatened location (e.g., Tuzla AB), a
specific threatened unit (e.g., TF Eagle), a specific threat means (e.g., car bomb attack
against checkpoint) within a specific near-term time frame (e.g., at 2300z, or within the
next two hours) or some combination of these normally would be reported as BLUE
DART.

(b) A report of a general threat to troops without location, time frame, or
means would not be a BLUE DART.
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(c) Areport of an individual or isolated incident (explosion, sniper fire) that
has already taken place would not normally be reported as a BLUE DART unless it is
believed more incidents are about to follow.

(d) Examples of what should or should not be a BLUE DART cannot be all-
inclusive. Ultimately, we must rely on the judgment of our watch standers, analysts and
operators. Over-use of the term BLUE DART will diminish its usefulness as a means of
imminent threat warning; however, when in doubt, erring on the side of using the term
BLUE DART is recommended. Terrorism threat warning not meeting BLUE DART
criteria will be disseminated IAW normal procedures.

2. EXECUTION
a. Threat Dissemination

(1) Initial Warning. BLUE DART warnings will be passed to the targeted unit by
the fastest means possible. Unclassified communications may be used but only when
non-secure means are unavailable or judged too slow. Component intelligence
organizations and deployed task forces will establish written procedures to ensure
timely introduction of BLUE DART threat warning to command and control nets while
continuing to relay information via intelligence nets. Operational organizations will
execute BLUE DART procedures and inform supporting intelligence organizations when
they identify threat information meeting BLUE DART criteria. This allows further
dissemination of information and provides focused intelligence support to the problem.

(2) Subsequent Reports. After initial voice notification to the targeted unit, the
organization originating a BLUE DART will follow-up with FLASH precedence record
message traffic up its chain to HQ USEUCOM, including JAC Molesworth, and all
pertinent theater component watches and intelligence elements.

b. Installation and Unit Procedures. Each command with access to
communications is responsible for establishing local procedures and watch standards
for passing BLUE DART threat warning information. Procedures will address
dissemination to lower, adjacent, and higher units.

c. Command Center Procedures. Tactical and fixed command centers at all levels
are responsible for creating or modifying local procedures and training watch standers
to carry out BLUE DART guidance. Command Centers at all echelons will maintain the
capability to execute BLUE DART warnings and have checklists in place to facilitate the
rapid dissemination of BLUE DART messages. Imminent threat warning information
must be passed immediately up, down and cross-echelon on assigned command nets.
The first priority is to the threatened unit(s); however, reports must be passed up and
cross-echelon as well as down-echelon to ensure responsible commanders and
headquarters have information on which to base further guidance and assistance.
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d. Protection of Classified Information. Classified threat warning information will
be protected to the maximum extent possible consistent with the need to inform
threatened units within 10 minutes of receipt of the initial BLUE DART warning
message. Certain sensitive sources of information, if compromised, would be
irreplaceable, potentially leading to significant degradation of intelligence to the
supported commander. Despite this risk of loss, nothing in this guidance overrides a
unit's responsibility to report information critical to the protection and survival of U.S.
and allied forces by the most expedient secure means where immediately available, or
by the most expedient means when secure means are not immediately available.

e. Redundant Communications. Voice and message dissemination are necessary
to ensure timely delivery of imminent threat warning information. Follow-up initial
reporting with hard copy (record message, e-mail or fax) messages when BLUE DART
warning is carried out via a voice. Send voice reports to follow-up and to confirm
receipt of initial reporting when is carried out via message, e-mail, or data link, such as
a voice alert upon receipt of TIBS or TDDS information displaying the location of a
specific threat. Use broadcast wherever possible to ensure widest dissemination in the
shortest time.

3. ADMINISTRATION AND LOGISTICS. Commanders are responsible for
immediately informing USCINCEUR, via the chain-of-command, of equipment or
procedural shortfalls that would prevent execution of provisions of this guidance.

4. COMMAND AND CONTROL. Secure telephone or secure radio, if available, will be
used for the immediate voice notification. If a secure means is not available then non-
secure telephone or radio may be used. The follow up will be sent via hard copy
message.

5. BLUE DART EXERCISE PROCEDURES

a. HQ USEUCOM ECJ23 Intelligence Operations Center (I0C) Watch will exercise
BLUE DART procedures quarterly to maintain awareness and proficiency. Theater
exercise messages will be sent only with the express permission of HQ USEUCOM
IOC, who will coordinate the action with other appropriate staff elements, e.g., ECJ3-
ETCC, ECSM, etc. The I0C will identify an exercise OPR to initiate the theater
exercise by originating a message from a field unit, headquarters, or supporting
intelligence center in or out of theater. Test considerations are as follows:

(1) Exercise messages will be sent from a variety of locations based on notional
intelligence collection from different sources (HUMINT, IMINT, SIGINT, etc.).

(2) Exercise messages are intended to be received by a variety of units to ensure
circuits and procedures function properly.
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(3) Exercise messages will not contain any scenario information. This will
preclude an exercise message being accidentally accepted as a valid threat.

(4) Exercises messages will be unclassified, preventing compromise of classified
information should non-secure circuits be used to pass the exercise message.

b. Immediately acknowledge receipt of the BLUE DART message to the sender.
The ultimate recipient of the warning will report back to USEUCOM headquarters within
two hours the time received, from whom, and by what means. Report back by
SIPRNET to [2watch@eucom.smil.mil] SCI e-mail to USEUCOM|IOC@hgq.eucom.ic
.gov, via Coastline TAN ISSO or ISSP, or message to HQ USEUCOM VAIHINGEN
GE//ECJ23/ECJ23-I0C/ETCC// with information copy to HQ USEUCOM VAIHINGEN
GE //[ECJ2/ECJI3/ECI6/ECSMI/I. Provide information copies to others in chain of
command as necessary. If unable to report by message or e-mail within 2 hours, report
by phone (DSN 430-8132/8135; COM 49-711-680-8132/8135) or LOCE phone (030), or
relay to unit with this capability. Other commands/units in receipt of BLUE DART
exercise traffic will report this same information by routine message within 24 hours to
HQ USEUCOM VAIHINGEN GE//ECJ23-I0C/ETCC//, with information copy to HQ
USEUCOM VAIHINGEN GE///[ECJ23-CI/ECSM/ECJ3// and JAC MOLESWORTH RAF
MOLESWORTH UK//DO/DOAT/JOCI/I. Provide comments if desired (for JAC at DSN
268-2235 or JAC/DOAT 268-1510).

c. If an exercise BLUE DART interferes with a real-world BLUE DART or other time-
critical threat warning, any unit involved is authorized to terminate the BLUE DART
exercise. To terminate an exercise, report the following by all appropriate means: quote
“terminate exercise BLUE DART” unquote, and repeat the call. All units involved in the
exercise report back to USEUCOM headquarters as described in paragraph c, above,
the information collected up to exercise termination. The unit terminating the exercise
is also to provide the reason for exercise termination.

d. Example exercise message:

FM/TO:

EXERCISE EXERCISE EXERCISE
(U) SUBJ: EXERCISE BLUE DART XXX-99
PASS THIS EXERCISE MESSAGE TO((...)
EXERCISE EXERCISE EXERCISE

e. Component and other theater units may initiate internal threat notification
exercises as part of their training programs. However, only the IOC may initiate or
approve a Blue Dart exercise due to the required coordination to involve Theater
resources. If a component or other subordinate theater unit wishes to conduct a Blue
Dart exercise, they must coordinate it with the I0C and receive the IOC’s approval a
minimum of two weeks before conducting the exercise.
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6. There should never be confusion about whether a BLUE DART is real or an
exercise. Four things distinguish the exercise message from the real-world one: (a)
“Exercise BLUE DART” in the subject line; (b) an exercise number in the subject line;
(c) the word “exercise” three times before and three times after the text; and (d) only
passing instructions in the text -- no scenario. A real-world BLUE DART contains a
specific threat. Additional words in the subject line or message such as “tipper” or
“warning” do not change the fact that the message is a real-world BLUE DART.

7. To date it is unproven BLUE DART reports have prevented any casualties. However,
the program is having the intended consequences. Service members stop what they
are doing and pay attention, because taking immediate action might save a life. A
single instance of this program's prevention of a death or injury will be worth all the
effort put forth to implement this program. Force protection remains our priority.

ACKNOWLEDGE:

JOSEPH W. RALSTON
General, USAF
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APPENDIX 5 (THEATER TERRORIST THREAT ASSESSMENT) TO ANNEX B
(INTELLIGENCE) TO USCINCEUR AT/FP OPORD 01-01

The substance of this Appendix is classified at the Secret level and can be found on the
USEUCOM Joint Analysis Center (JAC) homepage on the SIPRnet INTELINK-S at
http://www.jac.eucom.smil.mil/|with additional information derived from more sensitive
intelligence sources and methods available on the JAC homepage on Joint Worldwide
Intelligence Communications System (JWICS) INTELINK at
http://www.jac.eucom.ic.gov/|
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General, USAF
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ANNEX C (OPERATIONS) TO USCINCEUR AT/FP OPORD 01-01
REFERENCES: See Basic Order

1. SITUATION. The geographic area of operations (AO) encompassed by this order
includes the land, sea, and airspace of the USEUCOM AOR. Key AT/FP program
elements required for aggressive and effective AT/FP operations include the following:
the Terrorism Threat Assessment and Vulnerability Assessment to include both
conventional and weapons of mass destruction (WMD); Risk Management in mission
planning and execution as well as installation/facility protection; Force Protection
Conditions (formerly known as THREATCON) keyed to the local environment; Terrorist
Incident Response Measures to include WMD; procedures for Force Protection
Condition transition; and Consequence Management Measures to mitigate effects of a
terrorist attack.

2. MISSION. To provide policy and guidance for the execution and oversight of
USCINCEUR'’s AT/FP program. To outline the operational requirements, procedures
and standards for the USEUCOM AT/FP program.

3. EXECUTION

a. Scheme of Support. The foundation for an effective AT/FP program and AT/FP
readiness is the development of a comprehensive plan. Commanders at all levels shall
publish and exercise such a plan to ensure that it is executable and to identify further
program enhancements. Minimum AT/FP plan content and requirements include is
those key program elements listed in paragraph 1, above.

b. Tasks to subordinate units

(1) Service component commander responsibilities are as specified in the basic
order.

(2) HQ USEUCOM ECSM. Act as the primary focal point for AT/FP for
USCINCEUR. ECSM, using its coordinating authority, shall:

(a) Establish command policies and programs for the protection of DoD
personnel and their families, facilities, and material resources from terrorist acts, as
required by DoDD 2000.12, reference (g).

(b) Monitor and assist Service component and subordinate commanders,
Defense Agencies, and other DoD elements and personnel for whom the CINC
exercises TACON (for force protection) within the USEUCOM AOR, with
implementation of the AT/FP program requirements specified in DoDI 2000.16,
reference (j).
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(c) In coordination with ECJ3 and/or ECJ5, identify and disseminate to force
providers area specific pre-deployment training requirements which all units must
complete prior to arrival in theater. Provide AT/FP training requirements to the Services
and Defense Agencies for all DoD personnel and families scheduled for permanent
change of station to or within the theater. Ensure all personnel assigned to USEUCOM
headquarters receive appropriate AT/FP training.

(d) Monitor DoD Terrorism Threat Levels, Defense Terrorism Warning
Reports and Force Protection Conditions throughout the AOR. Ensure Force Protection
Conditions are uniformly implemented and disseminated. Coordinate and de-conflict
Force Protection Conditions set by subordinate commands when required.

(e) Provide a representative to the DoD Antiterrorism Coordinating Committee
and Subcommittees, as required, and to the DoD Worldwide Antiterrorism Conference.

(f) Validate AT/FP resource allocation requests, submitting prioritized
recommendations to the USEUCOM Comptroller (ECCM) for budget process
implementation.

(g) Monitor dissemination of AT/FP information, to include emerging
advanced technologies, within the USEUCOM AOR.

(h) Actively seek additional means and initiatives to improve USEUCOM
AT/FP processes and programs.

(i) Act as principal point of contact for AT/FP issues and requirements tasked
by higher authority.

() Act as the AT/FP proponent at key forums such as the Component
Commanders Conference (CCC), the CJCS CINCs’ Conference and the JROC. These
are ideal forums to highlight AT/FP issues and concerns. Additionally, ECSM is the
proponent for several command specific AT/FP forums:

(1) Staff proponent for the General/Flag Officer Antiterrorism Steering
Group (GOASG). See Annex C, Appendix 5, Tab A.

(2) Chair the USEUCOM Joint Antiterrorism Working Group (JAWG). See
Annex C, Appendix 5, Tab B.

(3) Chair the Antiterrorism Staff Action Working Group (ASAWG). See
Annex C, Appendix 5, Tab C.

(k) Act as USCINCEUR's troubleshooter to solve AT/FP problems,
particularly time sensitive issues.

() Provide a coordination link for the Service component commands and/or
local activities to work AT/FP issues with USDRs and HQ USEUCOM staff.
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(1) Provide expertise/guidance for AT/FP issues related to the planning
and execution of USEUCOM level exercises.

(2) Coordinate AT/FP for contingency deployments, with particular
attention to AT/FP planning for Aerial Ports of Debarkation (APOD) and Surface Ports
of Debarkation (SPOD). See Annex E.

(3) Assist Commander-In-Chief, United States Naval Forces, Europe
(CINCUSNAVEUR) in assessing AT/FP requirements for port visits. Where applicable,
ensure the USDR's local threat assessment is included in the planning process. See
Annex E.

(m) Ensure implementation and enforcement of DoD and USEUCOM AT/FP
policies, directives, and standards. This will be accomplished during AT/FP program
reviews of the Service component command headquarters at least annually. This also
may require spot checks, in coordination with the USEUCOM Inspector General (ECIG),
for unit pre-deployment AT/FP training and equipment requirements.

(n) In coordination with ECJ5, and ECJ4 in Turkey, act as interface on AT/FP
issues with the USDRs, to streamline the process, by providing them a single point of
contact. This is particularly important for coordination of host nation support for AT/FP.

(o) Consolidate resource requests from Service component commanders and
USDRs that require USEUCOM, Joint Staff, DoD, or interagency attention for
resolution. Coordinate with the Joint Staff, ECJA, ECCM, and ECJ4 to properly
earmark such requests as being AT/FP requirements.

(p) Collate theater wide AT/FP shortcomings and deficiencies for submission
to the Joint Monthly Readiness Review (JMRR) and the Joint Warfighting Capabilities
Assessment (JWCA).

(q) Coordinate with the Service component commands to ensure any pending
housing and real property purchases are reviewed for AT/FP acceptability (see Annex
D, Appendix 1). When applicable, ensure coordination with the COM to comply with
statutory requirements.

(r) Develop, coordinate, and execute a CINC/COM MOA delineating AT/FP
responsibilities for all DoD elements and personnel in a given country.

(s) Be responsible for oversight and coordination of AT/FP training
requirements in theater. Monitor accomplishment of AT/FP training requirements in
theater.

(t) Coordinate AT/FP OPSEC related matters with ECJ3, the USEUCOM
proponent for OPSEC.

(3) HQ USEUCOM ECJ1
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(a) Plan, task, and monitor the Service component command sourcing of
AT/FP augmentation.

(b) In coordination with the 6" Area Support Group (ASG), ensure all
personnel who PCS or are TDY to HQ USEUCOM receive Level | AT/FP training during
in-processing, as required.

(c) In coordination with the Service component command Personnel
Directorates, ensure all PCS and TDY orders for personnel stationed in USEUCOM
indicate the requirement for Level | AT/FP training.

(d) Require theater clearance approvals and TDY orders to specify the
authority responsible for security, either USCINCEUR or the appropriate COM, for
personnel TDY within the theater.

(4) HQ USEUCOM ECJ2

(a) Collect, analyze, and disseminate terrorist threat information for the AOR
according to current DoD directives.

(1) Collect and disseminate Defense Indications and Warning System
(DWIS) Terrorism Warning Reports.

(2) Collect and disseminate Intelligence Community Terrorist Threat Alerts
and Terrorist Threat Advisories.

(3) Based on intelligence or information received by USEUCOM assigned
or controlled intelligence activities, provide recommendations to ECSM on the issuance
of unilateral terrorist threat warnings to DoD personnel in USEUCOM.

(4) Actas proponent for the USEUCOM BLUE DART Program. See
Annex B, Appendix 4.

(b) Provide counterintelligence (CI) and terrorist threat assessments for the
USEUCOM AOR. Use the DoD Threat Analysis Methodology to assess the terrorist
threat.

(c) Provide copies of threat assessments to the Military Services, Service
component commanders, JTF/CTF commanders, USDRs, COMs, and other DoD or
non-DoD agencies as appropriate.

(d) Issue Defense Terrorism Warning Reports when the situation dictates.
Coordinate with DIA to determine Defense Terrorism Threat Levels in the EUCOM
AOR.

(e) Provide ECSM the requisite expertise on and interface to ClI programs that
impact AT/FP efforts.
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(f) As required, assist ECSM in the conduct of the intelligence and/or
counterintelligence portions of USEUCOM conducted Vulnerability Assessments,
AT/FP Program Reviews, and/or EUCOM Survey and Assessment Team (ESAT)
missions.

(g) Develop threat assessments to include estimates for potential terrorist use
of WMD in the USEUCOM AOR. Immediately process and disseminate any reports of
significant information obtained which identifies organizations with WMD capabilities
operating in the USEUCOM AOR.

(5) HQ USEUCOM ECJ3

(a) Determine and maintain USEUCOM Operations Security (OPSEC) Ciritical
Information Essential Element of Friendly Information (EEFI), and publish EEFI within in
EUCOM AOR in accordance with CJCSI 3213.01, reference (v).

(b) Provide OPSEC guidance to support AT/FP planning and policy
development.

(c) In coordination with ECSM, ensure AT/FP guidance and requirements are
included in all crisis action/operations/contingency plans and orders.

(d) In coordination with ECSO, prepare a Terrorist Incident Contingency Plan
for USEUCOM.

(e) If deployed, ensure ESAT surveys include and highlight AT/FP
requirements in the assessment.

(f) Coordinate and execute USEUCOM responses to any terrorist incident.
During the initial stages of a terrorist incident response, the European Theater
Command Center (ETCC) serves as the focal point for emergency reporting, decision
making and conferences. At some point during the response phase, the ECJ3 may
direct the formation of the Crisis Action Team (CAT) or a Crisis Response Cell. In
either case, these teams or cells will operate out of the ETCC and act as the focal
points for directing and coordinating USEUCOM crisis responses. In all cases,
coordinate the initial response actions with ECSM, ECJ2 and ECSO.

(g) Keep ECSM, ECSO, ECJ2 and other affected staff members informed of
any AT/FP related information received, such as Force Protection Condition changes or
terrorist threat warnings, and/or reports of terrorist related activities/incidents.

(h) Ensure AT/FP tasks are included in all USEUCOM-level exercises.

(i) In coordination with ECSM, ensure AT/FP issues are included in
USEUCOM’s input to the Joint Monthly Readiness Review (JMRR).
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(6) HQ USEUCOM ECJ4

(a) Provide expertise on, and interface with, security assistance organizations
and activities.

(b) Coordinate strategic airlift requirements and engineering support. Assist
in the evaluation of designated air/seaports of embarkation in the event of non-
combatant execution operations (NEO).

(c) Act as the proponent for the AT/FP Design Standards (see Annex D,
Appendix 1 and Annex M, Appendix 1). Review and provide recommendations for
approval or disapproval of all requests for deviations from the specified construction
design standards.

(7) HQ USEUCOM ECJ5

(a) Evaluate the impact of AT/FP requirements and issues on the deliberate
planning process and operations/contingency plans under the cognizance of ECJ5.

(b) Provide expertise regarding NEO planning and execution.
(c) Evaluate political-military impact of AT/FP requirements and issues.

(d) Act as the HQ USEUCOM Office of Primary Responsibility (OPR) for
administering the USDR program. Coordinate all issues involving the USDR and
impacting on AT/FP with ECSM.

(e) Act as the HQ USEUCOM OPR for chemical, biological, and radiological
issues. Provide expertise and coordinate issues dealing with WMD. Act as the
proponent for the USEUCOM WMD program and the guidance issued in Annex C,
Appendix 3.

() In coordination with ECSM, ensure AT/FP issues are included as part of
the USEUCOM input to both the Joint Warfighting Capabilities Assessment (JWCA)
and the Joint Requirements Oversight Council (JROC).

(8) HQ USEUCOM ECJ6. Act as proponent for AT/FP related Information
Assurance. See Annex K.

(9) HQ USEUCOM ECJA

(a) Provide expertise regarding legal issues that impact on the planning and
execution of USEUCOM AT/FP program.
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(b) Review each country-specific MOA to be signed by USCINCEUR and a
COM pursuant to the DoD/DOS Universal MOU for legal sufficiency.

(c) Review all proposed changes to existing CINC-COM MOAs, to include
withdrawal from an MOA by either party, for legal sufficiency.

(d) Provide legal opinion as necessary on all disputes concerning command
relationships.

(e) Review any proposals to augment the JCS Standing Rules of
Engagement (SROE).

(f) Review all requests and proposals for the use of CJCS Combating
Terrorism Readiness Initiative Funds (CbTRIF) before such proposals are submitted to
DCINCEUR for approval and forwarding to the Joint Staff.

(10) HQ USEUCOM ECIG. Conduct assessments and inspections of the
USEUCOM AT/FP program from a systemic procedural perspective. Examine areas of
AT/FP during all inspections as a USCINCEUR Special Interest Item.

(11) U.S. Defense Representative (USDR). Act as the senior officer responsible
for the coordination of AT/FP issues for DoD elements and personnel under security
authority of the COM. Serve as the primary conduit between the CINC and the COM
for all AT/FP matters Duties specifically related to AT/FP are addressed in Annex C,
Appendix 4.

(12) All CINCs, Services and Defense Agencies providing forces to
USCINCEUR or deploying forces within or through the USEUCOM AOR should
coordinate all such deployments or assignments with USEUCOM to enable these
forces to comply with USCINCEUR AT/FP requirements. This includes pre-deployment
AT/FP planning and training for exercises and contingencies (see Annex C, Appendix
1), and JCS OPREP reporting. Supporting forces such as USTRANSCOM components
that deploy to set up APODs or SPODs, or Defense Agencies and commands that
traditionally remain “stove piped” to their parent command after deployment, such as
the Corps of Engineers, should follow the AT/FP instructions in this order. USEUCOM
will work closely with all planners to ensure the implementation of appropriate and
compatible AT/FP measures.

(13) Nothing in this order relieves the unit or element commander of his/her
inherent responsibility for the protection of assigned unit personnel. Deployed unit and
element commanders shall use their normal chain of command for reporting AT/FP
incidents or issues. Submit all resource, manpower and other requests for assistance
through normal Service channels for execution, with information copies to ECSM when
appropriate for monitoring and tracking purposes.
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c. Coordinating Instructions.

(1) Deployments. Prior to deployment of any kind to the USEUCOM AOR, all
units and elements must complete and coordinate an AT/FP plan for the operation.
Pre-deployment AT/FP awareness training is mandatory for all deploying personnel.
Annex C, Appendix 1, Tab A lists training requirements as well as the minimum
equipment requirements for deployments within the AOR. Subordinate commanders
must report any deviations up their chain of command. Service component commands,
JTF/CTFs, DRUs, and USDRs must coordinate all requests for deviation from AT/FP
standards and seek approval from HQ USEUCOM. See Annex M, Appendix 1 for
details concerning deviations (exceptions, waivers, and variances).

(2) All'units and activities must routinely review the effectiveness of their daily
physical security measures under the existing baseline Force Protection Condition and
their capability to transition to higher Force Protection Conditions. Commanders at all
levels must be prepared to implement requirements contained in this OPORD to
achieve a higher state of AT/FP readiness when necessary.

(3) All units will review their OPSEC critical information and EEFI, and ensure
their EEFI is promulgated within their command. Commanders at all levels will develop
OPSEC measures to ensure their classified and unclassified but sensitive information is
protected in accordance with CJCSI 3213.01, reference (v).

(4) Physical security assessment checklists are contained in Annex M, Appendix
2 to assist commanders in conducting installation/activity AT/FP Vulnerability
Assessments and Program Reviews, as well as providing common standards for all
assessment teams.

(5) As Vulnerability Assessments are conducted throughout the AOR, patterns
emerge. To give visibility to these trends and potential solutions, summarized data has
been placed in the USEUCOM Vulnerability Assessment Management Program
(VAMP) database. See Annex M, Appendix 2.

(6) Antiterrorism/Force Protection Planning. Each USEUCOM installation or
site shall have in place a published and signed an AT/FP plan. These plans may be in
the form of an OPLAN, OPORD or other comparable document, but in all cases they
must be comprehensive, provide implementing instructions for the policies, procedures
and requirements in this OPORD, and proven to be executable. DoD elements under
the security authority of the COM may use guidance in this OPORD to assist in the
development of AT/FP operating instructions, but should follow the guidance provided
by the COM and design their plans as supporting documents to the U.S. embassy
Emergency Action Plan (EAP). Standardized AT/FP plans should be tailored to specific
missions and locations.
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(a) AT/FP plan content and requirements shall include, as a minimum, the

following information and program elements:

a

(1) Terrorism Threat Assessment (classified as appropriate, and may be published
under separate cover).

a

(2) Vulnerability Assessment process to determine susceptibility to attack by the
broad range of terrorist threats to the security of facilities, personnel and missions.

a

(3) Risk Assessment process to integrate the Threat and Vulnerability Assessments
to examine possible terrorist event likelihood and consequences. The Risk
Assessment process will be used as a means of making conscious and informed
decisions to commit resources to reduce vulnerabilities, enact policies and
procedures to mitigate the threat, and to determine an acceptable the level of risk.

(4) Locally tailored actions to be taken during each Force Protection Condition and
Terrorist Incident Response Measures to be taken in the event terrorist action.
When included in an AT/FP Plan, the complete listing of site-specific AT/FP
measures, linked to a Force Protection Condition, will be classified, as a minimum,
CONFIDENTIAL.

(5) Procedures for reporting terrorist events or suspicious activity.

(6) Alert notification procedures used to disseminate information, warnings or
instructions.

(7) Map(s) showing the locations of Mission Essential or Vulnerable Areas (MEVA),
and when applicable, residential locations.

(8) List and location of office emergency equipment (if applicable).

(9) Total number of units and personnel assigned. When warranted by the threat or
local circumstances, include identities of all personnel and family members (if
present).

(10) Consequence Management Measures. These may be part of the AT/FP plan
or published in a separate document. This element covers the full range of
emergency response and disaster planning actions to mitigate and recover from the
effects of a terrorist attack. It should be comprehensive to include actions to take
for those personnel who reside or work at off-installation sites.

(11) Procedures for the review and exercise of all facets of AT/FP plans/operating
instructions annually. Results should be used to facilitate program enhancements
and validate that the AT/FP plan is executable.

(12) Establishment of an AT/FP Working Group (or other comparable forum) to
assist in program coordination, plan development, exercises, and execution. This
forum should be used to track and fix identified deficiencies.

(b) Installation/activity AT/FP plans must incorporate tenant activities that

reside on an installation or for whom the host provides AT/FP coverage, e.g., Area
Support Group plans include all activities identified as being within their area of
responsibility. Tenant activities, depending on their organization and mission, should
contribute in an appropriate manner to the execution of the AT/FP plan and/or program,
based upon the mutual agreement of the tenant and the host. If there is disagreement
between host and tenant over the level and nature of participation by a tenant in the
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AT/FP plan or program, the issue should be raised through the chain of command for
resolution.

(7) Reporting procedures and dissemination of terrorist threat and AT/FP
information are contained in Annex B, Appendix 3, and Annex C, Appendix 2.

(8) All USEUCOM Service component commands and other supporting
units/activities will implement training programs that incorporate an annual AT/FP
exercise for all assigned personnel. The scope, type, methodology, length, and
execution of this exercise is at the discretion of the local commander with responsibility
for the installation/site. However, as a minimum, the exercise should incorporate the
most recent and/or likely terrorist threat scenarios.

(9) Immediate response to a crisis is critical to the recovery and continuing
mission of the unit and/or headquarters affected. An installation’s crisis action
response must be exercised on a periodic basis, at least annually and more frequently
for deployed units with a high rotational cycle or in locations designated as having High
or Significant Terrorism Threat Levels.

(10) Operational Constraints. Commanders at all levels have to weigh mission
accomplishment against the risk of terrorist incidents and endangering members of the
command. However, guarding against asymmetric threats such as terrorist attacks
normally enhances combat effectiveness and contributes to mission accomplishment.
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APPENDIX 1 (PRE-DEPLOYMENT REQUIREMENTS) TO ANNEX C (OPERATIONS)
TO USCINCEUR AT/FP OPORD 01-01

REFERENCES: See Basic Order

1. SITUATION. Due to the changing nature of the terrorist threat in USEUCOM AOR,
Antiterrorism/Force Protection (AT/FP) planning, training, and equipment requirements
are critical to mission success. Deploying units must consider AT/FP an integral part of
the mission, not an afterthought. The requirements for exercises and operations are
very similar, except exercises usually have the luxury of a longer planning process.
Operations require the same type of planning, but with the planning cycle condensed
into days or possibly hours. Each operation or exercise has different requirements and
challenges.

2. MISSION. To provide definitive guidance regarding AT/FP considerations for
commands and units deploying forces within the USEUCOM AOR.

3. EXECUTION

a. Scheme of support. This Appendix provides guidance and establishes AT/FP
planning responsibilities for forces deploying to conduct operations, exercises or
training in the USEUCOM AOR. The guidance is general in nature and designed so
that units can adapt it to a particular deployment. Tab A to this Appendix lists minimum
training and equipment requirements for any deployment within the USEUCOM AOR.

b. Tasks to subordinate units

(1) Commanders of the Service components, Task Forces, Joint Task Forces,
Combined Task Forces, and deploying units (down to battalion, squadron, and ship
level) controlling, participating in, or supporting an operation or exercise are responsible
for ensuring an Antiterrorism Officer (ATO) is appointed to serve as the subject matter
expert on AT/FP matters for the command. Smaller units (e.g., company, flight) must
also meet this requirement when deploying without their higher headquarters, unless
deploying as a subordinate element to a unit that will have an ATO.

(2) Ensure the ATO is trained to employ methods to reduce risk or mitigate the
effects of a terrorist attack. The ATO must also be familiar with pre-deployment AT/FP
training requirements. Assignment as the ATO may be a collateral or additional duty for
the individual appointed.

(3) Ensure the ATO has attended an approved Level Il AT/FP course of
instruction prior to the deployment. NOTE: Commanders (in the grade of 06 or above)
may waive this requirement for a period no to exceed six months if they appoint an
individual who has had formal AT/FP training and/or experience in unit/individual
protection programs, e.g., military police, security forces, special agents. Commanders
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may continue to waive formal level Il training for personnel who only provide Level |
training, given they have sufficient background and experience.

(4) Consider deploying the ATO early in the flow of deploying forces to execute
AT/FP tasks which are requisite to the deployment, e.g., site survey/ assessment,
coordination of security requirements with host nation. Typically, USEUCOM deploys a
EUCOM Survey and Assessment Team (ESAT) to conduct an initial on-scene
assessment of the area of operations. The ESAT will assess and report AT/FP
requirements for the operation.

(5) Ensure proper AT/FP planning occurs and is executed properly. Specific
planning factors vary with each operation, but the following represent basic issues to
consider:

(a) Based on the nature of the operational mission, develop a prioritized list
of AT/FP factors for site selection/survey teams. Use these criteria to determine if
facilities, either currently occupied or under consideration for occupancy by DoD
personnel, can adequately protect occupants against terrorist attack.

(b) Do not assume existing or host units at the site automatically will provide
AT/FP. Likewise, do not assume the host nation will provide adequate security. All
deployed DoD elements should have some type of inherent security capability, based
on the mission, as well as the type and level of threat at the deployment location.
Deploying units may have to bring security forces or equipment, and must take this into
account when planning lift and support requirements. Close coordination between the
deploying force and HQ USEUCOM is required to ensure all AT/FP requirements are
rapidly determined.

(c) AT/FP requirements must be factored into Time Phased Force
Deployment Data (TPFDD) planning. Lift requirements and timing the arrival of AT/FP
assets may impact adversely on mission capability if not carefully planned.

c. Coordinating instructions.

(1) Host nation restrictions and sensitivities may limit AT/FP options; therefore,
early coordination with the USDR should be affected to resolve issues.

(2) By their nature, contingency operations are time constrained, and each
operation has unique challenges. AT/FP should be factored into the planning process
from the beginning. AT/FP guidance must appear in all Warning, Planning, Alert,
Deployment, or Execute Orders.

(3) Regardless of the nature of an operation or exercise, it is incumbent upon
the parent command to ensure that all deploying personnel are properly trained and
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equipped, not only for the mission at hand, but also for force protection and personal
security.

(4) All deploying units must comply with the provisions of Annex C, Appendix 1,
Tab A, Training and Equipment Requirements. Process requests for deviations
(exceptions, waivers, and variances) through the chain of command as outlined in
Annex M, Appendix 1.

ACKNOWLEDGE

JOSEPH W. RALSTON
General, USAF
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A. Training and Equipment Requirements

C-1-3
FOR OFFICIAL USE ONLY



Change 1, 08 Mar 2002
FOR OFFICIAL USE ONLY

(INTENTIONALLY BLANK)

C-1-4
FOR OFFICIAL USE ONLY



FOR OFFICIAL USE ONLY

TAB A (TRAINING, SCREENING, AND EQUIPMENT REQUIREMENTS) TO
APPENDIX 1 (PREDEPLOYMENT REQUIREMENTS) TO ANNEX C (OPERATIONS)
TO USCINCEUR AT/FP OPORD 01-01

1. CATEGORIES OF TRAVELERS TO THE USEUCOM AOR.

a. Category “A” Travelers. Deployment/Mobilization/TDY/TAD and family member
travelers, NOT traveling to support training mission exercises, deployments, and
permanent change of station (PCS). These normally include TDY/TAD visitors traveling
for short duration to attend scheduled conferences, meetings, and other routine
functions. AT/FP training requirements for Category “A” travelers are contained in
paragraph 2a, below.

b. Category “B” Travelers. Deployment/Mobilization/TDY/TAD travelers, traveling
to support training missions, exercises, deployments, and permanent change of station
(PCS). The requirements in paragraphs 2-4, below, apply. Requirements in paragraph
2, below (and in certain cases, requirements in paragraph 3-4), may apply to family
members traveling PCS. The gaining command will determine modifications, as
appropriate, to these requirements. In most cases, the gaining command will provide
individual augmenters and PCSing personnel required equipment.

2. TRAINING REQUIREMENTS. Sourcing agencies (USCINCJFCOM, Services,
supporting CINC’s, Defense Agencies, etc.) will ensure the following requirements are
met prior to the deployment of forces to the USEUCOM AOR:

a. Training. All personnel traveling to the USEUCOM AOR must receive required
training (classroom instruction or required reading) from their parent unit/‘command prior
to initiating travel. This training must be provided by qualified personnel. Once this
annual requirement is satisfied, additional training prior to TDY/TAD to another country
may be limited to country specific AT/FP awareness. See Annex M, Appendix 1 for
more detailed guidance and criteria. As a minimum, required instruction will
encompass the following topics:

Introduction to Terrorism*

Terrorist Operations*

Detecting Terrorist Surveillance*

Individual Protective Measures*(issue JS Guide 5260 or equivalent publication).*

Hostage/Kidnap Situation Training.*

A briefing on the current country-specific Force Protection Conditions in effect.*

0|0|0 |0 (0|0 |0

Instruction on recognizing and reporting improvised explosive devices (IED); e.g., in
packages, baggage, motor vehicles.*

O

Country specific antiterrorism awareness brief(s), based on area(s) to be visited.*

O

Mine Awareness Training, as applicable.

o Medical threat briefing and medical self-aid/buddy care.
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Cultural aspects of host country(ies).

Rules of Engagement, as applicable.

Command'’s standard OPSEC measures and EEFI.

0|0 |0 |Do

Use of Deadly Force, as applicable. All forces deploying to support USEUCOM
operations will ensure their personnel receive mandatory “Use of Deadly
Force/ROE” training, as applicable. The training will be location specific with threat-
based scenarios to compliment the training and orientation process. Coordinate
training plans with all servicing Staff Judge Advocate General offices, as well as the
senior Military Police/Security Forces’ official on station.

Astrik (*) indicates required Level | AT/FP training (see Annex M, Appendix 5).

b. All personnel must be proficient in individual NBC defense survival skills as
prescribed by Service directives. Units must be proficient in the employment of unit-
level NBC equipment.

c. Deploying personnel must be qualified in accordance with Service regulations on
assigned weapon(s). Authority to deploy with weapons/ammunition will be indicated in
the exercise planning directive, unit deployment order, or augmentation tasker
message.

3. MEDICAL

a. Responsibilities. Commanders are responsible to ensure health threat
briefings, pre-deployment briefings and pre-deployment health screenings are
conducted. All personnel deploying must be assessed and determined to be medically
and psychologically fit for worldwide deployment. Based on the mission, vulnerability
assessment teams may include medical personnel with preventive medicine
background to evaluate commands, personnel and facilities.

b. Medical Force Protection Requirements. All personnel must meet the
requirements as published in USEUCOM Directive 67-9 and USEUCOM preventive
medicine guidance provided at http://www.eucom.mil/hg/ecmd/prevmed/index.htm|on
the NIPRNet. Health promotion, medical surveillance, and the prevention of iliness,
non-battle injury and disease, to include combat stress, will be integrated in the training
of individual Service members, in the training of military units, and in military exercises.

4. EQUIPMENT REQUIREMENTS. Parent units will issue all required organizational
equipment prior to deployment. USEUCOM provides clothing and equipment support to
HQ USEUCOM assigned personnel only.

a. Uniform
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(1) Personnel arriving in the AOR via commercial means will wear civilian
clothing. Military personnel traveling via military/military contract transportation will wear
the uniform prescribed in the applicable deployment orders.

(2) The prescribed uniform for the USEUCOM AOR is each Service’s utility
uniform (e.g., Army and Air Force: camouflage BDU; and Marines: utilities) depending
on functional responsibilities, (e.g., aviation personnel wear flight uniforms depending
on duty status).

(3) Individuals should deploy with their Service-dependent field uniform (e.g.
helmet, web belt, suspenders, canteens, flak vest, etc.).

(4) Deploying personnel must bring sufficient uniform items to accomplish their
mission. These items may include boots, hats, belts, field jackets, hot and/or cold
weather gear, etc.

b. Protective EqQuipment. As the mission and threat indicators dictate, units
deploying to the USEUCOM AOR will have their personnel deploy with the following
protective equipment (may be maintained by parent unit). Parent headquarters may
consider stockpiling protective equipment at deployment location for missions with high
personnel turnover/frequent unit rotations. HQ USEUCOM or the gaining Service
component command will notify the supporting command via OPORD, EXORD, or other
message if this requirement is valid and what modifications to the below list are
necessary.

Protective mask with filter

Filters for mask (4 each)

Protective Overgarment (MOPP suit) (2 each)

Protective Gloves with inserts (4 each)

Protective Overboots (2 each)

Hood (4 each)

M-8 paper pack (2 each)

Individual decontamination kits (2 each)

Permethrin pretreated uniforms (2 each)

Permethrin pretreated bed net and poles

Extended duration DEET lotion insect repellent (2 tubes)

00|0|0(0|0|0(0 (0|0 |0 (0o

Occupational protective equipment as required (ear plugs, gloves, respirators, etc.)

NOTE: Deployment orders for specific contingencies, operations and/or exercises will
contain additional guidance regarding mission unique equipment and uniform
requirements.
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APPENDIX 2 (TERRORIST FORCE PROTECTION CONDITIONS) TO ANNEX C
(OPERATIONS) TO USCINCEUR AT/FP OPORD 01-01

REFERENCES: a. DoD Directive 2000-12, DoD Antiterrorism/Force Protection
Program, 13 Apr 99

b. DoD Instruction 2000-16, DoD Antiterrorism Standards, 8 Jan 01

c. DoD Handbook 2000.12H Protection of DoD Personnel and
Activities Against Acts of Terrorism and Political Turbulence, 19 Feb
93 with Change 2

1. SITUATION. An effective AT/FP program requires the efforts of the entire
USEUCOM community. Because of the nature and dynamics of terrorism,
commanders must constantly review their programs and defensive posture designed to
thwart and deter the terrorist. These programs and postures must be constantly
reviewed and updated as required. Units/activities must carefully orchestrate and
coordinate AT/FP efforts to preclude duplication of effort, while putting forth a timely
and appropriate response. Proper protective measures, prudently implemented, can
have a significant deterrent effect on terrorist actions. Even if not completely effective
in deterring a terrorist act, protective measures can serve to limit damage and save
lives.

2. MISSION. To provide guidance and procedures for commanders at all levels to
execute an effective defensive posture (Terrorist Force Protection Condition (also
referred to as Force Protection Condition or FPCON, and formerly known as
THREATCON) to thwart terrorist attacks, and to rapidly and smoothly transition from
one Force Protection Condition to another when dictated by the threat or other
conditions.

3. EXECUTION

a. Scheme of support. Nothing in this appendix shall detract from, nor be
construed to conflict with, the authorities and responsibilities of the U.S. Combatant
Commanders, or the inherent responsibility of designated military commanders to
protect military installations, equipment, and personnel under their command.

(1) Commanders at the Colonel/Captain (O-6) level (e.g., Military Communities,
Air Bases, or geographically separated units) normally will declare the Force Protection
Condition for their units. This approach ensures the execution of the most appropriate
response to an assessed threat for a specific area, installation/site, or unit/‘command.
Higher level commanders in the chain of command may at any time exercise their
prerogative to declare a Force Protection Condition for their AOR or any portion thereof.

(2) Service component commanders, Task Force/Joint Task Force (TF/JTF)
commanders, senior U.S. members of a Combined Task Force (CTF) (or NATO/UN
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commands), Direct Reporting Units (DRU), and U.S. Defense Representatives (USDR),
or their designated representatives, may declare an appropriate Force Protection
Condition for their forces within geographical areas based on the assessed terrorist
threat for that area.

(3) When a terrorist threat against DoD interests in a particular area of
USEUCOM affects more than one Service component commander, the USEUCOM
Deputy Commander-in-Chief (DCINCEUR) is responsible to ensure a uniform military
response to the threat.

(4) Force Protection Conditions normally are based on terrorist threat
assessments produced by assigned or supporting terrorism intelligence analysts
combined with a determination of host-nation authorities and component/base/unit
capabilities to implement and sustain security measures, and the overall impact of the
AT/FP measures upon the organization's mission. However, the Terrorism Threat Level
does not dictate the specific Force Protection Condition to assume. Commanders are
responsible for Force Protection Condition declarations and should consider the value
of particular areas, installations/sites and facilities as targets, along with any special
vulnerabilities.

(5) Each Force Protection Condition is designed to produce a detection,
assessment, and response capability commensurate with the existing terrorist threat.
Escalating the Force Protection Condition should enhance these capabilities and send
a clear signal of increased readiness.

(6) Tab A to this Appendix describes security measures associated with each
Force Protection Condition. These measures are the minimum for each Force
Protection Condition. Commanders may direct more intensive security precautions
when implementing a given Force Protection Condition. When local conditions warrant,
subordinate commanders may request a reduction of the Force Protection Condition
prescribed by higher authority, or reduce certain required security measures in
accordance with paragraph 1e, Tab A to this Appendix.

(7) Subordinate commands will notify HQ USEUCOM of increased or decreased
Force Protection Conditions as rapidly as practical, usually through OPREP channels.
Voice reporting should be followed by a message providing the following information, as
a minimum:

(a) Brief description of circumstances that resulted in Force Protection
Condition change.

(b) The Force Protection Condition change, its effective date/time,
anticipated duration of new posture and, if applicable, additional instructions, e.g.,
"Force Protection Condition CHARLIE implemented from 251200Z Dec 98 to 021200Z
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Jan 99"; or "Effective upon receipt and until further notice, Force Protection Condition
BRAVO plus Measures 37, 38, and 43 implemented."

(c) Specific location/unit(s), geographical region, or country affected by the
Force Protection Condition change.

(8) HQ USEUCOM, though the Joint Analysis Center’s Directorate of Operations,
Analysis Division, Terrorism/Counterintelligence Analysis Branch (JAC-DOAT),
publishes monthly summaries of the assessed terrorist threat for each country in the
theater. These summaries are available at: pttp://www.jac.eucom.smil.mil/j ECSM
provides updates on Force Protection Condition status throughout the theater; these
daily updates are provided to the European Theater Command Center (ETCC) and are
available at: http://www.eucom.smil.mil/ecj3/etcc/main.html|

(9) When implementing any Force Protection Condition, commanders should
give particular attention to policies and procedures governing the issuance and use of
firearms. During implementation of security measures associated with Force Protection
Condition CHARLIE and, as appropriate, other Force Protection Conditions, local
orders must include instructions on issuing weapons/live ammunition and the use of
deadly force.

(10) To introduce an element of unpredictability into the system, various security
measures from higher Force Protection Conditions should be randomly implemented
based on a commander approved plan. The application of Random Antiterrorism
Measures (RAM) will increase AT/FP alertness and awareness as well as providing
opportunities to train on implementing higher level Force Protection Condition security
measures. A RAM program may also make it harder for terrorists to predict movement
or activity at a given location. Assume terrorists are conducting surveillance. Place
emphasis on detecting such activity at every stage of security alert.

(11) Normally, the Force Protection Condition at any given location will be
unclassified; however, compilations showing a complete listing of site-specific AT/FP
measures associated with the Force Protection Condition will be classified, as a
minimum, CONFIDENTIAL, when included in the installation AT/FP Plan. When
separated from the AT/FP plan, individual or a less than complete listing of site-specific
AT/FP measures associated with the Force Protection Condition remain FOR
OFFICIAL USE ONLY. The security readiness posture throughout the theater or an
entire country, or orders directing Force Protection Condition changes, may be
classified when appropriate. Particular attention should be given to safeguarding
intelligence information related to Force Protection Condition changes while at the
same time providing unclassified "tear lines" for use in briefing local communities and
security forces.

b. Tasks and Responsibilities
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(1) DCINCEUR

(a) Exercise the authority of the USCINCEUR pursuant to DoDD 2000.12,
reference (a), to ensure the Force Protection Condition system is implemented
uniformly throughout USEUCOM for the protection of DoD personnel, their family
members, facilities, and resources.

(b) Assess the Terrorism Threat Levels within the theater and publish
monthly summaries of the assessed terrorist threat throughout the theater.

(c) Inform SHAPE, the Joint Staff, other CINCs, HQ USEUCOM staff,
subordinate commanders, any DRUs, and COMSs, of the nature and degree of local
threats. Ensure commanders are prepared to respond to threat changes.

(d) Declare appropriate Force Protection Conditions based upon guidelines
in this Appendix.

(e) When down-channeling a command directed Force Protection Condition
change, make the following notifications in addition to component commands and
DRUs: SHAPE (U.S. Survey Section), the National Military Command Center (NMCC),
and all COMs who may be impacted by the threat or circumstances causing the
change. When HQ USEUCOM receives an up-channeled Force Protection Condition
change, notify the same organizations/activities listed above.

(2) Service component commanders, TF/JTF commanders, senior U.S.
members of a CTF (or NATO/UN commands), DRU’s, and USDR’s.

(a) Prepare terrorism threat assessments for their AOR using the guidelines
in DoDD 2000.16, reference (b). These assessments along with the guidance in
paragraph 3a, above, will be used to determine an appropriate Force Protection
Condition baseline.

(b) Publish guidance outlining procedures for implementing the Force
Protection Condition system, which as a minimum will require subordinate commands
to:

(1) Annually test the Force Protection Condition up-channel, down-
channel and lateral notification system. Actual implementation will satisfy this
requirement.

(2) Advise the chain of command of any Force Protection Condition
changes by initiating up-channel, down-channel and lateral notification to all DoD
elements and personnel who may be impacted by the change/threat. Give particular
attention to notifying all elements and personnel deployed TDY/TAD to the command's
location.

(3) Develop preplanned AT/FP measures tailored to local
circumstances for each Force Protection Condition. Installation/site commanders will
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coordinate Force Protection Condition implementation with host nation military and
police authorities when appropriate.

(4) Identify local critical and/or mission essential areas and activities,
high risk individuals, and off-installation areas frequented by DoD personnel. Develop
pre-planned protective measures for these potential terrorist targets and include these
measures within each Force Protection Condition as appropriate.

(5) Implement higher headquarters-directed Force Protection Condition
changes immediately upon receipt of notification.

(6) To assist in maximizing coordination of security responses to
terrorist threats, include the following as information addressees when disseminating
Force Protection Condition changes:

HQ USEUCOM VAIHINGEN//ETCC/ECSM//

USCINCEUR ALT SHAPE BE//SPASACI//

CDRUSAREUR HEIDELBERG GE//AEAGC/AEAGC-O-FP//
USAREUR PROVOST MARSHAL MANNHEIM GE//PM//
CINCUSNAVEUR LONDON UK//N3/N34//

HQ USAFE RAMSTEIN AB GE//SF/IN/IV//

USAFE AOS RAMSTEIN AB GE//CAT-DIR/AOC//
COMMARFOREUR BOBLINGEN GE//FPIG2/G3I//
COMSOCEUR VAIHINGEN GE//CS/32/33/]

AIG 4530

(7) Immediately report any incident, threat, surveillance, or suspicious
activity that may have an impact on the AT/FP posture within the USEUCOM AOR.
Use guidance in CJCSM 3105.03, reference (u) in Basic Order, to notify the chain of
command of any activity that may impact AOR AT/FP posture. Additionally,

(a) Use any form of communication available when the information
is time critical, including E-mail and the various military communication/computer nets.

(b) Pass terrorist threat and other related intelligence information
as quickly as possible to all affected DoD elements, commands and the USDR.
Disseminate relevant information to the lowest level in the most efficient manner
available.

(8) In all cases, coordinate release of threat information of a general
nature with the USDR. The COM places particular attention to this coordination and the
scope/nature of the threat to ensure compliance with the USG “No Double Standard”
policy. As defined in DoDD 2000.12, reference (a), the “No Double Standard” policy
means that terrorist threat alerts, threat advisories, and/or Terrorist Threat Warning
Reports (TWRs) must be disseminated to all American citizens, if the general public is
included in, or can be construed as part of, the terrorist targeting. DOS is the sole
approving authority for releasing terrorist threat information to the public, and the COM
normally affects the coordination required prior to releasing the information.

(3) HQ USEUCOM Staff
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(a) Establish internal procedures to notify assigned staff members who are
deployed TDY/TAD when threat warnings are issued, terrorist incidents occur, and/or
Force Protection Condition changes/increases are declared that may impact on their
mission. This includes HQ USEUCOM staff members deployed or TDY/TAD in support
of training, exercises, operations or on trips to conferences, meetings, assessments,
and/or other routine functions.

(b) Whenever USCINCEUR or DCINCEUR directs specific AT/FP
measures or establishes a baseline Force Protection Condition of BRAVO or higher, be
it theater-wide, in a specific region, country and/or location, track the notification of all
HQ USEUCOM deployed or TDY/TAD staff members using the following guidelines:

(1) Upon receipt of a message increasing the Force Protection
Condition, each staff directorate and special staff office will provide input to the ETCC
using the matrix in Table C-2-1, below, as a tool to verify/track that all staff members
have received the information. The ETCC will collate and maintain staff directorate and
special staff reports.

(2) The sponsoring directorate or special staff office is responsible
for the personnel accountability of its deployed staff members. The sponsoring
directorate/special staff office will contact the element leader and/or personnel deployed
to locations that may be impacted by this change to ensure the deployed
elements/personnel are aware of the threat and take appropriate action in coordination
with their hosts.

(3) The sponsoring directorate/special staff office also should
assess the merits of continuing or discontinuing the mission or trip. Considerations
should include, but not be limited to: mission criticality; AT/FP available; nature of the
threat warning; terrorist incident; and/or Force Protection Condition increase; etc.

(4) Directorates and special staff offices will provide the
information back to the ETCC using the format provided in Table C-2-1, below, within
12 hours of receipt of a message increasing the Force Protection Condition and provide
additional updates every 12 hours as required. Even if all staff members are on station,
notify the ETCC. If unable to contact deployed staff members directly, notify the ETCC
who will assist in contacting the host to verify notification.

Table C-2-1. Sample Force Protection Condition Notification Matrix

Event: USCINCEUR Force Protection Condition Increase to BRAVO in the Balkans
(FRY, FYROM, B-H, Croatia, Slovenia) (notional sample)
Sponsor/ | Element Purpose Location | Dates Advised of Recmnd:
Host Force Recall or
Protection Remain
Condition
Change
ECJ5/ Staff Coordinate Zagreb | 3-9 Feb Yes: Remain
Amemb Team NEO Plan 0418007
Croatia Feb
ECSM/ VA Assess FYROM | 2-5 Feb Yes Remain
Amemb Assess Camp Able 0420002
C-2-6
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Skopje Team Sentry Feb
ECMD/ Maj Survey Kosovo | 2-5 Feb Yes Recall
KFOR Dokes 042130z
Feb
ECJ2/ CDR Augmentation | Pristina, Indef Yes Remain
KFOR Bond Kosovo 04213272
Feb
ECJ4/ ECJ4- Assess port Riejka, | 3-8 Feb Yes Recall
TF Riejka JMD facility Croatia 042140z
Feb
ACKNOWLEDGE
JOSEPH W. RALSTON
General, USAF
TABS:

A. Force Protection Condition Measures
B. Non-Controlled/Off-Installation Facility Security Strategy
C. Procedures for the Use of Deadly Force
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TAB A (FORCE PROTECTION CONDITION MEASURES) TO APPENDIX 2
(TERRORIST FORCE PROTECTION CONDITIONS) TO ANNEX C (OPERATIONS)
TO USCINCEUR AT/FP OPORD 01-01

1. GENERAL. All USEUCOM DoD components shall implement the Terrorist Force
Protection Condition (FPCON) system (formerly known as the THREATCON system).
The FPCON system provides a common framework to facilitate inter-Service
coordination, supports U.S. military AT/FP activities, and enhances overall DoD
implementation of U.S. Government antiterrorist policy. A commander, agency, or
organization director declares an appropriate FPCON to include locally tailored
Antiterrorism/Force Protection (AT/FP) measures in accordance with the guidance in
Annex C, Appendix 2.

a. All appropriate sources of information should be used to determine the appropriate
FPCON and additional local AT/FP measures designed to counter specific threats and
tailored to local circumstances. Sources available to make this determination include
higher headquarters and local intelligence assets, law enforcement information, and
command liaison, as tempered by best judgment and knowledge of the local situation.
Guidelines for terrorism analysts to assess the terrorist threat are contained in Annex B.
Guidelines for commanders to determine appropriate FPCONs and AT/FP measures
are provided below. For Information Operations Conditions (INFOCON), see Annex K.

b. The DoD FPCON system and associated measures outlined in paragraph 2, below,
are generally not applicable to DoD elements for which the Chief of Mission (COM) has
security responsibility and may have limited application to DoD elements that are
tenants on installations and facilities not controlled by U.S. military commanders.
Commanders exercising TACON for force protection of such tenants and/or deployed
forces will ensure these DoD elements are aware of the existing FPCON and Terrorist
Threat Level. Further, these DoD elements will implement local, tailored security
measures to include individual and unit security precautions consistent with the existing
FPCON, and coordinate with host nation authorities regarding measures that the tenant
or deployed force does not have the wherewithal to execute. Commanders will advise
the U.S. chain of command of any unresolved vulnerabilities that create, in his or her
judgment, an unacceptable level of risk to DoD elements, personnel and/or assets.

c. Each set of FPCON measures is the minimum that must be implemented when a
change in the threat warrants a change in FPCON or when higher authority directs an
increase in FPCON. Authorities directing implementation may add measures from
higher FPCONSs at their discretion. Military commanders or DoD civilians exercising
equivalent authority may implement additional FPCON measures on their own authority,
develop additional measures specifically tailored for site-specific security concerns, or
declare a higher FPCON for their AOR/installation. Local military commanders or DoD
civilians exercising equivalent authority will not implement measures that are less
rigorous than those appropriate for the declared FPCON. Waivers for not complying
with prescribed FPCON measures may be obtained by following the procedures in
paragraph e.
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d. To enhance the overall effectiveness of a given FPCON, commanders shall develop
and implement a Random Antiterrorism Measures (RAM) program as an integral part of
their AT program. RAM programs should include measures from higher FPCONSs,
command developed measures, and/or locally developed site-specific measures.
Analysis of previous successful, and unsuccessful, terrorist operations has consistently
shown most terrorist actions are the culmination of months of planning and surveillance.
A properly executed RAM program presents a highly visible, constantly changing
security posture, which can effectively frustrate an adversary's attempts to target our
assets/activities and gain an operational advantage through surveillance.

e. Ifitis determined that certain FPCON measures are inappropriate for current
operations, or for proper threat mitigation, military commanders or DoD civilians
exercising equivalent authority may request a waiver. The first general/flag officer
exercising TACON for force protection is the approval authority for waiver of specific
FPCON measures. Any senior military commander having TACON for force protection
may withdraw first general/flag officer authority and retain this authority, at his or her
discretion. Waiver authority for specific FPCON measures directed by a higher echelon
(above first general/flag officer or DoD civilian member of the Senior Executive Service)
rests with the military commander directing their execution. Nothing in this waiver
process is intended to diminish the authority or responsibility of military commanders,
senior to the waiver authority, from exercising oversight of FPCON and RAM program
execution. Approved waivers, to include mitigating measures or actions, will be
forwarded through the Component Command to HQ USEUCOM/ECSM within 24 hours.

f. The following standards regarding the wearing of uniforms apply to all DoD
personnel in the USEUCOM AOR. These standards do not apply during military
missions or operations where the wearing of uniforms is consistent with the mission and
mode of travel. Commanders may establish more stringent requirements as appropriate
to the threat and circumstances.

(1) During FPCON Normal, Alpha, and Bravo, wearing of military uniforms off U.S.
installations and other controlled environments is at the discretion of the chain of
command exercising TACON for Force Protection.

(2) During FPCON Charlie, wearing of military uniforms off U.S. installations or other
controlled environments is authorized only while traveling between home and work, to
official functions, and for brief, essential stops at childcare facilities or service stations.

(3) During FPCON Delta, military uniforms will not be worn or openly displayed off
U.S. installations or other controlled environments.

2. FORCE PROTECTION CONDITIONS. Establish FPCONSs and their associated
AT/FP measures as follows: The FPCON relies on multiple factors to include, but not
limited to the threat, target vulnerability, criticality of assets, security resource
availability, impact on operation and morale, damage control, recovery procedures,
international relations, and planned U.S. Government actions that could trigger a
terrorist response.
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a. Force Protection Condition NORMAL. Applies when a general global threat of
possible terrorist activity exists, and warrants a routine security posture.

b. Force Protection Condition ALPHA. Applies when there is an increased
general threat of terrorist activity against personnel and facilities, the nature and extent
of which are unpredictable. It may be necessary to implement certain measures from
higher FPCONSs resulting from intelligence received or as a deterrent. Units must be
capable of maintaining the measures in FPCON ALPHA indefinitely.

o Measure 1. Atregular intervals remind all personnel, and family members to be
suspicious and inquisitive about strangers, particularly those carrying suitcases or
other containers. Watch for unidentified vehicles on or in the vicinity of U.S.
installations, units, or facilities. Watch for abandoned parcels or suitcases or
unusual activity.

o Measure 2. The duty officer or other appointed personnel with access to building
plans as well as plans for area evacuations must be available (e.g., on-call) at all
times. Key personnel should be able to seal off an area immediately. Key
personnel required to implement security plans should be on call and readily
available.

o Measure 3. Secure buildings, rooms, and storage areas not in regular use.

o Measure 4. Increase security spot checks of vehicles and persons entering
installations and unclassified areas under the jurisdiction of the United States.

o Measure 5. Limit access points for vehicles and personnel commensurate with a
reasonable traffic flow.

o Measure 6. On a frequent and/or daily basis, implement one or more Random
Antiterrorism Measures (RAM), to include, as a deterrent, measures 14, 15, 17, or
18 from FPCON BRAVO either individually or in combination with each other.
Increase the frequency, quantity and duration of RAMs in FPCON Bravo and
Charlie.

o Measure 7. Review all plans, orders, personnel details, and logistic requirements
related to the introduction of a higher FPCON, to include: availability of properly
trained and equipped manpower for higher FPCONSs IAW installation post priority
list; quantities of security equipment (barriers, lights, sandbags, etc); and
Chemical/Biological/Radiological defense capabilities (e.g., gas masks, in-place
shelter plans, decontamination teams). Additionally, review Vulnerability
Assessment Management Program (VAMP) data and the most recent Vulnerability
Assessment report.

o Measure 8. As appropriate, review and implement security measures for high-risk
personnel, e.qg., direct use of inconspicuous body armor.

o Measure 9. As appropriate, consult local authorities on the threat and mutual
AT/FP measures.

o USCINCEUR Measure 10. Commanders must enforce control of entry onto critical
U.S. installations, e.g., lucrative target/high profile locations (see Glossary for further
definition), and randomly search vehicles entering these areas. Particular scrutiny
should be given to vehicles that are capable of concealing an IED sufficient to cause
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catastrophic damage or loss of life (e.g., cargo vans, delivery trucks, etc.).

C.

Force Protection Condition BRAVO. Applies when an increased and more

predictable threat of terrorist activity exists. Sustaining BRAVO measures for a
prolonged period may affect operational capability and relations with local authorities.

a

Measure 11. Continue measure 1 above and warn personnel of any other
potential form of terrorist attack. Continue, or introduce, all FPCON ALPHA
measures.

Measure 12. Keep all personnel involved in implementing antiterrorist
contingency plans on call, especially members of the Threat Working Group and
similar command advisory bodies.

Measure 13. Check plans for implementation of the measures in FPCON
CHARLIE and consider staging equipment (e.g., barriers, portable lights, etc.).

Measure 14. Move cars and objects (e.g., crates, trash containers, etc.) at least
25 meters from buildings, particularly buildings of a sensitive or prestigious
nature (applies to critical and primary gathering structures as determined by the
installation commander). Apply this criterion to all inhabited structures to the
greatest extent possible where feasible. Consider centralized parking on the
installation or in areas with constant patrol coverage. Any parking within 25
meters of critical structures (as determined by the installation commander) must
incorporate mitigation measures (e.g., inspections of vehicles for large IEDs,**
designated parking with requirement that vehicle operators inspect their vehicles,
etc.).

** At a minimum, vehicle compartments capable of concealing a duffle bag size
item should be inspected since this is the approximate volume required to contain
an IED with an explosive equivalent of 100kg of TNT. See Annex D, Appendix 1
for more data on blast effects.

Measure 15. Secure and regularly inspect all buildings, rooms, storage areas,
access points to heating, ventilation and air conditioning systems, and back-up
generator rooms when not in regular use.

Measure 16. At the beginning and end of each workday, as well as at other
regular and frequent intervals, inspect the interior and exterior of buildings in
regular use for suspicious items, e.g., vehicles/large containers in unauthorized
areas, unlocked access to ventilation systems, or indicators of possible
facility/personnel surveillance.

Measure 17. Examine (above the regular examination process) mail for letter or
parcel bombs. .

Measure 18. Check all deliveries to messes, clubs, etc. Advise family members
to check home deliveries. Consider limiting times for delivery vehicles to enter
the installations to maximize use of explosive detector dog teams and/or vehicle
search teams.

Measure 19. As far as resources allow, increase surveillance of domestic
accommodations, schools, messes, clubs and other soft targets to improve
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deterrence and defense, and to build confidence among staff and family
members.

Measure 20. Make staff and family members aware of the general situation in
order to stop rumors and to prevent unnecessary alarm.

Measure 21. At an early stage and within guidelines for release of sensitive
and/or classified information, notify members of host nation police and security
services of any action being taken and why.

Measure 22. Physically inspect visitors and randomly inspect their suitcases,
parcels, and other containers. Ensure proper dignity is maintained. If possible,
ensure only females qualified to conduct physical inspections perform these
inspections of female visitors. Do not limit application to installation entry points;
include inhabited structures, billeting and primary gathering facilities.

Measure 23. Operate random patrols to check vehicles, people, and buildings
on all U.S. installations and housing areas.

Measure 24. Protect off-base military personnel and military transport in
accordance with prepared plans. Remind drivers to lock parked vehicles and to
check before entering or exiting the vehicle.

Measure 25. Implement additional security measures for High Risk Personnel,
as appropriate.

Measure 26. Brief personnel who may augment guard forces on the use of
deadly force and/or rules of engagement. Ensure there is no misunderstanding
of these instructions.

Measure 27. As appropriate, consult local authorities on the threat and mutual
AT measures.

Measures 28 through 29. Additional measures to be determined by
subordinate commands, usually at installation/site level.

Note:

If security augmenters are posted during either FPCON ALPHA or BRAVO

(implementing individual measures from FPCON CHARLIE or DELTA), these
augmenters must either be armed (issued a weapon with ammunition) or have armed
over-watch. Ensure personnel who are armed have received required training per
Measure 26 (FPCON BRAVO).

d. Force Protection Condition CHARLIE. Applies when an incident occurs or
intelligence is received indicating some form of terrorist action against personnel or
facilities is likely. Implementation of CHARLIE measures will create hardship and affect
the activities of the unit and its personnel. To sustain this posture for an extended
period, augmentation normally will be required.

o Measure 30. Continue, or introduce, all Force Protection Condition BRAVO
measures.

o Measure 31. Keep either the primary or alternate personnel, who are responsible
for implementing antiterrorist plans at their places of duty (e.g., installation/activity).

o Measure 32. Limit access points to the installation/activity and each facility to the
absolute minimum.
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a

Measure 33. Enforce control of entry onto all U.S. installations, housing areas, and
into U.S. facilities not located on U.S. controlled installations and randomly search
vehicles entering these areas.

At U.S. controlled installations, search all large vehicles capable of concealing an IED
sufficient to cause catastrophic damage or loss of life (e.g., cargo vans, delivery trucks,
etc.). Establish local procedures to accommodate situations where such delivery
vehicles are locked/sealed. These vehicles need not be searched if associated
documents and inspections by competent, trusted authority can be verified.

a

Measure 34. Enforce centralized parking of vehicles away from sensitive buildings.

a

Measure 35. Issue weapons to guards. Local orders should include specific
instructions on issuing live ammunition. (see note).

a

Measure 36. Increase patrolling of the installation.

Measure 37. Protect all designated mission essential/vulnerable areas (MEVA).
Give special attention to MEVAs and facilities not located on controlled installations.

Measure 38. Erect barriers and obstacles to control traffic flow, provide stand-off
and/or establish enclaves within the installations/activities.

Measure 39. Consult local authorities about closing public (and military) roads and
facilities that might make sites more vulnerable to terrorist attacks.

Measure 40. Additional measures to be determined by subordinate commands,
usually at installation/site level.

e. Force Protection Condition DELTA. Applies in the immediate area where a

terrorist attack has occurred or when intelligence has been received that terrorist action
against a specific location or person is imminent. Normally, this FPCON is declared as
a localized condition. FPCON DELTA measures are not intended to be sustained for
substantial periods.

o Measure 41. Continue or introduce all measures listed for FPCONs BRAVO and
CHARLIE.

o Measure 42. Augment guards, as necessary.

o Measure 43. ldentify all vehicles already on the installation within operations or
mission support areas.

o Measure 44. Search all vehicles and their contents before allowing entrance to the
complex or installation.

o Measure 45. Control access and implement positive identification of all personnel --
no exceptions.

o Measure 46. Search all suitcases, briefcases, packages, etc., brought into the
complex or installation.

o Measure 47. Strictly control access to all areas under the jurisdiction of the United
States.

o Measure 48. Make frequent checks of the exterior of buildings and parking areas

for suspicious items, e.g., vehicles/large containers in unauthorized areas, unlocked
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access to ventilation systems, or indicators of possible facility/ personnel
surveillance.

o Measure 49. Minimize all administrative journeys and visits.

o Measure 50. Coordinate the possible closing of public and military roads and
facilities with local authorities.

o Measure 51. Consider terminating all non-mission essential activities (e.g., AAFES,
DECA, MWR).

o Measure 52 and beyond. Additional measures to be determined by subordinate
commands, usually at installation/site level.

3. COMBATANT SHIPBOARD FORCE PROTECTION CONDITIONS. The measures
outlined below are for use aboard vessels and serve two purposes. First, the crew is
alerted, additional watches are created, and there is greater security. Second, these
measures display the ship’s resolve to prepare for and counter the terrorist threat.
These actions are designed to convey to anyone observing the ship’s activities that the
ship is prepared, the ship is an undesirable target, and the terrorist(s) should look
elsewhere for a vulnerable target. The measures outlined below do not account for
local conditions and regulations, special evolutions, or current threat intelligence. The
ship’s command must maintain flexibility. As threat conditions change, the ship’s crew
must be prepared to take actions to counter the threat. When necessary, additional
measures must be taken immediately. While the simple solution to Force Protection
Condition CHARLIE or DELTA is to get underway, this option may not always be
available.

a. Force Protection Condition ALPHA. Declare Force Protection Condition
ALPHA when a general threat of possible terrorist activity is directed toward installations
and personnel, the nature and extent of which are unpredictable, and where
circumstances do not justify full implementation of Force Protection Condition BRAVO
measures. However, it may be necessary to implement certain selected measures from
Force Protection Condition BRAVO as a result of intelligence received or as a deterrent.
Ships must be capable of maintaining Force Protection Condition ALPHA indefinitely.

o Measure 1. Brief crew on the port specific threat, the security/force protection plan,
and security precautions to be taken while ashore. Ensure all hands are
knowledgeable of various Force Protection Condition requirements and that they
understand their role in implementation of measures.

o Measure 2. Muster and brief security personnel on the threat and rules of
engagement.

o Measure 3. Review security plans and keep them available. Retain key personnel
who may be needed to implement security measures on call.

o Measure 4. Secure and periodically inspect spaces not in use.

o Measure 5. Remind all personnel to be suspicious and inquisitive of strangers, be
alert for abandoned parcels or suitcases and for unattended vehicles in the vicinity.
Report unusual activities to the OOD.
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o Measure 6. Review pier and shipboard access control procedures.

o Measure 7. Ensure sentries, roving patrols and the quarterdeck watch have the
ability to communicate.

o Measure 8. Coordinate pier/fleet landing security requirements with SOPA,
collocated forces, and/or local authorities. Identify anticipated needs for mutual
support and define methods of activation and communication.

o Measure 9. Deploy barriers to keep vehicles away from the ship if possible (400 feet
minimum stand-off distance).

o Measure 10. Randomly inspect vehicles entering pier.

o Measure 11. Randomly inspect hand carried items and packages before they are
brought aboard.

o Measure 12. Regulate shipboard lighting to best meet the threat environment.

o Measure 13. Rig hawsepipe covers and rat guards on lines, cables and hoses.
Consider using an anchor collar.

o Measure 14. Raise accommodation ladders, stern gates, ladders, etc. when not in
use.

o Measure 15. Increase frequency of security drills.

o Measure 16. Review individual actions in Force Protection Condition BRAVO for

possible implementation.

b. Force Protection Condition BRAVO. Declare Force Protection Condition

BRAVO when an increased and more predictable threat of terrorist activity exists. The
measures in this Force Protection Condition must be capable of being maintained for
weeks without causing undue hardships, affecting operational capability or aggravating
relations with local authorities.

a

Measure 17. Maintain appropriate Force Protection Condition ALPHA measures.

a

Measure 18. Set material condition YOKE, main deck and below.

a

Measure 19. Consistent with local rules, regulations, and/or the Status of Forces
Agreement, post pier sentries as necessary.

Measure 20. Restrict vehicle access to the pier. Discontinue parking on the pier.
Consistent with local rules, regulations, and/or the Status of Forces Agreement,
establish unloading zone(s) and move all containers as far away from the ship as
possible (400 feet minimum stand-off distance).

Measure 21. Consistent with local rules, regulations, and/or the Status of Forces
Agreement, post additional watches. Local threat, environment and fields of fire
should be considered when selecting weapons.

Measure 22. Post signs in local language that clearly define visiting and loitering
restrictions.

Measure 23. Identify and inspect workboats, ferries and commercially rented liberty
craft at least daily on a random basis.

Measure 24. Direct liberty boats to make a security tour around the ship upon
departing from and arriving at the ship with particular focus on the waterline, and
under pilings when berthed at a pier.
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Measure 25. Inspect all hand carried items, and packages before allowing them
aboard. Where available, use baggage scanners and walk through or hand held
metal detectors to screen packages and personnel prior to boarding the ship.

Measure 26. Implement measures to keep unauthorized craft away from the ship.
Authorized craft should be carefully controlled. Coordinate with host nation/local port
authority as necessary, and request their assistance in controlling unauthorized
craft.

Measure 27. Raise accommodation ladders, stern gates, ladders, etc. when not in
use. Clear ship of all unnecessary stages, camels, barges, oil donuts, and lines.

Measure 28. Review liberty policy in light of the threat and revise it, as necessary, to
maintain safety and security of ship and crew.

Measure 29. Conduct divisional quarters at foul weather parade.

Measure 30. Ensure an up-to-date list of bilingual personnel for area of operations.
Maintain warning tape in pilot house/ quarterdeck, for use on the ship's announcing
system that warns small craft to remain clear in both the local language and English.

Measure 31. If not already armed, arm the quarterdeck watch.

Measure 32. If not already armed, arm the sounding and security patrol.

Measure 33. Review procedures for expedient issue of firearms and ammunition to
the Shipboard Self-Defense Force (SSDF) and other members of the crew, as
deemed necessary by the CO.

Measure 34. Test internal and external communications. Include connectivity
checks with local agencies/authorities that will be expected to provide support, if
required.

Measure 35. Instruct watches to conduct frequent, random searches of pier to
include pilings and access points.

Measure 36. Conduct visual inspections of the ship's hull and ship's boats at
intermittent intervals and immediately before it puts to sea.

Measure 37. Hoist ships boats aboard when not in use.

Measure 38. Terminate all public visits.

Measure 39. After working hours, reduce entry points to ships interior by securing
infrequently used entrances. Safety requirements must be considered.

Measure 40. Remove one brow if two are rigged.

Measure 41. Maintain capability to get underway on short notice or as specified by
SOPA.

Measure 42. Consider layout of fire hoses. Brief designated personnel on
procedures for repelling boarders, small boats, and ultra-light aircraft.

Measure 43. Where applicable, obstruct possible helicopter landing areas.

Measure 44. Where possible, monitor local communications (ship to ship, TV, radio,
police scanners, etc.).

Measure 45. Inform local authorities of actions being taken as Force Protection
Condition increases.

Measure 46. Review individual actions in Force Protection Condition CHARLIE for
possible implementation.
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c. Force Protection Condition CHARLIE. Declare Force Protection Condition
CHARLIE when an incident occurs or intelligence is received indicating that some form
of terrorist action against installations and personnel is imminent. Implementation for
more than a short period will probably create hardship, affecting the peacetime activities
of the ship and its personnel.

o Measure 47. Maintain appropriate Force Protection Condition ALPHA and BRAVO
measures.

o Measure 48. Consider setting material condition ZEBRA, second deck and below.

o Measure 49. Cancel liberty. Execute emergency recall.

o Measure 50. Be prepared to get underway on short notice. If conditions warrant,
request permission to sortie.

o Measure 51. Block all vehicle access to the pier.

o Measure 52. If the threat situation warrants, deploy picket boats to conduct patrols
in the immediate vicinity of the ship. Brief boat crews and arm with appropriate weapons
considering the threat, the local environment, and fields of fire.

o Measure 53. Coordinate with host nation/local port authority to establish small boat
exclusion zone.

o Measure 54. Deploy the SSDF to protect command structure and augment posted
watches. Station the SSDF in positions that provide 360-degree coverage of the ship.

o Measure 55. Energize radar and/or sonar, rotate screws and cycle rudder(s) at
frequent and irregular intervals, as needed to assist in deterring, detecting or thwarting
an attack.

o Measure 56. Consider manning repair locker(s). Be prepared to man one repair
locker on short notice. Ensure adequate lines of communication are established with
Damage Control Central.

o Measure 57. If available and feasible, consider use of airborne assets as an
observation/force protection platform.

o Measure 58. If a threat of swimmer attack exists, activate an anti-swimmer watch.

o Measure 59. If unable to get underway, consider requesting augmentation.

o Measure 60. Review individual actions in Force Protection Condition DELTA for
implementation.

d. Force Protection Condition DELTA. Declare Force Protection Condition
DELTA when a terrorist attack has occurred in the immediate area or intelligence has
been received that indicates a terrorist action against a specific location or person is
likely. Normally, this Force Protection Condition is declared as a localized warning.

o Measure 61. Maintain appropriate Force Protection Condition ALPHA, BRAVO, and
CHARLIE measures.

o Measure 62. Permit only necessary personnel topside.

o Measure 63. If possible, cancel port visit and get underway.

o Measure 64. Employ all necessary weaponry to defend against attack.
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4. NONCOMBATANT SHIPBOARD FORCE PROTECTION CONDITIONS.

a. Force Protection Condition ALPHA. Declare Force Protection Condition

ALPHA when a general threat of possible terrorist activity is directed toward installations
and personnel, the nature and extent of which are unpredictable, and where
circumstances do not justify full implementation of Force Protection Condition BRAVO
measures. However, it may be necessary to implement certain selected measures from
Force Protection Condition BRAVO as a result of intelligence received or as a deterrent.
Ships must be capable of maintaining Force Protection Condition ALPHA indefinitely.

o Measure 1. Brief crew on the port specific threat, the security/force protection plan,

and security precautions to be taken while ashore. Ensure all hands are
knowledgeable of various Force Protection Condition requirements and that they
understand their role in implementation of measures.

Measure 2. Muster and brief security personnel on the threat and rules of
engagement.

Measure 3. Review security plans and keep them available. Whenever possible,
retain key personnel who may be needed to implement security measures on call.

Measure 4. Secure spaces not in use and periodically inspect them.

Measure 5. Remind all personnel to be suspicious and inquisitive of strangers, be
alert for abandoned parcels or suitcases and for unattended vehicles in the vicinity.
Report unusual activities to the master or mate on watch.

Measure 6. Review pier and shipboard access control procedures.

Measure 7. Ensure mate on watch, roving patrols and the gangway watch have the
ability to communicate with one another.

Measure 8. Coordinate pier/fleet landing security requirements with SOPA,
collocated forces, and/or husbanding contractor. ldentify anticipated needs for
mutual support and define methods of activation and communication.

Measure 9. Request husbanding contractor arrange and deploy barriers to keep
vehicles away from the ship, if possible (400 feet minimum stand-off distance)
consistent with threat.

Measure 10. Randomly inspect hand carried items and packages before they are
brought aboard.

Measure 11. Regulate shipboard lighting to best meet the threat environment.

Measure 12. Rig hawsepipe covers and rat guards on lines, cables and hoses.
Consider using an anchor collar.

Measure 13. Raise accommodation ladders, stern gates, ladders, etc. when not in
use.

Measure 14. Increase frequency of security drills.

Measure 15. Review individual actions in Force Protection Condition BRAVO for
possible implementation.

b. Force Protection Condition BRAVO. Declare Force Protection Condition

BRAVO when an increased and more predictable threat of terrorist activity exists. The
measures in this Force Protection Condition must be capable of being maintained for
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weeks without causing undue hardships, without affecting operational capability, and
without aggravating relations with local authorities.

o Measure 16. Maintain appropriate Force Protection Condition ALPHA measures.

o Measure 17. Secure all watertight doors and hatches main deck and below.

o Measure 18. Consistent with local rules, regulations, and/or the Status of Forces
Agreement, post pier sentries as necessary.

o Measure 19. Restrict vehicle access to the pier. Discontinue parking on the pier.
Consistent with local rules, regulations, and/or the status of forces agreement,
establish unloading zone(s) and move all containers as far away from the ship as
possible (400 feet minimum stand-off distance) consistent with the threat.

o Measure 20. Post additional watches, as necessary.

o Measure 21. Post signs in local language that clearly define visiting and loitering
restrictions.

o Measure 22. ldentify and randomly inspect authorized watercraft daily, i.e.
workboats, ferries and liberty launches.

o Measure 23. Direct liberty launches to make a security tour around the ship upon
departure and arrival with particular focus on the waterline.

o Measure 24. Inspect all hand carried items, and packages before allowing them
aboard. Where available, use baggage scanners and walk through or hand held
metal detectors to screen packages and personnel prior to boarding the ship.

o Measure 25. Implement measures to keep unauthorized craft away from the ship.
Coordinate with husbanding contractor and port authority as necessary.

o Measure 26. Clear ship of all unnecessary stages, camels, barges, oil donuts, and
lines.

o Measure 27. Review liberty policy in light of the threat and revise it, as necessary, to
maintain safety and security of ship and crew.

o Measure 28. Provide watchstanders daily threat updates.

o Measure 29. Master maintains a crew listing of all bilingual personnel for the area of
operations. Ensure a warning tape or other suitable media is on the bridge that
warns small craft to remain clear of ship. Warning should be in the local language
and English. Maintain capability to broadcast warning on an announcing system.

o Measure 30. Arm the gangway or mate on watch.

o Measure 31. Review procedures for expedient issue of firearms and ammunition to
the reaction force as deemed necessary by the master.

o Measure 32. Test internal and external communications. Include connectivity
checks with local operational commander and authorities that will be expected to
provide support, if required.

o Measure 33. Instruct watches to conduct frequent, random searches of pier to
include pilings and access points.

o Measure 34. Conduct visual inspections of the ship's hull and ship's boats at
intermittent intervals and immediately before getting underway.

o Measure 35. Hoist ships boats aboard when not in use.

o Measure 36. Terminate all public visits.
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o Measure 37. After working hours, reduce entry to ships interior by securing
infrequently used entrances.

o Measure 38. Use only one gangway to access ship.

o Measure 39. Maintain capability to get underway on short notice or as specified by
SOPA.

o Measure 40. Consider layout of fire hoses. Brief crew on procedures for repelling
boarders, small boats, and ultra-light aircratft.

o Measure 41. Where possible, obstruct possible helicopter landing areas.

o Measure 42. Where possible, monitor local communications (ship to ship, TV, radio,
police scanners, etc.).

o Measure 43. Inform local authorities of actions being taken as Force Protection
Condition increases.

o Measure 44. Review individual actions in Force Protection Condition CHARLIE for
possible implementation.

c. Force Protection Condition CHARLIE. Declare Force Protection Condition
CHARLIE when an incident occurs or intelligence is received indicating that some form
of terrorist action against installations and personnel is imminent. Implementation for
more than a short period will probably create hardship, affecting the peacetime activities
of the ship and its personnel.

o Measure 45. Maintain appropriate Force Protection Condition ALPHA and BRAVO
measures.

o Measure 46. Consider securing all access doors and hatches main deck and below.

o Measure 47. Cancel liberty. Execute emergency recall.

o Measure 48. Prepare to get underway on short notice. If conditions warrant,
request permission to sortie.

o Measure 49. Request armed security augmentation force.

o Measure 50. Coordinate with husbanding agent and/or local authorities to establish
small boat exclusion zone around ship.

o Measure 51. Energize radar and/or sonar, rotate screws and cycle rudder(s) at
frequent and irregular intervals, as needed to assist in deterring, detecting or thwarting
an attack.

o Measure 52. Consider manning repair lockers. Be prepared to man one repair
locker on short notice. Ensure adequate lines of communication are established with
damage control central or equivalent location.

o Measure 53. If a threat of swimmer attack exists, activate an anti-swimmer watch.

o Measure 54. Review individual actions in Force Protection Condition DELTA for
implementation.

d. Force Protection Condition DELTA. Declare Force Protection Condition
DELTA when a terrorist attack has occurred in the immediate area or intelligence has
been received that indicates a terrorist action against a specific location or person is
likely. Normally, this Force Protection Condition is declared as a localized warning.
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a

CHARLIE measures.

Measure 55. Maintain appropriate Force Protection Condition ALPHA, BRAVO, and

a

Measure 56. If possible, cancel port visit and get underway.

a

Measure 57. Employ all necessary weaponry to defend against attack.

5.

AVIATION FACILITY FORCE PROTECTION CONDITION PROCEDURES

a. General. In addition to basic Force Protection Condition procedures, units may

need to perform a variety of other tasks at aviation facilities. This is particularly true for
airbases located in areas where the threat of terrorist attacks is high.

b. Force Protection Conditions ALPHA AND BRAVO

(1) Planning

O

Review Force Protection Conditions ALPHA and BRAVO measures.

Update Force Protection Conditions ALPHA and BRAVO measures as required.

(2) Briefing and Liaison

Brief all personnel on the threat, especially pilots, ground support crews, and air
traffic controllers.

Inform local police of the threat. Coordinate plans to safeguard aircraft flight paths
into and out of air stations.

Ensure duty officers are always available by telephone.

Prepare to activate contingency plans and issue detailed air traffic control
procedures if appropriate.

Be prepared to receive and direct aircraft from other stations.

(3) Precautions Inside the Perimeter

Perform thorough and regular inspections of areas within the perimeters from which
attacks on aircraft can be made.

Take action to ensure no extremists armed with surface-to-air missiles can operate
against aircraft within the perimeter.

O

Establish checkpoints at all entrances and inspect all passes and permits. Identify
documents of individuals entering the area--no exceptions.

Search all vehicles, briefcases, packages, etc., entering the area.

Erect barriers around potential targets if at all possible.

Maintain firefighting equipment and conduct practice drills.

0|0 |0 |o

Hold practice alerts within the perimeter.

(4) Precautions Outside the Perimeter

Conduct, with local host nation police or military authorities (as appropriate), regular |

C-2-A-14
FOR OFFICIAL USE ONLY



Change 1, 08 Mar 2002
FOR OFFICIAL USE ONLY

inspections of the perimeter - especially the area adjacent to flight paths.

Advise the local host nation authorities of any areas outside the perimeter where
attacks could be mounted and which cannot be avoided by aircraft on takeoff or
landing (when appropriate).

Advise aircrews to report any unusual activity near approach and overshoot areas.

c. Force Protection Condition CHARLIE

(1) Planning

Review Force Protection Condition CHARLIE measures.

Update Force Protection Condition CHARLIE measures as required.

(2) Briefing and Liaison

Brief all personnel on the increased threat.

O

Inform local host nation authorities of increased threat.

Coordinate with the local host nation authorities on any precautionary measures
taken outside the airfield’s perimeters.

Implement appropriate flying countermeasures specified in SOPs when directed by
air traffic controllers.

(3) Precautions Inside the Perimeter

Inspect all vehicles and buildings on a regular basis.

Detail additional guards to be on call at short notice and consider augmenting fire
fighting details.

O

Carry out random patrols within the airfield perimeter and maintain continuous
observation of approach and overshoot areas.

Reduce flying to essential operational flights only. Cease circuit flying if appropriate.

Escort all visitors.

Close relief landing grounds where appropriate.

0|0 |0 |0

Check airfield diversion state.

(4) Precautions Outside the Perimeter

Be prepared to react to requests for assistance.

Provide troops to assist local host nation authorities in searching for terrorists on
approaches outside the perimeter of military airfields.

d. Force Protection Condition DELTA

(1) Planning
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o Review Force Protection Condition DELTA measures.

o Update Force Protection Condition DELTA measures as required.

(2) Briefings and Liaison

o Brief all personnel on the very high levels of threat.

o Inform local host nation authorities of the increased threat.

(3) Precautions Inside the Perimeter

Cease all flying except for specifically authorized operational sorties.

Implement, if necessary, appropriate flying countermeasures.

Be prepared to accept aircraft diverted from other stations.

0|0 |0 |Do

Be prepared to deploy light aircraft and helicopters for surveillance tasks or to move
internal security forces.

(4) Precautions Outside the Perimeter. Close military roads allowing access to
the airbase.
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TAB B (NON-CONTROLLED/OFF-INSTALLATION FACILITY SECURITY
STRATEGY) TO APPENDIX 2 (TERRORIST FORCE PROTECTION CONDITIONS)
TO ANNEX C (OPERATIONS) TO USCINCEUR AT/FP OPORD 01-01

1.

PURPOSE. The intent of this Tab is to provide a strategy to address potential

vulnerabilities found at activities/facilities outside the “protective security envelope” of a
controlled entry, fenced military installation, e.g., Government-owned or -leased
Housing/DODEA schools/AAFES or commissary complexes/isolated activity buildings.
Commanders should consider these measures when developing local installation Force
Protection Condition measures and physical security plans.

2. CONCEPT. Commanders can increase security and reduce the opportunity for a
hostile agent to exploit known vulnerabilities by implementing some low cost procedures
as well as applying programmatic solutions. Prior to implementing any of these
strategies commanders should review existing assessment reports or conduct a
supplemental Vulnerability Assessment to identify the most vulnerable points of a given
facility.

3.

LOW COST/PROCEDURAL MEASURES

a

Establish regular high visibility security patrols of the facilities (should, if possible,
include host nation assets).

a

Conduct increased Random Antiterrorism Measures (RAM) in and around these
facilities (check points/vehicle searches/Military Working Dogs). On a frequent
and/or daily basis, implement one or more Random Antiterrorism Measures (RAM)
as a deterrent. Increase the frequency, quantity and duration of RAMs in FPCON
Bravo and Charlie.

Increase the awareness of members living and working in these facilities (Town Hall
meetings/local media/Command Info channels).

Initiate a Neighborhood Watch program focused on AT/FP awareness. Example: If
a suspicious person and or vehicle enters the housing area, Neighborhood Watch
member would immediately notify their local Security Forces/Military Police (SF/MP).

Reward Neighborhood Watch members for program participation —AAFES
discounts (movie tickets, free bowling, etc.).

Establish a community oriented policing program to bring SF/MP into a close
working relationship with the Neighborhood Watch. SF/MP need to know who lives
and works there. Likewise, Neighborhood Watch members need to feel comfortable
about either discussing potential security problems with or making recommendations
to SF/MP.

If possible, have the SF/MP member assigned to monitor the housing area live in
the housing area.

Conduct building emergency action drills / individual action drills.

Protect off-installation military personnel and military transport in accordance with
prepared plans. Remind drivers to lock parked vehicles and to check before
entering or exiting the vehicle.
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o Conduct mass notification exercises (announced/unannounced).

o Implement vehicle parking permit system—to assist the Security Force and
Neighborhood Watch to quickly ID potential security risks.

o Train personnel to seek cover away from windows and into the most secure rooms
in the facility.

4. PHYSICAL SECURITY MEASURES (FUNDING REQUIRED)

o Install security/vehicle barriers at “Key” vulnerability points to limit the vehicle access
and increase the stand-off for the facilities—where possible limit close proximity
parking.

o Apply fragmentation retention film (FRF) and window catch bars (blast mitigation
systems) on windows that are directly exposed to uncontrolled close proximity
vulnerable points.

o Install substantial security doors on all external entry ways. Ensure these doors
open outward.

o Ensure entry points to all facilities are secured—master key access only. Advise
family members to check home deliveries. Consider limiting times for delivery
vehicles to enter the installations to maximize use of explosive detector dog teams
and/or vehicle search teams.

o Install intercom building access systems

o Install mass notification systems for clustered housing areas.

o Install Closed Circuit Television (CCTV) camera coverage at key vulnerability points.

o Improve Security lighting

o Install Security Fencing, or at a minimum, triple strand concertina wire.

5. LONG TERM SOLUTIONS. If the facility has significant vulnerabilities and no cost-

effective means of mitigation can be identified (such as those listed in paragraphs 3 and
4, above), commanders must work to either secure the facility (e.g., erect fences, install
gates, post guards, etc.) or relocate the activity to a more secure location.
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TAB C (PROCEDURES FOR USE OF DEADLY FORCE) TO APPENDIX 2
(TERRORIST FORCE PROTECTION CONDITIONS) TO ANNEX C (OPERATIONS)
TO USCINCEUR AT/FP OPORD 01-01

REFERENCES: | DoD Directive 5210.56, Use of Deadly Force and the Carrying of
Firearms by DoD Personnel Engaged in Law Enforcement and
Security Duties, with Change 1, Feb 92

1. The information in this Tab is taken from Enclosure 2 to DoDD 5210.56, and
provides the requirements and procedures governing the use of deadly force. The
information should be included in a “Use of Deadly Force” brief to all personnel
performing law enforcement or guard duty. A “Use of Deadly Force” and/or Rules of
Engagement (ROE) briefing is required when engaging in various missions, and
explicitly when implementing Force Protection Condition BRAVO Measure 26. Security
augmenters performing AT/FP operations to protect personnel, equipment, installations
or activities should either be armed or have armed over-watch.

2. Service component commands may impose further restrictions on the use of deadly
force if deemed necessary in their judgment, providing that such restrictions are
consistent with Status of Forces Agreements (SOFA) and will not unduly compromise
the national security interests of the United States.

3. Deadly force is justified only under conditions of extreme necessity and as a last
resort when all lesser means have failed or cannot reasonably be employed. Deadly
force is justified under one or more of the following circumstances:

a. Self-Defense and Defense of Others. When deadly force reasonably appears to
be necessary to protect law enforcement or security personnel who reasonably believe
themselves or others to be in imminent danger of death or serious bodily harm.

b. Assets Involving National Security. When deadly force reasonably appears
necessary to prevent the actual theft or sabotage of assets vital to national security.
DoD assets shall be specifically designated as "vital to national security” only when their
loss, damage, or compromise would seriously jeopardize the fulfillment of a national
defense mission. Examples include nuclear weapons; nuclear command, control, and
communications facilities; and designated restricted areas containing strategic
operational assets, sensitive codes, or special access programs.

c. Assets Not Involving National Security But Inherently Dangerous To Others.
When deadly force reasonably appears to be necessary to prevent the actual theft or
sabotage of resources, such as operable weapons or ammunition, that are inherently
dangerous to others; i.e., assets that, in the hands of an unauthorized individual,
present a substantial potential danger of death or serious bodily harm to others.
Examples include high risk portable and lethal missiles, rockets, arms, ammunition,
explosives, chemical agents, and special nuclear material.
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d. Serious Offenses Against Persons. When deadly force reasonably appears
necessary to prevent the commission of a serious offense involving violence and
threatening death or serious bodily harm. Examples include murder, armed robbery,
and aggravated assault.

e. Arrest or Apprehension. When deadly force reasonably appears to be necessary
to arrest, apprehend, or prevent the escape of a person who, there is probable cause to
believe, has committed an offense of the nature specified in subparagraphs 3b through
3d, above.

f. Escapes. When deadly force has been specifically authorized by the Heads of
the DoD Components and reasonably appears to be necessary to prevent the escape
of a prisoner, provided law enforcement or security personnel have probable cause to
believe that the escaping prisoner poses a threat of serious bodily harm either to
security personnel or others.

4. For contract security forces, use of the deadly force criteria shall be established
consistent with this Tab and local law.

5. Personnel shall not be permitted to perform law enforcement or security duties
requiring the use of weapons until they have received instruction on applicable
regulations for the use of deadly force in the performance of such duties.

6. Additionally, annual refresher training shall be given to all personnel assigned to
those duties to ensure that they continue to be thoroughly familiar with all restrictions on
the use of deadly force.

7. Personnel carrying weapons for personal protection under the provisions Annex M,
Appendix 4 shall have the necessary training on deadly force commensurate with that
prescribed by this Tab.

8. Additional requirements for the use of firearms:

a. Warning shots are prohibited. Unless otherwise mandated in a particular country
by the SOFA.

b. When a firearm is discharged, it will be fired with the intent of rendering the
person(s) at whom it is discharged incapable of continuing the activity or course of
behavior prompting the individual to shoot.

c. Shots shall be fired only with due regard for the safety of innocent bystanders.

d. In the case of holstered weapons, a weapon should not be removed from the
holster unless there is reasonable expectation that use of the weapon may be
necessary.
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e. Service component commanders may establish additional considerations in
implementing procedures over the use of firearms.

C-2-C-3
FOR OFFICIAL USE ONLY



FOR OFFICIAL USE ONLY

(INTENTIONALLY BLANK)

C-2-C-4
FOR OFFICIAL USE ONLY



FOR OFFICIAL USE ONLY

APPENDIX 3 (WEAPONS OF MASS DESTRUCTION (WMD)) TO ANNEX C
(OPERATIONS) TO USCINCEUR AT/FP OPORD 01-01

REFERENCES: a. FM 3-6/AFM 105-7/FMFM 7-11H, Field Behavior of Chemical
Agents

b. FM 3-10-1/NWP 18-1/AFM 355-4/FMFM 7-11, Chemical
Weapons Employment

c. FM 8-285/NAVMED P-541/AFM 160-11, Treatment of Chemical
Agent Casualties and Conventional Military Chemical Injuries

d. FM 3-3, Chemical and Biological Contamination Avoidance
FM3-3-1, Nuclear Defense

FM 3-4, NBC Protection

FM 3-5, NBC Decontamination

FM 3-7, NBC Handbook

i. FM 3-100, NBC Defense, Chemical Warfare, and Smoke and
Flame Operations

S @ ™ o

j. FM 8-10, Health Service Support in a Theater of Operations

k. FM 8-10-7, Health Service Support in a Nuclear, Biological, and
Chemical Environment

l. NSTM, Chapter 070, Shipboard Radiological Defense

m. NSTM, Chapter 470, Shipboard BW/CW Defense and
Countermeasures

n. NBC, Warfare Defense Ashore
MCWP 3-37.2, NBC Protection
MCWP 3-37.3, NBC Decontamination
MCWP 3-37, MAGTF NBC Defense

MCWP 3-37.2A, Chemical and Biological Contamination
voidance

MCWP 3-37.2B, Nuclear Contamination Avoidance

MCWP 3-37.4, NBC Reconnaissance

AFI 32-4001, Disaster Preparedness and Planning Operations
AFM 32-4005, Personnel Protection and Attack Actions

w. USEUCOM Directive 56-1, Nuclear Biological, and Chemical
Defense; Riot Control Agents; Herbicides; and Non-Lethal Weapons

(S)

~ 0 P QT O

< €

1. PURPOSE. This Annex provides an overview of the potential use of WMD by
terrorists and broad guidance implementing USEUCOM Prescriptive AT/FP Program
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Standard 10 (see Annex M, Appendix 1). WMD include biological and chemical agents
or material, plant and animal toxins, radiological material, nuclear devices, and high
yield explosives used as weapons against personnel, animals, plants, material, or
facilities.

2. WMD PLANNING CONSIDERATIONS

a. General. The threat of terrorist use of WMD poses great challenges for military
organizations. Previous concerns regarding WMD use focused on battlefield
employment against warned and protected military personnel. The threat has
expanded in recent years as terrorist organizations have grown in sophistication and
now have the ability to acquire and employ WMD. This growing threat now means units
must plan for the possible use of WMD against peacetime forces and noncombatants.

b. Existing military doctrine addresses the use of chemical, biological, radiological,
nuclear, and high yield explosive (CBRN-E) weapons and their effects on personnel
and facilities. Planning factors for battlefield use of these weapons may have direct
application when planning for terrorist use of WMD. A list of current publications that
address CBRN-E weapons, their effects, and planning factors is provided as references
in the Basic Order and this Appendix. Table C-3-1, below, summarizes planning
considerations in existing doctrinal publications on the use of CBRN-E weapons.

Table C-3-1: Doctrinal NBC Planning Considerations

Considerations Include
Contamination Contamination Control, Detection and Warning, Identification and
Avoidance Marking, and Passive Defense Measures
Protection Individual Protection and Collective Protection
Decontamination Immediate, Operational and Thorough Decontamination
Medical Aspects Treatment; Intervention/Countermeasures; and Casualty
Evacuation and Handling
Other DoD Dependents, Civilians and Contractors; Host Nation and
Considerations Multinational Forces and Personnel

3. POTENTIAL THREAT OF TERRORIST USE OF WMD

a. The potentially devastating effects of terrorist use of WMD mandates that
organizations conduct a thorough analysis of the threat in their AOR. The unique
aspects of the terrorist capability to acquire and employ WMD should be considered as
a distinct element of the overall threat assessment.

b. The USEUCOM proponent for WMD efforts is ECJ5. ECJ2, in conjunction with
ECJ5, will establish an integrated collection and analysis program that draws detailed
threat data from all available sources to support command WMD efforts.

c. Collection plans should address the Essential Elements of Information (EEI) of
the terrorist capability to acquire and use of WMD. EElIs should be integrated into
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subordinate elements’ collection plans and reviewed as new or evolving threats
emerge. The plan should consider terrorist threats from commercial, industrial and
medical source material as well as traditional military CBRN-E weapons and agents.

d. New or changing terrorist capabilities to acquire or employ WMD must be rapidly
disseminated through command channels. Units should include procedures for
immediate reporting of changing terrorist threats or actual use of WMD. Notification
should be sent through the chain of command as outlined in Annex C, Appendix 2.

4. VULNERABILITY ASSESSMENTS OF TERRORIST USE OF WMD

a. Organizations will assess the vulnerability of installations, facilities, and personnel
in their AOR to terrorist use of WMD. Vulnerability assessments will be based on the
threat assessments and application of the guidance and procedures in Annex M,
Appendix 2.

b. As a minimum, assessments should include information from intelligence,
logistics, medical, physical security, facility engineering, meteorological, explosive
ordnance disposal, and CBRN-E staff elements. The entire range of potential terrorist
WMD use should be considered when conducting assessments. As previously
mentioned, threats from commercial chemical, biological, nuclear, and radiological
sources should be included as well as traditional military agents. Examples of possible
vulnerabilities could include:

Individual protective clothing and equipment

Collective protection equipment and facilities

Medical response and emergency services capability

Training of personnel

Physical security and protective barriers

Facility design and construction

Early warning and detection

Alarms and attack warning

Threat Intelligence

Sustainment operations and follow on support

Preventive medicine and vaccination programs

Storage of bulk hazardous material

0000000000 |0 (O

Explosive ordnance disposal response capability/availability.

5. CONSEQUENCE MANAGEMENT (MITIGATION OF TERRORIST USE OF WMD)

a. Units and installations will take appropriate measures to protect personnel and
facilities and reduce their vulnerability to terrorist use of WMD. Mitigating the
consequences of the actual terrorist use of WMD is critical to reducing the loss of life
and property. This includes actions taken prior to use as well as actions taken
subsequent to the attack. Actions may be physical security improvements such as
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installing an integrated large area siren and warning system, or procedural
improvements such as exercising and validating the WMD emergency response annex
or plan.

b. As a part of the overall installation/activity AT/FP Plan, commanders should
address the WMD threat and exercise the WMD part of the plan to determine its
effectiveness in mitigating the effects of an attack. In addition to providing crisis action
and consequence management procedures, planning should include pre-attack
measures and consideration for the collateral damage WMD may have on adjacent
facilities and surrounding communities. Plans should provide sufficient detail to permit
organizations to rapidly recognize and respond to any terrorist event using WMD.

c. The following contains additional crisis action planning considerations that should
be included in addressing terrorist use of WMD:

(1) Commander’s estimate of the potential for use of WMD: This forms the
basis for all facts and assumptions that drive the planning and preparation for any use
of WMD by potential threat organizations. As such, the commander’s estimate is the
cornerstone of any successful program and must be reviewed frequently to incorporate
any new or emerging threats.

(2) Type/number of threats: Accurate identification of the WMD threats posed
by terrorist organizations provides a mechanism to determine the resources needed to
counter the threat and respond effectively if they are used. Planners should also factor
in the magnitude and diversity of the threats throughout an AOR.

(3) Most likely/most vulnerable targets: Most organizations can’t provide total
protection for all personnel and facilities in their AOR. However, identification of the
most likely and vulnerable targets enables more detailed planning, which then drives
responsible organizations to improve security measures. Further, responsible
organizations can take measures to improve the security for these areas.

(4) Target Value Analysis: Certain areas pose different challenges due to their
specific value to terrorists. These targets may not be mission related or of high military
value, but their value to terrorists may be very high because of inherent vulnerabilities
and the potential for mass casualties. High use areas, such as shopping facilities or
office complexes, have inherent problems with access control and usually have large
concentrations of unprotected personnel present. Special analysis and planning should
be done to help reduce the vulnerability of these types of areas.

(5) Coordination with local authorities: Coordination with local authorities is
essential when planning for terrorist WMD use. It is likely that an attack on either the
DoD facility or the local civilian populace will affect both communities. Dispersion of the
agent effects by environmental factors (wind, water, or animals) can quickly spread to
surrounding areas. Thorough coordination between DoD organizations and local
officials provides a means to improve the response time and offers the opportunity to
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share critical resources needed to mitigate the effects of an attack. These
arrangements should be formalized in Memoranda of Agreement with local officials.

(6) Attack recognition and agent characterization: Unless prior warning is
obtained of an impending attack, most organizations will not have automatic detection
devices and alarms in operation. Attack recognition may come only when symptoms
first appear in exposed personnel. Agent identification will probably be done by first
responders or medical personnel. Planning must address this potential vulnerability
and incorporate procedures that include adequate training, individual protective
equipment, and detection equipment for first responders, and minimize the delay from
attack initiation until detection.

(7) Warning systems: Because WMD attacks can cover large areas, timely
warning can reduce the number of personnel who would otherwise be exposed to agent
effects. A combination of outdoor warning sirens, telephonic notification, and broadcast
announcements provide redundant warning systems that will reach a large portion of
the population. Special consideration should be given to unique populations, such as
the visually or hearing impaired, to ensure effective warning systems are in place to
provide for their safety.

(8) Response levels: Different agents require different responses. Plans should
include details on the appropriate response for the agents identified in commander’s
assessment and the equipment needed to implement that level of response.

(9) Hazardous Material Response Teams: Host nation laws and directives
may contain specific requirements for personnel responding to hazardous material and
substances. Commanders must be aware of these requirements, and emergency
responders must have the equipment and training necessary to protect themselves,
treat casualties and decontaminate the site. Planning should include adequate time
and resources to ensure response teams have the appropriate equipment and level of
training.

(10) Reporting procedures: Because of the sensitivity of terrorist use of WMD,
many agencies require formatted reports on the nature of the event. Plans should
include pre-formatted templates for reporting requirements and message addresses
and phone numbers for the agencies and commands that must be notified.
Communications can rapidly overload available communications means during a crisis.
Brevity codes, established crisis action communication procedures and predetermined
local reporting requirements will all assist in the management of a crisis by providing
timely and accurate information to the emergency operations center. The procedures
for reporting terrorist incidents in Annex C, Appendix 2 should be used as a guide for
reporting WMD incidents.

(11) Crisis action team responsibilities: Emergency operations centers
normally have only a small staff on duty and will require immediate augmentation when
an attack occurs. Staff elements should be fully trained and prepared to implement the
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appropriate plan to reduce the effects of the WMD attack. It may be necessary to
operate in protective equipment during the initial stages of the crisis. Training on the
use of protective equipment and their specific duties as part of the emergency
operations center staff should be regularly exercised to maintain proficiency in crisis
action responsibilities.

(12) First responder responsibilities: First responders will be called on to
perform many critical functions during a WMD attack. Law enforcement, fire, medical,
explosive ordnance disposal and facility engineer teams will usually be some of the first
organizations to react to an event. Careful planning and training is needed to address
the special needs of these groups. The actions they take during the initial stages of an
event will have a very important impact on the consequence management steps that
follow.

(13) Medical support, treatment and transportation requirements: Prior
coordination with host nation medical facilities is necessary to ensure medical plans
include procedures to treat and care for contaminated or infected personnel. Medical
teams require special training in the treatment and handling of contaminated casualties
and remains. Medical facilities should have areas designated to treat and segregate
contaminated patients. Preventive medicine specialists and pathologists need to have
a database of naturally occurring diseases and procedures to quickly assess and
identify suspicious illnesses and diseases. Antidotes and treatments for potential
agents from commercial or industrial sources should be considered in the casualty
management plan. Contaminated patient transport and contamination control
measures should be incorporated into litter and ambulance operations.

(14) Temporary Shelters, Evacuation routes and care centers: There will
always be a requirement to clear an area and provide orderly evacuation to safe areas
when WMD is used. Temporary shelters, evacuation routes, and care centers should
be identified during the planning process. Commanders should identify facilities for
potential use in defense against chemical, radiological, and biological agents. Existing
facilities may be suitable for adaptation as temporary shelters/toxic-free areas, since
sufficient collective protection resources may be inadequate. Law enforcement and
security personnel need to determine traffic control points to facilitate evacuation and
prevent personnel from entering potentially contaminated areas. Copies of the routes
and locations of care centers should be available to installation workers and residents.

(15) Public affairs: The demand for information from the public and the media
will be intense at the onset of an event. Public affairs planning should include
background information on the potential agents and materials that pose a threat. Basic
information on the properties, effects, treatment, duration, and decontamination of likely
threat agents should be included in the public affairs reference materials brought to the
emergency operations center and joint information center. Rapid and accurate
information on the hazard during the early stages of an event will assist in protecting
civilians from hazard and foster confidence in the command's ability to safely manage
the crisis.
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(16) Crime scene procedures for agent material: Terrorist use of any WMD
material is a criminal act. Local plans should include procedures to control a crime
scene in a contaminated environment and provide for the recovery of evidence that
may be hazardous. These plans also should include procedures that are required
under host nation laws or status of forces agreements.

(17) Follow on assistance: Any WMD event may generate the requirement for
some form of external support or assistance. Plans should determine the type, amount
and time frame for follow-on assistance. The logistics of managing a large contingent
of external support organizations has the potential of overwhelming the ability of the
local commander to control its effective employment.

(18) Hazard prediction: When an event occurs, there is an immediate need to
predict the size of the potential hazard zone. Reports from first responders will contain
the location of the incident site; but the initial estimate of the hazard area should be
made by emergency operations center personnel. Procedures should be incorporated
into emergency operations centers that allow for a quick initial hazard prediction and
methods for its rapid dissemination. Detailed predictions can be made when more
information is provided on the agent type and dissemination means.

(19) Meteorological support: As indicated above, hazard prediction must be
done quickly. Current and reliable weather data is critical to providing accurate hazard
predictions. Updated weather data should be routinely provided to emergency
operations centers so that it is available at the onset of an event. Organizations
providing data should be part of the planning process so they can develop weather
products that support hazard prediction models or programs.

(20) Contamination control: Containing and limiting the spread of
contamination is essential in reducing the effects of a WMD attack. Procedures for
personnel responding to the attack site should include methods that minimize their
direct contact with contaminated material. Work crews should use sumps to collect
runoff from decontamination operations. Access into the site should be through
designated points and along designated routes.

(21) Decontamination and hot line operations: Decontamination procedures
should be developed using the resources locally available. Decontaminating exposed
personnel, first responders, and site work teams requires the rapid establishment of a
decontamination site. Plans should consider the requirement to maintain
decontamination operations for extended periods and the potentially large personnel
and logistics need generated to support this type of operation.

(22) Sampling and analysis: Sampling will be required at the attack site and in
the predicted hazard areas to establish the presence or absence of contamination.
Plans should include procedures to determine sampling requirements and protocols for
the collection of agent material, to include procedures for maintaining a chain of
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custody. Analysis of samples may be done locally at the onset of an attack, but may be
shipped off-site for confirmation or for detailed analysis if local facilities cannot identify
the material.

(23) Monitoring operations: Monitoring plans should include procedures to
deploy detection equipment to known or suspected hazard locations. Detection
equipment intended for military tactical level employment does not detect agent
concentrations that are considered hazardous by the EPA and the Occupational Safety
and Health Administration. Environmental and safety planners must be aware of the
hazardous material exposure limits for civilian populations and understand the
limitations of using military equipment to determine when areas are considered free of
contamination.

(24) Reentry and remediation operations: Preliminary planning should address
the considerations for these operations. Reentry includes actions required to permit
personnel to safely enter an area following an attack. Remediation includes actions to
remove all contamination from the site and restore the environment to its original
condition. Both of these processes can potentially take several days to weeks to
complete. External support will probably be needed to ensure these tasks are properly
accomplished.

(25) Training Requirements: Training programs should provide a
comprehensive approach to meeting the needs identified in mitigation efforts. Actions
required to reduce the vulnerability to attack and to respond as the result of a terrorist
WMD incident involve many different tasks and levels of training. At a minimum,
training programs should include individual, first responder, functional response team,
and emergency operations center training.

Mitigation and Consequence Management Guidelines Checklist
( To Assist in Planning For Terrorist Use of WMD)

1. Pre-deployment and garrison operations.

a. Command, control, communications, computers, and intelligence (C4l):

Review and update operational plans based on probable threats.

Active defense (as defined in Joint Pub 1-02, 12 Apr 01):

Gather intelligence on potential terrorist capability.
Identify essential elements of enemy information on terrorist capability.

Detection and ldentification:

Gather meteorological data for area of operations.

Gather intelligence regarding terrorist WMD capabilities.

Conduct refresher training on all detection equipment.

Identify threats that require laboratory analysis for identification.

Develop specific identification techniques and acquire materials to conduct
analysis.

000009000 |0|o

o
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Hazard prediction, warning, and reporting:
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o Conduct training for all personnel in the warning and reporting chain.

o Exercise the warning and reporting system and communications nets.

o ldentify hazard prediction models and exercise procedures.

e. Reconnaissance, survey, and monitoring:

o Develop sample collection, packaging, transportation, documentation, and
analysis procedures.

o Conduct training for reconnaissance and survey teams.

o ldentify laboratory locations to support agent identification.

f. Individual Protection:

o Conduct training for individual defensive procedures and equipment use.

o Issue individual equipment as appropriate.

o Stockpile replacement items.

o g. Collective protection:

o ldentify and quantify requirements.

o ldentify facilities that may be used as toxic-free areas.

o Conduct operational checks of on-hand collective protection equipment.

o Stockpile replacement items.

o h. Medical:

o Conduct medical threat analysis.

o Provide medical input to medical force development planning.

o Train in medical aspects of WMD defense.

o Review medical logistics support.

o Implement vaccination policy.

o Review individual procedures for hygiene in a contaminated environment.

o Review individual/collective procedures for defense by medical units against
WMD.

o i. Contamination control:

o ldentify assets and rehearse procedures.

j. Logistics:

o Review planning factors for operations in contaminated environment.

o ldentify resources to support sustained operations in contaminated environment.

o Identify resource shortfalls, e.g., personnel, equipment, funding, training, etc.,
and report these program weaknesses to higher headquarters.
2. Pre-attack procedures.

C4l.

Pre-plan for WMD event.

Issue mission orders and directives.

Activate WMD reporting chain.

Order appropriate WMD protective actions and posture.
Enforce counter-surveillance measures.

Coordinate with local civilian or host nation governments.

Active defense (as defined in Joint Pub 1-02, 12 Apr 01):

COoolojl000o0OoOo|p|o

Allocate resources to active defense mission.
Monitor terrorist offensive actions.
Disrupt terrorist planning cycle and C4l means.
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Detection and identification:

Conduct routine background analysis and periodic monitoring.
Conduct refresher training for detector operators.
Position detectors.

Warning and reporting:

Conduct refresher training in WMD warning and reporting.
Initiate and maintain disease and non-battle injury reporting system.

e. Reconnaissance, survey, and monitoring:

O0o000)j00|00D0)|0

Position assets.

Stockpile sample collection and transportation equipment.

Stockpile agent identification equipment.

Conduct routine sampling in accordance IAW the threat and detector
capabilities.

Individual protection:

oo og|™

Implement unit standard operating procedures for WMD Operations.

Adopt protective level appropriate to the threat.

Prepare to take additional protective measures when warned of possible or
actual attack.

g. Collective protection:

o Post sentries on entrance to collective protection shelters.

o Adopt increasingly defensive posture in line with threat level.
h. Medical:

o Provide medical input to Commander’s estimate of the threat.
o Review and promulgate medical treatment protocols.

o ldentify specialist medical teams.

i. Contamination control:

o ldentify water sources and decontamination solutions.

o Position equipment and supplies.

J. Logistics:

o Confirm availability of equipment and supplies for operations in a contaminated

O

environment.
Identify host nation, federal, state, or local resources that may be available to
augment unit assets.

3. Actions during attack.

C4l:

Transmit appropriate reports.
Synthesize attack information.
Notify local/host nation government.

Active defense (as defined in Joint Pub 1-02, 12 Apr 01):

Disrupt terrorist delivery systems.

olo|o|o oo|p|o

Detection and identification:
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Collect samples.

Coordinate and analyze intelligence, meteorological, medical, and detector
system input.

Prepare and forward samples to lab for further analysis and identification.
Conduct downwind hazard analysis and disseminate predictions.

Warning and reporting:

0 oleloo

Implement warning and reporting procedures.

Report and forward evidence of attack to command, medical and law
enforcement authorities.

Make and disseminate alarm/protective action decisions.

Reconnaissance, survey and monitoring:

Implement collection and survey plans.
Collect any aerosol, environmental, plant/animal, and medical samples.
Report results of field surveys and monitoring efforts.

Individual protection:
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Implement appropriate protection for personnel.
Implement evacuation plans for non-essential personnel and civilians.
Provide resupply of expended items and contaminated equipment.

Collective protection:

Activate collective protection shelters for key assets.
Maintain strict control over access to collective protection shelters.

Medical:

C0O0O0O|T|ooe

Initiate treatment of contaminated casualties.
Confirm detection system results.

Characterize agents.

Monitor outbreaks.

Maintain integrity of medical collective protection.

Contamination control:

0O0o0oo|—

Determine extent of attack location.

Control access to site and establish designated routes to and from the area.
Have first responders attempt to provide hasty decon of the known hazard area.
Implement decontamination plan.

Logistics:

Issue replacement items.
Replace expended supplies and contaminated items.

4. Post-attack actions.

CA4l:

000000000

Assess result of terrorist attack.

Assess terrorist intention for any further attacks.

Ensure continued operation of WMD warning and reporting system.
Update threat based on latest attack information.

Order implementation of specific post-attack control measures.
Identify resource and capability shortfalls.
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. Active defense (as defined in Joint Pub 1-02, 12 Apr 01):

o Target any residual capability.
o Execute appropriate military response.

Detection and identification:

o Relocate detectors to any predicted agent locations.
o Continue sampling and monitoring until agent levels are below
o permissible exposure levels.

. Warning and reporting:

o Disseminate decisions on protection, hazard avoidance, and countermeasures.
o Collect and forward casualty and disease reports.
o Continue to report unexplained illnesses or agent symptoms.

Reconnaissance, survey and monitoring:

o ldentify contaminated areas for environmental remediation.
o Continue to collect samples to verify initial results.
o Provide agent samples to law enforcement authorities.

Individual protection:

o Initiate controlled down dressing for protected personnel.
o Redistribute supplies of individual equipment.

. Collective protection:

o Decontaminate as necessary.
o Replace filters.

Medical:

Implement strict field hygiene measures.

o Review treatment protocols and agent symptoms.

Characterize outbreaks.

Deploy specialist teams.

Institute quarantine as necessary.

Document and treat casualties.

Analyze and distribute medical intelligence.

Ensure medical protective measures for follow-on support is complete.
Ensure safety of food and water supplies.

0O000D0 0D

Contamination Control:

o Restrict movements of personnel and equipment into the hazard zone.
o Establish multiple sites to speed the decontamination of personnel as
appropriate.

Logistics:

o Replenish contingency stocks.
o Reissue decontaminated equipment.
o Review accuracy of planning factors.
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APPENDIX 4 (USDR SECURITY RESPONSIBILITIES AND PROCEDURES) TO
ANNEX C (OPERATIONS) USCINCEUR AT/FP OPORD 01-01

REFERENCES: |a. Public Law 99-399, Omnibus Diplomatic Security and
Antiterrorism Act of 1986, as amended

b. Section 4802 and 4805(A) of Title 22, United States Code
c. DOS, Volume 12, Foreign Affairs Manual (FAM 12)

d. DoD Instruction 5210.84, Security of DoD Personnel at U.S.
Missions Abroad, 22 Jan 92

e. DoD Handbook 2000.12-H, Protection of DoD Personnel and
Activities Against Acts of Terrorism and Political Turbulence, Sep
93 w/Change 2

f. DoD and DOS Memorandum of Understanding on Force
Protection On Security of DoD Elements and Personnel In
Foreign Areas, 16 Dec 97

g. DaoD Instruction 5105.57, Procedures for the U.S. Defense
Representative (USDR) in Foreign Countries, Dec 95

h. USEUCOM Directive 56-9, Procedures for the U.S. Defense
Representative (USDR), Jun 98

1. SITUATION. The U.S. Defense Representative (USDR) coordinates all
Antiterrorism/Force Protection (AT/FP) matters of those DoD elements and personnel
for whom the Chief of Mission (COM) has security responsibility, as stated in Section
4805, Title 22, aﬁd/or as defined in a Memorandum of Agreement (MOA) between the
CINC and COM.

2. MISSION. To provide AT/FP guidance regarding the responsibilities and authority of
the USDR for DoD elements for whom the COM has security responsibility.

3. EXECUTION

a. Scheme of Support. The USDR coordinates AT/FP with the COM, the Regional
Security Officer (RSO), Post Security Officer (PSO), ECJ4 (for Turkey), ECJ5, and
ECSM. This Appendix specifies the AT/FP duties of the USDR and provides guidance
on the discharge of the USDR’s assigned security duties, responsibilities and
procedures. Department of State (DOS) uses the term "security" to describe those

! The USDR also serves as a focal point for DoD element commanders deploying to regions with a limited
U.S. military presence. DoD element commanders/senior officers should contact the USDR prior to, or
immediately upon arrival at the deployment location, to exchange information which may be beneficial to
the USDR and/or DoD element.
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functions and programs commonly encompassed by the DoD term "antiterrorism/ force
protection (AT/FP)". The objectives and intent of both the DOS and DoD programs are
essentially identical — to provide a safe and secure working and living environment for
U.S. personnel.

b. Tasks to subordinate units
(1) HQ USEUCOM ECSM

(a) Act as the primary focal point for AT/FP for USCINCEUR, and
coordinate the establishment of AT/FP responsibilities and procedures for the USDR.

(b) Monitor and assist USDR's, within the USEUCOM AOR, with
implementation of AT/FP programs.

(c) In coordination with ECJ5, and ECJ4 for Turkey, act as interface on
AT/FP issues with the USDRs, to streamline the process, by providing them a single
point of contact.

(d) As required, periodically assist in the conduct of comprehensive, or
specifically focused security reviews in situations or locations where a unique threat
exists, DoD provides substantial security support, or there is significant command
interest.

(2) HQ USEUCOM ECJ1. In coordination with the Service component
command Personnel Directorates, ensure all PCS and TDY orders for personnel
stationed in USEUCOM indicate the requirement for Level | AT/FP training. Also,
require theater clearance approvals and TDY orders to specify the authority responsible
for security, either USCINCEUR or the appropriate COM, and the local point of contact
for AT/FP matters.

(3) HQ USEUCOM ECJ5. Act as the HQ USEUCOM Office of Primary
Responsibility (OPR) for administering the USDR program. Coordinate all issues
involving the USDR and impacting on AT/FP with ECSM.

(4) U.S. Defense Representative (USDR). Act as the senior officer responsible
for coordination of AT/FP issues for DoD elements under security authority of the COM.
Serve as the primary conduit between the CINC and the COM for all AT/FP matters.

(&) Function as the single point of contact for AT/FP of all DoD elements and
personnel who are the security responsibility of the COM. As such, these elements are
under the cognizance of the USDR for AT/FP when the USDR is acting on behalf of the
COM. Coordinate all AT/FP matters and issues with the RSO (or the COM’s senior
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advisor for security matters) and HQ USEUCOM ECSM, as well as appropriate DoD
elements and personnel.

(b) Coordinate with the RSO to determine if all DoD elements and personnel
receive security support comparable to that provided to other members of the Country
Team. Report any disparities in AT/FP coverage that cannot be resolved at the local
level to HQ USEUCOM ECSM.

(c) In coordination with the RSO/PSO, provide advice and information to the
COM concerning AT/FP and security of all DoD elements and personnel. Represent
USCINCEUR as well as other DoD elements and personnel at country team meetings,
such as the Emergency Action Committee (EAC) or other appropriate forums.

(d) Act as point of contact for USCINCEUR in developing, coordinating,
finalizing, and periodically reviewing the COM-CINC MOA on security. Coordinate
these actions with HQ USEUCOM ECSM. Per references (c) and (d), monitor the
inventory of all DoD elements and personnel in-country and report changes to HQ
USEUCOM ECSM as required.

(e) The DoD Terrorist Force Protection Condition system does not apply to
DoD elements who are under the security responsibility of the COM. Overseas Security
Policy Board (OSPB) standards, as supplemented by the COM, will be followed. These
standards may be found in DOS Volume 12 of the Foreign Affairs Manual (FAM 12).
The USDR may evaluate DoD Force Protection Condition and AT/FP measures that
would be appropriate for implementation and work through the RSO to incorporate
these measures when and where prudent.

(f) Ensure procedures are established to provide Blue Dart and similar threat
warning information to DoD elements and personnel under the COM. Work with the
RSO in developing this system, using any notification systems already in place, such as
the Warden program.

(g) Provide AT/FP inputs related to DoD elements, personnel and activities
to the Emergency Action Plan (EAP) for the diplomatic mission. Verify DoD elements
and personnel under the cognizance of the USDR have local implementing procedures.

(h) Recommend to HQ USEUCOM ECSM any billets requiring resident AT
training. Intent is to ensure such billets are properly coded by parent services to require
resident AT training prior to assignment.

(i) In cases where the USDR is the approval authority for country and/or
theater clearances, ensure requests (if required by DoD Foreign Clearance Guide)
specify personnel traveling TDY to the country have received required Level | AT/FP
training prior to travel and are aware of public announcements or travel warnings in
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effect. If the approving authority, disapprove any country/theater clearance requests
unless travelers certify that required training has been received. Also, verify that TDY
orders specify responsibility (COM or USCINCEUR) for security (AT/FP) and list the
local point of contact for AT/FP matters.

() Determine if newly arrived DoD personnel (PCS) have received Level |
AT/FP training as mandated by DoDI 2000.16. If personnel have not received AT/FP
training, advise HQ USEUCOM ECSM. Require DoD personnel to attend such security
training and orientations as directed by the RSO/PSO or COM.

(k) In coordination with the RSO/PSO, verify all DoD elements and personnel
under the security authority of the COM are included in security reviews conducted by
the RSO.

(1) In coordination with the COM and RSO/PSO, assist HQ USEUCOM
ECSM with reviews of security support provided to DoD elements and personnel under
the security responsibility of the COM.

(m) Exercise directive authority for security over all in-country DoD elements
and personnel for whom COM has security responsibility in cases of emergency
wherein U.S. national or DoD interests are involved and the urgency of the situation
precludes referral up the chain of command to USCINCEUR. This shall not preempt
the authority exercised over non-CINC assigned elements and personnel by the COM
or the mission authority exercised by parent DoD components. Directive authority
includes tactical control (TACON) for force protection of all in-country non-CINC
assigned DoD elements and personnel assigned or temporarily assigned to the AOR (to
include aircraft and their crews). TACON for force protection enables the USDR to
order implementation of force protection measures and to exercise the security
responsibilities outlined in any COM/CINC MOA for security.

(n) Verify with the RSO/PSO that all DOD elements and personnel for whom
the COM has security responsibility are receiving security support comparable to that
provided to other members of the country team. DODD 2000.12 requires USCINCEUR,
in coordination with the COM, to review the AT/FP status of all DOD activities and
personnel under the AT/FP responsibility of the COM.

(1) These reviews will generally be conducted annually, in coordination
with the review of the COM/CINC MOA on security responsibility.

(2) The USDR will contact DoD elements as part of the review process to
verify security support is being provided and to identify any previously unidentified
security issues or concerns.

(3) Additionally, the USDR will recommend to HQ USEUCOM ECSM any
billets requiring resident AT training. Intent is to ensure billets are properly coded by
parent services to require resident AT training prior to assignment.
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(4) Should the review identify security issues or concerns, the USDR is
encouraged to attempt resolution of these issues with the RSO/PSO or other
appropriate embassy staff. The USDR will advise HQ USEUCOM ECSM of any
security issues that cannot be resolved locally, or those that require HQ USEUCOM
action or assistance.

(5) Results of the security review will be provided to HQ USEUCOM
ECSM via message or memorandum.

(5) All Commands (non-CINC assigned forces) and Defense Agencies with
DoD elements and personnel, for whom the COM has security responsibility, shall
ensure those elements and personnel coordinate AT/FP requirements and issues with
the USDR.

c. Coordinating Instructions.

(1) Nothing in this Appendix relieves the unit or element commander of the
ultimate responsibility for the protection of his/her unit personnel. Deployed unit and
element commanders will use their normal chain of command for reporting AT/FP
incidents or issues. All resource, manpower and other requests for AT/FP assistance
will be submitted through normal Service channels for execution, with information
copies to HQ USEUCOM ECSM for the purpose of monitoring and tracking
requirements.

(2) Nothing in this Appendix changes the following command relationships:

(@) The military chain of command, from USCINCEUR to the subordinate
commanders of forces assigned or designated as being under the CINC for force
protection.

(b) The authority of the Service Chiefs, Military Departments or Defense
Agencies to exercise technical, substantive, and policy control; and control over internal
administration of their various elements.

(c) The normal direct access of the military attachés and the chiefs of security
assistance organizations to host government, military, and other officials.

(d) Command relationships, responsibilities, and functions of the DoD
elements as provided in appropriate directives or detract from the USDR'’s special
relationships with appropriate officials.

(e) Relationships and responsibilities between the Military Service attachés
and the Chiefs of their Services and Secretaries of their Military Departments.

(f) The Defense Attaché’s role as adviser to the COM.
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(9) The position of individuals specifically designated as representatives of the
Secretary of Defense or Chairman, Joint Chiefs of Staff.

(3) For those matters pertaining to AT/FP responsibilities governing DoD
elements and personnel under the COM, the reporting channel for the USDR will be to
the COM while keeping USCINCEUR and the parent command/agency informed. For
AT/FP matters involving DoD elements under the CINC, the reporting channel will be to
USCINCEUR while keeping the COM and the parent command/ agency informed.
Reporting channels for all other matters remain unchanged.

(4) When the Defense Attaché is designated the USDR, the attaché title,
responsibilities, and reporting channels through DIA are unchanged. However, for the
discharge of specific USDR AT/FP responsibilities, the attaché will report to
USCINCEUR.

(5) Regardless of cognizance over DoD elements and personnel, the USDR will
coordinate any actions impacting on AT/FP and requiring higher headquarters
involvement with HQ USEUCOM ECSM and ECJ5. When the USDR is also the Office
of Defense Cooperation (ODC) Chief (not the Defense Attache), ECJ4 will be included
in this coordination cycle.

(6) Nothing in this Appendix changes normal reporting channels and direct
access to parent organizations/agencies.

(7) Nothing in this Appendix changes various Defense Agency heads’ necessary
direct access to the COM to fulfill assigned responsibilities and functions.

(8) While executing the AT/FP responsibilities specified in this Appendix, the
USDR may not exercise mission-tasking authority over DoD elements and personnel
who do not normally report through the USDR in his/her primary duty assignment
(unless in cases of emergency as described in paragraph 3b(4)(m), above). The COM
will normally exercise AT/FP mission-tasking authority. If there are any problems
encountered in this regard, the USDR should report these to HQ USEUCOM ECSM.

(9) The RSO/PSO, and ultimately the COM, are responsible for defining and
managing physical security standards for offices and residences for DoD elements and
personnel under the COM. This includes both physical security and electronic security
safeguards for facilities to include family living quarters. The nature and level of
required security enhancements are found in the DOS FAM 12.

(10) To assist the USDR in ensuring adequate security safeguards for residential
facilities, the RSO/PSO usually will conduct inspections of quarters prior to occupancy.
The monitoring of security and safety safeguards by the RSO/PSO will help ensure
minimum residential physical security standards and avert possible oversights in
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providing safeguards to all homes. If circumstances preclude an actual physical
inspection by the RSO/PSO, potential occupants should, at a minimum, obtain a copy
of the inspection checklist and complete it prior to accepting new quarters. Leases
should not be signed and residences should not be occupied without prior coordination
with the RSO/PSO.

(11) Resolution of a “Conflict on Post” (The term “Post” is a Department of
State term which means an overseas diplomatic mission, e.g., embassy or
consulate). A “conflict on post” exists when a disagreement between the USDR and
the RSO cannot be resolved by the Emergency Action Committee (EAC) at the mission
(commonly referred to as "post") regarding security requirements.

(&) Normally a conflict regarding the substance or interpretation of security
requirements can be resolved locally between the RSO and the USDR. If resolution is
beyond the capability of this level, the matter should be referred to the COM through
the EAC for a resolution.

(b) If the issue can not be resolved locally and further action is required,
the issue will be referred to HQ USEUCOM ECSM.

(c) HQ USEUCOM ECSM, ECJ5, and ECJ4 (in cases where the USDR is
the ODC Chief, or in cases where the conflict involves the ODC or SAO) will review the
dispute and arrive at a course of action to produce resolution. USEUCOM will refer
validated disputes with proposed solutions to the DoD Executive Agent (DIA DAC)
through the Joint Staff (J34 and J5), with information copies provided USDP-DSCA (for
cases involving ODCs or SAOs) and SECSTATE for assistance in resolving the conflict.

(12) Military Services, Defense Agencies, and all other DoD activities with
individuals in-country must ensure the USDR is informed of the whereabouts of all
assigned and/or attached forces and personnel to enable the USDR to fulfill his/her
AT/FP responsibilities.
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APPENDIX 5 (AT/FP FORUMS) TO ANNEX C (OPERATIONS) TO USCINCEUR
AT/FP OPORD 01-01

REFERENCES: See Basic Order

This Appendix outlines the primary forums within USEUCOM to highlight, explore, track
and discuss AT/FP issues at different levels of command.

1. Although not exclusively an AT/FP forum, the Component Commanders Conference
(CCC) provides a 4-star oversight forum for the heads of each of the service
component commands and USCINCEUR to discuss and review AT/FP issues. The
CCC usually meets on a quarterly basis.

2. The General/Flag Officer Antiterrorism Steering Group (GOASG) is the HQ
USEUCOM forum, chaired by the Chief of Staff with participation of the service
component commands and key members of the USEUCOM senior staff.

3. The USEUCOM Joint Antiterrorism Working Group (JAWG) is the recognized forum
for component command AT/FP program managers to coordinate initiatives and resolve
issues.

4. The HQ USEUCOM AT/FP Senior Threat Working Group (STWG) or a comparable
forum is a senior officer group (0-6 level), led by the senior USEUCOM officer
responsible for AT/FP program management, the Special Assistant for Security Matters
(SASM). The STWG is the decision-making body responsible for resolving AT/FP
issues and approving AT/FP policies based on recommendations from the HQ
USEUCOM AT/FP Threat Working Group (TWG). The STWG meets at the discretion
of the SASM.

5. The HQ USEUCOM AT/FP TWG is a staff officer level working group chartered to
facilitate rapid coordination and resolution of AT/FP issues. The AT/FP TWG provides
staff support to the AT/FP STWG and meets at the discretion of the SASM. The TWG
normally consists of decision-making representatives from the law enforcement,
security, intelligence, and counterintelligence communities as well as other HQ
USEUCOM staff elements. The 6 ASG Antiterrorism Officer (ATO) may participate in
the TWG when appropriate. The TWG integrates threat information and law
enforcement-derived information to make AT/FP force protection recommendations to
the AT/FP STWG.
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TAB A (GENERAL/FLAG OFFICER ANTITERRORISM STEERING GROUP) TO
APPENDIX 5 (AT/FP FORUMS) TO ANNEX C (OPERATIONS) TO USCINCEUR
AT/FP OPORD 01-01

1. GENERAL. The General/Flag Officer Antiterrorism Steering Group (GOASG)
provides senior (Director and Special Staff Principal) oversight for AT/FP issues within
the command. The Steering Group is the highest authoritative body responsible to the
USCINCEUR and DCINCEUR for addressing AT/FP issues and recommending
courses of action for theater-wide AT/FP activities. The Steering Group’s compaosition
provides USCINCEUR and DCINCEUR a multi-disciplined forum for ensuring the
security, safety, and protection of DoD personnel, family members, and facilities
throughout the USEUCOM AOR.

2. COMPOSITION. The HQ USEUCOM Chief of Staff chairs the GOASG. The
standing membership includes the USEUCOM Staff Directors, USEUCOM Special Staff
Principals, and senior Service component command representation.

3. FREQUENCY OF MEETINGS. Quarterly, or as requirements dictate.

4. PURPOSE

a. Provide oversight/guidance for the execution of the following AT/FP provisions in
the USEUCOM AOR for USCINCEUR and DCINCEUR:

(1) Create a level of awareness, appreciation, and readiness commensurate to
the threat.

(2) Ensure proper coordination of AT/FP policies and measures to protect DoD
personnel and their family members, facilities, resources, and equipment throughout
the USEUCOM AOR from terrorist acts and to assist subordinate commanders in
implementing Military Service programs.

(3) Ensure Force Protection Conditions are uniformly implemented as specified in
DoD Directive 2000.12.

(4) Ensure active coordination with COMs and host nation officials for the
protection of DoD personnel serving at U.S. missions in USEUCOM AOR.

b. Provide oversight for the execution of USCINCEUR’s AT/FP strategy and
guidance as articulated in the USEUCOM Force Protection Campaign Plan as part of
the Theater Security Planning System (TSPS) and USCINCEUR Policy Letters.

c. Conduct reviews of the AT/FP programs and initiatives within the command.

d. Approve, prioritize, and track AT/FP funding projects within the command.
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e. Provide senior level emphasis and support for AT/FP programs, policies,
procedures, initiatives, and actions.

f. Provide recommendations on how to deal with terrorist threats in the AOR.

5. RESPONSIBILITIES. The following agencies are the lead organizations for the
responsibilities listed.

a. HQ USEUCOM Chief of Staff. Chair the GOASG meetings and provide
appropriate feedback to USCINCEUR and the DCINCEUR on the command’s AT/FP
initiatives, programs, and postures within the theater.

b. HQ USEUCOM Staff Directors and Special Staff Principals. Provide
directorate/special staff updates on current DoD, Joint Staff, USEUCOM, Joint Task
Force (JTF) and/or Combined Task Force (CTF) AT/FP actions and initiatives in
associated functional areas. ECSM will provide a meeting agenda with topics of
discussion to the principals prior to each meeting.

c. Service component commands. Provide Deputy Commander or General/Flag
Officer representation to the GOASG. Provide updates on current component
command AT/FP actions and initiatives. Provide prioritized funding projects and budget
initiatives for AT/FP requirements.

d. HQ USEUCOM ECSM
(1) Act as the proponent for scheduling the Steering Group meetings.

(2) Coordinate with the HQ USEUCOM Secretary of the Joint Staff (SJS) for
meeting times and location. Schedule video teleconferences with all of the Service
component commands.

(3) Provide all administrative functions for the GOASG to include the publishing
of future agendas, topics of discussion, and read-ahead packets.

(4) Record, publish, and distribute the minutes of each GOASG meeting to each
of the participants.

(5) Convene the ASAWG to coordinate and facilitate any HQ USEUCOM AT/FP
staff actions that may arise from GOASG meetings.
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TAB B (USEUCOM JOINT ANTITERRORISM WORKING GROUP (JAWG)) TO
APPENDIX 5 (AT/FP FORUMS) TO ANNEX C (OPERATIONS) TO USCINCEUR
AT/FP OPORD 01-01

1. GENERAL. The USEUCOM JAWG is the recognized forum for information
exchange and program interface among representatives from the Service component
commands and other security/antiterrorism/intelligence organizations. The JAWG
provides a forum for consultation on matters of mutual concern regarding the entire
spectrum of terrorism as well as anti-U.S./NATO protest activity.

2. COMPOSITION. The JAWG consists of:

a. Primary proponents for AT/FP from HQ USEUCOM, HQ USAREUR,
HQ USNAVEUR, HQ USAFE, HQ MARFOREUR, and HQ SOCEUR.

b. HQ USEUCOM Special Assistant for Security Matters (ECSM) chairs the forum.

c. HQ USEUCOM Intelligence Directorate, Operations Division (ECJ23).

d. Senior U.S. representative from the Provost Marshal, SHAPE.

e. 2nd Region, U.S. Army Criminal Investigation Command.

f. Air Force Office of Special Investigations (AFOSI), Region 5.

g. Naval Investigative Service Regional Office, Europe.

h. ACE Counterintelligence Activity (650th MI Group).

i. Additional representatives from HQ USEUCOM, the Service component
commands, or other agencies may be regular attendees at the call of the membership
and approval of the chairman. Permanent members may invite guests to attend

meeting subject to coordination with and approval of the JAWG chairperson.

3. FREQUENCY OF MEETINGS. Semiannually, or as requirements dictate.
Permanent member organizations will alternate as the host for meetings.

4. PURPOSE. The charter of the JAWG includes:

a. The review of current intelligence/information exchange regarding the terrorist
threat throughout the USEUCOM AOR.

b. The discussion of current and proposed AT/FP policy and programs.

c. The coordination of AT/FP procedural matters among HQ USEUCOM, Service
component commands, and theater agencies.
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d. The exchange of developed proactive AT/FP initiatives and programs.

e. The discussion and periodic review of the non-tactical armored vehicle (NTAV)
program, the Firearms for Personal Protection Program, and High Risk Personnel
(HRP) Protective Services program within USEUCOM. This includes HRP Protective
Service programs involving the protection of senior U.S. personnel serving in NATO and
other international assignments.

f. The discussion and periodic review of present and proposed terrorist awareness
and AT/FP training programs within USEUCOM to include equipment evaluation.

g. The consideration of Service component command planning guidance concerning
AT/FP countermeasures and instructions/guidance pertaining to the control of civil
disturbances.

h. The identification of current or potential AT/FP problem areas and formulation of
recommended solutions that may require theater-wide guidance.

5. RESPONSIBILITIES. HQ USEUCOM ECSM
a. Acts as the proponent for the USEUCOM JAWG.

b. Publish announcements of the USEUCOM JAWG meetings, agenda, and related
administrative data.

c. Prepare and disseminate the minutes of the USEUCOM JAWG meetings NLT 14
days after the meeting.
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APPENDIX 6 (CRISIS ACTION RESPONSE) TO ANNEX C (OPERATIONS) TO
USCINCEUR AT/FP OPORD 01-01

REFERENCES: See Basic Order

1. GENERAL. Initial response to a crisis is critical to successful recovery and
resumption of the mission. No two incidents are exactly the same, but lessons can be
drawn from the past to assist in proper response to a future crisis. This Appendix
includes items of concern that were factors in previous incidents. Consider these items
for applicability to any incident or crisis situation in the future.

2. LEAD AGENCY. DOS is the lead agency for the consequence management of
terrorist incidents outside the United States. The initial USG effort will be coordinated
through a Foreign Emergency Support Team (FEST) led by DOS with its Consequence
Management Response Team (CMRT).

3. EXECUTION. Consider the following as possible requirements, and structure
planning for execution along these lines. At the HQ USEUCOM level, ECSM, in
coordination with ECJ2, ECJ3, and ECSO, will prompt the people on scene to ascertain
specific requirements. HQ USEUCOM (ECJ3, ECJ4, ECJ5, and ECSO) will then
coordinate with supporting commands/agencies and the COM in the affected county or
region to execute approved requirements. Intra-theater support normally will be
coordinated by or through Component Commanders in coordination with the

HQ USEUCOM European Theater Command Center (ETCC) or Crisis Action Team
(CAT). Local commanders and/or the USDR will evaluate and validate on-scene
requirements, forwarding to HQ USEUCOM those requiring external assistance/
coordination. USCINCEUR CONPLAN 0400-XX (S) provides detailed instructions for
consequence management operations.

a. Initial Notification Requirements - IMMEDIATE ON-SCENE. Unit/activity chain
of command on the scene will ensure the rapid notification of the following:

(1) UNIT MEMBERS (particularly if threat remains or is unknown)

(2) Other DoD elements (if threat may affect them)

(3) USDR who in turn notifies the COM (as applicable)

(4) HQ USEUCOM ETCC

0|0 |0 |0 (0o

(5) Parent Command (if applicable)

b. Initial Notification Requirements - FOLLOW ON. The USEUCOM ETCC will
execute appropriate OPREP-3 and/or other required notifications following consultation
with ECJ3. The ETCC will also notify the following personnel/headquarters:

2 (1) CINC, DCINC, ECCS

o (2) ECJ1, ECJ2, ECJ3, ECSM, ECSO, ECPA, ECMD

o (3) Other Directorates (as applicable)
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o (4) NMCC and NMJIC

o (5) ASD:SOILIC

o (6) Service Component Commands

c. Data Collection and Reporting. Gather as much information as possible for
initial notification report, but do not delay notification to gather complete data. Submit
all OPREP-3 reports as soon as possible after an event or incident has occurred and
send at FLASH precedence. The goal is to make initial voice reports to USEUCOM
ETCC within 15 minutes of an incident, with message reports submitted within 1 hour of
the incident. Use all sources, including host nation agencies, to gather data (who, what,
when, where, how). Submit updates as required by USEUCOM ETCC. Initial reports
should focus on acquiring the following information:

o (1) CASUALTIES (total U.S. military, family members, DoD civilians, other AMCITS,
and third country national (TCN)).

(2) TYPE OF INCIDENT (shooting, bombing, etc.)

(3) WEAPONS USED (if applicable)

(4) STATUS OF PERPETRATORS.

0|0 |0 |Do

(5) ASSESS VULNERABILITY OF SITE, AS WELL AS REMAINING SITES AND
PERSONNEL.

d. Possible Initial Requirements. Determine initial requirements for support of the
following functional support areas. Provide specifics for each requirement where
possible (i.e. how much, how many, when do you need it, recommended delivery mode,
delivery location, etc.):

(1) MEDICAL SUPPORT (Aeromedical Evacuation Teams, Surgeons, etc.)

(2) STRESS MANAGEMENT TEAMS

(3) EOD TEAMS

(4) AUGMENTATION OF SECURITY FORCES (U.S. or host nation)

(5) AUGMENTATION OF SECURITY EQUIPMENT (U.S. or host nation)

(6) RESCUE TEAMS/EQUIPMENT

(7) SEARCH TEAMS/DOGS

(8) COMMUNICATIONS EQUIPMENT AUGMENTATION

(9) INTERAGENCY COORDINATION (DOS, FBiI, etc.)

(11) PUBLIC AFFAIRS RELEASES

(12) LEGAL SUPPORT AND REQUIREMENTS

(13) TRANSPORTATION OF REMAINS (mode of transportation, escorts,
parture/arrival ceremony, family member coordination, etc.).

(14) PERSONNEL REPLACEMENT

(15) SAFE HAVEN PROCEDURES FOR PERSONNEL

(16) EVACUATION OF PERSONNEL

a
a
a
a
a
a
a
a
a
o (10) CASUALTY NOTIFICATION PROCEDURES
a
a
a
de
a
a
a
a

(17) HOST NATION COORDINATION (increases in security, investigation
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cooperation, medical support, etc.)

o (18) TRANSPORTATION COORDINATION ASSISTANCE (inter/intra theater lift
coordination to support external support provided, e.g., FBI, U.S. security augmenters,
evacuation support, etc.)

e. ECSM Support. ECSM personnel (many having a Military Police or Security
Forces background) may be able to provide on-the-spot expertise and advice on the full
range of security subjects, such as personnel movement control, airfield security, etc.
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APPENDIX 7 (READINESS REPORTING) TO ANNEX C (OPERATIONS) TO
USCINCEUR AT/FP OPORD 01-01

REFERENCES: | a. CJCS Guide 3401A, CJCS Guide to the Chairman’s
Readiness System, Jul 97

1. GENERAL. USEUCOM conducts a theater-wide review of force protection
readiness on a quarterly and annual basis using several inter-linked systems, such as
the Joint Monthly Readiness Report (JMRR) and the Joint Warfighting Capabilities
Assessment (JWCA). These reporting mechanisms provide means to track and report
force protection readiness as well as to raise and address force protection issues with
the Joint Staff and the Services.

2. JMRR. The JMRR provides an ongoing assessment of USEUCOM'’s readiness to
execute the National Military Strategy (NMS) through a comprehensive, current
overview of unit and joint readiness and commitments at all three levels of war: tactical,
operational, and strategic. Force protection readiness status of each of the component
commands and HQ USEUCOM is reviewed as part of the JIMRR. Force protection
issues should be highlighted separately in the IMRR, but categorized into one of the
eight functional areas in the JMRR. Force protection related issues are assessed and
assigned a color-coded indicator to indicate the current force protection readiness of
the component command across the theater on a given date. Typically, as a part of the
full IMRR process, HQ USEUCOM and the component commands then have to assess
force protection readiness in the USEUCOM AOR out to some future date (usually to 1
year) and also on some possible scenario occurring that would impact USEUCOM (e.g.,
a major theater war). For example, is it expected that force protection readiness will
improve or decline over time? What, if any, impact will a Major Theater War (MTW)
have on force protection readiness in this theater?

a. The JMRR process rates each functional area using color-coded C-LEVELS.

(1) C-1 (DARK GREEN) =the command/agency has only minor deficiencies
with negligible impact on capability to perform required missions.

(2) C-2 (LIGHT GREEN) = the command/agency has some deficiencies with
limited impact on capability to perform required missions.

(3) C-3 (AMBER) = the command/agency has significant deficiencies which
prevent it from performing some portions of required missions.

(4) C-4 (RED) =the command/agency has major deficiencies that preclude
satisfactory mission accomplishment.

b. Component commands should consider using a roll-up of the ratings assigned to
their subordinate installations/activities from self-assessments or vulnerability
assessments when determining the overall component command AT/FP readiness for
the JMRR report. A detailed discussion of the management of information concerning
vulnerability assessments is found in Annex M, Appendix 2.
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3. JWCA. In some cases, issues raised in the JMRR process may be included in the
JWCA process. The JWCA, under the purview of the Joint Requirements Oversight
Council (JROCQ), includes a systematic analysis of the capabilities and requirements of
future forces. Thus current capabilities shortfalls that impact force protection, but for
which there is no available system to correct the problem are candidates for inclusion in
the JWCA. A force protection issue will be included in one of the eleven long-term
assessment areas conducted by the Joint Staff. Results of JWCA analyses and their
review by the JROC, submitted through the CJCS, may result in changes to the
Defense Planning Guidance or changes in Service POMs.
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ANNEX D (LOGISTICS) TO USCINCEUR AT/FP OPORD 01-01
REFERENCES: See Basic Order

This Annex covers specific AT/FP logistics and resource standards, policies and
procedures.

ACKNOWLEDGE:

JOSEPH W. RALSTON
General, USAF

APPENDICES:

1. AT/FP Design Standards
2. VTER Management Decision Program (MDEP) Funding
TAB A: Unfinanced Requirement Request Format
3. Combating Terrorism Readiness Initiatives Fund (CbTRIF)
TAB A: CbTRIF Submission Format
TAB B: Quarterly CbTRIF Report Format
TAB C: Monthly Obligations Status Report
4. Combating Terrorism Technology Requests
TAB A: Combating Terrorism Technology Request Format
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APPENDIX 1 (AT/FP CONSTRUCTION DESIGN STANDARDS) TO ANNEX D (LOGISTICS)
TO USCINCEUR AT/FP OPORD 01-01

REFERENCES:

a. DoD 2000.12-H, DoD Antiterrorism Program Policies,
Guidance, and Mandatory Standards, Jul 93, with Change 2

b. DOD 2000.16, "DOD Combating Terrorism Program Standards,
January 8, 2001.

c. USACE 800-1, Architectural and Engineering Technical
Instructions

d. TM 60-A-1-1-4, Explosive Ordnance Disposal Procedures -
Protection of Personnel and Property, 24 Sep 90

e. TM 5-855-1/AFPAM 32-1147/NAVFAC P-1080/
DAHSCWEMAN-97, Design and Analysis of Hardened Structures
for Conventional Weapons Effects, Sep 98

f. TM 5-853/AFMAN 32-1071, four volume series on Security
Engineering, May 94

g. DA PAM 385-64, Ammunition and Explosive Safety Standards,
undated

h. USACE Memorandum CEMRO-ED-ST (415-10f), 6 Mar 97
(NOTAL) (S)

i. Interim Department of Defense Antiterrorism/Force Protection
Construction Standards, 16 Dec 99

j. Mil Handbook 1013/1A, Design Guidelines for Physical Security
of Facilities, 28 Jun 93

k. Mil Handbook 1013/10, Design Guidelines for Security Fencing,
Gates, Barriers and Guard Facilities, 14 May 93

|.  Mil Handbook 1013/12, Evaluation and Selection Analysis of
Security Glazing for Protection Against Ballistic, Bomb, and Forced
Entry Tactics, 10 Mar 97

m. Mil Handbook 1013/14, Selection and Application of Vehicle
Barriers, 1 Feb 99

n. USEUCOM Directive 61-4, Construction, Apr 98

0. American Society of Civil Engineers Standard (ANSI/ASCE 7-
98), Minimum Design Loads for Buildings and Other Structures

1. SITUATION. This Appendix describes the minimum Antiterrorism/Force Protection (AT/FP)
design and physical security standards (design standards) that must be incorporated into all
DoD inhabited structures in the USEUCOM Area of Responsibility.
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a. For new construction and major renovation, the identified standards will be incorporated
into the planning, programming, budgeting, and execution of construction activities.

b. Component commanders will initiate programs to assess existing structures in
accordance with current standards and determine vulnerabilities. While no formal time line is
mandated for the completion of upgrades, component commands should prioritize
assessment results according to specific risks at each installation. The intent of the existing
facility assessments is to provide data to commanders, which supports future upgrades.
Commanders should use this data and local security risk assessments to identify and prioritize
needed improvements as part of routine facilities upgrades and support requests for additional
funding.

c. For existing leased inhabited facilities that do not meet the minimum design standards,
it is recommended these leases not be renewed. If a new lease contract is entered into, the
following standards must be incorporated as outlined below.

d. This appendix constitutes USEUCOM Prescriptive AT/FP Program Standard 28 (other
prescriptive AT/FP program standards are contained in Annex M, Appendix 1).

e. These standards do not apply to structures used by DoD personnel for whom the US
Chief of Mission (COM) has security responsibility. For those facilities, Overseas Security
Policy Board Standards apply.

2. POLICY

a. The desired end-state for the USEUCOM AT/FP Design Standards is a safer
environment in which our personnel can live and conduct their operational mission(s). While
these standards will not prevent a terrorist attack, their implementation will reduce the
opportunity for such an attack and mitigate the effects of an attack on DoD personnel.

b. Component commands and Defense Agencies in the USEUCOM AOR will incorporate
these design standards to minimize the risk to personnel from terrorist attack.

c. HQ USEUCOM sets the minimum design standards and recommended practices.
Component commands and Defense Agencies are responsible for ensuring these standards
are implemented and that subordinate installation commanders certify that force protection
considerations have been incorporated into the project programming/design/construction
process (DD Form 1391, design approval, etc.). Installation commanders also must certify
that higher levels of protection resulting from more severe threats are not required for each
project. A procedure for determining the appropriate threat severity and level of protection can
be found in TM 5-853/AFMAN 32-1071.

d. Although specific minimum standards are provided, inhabited structures shall be
designed or modified to achieve a low level of protection against the blast loads from mortars,
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RPGs, and improvised explosive devices (IED) with explosive equivalents of 100 kilograms of
TNT at the required/available standoff distances. This should be done unless it has been
determined that a higher threat severity exists and/or a higher level of protection is warranted.
The intent is for the structure to survive well enough to allow people inside the building to
safely evacuate in the event of an attack, to provide sufficient protection for personnel
survivability, and to mitigate collateral damage, without a bunker mentality. After an explosive
event, the building may no longer be usable and repair may not be economical.

e. At a minimum, one planning/design engineer from each major area (i.e., ASG, BSB, Air
Force Base, NAVSTA, NAS) will be trained in “Security Engineering.” Both the U.S. Army
Corps of Engineers (USACE), Omaha District, Protective Design Center (CENWO-ED-S) and
the Naval Facilities Engineering Service Center (NFESC) offer a course of instruction which
fulfills this requirement.

3. STANDARDS. AT/FP design standards apply to all locations controlled or used by U.S.
military forces and Defense Agencies in the USEUCOM AOR regardless of the current area
threat level. The primary purpose of these standards is to protect personnel. Refer to the
definitions in paragraph 4d, below, for guidance and clarification of terminology.

a. Baseline Threat Weapons. The development of the specific standards considered the
following weapons:

(1) Improvised Explosive Devices (IED). An explosive device with a net explosive
weight of 100 kilograms of TNT equivalent.

(2) Direct Fire Weapons. A rocket propelled grenade (RPG-7) with a 500 meter
effective range and 568 grams (1.25 Ibs) of TNT equivalent shaped charge warhead.

(3) Indirect Fire Weapons. The primary threat is assumed to be from 60 mm and/or
82 mm mortars. 60 mm mortar rounds typically contain approximately 200 grams of TNT.
The minimum range for most systems is approximately 90 meters with a maximum range of up
to approximately 3000 meters. Most 82 mm mortar systems have a minimum range of
approximately 90 meters and a maximum effective range of approximately 4300 meters. An
82 mm mortar high explosive rounds’ characteristics are varied, with total projectile weights of
approximately 3 kilograms and an explosive weight of approximately 1 kilogram of TNT.

(4) Chemical, Biological, Radiological (CBR) Agents. At this time it is not possible
to quantify a baseline; however, use of chemical agents is viewed as the most likely type of
CBR attack to expect.

b. Required Minimum AT/FP Design and Physical Security Standards. The following
standards shall be applied in accordance with Table D-1-1, Facility Construction Standards
Matrix.
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(1) Screening From Direct Fire Weapons. Screening shall be installed where
observation from off installation is possible. The purpose of screening is not to defeat the
projectiles from direct fire weapons, but to prevent targeting of personnel from off the
installation. Aluminum louvers, reflective film, or trees are examples of suitable screening. A
combination of screening elements may be used with the intent to adequately screen
occupants on all stories from targeting by direct fire weapons.

(2) Building Separation. When the separation distance between inhabited buildings
is less than 10 meters (15 meters for troop billeting / primary gathering spaces), ensure that
the building cladding can provide a low level of protection against the design blast pressure
from 1-kilogram TNT indirect fire projectile at one-half the available separation distance.

(3) Perimeter Standoff. The minimum standoff distance required is 45 meters from
the installation, site or facility perimeter. This perimeter may or may not be physically secured
(i.e., fence, wall, etc.) but should be defined as the area where control and/or jurisdiction by
U.S. forces begins. For facilities less than 45 meters from a perimeter, incorporate hardening
of the facility to provide a low level of protection from a 100 kilogram TNT equivalent IED.
Never site a facility less than 15 meters from the perimeter. Wherever possible, increase the
perimeter standoff. The intent is to prevent mass casualties associated with both building
collapse and glass fragmentation hazards.

(4) Superstructure. For all structures of three stories or more, design to sustain local
damage with the structural system as a whole remaining stable and not being damaged to an
extent disproportionate to the original local damage. To achieve this, structural elements must
be arranged to provide stability to the entire structural system by transferring loads from any
locally damaged region to adjacent regions capable of resisting those loads without collapse.
This shall be accomplished by providing sufficient continuity, redundancy, energy dissipating
capacity (ductility) or a combination thereof, in the members of the structure. That design
analysis will include removal of one primary vertical or one primary lateral load-carrying
element without progressive collapse in the event of a close proximity explosion by the design
IED. For further guidance, refer to American Society of Civil Engineers Standard 7-98,
Minimum Design Loads for Buildings and Other Structures. Only professionally qualified
structural engineers, should undertake design and assessment of this standard.

(5) Window Treatments

(@) New Construction or Major Renovation. Windows must be able to resist
blast pressures from an IED with an explosive equivalent of 100 kilograms of TNT at the
required/available standoff without creating a high level glass fragmentation hazard to
personnel inside the facility. For new construction or major renovation windows shall use, as
a minimum, 7.5 mm laminated glass with a minimum interlayer thickness of 1.5 mm. If a
double-paned window is installed, the interior pane shall be laminated (7.5 mm minimum).
Window frames for these types of glazing constructions must be designed and verified by
inspection to ensure proper frame strength and anchorage.

D-1-4
FOR OFFICIAL USE ONLY



Change 1, 08 Mar 2002
FOR OFFICIAL USE ONLY

(b) Whole Building Window Replacement in Existing Facilities. Whole facility
window replacement shall be undertaken with glazing that is able to resist blast pressures from
an IED with an explosive equivalent of 100 kilograms of TNT at the required/available standoff
without creating a high level glass fragmentation hazard to personnel inside the facility. As a
minimum, 7.5 mm laminated glass with a minimum interlayer thickness of 1.5 mm. If a double-
paned window is installed, the interior pane shall be laminated (7.5 mm minimum). Window
frames for these types of glazing constructions must be designed and verified by inspection to
ensure proper frame strength and anchorage.

(c) Hazard Mitigation in Existing Buildings: Evaluation Criteria. All inhabited
facilities which do not provide a low glass fragmentation hazard level of protection must be
identified in accordance with the administrative reporting requirements of this document. In
these facilities later selected for hazard mitigation, window replacement is the preferred
method of improvement due to the recurring maintenance and operational requirements
(curtains must be closed, catcher bars must remain in place) associated with other
methods. However, the addition of devices such as fragment retention film (FRF), FRF in
conjunction with catcher bars or blast curtains, may be used as appropriate. In cases where
glazing will be retrofitted to fracture but remain in the frame, design engineers must evaluate
the strength of the window frame and window frame anchorage. In addition, design engineers
must determine the proper thickness of film coupled with the best use of catcher bars/blast
curtains. Glass replacement with 7.5 mm laminated glass (minimum) is acceptable if frames
and anchorage have sufficient strength to transfer the reactions from the glass. If some form
of FRF is used in a retrofit application, then a minimum of 4-mil (0.004") or 0.1 mm thick film is
required (and must be installed on the inside-facing portion of the glass). Where film is
applied such that it extends only to the exposed edges of the glass (daylight application), the
energy of the failed glass pane must be sufficiently reduced so that glass fragments are not
higher than %2 meter above the floor at a distance of 3 meters into the room. Methods to
reduce this effect include adding structural/silicon type caulking to the edges (connecting the
film to the window frame), and/or installation of catcher bars or blast curtains.

(d) The glazing requirements and criteria outlined in paragraphs (5)(a)-(c), above,
need not be applied for windows/openings into typically unoccupied areas, e.g., basements,
attics, etc.

(6) Protection of Entrances and Exits (to include emergency exits). Locate
exterior doors to buildings so they cannot be targeted from vantage points located off the
installation. The intent is to prevent personnel evacuating a building from being targeted from
off the installation. Exterior doors to inhabited structures will open outward. As a minimum,
doors shall be 18 gauge hollow metal and any glazing will be 7.5 mm laminated glass. Intent
is to prevent secondary fragmentation hazards.

(7) Parking Lots and Roadways. Locate parking lots a minimum of 25 meters and
roadways a minimum of 10 meters from inhabited structures. For troop billeting / primary
gathering spaces, maintain a minimum standoff distance of 25 meters from roadways.
Designated parking for family housing, within secured perimeters with access control, is
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excluded from the 25 meter standoff requirement. However, where standoff distances exist for
housing areas, those distances will not be encroached during renovations or upgrades.
Parking beneath inhabited buildings is not allowed. Drive up/drop off areas closer than 25
meters are allowed, but facilities with these areas must be designed/modified as follows:

(a) Establish a drive-up and drop off area, or a drive thru lane of traffic, near the
building using physical barriers that clearly define the area and the intended use. Physical
barriers may include curbing, planters, jersey barriers, etc., or combinations of different
systems.

(b) The drop off area shall have signs that clearly identify the location and the
intended use. Signs should include wording such as "Do Not Leave Vehicles Unattended”,
"No Trucks Allowed", "Passenger Loading and Unloading Only", or combinations thereof.

(c) The drive-up or drive-thru area shall be configured such that access to vehicles
can be curtailed at Force Protection Conditions that restrict standoff distances.

(d) Access to a drive-up or drive-thru area shall be from a point outside of the
standoff zone established for the building. The initial approach shall be parallel to the building
or a barrier erected that precludes direct movement towards the building.

(8) Building Perimeter Protection/Standoff Zone Delineation. Standoff zones shall
have boundaries clearly defined by barriers.

(a) If threat analysis does not identify a moving vehicle bomb tactic, these barriers
need not provide physical resistance to stop vehicles. They need only make it difficult to cross
the boundary without drawing attention. The aggressor’s goal in the stationary vehicle bomb
tactic is to remain covert until the device is detonated. “Hard” landscaping, incorporating steps
and mounds, is one way to define and maintain standoff. Similarly, the planting of trees or
hedges (“soft” landscaping) at strategic points can prevent overlooking and can also be used
to define and maintain standoff. However, weigh the employment of such measures against
the opportunities that could be presented to an intruder for concealment and/or for the hiding
of explosive devices.

(b) When the threat analysis indicates the existence of a moving vehicle threat to a
building, concrete bollards or other crash rated vehicle barriers must be considered. The
purpose of these barriers are to prevent a vehicle from jumping a curb and parking next to a
building or approaching the front entrance. These barriers must be designed based on the
expected maximum speed the vehicle can attain based on the site conditions.

(9) External Storage Areas. External storage areas shall be sited/relocated as
follows:

(a) Troop Billeting/Primary Gathering — 25 meters
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(b) Inhabited Facilities — 10 meters
(c) Family Housing (containing more than 12 units) — 25 meters
(d) Stand Alone Retail facilities and Franchised Operations — 25 meters

The aim is to minimize the effects of a hand placed 23 kilogram IED should one be concealed
within these areas. Examples of storage areas include trash containers, recycling bins, stand
alone storage buildings, etc.

(10) Security Lighting. Incorporate security lighting into the project at the initial
planning stage. Requirements for boundary, Entry Control Point, and area lighting must
conform to TM 5-811-l/AFM 88-9, based upon the identified facility threat. Lighting for Closed
Circuit Television (CCTV), where it is determined to be necessary by other requirements, must
be designed in conjunction with the CCTV system in accordance with TM 5-853-4.

(11) Mail Rooms and Delivery points. Locate mailrooms and delivery points to the
perimeter of inhabited structures. Locate key utilities (including communications, fire detection
and alarm, water mains, etc.) and sensitive equipment away from walls common with these
areas in inhabited structures. Locate mailrooms and delivery points away from population
concentrations. Allow space for security screening devices such as bomb detection
equipment.

(12) Mechanical and Utility Systems. Locate air intakes at least three (3) meters
above existing grade or on the roof of single-story inhabited structures, and restrict access to
the intakes. Control access to roofs of inhabited structures. Avoid external ladder access by
providing entry from internal stairways or ladders such as in mechanical rooms. Include an
emergency shutoff switch in the control system that immediately shuts down the heating,
ventilation and air conditioning (HVAC) system of inhabited structures. Ensure that redundant
utilities in inhabited structures do not run in the same locations or chases. Secure exterior
access to power / heating plants, gas mains, water supplies, communications, electrical
service or other support facilities or infrastructure. Construct fire protection systems in
inhabited structures using seismic detailing.

(13) Construction of Temporary / Expeditionary Structures. Although not
specifically required, the design guidance listed above in paragraphs 3b(1) through 3b(12)
should be considered when constructing temporary and expeditionary structures.
Commanders also are expected to use expeditionary protective measures commensurate with
the identified Terrorism Threat Level and existing Force Protection Condition. Examples of
expeditionary measures available to reduce primary blast effects and fragmentation are soil
berms, sandbags, sand grids, and concrete modular revetments. These and other
expeditionary measures are discussed in TM 5-855-1/AFPAM 32-1147/NAVFAC-P-1080/
DAHSCWEMAN-97.
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c. Facility Construction Standards Matrix. This matrix shows those standards that
directly affect DoD owned and leased facilities and must be incorporated. Numbers
referenced refer to paragraph 3b, above.

Table D-1-1, Facility Construction Standards Matrix

Troop Primary Family Inhabited Stand Alone
Billeting Gathering Housing1 Facilities Retail &
Franchised
Operations
Existing 1,5-7,9-12 |1, 5-7,9-12 5-7,9-12 5-7,9-12 5-6, 9-12
Facilities
Major 1-7,9-12 1-7,9-12 |2-3,5-7,9-12 | 2-3,5-7,9-12 | 2-3,5-6, 9-12
Renovations
New 1-12 1-12 2-12 2-3,5-12 2-3, 5-6, 9-12
Construction
Expeditionary
& Temporary 13 13 13 13 13
Construction

* — Applies only to structures containing more than 12 units.

d. Additional Design Considerations / Compensatory Measures. Although not
specifically required, the following measures listed below should be considered for
incorporation in the design and construction of inhabited facilities.

(1) Perimeter Counter-mobility. All installations should have a physically secured
perimeter that includes a continuous barrier that marks the perimeter boundary and that
provides a physical obstacle to vehicle penetration.

(a) If threat analysis does not identify a moving vehicle bomb tactic, these
barriers need not provide physical resistance to stop vehicles, only make it difficult to cross the
boundary without drawing attention. The aggressor’s goal in the stationary vehicle bomb tactic
is to remain covert until the device is detonated.

(b) Where a moving vehicle threat is identified through threat analysis, the
barriers on the secured perimeter must be designed to stop the moving vehicle where vehicle
approach to the perimeter is possible. Vehicle weight, maximum attainable velocity, and angle
of impact shall be considered when selecting crash rated perimeter barriers. Calculate
requirements by using procedures in TM 5-853/AFMAN 32-1071 and Mil Handbook 1013/1A.

(2) Perimeter Security and Control of Entry to Installation. Consider protecting the
installation by a perimeter security fence through which access is controlled at an established
entry control point. Effective security lighting at the entry points to support the security check
and inspections should be incorporated at the design stage.
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(@) The entry control point must be able to process vehicles in such a way that
during increased Force Protection Conditions entry is not impeded, thus impairing traffic flow.
The reason for this is twofold: (a) to prevent personnel awaiting entry from becoming
vulnerable to attack; and (b) to prevent pressure being put on the guards to forgo security
checks in order to speed up traffic flow.

(b) The control of entry system should include provisions for: visitor parking; a
pass office; search areas; guard positions; and a turning area where unauthorized vehicles
may be turned around and ejected from the facility/installation without gaining access.

(c) Where indicated by threat analysis, provide shielding or hardening of the
guard structure to protect entry control point guards against drive-by attacks using small arms.
The entry control point should employ active vehicle barriers appropriate for the threat and
integrated with the passive perimeter barriers to ensure there are no weak spots in the
perimeter. However, professional advice should be sought before installing some active
barriers such as pop-up barriers in order to ensure that the proposed equipment is
operationally effective.

(3) Access Roads. Consider siting the main headquarters building and areas where
large numbers of personnel congregate, away from local roads outside the perimeter and
away from primary access roads onto the facility. This will reduce vulnerability to vehicle-
borne explosive devices and to standoff attack.

(4) Protected Areas. Consider the incorporation of Protected Areas (PA). APAis a
specifically designated area within a building where vulnerabilities from blast effects of an
explosion are minimized. It is a location where occupants are advised to go in the event of a
bomb threat warning. Consider this at the design stage for new construction. In existing
buildings, professionally qualified structural engineers with experience of explosive effects
should undertake PA identification. A PA should meet the following minimum criteria:

(a) Away from windows, external doors and external walls.
(b) Toward the center of the building.

(c) Generally not in stairwells or areas having access to an elevator shaft since
blast overpressures are likely to propagate into these areas.

(d) Locate in areas surrounded by full height masonry or concrete walls if possible,
e.g., internal corridors, internal toilet areas, etc.

(e) The size of the room(s) must be such that it will provide a minimum of 0.9
square meters (10 square feet) of space for each person who will occupy the room.

(5) Location of High-Risk Personnel (HRP) Offices. Consider locating HRP offices
away from over-looking points. These offices should not be sited in areas that would make the
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HRP vulnerable to standoff attack. Office layout should also bear this in mind. Consider the
use of bullet resistant glass. Where possible, cover or protect the arrival/departure area for
HRPs to increase their safety at this vulnerable stage of movement.

(6) Search/Screening Areas. Consider the incorporation of separate
search/screening areas at entry points to facilities that would be attractive targets of terrorists
(e.g., headquarters buildings). Search/Screening areas should provide a place where
personnel desiring entry, who are not preauthorized, could be taken and searched if
necessary. A search/screening area also provides an area where a person can wait until
his/her credentials are confirmed. A separate area for this function relieves the pressure on
the security guard force performing routine pass and identification checks.

(7) Personnel Alerting Systems (PAS). Consider the incorporation of building and
installation PAS so that personnel can be warned via audible alarm and given directions as to
what to do in the event of an attack or emergency by voice messaging. PAS systems should
be capable of warning and directing personnel for various emergencies such as bomb attack,
mortar attack, fire, and earthquake.

4. ADMINISTRATION

a. Reporting Requirements. All existing inhabited structures will be evaluated against
the USEUCOM construction standards contained in paragraph 3b above. Each
installation/activity commander will submit through their component command headquarters to
HQ USEUCOM ECSM/ECJ4-EN their plan to evaluate existing inhabited structures (including
family housing containing more than 12 units). Each installation/activity will also submit
through their component command headquarters, a recurring status report to HQ USEUCOM
ECSM/ECJ4-EN that delineates the progress made, as well as any steps taken or scheduled,
to mitigate the potential of terrorist attack and to prevent mass casualties within existing
inhabited structures. These reports will be due annually on the 15" of April.

b. Deviation Program. The HQ USEUCOM Chief of Staff is the approval authority for any
exception, waiver, or variance to the AT/FP construction design standards contained in this
OPORD. When circumstances preclude compliance with these standards, installation
commanders should submit a request for deviation (exception, waiver or variance) through
their component command headquarters to HQ USEUCOM using the format provided at Tab
A to this Appendix. Waivers will be considered if compliance with the standard at a particular
installation or facility will adversely affect mission accomplishment, unacceptably affect
relations with the host nation, exceed local capabilities, or require substantial expenditure of
funds at a location where forces will be removed or relocated in the near future.

(1) Types of Deviations. All requests for deviations from AT/FP design standards will
be identified in one of the following three categories:

(a) Permanent Deviations (Exceptions). Permanent deviations, or Exceptions,
must be requested when a condition of non-compliance exists that cannot be corrected, or
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when compliance would result in more serious vulnerabilities/problems, or not produce a cost
effective solution. Permanent deviations require compensatory measures and have no
expiration dates.

(b) Temporary Deviations (Waivers). Temporary deviations, or Waivers, must be
requested when a correctable, condition of non-compliance exists and can not be immediately
corrected. All requests for Waiver will identify compensatory measures and specify an
anticipated date for correcting the condition of non-compliance. Waivers will not be approved
for more than one (1) year for Significant and High Terrorism Threat Level areas, and not
more than two (2) years for all other locations. Subsequent requests for the extension of
waivered requirements will be considered for approval when fully justified.

(c) Technical Deviations (Variances). Technical deviations, or Variances, should
be requested when a condition exists that satisfies the intent of the requirement and does not
threaten security, but technically differs from specifications directed by higher headquarters.
Conditions approved as Variances may or may not require compensatory measures or further
actions.

(2) Using the format in Tab A to this Appendix, ensure that all deviation requests
specify the category (Exception, Waiver or Variance), and as a minimum, include the
following:

(a) Identify the particular standards for which an exception, waiver, or variance is
requested.

(b) Describe the full scope of the deviation requested and the expiration date.

(c) Describe the anticipated impact of the deviation, if any, on the safety of DoD
elements and personnel.

(d) Describe the justification for the deviation, and if an Exception (permanent
deviation) is being requested, explain why a partial and/or temporary deviation would not be
sufficient.

(e) Where applicable, describe attempts to comply with standards that have not
been approved by host nation officials.

(f) Provide an engineering analysis to support the use of mitigating measures in
lieu of strict compliance with the stated standard, its cost, and estimated completion date.

c. Points of Contact. The following points of contact and references may prove useful
when applying the guidance in this Appendix.

(1) Joint Staff (J-34), Combating Terrorism Division, is the single point of contact and
coordinator for AT/FP matters on the Joint Staff.
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(2) United States Army Corps of Engineers Europe District is a construction agent for
the design and construction execution of facilities in the USEUCOM AOR. They coordinate
security engineering with the U.S. Army Corps of Engineers’ Protective Design Center in
Omaha, Nebraska, and other centers of expertise.

(3) Atlantic Division, Naval Facilities Engineering Command (LANTDIV). LANTDIV is a
construction agent responsible for design and construction execution of facilities in the
USEUCOM AOR. As such, they coordinate blast engineering with the Naval Facilities
Engineering Service Center in Port Hueneme, California.

(4) HQ USAFE/CEW is a construction agent responsible for design and construction
execution of facilities in the USEUCOM AOR. They receive support from the Air Force Civil
Engineer Support Agency, Tyndall AFB, Florida, the lead Air Force engineering center for
force protection.

(5) Defense Threat Reduction Agency (DTRA). DTRA is the lead agency for
conducting Joint Staff sponsored blast testing and vulnerability assessments.

(6) Staatsbauamt is a construction agent responsible for design of facilities in
Germany.

(7) Design and execution of minor construction and O&M funded repair work are
typically accomplished by the Service component command having jurisdiction and regional
responsibilities for construction/engineering management, as defined in DoD Directive 4270.5,
and/or ED 61-4, Appendix B-1.

d. Definitions. The following definitions of Engineering related terms are provided as a
ready reference. For additional definitions, see the Glossary in Annex Y of this OPORD.

(1) Billeting. Any building in which five (5) or more unaccompanied DoD personnel
are routinely housed. For the purposes of this document, billeting also will include temporary
lodging facilities.

(2) Catcher-bar. Typically a metal bar that spans across the inside of the window
horizontally at mid-height of the glazing and is fastened to the wall on either side of the
window. This bar catches laminated glass as it exits its frame under blast loading.

(3) DoD personnel. For the purpose of this Appendix, any U.S. military, DoD civilian,
or their family members.

(4) Expeditionary structures. Structures intended for use for a period of less than
one year. Expeditionary structures are normally lightweight, re-locatable and constructed
using war reserve materials such as Harvest Falcon, Force Provider, and Clamshell systems.

(5) Facility. Any single building, project, or site.
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(6) Fragmentation Retention Film (FRF). A thin optically clear film applied to glass to
minimize the spread of glass fragments when the glass is shattered. The film may also be
treated with reflective coatings to provide obscuration.

(7) Military Family Housing (or Family Housing). An inhabited structure specifically
identified as DoD Family Housing that contains more than 12 units. This category specifically
does not include unaccompanied dormitories/barracks (see Billeting.)

(8) Inhabited structure. Structures or portions of structures intended to be occupied
by DoD personnel with a density of greater than one person per 40 square meters. This
density generally excludes industrial and storage facilities. This does not include buildings
with fewer than 5 occupants, single and duplex detached family housing, stand alone
franchised food operations, and shoppettes. It may include portions of structures in which not
all areas have such population densities.

(9) Glass fragmentation hazard levels.

(@) Low hazard level. Glazing fragments are thrown for a distance of
approximately 1-3 meters, but do not exceed a height of 0.5 meters above the floor at the 3
meter distance. Injuries would be limited to lower body cuts, and fatalities would not be
expected although there would be some risk to persons within 1-2 meters of the window.

(b) High hazard level. Glazing fragments are thrown much further into the room
and at a high velocity above the 0.5meter height at the 3 meter range. Serious injuries,
including cuts to the upper body and face from the flying fragments would be expected.
Fatalities could occur.

(10) Laminated glass. Two or more individual sheets of glass bonded together by a
polyvinyl butyral (PVB) plastic, or other equivalent material, interlayer.

(11) Level of Protection. The degree to which an asset is protected against a tactic
based on the asset’s value. Levels of protection refer to the amount of damage a structure is
allowed to sustain or the probability that an aggressor attack will be defeated by the protective
system.

(12) Low level of protection. Damaged, Unrepairable. The facility or protected space
will sustain a high degree of damage without collapse. Although collapse is prevented,
occupants may be injured and other assets may be damaged but will survive. Damaged
building components, including structural members, will require replacement. Depending on
the scale of the blast damage, its location, and facility characteristics, the facility may be
completely unrepairable, requiring demolition and replacement. The damage allowed may
make surviving assets vulnerable to subsequent attack.
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(13) Major renovation. Modifications to buildings that cost in excess of 50 percent of
the replacement cost of the building.

(14) Primary gathering facility. A subset of inhabited structures in which 50 or more
DoD personnel routinely gather (e.g., office buildings, indoor recreation facilities, schools,
AAFES PX/NEX facilities and DoD family housing buildings with more than 12 units).

(15) Secured perimeter. An area that is protected by a fence, wall, vehicle barrier, or
impassable landform and includes one or more entry control points.

(16) Stand-alone retail establishment and franchised operations. Any stand-alone
retail establishment, not operated by a DoD Agency. (AAFES/NEX shoppettes and gas
stations shall be included in this category).

(17) Temporary structures. Structures constructed, purchased, or leased and
intended for use for a period of 3 years or less, and are not expeditionary. These structures
are often capable of being relocated such as some pre-engineered buildings, trailers, and
stress tension shelters.

ACKNOWLEDGE

JOSEPH W. RALSTON
General, USAF

TAB:
A. Sample Request for Deviation
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TAB A (SAMPLE REQUEST FOR DEVIATION) TO APPENDIX 1 (AT/FP CONSTRUCTION
DESIGN STANDARDS) TO ANNEX D (LOGISTICS) TO USCINCEUR AT/FP OPORD 01-01

1. HQ USEUCOM is the approval authority for all deviations from USCINCEUR directed
Antiterrorism/Force Protection (AT/FP) requirements to include AT/FP Design Standards
contained in Annex D, Appendix 1. HQ USEUCOM cannot approve deviations from DoD AT/FP
requirements to include DoD construction standards. Such deviation requests must be
submitted through HQ USEUCOM to the Joint Staff for consideration and action.

2. A deviation request is not required for stand-off requirements, if equivalent protection
(hardening of the structure) is provided. In other words, if the required stand-off distance can
not be obtained, but the structure is hardened to provide an equal level of protection against a
baseline weapon, then no deviation has occurred.

3. The information areas on the sample deviation request form should, when properly filled out,
provide approval authorities with sufficient details to reach a decision.

4. Instructions for completing selected items:

* Item 4: Include information on each deviation if multiple deviation approvals are required.
(NOTE: Submit one request for each facility, building, or unique set of circumstances.)
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CLASSIFICATION

(FOR CLASSIFICATION GUIDANCE, SEE Annex L to this OPORD 01-01)

SAMPLE REQUEST FOR USCINCEUR OPORD 01-01 DEVIATION
FROM: Originating Unit/Agency
THRU:
TO:
HQ USEUCOM /[ ECSM or Component Command HQs (USAREUR / USNAVEUR / USAFE)

UNIT 30400 BOX 1000
APO AE 09128

1. TYPE OF REQUEST

[ ] CONSTRUCTION STANDARD / STAND-OFF [ ] PROCEDURAL

[ ] THREATCON MEASURE(S) [ ] OTHER

2. TYPE DEVIATION

[ ]EXCEPTION [ ] TEMPORARY DEVIATION [ ] TECHNICAL DEVIATION
(Permanent) (Waiver) (Variance)

ITEM 3 - AFFECTED BUILDING, INSTALLATION OR ORGANIZATION / UNIT (Include building number,
type of facility, and installation or location. Include street address and city for off-installation facilities. Do
not abbreviate)

3.

‘ ITEM 4 - SPECIFIC REQUIREMENT(S) FOR WHICH DEVIATION IS REQUESTED (Reference & Text) ‘

4.

ITEM5 - NUMBER OF PERSONNEL WHO OCCUPY THE SPECIFIED BUILDING OR INSTALLATION
DURING ROUTINE OCCUPANCY, AT ANTICIPATED PEAK OCCUPANCY, AND AT MAXIMUM
OCCUPANCY.

5. NORMAL OCCUPANCY =
ANTICIPATED PEAK OCCUPANCY =
MAXIMUM OCCUPANCY =

CLASSIFICATION
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CLASSIFICATION

ITEM 6 — IF DEVIATION IS REQUESTED FROM A CONSTRUCTION STANDARD OR STANDOFF

REQUIREMENT, PROVIDE COST OF:

A. PLANNED DESIGN /RENOVATION

B. DESIGNED MODIFICATION TO SUSTAIN STRUCTURAL INTEGRITY FROM EQUIVALENT OF 50
POUNDS TNT EXPLOSIVE PLACED AT 80 FEET AND PERCENTAGE INCREASE FROM 6.A.

C. DESIGNED MODIFICATION TO SUSTAIN STRUCTURAL INTEGRITY FROM A BASELINE
EXPLOSIVE CHARGE PLACED AT 25 METERS AND PERCENTAGE INCREASE FROM 6.A. SEE
ANNEX D, APPENDIX 1 FOR THREAT BASELINE WEAPONS AND EXPLOSIVE CHARGES.

IF EXACT COSTS CANNOT BE DETERMINED, REFER TO ARMY TM 5-853-1 / AFMAN 32-1071
(SECURITY ENGINEERING PROJECT DEVELOPMENT) FOR ESTIMATE TABLES.

6.
%
%
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ITEM 7 — INDICATE WHY THE COSTS IN ITEM 6.B. AND 6.C. ARE PROHIBITIVE OR CONSIDERED
EXCESSIVE.

7.

ITEM 8 — IF DEVIATION IS REQUESTED FOR A CONSTRUCTION STANDARD, PROVIDE AS AN
ATTACHMENT AN ENGINEER ANALYSIS TO SUPPORT MITIGATING MEASURES IN PLACE OR
PLANNED IN L