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Proprietary Notice

The copyright in this proposal is vested in HeiTech Padu Berhad. The recipient must not
reproduce or use the work either in whole or in part for tendering, manufacturing or any
other purpose without obtaining our prior agreement or consent in writing. A further
condition of such reproduction or use is that this notice must be included in the

reproduction or use.

This proposal is also confidential information and contains proprietary information
belonging to this HeiTech Padu Berhad . This confidential information is to be used by
the recipient only for the purpose for which it is supplied, which is solely to enable the

recipient to evaluate if it should accept the technical solution proposed by the Company

The recipient acknowledges that HeiTech Padu Berhad has copyright in the proposal.
The recipient further agrees that the work is confidential information and contains
proprietary information belonging to HeiTech Padu Berhad. The recipient manifests, by
its receipt of the work, its acknowledgement of HeiTech Padu Berhad copyright in the
proposal, its acceptance that the proposal is confidential information and its compliance

with the terms contained in this notice.
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1.1

Background

Department of Registration of Person (RPD) is the authorized government institute
for registration of persons in Sri Lanka. The department is mandated by the Act No
32 of 1968 to do so. This department was started since 1971 and has registered
over 20 million persons and issued citizen ID cards for that population. The
National ID card (NIC) is regarded as the key identification document by all

sections of Sri Lanka for identification and authentication of person.

At present, RPD provides the following services:

i. Registration of citizens of Sri Lanka as per Registration of Persons
Act Sri Lanka.

il. Issuing of new National Identity Cards.

iii. Issuing of duplicates for lost identity cards.

iv. Making amendments in the identity cards.
V. Mobile services to issue new identity cards.
Vi. Verification of information in NIC.

As a regulator and authorized government agency managing this NIC services,
RPD needs to automate, improve and secure the processes leading to the
issuance and management of the NIC by leveraging in ICT as the enabler for a
more improved, efficient and secured NIC management. The challenges faced by
the department demands for a better-managed system. Some of these challenges

are:

§ High level of manual processes resulted in duplicate, lost or damage
data

§ There have been numerous instances where the existing NIC has
been forged and hence the credibility of the existing NIC as an
authentic identity document has been compromised to a great
extend

8 Efficiency of the department in providing its services to the citizen is
being demanded by the citizens

Section 1: Executive Summary

Private & Confidential Section | -3



Ministry of Internal Administration (Department of Registration of Persons)

DEVELOP, SUPPLY, INSTALL, IMPLEMENT AND MAINTAIN THE REQUESTED SOFTWARE, HARDWARE,
AND COMMUNICATION INFRASTRUCTURE FOR e-NATIONAL IDENTITY CARD PROJECT
eNIC/NCB/001

1.2

In order to address these issues and challenges, the RPD wishes to automate their

activities and to be able to issue a more secure and reliable NIC.

With this in mind, HeiTech Padu Berhad (HeiTech) is pleased to submit its
comprehensive proposal for this initiative as per the requirements set by RPD. With
our experience of implementing the same for the National Registration Department
of Malaysia and also at the North Sulawesi province in the Republic of Indonesia,

we are confident of fulfilling the objective of RPD.

Objective of e-NIC Project

RPD would like to adopt the latest state-of-the-art computer driven information
system to make the internal processes in the department more efficient, citizen
centric and suitable for automated processing. As a result, certain existing
processes in the department are to be changed and certain new core processes
are to be introduced with the implementation of the e-NIC project. In order to
achieve the overall objectives of the RPD, the following need to be done through

the course of the e-NIC project:

§ To provide a secured NIC for the citizens of Sri Lanka that follow
international standard, adopting a high-level security features that
will make it difficult to forge.

§ To build an application system to automate the current and new
processes with enhanced security and audit trail to enable
accountability.

§ To build a new and secured data centre.

§ To create an efficient, reliable, and friendly service to the citizen

§ To have an accurate, secured and tamper proofed information
printed on the NIC

8 To provide an efficient system for fast verification and authentication
of persons

8 To issue a unique id for all citizen
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To build a consolidated population database for every citizen of Sri
Lanka that is eligible for the NIC

To enable information sharing with other government institutions

To enable interoperatability with other system namely ePopulation
and eDS.

1.3 Proposed Solution

Based on the IFB tender requirement, RPD requires the following as the solution to

realize the e-NIC project:

§

Integrated solution framework that includes the user identification,
access control, authentication, and common look and feel.
Allowable web services integration to ePopulation, eDS and future
system.

Centralization of data into a single database platform

High availability with 99.95%, 24x7 up time

High scalability for future expansion, high and robust performances
with failover services

High security features including password management, role base
security, auditing, data encryption and data access according to
users authorization level.

Highest manageability for continuous service availability, ad-hoc
server reporting, event-based alert, ease of system manageability
including automatic recovery, performance monitoring, failover
recovery, capacity planning, historical trend analysis and event

management.

Private & Confidential
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1.4 Why Our Solution

The ultimate question that the RPD will be asking in evaluating the Tender
responses from various bidders is “What differentiates a particular solution from the

others?”

Overall, HeiTech believes that we are proposing proven and field-tested solutions
with a high level of scalability. Moreover, integration between various systems is
greatly simplified as the applications utilize standard J2EE architecture framework
and DB2 as the main backend database. The choice of J2EE and DB2 technology

is in line with the National Enterprise Architecture (NEA).

We offer a solution that provides a powerful yet affordable computing environment
optimized for simplicity and productivity. The solution for e-NIC System will be able
to drive the Total Cost of Ownership of the Information Technology (IT) down and

play its part in improving the RPD cost/income ratio.

The solution environment is to be modular, flexible and able to keep pace with the
fast changing business environment. It's also scalable to support the growth of the
organization functional and business needs, manageable environment and able to

keep pace with the ever-increasing demand of a more efficient user community.

In addition, our solution provides a full fit for the requirements of the RPD. This is
detailed in the “BIDDING FORMS — REQUIREMENTS” Section 3 in this document.

Any solution being proposed is only as good as the team implementing, deploying
and supporting the solution. The HeiTech team has extensive experience in
deploying solid and reliable IT systems in their respective technical areas such as
Implementing the Malaysia National Population system, experience in various
RDBMS, workflow, electronic document management system, servers and
infrastructure.  In addition HeiTech bring strong Project Management, System
Integrations and Change Management skills to project. HeiTech are also aware of
the impending risks involve in projects of this sized and complexity and the
committed actions to be taken to mitigate the risks.

Section 1: Executive Summary

Private & Confidential Section | -6



Ministry of Internal Administration (Department of Registration of Persons)

DEVELOP, SUPPLY, INSTALL, IMPLEMENT AND MAINTAIN THE REQUESTED SOFTWARE, HARDWARE,
AND COMMUNICATION INFRASTRUCTURE FOR e-NATIONAL IDENTITY CARD PROJECT
eNIC/NCB/001

As the turnkey project involves people adaptation to the new systems and
processes, HeiTech are also committed to coach, train and guide RPD user along
this journey with the ultimate goal that the RPD users or local resources will take
complete ownership of the systems and thus ensure the project success and
sustainability. A careful plan for Transfer of Technology (TOT) has been developed

to ensure smooth transition on the system usability and support.

HeiTech believe that our architecture and experience implementing similar system
will meet all RPD requirements, objective and benefits to Government of Sri

Lankan as well as its citizens.

1.5 Project Approach

Considering the magnitude and scope of work, HeiTech has put together a team
through a Consortium that has the strength and expertise in various fields to
successfully deliver on the project. HeiTech has successfully partnered with
numerous companies and has long standing track records for executing projects of

similar nature.

HeiTech is the bidder and will be the prime contractor (partner in charge), whilst
Epic Lanka (Pvt) Ltd is the local partner which will undertake the responsibility as
the local service and technical support provider, local representative, application

development and system integration partner.

It is acknowledged that Epic Lanka being a local Sri Lankan IT company, will take
care for front-end and liaison, coordination with RPD and as the local contact for

RPD that will support HeiTech for implementation and maintenance of the systems.

Another consortium member is OpSec Security Inc. from the USA, which will be
our technology provider and to undertake the responsibility for establishing and
operating card production & personalization facility in Colombo for the production
of e-NIC Cards.

The respective responsibilities are:

Section 1: Executive Summary

Private & Confidential Section | -7



Ministry of Internal Administration (Department of Registration of Persons)
DEVELOP, SUPPLY, INSTALL, IMPLEMENT AND MAINTAIN THE REQUESTED SOFTWARE, HARDWARE,
AND COMMUNICATION INFRASTRUCTURE FOR e-NATIONAL IDENTITY CARD PROJECT

eNIC/NCB/001

Consortium Responsibility
Members
§ Overall Project Management
HEITECH PADU § ICT Consultancy Services
BERHAD — a public 8 System Integration (SI) services.
listed Malaysian 8 Study, design, develop, testing and commission
company, listed on the of the e-NIC System
main board of the 8 Pilot implementations
Malaysian Stock 8 Post Implementation Support: 2" Level Support
Exchange 8 Technology transfer
8 Provisioning and commissioning of data centre
(Prime Contractor — facilities, RPD HO and Divisional Secretariat
partner in charge) offices.
EPIC LANKA (Pvt) § Development of e-NIC software
LTD § Supply, deliver, installation and commission of
Hardware, Software Network, Cabling and
Accessories.
8 Nationwide implementation and implementation
support.
§ Operation and monitoring activities
8 Mobile Units implementation.
8 Training and support
8 Post Implementation Support: 1% Level Support
8 Network Management Services and Support
8 Data centre, RPD HO and DS offices
renovation.
OPSEC SECURITY 8 Card printing and personalization
INC. § Card production operation and management.

Private & Confidential
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1.6

HeiTech and Epic Lanka have been working together since 2001. Together we
secured a contract from the Department of Immigration and Emigration of Sri
Lanka to supply 2,000,000 passports and developed a Travel Document Printing
System (TDPS) in 2003. The department then awarded the Remote Branches
project where we linked DIE offices in Matara, Kandy and Anuradapura to the head
office in Colombo. These successful projects lead us to the construction of the
Disaster Recovery Facility (DRF) — first of its kind in Sri Lanka which makes DIE
the most modern computerized department in the country. We are now trusted to

deliver another 3,000,000 new ‘N’ Series passports until the year 2012.

HeiTech’s presence and future in Sri Lanka is for a long time. We have allocated a
sizeable fund as an investment to be in Sri Lanka for a long term. The support from
the Malaysian Government for Malaysian companies investing in Sri Lanka is
visible through the increasing number of investment made here, thus giving us the
trust on that mission of ours. Following the good relationship with Epic Lanka and
continuous support from the Government of Sri Lanka and other potential
customers, we formed a Joint Venture (JV) company. In 2007 InTech Solutions
(Pvt) Ltd was formally incorporated under the Board of Investment (BOI) purview,
to focus on businesses in Sri Lanka, particularly to provide solutions to the
government sector as well as the private sector. With HeiTech’s experience and
expertise, combined with Epic Lanka’s strong local presence, InTech is ambitious
to be a leading ICT company in Sri Lanka. We want to be part of the nation’s ICT

building and growth.

Implementation Timeline

To fulfil RPD’s requirements, the estimated duration for the entire project is 8
months for application development, 6 months implementation inclusive of 3 years

warranty plus 4 years maintenance. To achieve the above-proposed solution, we
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1.7

have identified and prioritized our key deliverables and activities. The high-level
project implementation activities are further illustrated in the Gantt chart. Please

refer to the Section 5 for more details on the project timeline.

A project of this size will require strong project management, planning and effective
knowledge transfer and training. HeiTech will bring its proven project management
and planning methodologies to the e-NIC project. Quality Assurance checkpoints
will be implemented to ensure that the deliverables are up to our stringent
standards and meet RPD expectations. As part of the project management, the

following documents will be provided to RPD during project execution:

Project Plans and schedules
Minutes of project related meetings

Project Progress Reports

w w W w

Monthly Reports

Critical Success Factor

As part of our implementation methodology, HeiTech has identified a number of
factors that will impact on the success of the project. HeiTech are fully aware of the
importance of these factors and have successfully dealt with them in numerous

assignments before.

To recap, HeiTech believe that the critical success factors for the e-NIC project

are:

8 Cooperation between HeiTech, RPD and other project stakeholders
8 Pool of readily available expertise in systems development and

implementation of the e-NIC system
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1.8

§ Project experience and past success in Sri Lanka

8 Experience and Capabilities of the consultants and team members,
having the right skilled resources

§ Strong and proven Project Management Capabilities and

Implementation Methodologies

Effective Knowledge Transfer to RPD Employees

Successful and proven Change Management practices

Active and committed Participation from RPD Team Members

Adherence to project scope, time and quality

w W w w W

Strong support from RPD management

HeiTech Padu Capabilities

HeiTech has been ranked among the top five players in the Malaysian ICT
services market in terms of market share, alongside IBM, Accenture and Computer
System Advisors. HeiTech is also among the top five ICT players with a complete

suite and breadth of services.

HeiTech is a one stop fully integrated ICT services company listed on the Main
Board of the Malaysian Stock Exchange (formerly known as Kuala Lumpur Stock

Exchange).

HeiTech offers users both in Malaysia and abroad a high-quality, cost-effective
services and solutions. HeiTech have proven applications expertise in security
document issuance and personalization such as the National ID, Border

Management System and the Immigration System.

HeiTech comprehensive product and services offering is as follow:

ICT Consultancy
Application Development (end to end , mobile, packaged)

Manage Data Centre Service and Disaster recovery

w W W W

Manage Network and Communication Service

8 Security and ICT Services
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w W w W W wn

ICT Project Management

Enterprise Application Integration

Package solution and integration

Change Management and Business Process Reengineering
Application Maintenance and Technical Support

Help desk or Customer Call Centre

1.8.1 Domestic Preference

More than 40 percent of the application development for the e-NIC System will be

done by Epic Lanka and most of the infrastructure works will be conducted by

reputable Sri Lankan companies. We are determined to execute the transfer of

technology program in ensuring the knowledge is shared across to the people of

Sri Lanka.

1.8.2 Why HeiTech Padu

The valued proposition that the HeiTech consortium bring to this project includes:

8

A Global company with offices in Malaysia and having presence in
Indonesia and Sri Lanka

Consulting and Business Integration Expertise - HeiTech brings
valuable expertise in system implementation especially systems
development for various platform, project management, service
delivery, process design, user requirement specification, and
organisation and human performance management in complex and
mission critical business environments.

HeiTech has industry expert with comprehensive domain
understanding in executing Government turnkey projects. This has
been made possible through our wide experience in having
executed similar projects worldwide.

HeiTech possesses a large reservoir of strong technical manpower
trained on latest technologies. This assures our clients that they get
the latest and best solutions in latest technologies.

HeiTech has a large base of skilled resources spread across the

world that has been involved in many sensitive projects with the

Private & Confidential
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various Government. We are fully aware on the security requirement
and the sensitivity of the Government documents and data. This
assures our customers the benefit of a reliable and dependable
partner.

§ We are 1ISO 9001:2000 certified with CMMI Level 3 Compliance. We
will adopt a quality processes with commitment to delivering quality
solutions, cost effective and highly scalable solution.

8 Partnering with Epic Lanka, and having base in Sri Lanka will allow
us to provide continuous on-going local support and offering a wide
range of classroom sessions and field trainings to fully train and
equip the user groups with the usage of the application software and

its maintenance.

1.8.3 Our References

The references of HeiTech and its consortium members should provide the
necessary assurance to RPD as to the capacity of each member to fulfill their
obligations on the project. Proven track record with evident support and reference
from our past and existing customers further justified our capability to deliver the
eNIC project for RPD. These testimonials speaks for itself and is provided in this

submission.

1.8.4 List of Our Major Customers and Project Experience
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Project Name Date Date Value
Awarded | Completed

1. Modernization and computerization of | 22™ November | RM 329

Malaysian Immigration Department November | 2000 million
1995 (Usb87
Million)

2. Modernization and computerization of | 13™ June 2000 | RM 204
the Malaysian National Registration December million
Department through the development | 1996 (USD54
and implementation of Information Million)
System & National Record and
Agency Link Up System

3. Modernization and computerization of | 20" Jan 1997 RM 127.3
Malaysian Road Transport January million
Department 1992 (USD33.5

Million)

4. Automated Fingerprint Identification 1% April 30" RM 17.7
Central System Upgrade of the 2001 November | million
Malaysian National Registration 2001 (usb4.7

Private & Confidential
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Project Name Date Date Value
Awarded | Completed
Department Million)
Travel Document Printing System for | 31% 30" RM 16.1
Sri Lanka Department of Immigration | January January million
and Emigration 2003 2008 (Usb4.2
Million)
Malaysian National Registration 1% January | 31° RM 4.4 million
Department Agency Link UP System 2002 December | (USD1.16
maintenance 2004 Million)
Malaysian National Registration 15" July 30" June RM 62 million
Department Information System and 2000 2002 (UsD16.3
National Record maintenance Million)
Enhancement contract for the 13" 12" RM 10.8
Malaysian Immigration Department November | November | million
2002 2003 (USD2.84
Million)
Malaysian Immigration Department 15" march | 14" RM 11.4
Travel Document System 2003 September | million (USD3
maintenance 2003 Million)
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1.8.5 Our success story as prime contractor

1.9 Conclusion

HTP believe that we have assembled a team of seasoned professionals that have
the necessary skill with relevant experience and maturity in the key areas to
successfully implement the eNIC project. We are committed and thus are confident
that we will deliver the project within time and budget. Our proposal is based on

proven technology and implementation that will reduce the project risk.
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2.1 Overview

This section will summarize our understanding of RPD requirements in develop,
supply, install, implement, and maintain the e-NIC project. The understanding is
collectively taken from e-NIC Project IFB documents, GPR, SRS
documentations, clarification documents, and site visit to RPD Head Office and
Dehiwala Divisional Secretariat. The details requirements will be capture and
enhance during the project implementation to meet long term objective and vision
of the RPD as stated.

Vision of the Department

To ensure all eligible citizens of Sri Lanka are registered and issued with a
secure ID Card with minimum inconvenience to the public and to ensure the

identity of a registered individual is verified in a fast & convenient manner.
Mission of the Department

Confirmation by a process of registration the identity of legal residents of Sri

Lanka.

Objective of the Department

8 To ensure that the department is fully aware of those citizens
(residing in the country) who have not registered.

8 Ensure RPD offers a convenient & courteous service to all citizens
obtaining our services.

8 To ensure that there is a secure method to register the citizens and
issue ID Cards.

8 To ensure the information maintained of the individual is current.

8 To offer fast service for those who require clarifications regarding
the identity of any individual.

§ To maintain all records/information of individuals in a confidential

and secure manner.

Section 2: Understanding Requirement
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8 To maintain a single number for each individual from birth to death.

8 One single number to be used during the lifespan of the individual.

2.2 Department of Registration of Persons

Department of Registration of Person (RPD) located at Colombo Sri Lanka is the
authorize government institute for registration of persons in Sri Lanka. It's
already registered over 20 million persons and issued citizen ID cards or National
Identity Card (NIC) for that population. The National ID card is regarded as the
key identification document by all sections of Sri Lanka for identification and

authentication of persons.

At present, Department of Registration of Persons provides the following

services:

8§ Registration of citizens of Sri Lanka as per the Registration of
Persons Act Sri Lanka

Issuing of new NIC

Issuing of duplicates for lost identity cards

Making amendments in the identity cards

Mobile services to issue new identity cards

w w W W wWw

Verification of information in NIC

The Department is currently organized around a combination of different types of
applications and functional activities at various location, units and mobile to
provide service above. All these application will go trough various process from
submission, certifying, numbering, indexing, belt, approval, laminating processing

and cards distribution.

According to the current regulations, once a person reaches the age of 16, that
person is eligible to receive a NIC. At present, National Identity Card
applications are distributed through Grama Niladharis (GN) at village level and
the application details are sent to Department of Registration of Persons through

the respective Divisional Secretariats (DS). Hence the functions of the
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department have been decentralized to the Divisional Secretariats and Grama
Niladari level. The department verifies the applications received from the
Divisional Secretariats and issues the ID cards. ID cards are distributed to the
citizens through the Divisional Secretariats or the Grama Niladaris. In addition,
the department has a ‘one day’ service where citizens are able to obtain an ID
card within a few hours if they visit the department. A total of 4000 cards daily

currently being produce using this type of service.

There have been numerous instances where the existing NIC has been forged
and hence the credibility of the existing NIC as an authentic identity document
has been compromised to a great extent. Furthermore, at present, it is difficult to
obtain a NIC within a short period of time, except through the ‘one day service’
offered at the Department of Registration of Persons. In order to address these
issues, Department of Registration of Persons wishes to automate their activities

and also issue a more secure and reliable National Identity Card.

2.3 Scope of Works

The e-NIC Project is a large turnkey project that involves diverse components
from Application Software, Hardware, Networking, RDBMS, System Software
and various tools to support and enhance the existing process. The objective of
this project is to newly develop the ICT at RPD as mentioned in Section V

Schedule of Requirement of the IFB document.

The project comprises of six main components / activities as mentioned below:

i. The e-NIC System Software: A custom built software and
integration required to enable RPD business operation operate
successful.

il. Provisioning of new data centre facilities for RPD head office that
include all active and passive hardware components and standard
software installed. Its include servers, online and offline storage
devices, communication and security equipment and related

cabling, power supply, power conditioning equipment and air
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Vi.

conditioning equipment and relevant power cabling, relevant
firmware, RDBMS, UPS, operating systems, system software and
civil works.

Provisioning of hardware and standard software and
communication services for RPD Head Office and Divisional
Secretariat offices for handling distributed RPD activities. The
items are computers, system software, printers, barcode, image
capturing devices, furniture for DS offices, communication
equipment, cabling, power supply, UPS, power conditioning
equipment, and civil works.

Provisioning of one unit Type A and two units Type B vehicle
mobile office units to further support the data collection for
replacement of existing ID cards and acceptance of new card
applications. The mobile unit will be equips with required
equipment to enable and support data collection above.

To provide services and managing of printing and personalization
of new Identity Cards once from the point of fetching a XML data
format containing the ID card details to the handing over of
personalized ID cards back to the RPD together with relevant
reports and status.

Wide Area communication services form all DS to RPD Head
Office. These services should be provided on a rental basis with
ownership and maintenance of all equipment involved remaining
with the service provider. Wide area communication services are
required only for locations where such service is not available

through Lanka Government network (LGN).

2.4 Out of Scope

w W w w

Supplying a consumable and forms being used for this system.
Managing current physical document at DS and HO.
Provide data entry services.

No application submission at HO, counter service not provided.

Private & Confidential
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Our scope is upgrading the bandwidth at existing DS already
connected using LGN but not maintaining the LGN network.
Integration to LGN network can be done upon LGN approval (via
point to point)

Card distribution from HO to DS

Disaster recovery facilities

Implementing Email server, DRF , IVR, SMS solution, and VolP

system.

2.5 Business Requirements

A preliminary Government Process Re-Engineering (GPR) study was carried out

in the department to make the internal processes in the department more

efficient, citizen centric and suitable for automated processing. As a result,

certain existing processes in the department are to be changed and certain new

core processes are to be introduced with the implementation of the e-NIC project.

Following are the expected benefits of the e-NIC System.

Benefits to RPD

§

The e-NIC System would improve the efficiency and effectiveness of
ID card issuing system.

The security loop holes of the existing issuing process will be
minimized.

E-NIC system would establish an efficient card information
verification mechanism which would provide card information to
subscribed organizations through a number of channels.

The environment of Department of Registration of Persons would be

changed in a positive manner.

Benefits to Citizens

§

Citizens would be provided with ID cards in a more convenient

manner.

Private & Confidential
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The time taken to issue NIC will be considerably reduced.

Citizens would be provided with facilities at Divisional Secretariats to
capture photographs, thumb impressions etc. making it more
convenient for citizen.

Citizens would be able to track the status of their applications
submitted without visiting the Grama Niladhari, Divisional
Secretariat or the Department of Registration of Persons.

NIC would contain information in all three languages making it easy

for citizens to prove their identity in a given situation.

Government and Private Organizations

§

The government and private organizations would be able to verify
the authenticity of cards by checking the convert and overt security
features of the card.

RPD would allow government and private organization to subscribe
to the card information verification process. The subscribed parties
would be able to verify the card information through multiple
channels for an agreed fee.

Since the information of the card would be kept up to date,
government and private organizations would rely on the information

containing in NIC

In addition, following policy level decisions have been taken as a result of the

reengineering exercise:

§

Decentralize certain activities such as registration of applications,
localized distribution of cards and handling of related enquiries to
Divisional Secretariat (DS) Level.

Special RPD Units to be set-up at Divisional Secretariats.

Private & Confidential

Section 2: Understanding Requirement

Section Il -8



Ministry of Internal Administration (Department of Registration of Persons)

DEVELOP, SUPPLY, INSTALL, IMPLEMENT AND MAINTAIN THE REQUESTED SOFTWARE, HARDWARE,
AND COMMUNICATION INFRASTRUCTURE FOR e-NATIONAL IDENTITY CARD PROJECT

eNIC/NCB/001

Applications will not be controlled nor serially numbered. This
facilitates wider distribution of blank application forms. The control
and numbering takes place only after handing over the application
to the Divisional Secretariat.

The facial picture & thumb impression of the applicant will be taken
on-line.

Information in the card to be printed in 3 languages - Sinhala, Tamil
and English.

A card to be valid for 10 years.

Age of eligibility to be reduced to 15 years.

On-line verification information to be provided to identified
organizations (e.g., Elections Department, Immigration Department,
Police, etc.).

The new identity card number to be in the format proposed in the
‘LIFe’ (‘Lanka Interoperability Framework’) document.

Necessary changes to the relevant legislature to be introduced in
line with the changes proposed above.

2.6 Technical Requirements

§

Application should be base on loosely coupled which separate front
end, business logic, communication and database.

All client interface should be web-based and compatible with
industry standard web browsers.

All centralise applications are fully redundant and fault tolerant with
automatic fail-over.

Use of open standard and follow SOA design.

Compliance with National Enterprise Architecture (NEA), ICT Policy
for the Government and LIFe data formats from ICTA Sri Lanka
standard and guideline.

The e-NIC application should handle process A, B, C, D describe.
Minimum performance standard as specify in the IFB document

should be maintained.

Private & Confidential
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8 The e-NIC System which will integrate with the eDS and
ePopulations System and streamline to the adoption of the ‘Lanka
Interoperability Framework’ (LIFe) standards. But in the case both
system not available its should provide a interface ready.

8 E-NIC system should be able to run in online and offline mode.

§ Fingerprint will be capture online, one finger, rolled print according
to ICAO/ISO 19794 standard.
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2.7 Business Functionalities

Stated below are the summarize process identified for the GPR documents.
Further discussion and refining will be done during the project to improve and

enhance with approval from RPD.

The details diagram of all the required processes as define in the SRS document

has been summarized and shown at Section 9: Annexure 2.

2.7.1 Process A : Obtaining of Applications

The process start from the point a citizen becomes eligible for registration until
the point the relevant individual submits an application to an authorized
representative of the department. Below are the objectives of the new core

processes:

8 Applications should be available in 3 languages (Sinhala, Tamil and
English).

§ Applications should be easily available to the citizens.

8 Applicants should find it convenient to fill the application.

8§ The department should be aware of those eligible for registration
and their contact details.

8§ Place of residence (address) and photograph should be properly
certified by the Authorized Certifying Officer.

8§ Applicant should take responsibility for the information provided and
the required information on the application should be completed at
least in Sinhala/Tamil & English.
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2.7.2 Process B : Application Processing and Record Management

The process start from the point a representative of the department accepts an
application (new or modification of information) to the point the application is
processed, the individual registered (or relevant information modified) and ID
card with correct information is returned to the applicant and his information

maintained in a secure manner.

8 Information stated in the application should be validated with other
Systems such as the proposed ePopulation Register System —
preferably on-line.

8 Applicant should be able to validate the information in the e-NIC
system before registration and issue of an ID Card.

§ A single register of persons should be maintained and the
information should be readily accessible.

8§ Should be able to handle frequent modifications (i.e. address) as
well as less frequent modifications (i.e. change of name).

8§ Should ensure every application is registered and issued with an ID
Card.

8§ Should ensure the ID card is handed over to the applicant.

§ Should maintain the records (physical & electronic) for future
reference.

§ Should ensure all information in the card and database/register are

current and accurate.

2.7.3 Process D : Handling of Customer Queries

The process start from the point any citizen or institution makes a query from any
authorized officer (even those to whom the commissioner’'s powers have been
decentralized) until the time such information is made available to the individual
or institution seeking the information (including on-line access to selected

institutions like Elections Department, Immigration Department etc.). This
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process includes maintaining a knowledge base of type of queries that are being

asked and the responses given.

8 Should handle any citizen query in Sinhala/Tamil or English.

8 Should provide automated responses such as Automated Voice

Responses, SMS, Web Interfaces etc. to query application related

and lost card related queries.

8 Should inform the applicant on the status of an application.

8 Should provide on-line verification to authorised persons on

Registered Persons.

8 Should make the verification of information on the cards convenient

to the public.

The following table summarizes the BPR core process and its relationship to the

Software Requirements.

Section 9: Annexure 2 showed all the required

processes as define in the SRS document.

Process Core No. Software Requirements
Reference

PROCESS A C1 Obtain Applications
Cl.1 Scenario 1 — All Systems On-line
C1.2 Scenario 2 — Mobile and Off-line Modes
C1.3 Scenario 3 — Disconnected DS Office
Cl4 Qualify Applicants

PROCESS B Cc2 Processing of Applications
c2.1 Process First Application
Cc2.2 Cards Not Acknowledged on Time
Cc2.3 Investigate Delays or Non Receipt of Cards
c2.4 Storage and Issue of Cards at DS
Cc25 Destruction of Old Applications
C2.6 Cards Handed Over to Certifying Officers for

Private & Confidential
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Distribution

c2.7 Distribution of Cards

c2.8 Processing of Change Applications (ClI
Applications)

Cc2.9 Processing of Regular Renewal Applications

PROCESS C C3 Handling of Lost Cards

C3.1 Reporting of a Lost Card

C3.2 Inform by Phone

C3.3 Inform by Visiting the DS Office

C3.4 Action Taken by the Lost Card Issuing Office

C35 Receiving of Lost Cards at RPD Designated
Offices

C3.6 Issue of New ID Card

C3.7 Process of Recording the Death of a
Registered Person

C3.8 Receipt of Card at Registered Office

C3.9 Destruction of Invalid Cards

C3.10 Alternates and Exceptions

PROCESS D C4 Query Management

Cc4.1 Queries on Applications / Renewals, Lost
Cards, Complaints, or Validation of
information

C4.1.1 Received by Telephone or Personal Visit to
DS or HO

C4.1.2 Queries Received by Email / Website

C4.1.3 Queries Received via SMS

C4.14 Queries Received by IVR

C4.2 Queries NOT related to and Application
and/or Complaints

C4.2.1 Received by Telephone or Personal Visit to
DS or HO

C4.2.2 Queries Received by Email / Website

C4.2.3 Queries Received via SMS

C4.2.4 Queries Received by IVR

C4.3 Queries Related to Verification of Identity

C4.3.1 Received by Telephone
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C4.3.2 via Personal Visit to DS or HO

C4.3.3 On-line Verification

C4.4 Search the Knowledgebase
C4.5 Submit Entry to Knowledgebase (Translate to
English)
C4.6 Update Knowledgebase
ca.7 Alternates and Exceptions
Support Functions Administration and Maintenance of RPD

Process and Workflow

Managing Certifying Officers (CO)

Manage Stakeholders and 3" Parties

Manage DS locations

Create and maintain information related to

workflow.

Create and maintain information related to

forms.

Integration and Interface to AFIS and Card

Printing

Reporting
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3.1 Solution Overview

Figure 3.1 below show two main components of e-NIC System which is Application
Architecture and System Architecture. It's illustrates our end to end e-NIC proposed
solution to achieve RPD requirements. Our n-tiers Application Architecture will
serve of four main area; Head Office, Divisional Secretariat or Branch System, public
and external agency as required. More details about these solution components will

be explained in the following sub sections.

Figure 3.1 e-NIC System Overview

The e-NIC System for RPD is meant to transform the way the RPD will operate in the
future. Therefore the design and selection of the solutions for the RPD requires
careful and thoughtful consideration and has to take into consideration a number of

factors and criteria such as:
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8 The solution has to be proven and field tested, safe platforms and cost
effective

§ User friendly, scalable, flexible, secure and integration.

8§ The RPD must be able to leverage on the solution to achieve its
business objectives within the overall framework specified by
Government of Sri Lanka such as LIFe — Lanka Interoperability
Framework.

§ High availability of skilled resources to support the systems and
ensure its sustainability

HeiTech have based their proposed solution on these criteria’s and this Section will
detail the various modules proposed, the platforms they run on and how they meet
the specific requirements of the RPD.

3.1.1 System Architecture

Figure 3.2, show more details the system required in implementing e-NIC System.
It's show the solution for Head Office System, Branch and Mobile System, and
Network components. All are using integrated and common interface web business
applications. The business application at branch will communicates to head office
either online real-time or batch mode depending to connection status or network

availability.
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Figure 3.2 e-NIC System Configurations

Central or Head Office System

The e-NIC main system, AFIS, Card Printing System and Back-office or supporting
applications will be located at the RPD Head Office within a secured and controlled
environment. The system will be equipped with advance technologies, redundancies
and load balance capability connected to external disk storage. The e-NIC
Application Server and other servers will serve all requests coming in from the client
or Branch System. It will have a direct connection to the centralize cluster Database
Server and all requests will be filtered via a firewall before it is passed to the
Application Server. By this way a secured connectivity from outside to the RPD Head

Office can be established without sacrificing the overall system performance.
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The centralize storage units using SAN technology will host artifact (supporting
documents scanned), user, AFIS fingerprint data and data captured from e-NIC
applications located at DS. The hard disks for the storage will be mirrored with RAID

5. Following diagram is the proposed server components at Head Office.

Figure 3.3 e-NIC Proposed Server Layout

Divisional System

The Branch System (to be use for DS and Mobile Units) configuration shall be based
on web architecture using Windows client workstations. Its will serve functionalities of
data capture, scanning, photo and finger capture, printing and certification process.

Throughout 321 branches, our proposed solution will have same configuration and
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specification base on the proposed layout define by the RPD. With the current
requirement, one machine will be use for temporary storage to serve other PCs. All
transaction data will be stored locally in this PC using mySQL database. Base on
RPD requirement we are proposing two machines at each DS. Our architecture able
serve all these functions and installed in one machine or many machines but as the
numbers of PC grow, RPD should invest an additional dedicated application and

database server.

Accessing and updating of data from the branch to the central system will be in a
real-time online or offline base on network availability. At offline mode, data capture
at every DS will be stored locally as required but the system upload or update to
central data via background process. Proposed layout for each DS and mobile units

as per diagram.

Figure 3.4 e-NIC Proposed DS and Mobile Layout
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eNIC Web Applications

Our proposed e-NIC Web Applications to be installed at every DS, mobile units and
Head Office will be develop and customize based on HeiTech core product name
JADE and TAIPAN. It's develop using an open J2EE platform and some cases using
.NET technology. This solution will supports a variety of presentation layers,
including JSP, XML/XSLT, JSF, as well as a verity of model layers, including Java
Beans and EJB. J2EE gives an open enterprise wide solution all the way from the
desktop clients and the servers; a single platform to manage, maintain and operate.
Service Oriented Architecture (SOA) is the main architecture model being use in
developing the solution. Our solution also utilize Object-relational mapping (ORM)
solution name ‘Hibernate Framework’. This provides an easy to use framework for
mapping an object-oriented domain model to relational database. The proposed main
backend database is IBM DB2 9 and each DS will install with mySQL database.
Other applications such as AFIS and Card Printing being proposed as an
independent system and integration will be adopted via web services.

Network Connectivity

WAN connectivity is required for each branch to access the Head Office data in
secure manner and we are proposing an IP-VPN for all branches. Backup line should
be available to maximize the network availability. Any DS already have existing
connectivity with LGN, an upgrade to new bandwidth is necessary but DS without

LGN or planned for will use difference network setup.
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3.1.2 Technology Approach
The proposed system architecture will support following functionalities:-

§ Reliability/Availability

To provide a highly reliable and highly available solution, the critical
applications will be hosted on clustered servers to provide 99.99%
uptime. The less critical applications will be hosted in any industry
standard servers, well known for their quality and reliability. The core
switches, load balancers and firewall appliances are also in redundant

configuration to ensure network availability.

§ Scalability

The proposed servers and storage has been sized to cater for the RPD
requirements, based on certain assumptions. However, to allow some
margin, the proposed systems have further room for growth. These
systems can be scaled further either by adding more components (CPU,

memory, hard disk, etc) or adding new boxes.
§ Security
At the infrastructure layer, perimeter defenses solutions as per in the

Business Applications layer are also used, namely the firewalls,

intrusion detection & prevention and antivirus solutions.
§ Serviceability
The proposed systems with high-availability configurations have hot-

swap components. This allows the components to be serviced without

any downtime to the whole system.
8 Interoperability
All the infrastructure components comply to industry standards to

ensure that they can interoperate with compliance systems from other

vendors.

§ Standardization
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To address multi type of system, be it servers, operating systems or
network equipments, standardization will be taken as much as possible.
However, to ensure interoperability, just in case systems from different
makes are still required, these systems must all conform to Open

standards.

§ Fail back
When a failed server comes back online, the workload is automatically
re-balanced in the cluster.

§ Manageability

Ability to install, configure and manage the system from a single

location.
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3.2 e-NIC Application Architecture Details
3.2.1 Application Framework

User Interface

RPD & DS Users RPD Au horized Gov )
Management Agency Public

8

Agency
Application

eNIC Web Presentation

eNIC Integrated Business Application

NIC Core Engine (SOA Model)

User Management
Security

Java Application Server (J2EE)
RDBMS

Windows 2003 Server, Linux, Unix

Figure 3.5: e-NIC Application Framework

Referring to diagram above, we envision and believe that the Application Framework
will support total requirement of RPD in providing the very best services to the public.
NIC Core Engine, User Management and Security will be customize and integrate
using HeiTech product JADE and TAIPAN. Main goals of Application Framework
include:

§ Consolidation of development work onto a single platform and SOA
model to promote a high level of reuse and integration

8 Modularity to improve the manageability and extensibility of developed
applications
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§ Platform independence and vendor neutrality; e.g. Java and RDBMS,
Windows, Linux

§ Scalability, centralise data and distributed processing.

The framework is built on top of J2EE. Applications built on the framework offer the

following:

8 Modular architecture (reusable modules)

§ Common services (scheduling, database, users and groups, security,
indexing, file storage)

8 Flexible deployment (support various platforms, applications servers
and databases)

8 Scalability (low loads using open source technologies to enterprise
systems)

§ Clustering support

8 Internationalization support

§ Template-driven

8  Workflow support

3.2.2 Application Architecture

This section will discuss a high level abstraction of the application architecture that
will address the various technical characteristics of the application requirement. Our
n-tier application architecture is independent of any specific product or technology
but a reference to the proposed products is used to illustrate how the required criteria
are met. The section will illustrate the mapping of functional requirements to this
architecture by providing a logical view and a deployment view for the application

components.

Our overall technical solution for e-NIC is based on Service Oriented Architecture
(SOA). The proposed SOA application architecture shown in figure below, is a
standards web based component architecture. The data tier/layer provides
persistence for the application data, the business application layer contains all the
business logic/rules and the user interface (Ul) layer handles the 10 support for
consistent browser based look and feel functionality. The business application layer

functionality is provided by J2EE standards based web application server. The
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application tier in J2EE servers is a business objects container that hosts the

business components.

Figure 3.6: e-NIC Application Architecture and n-Tier Layer

User Interface and Front End Layer

All the User Interface (Ul) parts of the application such as HTML, JSPs and servlets
fall under the presentation layer. The front end layer is powered by the J2EE HTTP
server. It processes the requests received over the network from the desktop clients.
The Web listener component of the J2EE HTTP server accepts incoming HTTP
requests (URLs) from desktop clients (browsers). If the page referenced by the URL
needs advanced processing, the listener passes the request on to the servlet engine

(J2EE Server), which contacts the database server as needed.

Some of Ul features includes:-

8§ Common, consistent, customizable and easy to use user interface

().
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8 User friendly data entry capabilities with minimum keystroke for data
capture using alternate data entry technologies (such as bar code
reader) where applicable.

8 A common user interface for all application (maintain consistency for
keystroke, screen layout).

§ List and look-up to ease data entry.

§ Able to handle validation check and range check for entry field

Business Application Layer

This layer consist all the business logic or rules to support all the functions required
and provide an interface to front end or presentations layer. eNIC will have four main
process and few other modules such as reports and system support. AFIS and ID
Card system will have its independent system and interchange data is via web

services. The customization and development will be base on agreed SRS identified.
Common Service Layer

The layer utilize the HeiTech proven JADE and TAIPAN core engine that process the
business logic using SOA and provides the communication between the desktop tier,
the database tier and external system. This layer is also referred to as the middle tier.

It comprises the following:

HTTP Web server
Interface to any J2EE Application Server
Workflow System

Hibernate data access

w w W W wWw

XML implementation

HeiTech JADE and TAIPAN Core Engine is fully J2EE 1.3 compliant container that
runs on JDK 1.4 Java or above Virtual Machine and provides complete support for

JSPs, Servlets, Enterprise JavaBeans (EJBs), Web services and all J2EE services.

The layer will operate in close interaction with the workflow system and will interface
with application system where applicable. The workflow engine will support and
enable the application system to define and provide automatic distribution and

routing of business tasks.
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Data Layer

The data layer contains the database server, which stores all the data maintained for
eNIC System. More specifically, the database layer contains the data server files and
applications database executables that physically store the tables, indexes, and other
database objects for the system. In general, the database server does not
communicate directly with the desktop clients, but rather with the servers on the
application tier, which mediate the communications between the database server and

the client.

3.2.3 Architecture Qualities

Our proposed solution architecture has various attributes and among them are as per

explained below:

I. ‘Smart Client’ capabilities

The proposed solution architecture provides flexible, cost-effective, reliable and

powerful data processing capabilities. The key features are:

8 Intelligent system - The presentation and processing layer are user-
friendly and the architecture is open and compliant to known basic
standards.

8 Device sharing - printers, disk storage and other peripherals can be
shared by workstations to reduce cost and increase flexibility.

§ Expandability - each component of the system can be upgraded
individually or the whole configuration can be changed to cater for
future expansions.

8 Performance - a higher level of service performance can be expected
by implementation of co-operative processing (where data processing

is divided at various levels).

. On-Line Transaction Processing
8 Online and real-time updating and validation facility to all business

points.
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8 Online and real-time processing to wupdate critical business

transactions.
. System Security

The system allows only authorized users to access the applications. Each user is

required to logon to the system for application access.

Each authorized user will have a security level attached to its profile defining the
applications available to the user. Each user shall only see the applications or

functions that they are allowed to access. All access to the system shall be audited.

All access to the system shall be audited. One of the system features is the user-id
management and administration module. This module is to be managed by a System
Administrator. All authorized users are required to be defined to the system via this
module and levels of application access are to be managed within this module.
Usage of this user-id management and administration module shall be logged for

audit purposes whenever required.

Some standard features on the user access security includes:-

§ User login with different access level

§ Provision of password expiry mechanism

§ Restricted attempts during login and revocation access by system
administrator

Users will be logged out after a period of inactivity

Users can only sign on to a single machine

Users authorization level needed for accessing any application/system

w w W w

Auditing (System and Users)

Audit trail log is a standard feature of our solution. Audit trail logging relates to user
access and also to transaction performed. Each user access is logged and each
signed off shall also be audited. Likewise, each transaction performed is logged. The
transaction log especially shall be the basis or the raw input to the creation of the
transaction history statistical reports and also part of the system recovery procedure.
The audit trail shall carry basic information such as the date, time, location and
activity done for each authorized user.

Some standard features on the audit trail includes:-
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3.2.4

§ Basic auditing on application login and application operations

8 When information is modified, user name, date & time, operation type
and original value will be logged.

§ Audit of unauthorised login attempts.

§ Audit of any change effected on user profile and access rights.

§ Audit reports showing all activity by a user

SOA and Web Services

SOA is not “just a new technology”, it's a new way of delivering and maintaining
business functionality. It must be carefully architected into the design and structure of
an application. SOA configures entities (services, registries, contracts, and proxies)
to maximize loose coupling and reuse. Service architectures that we will create for e-
NIC system shall be aligned with business requirements and processes which would

entail organizing the business logic in a context independent way.

With properly used, SOAs created will provide a host of benefits to its users that
include reduced coding, increased integration, decreased maintenance costs and
increased quality of applications. Our main goal of SOA is to focus on the creation of

generic services that can be used and reused.

Integration to e-NIC System by other system/services is made simple through Web
Services. Web services provide an open, interoperable, and highly efficient
framework for systems integration. Software components communicate with each
other via standard SOAP and XML protocols. Web services are efficient because
they build on the stateless (i.e., loosely coupled) environment of the Internet. The
value of implementing web services will bring cost saving benefits to the

organization. It can be realized in these areas:-

§ Development — Productivity improvements, shorter test cycles as a
result of modularity, increased reuse and quicker builds.

§ Maintenance and support — Simplified modifications, standard-based
access and architectural partitioning.

8 Operations — Automation of repetitive manual processes.
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Figure 3-7: Web Services Integration

The web services integration approach will enable e-NIC System to dynamically
integrate with other system/services from multi environment and platform that support
web services standards. The other system only requires the WSDL definition to
effectively exchange data with the service — and neither part needs to know how the
other is implemented or in what format its underlying data is stored. Data is sent
between the system(s) using SOAP messages, the format for which is specified in
the WSDL definition - WSDL is an XML-based format for describing Web Services.

A series of protocols—eXtensible Markup Language (XML); Simple Object Access
Protocol (SOAP); Web Service Description Language (WSDL); and Universal
Description, Discovery, and Integration (UDDI)—provides the key standards for Web
services and supports sophisticated communications between various nodes on a
network. UDDI is optional but is beneficial when an organization wants its Web

services to be discovered by internal and/or external service consumers.
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3.2.5 Business Application

This section will discuss a high level abstraction of the system that will address the
integrated solution business application architecture as required in the e-NIC System.

The benefit of the solution proves to be the best that would cater and needs of RPD.

The business application is divided into two categories: Core and Supporting

systems. The following table summarizes the overall business application proposal.

Business Application Proposed Solution

1 Process Obtaining Customized application developed
Application by HeiTech

5 Process Processing Customized application developed
Applications by HeiTech

3 Process Handling Lost Customized application developed
Card by HeiTech

4 Process Query Customized application developed
Management by HeiTech

. Card Printing System Customized application by OpSec

Inc
5 Application and Data Customized application developed
Management by Heitech
Supporting system consists of:

Business Application Proposed Solution

Customized application base on

1 Workflow Management HeiTech JADE and TAIPAN core
engine.
Customized application developed
2 Reports )
on open source reporting tools.
) Customise application base on Web
3 Integrations

Services
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4 Automated Fingerprint Customise application base on
System NEC AFIS software.
3.2.6 Benefits of the Overall Solution Proposed
§ Adheres to Common Standards
The packaged best-of-breed solution takes Architectural Benefits
advantage of the common and proven - Adheres to Common
standards in the market, e.g. XML for data Standards
) Flexibility
messaging, RDBMS for the central database, .
Scalability

web technology as the guiding principle for =t Fesmenes Thie

multiple delivery channels and also Service . Centralized Application
Oriented Architecture (SOA) for ease of - Integrated Application
integration to external systems. - Web Services Enabled

SOA Compliant

§ Flexibility
Due to the design of the proposed system, it is relatively easy to add new
functional components or services into the existing framework with a minimum
amount of re-development required. This is achieved through the use of a
common business rule engine to expedite the change policies or business

requirements in the system.

§ Scalability
The use of mainframe to host the core system is designed to be flexible and

upwardly scalable in case of increased load on the system.

§ Fast Response Time
For a faster response time, the solution proposed is a centralized with
distributed branch approach with enterprise strength application server and an

enterprise class branch server. With dynamic load balancing, resource
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pooling, multithreading and results caching, the solution would achieve a very
high performance.

Based on this approach, we offer a capability that assures RPD that the
response time for online transactions with the application modules stay at the

bare minimum.

§ Centralized Application

The centralized deployment of the core system would simplify and streamline
the business process across all sites. It would also bring in significant
maintenance cost reduction by reducing the need for maintaining separate

systems at each site.

§ Integrated Application
Internal as well as external interfaces are managed and catered for in the

proposed solution.

§ Web Services Enabled

Web Services provide a simplified mechanism to connect different
applications regardless of the platform or operating system, technology or
devices they use, or its location. It are based on industry standard protocols
with universal vendor support that can leverage the internet for low cost
communications, as well as other transport mechanisms. The loosely coupled
messaging approach supports multiple connectivity and information sharing
scenarios via services that are self-describing and can be automatically

discovered.

§ Business / Service Oriented (SOA compliant)

Through the implementation of Web Services, particularly where they directly
reflect some meaningful business concept, and especially where they are
being exposed external — and hence are a reflection on the business. Some of
the benefits of employing the Service Oriented Architecture (SOA) are
reusable, eliminating dependency, simple to integrate, easy to understand

and simpler process.
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3.2.7 Security Descriptions

This section described the total security implementation of the proposed e-NIC
solution designed by local technology provider and detailed descriptions of each
products which has been used at each level of the solution architecture which
bundled for provides maximum security for the solution. The proposed security

implementation steps over the e-NIC solution architecture diagram is shown below.

Figure 3-8: e-NIC Security Overview

3.2.7.1 Epic Certificate Authority Server (Epic CA)

Epic Certificate Authority Server (CA) issues X.509 Version 3 digital certificates to
certificate requesting users as well as hardware. Certificate Authority runs fulltime
offline for preserve security. Further Epic Certificate Authority can revoke issued

digital certificates and publish Certificate Revocation Lists (CRL).
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For detailed specification about Epic Certificate Authority, please refer the Epic CA’s
specification document published by Epic Lanka (Epic CA Design Specification Rev.
4.7)

3.2.7.2 Regqistration Authority Server (RA)

Epic Registration Authority Server (RA) is comes with Epic CA. Epic RA will work as
online representation to Epic CA. Registration Authority will be the main repository for
digital certificates. Registration Authority can access from anywhere from the
corporate network or even can be exposed to Internet because it has a simple web
based interface runs on SSL channel. It validates incoming certificate requests with
administrator’s assistance and passes valid requests to CA for certificate creation.
Certificate requesting users can upload requests online and once their certificates
ready they can download those online to their computers online. Following is the

illustration diagram of CA/ RA and Certificate Issuance.

Figure 3-9: Epic CA, RA and Certificate Issuance relations
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3.2.7.3 iKey 2032 USB Token

The SafeNet iKey 2032 USB Token is a USB-based portable PKI authentication
token that generates and stores a private key and digital certificate on a device small
enough to fit on a key chain. An extension of smart card technology, the iKey 2032
simply plugs into any USB port and provides strong user authentication without the
need for costly reader devices. iKey 2032 is RoHS compliant, and is designed to
support a wide range of desktop applications and portable systems. Its low-cost,
compact design, and standard USB interface make it easier to deploy than
cumbersome smart cards or one-time PIN tokens. Its FIPS Level 2 validated
hardware and onboard key generation, key storage, encryption, and digital signing

add high-assurance security to client applications.

SafeNet iKey 2032 USB Token brings two factor authentication to applications where
security is critical. Unlike traditional password authentication that relies on weak,
easily guessed passwords, iKey 2032 requires both a physical token (the iKey itself
containing the user's unique PKI key) and the user's PIN to complete the

authentication process.

iKey 2032 tokens will be used to hold user keys as well as user certificates in a
secured manner. Each time a user tries to access any application which is related to
eNIC, he/she needs to use his/her personalized iKey2032 token to authenticate him
or her to the system. Unless a successful authentication using iKey 2032, any of the

users will not be able to login to system for any sort of a operation.

3.2.7.4 Safenet DBE Suit (DataSecure)

DataSecure delivers capabilities for field-, column- and file-level encryption,
seamless integration and centralized key and policy management enabling
organizations to deploy an end-to-end encryption strategy with unparalleled ease and
cost effectiveness. With its capabilities for encryption of sensitive data in Web
servers, application servers, databases, file systems, mainframe and distributed
environments, DataSecure enables organizations to protect the sensitive data that
pose a business or liability risk whether credit card numbers, social security numbers,

or other sensitive information.
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DataSecure centralizes all cryptographic processing on a highly specialized
appliance that delivers performance robust enough for the most demanding
processing environments. A single appliance can handle over 100,000 encryptions
per second, and SafeNet makes it easy, through load balancing capabilities, to add
additional appliances and boost scalability as performance needs dictate. Further, by
offloading CPU-intensive cryptographic processing from disparate servers and
databases, DataSecure restores server and database performance to optimal levels
resulting in less waiting for information and higher resource utilization. Designed
specifically for business-critical processing, DataSecure also features replication,

RAID support, health checking, and disaster recovery capabilities.

Safenet DBE Suit support for this application security by providing encryption for the

centralized database systems of eNIC solution.

3.2.7.5 Data Protection Suit of Epic SecureData

All digitally signed logs will be collected on the e-NIC databases and the system
comes with several mechanism to protect log data from the database level. For the
protection of Branch level databases Once the system has configured successfully,
installation system or application configuration functions will install those

mechanisms to the hosted database server.

System is Capable of protecting event logs from following malicious activities.

8 Record deletion (Individual Delete).
8 All records Deletions at once (Delete All).

§ Record modifications (Updates).

If such activity has happened, system is capable of backing up the original record
and notify the administrator about the incident. Also, system is capable of notifying

the administrator about following malicious activities.

§ Data Flushing (Truncate).
§ Log Table Deletion.

Further, there is a mechanism to notify the administrator about database changes
happens during non-operational hours. That we call as “Checksum mechanism”. To

activate checksum mechanism, there should be a official startup and close down
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practice at Branch System and designated by the administrator. If such checkpoints
are there, then the Branch System can train to track those check points and execute

checksum mechanism.

3.2.7.6 Installation and Activation

Epic CA & Epic RA

As the first step of the deployment, Epic Certificate Authority (CA) and Epic
Registration Authority (RA) has to install and activate. This two critical applications
will install and maintains in Department of Registrations of Persons (DRP) Data
Centre and will operates under the authority of Department of Registrations of
Persons (DRP).

After initial installation, Epic CA will have to active by providing two super
administrators of Department of Registrations of Persons (DRP) authority. Then, CA
keys will be generated and then personalize Epic CA to Department of Registrations
of Persons (DRP) and then, necessary users for CA can be created. Those users
along with CA administrator will be able to generate necessary certificates which

needs for users.

There is no any activation process for Epic Registration authority but, user validation
policies has to customize in Registration Authority according to Department of
Registrations of Persons (DRP) requirements. Then. Epic RA will be able to access

inbound requests from users as well as from hardware.

In Epic CA, there is a option to runs on online mode, if Department of Registrations of
Persons (DRP) needs to activate that feature, that has to activate before the initial
operation. Though the CA runs online, that will serve only to Epic RA. Direct user

accessibility has not been provided for Epic CA.

User Creation and Activation

After the initial deployment, all web servers has to secure using Epic CA by issuing
digital certificates to those web servers. Then, those will be able to communicate
over SSL.
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E-NIC system has centralized user base. Except from Central Administration, there is
no any facility provided in the system for create users from Branch systems or mobile
systems. Users needed to create for Divisional Secretariat has to provide by the
relevant administrative persons to the central administration and then central system

administration will be creating and personalizing the relevant users request by DS.

System users will be issued a iKey 2032 USB token to hold and protect their user
keys (Public Key & Private Key which necessary to use within the system under
Public Key Infrastructure — PKI ) as well as their personalized Digital Certificate. After
receiving their Digital Certificate, that also can place in the USB token. Each time, a
user needs to log in to e-NIC system from any accessible point, they have to provide
their digital identity which is personalized digital certificate, in addition to provide their

user name/ password pair.

Branch System (Divisional Secretariat System)

At the time of the installation of branch systems, local web servers will be protected
by Epic CA by issuing digital certificates to those web servers. So that, those web

servers will be able to communicate on secured way, using SSL channel.

As mentioned above, branch system will not have facility to create users. User
creation will be centralized and can be done only by the central administration

system.

3.2.7.7 System Operation

User Login

Once a user has personalized successfully, they can work with e-NIC system
according to their designated system privileges. After the user personalization
process, they have to use their iKey 2032 USB tokens whenever they tries to login
and after the login, they have to retain the USB token “plugged” to their computers
until they are logged out from the e-NIC systems. Even though a user has
successfully login, if their Token has removed from the system, they will not allowed

to execute any System features.
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When a user tried to Access the system, first they have to provide their USB Token
and select their personal digital certificate to verify the validity of the user. After
proving the USB Token and select their certificate, system will start validating the

user. Following list of validation will happen within 2 to 3 seconds of time.

Availability of Certificate and Keys (Private Key/ Public Key).
Certificate matching for the relevant user name/password pair.
Expiration status of the certificate.

Validity of the Root Certificate and relevant certificate chains.
Validity of the Public Key of the user.

Validity of the Private Key of the user.

Relationship between Private Key and Public Key.

w W w W W W W W

Link between Certificate and Key pair.

If all above mentioned checks has been passed only the user will be able to login to
the system by providing their username/ password. Once a user has logged in
successfully, a digitally signed log entry will be placed in the local system database
and for the signature generation process, logged user’s private key will be used.

Digitally Signed Logs

Any operation of e-NIC systems which a designated user tries to execute will be
digitally signed and logged. Those logs will be collected at the relevant database
systems and that will depend on the systems and operations which the user has
carried out. For generating the digital signature, logged user’s private key will be
used. Furthermore, while generating a digital signature, user’s digital certificate also
will embed to the digital signature which can be retrieved at anytime the administrator
tried to verify the digital signature entry. So that, even after several years of the
creation of log entry, the system will be able to identify the exact user who has
created the log entry and extract his digital certificate from the signature.

Signature Verification

Each of individual log entries which has coupled with a relevant digital signatures will
be able to verify for authenticity as well as to identify the user who has linked to

generate the signature. This process only can be done by the administrator and the
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way of verifying a signature is very simple. After verifying, a generic details of
verification can be seen to the administrator and if he wishes to examine it further, he
can retrieve the digital certificate which is embedded in the digital signature for

verification purposes.

If the signature verification fails at the time of verification, there will be either the log
record or the digital signature has mismatch situation to other. This is happened
because of malicious alterations to either to signature or log entry or else, to both.
Such situations has to further drill down by the administrator to see what has went

wrong.

For a successful signature verification, exact log record as well as the relevant digital
signature is needed. Each and every log entry will be coupled with a digital signature

of it's own.
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3.3 Proposed e-NIC Application Modules

3.3.1 Obtaining Application

Once the citizen becomes eligible to register for National ID card, they are required to

register through the e-NIC system.

3.3.1.1 Obtaining of Applications...Process

The process above showed the e-DS and e-Population system that contains the data
of qualified applicants. A month before reaching the age of eligibility (15" year
birthday) for registration the data (full name, birth certificate no., registrar details,
permanent address) will be captured onto the system @RPD. The salient details will
be stored in the RPD system Monthly lists (by DS and GN) and provided to the
respective Grama Niladhari. GN will follow-up on those eligible citizens’s to submit
the applications. For mobile units or unconnected DS offices, this system provides

encrypted data on media.

A. For Those Without Birth Certificate, Permanent Address

Mobile unit is to register those without permanent address and/or birth certificate.

The date of birth is agreed based on the information given. The GN will certify the

Section 3: Proposed Solution

Private & Confidential Section 3 -36



Ministry of Internal Administration (Department of Registration of Persons)

DEVELOP, SUPPLY, INSTALL, IMPLEMENT AND MAINTAIN THE REQUESTED SOFTWARE, HARDWARE,
AND COMMUNICATION INFRASTRUCTURE FOR e-NATIONAL IDENTITY CARD PROJECT
eNIC/NCB/001

address or probable address to put on the ID Card. Then the application will handed

over to RPD Officer to certify the application.

B. On Completion of Filling Application

All systems online

The process above will run in on-line system at Divisional Secretariat office. The
applicant will complete the application form (Form ‘Process B-Format A’) and hands
over to the RPD Officer @DS together with the relevant documents and then make
payment. RPD Officer @DS will review the application and documentation. If the
application is accepted, the data will be entered into the system such as name,
address, date of birth and assign the Temporary Number. This system will scan the
relevant documents and attached to the Temporary Number assigned. Details of the
relevant Certifying Officer are also entered into the system. If the application is
rejected, it will return to the applicant or handed over to HO for investigation. This
system will capture the photograph and thumb impression of the applicant then
printout and hand over to the applicant to review and confirm the details. If not ok, the
applicant can request the RPD Officer @DS to make corrections. If ok, the applicant
will verify and sign the form. The applicant is requested to obtain the certification from
an Authorized Certifying Officer and hand over back to the Authorized Certifying
Officer, and then he will verify the information on the form. Certifying Officer will
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accept the form and give the signed receipt to the applicant confirming acceptance of

forms and all indicated Original Documents.

Mobile and Offline modes

The process above is for those DS offices that are currently offline and mobile units.
If the system is currently offline, the relevant information will locally store. The daily
data from each machine will encrypted and put into prescribed media and sent to the
RPD Head Office. A note will be generated giving the details of the information being
sent. The DS Office will be able to regenerate a day’s data and the data are available

for 6 months on the local machine.

Disconnected DS Office

The process above is for those DS offices that are not connected. If the system is
currently offline, the relevant information will locally store. The daily data from each
machine will encrypted and put into prescribed media and sent to the RPD Head
Office. A note will be generated giving details of the information being sent. The DS
Office will be able to regenerate a day’s data and the data are available for 6 months

on the local machine.

C. Registering of Certifying Officers(All Certifying Officers will be
Requested to Register with the RPD)

To register a certifying officer, the certifying officer is required to submit an
Application for Registration. The completed application will be sent to the RPD
Officer at DS. The RPD Officer will enter the details into the system, scan the
application and electronically send it to the HO for approval. The HO will review and
approve the application. Once approved, a Registration Number will be created.
The Seal & Signature associated with the Certifying Officer will be saved with the

information for easy reference.
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3.3.2
3.3.21

Processing of First Application

Processing Application & Record Management

Person Grama Niladhari

Hand over the
certified
application form

Authorized
Certi fficer

IN THE INTERIM SOLUTION
- Received Original Doc &

Received acknowledged on the system
letter & Letter generated through system
confirmation addressed to RGD & attached doc
on the and sent to the department
application RGD will sign & accept

- rejected or Follow-up with RGD & document
approved received with )

’ Divisional Secretariat ‘

Received the certified
application form
System will:
- update after received the
Application Forms
- generate a receipt confirming
the details of the forms
- recalled the applications

details & certified form is
scanned in to the system

Verification of
ariginal doy

Application is approved
Assigned e-citizen no to the __|
application & transfer to HO

RPD Officer

RPD seal is placed on the
application and Temporary
Number is written on
original form

Head Office

Register & prepared
the ID Cards

HO Officer

s

approval
rejected

Received information (sent
electronically) & original
documents are posted daily
Received e-application
Approved e-application

- passed on for translation

Officer

Approve the translation of the
name
e-application queued for
preparation of ID Card
ID Card are prepared and Card
Serial Number assigned to the
application

- serial numbers of card damaged
are entered into system ( card

scan the confirmation to the
system

generate letter & attach Original
Doc & pass to the Postal Division
to scan & post

Received cards together with
*Summary Dispatch List

Received cards together with
‘Summary Dispatch List

The cards are checked against the

*SDL' accompanying the cards

Update the system confirming all

the cards have been received

- change status application to
‘Received @DS’

- all cards NOT received will be
placed on *Suspended Status’ &
have unique ref no

status - ‘Pending Delivery’)

Received all ID cards prepared
to the specific standard
System will generate a
“Summary Dispatch List' for all
the cards prepared

Select the cards indicated on
‘Summary Dispatch List’
Check cards against the ‘SDL’

RB
1.9
RPD-Dispatch

Processing Officer

@

Senior Officer

Received cards & summar
- check & sign the *SDL"
The cards will be packaged, a

delivery
- ref no obtained for confirmation of acceptance
ref no is updated on the system against the ‘SDL’

generate a confirmation letter (request to collect card at
Certifying Officer) for applicant & inform the ID number

A. Cards Not Acknowledged On Time

This solution provides an alarm function which will notify all Senior Officers when the

RPD Officer does not acknowledge the receipt of the cards within the predefined

timeframe. The status of the cards will be changed to “Suspended Status”.
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B. Investigate Delays or Non Receipt of Cards

Person ’ Divisional Secretariat ‘ Head Office
Niladhari
Investigate 128

- The outcome will

be updated on the RB
system ves |\ 1.30

Commissioner

responses

Senior Officer

Change status of query to
‘completed’

Remove status ‘Suspended’
to ‘Active’ or ‘Cancelled
For cards ‘cancelled’ by the

commissioner & new card
will be prepared l

The diagram above explains the process of investigation on delays and non receipt
of cards. Investigations will be done by the Relevant Senior Officer. The outcome of
the investigation will be updated in the system based on the notification done by the
system. Based on the response, if the Commissioner of RPD has further queries, the
investigation will be done again. If there are no further queries, the Commissioner
will update the query status to “Completed”. The application status will changed from
“Suspended Status” to “Active” or “Cancelled”. The Commissioner will have the
authority to change the status of the Card. The changes will be recorded for tracking

purposes. If the Cards are cancelled, new cards will be prepared.
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C. Storage and Issue of Cards@DS

Person

Visit the DS to
collect the ID card

RB

Niladhari

’ Divisional Secretariat ‘

Stack the cards in
secure manner

RPD Officer

Applicant 134

Requested to inspect
the card to ensure the

Received the cards
Status of the cards
confirm as
‘Received @ DS’

- ‘Unique DS-List
Number' identified

System reviewed

- based on the “Approved
Receipt’

If card status is confirmed

“Received@DS", “Unique

DS-List Number” is

identified

RB

Retrieved card (in ‘Unique /" RB
DS-List Nur‘nber' order) 1.36,

accuracy of the card

RB @
138
RB
3 141

RB
1.40

If card is retained
- New Card has to issued

Received card &
complaint

- complaint is fed into
system with unique ref no
- copy of complaint
handed over to applicant

RB
1.39

Request applicant to

Returned card to RPD
Officer with Special
Report of complaint

RBY.
139

Received copy of

verify thumb
impression

complaint

RB

System is updated
- confirming the ID Card has been handed over

1.43
Sign the ‘Approved
Receipt’ & fill the evaluate
form
received ID card

- applicant signed the ‘Approved Receipt’ confirming
acceptance of the card
- applicant must fill the ‘Citizen Satisfaction Questioner’

Duly signed ‘Approved Receipt' is scanned

Head Office

Received the ‘Citizen
Satisfaction Questioner’
RB - enter the info & complaints
145 into system
- obtain regular reports

Enter same into the /pg’
‘Complaints Module’ \ 1 4¢

into system

System updated confirming the handing over
the card & prints the ‘Instruction Sheet’
Update status card to ‘VALID'

RB
144

All the Cards will be stacked in a secured manner based on GN Division order. The
system allows the RPD officer to check in the system based on the “Approved
Receipt” handed from the applicant. If the system shows that the ID Card is
received, the card will be retrieved by the “Unique DS-List Number” displayed in the
system. The applicant is required to verify the information on the ID card and the
thumb impression. If any of the verification fail, applicant are required to complain
through a Special Report. The system is able to record incorrect details. A

complaint number will be generated by the system.

If all the verifications process pass, the RPD Officer will update into the system on
the status of the ID Card. Upon receiving the ID Card, applicants are required to
sign the ‘Approved Receipt’ and fill in the “Citizen Satisfaction Questionnaire”. The
system allows the signed “Approved Receipt” to be scanned and uploaded to the

system. Card status will be updated to “valid”.
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D. Destruction of Old Applications

destruction file 149 could be destroy

Review the listing
Approve destrucionby | T TTTTommmmmam e T e

signing the listing

Person Grama Niladhari ’ Divisional Secretariat ‘ Head Office
T T T T T T T T T = |
| Contains f; }
! Monthly list of all \X-

Receive list of @ } applications that }
| |
| |

. Receive signed receipt
- Destroy application - Retrieved files &
Officer RB prepared for destruction
148
150
. Certify the destroyed
documents by signing ‘
@ the certificate of
destruction on the listing i isti
— Obtain a monthly listing
- Update the system of regularly of the ‘NOT
destroyed applications RETRIEVABLE' &
Investigate any pending application

applications in the list details.
but not )
- mark as ‘NOT

RETRIEVABLE/pending

The destruction of old applications is done on a monthly basis. The system will
generate a monthly reporting on the list to be destroyed. Besides monthly report, the
system also allows users to generate report based on specific date or a scheduled
visit of a responsible officer visiting the DS. The report will list the Receipt Number,
Date and Name. Based on the report, the hardcopy applications are retrieved and
prepared for destruction. Once the report and hardcopy applications have been
reviewed and signed, the Officer at the DS will destroy the applications. The
authorized officer will certify the destruction by signing the certificate of destruction
and update the system on the status. The report will be generated and emailed to
the head of the department for monitoring purposes especially on the ‘NOT
RETRIEVABLE” and pending application that have exceeded more than 45 days.

Report will be listing the Receipt Number, Date, Name and Address.

E. Cards Handed Over to Certifying Officers for Distribution

Grama Niladhari U)ivisional Secretariat Head Office

. Indicated any shortage of
RB the card in the SDL, sign &
1.54 post to RPD
. RB - Received signed copy of
received ( 156 ) NO 'SDL’ list

Update the system

< confirming the cards have
o been received by the CO

Sign the duplicate
copy of ‘Summary
Dispatch List' &
post to RPD

This module is intended to verify all cards listed are received by the Certifying

Officer(CO). A Summary Dispatch List(SDL) is generated listing the CO Name, ID,
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Date, Card Number and Name. This SDL will be handed over to the CO together
with the ID Cards for verification. If all of the cards are received, the CO are required
to sign the SDL and hand it over to RPD. If any shortage of the card is detected, the
CO will update the SDL indicating on the shortage. Upon receiving the SDL, RPD

will update the system confirming the cards have been handed over to the CO.

F. On Distribution of the Cards

Grama Niladhari ’ Divisional Secretariat Head Office

RB
1 58
Collect card by visit
- check the card

Applicant

YES Certifying Officer Payment Counter
RB o - Received Acceptance
Received card NO \1.59 RBY - Obtain signature on the Form & any not
& sign the 1.59 Acceptance Form accepted cards
Acceptance y :;p""dc:xle’ card to - Captured to the system
Form ) all the info refer to dul
- DS will enter - Posted to RPD RB signed receipt & Y \vez
RB discrepancy on - accepting form 1.61 — updated to Valid' status
1.60 the Acceptance - any cards that were not - Sentreport to Certifying

:ZLchm sign accepted Officer confirming the  /'RB
- Received report details of the applicants \ 1.63

the form ‘Validated’ cards

The applicant is required to verify the information on the ID card. If any of the
verification fail, applicant are required to fill in and sign the Acceptance Form and
hand it over to the Certifying Officer(CO). If there are no discrepancies, the card is
handover to the applicant. When the cards have been issued, the Acceptance Form
and the SDL will be posted to the RPD together with unaccepted cards, if any. Upon
receiving the SDL, the officer will update the system to “Valid” status. The system is
able to generate a report listing the details of “Validated” cards for selected division

on a monthly basis.

3.3.2.2 Processing of Cl Applications
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|
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2.10, . Tempurary Receipt
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issued

The purpose of this module is to process changes of address or marital status. The
changed information is generated by the e-DS or e-Citizens system whereby the
system will be updated with the Pending Change. When the citizen visits the DS
office, details of the citizen will be entered into the system. Then, the RPD will print

the application and hand it to the citizen to affix stamp/make payment and sign it.

The signed application will be handed to the RPD officer at DS. The RPD officer will
verify the signature on the application form against the signature in the system. If the
validation process is not successful, applicant is advised to personally visit or provide
a letter of authority. If there are still any changes in the application, RPD officer will
upload the information.
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3.3.2.3 Processing of Regular Renewal Application

Person

Visit the DS

’ Divisional Secretariat ‘

RPD Officer

Card Holder

Receive application
form

Enter details & print
renewal g

ypplication
r the
n

. Affix the stamps /
make payment
- Sign the form as
confirmation of the

accuracy of the
information

. Obtain the duly sign
application
- Verified signature

DS inform to

on the system

personally visit or
@ obtain a letter of
authority

NO

RB

3.4
New info will entered into system RB
- adequate documents is available \ 3.6

photograph & fingerprint is

captured & attached with the
application & modified expiry date
updated

D

- collect the card & ‘Temporary

Receipt-renewal’ is issued.

Head Office

Applicants have to visit DS to do the renewal process. At the DS, applicants have to

fill in and sign the renewal application form. Once completed, the form should be

handed back to the RPD officer.

RPD officer will verify the signature on the

application form against the signature in the system. If the signature does not match,
the applicants have to personally visit or provide a letter of authority. The RPD will

update the system for any new information, attach the photograph and fingerprint.

The system will update the modified expiry date. RPD officer will collect the card and
issue a “Temporary Receipt — Renewal”.
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3.3.3 Process of Retrieving & Issuing of Lost Cards

3.3.3.1 Reporting of a Lost Card
A. Card Holder on 3d Party Informs by Phone

This diagram above showed a lost ID Card informed by phone. Any person (card
holder or 3™ party) informing over the telephone will be transferred to the Call
Handling Unit. System will captured the details (identity, how found and method of
returning) of lost card and card flagged as “Informed Lost”. System will clarify the
caller identity by cross checking the informant’s data. System also can recall based
on callers ID number or ID card information and history. If informant is the Card
Holder, he is informed to report the lost card at DS office (with ‘Instruction sheet’
issued at the time of issuing the card) and obtain a ‘Temporary Acknowledgement of
Reporting Lost Card’ (Date, ID Card number, Name, Address, Validity Period). If
informant is a 3" party, he is informed to return the card to the RPD office or closest
DS.
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B. Card Holder Visits the DS Office

This diagram above showed a lost ID Card informed by Card Holder visiting the DS
office. Card Holder will hand over the “Instruction Sheet” to the RPD Officer. The
details will be recalled based on the ID Number and RPD Officer @DS will identify
the informant. After RPD Officer identified the informant and confirms to the system,
the card is placed in “LOST-TEMP.RECEIPT ISSUED” status. The system will check
if the ‘specified period for reporting lost card’ has lapsed or not. If already lapsed, the
system generates a statement for penalty charges for not reporting the loss and a
receipt issued. The system will capture the receipt details for any penalties charges
and checks whether the card has been received at the DS or not. If yes, the “Card
Holder Acknowledgement-Lost Card” is printed and returned to the Card Holder after
signing and thumb verification. The system will be updated when “Card Holder
Acknowledgement-Lost Card” received and status changed to “Returned” and
Validity Status revised to “VALID”. System will generates the “Temporary Receipt”
which certified by an Authorized Representative of the DS and Card holder signed.
The system will capture details of where (DS Office) the Card Holder would like to
collect the lost card. System will check if the card has been received at any RPD
designated office. System will requests the ‘Lost Card Receiving Office’ letter to
transfer the lost card to the DS office requested by the Card Holder. Information
includes ID Card Number, name, address and contact details. System will capture
details of lost cards received via a transfer note from the Lost Card Receiving Office.
Status card is updated as “received @ issuing office” after the receipt is acknowledge

on the system.
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C. Action Taken by the Lost Card Issuing Office

The diagram showed the action taken by the Lost Card Issuing Officer. The RPD
Officer @Lost Card Issuing Officer received the lost cards and will contacts the Card
Holder to collect the card. Before collect the card, Card Holder is requested to hand
over the ‘Temporary Receipts of Lost Card'. If the ‘Temporary Receipts of Lost Card’
is NOT available, system updated the ‘Temporary Receipts of Lost Card’ to “LOST".
If ‘Temporary Receipts of Lost Card’ is available, system entered the details of
information provided by Card Holder. Card Holder will receive an email or letter said
that the card is available at the lost card office at the RPD for collection. The ‘Card
Holder Acknowledgement-Lost Card’ is printed and card returned to the Card Holder
after signing and thumb print verification. Status of the Lost Card on the system

changed to “returned” and the Validity Status revised to “VALID".
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D. Receiving of Lost Cards at RPD Designated Offices

The diagram showed the receiving of lost cards at RPD designated offices. The
details will be entered onto the system. The system will check whether the loss has
been reported. For loss reported cards, system will generate a “Lost Card Transfer
Note” and return to the Lost Card Issuing Office. System will capture location and
card number being held and system will generate the found reference number. The
card status will be changed to “In Transit”. Issuing Office records receipt of cards and
marks card status as “Received @issuing office”. The “Lost Card Receiving Offices”
will review weekly of loss “In Transit” status cards with “Lost Card Issuing Office”. If

new cards has been issued or replaced, card status will be changed to “Invalid”.
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E. Issue of New ID Card

The diagram showed the Issue of New ID Card. 10 days prior to the expiry date of
“temporary Receipt”. System will generate a letter requesting card holder to collect
and make payment for new card from respective DS office. The letter includes name,
address, date, ID Card Number and which DS office. On acceptance the receipt at

the Officer @DS, the card status will be changed to “Issued New Card”.

3.3.3.2 Processing of Recording the Death of a Registered Person

A. On Receipt of Information on the Death of a Card Holder

The diagram above showed the process of recording a death of a person. On receipt
of information on the death of person based on e-Population application the
information will be updated on the system @RPD. If e-Population is not available,
await for the arrival of a relevant card at a registered office. The system will record
the card status as “INVALID-DECEASED”. System will generate letter to next of kin

(per e-Population system) stating that the card has been invalidated and to return the
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card to the closest registered office. Letter will also contain the deceased NIC

number, name and address.

B. On Receipt of Card @ Registered Office

The diagram showed the receipt of card at registered office. If the office doesn’t have
online connectivity, the card will be accepted by an officer at the Registered Office
and a receipt contains date, DS Office card id, name, or be posted is prepared and
handed over to the person handing the card. The card will physically invalidated and
attach with copy of the receipt and sent to the RPD Office. If the office has an online
connectivity and on receipt of the card (card number, ID of person handling over
card) at RPD office, the system will update confirming the return of the card and the
status of the card will be modified to “INVALID”. An acknowledgement will be
prepared and either handed over to the person who handing the card or sent to the

Postal Division for posting.
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C. Destruction of ‘INVALID” Cards

The diagram above showed the destruction of invalid cards process. System will
generate a quarterly report of all cards returned and currently in the office. A special
serial number will be assigned and report containing retained “INVALID” cards
suitable for destruction. The report contains Card number, name, address and date.
System will be updated with Card Destroyed, if any cards have been misplaced such
fact is indicated on the report and system updated with status of card as “NOT
RETRIEVABLE” and e-mail to the commissioner. The report is signed by the Officer
responsible for destroying the “INVALID” cards and the approved report will be sent
to the person responsible for destroying the cards at HO. The Officer at HO will file
the reports received in serial number order in the respective files assigned for each

authorized to retain such cards.
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3.34

Process of Query Management

3.3.4.1 Queries on Applications/Renewal or Lost Card

A. Queries Received by Telephone or Personally Visited the DS or HO

Person

Grama
Niladhari

Divisional
Secretariat

|

Head Office
Received call

recall info
- citizen no
- NIC no

QUERY BY:

. Telephone

. Personal visit
. Mail

. e-mail

Card Holder

- Application ref no

verify the caller

identity

register NIC no

accessed & respond ®
to the caller query

Help Center )

The diagram above shows the process to do queries via Telephone or applicant personally

visits the DS or HO. When applicant calls, the help center will entertain based on the

preferred language of the caller. Query on application or lost card will be entertained by an

Automated Voice Response system.

Number, NIC number or Application reference number.

The verification process requires the eCitizen

If the caller is authorized, the

assistant will register the NIC number and respond to the caller’s query.

B. Queries Received by Mail(All Queries by Mail will be handled by HO)
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The diagram above shows the process to do queries via mail. Upon receive of the

mail, the officer at DS or HO will register the query through the system with the Query

Reference Number(QRN) assigned by the Postal Division or officer accepting the

Private & Confidential

Section 3: Proposed Solution

Section 3 -53



Ministry of Internal Administration (Department of Registration of Persons)

DEVELOP, SUPPLY, INSTALL, IMPLEMENT AND MAINTAIN THE REQUESTED SOFTWARE, HARDWARE,
AND COMMUNICATION INFRASTRUCTURE FOR e-NATIONAL IDENTITY CARD PROJECT
eNIC/NCB/001

guery. The system will generate a list which will be attached with the letters and
passed to the officer handling queries at HO. The officer will acknowledge the
received letter through the system. They will then verify the information on the query
based on the eCitizen Number, NIC number or Application Reference Number. If the
writer is not authorized, the system will generate a letter requesting the applicant to
personally request for the information. Else, the system will generate a letter to
response to the inquirer. The officer should print the letter and attach it with the
original query and pass it to the authorized officer for signature. The queries are then
returned to the officer responsible for responding the queries. The responses should
be handed to the postal unit with a listing to be dispatched by post and update the
system once posted. The officer should file the original query together with a copy of

the response in Query Reference Number(QRN) sequence.

C. Queries Received by Emaill

Niladhari Secretariat
QUERY BY:
Telephone
Personal visit
Mail
Queries
ard polder
. Received list of
query
Receive email . acknowledge on
> - read email the system RD
- cut & paste onto the 1. 18
query form
. Draft a responses ‘I
. grlnelTeas‘lponses & . Draft ‘emall on the system
) escalate to - applicant must per;onally
Review & approve authorized officer request for information
the responses
- make changes
\Fliizc:riT\]/:itli responses /5 @
122 \L21/”

The diagram above shows the process to do queries via email. The query officer
who received the email will read and copy the details onto the query form together
with the inquirer's email address, name, type of queries, date and time received. The
guery is the passed to the officer handling queries at HO. The officer will
acknowledge the receipt of query through the system. They will then verify the
information on the query based on the eCitizen Number, NIC number or Application
Reference Number. If the inquirer is not authorized, the system will generate an

email requesting the applicant to personally request for the information. Else, the
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system will generate an email to response to the inquirer. The responses will be
printed and passed to the authorized officer for review and approval. Once
approved, the responses will be passed back to the officer handling queries at HO.

The officer will email the response to the inquirer.

D. Queries Received by SMS

Grama_ Divisional Head Office
Niladhari Secretariat
Received SMS

recall info
- citizen no
Telephone _NIC no

Personal visit - Application ref no

Mail ; . verify the caller
) ;’;Ansm identity
. VR |—|Help Conter . register NIC no

Card Holder accessed & respond

to the caller query

QUERY BY:

The diagram above shows the process of queries done via SMS. When the help
center receive a query via SMS, they will record the SMS in the application. The
verification process requires any two pieces of information from the eCitizen Number,
NIC number or Application reference number. If the caller is authorized, the assistant
will register the NIC number and SMS to caller with status. The SMS details will be
updated in the system. The inputs, date, time and SMS response will be recorded in

the system. This function is available at the Head Office.

E. Queries Received via IVR(Interactive Voice Response system)

Person Grama Divisional Head Office
Niladhari Secretariat
Received IVR
. . recall info
.QUER':eF;:Hone - citizen no
. -NIC no
. Personal visit - Application ref no

Mail " - verify the caller
i gﬁsa" identity

. IVR |—|Help Center - register NIC no

Card Holder & respond

to the caller query

The diagram above shows the process of queries done via Interactive Voice
Response (IVR). The verification process requires any two pieces of information
from the eCitizen Number, NIC number or Application reference number. If the caller

is authorized, the IVR will generate a text to voice status of the card. The inputs,
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date, time and IVR response in text will be recorded in the system. This function is

available at the Head Office.

3.3.4.2 Queries NOT Related to an Applications and/or
Complaints Received by Telephone

A. Queries Received by Telephone
G Divisional -
PR Nngﬁ:ﬁ Secretariat

Received call

QUERY BY: _ I
T oo L2 emerqueyreino
- v egistered YES . Details of query
recalled
z
Card Holder OJ

Enter query into
system

Search in RPD-

knowledge base
RD .
128/ - Registered query
Respondto the <——————< available >_____—" together with caller's
NO

caller YES contact details

revert within 7 days
. advised query ref no
- forward to officer

The diagram above shows the process to do queries not related to an application or
complaints via telephone. When the query center receives a query through
telephone, the phone call will be passed to the responsible officer who could speak
the preferred language of the caller. If the query is previously registered, the inquirer
should provide the query reference number(QRN). The system will display the
details of the query based on the QRN. Else, the officer will log the query into the
system together with selected keywords and searches the RPD-knowledge base. If
the information required is available in the knowledgebase, the officer will respond to
the inquirer. If not, the query will be logged into the system and respond to the
inquirer within 7 days. The inquirer will be given the Query Reference Number(QRN)
for query purposes. The inquirer's query will be passed to the officer handling

gueries at HO.

Section 3: Proposed Solution

Private & Confidential Section 3 -56



Ministry of Internal Administration (Department of Registration of Persons)

DEVELOP, SUPPLY, INSTALL, IMPLEMENT AND MAINTAIN THE REQUESTED SOFTWARE, HARDWARE,
AND COMMUNICATION INFRASTRUCTURE FOR e-NATIONAL IDENTITY CARD PROJECT
eNIC/NCB/001

B. Queries Received by Mall

Grama Divisional .
Person ; ) ) Head Office
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Officer Handling . entered details of
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- Pass to senior for
K investigation
Authorized officer ) available NO - outcome from
investigate will
YES entered onto
@ . Draft a response knowledge base

1.41 Print responses

3

The diagram above shows the process to do queries not related to an application or
complaints via mail. The queries will be registered through the system together with
a reference number provided by the Postal Division. The system will generate a list
that will be attached with the letter and passed to the officer responsible. When the
letters are received, the officer will acknowledge through the system and log the
qgueries. Then, the officer will search the knowledgebase system based on the

keywords of the queries.

If the search is successful, the officer will respond to the queries in the language
preferred by the inquirer. The responses will be printed and attached with the
original query and passed to the authorized officer for signature. The queries are
then returned to the officer responsible for responding the queries. The responses
should be handed to the postal unit with a listing to be dispatched by post and update
the system once posted. The officer should file the original query together with a
copy of the response in Query Reference Number(QRN) sequence.

Else, the queries will be handed to the senior officer for investigation. The result of
the investigation will be updated in the knowledgebase system with identified
keywords. The responses will be printed and attached with the original query and
passed to the authorized officer for signature. The queries are then returned to the
officer responsible for responding the queries. The responses should be handed to
the postal unit with a listing to be dispatched by post and update the system once
posted. The officer should file the original query together with a copy of the response

in Query Reference Number(QRN) sequence.
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3.3.4.3 Queries Related to Verification of Identity

A. Verification of Information Requested for by Telephone

Person

D

Card Holder

\m‘ Divisional
Niladhari Secretariat

Head Office

REQUEST BY:
. Telephone
. in-person

Help Center :

RD
1.44

Received call regarding
the verification of card

holder

verify the caller identity
respond to the callers /o

query 1.46
update Id no queried

The diagram above shows the process to do verification of identity via telephone.

When a caller request for a verification of Card Holder details, the query will be

attended by the help-center.

The help-center will verify the identity of the caller

based on their NIC number. When the caller is verified, the help-center will inform

the status of the Card Holder, either “Valid’ or “Invalid”. Then, they will update the

caller ID Number and details of the caller into the system.

B. Verification of Information Requested for In Person

Person

Card Holder

- Complete requested
form

- Paysthe
“Verification Fee"

- Obtain receipt

Grama Divisional
Niladhari Secretariat

Received payment
Generate receipt

Head Office
Completed form  /'RD
received 1.48

Registered request R
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- generate ref no

Request payment
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Get report

@

Receipt details entered
onto system
Information display

- assistant confirms info is
correct or not
Generate a report based
on the verified Ic No
Sign report & give to the
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Original application field
in reg no order
provide statement of
income

€
0®@®

The diagram above shows the process to do verification of identity done in person.

The inquirer is required to fill in a form and hand it over to the RPD Head Office of DS

Office. The request will be registered at the Acceptance Counter and a reference

number will be generated by the system. The system will generate a payment
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request with a “Verification Fee’. After clarifying the NIC number, the inquirer is
required to make payment at the payment counter. Once the payment receipt is
received, pass it to acceptance counter and the information will be entered into the
system. The acceptance counter will verify the information displayed by the system.
The system will generate a report with the required details based on the NIC number
being verified. Once the report is signed, it will be passed to the inquirer. The officer
will file the original application in registration number sequence. A statement of

income will be provided to the accounts division for validation of payment purposes.

C. Knowledge base

We will provide a solution for knowledgebase to assist all offices to work efficiently
and effectively. The knowledgebase will be able to do searching and retrieval of

service knowledge request that will ensure accurate and consistent responses.

D. Online Verification of Information

This solution provide a function to manage online access to the current information
on the database. The selected group of institutions are required to do verification of
identity. RPD and the selected group will have to sign an agreement. The

agreement contains :

§ Information to be used
8 Responsibility of the institution

§ Procedures

Based on the agreement, the system will provide the access to the institutions. The
system is able to record the transactions done for future verification. The system will
produce a report listing ID cards information accessed online to the RPD on a
monthly basis. This report will be verified against the recorded transaction log or
audit trail to ensure all accesses are recorded. For unauthorized access, a report will

be generated for the Commissioner.
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3.3.5

3.3.5.

3.3.5.

Administration and Maintenance of RPD Processes and
Workflows

1 Manage Certifying Officers(CO)

System will manage Certifying Officer (CO). The system will Create, Retrieve,
Update and Delete CO details. CO status will be updated such as Applied, Active,
Inactive, Suspended and Retired. A status update history and reasons will be
maintained. CO Registration application form will be provided. System will provide
static information (by way of a web service call) for the RPD website in order that
Citizens can search for relevant COs via the RPD website. Payments due to be
made by RPD at end of month with copy to RPD accounts division. System will
captured individual information such as name, address, contact details, email,
attached GN division and DS of each type of CO including signature and photograph.
System also captured applicable payment rules for each type of CO. Approval
process for COs and active status changes can be performed only by RPD officer
approval. This system can be full access at RPD Head office and can be view only at
DS Office (online/offline) and Mobile Units.

2 Manage Stakeholders and 3 Parties

System will manage Stakeholders and 3™ parties. The system will Create, Retrieve,
Update and Delete Stakeholders details. CO status will be updated such as Applied,
Active, Inactive, Suspended and Retired. A status update history and reasons will be
maintained. Web service will be provided and suitable sign-on permission will be
allocated. Stakeholder Registration application form will be provided. Payments due
to be made by Stakeholder at end of month with copy to RPD accounts division.
System will captured institution information such as name, address, contact details,
email, information / service requested of each stakeholder. System also captured
applicable payment rules for each Stakeholder. Approval process for Stakeholders
and active status changes can be performed only by RPD officer approval. This

system can be full access at RPD Head office and can be view only by Stakeholders.
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3.3.5.3 Manage DS Location

System will manage DS locations. The system will Create, Retrieve, Update and
Delete DS Location details. DS status will be updated such as Applied, Active,
Inactive, Suspended and Retired. A status update history and reasons will be
maintained. System will Allocate or De-allocate COs to DSs (and approved thereof
by approved RPD officers). Initial data will be setup, salient data such as Province,
District, DS name, contact persons, designations, telephone and email addresses.
Static information (by way of a web service call) for the RPD website will be provided
in order that Citizens can search for relevant DSs via the RPD website. Cross
reference with COs also provided so that citizens can easily find DS and CO data.
Status changes can be performed only by RPD officer approval. This system can be
full access at RPD Head office and can be view only at DS Office (online/offline) and
Mobile Units.

3.3.5.4 Create and Maintain Information Relating to Workflows

System will create and maintain information relating to workflows. Workflows will be
defined to cover the full life cycle of the events and items that RPD must action. It will
be possible to setup alternate workflows within each process, based on the type of
event or related attributes. A workflow definition will consist of the information such
as purpose, owner, standard duration, applicable objects/events and task which
make up the workflow. Each workflow task will consist of the information such as
role/group responsible for executing the task, standard duration, pre-condition /
pre-requisites, link to the system function, dependants, next tasks, escalation rules (if
the task is not completed within the standard duration) and reversibility. This system

will be available at RPD Head office.

3.3.5.5 Create and Maintain Information

System will create and maintain information relating to forms. The application
process requires specific forms to be filled in by applicants. These forms will be
change according to legislation and the requirements of each application type.

System will allows changing the definition of forms as necessary and also associate
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key business data items with the form. Special form related validations also be

specified. This system will be available at RPD Head office.

3.3.5.6 Workflow : Initiate and Drive the Process Required to

Action an Event

System workflow will initiate and drive the process required to action an event. If an

event occurs, the process necessary to provide a proper response will be initiated by

the system and work assigned to the appropriate officer. System will create a

workflow Instance, Create Activated tasks and Assign the first or next Activated task

to an appropriate officer. This system will be available at RPD Head office and

Divisional Secretariat.

3.3.5.7 Update Progress of Tasks on a Workflow

System will upgrade progress of tasks on a workflow.

Vi.

Vil.

System will allow a user to record progress against a specific task. Some
standards progress entries will be Started, Waiting (with comment and
expected date of recommencement), Completed successfully, Returned

(revert to previous task) and Comments (will be supplied).

Where completion of a task is linked to another system activity, the progress

of that task will be captured when the activity is performed.

This system will be possible to link progress or completion of task to a data

attribute. When the progress is updated, the attribute would also be updated.

Each stage will be completed, or a completed stage will be reversed,

unlocking that data so that it will be modified.

A task will have alternative path on completion. If the path is linked to the

value of an attribute, it will be routed automatically by the system.

The approving officer for each stage would also cancel the approval, if no

further events have taken place.

A specific task will be action only by the user or members of the group to
which it is assigned. Specific action such as cancellation will be as a

restriction. This service will be available to other functions which are designed
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to action a specific task. This system will be available at RPD Head office and

Divisional Secretariat.

3.3.5.8 Workflow : Assign a Task to User

System workflow will assign a task to user manually. Some of the reason may be
because of user to whom it is assigned is not available, the assignment is not correct
or the task has not been assigned. Automatic assignment of a task will be take place
as soon as a task instance is created. This system will be available at RPD Head

office and Divisional Secretariat.

3.3.5.9 Refer a Task to Another User or Group

System will refer a task to another user or group. The system will refer to another
user or group when there is activity which needs to be completed by that group, in
order to complete the current task. This will be necessary when additional verification
or advice is required, and such activities are not part of the standard workflow. The
system would create a sub-task to be completed by the assignee. This task can be
action in parallel to the parent workflow task after completed in order to complete the
parent task. This system will be available at RPD Head office and Divisional

Secretariat.

3.3.5.10 Escalate a Task to a Supervisor

System will escalate a task to a supervisor. This is similar to “Referring” a task,
except that it does not create a separate workflow or task. The escalation is treated
as a secondary assignment and could cover the entire workflow for the workflow-item
or just the single task. Escalation normally occurs when a task breaches stipulated
constraints of time, process or business practice. A task will be escalated manually
by the executor or automatically by the system. This system will be available at RPD

Head office and Divisional Secretariat.
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3.3.5.11 Retrieve Details for a Business or Data Item

System will retrieve details for a Business or Data Item. Business items will be
identified via a search. Only data to which a user has access will be retrieved. There
are different subsets of information for each Business Object. It will retrieve the
required subsets only, for a given Business item. The examples of Business Objects
and Data Subsets are such as Person (Personal data, Family/Relationships,
Applications, Payments, Queries and Documents) and Application (Person, Type,
Application data, Workflow, History, Queries and Documents). This system will be

available at RPD Head office, Divisional Secretariat and Mobile Units.

3.3.6 Operational Access Control Requirement
3.3.6.1 Grant/Take Ownership

Ownership of a data object will be assigned to a specific location and user.
Ownership will be granted for a limited period, after which ownership would revert to
previous owner. It will be possible for an authorized user to take ownership of a Data
item. This is an administrative function, and will be used only if the current owner is
unavailable or unable to process a request for ownership. This system will be

available at RPD Head office.

3.3.6.2 Off-line Updates

Off-line updates will be carried out when the user does not have direct access to the
database, or when the user/location does not have ownership of the Data item. The
changes will be stored locally and also submitted to the owner. The owner may
implement the change or grant ownership to the originator, to carry out the change.
This service is a generic mechanism to ensure consistency. The actual changes will
be carried out by the service relevant object. The system will be synchronize and
propagate changes to distributed database. This system will be available at RPD

Head office.

3.3.6.3 Request Updated Information

The system can request updated information. It will be able to request specific data

item to be updated. The requirement is to synchronize the data, a portion of data or a
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specific item. This facility can be required at secondary locations. The database will

be consistent with the central DB. This system will be available at RPD Head office.

3.3.6.4 Respond to Request for Information

The system will be required to respond other requested which may originate
externally. The requested data will be located and packaged as an Electronic Data
Message (EDM) and sent to the requester. Security and availability will be verified.

This system will be available at RPD Head office.

3.3.6.5 Apply an Update to Information

The system will apply an update. When notified change to a data item or updated
information is requested and received, the update will be applied to the local and
central databases wherever applicable. This system will be available at RPD Head

office and Divisional Secretariat.

3.3.6.6 Identify Active DB Location for a Data Item

The system will identify active DB locations for a data item. It may be necessary to
determine who has ownership of a specific data item. There may be more than one
owner, if the data item has sub-sets. The relevant locations and users will be

identified. This system will be available at RPD Head office.

3.3.6.7 Transaction Logs and Audit Trails

The system will maintain transaction logs and audit trails on all operations
irrespective of whether they are carried on local databases or on central databases.
Users with appropriate authority will be able to search, retrieve and view audit

records. This system will be available at RPD Head office and DS offices.
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3.3.7

3.3.7.

3.3.7.

3.3.8

3.3.8.

Electronic Data Messages(EDM)

1 Create a File Containing Data or a Message Required to
be Transmitted

System will create a file containing data or a message required to be transmitted.
The information will be encrypted and packaged as an Electronic Data Message
when information needs to be transmitted electronically between locations. The
message will include additional information to indicate the source (user, task), target
and method of transmission. The file will be transmitted to the target location, and
can be deleted after successful transmission. The electronic form/data would be
stored in a predetermined location. This service is a utility, and is not expected to
carry out any business level validations. A history off all files generated and
transmitted will be maintained. Transmission may be via Messaging. This system will
be available at RPD Head office, DS office and Mobile office.

2 Process EDM that May Be Received Directly Through the
Internet, E-mail, or Via Off-line Storage Media(Diskette,
USB, etc.)

The EDM process maybe received directly through the internet, e-mail, or via off-line
storage media (diskette, USB etc). System will decrypt or interpret message and
tracking applicable document. Then the message will submit to target function if
applicable. System will update the data if authorised, otherwise store as an EDM
update and pending confirmation. The data access security will be verified for target
as well as source. This system will be available at RPD Head office, DS office and

Mobile office.

Printing (Other Than Personalization of ID Cards)
1 General Printing

This system will be able to do the general printing. It will be able to print any
information displayed (unless indicated otherwise due to confidentiality or security).
Specific print facility will be provided via the eNIC Software System to provide
“printer-friendly” output. For reports or other formatted documents, the system will be
able to indicate whether pre-printed stationery is available to print accordingly and

also able to print a number of copies if required. If common, central printer will be
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used and owner of the report will be indicated on the report or on a cover page. For
documents which are restricted, any print request will be logged. This system will be

available at RPD Head office, DS office and Mobile office.

3.3.8.2 Print Regular Reports

This system will be able to print regular reports. Reports identified during the BPR
are listed in Section 12 of the BPR report. It will be able to select a report, and
specify the scope criteria for the content and obtain the reports. It will be able to
select several reports and specify common scope criteria if applicable. This system

will be available at RPD Head office, DS office and Mobile office.

3.3.8.3 General Information Print

This system will be able to print general information. This service will support printing
of any information retrieved via the generic Information Retrieval service. This system

will be available at RPD Head office, DS office and Mobile office.

3.3.8.4 Print Barcodes

This system will be able to print the bar code labels and on documents as specified.
The printing will include the number in human readable form as well. Printing of 1D
and 2D barcodes will be supported. This system will be available at RPD Head office,
DS office and Mobile office.

3.3.8.5 Print Address Label

This system will be able to print the address labels. This system will be able to select
the language for printing or to print in the recipient’s preferred language. This system

will be available at RPD Head office, DS office and Mobile office.

3.3.8.6 Print Registered Letter Lists

This system will be able to print the registered letter list. It will be able to select
(multiple or individual) and generate lists that could be handed over to the post

Office. This system will be available at RPD Head office and DS office.
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3.3.9 Alerting Services
3.3.9.1 Generate List of Outstanding Registration

This system will generate list of outstanding registrations. This service is secondary
service, required for follow up and monitoring. It will compile a list of eligible persons

by DS. This system will be available at RPD Head office.

3.3.9.2 Generate Reminders for Tasks

This system will generate reminders for task based on the task definition. All generic
task definitions would incorporate the alert event definition which would be applied to
all Activated tasks, when this service is executed. All tasks may not require
reminders. This system will be available at RPD Head office, DS office and Mobile

office.

3.3.9.3 Warning on Delayed Tasks or Workflows

This system will generate warning on delayed tasks or workflows. If any Activated-
task or Activated Workflow is not completed within the “expected duration”, a warning
will be issued to all users associated with the related work-item. In computing the
lapsed period, it will correspond to the unit in which the “expected duration” is
specified. This system will be available at RPD Head office, DS office and Mobile

office.

3.3.9.4 Escalations of Tasks and Workflows

This system will identify Activated-tasks or a Work-item which are delayed beyond
the maximum expected duration, and escalate the tasks and workflows via related
processes. This system will be available at RPD Head office, DS office and Mobile

office.
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3.3.9.5 Escalation of Non-action

The system will escalate all Activated-tasks and Works-item which are not action or
started. Tasks maybe escalated related processes. When there is no task available
for escalation, new “resumed case” will be created in order to force an investigation
and proper closure or routing of the item. The threshold for non-action alerts will be
defined per Business Object and Task. This system will be available at RPD Head

office, DS office and Mobile office.

3.3.9.6 Event Notification

This system will be possible to generate alerts based on events and error conditions
detected by other services. Such events will be lodged as alert events by the service
which detects it. The event will be removed once the alert has been generated. This

system will be available at RPD Head office, DS office and Mobile office.

3.3.10 Use Of Templates And Maintaining Reference Data
3.3.10.1 Maintain Template List

This system allows maintenance of templates. Information stored in the templates is
Description, Security, Classification, a link to the template, etc. Different languages
are supported for the same template. This function will be available at the RPD Head

office.

3.3.10.2 View/List Templates

The templates can be searched. The system allows user to enter search criteria
such as name, class or keyword and results are returned in a list format. This
function will be available at the RPD Head office, DS Office and Mobile Office.

3.3.10.3 Maintain Codes, Symbols and Reference Data

This solution allows maintenance of codes, symbols and reference data. Functions
provided are Add, Change, De-activate(expire) and Supersede Entries. Entries are

not allowed to be deleted, instead, entries may be cancelled or de-activated to
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prevent future use. Codes will be maintained only at the central database. The
secondary databases will receive updates via EDM. This function will be available at
the RPD Head office.

3.3.10.4 Event Notification

This function generates documents, merging data to fill in fields and place holder
from the database. Any controls and rules regarding security, copies, etc. will be
followed. There will be a note indication whether the document requires signature or
not. This function will be available at the RPD Head office, DSO and the RPD mobile

units.

3.3.11 Information Dissemination
3.3.11.1 RPD Website

The RPD Website will support the business and user functions specified in the IFB
document. The website will follow the standards and requirements given in
Annexure V : RPD Web Site

3.3.11.2 Information for Approved 3@ Parties and Stakeholders

This solution supports Web Service, where access to the e-NIC system will be

available via a Request/Response mechanism.

3.3.11.3 Generate Statistics and Instrumentation Readings

Statistical information is required to monitor operations, performance and load. The
format and analysis may change over time. The following types of statistics should

be included :

Types of Statistics Description

Usage
Hits, analyzed by types of users (roles), location, and

type of information retrieved.
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Workflow
Number of Activated workflows during a given period,

average action time. This may be analyzed by task or

domain.

Stretch Goals .
Reports to monitor stretch goals

Demographics o _ _ _
Application analysis based on information such as sex,

occupation. etc.

Operations _ ) _ _
Analysis by type of transactions, value (if applicable),

volume

Finance
Analyzed by type of transaction, type of funds, and

accumulated fund data

Statistics will be generated and stored in a form which facilitates quick retrieval of
regular reports, without requiring retrieval and analysis of all data each time. It also
allows re-computing the statistics for a specific period, if the monitoring indicators are
changed, or new indicators are introduced. The regular generation of statistics will be
a scheduled process. It will be possible to extract statistical data for further analysis

to support publication of the annual statistics report and other ad hoc reports.

3.3.11.4 MIS Reporting

Reports are required by the management in order to monitor, and to make
operational and strategic decisions. The format and analysis may change over time,
and it will be possible to create new reports. All MIS reports will comply with the

requirements stated in the BPR report.
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3.3.12 System Security and Access Control and Audits
3.3.12.1 Domain - Role Based Access Control

Access privileges are granted to a user by assigning Roles and Domain Profiles.

Each role describes a position within the functions of the RPD. A user who belongs

to more than one role will have the rights of all those roles. Each role will be defined

with adequate privileges to carry out the responsibilities assigned to that role. This

function is applied through out the system.

3.3.12.2 OS Integrated Security Framework with SSO

Security and access control will be integrated with the relevant operating system

access control mechanisms, inclusive of password management and relevant profile

management functions. It also provides single sign on (SSO) to access all services

with appropriate privileges. This function will be applied throughout the system.

3.3.12.3 Determine Access

Base on security and access privileges, the system will determine whether an

operation can be performed. An access request will be made only by the service

which would perform the operation. The privileges of the user and the service as well

as the current ownership assignment will be considered. This function will be applied

throughout the system.

3.3.12.4 Administer Security Network

This function allows creating and maintaining items in the security framework which

are Roles, Domains, Domain Profiles and Business Objects. Services and their

access tights to Business Objects will be defined. However that would be non-

changeable system data. This function will be applied throughout the system.

3.3.12.5 Create Audit Log Entry

Information that will be recorded includes the following:

§ User
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§ Action (Service & operation)

§ Subject (Data item actioned — Item identity & Object type).

§ Parameters: (if any). Where several items are actioned, log the filter or
scope parameters, and the number of items actioned.

Start Date/Time

End Date/Time (if known)

User Location (if known)

w wu w w

DB location

A log entry will be made whenever a service is invoked. An audit log entry cannot be
deleted or changed. This will be prevented at the lowest possible level. If the end-
time is required, a second log entry will be required. This function will be applied

throughout the system.

3.3.12.6 Setup Audit Features

It will be possible to have different activities logged at different levels of detail. It will
not be possible to turn off the basic audit trail completely, but the operations which

are logged and the detail log should be turned on or off as required.

It is possible to specify additional attributes in a data-item, to be traced. It is be
possible to turn off any mandatory tracing which may have been setup at a system
level. ltis also able to identify a specific item (eg. an application, a user) for logging

of all activities. This function is available at RPD HO.

3.3.12.7 Retrieve Audit Trails

Information can be extracted from the log, for a specified period, or relating to a type
of business object, or to a specific business item. Search can also be done based on

the following attributes :

§ User

8§  Workflow item
8§ Workflow task
8

Location
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An advanced search facility would be provided.

The purge audit log feature will be provided for completeness of the function.
Purging the audit log will be restricted, and is archived and stored off-line for query

purposes. These functions are available at the RPD HO.

3.3.12.8 User Administration

Administration functions will be provided such as assigning roles and domain profiles,

change personal setting and password administration.

3.3.13 Application Interface and Workflow/Process
Management

3.3.13.1 Guided Operation and Workflows

The solution will support operational workflows to guide users. On ‘On-logging’
event, the users will be presented with a list of activated tasks requiring attention.
The list will be grouped by several groups such as Type of Work and within the

group, it should be sorted by the descending order of the urgency or priority.

The list would contain only activated tasks which are relevant to particular users and
their role. This list allows initiation of function and display yhe details of the work

item.

The system is able to assign the activated task according to the Pre-Defined
workflow. Alerts and reminders for the logged in user will be displayed. Warnings
could be generated for the exception. It also facilitates setting of personal reminders
(adhoc) on a specific work item. Once a task is completed, the system will navigate
users to the next task of that work item automatically. These functions are available

throughout the system.
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3.3.13.2 Workflow Navigation
It is possible to navigate easily through the workflow. Below are some examples:

i. For a single event or related work-item such as view history, action due, print
related documents. It is desirable to project and view the future tasks in the

workflow against a time line.

ii. For any task within a workflow — view all Activated tasks and related Work

items which are in progress, or overdue.

iii. Bulk operations: View/action several work items. Select the items from a

filtered list eg. confirm several items, print documents for several items etc.
iv. Filter items by progress on the workflow.

§ Items at a particular point, (ie. - same status)
8 Outstanding/ late items

§ Items assigned to a specific person/role/group

V. Link functions to workflow tasks and action. Where possible, automatically

complete the linked function.

This function is available throughout the system.

3.3.13.3 Non Workflow Functions

All functions that are not part of the workflow and which will be used when required,
will be accessible via a context based menu, or tool bar, in an easy-to-use manner.

This function is available throughout the system.

3.3.13.4 User Interface — Language Requirements

Language requirements will be handled differently for the type of content. Types of

content envisaged are as below.
Static: Menu, Labels, forms, messages, help text, tool tips
Data: System Data, Application Data

Reports: Letters, Operational reports, management information
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All Static information will be available in all Sinhala, Tamil and English languages. All
other information would be on all languages of source data. It will be possible to

switch to a different language at any time, without changing the default preference.

It is possible to enter Application Data in any language: not only in the language of
preference or the language in which the form is displayed. This would enable users
to enter data in the source language, minimizing transliteration ambiguities, whilst
having the form displayed in the language most familiar to them. Therefore, on
viewing or action an item, a screen may contain static content in one language, and

data in another. Key data can be entered in English as well. (i.e. Name, Address)

System Data Information such as descriptions will be available in all three

languages. System generated codes would use English characters and numbers.

Reports and documents will be produced in the recipient's or applicant's language of
choice. In order to support this, the data must be available in the required language.
Otherwise, the general content of the document would be in the language of choice,
and the data, in English, or available language. Public information (e.g. Forms,
instructions) will be available in all 3 languages. The solution will be multi-language,
supporting Sinhala, Tamil and English. Users will be able to specify their preference,
which would be used as the default. It is possible to indicate preferences at location
and user levels. Primary and secondary preferences are desirable. If information is
not available in the primary language, it will be presented in the secondary (or
available) language. Bidder will integrate the ‘transliteration’ software to the solution

proposed by the purchaser.

3.3.13.5 Search Facilities

The system will facilitate searching for information in any language. Search results
will be according to the security and accessibility of data to a particular user. Wild
Card search is supported. Name search: When searching text such as names, street

or place names, the following levels of matching are highly desirable.

§ Match the search text as given, in the given language

§ Match the text phonetically, using sound algorithms.
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Item Search: Simple search facilities based on key attributes will be provided for alll
major entities as well as for workflow tasks. Advanced search facilities will also be
provided, where the user can build up a query consisting of several criteria based on
any attribute. Name search concepts will be applied to name-like attributes. It is

possible to search within the result set to narrow down the results gradually.

3.3.13.6 Data Capture

It is possible to capture data of forms in off-line mode and upload the captured data
to the system as a batch process when connectivity is available. When completing a
form on-line, if information is already available from a previous application in the
database, the system will allow the user to load the existing information to the new
form and modify it. This will reduce the data entry process. This function is available

throughout the system.

3.3.13.7 Machine Readable Data Interfaces

System is able to interface with any other systems or devices which may be linked to

the system. Some of the examples are:

§ Bar-code reader
§ Document scanners

§ Document/image storage and retrieval

This function is available throughout the system.
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3.4 Proposed Face Image and Fingerprint Image Matching

Sri Lanka e-NIC System requires a Biometrics Screening and Verification System in
order to detect any attempt for multiple 1D applications. The Fingerprint 1:N Matching

technology shall be adopted for the detection of multiple applications.

HeiTech is pleased to provide the following two sub-systems to meet the above

objective by using NEC AFIS technology:

i. A Centralized Fingerprint Matching System (FMS) to perform high
speed 1:N fingerprint matching function to detect duplicated registration
in the database, and an 1:1 fingerprint verification function to confirm
identity of a person with a known ID.

ii. A Biometrics enroliment software component with multiple options of
fingerprint scanner and digital/web camera for the enroliment of
applicant fingerprint and portrait photo. This component is highly
recommended to installed to ensure enrollment of quality fingerprint and
portrait images which are important to achieve very high matching

accuracy

Following section provides a brief overview of NEC Fingerprint Technology,
specifically the Automated Fingerprint Identification System (AFIS).

34.1 NEC AFIS Fingerprint Search Accuracy

NEC'’s AFIS unsurpassed fingerprint matching algorithm provides high accuracy and
selectivity regardless of the database size and print quality. Utilizing the most robust
set of fingerprint features, this enhances significantly the chances for matching a
fingerprint against its file print counterpart, regardless of whether the print is distorted
or smudged. Many of our installed systems have been upgraded to increase the
database capacity beyond the original design size while continuing to pass accuracy

and throughput tests.

Automated fingerprint identification is based on the matching of fingerprint minutiae,
such as ridge endings and ridge bifurcation. As these minutiae are simple patterns, it
normally is quite easy to detect them and identify their relative position and direction

as a basis for matching.
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Minutiae position and direction are influenced, however, by image distortion inherent
in all fingerprints. This makes position and direction, by themselves, insufficient for
the identification of fingerprints and in this regard, many current AFIS systems are

found lacking.

As a result, NEC found it necessary to introduce identification factors that are
unaffected by distortion and thus consistently establish the relation between the
minutiae of a fingerprint. In manual identification, the fingerprint expert uses the

number of ridgelines between minutiae for this purpose.

To incorporate these capabilities in an AFIS system, NEC has successfully
developed and implemented a relational encoding and matching algorithm. The
"relation” is expressed by four ridge-counts. In this algorithm, each ridge count is
measured from the concerned characteristic to the closest identical characteristic

within its relative quadrant in a local coordinate system.

Using this additional data (relation) significantly enhances the chances for matching a
fingerprint against its file print counterpart, regardless of whether the print is distorted
or smudged.

Our patented “Ridge Count” detection system provides the most accurate fingerprint

matching capability available.

The proof is in actual performance: Our customers identify millions of fingerprints
each year. This outstanding system performance is realized and continues even with
larger databases. This holds true for our customers whose average database size is
triple that of other AFIS vendors. NEC has proven its system’s ability to maintain

performance even on older generation systems.
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FpVTE2003

The most recent international Fingerprint Vendor benchmark test was performed by

NIST and is known as FpVTE2003 (see www.fpvte.nist.gov for complete details). The

key points of this test are as follows :-

§

The test is conducted by the National Institute of Standards and
Technology, a well known and independent testing authority.

The test is sponsored and supported by Government and Commercial
authorities from all over the world including the US, Europe, etc.

While eighteen (18) separate AFIS companies participated, the
important fact is that the “big four” namely NEC, Sagem, Cogent and
Motorola/Printrak all participated.

It should be noted that the purpose of FpVTE2003 was to test
accuracy only. It is not a test of matching performance or cost of AFIS
systems.

The results clearly showed NEC as the world leader in AFIS accuracy
plus established the fact that there is significant accuracy differences
between the first placed Vendor (NEC) and those that came second
and third.

In the forty-four (44) large scale AFIS tests, NEC came first in forty
(42) of the tests and second in the remaining two (2) tests.

In the seven (7) medium scale AFIS tests, NEC came first in six (6) of
the tests and second in the remaining one (1) test.

NEC's overall accuracy rate for the Large Scale Test of more than one
billion fingerprint comparisons was an astonishing 99.68% (error rate
of 100% - 99.68% = 0.32%) ! The second placed vendor scored
99.02% (error rate of 0.98%) while the third placed vendor scored
98.78% (error rate = 1.22%).

A quick comparison of the error rates between the top three vendors
shows that for every one (1) error the NEC algorithm makes, the
second placed vendor will make three (3) times as many (0.98% /
0.32% ~ 3 times) while the third placed vendor will make four (4) times
as many errors (1.22% / 0.32% ~ 4 times) as the NEC AFIS algorithm.
Finally, the NEC’s algorithms proved their robustness by coming first

in both the poor quality test (NEC maintained the highest accuracy
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amongst all vendors as the fingerprint image quality dropped) as well
as the Database Growth Test (NEC’s accuracy declined the least of all
vendors, even when the database size was increased by a factor of

one hundred fold).

In addition to the FpVTE 2003, NEC also participated the Slap Fingerprint
Segmentation Evaluation 2004 (SlagSeg04, NIST IR 7209), conducted by National
Institute of Standard and Technology (NIST).

SlapSeg04

The Slap Fingerprint Segmentation Evaluation 2004 (SlapSeg04) was conducted to
assess the accuracy of algorithms used to segment slap (plain) fingerprint images
into individual fingerprint images. Ten companies submitted thirteen algorithms for

review and NEC scored at the top of each test category.

NEC's slap segmentation algorithm achieved 96.8% correct segmentation rate when
three or more highly matchable fingerprints (and correctly identified finger positions)
are measured. Additionally, NEC’s slap segmentation algorithm gave the best
accuracy on hand and finger position identification rate for slaps with unknown hand

type. NEC can correctly identify hand and finger position 99.8%.

Accuracy of slap segmentation has immediate benefit in conducting the finger
sequence check for livescan submissions and building slap prints database without
operator intervention. SlapSeg04 technology has been already implemented at

several NEC AFIS installations.
NEC AFIS is Open Standard

NEC strives for standard compliance by quickly adopting NIST published standards.
In the early 1990's, NEC was the first AFIS vendors to embrace NIST ITL standard.

Compliant Fingerprint Standard

ANSI/NIST-ITL-1a-2000 American International Standards for
Information systems - data format for
the interchange of fingerprint, facial,

scar mark and tattoo information.
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CJIS-RS-0010

(EFTS)

CJIS-RS-0010
(IQS-Appendix F and G)

FBI Compliant WSQ
Compression/Decompressio

n

Electronic Fingerprint Transmission
Specifications

IAFIS Image Quality Specifications
(Appendix F)

Interim |AFIS Image Quality
Specifications for scanners

FBI’s Wavelet Scalar Quantization
Specifications for Grayscale Fingerprint

Image Compression.
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3.4.2 Proposed NEC AFIS System Configurations

Figure 3.10: Proposed Fingerprint System.

As illustrated in Figure above, the proposed Fingerprint System is composed of two
major sub-systems, a Centralized Fingerprint Matching System and Biometrics

Enroliment Component.
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The Centralized Fingerprint Matching System provides the back-end fingerprint 1:1

and 1:N matching functions at Data Center.

The Fingerprint Enrollment Component is a component to be integrated into the front-
end e-NIC Obtaining Application and enrollment of fingerprint and portrait photo

images.

Both sub-systems shall be integrated with the main e-NIC System for applying
application registration and transaction processing using the same database server
with the main e-NIC System for storage and access of biometrics data (fingerprint
and photo images) and transaction data. The proposed system also will reside on

the existing network at Head Office and DS.

Generally, the e-NIC System will send the applicant’s fingerprint images to the
Fingerprint Matching System (FMS) to request for 1:1 or 1:N matching via an
XML/Web Services interface. The matching result will be returned to e-NIC System
in online mode or batch mode. Section below describes more details about NEC

AFIS solutions and functions.

Centralized Fingerprint Matching System (FMS)

FMS is a software-based high speed fingerprint matching system based on highly

accurate and reliable NEC fingerprint matching technology.

FMS utilizes array of industry standard servers for parallel matching processing to
achieve very high matching speed at lower cost, and assure future upgrade path and
maintainability since no proprietary hardware is used. The Fingerprint Matching

System is composed of following hardware components:

8 FMS server

8 FMS Search Engine

§ Verification Station
FMS Server

The FMS Server performs the functions for:

§ Search Database storage and management

8 Manage the Search Engines configuration, status and error recovery
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8 Interface to the main e-NIC System for transaction request,
processing and response the processing results.

8 Search jobs supervision and search results dispatching

8§ Search Reports Generation

§ System Monitoring

FMS Server can be configured with multiple servers in active mode to achieve high
system availability and high scalability. In this project, two units of FMS Servers are

proposed.

FMS Search Engine

FMS Search Engine is a software based fingerprint matching engine running on
Windows Server. An array of high performance blade servers are used for parallel
processing to achieve very high 1:N fingerprint matching capacity to meet the daily
fingerprint screening requirement. The units being proposed is base on the number

of record required to process.

Verification Station

The Verification Station is used for visual verification of fingerprint hit cases to
confirm whether a hit case is a genuine attempt of multiple ID application, or it could

be just false hit due similarity in two applicants’ fingerprint.

Verification Station provides following functions and features for handling of 1:N

fingerprint search jobs and hit cases:

8 Monitoring of fingerprint search jobs processing status

§ Auto-routing of fingerprint hit cases for visual verification and
inspection

§ User friendly and easy to use User Interfaces for quick browsing of hit
candidates

8 Side-by-Side display of photo and fingerprint to allow easy comparison
and verification of applicant and hit candidate identity.

8 Fingerprint analysis tool for detailed inspection of fingerprint ridges

and minutia points.
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8 Generation of reports for duplicates cases, include printing of
fingerprint images.
8 Verification result entry and automated routing of transaction to next

step of transaction workflow.

Biometric Enrollment Component

The proposed Biometrics Enrollment Component is a modular package for
enrollment of biometrics data such as fingerprint, photograph, signature specimen,
etc. The packaged include the Software Development ToolKit for Biometrics
Software Development (SPID) for seamless integration and for rapid biometrics
application software development. SPID handle the biometrics functions such as
fingerprint and facial image capture, image quality control, feature data extraction,
and international data format compliant, hardware device independent. This software
Conforms to NIST and ICAO standards for biometric data format and will made
automated facial image tokenization to meet ICAO Standard Specification in future

implementation.

The proposed Fingerprint Matching System shall share the same server but different
database partition within the main e-NIC System for storage and access of biometrics

data (fingerprint and photo images) and transaction data.

3.4.3 Integration AFIS with Main National ID System

The proposed Fingerprint Matching System (FMS) shall be integrated with the main

e-NIC System to provide two major functions:

I. 1:N Fingerprint Search against entire fingerprint database to
detect duplicate registration records.

ii. 1:1 Verification of Applicant Identity

1:N Fingerprint Search

This function search against the entire fingerprint database to detect duplicate

registration records. The proposed workflow is describe below.
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Vi.

Vii.

viii.

e-NIC System or the capturing station submit the applicant ID and fingerprint

images to FMS Server via Web Services or API provided by FMS.
FMS Server registers the search request in the FMS Search Job Queue.

Two operation modes, online and batch can be supported. In online mode,
National ID System will wait for the search result to be returned upon
submission of search request. In Batch mode, e-NIC System just places the
search job in FMS Server without waiting for the search results to be

returned.

FMS Server dispatch the search jobs to FMS Search Engines to perform 1:N
Search. A priority can be assigned to each search job such that Express
Applications will be processed first to meet the stipulated response time

requirement.

When there is fingerprint hit detected, the hit case will be routed to

Verification Station for visual verification.

This is a configurable process for which the hit case may also be returned to
the ID System without visual verification. Alternative, the routing decision can
also be configured based on percentage of similarity between two fingerprint

images.

In online mode, FMS Server will return the search result to the calling party

when the 1:N Search is completed.

In Batch mode, National ID System will need to send request to FMS Server

to retrieve the search result via Web Services or API provided by FMS.

1:1 Verification of Applicant Identity

National ID System or the Registration Station send the applicant ID and
fingerprint images (or minutia data if use SPID for enroliment) to FMS Server
via Web Services or API provided by FMS.

FMS Server performs 1:1 fingerprint matching by matching the input

fingerprint against the registered fingerprint of the Applicant in the database.
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3.4.4

FMS Server returns the matching result (pass or fail) to the calling party in

online mode.

System Capacity and Performance

RPD required the AFIS solution must used one rolled base fingerprint in the matching

process. Our solution will meet this requirement and we are proposing this one rolled

base fingerprint. However due to major concern in using one rolled base we are

highlighting the rolled base capture and two flat fingerprints capture for an alternative

solution to RPD for consideration. There is financial impact to either one option

especially the devices capture, server and storage as it's require differences quantity,

storage sizing, software license and new capture device.

3.4.4.1 One rolled fingerprint capture and matching

Our Assumption;

Vi.

Vii.

viii.

Number of ID application per year is 2.4 million for the 7 years

Number of ID application per day during peak period is 10,000 applications
per day.

1 rolled fingerprint are captured per ID applicant.
Initial database has no records.

Maximum database size is 16.8 million records (16.8 million fingerprints) in 7

years time.

1:N Fingerprint Search for normal service transaction shall be completed
within 20 hours as the approvals are centralized. A 180 seconds response

time is not required unless the approval is at the front end.
One finger will be used for 1:N fingerprint search

All transaction will be matched against the entire registered fingerprint
database. No fingerprint classification or database segmentation/filtering

shall be used.

The following table shows the requirement on fingerprint matching capacity over 7

years for above search method.
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Year 1 Year2 | Year3 | Year4 | Year5 | Year6 | Year7

(Records)

Database Capacity 2.4 4.8 7.2 9.6 12 14.4 16.8

million million | milion | milion | milion | milion | million

Engines required using one
rolled based fingerprint

(4xQuad core)

Number of FMS Search 7 14 19 26 31 38 43

3.4.4.2 Two fingerprint capture and matching

Our Assumption;

Vi.

Vii.

viil.

Number of ID application per year is 2.4 million for the 7 years

Number of ID application per day during peak period is 10,000 applications
per day.

Maximum of two Flat fingerprints are captured per ID applicant.
Initial database has no records.

Maximum database size is 16.8 million records or 37.6 million record (12

million as required in the tender and 30% growth in 7 years time).

1:N Fingerprint Search for normal service transaction shall be completed in
20 hours. A 180 seconds response time is not required unless the approval is

at the front end.
Maximum two fingers will be used for 1:N fingerprint search

All transaction will be matched against the entire registered fingerprint
database. No fingerprint classification or database segmentation/filtering
shall be used.

The following table shows the requirement on fingerprint matching capacity over 7

years for above two search method.
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Yearl | Year2 | Year3 | Year4 | Year5 | Year6 | Year7

Database Capacity 2.4 4.8 7.2 9.6 12 14.4 16.8
(Records) million | million | milion | milion | milion | milion | million
Number of FMS Search 10 19 28 38 47 55 65

Engines required using
two flat fingerprint

(4xQuad core)

3.4.5 Rationale for Two Flat fingerprints instead of One Rolled
Fingerprint
The main reasons for proposing two flat fingerprints instead of one rolled fingerprint
is:
§ Accuracy

§ Effective use of resources

§ Operational Issues

Below shows the accuracy statistics between a single flat fingerprint and two flat

fingerprints. As a general guide line, we use the following data with FRR fixed at

0.1%.
FAR in Est. False Hits per day based
Enrolled Fingerprint | FARINn % Frequency of on 10,000 transaction and 10
False Hit million DB Records
. _ 1in 4 million 25,000
Single Flat Print 0.000025%
matches
. 1in 100 million
Two Flat Prints 0.000001% 1,000
matches
Single Rolled Print
(assume 50% higher | 0.0000125 1in 8 million 12,500
accuracy)
Note:
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“False Acceptance Rate (FAR) which is the probability that an identity fraudster will
be accepted by the system

False Rejection Rate (FRR) which is the probability that a legitimate person will be
rejected by the system.

By adjusting the threshold of acceptance, the FAR can be lowered at the expense of
the FRR, and vice versa. In a highly confidential application like the National ID
program, a higher FRR and a lower FAR are required. In this example we used FAR
of 0.000001% at a FRR of 0.1% for 2 flat print matching. In this context, FAR or False
Unmatched of 0.000001% means that there will be a random one falsely accepted
fraudulent application for every 100 million record matches. It is important to note
that FAR and FRR rates and the accuracy of the system are a direct result of the
quality of the fingerprint of the individual user. Actual FAR and FRR figures may
differ due to poor quality of the captured fingerprint images”.

As seen above, the accuracy of two flat prints is much higher than a single flat
print. Assuming if a rolled fingerprint is 50% more accurate than a single flat print,

two flat prints matching is still much more superior in accuracy.

In terms of resources, a rolled fingerprint will take up 50% more matching resources
compared to a flat fingerprint while two flat fingerprints will take up 100% more

resources.

While two flat fingerprint’s resources is double that of single rolled fingerprint,

its matching accuracy is more than 12 times better.

Operationally, it is more difficult to capture a good rolled fingerprint compared
to a flat fingerprint. The officer administering the fingerprint capture will need to be
adequately trained. If rolled fingerprint is not captured properly, the 50% increase in

accuracy will be impacted resulting in a less accurate system.

Those matches that returns a high score (high probability of a match) would be
consolidated in a Hit list (or False Hits). Human intervention will be required to
determine whether it's a real hit or false hit. Real hit means an exact match or
duplicate found. Using the same illustration, if we go with single flat print, the hit list
would be 25x as long as that of 2-finger. In another words, if it takes 1 operator to
clear 1,000 record Hit list per day (2-finger scenario), you would require 25 operators

to do the hit list management for 1-finger. Operationally, 1-finger is not desirable.
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3.5 Proposed RPD Data Center

The proposal Data Center in our proposal will have the most advance technologies
for highly secure facility (physically and logically), which guarantees the integrity and
securities of data. The Data Center will enable the consolidation of the critical
computing resources in controlled environments, under centralized management,
that will make it possible for operation in line with needs of the mission critical
operation. The Data Center design is based on the high availability requirement and
also in mission critical operation where the systems must be operational at all times
(24 hours x 365 days). High availability, high securities and no shutdown of power
supply to the Data Center for maintenance or addition of computer equipment can be

tolerated.

351 Infrastructure

We have carefully proposed the specification base on our site visit and propose
accordingly to the requirement. The construct, built, implementation, testing &
commissioning of Data Center at e-NIC facility should consist of the following. They

are:

Data Centre Power and Data Cabling
Backup Power Supply

Monitoring and Equipment Room

w w W w

Security Systems

3.5.1.1 Data Centre Power and Data Cabling

Data Center Power

In Data Centre setup, electrical components
such as Main Switchboard (MSB), UPS Output
DB and cables are among the most important
and crucial elements that require thorough care
and considerations for their proper technical
implementation, supervision works and safety concern. For these reasons, there is
technical expertise within the organisation with recognised Authorities’ certification

and licence to properly carry out any stringent electrical distribution, installation, set-
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up, testing and commissioning for mission critical electrical application by adopting

the best practices of IEEE electrical code and standard of installation procedures.

The Data Centre electrical distribution is different
from that of a normal office. Our corporate approach
is always to supply and install higher quality
equipment and components to maintain the highest
availability and safety by avoiding any triggering
effects of any unnecessary earth fault and leakage
current that can cause upstream tripping and long
blackout duration. They will also be of ferrous metal
type, painted with rust inhibiting self-etching primer,

with 2 coats of glass enamel, epoxy paint.

They will also be incorporated with MCCB breakers, Earth Fault Leakage Relays,
metering devices, phase indicators, proper labelling of bolted cable lugs and

transparent fibre panels for safety and maintenance purposes.

All outgoing power cables for critical equipment will be terminated with single circuit
and each individual circuit will be protected with earth fault protection. When there is
an earth fault condition, it will only trip the affected circuit without tripping the rest of

the circuit, thus maximizing the uptime of the Data Centre.

Data Centre requires a reliable power source that is free from interference or
disturbance. The proposed electrical system will provide redundant power supply to
the IT equipment for high availability and to avoid single point of failure in the Data
Centre. The UPS system will remove surges, electrical noise and harmonics and
also Stan by Generator Set will automatically take on the load and work parallel to
the UPS.

Data Cabling

Data Cabling for RPD Data Center provides the information design DIGILink
Certified Cabling System. Designers with a working knowledge of structured cabling
systems design intend the Design Guidelines for use. The Design Guidelines are part
of a series of documents supporting the design, installation, and use of a DIGILink

Certified Cabling System.
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We offers full service VOICE, DATA, and VIDEO structured cabling design and
turnkey installations, including design and installation. We provide technologically
advanced and best in class cabling solutions. Category 5e UTP cable will be used to
install at RPD Data Center and using 24 port patch panel ( Rack end )and ABS
molded dual face plate information outlet with RJ 45 module ( TIA/EIA — 568b).Three
numbers of 44U (800 x800 x2200mm) free standing locally assembled black color
powder coated Zinc enclosure compliance to IP 54 with fan plate and 4 way power
bar. Active networks components ( networks switches ) provided will be 10/100 Mbps
D-Link DES 3026 24+ 2 Giga fiber L2 manageable switch Giga transceiver. These
will placed inside 44U racks and will interconnect OMR ,RPD,Data Center and

Printing Area
Testing, Certification and Acceptance

All installed cabling (UTP), interconnection hardware (patch panels) and patch cords
shall be tested accordingly, subsequently certified to industry accepted testers
and fully documented. Testing and certification are included in our cable installation
service but we also provide cable testing and certification service for existing cabling
infrastructure. All 4 pair UTP cabling shall be tested and certified to Category 5e

industry standards.

3.5.1.2 Data Centre Backup Power Supply

Uninterruptible Power Supply Systems (UPS)

The proposed UPS System which is part of the electrical design for the Data Centre
comes complete with Internal and External Maintenance Bypass, such that on normal

operation the loads are supplied from UPS.

The UPS units will be of on-line, double conversion type. Active Input Harmonic
Filter will also be added in to reduce the harmonics feedback. The battery back-up
time for UPS shall be sized at rated 60kVA for 10 minutes. The sizing of the back-up
time is to enable the Data Centre to have sufficient time to power down the IT
equipment in the event of total power failure. One units of Powerware 9390 - 60KVA
UPS have been proposed with autonomy time of 10 minutes, and include batteries of
5 vyears design life span. The proposed Powerware 9390 UPS units are

manufactured in USA by Eaton Powerware.
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Generator Set

We proposed a 100KVA Standby Generator set,

based on the full load UPS and Precision A/C power

calculation requirement to provide continuously

auxiliary power supply upon utility outage. The

concept is whereby upon power failure the UPS is

automatically using it's own battery backup to provide

power to the load without interruption and the genset only be started operation in
within 10 seconds or less and to take over as a secondary power provider to the UPS
and precision A/C. With the genset in place, there is no need to auto-shutdown all the
operation servers while power blackout and the UPS battery life span could be in
service for a longer time. The Genset is recommended to be located at ground level
with Proof Canopy .One unit of Kiloskar Green Generator Set will proposed to back
up power for Data Centre, Operation Office and Card Production Centre .

3.5.1.3 Data Center ( Civil Works )

The purpose of designing a Data Centre at the Department of Registration of
Persons by the Ministry of Internal Administration is an initiative by the GoSL under
the IT enable provides adequate capacity and higher service in issuing the National
Identity Card for the masses. Factors that we considered included accessibility , cost
effectiveness, location and efficient use of space. Our intent was to preserve the
existing space of the Department and to design the complex in such manner that it
will reflect the modern feel and look. The proposed eNIC Data Centre will be housed
mainly at the present premises of the Department of Registration of Persons at

Jawatta Road , Colombo 5.Sri Langka .

The Technical drawing will shown as per attachment at Section 9: Annexure
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Raised Flooring System and Floor Insulation

The new Raised Flooring System covers the floor system, floor insulation and air

discharge panels. The proposed floor system will have rigid-grid framework formed

by galvanised stringers and pedestal and

assembles carefully bolted at 600mm centers.

The modular square panels will be supported
equally along the edges of the rigid- grid. The

stringers will also ground to the computer earth.

The modular square panel will provide a high-

pressure laminated tile (anti-static) as floor

finish. / |
LY R |

The floor system when completed will be | l'___"a.

sturdy, rigid and free of rattles and other
vibrations. The raised floor height will be

300mm. The floor will achieve an overall

flatness of within + 2mm over a 3m span. It will be capable of accepting a
concentrated load of 4.5 KN/sq.in and a uniform distributed load of 13KN/m? to give a

deflection not exceeding 2.5mm.

The 25mm polyethylene insulation layer of factory manufactured sections in 600mm
x 600mm modules will be evenly applied to the floor and side walls of the underfloor
of the data center. With the polyethylene insulation, there will not be any

condensation due to low temperature of air-conditioning system.
Air Conditioning System (Precision Air-Conditioning System)

The process cooling or close control air-conditioning is recommended to be used for
computer rooms/data center equipped with servers that consist of sensitive
microchips and electronic components which require extremely low air-conditioning
temperature e.g.: 22 °c + 2°c, low humidity 50% relative humidity of £ 5% and low

dust condition (by introducing positive fresh air).

According to engineering studies, the lifespan of the microchips and sensitive

electronic components would be prolonged if the room temperature can be controlled
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with low temperature, low humidity and low dust environment. Thus, normal comfort

air-cond such as fan-coil unit is not recommended for data center application.

The process cooling system for Data Centre is designed for duty and standby
operation (redundancy) capable of operating 24 hours and maintaining a specific

room temperature of 22°C at 50% R.H in Data Centre.

The air-cooled process cooling consists of indoor precision air conditioning unit and
outdoor air-cooled condenser units. The refrigerant liquid and copper suction pipes

shall be running to and fro between indoor and outdoor units.
Air cooled precision air-condition units

The air cooled precision air-condition units shall be self-contained factory assembled
unit and come complete with factory supplied full assembly of cooling coils, air filters,
electric reheat, high static fans, fan motor, compressors, microprocessor based
controller which at stated conditions shall provide
sensible cooling above 90% of sensible heat
ratio. The design of the unit shall have a dual

refrigeration circuit.

The entire process cooling air-conditioning
system can support terminal port for high level
interface to existing building BAS and
environmental monitoring system. In our study,
we will allocate 2 unit Precision Air Cond 10 KVA
and will rotate every 6 hour to cater 24 hour

humidity and environmental at Data Center

3.5.1.4 Security System (Physical)

In any sensitive data collection procedure the data center has to be monitored for
illegal intrusions and entry , to counter this issue we have also recommended the use

of CCTV cameras, Access Control Systems, and Fire Fighting for Data Centre
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CCTV

The scope of work for CCTV includes in Data Center the supply, installation, testing
and commissioning of a complete of 3 units CCTV system together with monitoring
control system, recording and surveillance. All of the CCTV System equipment and
application software installation in Data Center will be done by Certified Installers

and Integrators of the proposed manufacturer.

Access Control System

We proposed 2 units Smartkey Biometric Access System at the Data
Centre for restricted access monitoring and control for staff, visitors and to prevent
unauthorised intrusion. The proposed biometric security system included capacitive
sensor in CMOS technology. Mechanical resistance is hard surface provided
protection against chemical resistance is enhanced resistance against most liquids,

gases, sweat. Biometric built-in card reader for both fingerprint and EM cards.
Fire Protection

We have proposed the FM 200 Fire Prevention and
Suppression System for the Data Centre. The FM 200
Fire Suppression system is designed using software
calculation on the concept configuration based on the
volumes of the rooms, hydraulic pressures applied in
the distance piping and discharge time requirement. Each individual room in the Data
Centre is protected by an independent discharge system that is not shared with other
rooms. The gas cylinders can be extended out with schedule 40 piping & detection
system to the hazard areas. The minimum time of discharging shall be less than 10s
and the fully completed extinguishing time is less than 30s upon gas discharge
activation. FM 200 systems combine active fire protection, the benefits of clean agent
Systems and people-safe, environmentally friendly performance. It penetrates every
nook and cranny of the protected facility as it snuffs out fires in seconds. It minimizes

fire-related downtime, leaving no residue to damage sensitive electronic equipment,
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vital software or irreplaceable objects. There’s no time consuming, expensive
cleanup, and you can get your business operations back on line faster. FM-200 is
safe for people: It is non-toxic when used in accordance with NFPA Standard 2001. It
causes no breathing problems for people and won'’t obscure vision in an emergency
situation. FM 200 is Environmentally Friendly: FM200 is the most versatile and tested
clean agent in the market, has zero Ozone Depletion Potential (ODP), a low
atmospheric lifetime (36.5 years) and no Environmental Protection Agency usage
restrictions. FM 200 is Tested and Accepted by Underwriters Laboratories, Factory
Mutual and the National Fire Protection Association (2001 Standard) and most global

approval authorities.

3.5.2 Proposed Hardware

We propose a complete solution to run e-NIC application at new Data Centre at RPD
Head Office. The solution is base from IBM Server technology which includes the
blade setup, rack mounted, cluster setup, redundant components and SAN
technology. This combination of solution will provide high availability, easy
management and achieve performance. Following diagram show server required to

run e-NIC applications.

Our proposed data center server as previous section illustrated the redundant items
and cluster environment required at Database server, Application Server, Web
Server, Directory Server, LAN Network switch, and SAN Fiber Channel and Switch.
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Base on the above setup, in summary all the critical component will be configure for

high availability and scalability;

§

Database Sever will be configure to have redundant power supply,
network card, and active-active HACM setup. Its will have automatic
failover and recovery at operating system and hardware level.
Application Server will have two units with redundant components and
load balancing futures.

LAN switch will have redundant and usage of 1000Mbps oe Level 2
network setup.

SAN storage will have hot swap disk, redundant power supply, double
fiber channel (FC)

Tape backup library will be use to auto backup daily database to
external tape and save at recovery center.

All servers are scalable for more CPU, memory, disk and 10

components.
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3.5.2.1 Database Cluster and Storage Subsystem

The above Database Failover Cluster is proposed to ensure continuous availability of

the DB2 Database. The cluster includes the following,

§ IBM System p Model 55A servers in a HACMP Cluster

8§ 16 port SAN Switches for the Fiber Channel connectivity with Storage
Subsystem

§ DS4800 Storage Subsystem

The 02 Nodes of Database servers are in a HACMP (High Availability Cluster - Multi
Processing) in an Active - Active cluster. Since both server are active its can be use
as load balance and any one down there is no impact to the application. The
downtime will be minimize and the data will be available at most of time. HACMP via
its reliable monitoring, failure detection and automatic recovery of the database
provides high availability which in turn can sure better service levels to the citizens in
this project. The HACMP solution can also virtually eliminate planned outages by
transferring users, applications and data to backup systems during scheduled

maintenance.
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Web Server or Load Application Server in Directory in Websphere
Balancer in in Websphere Application Server -
Websphere Application Server - Network Deployment
Application Server - Network Deployment Cluster.Server Model
Network Deployment Cluster. x3850M2

Cluster. Model Model x3850M2

X3550

The above servers has been included in a Websphere Application Server - Network
Deployment Server cluster for high availability and fault tolerance. WebSphere
Application Server Network Deployment distributes workloads across multiple
servers through sophisticated load-balancing and clustering capabilities, including
automatic failover capability and content-based routing to deliver more-effective

session management and enhanced, edge-based caching capabilities.
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Table below are the summary our proposed server for above requirements.

High Availability
Intel Servers Qty Model Setup
DNS Server 2 x3350 -
Web Server or Load Balancer. 2 x3550 Cluster
Web Services integration Server 1 x3550 -
Load balance and
Application Server 2 x3850M2 Cluster
Management Server 1 x3550 -
Reporting server 1 x3550 -
Directory Server 2 x3550 Cluster
Back Up Server 1 x3550 -
Total Servers | 12
Racking System 3 | NetBAY42
Development and Testing
Development ; Application and DB 1 x3850 -
Testing; Integration,Application and
DB 3 x3550 -
Database Servers
Database Servers 2 p55A HACMP Cluster
Storage Infrastrcture
SAN32B-
SAN Switches 2 3 Cluster
Tape Library 1 TS3200 -
Storage Subsystem 1 DS4800 -
AFIS Servers
FMS Server 2 x3650 Cluster
FMS Search Engine Cluster 43 LS41 Blade
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3.5.3 Proposed e-NIC Servers

The technical specification of new servers required for the RPD at HO Data Centre

that will house applications and databases will be as follows:

Item Description Qty Hardware Specification Software Licenses

No

A | Database Server

Two units pSeries Server setup as an ACTIVE-ACTIVE setup, redundant power supply,

redundant network card, RAID hard disk hot swap.

Details product specification please refers to

product broacher attached at Annexure section. (IBM Power 550 Express)

Al | Model p55A 2 |- 2 x Dual Core 42 GHz |- AIX5LV5.3
Active-active POWERS6 processor. - IBM High Availability
configuration - 16MB RDIMMs Cluster Multiprocessing
(HACMP); - 2x73GB 15K RPM SAS Disk V5.4 (HACMP V5.4)

Drive. - IBMDB2 9

- 3xGigabit Ethernet

- 2x4 Gigabit PCl Fiber
Channel adaptor

- IDE Slimline DVD-ROM Drive

- 36/72GB 4mm DAT72 SAS
Tape Drive

- USB Keyboard & mouse

- rack mounted

- dual power supply hot

swap

B | Application Server

Will install e-NIC Application at two units Intel Server, cluster setup, redundant

power supply, redundant network card, RAID hard disk hot swap.
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Item Description Qty Hardware Specification Software Licenses
No
Details product specification please refers
to product broacher attached at Annexure section. (IBM System x3850 M2)
Bl | x3850 M2 2 | - 2xXeon Quad Core E7330 RedHat Linux 4 Advance
Cluster setup Load 80W 2.4GHz/1066MHz/6MB L2 | Server
Balancer - 12G DDR2 SDRAM RDIMM - IBM WebSphere
- UltraSlim Enhanced CD- Application Server.
RwW/DVD - eNIC Application
- 2 x 1000 NIC Adaptor
- 3x146GB SAS HDD RAID 5
- Rack mount server
C | Other Servers (X3550)
Details product specification please
refers to product broacher attached at Annexure section. (IBM System x3550)
C1l | Web Server 2 | - 2 x Xeon Quad Core X5450 - RedHat 4 AS
(x3550) 120W 3.0GHz/1333MHz/12MB - Customize product

L2
- 4GB PC2-5300 CL5 ECC DDR2
- 3x146GB 2.5in HS SAS
- Ultrabay DVD-ROM/CD-RW

Combo Drive,

- Rack mounted
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Item Description

No

Qty

Hardware Specification

Software Licenses

- PRO/1000 PT Dual Port Server
Adapter

- x3550 redundant power supply
670W

C2 | Web Service
Integration Server,
Management
Server, Backup
Server (x3550)

- 2 x Xeon Quad Core X5450
120W 3.0GHz/1333MHz/12MB
L2

- 4GB PC2-5300 CL5 ECC DDR2
- 2x146GB 2.5in HS SAS
- Ultrabay DVD-ROM/CD-RW

Combo Drive,
- Rack mounted

- PRO/1000 PT Dual Port Server
Adapter

- redundant power supply 670W

- RedHat 4 AS

- Customize product

C3 | X3550 - Reporting
Server

- Xeon Quad Core X5450 120W
3.0GHz/1333MHz/12MB L2

- 4GB PC2-5300 CL5 ECC DDR2
- 2x146GB 2.5in HS SAS
- Ultrabay DVD-ROM/CD-RW

Combo Drive,
- Rack mounted

- PRO/1000 PT Dual Port Server
Adapter

- redundant power supply 670W

- RedHat 4 AS

- Customize product

C4 | X3550 — Directory
Server

- 2xXeon Quad Core X5450 120W
3.0GHZz/1333MHz/12MB L2

- 3GB PC2-5300 CL5 ECC DDR2
- 3x146GB 2.5in HS SAS
- Ultrabay DVD-ROM/CD-RW

Combo Drive,
- Rack mounted

- PRO/1000 PT Dual Port Server

- RedHat 4 AS

- Customize product
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Item Description

No

Qty

Hardware Specification

Software Licenses

Adapter
- redundant power supply 670W

C5 | X3350 — DNS Server

- 2xXeon Dual Core E3110
3.0GHz/1333MHz/6MB L2

- 2GB PC2-5300 CL5 ECC DDR2
- 1x146GB 2.5in HS SAS
- Ultrabay DVD-ROM/CD-RW

Combo Drive,
- Rack mounted

- PRO/1000 PT Dual Port Server
Adapter

- redundant power supply 670W

D | AFIS Server

D1 | X3650, FMS Server

-2x Quad Core X5460 120W
3.16GHz/1333MHz/12MB L2,

- 4GB PC2-5300 CL5 ECC DDR2

- DVD-ROM/CD-RW Combo
Drive, 835W p/s, Rack

- redundant power supply

Windows Server 2003 64-bit
Std

NEC FMS Server for up to.

D2 | - FMS SE

- Chassis of Server
LS41 Blade Servers

43

10

4xAMD Opteron Dual Core
Processor Model 8220 95w
2.8GHz/2MB L2

4GB RAM, 2x146GB RAID-1 Disk

Windows Server 2003 64-bit
Std

NEC FMS Search Engine

Software

E | Development and Testing Server
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Item Description Qty Hardware Specification Software Licenses

No

E1 | x3850 M2 1 Rack mount server, Database Sever

- 2xXeon Quad Core E7330 80W Application Server
2.4GHz/1066MHz/6MB L2,

- 8x1GB ECC DDRZ2,

- CD-RW/DVD-ROM Combo,
- 2x1440W pls

- 4x146GB Harddisk

E2 | x3550 3 | - 2xXeon Dual Core E3110 Database Sever
30GHZ/1333MHZ/6MB L2 App”cation Server

- 2GB PC2-5300 CL5 ECC DDR2
- 3x146GB 2.5in HS SAS
- Ultrabay DVD-ROM/CD-RW

Combo Drive,
- Rack mounted

- PRO/1000 PT Dual Port Server
Adapter

- redundant power supply

F | Storage System

F1 | SAN Switch 2 - 4 Gbps SW SFP Transceivers
- Fibre Cable LC/LC 1m multimode

(SAN32B-3) - Fibre Cable LC/LC 5m multimode
- Fibre Cable LC/LC 25m multimode
F2 | SAN Storage DS 1 | - 4Gbps Fibre Channel
4800 - 4x DS4000 EXP810 Expansion Unit
F3 | Tape Library TS 1 | - 8144 Ultrium 4 Fibre Channel Drive
3200 - 13m LC/LC Fibre Channel Cable

- Additional Power Supply

AFIS Sever Distribution
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Due to many servers required for matching purpose our delivery strategy to this

server will be in stages according to database volume. The following table shows the

requirement and delivery of the server over 7 years.

Yearl | Year2 | Year3 | Year4 | Year5 | Year6 | Year 7
Database Capacity 2.4 4.8 7.2 9.6 12 14.4 16.8
(Records) million | million | million | milion | million | million | million
Number of FMS Search
Engines required using
one rolled based ! o 19 26 3 %8 3
fingerprint (Option 1)
Number of Search Engines
distribution in 7 years one 7 18 18
rolled print

With the new technology improve the server performance will also improve and this

will reduce the physical server usage in seven years.

3.54 System Capacity and Performance

Storage Capacity

Our calculation base on the following assumption:

I. Below data being used in our proposal to calculate the storage and

server capacity.

— T OMMmMmUO W >

Number of Branch
Guaranty card printing daily
Total Population eligible ID Card
+30% Growth in 7 years
Roundup eligible population
Working days a year (20 days per month)
Daily transaction at each branch (B/A)
Card printing per branch per year (F*G)
Card printing per year (F * B)

321

10,000
12,000,000
15,600,000
16,000,000
240

31

7,477
2,400,000
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In order to print 10,000 cards daily, the

total records per Year 2,400,000
Cumulative Records in DB Year 1 2,400,000
Cumulative Records in DB Year 2 4,800,000
Cumulative Records in DB Year 3 7,200,000
Cumulative Records in DB Year 4 9,600,000
Cumulative Records in DB Year 5 12,000,000
Cumulative Records in DB Year 6 14,400,000
Cumulative Records in DB Year 7 16,800,000

The total record in seven years will be 16.8 millions.

Size of each record calculated from SRS documents is 3KB. Its consists
of card holder info, application, artifact link, card history, workflow
history, notification, name, address, ID card no, contact number and
other demographic info. With the estimation of 16 million records and

accommodate any error the database size is 130G.

Size data per record calculated from SRS 3KB
Size data per record for calculation 4KB
Log data per record 4KB
Total data per record 8KB
Total database size 6KB x 16M) 122GB

The system stored fingerprint 40KB capture which required 720GB

storage.

Assuming 4 documents scanned for each applicant, total size is 400KB

and this required 5TB of external storage.

In total e-NIC system storage with additional buffer required 7TB in 7
years project implementation.

AFIS Storage Capacity

Our calculation base on the following assumption;

i. Per fingerprint image (rolled) = 17 KB (Capture size 512x512 pixels, WSQ

15:1 compression)

ii. Per fingerprint minutiae (flat) = 1 KB

iii. Per record (1-fingerprint) = 17x1 + 1x1 = 18KB
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3.5.5

iv. Log data per record = 2KB

V. Total data size per record = 18+2 = 20KB

Vi. For 16million records = 340GB

Vii. Total DB size required, inclusive of 30% overhead = 340GB/0.7 = 485.7GB

viii. Usage of same calculation, rolled base usage will required about 500GB.

Storage System

SAN Storage

Our storage solution will use high performance IBM System Storage DS4800. Its

being connected for server access using Fiber Channel and redundant SAN Switch.

Details product specification please refers to
product broacher attached at Annexure section. (IBM
DS4800 datasheet)

As a business matures, so does the amount of data and the value it holds within the
organization. If the data is distributed across servers and individual storage systems,
the business will face increased cost, complexity and the accompanying business

risks.

The IBM System Storage™ DS3800 leads the way for these organizations to take
advantage of consolidating and sharing this data within a direct-attach or SAN
solution. With SAS and SATA drive intermix support the DS3800 can be optimized
with the right workload demand utilizing the appropriate drive technology. The
DS3800 offers the opportunity to meet the demands of data expansion, data

availability and flexibility in a simple, affordable disk system.

Select configurations of the DS3800 are part of the IBM Express Portfolio™,

designed and priced to meet the needs of mid-sized businesses. The Express
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models combine the DS3800 storage system with the Fibre Channel cables and SFP
transceivers to help you get started with storage quickly. More details about product

specification please refer to

Highlights

4 Gbps Fibre Channel interface technology
Easy to deploy and manage with the DS4000 Storage Manager
Combination of 12 SAS or SATA 3.5" drives per enclosure

w W W W

Expandable by attaching up to Eight 4 Gbps drive connections support

up to 224 disk drives with the attachment of 14 DS4000 EXP810, 16

DS4000 EXP710 or 16 DS4000 EXP100 disk enclosures, which

support more then 67.2 TB of Fiber Channel physical storage and 224

TB of SATA disk.

§ Multiple redundant array of independent disks (RAID) levels and
redundant, hot-swappable components, the DS4800 disk storage
system can help you maintain data availability and security.

§ Centrally managed, shared or storage area network (SAN)
environment

§ DS4800 is scalable up to 224 Fibre Channel or 224 Serial ATA disk

drives and usage of it Dynamic Capacity Expansion (DCE), can

provides the ability to add DS4000 EXP810, DS4000 EXP710 or

DS4000 EXP100 enclosures to an existing DS4800 without stopping

operations.

IBM System Storage TS3200 Tape Library Express
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The new IBM System Storage™ TS3200 Tape Library Express Model is designed to
offer high capacity and performance technology for the midrange open systems
environments. The TS3200 Tape Library is an external 4U standalone or rack-
mountable unit that incorporates up to two Linear Tape-Open™ (LTO)
IBM TotalStorage® Ultrium 4 or 3 Tape. The new LTO Ultrium 4 tape drive has a

native data rate of up to 120 Mbps, per drive.

The IBM System Storage TS3200 Tape Library Express Model is an excellent tape
storage solution for organizations with existing digital linear tape or requiring high-
performance automated tape backup. The TS3200 is also designed for organizations
that have limited physical space in their IT environments. Operating in a rack
environment allows organizations the advantage of placing the TS3200 in a standard

19" rack, which provides 76.8 TB of compressed tape storage in just a 4U space.

The TS3200 Tape Library can be ordered with up to two Ultrium 4 or Ultrium 3 LVD
SCSI, 4 Gbps Fibre Channel 3 Gbps SAS (LTO4 only) drives, which allow connection
to a wide spectrum of open systems servers. IBM Ultrium 4 tape drives can read and
write LTO Ultrium 3 and read LTO Ultrium 2 data cartridges; in addition IBM Ultrium 4
tape drives in either 4 Gbps FC or 3 Gbps SAS attach help support encryption of

data.

The TS3200 Tape Library has four removable cartridge magazines, providing 48 data
cartridge slots, including one three 1/O station. The TS3200 Tape Library provides a
media capacity of up to 38.4 TB (76.8 TB with 2:1 compression) data storage per
unit. Remote management and a bar code reader are standard in the library, allowing
the library to run in sequential or random access mode. Optional features available

are rack mount kit, additional power supply and Path Failover.

Highlights

8 Available with one or two Ultrium™ 4 or Ultrium 3 Tape Drives with
either Low Voltage Differential (LVD) SCSI, 4 Gbps Fibre Channel or
3 Gbps SAS (LTO4 only) attachment

§ Configured to hold four removable magazines, providing 48 data
cartridges, including a three-slot I/O station

§ Standard bar code reader and remote management unit to give the

user greater flexibility in deployment and operation
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8 Removable cartridge magazines supports quick bulk load of the tape
library as well as ease of storage for media
§ Ultrium WORM cartridges are supported with the IBM Ultrium Tape
Drives.
§ Standalone or rack-mountable
Hardware summary
§ Tape drive type: IBM LTO Ultrium 3

§ Number of drives: 1-2
8 Number of tape cartridges: 48
§ Number of mail slots: 3
8 Upto 38.4 TB capacity per tape library compressed; 19.2 TB native
§ Up to 120 Mbps native with LTO Ultrium 4
8§ Up to 80 Mbps native data rate with LTO Ultrium 3
§ Dimensions (W x H x D): 17.6 in (447.5 mm) x 7.29 in (185.2 mm) X
31.9in (810 mm)
SAN SWITCH

Details product specification please refers to product broacher attached at Annexure
section. (IBM SAN32B-3)

The IBM System Storage™ SAN32B-3 SAN fabric switch provides 16, 24 or 32
active ports and is designed for high performance with 4, 2 and 1 Gbps link speeds.
High availability features make it suitable for use as a core switch in midrange
environments or as an edge-switch in enterprise environments where a wide range of
SAN infrastructure simplification and business continuity configurations are possible.
Many IBM and non-IBM disk and tape devices are supported in many common
operating system environments. Optional features provide specialized distance

extension, link trunking, performance monitoring and advanced security capabilities.
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3.5.6 Network

This section addresses the Data Centre security (Network Security), Data Center
LAN requirement to achieve the security goals and counter measures against

possible risk factors and threats from the Internet and Intranet zones.

With regards to RPD HQ LAN, we are proposing enterprise network setup to cater
new e-NIC application requirement. In general, the entire LAN will be segregated

into few zones; details of each zone will be explained in details later.

Gateway Zone
DMZ Zone

Data Centre or Secured Zone

w w w w

User Zone

Gateway Zone

This zone is the gatekeeper for all incoming and outgoing traffic to remote DS offices
via LGN and to the Internet. To cater huge amount of traffic, we are proposing
redundant firewall to manage and control the traffic. The redundancy will helps

during any of the box failure to operate for business continuity. Routing table will
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also being constructed in the firewall to point the traffic to go to LGN for DS

accessing Internet.

To make sure the incoming packets from Internet is clean from worms and viruses,
we also proposed InterScan Web Security Appliance (IWSA) to scan and filter every
incoming packet. Administrator will be notified automatically if there is any anomaly

or suspicious incoming packets.
DMZ Zone

In a network, the hosts most vulnerable to attack are those that provide services to
users outside of the LAN, such as e-mail, web and DNS servers. Due to the
increased potential of these hosts being compromised, they are placed into their own
subnetwork in order to protect the rest of the network if an intruder was to succeed.
Hosts in the DMZ should not be able to establish communication directly with any
other host in the internal network, though communication with other hosts in the DMZ
and to the external network is allowed. This allows hosts in the DMZ to provide
services to both the internal and external network while still protecting the internal

network. Server that run services that normally belong in the DMZ.

Web Servers
E-mail Servers

Proxy Servers

w wu W w

Reverse-Proxy Servers

To protect e-NIC network that are open to Internet risks to experiencing a dramatic
increase in email-based attacks on the messaging infrastructure and network
resources. Spam, spyware, phishing, botnets, zombies, targeted email attacks, and
blended-threat attacks not only sap employee productivity, they endanger e-NIC
networks. These threats can also expose RPD and Sri Lanka population database to

data loss, compliance, and legal risks.

To combat these wide-ranging, email threats, RPD need a comprehensive
messaging security solution that stops threats at the gateway before they penetrate
the network. We are proposing Trend Micro InterScan™ Messaging Security
Appliance which is a high-throughput, redundant appliance optimized for
performance and continuous security. This easy-to-install appliance is delivered on a
highly scalable platform with centralized management for easy administration. The

Section 3: Proposed Solution

Private & Confidential Section 3 -116



Ministry of Internal Administration (Department of Registration of Persons)

DEVELOP, SUPPLY, INSTALL, IMPLEMENT AND MAINTAIN THE REQUESTED SOFTWARE, HARDWARE,
AND COMMUNICATION INFRASTRUCTURE FOR e-NATIONAL IDENTITY CARD PROJECT
eNIC/NCB/001

solution integrates multi-tiered anti-spam and anti-phishing with award-winning
antivirus and anti-spyware. Flexible content filtering supports compliance and helps

prevent the loss of confidential information.

This comprehensive email protection blocks the full range of standalone, blended-
threat, and customer-specific attacks, providing complete email protection at the
gateway. All the servers will be installed with TrendMicro Server Officescan software

for further layer in protecting the network and the hosts.

Data Center or Secured Zone

This zone will hosts the critical eNIC front end and back end servers. The access to
this zone is being controlled by firewall to allow or deny the traffics. Users from the
Internet will be automatically block to enter this zone to disallow public users to
access to reduce risks of data loss or any other harm to eNic infrastructure. They will
be classified as external users where else all internal staff and traffics from DS are

the trusted users.

Subject to the functional tasks, the trusted users will be getting right access to enter
the zone but will be carefully monitored by the Intrusion Prevention System (IPS)
application that located between Core Switch at User Zone to the Data Center
Switch. IPS pattern will detect packets that are recognized potentially to harm or
jeopardize the system. The IPS log will able to identify the users that causing the

harm.

All the servers will be installed with TrendMicro Server Officescan software for further

layer in protecting the network and the hosts.
Users Zone

This is the interconnecting zone to connects all the client PCs to the Data Center
Zone; to access the business application, DMZ Zone; for mail and Internet access;

and Gateway Zone; as the path to the Internet and Intranet ie. DS offices.

User clients will be connecting to the floor switch as the immediate points to the core
switch. The switches are proposed to be redundant to support failover function. The
connectivity from the floor switch to the core switch will be through normal UTP cable

and from the client to the floor switch is through normal Cat5 or Cat6 cable.
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3.5.7

Software

3.5.7.1 Backup Software

IBM® Tivoli® Storage Manager product offerings are to provide centralized,

automated data protection. Its can help reduce the risks of data loss while helping

manage costs and address compliance with corporate and regulatory data retention

and availability requirements.

Features Advantages Benefits
Backup and Intelligent backups and restores Centralized protection based on
Recovery utilizing a revolutionary smart-move and smart-store
Management progressive incremental backup technology leading to faster
and restore strategy, where only backups and restores with less
new and used files are backed up network and storage resources
needed
Hierarchical Policy-based management of file | Ability to automate critical
Storage backup and archiving processes relating to the media on
Management which data is stored while
reducing storage media and
administrative costs associated
with managing data
Archive Managed archives Ability to easily protect and
Management manage documents that need to be

kept for a certain period of time

3.5.7.2 Database Software

IBM DB2 ENTERPRISE SERVER EDITION

e-NIC System will used the IBM DB2 to stored the demographic data, photo images,

minutiae and log file. DB2® Version 9 for Linux®, UNIX®, and Windows® delivers

important new features and enhancements that address the needs of your business,
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whether those needs are integrating business data from across your organization,
reducing costs, creating business value, or providing a secure and resilient system

for the valuable information assets of your company.
Manage business not database;

Introduces autonomic enhancements that reduce the time required to administer and
tune your data servers and installation enhancements that allow you to set up and

deploy your applications more quickly.
Increase performance and scalability;

Introduces performance and scalability enhancements to help you achieve the
highest performance when accessing and updating large volumes of data.
Improvements in performance and scalability continue to make the DB2 data server

an industrial-strength data server solution that is suitable for any size of company.
Information as a service;

Builds on these enhancements and extends the support to make your XML data

processing even more flexible, faster, and even more reliable.
Improver security and resilience;

Providing a secure and resilient environment for your data.
High availability and data recovery;

Able to keep critical database applications online and available and improved
autonomic features, increased flexibility, and reduced outage windows ensure that

your applications remain running, at a minimum cost.
More agile development;

Simplify database application development, improve application portability, and ease

application deployment.
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3.5.7.3 IBM WebSphere Application Server

IBM® WebSphere® Application Server, V6.0 is the foundation of the IBM
WebSphere software platform, and a key building block for a Service Oriented
Architecture (SOA). As the premier Java™ 2 Enterprise Edition (J2EE™) and Web
services application platform, WebSphere Application Server V6.0 delivers a high
performance transaction engine that can help you build, run, integrate and manage

dynamic, On Demand Business™ applications.

As the core configuration of the WebSphere Application Server family, WebSphere
Application Server is optimized to ease administration in a scalable, single-server
deployment environment. This configuration is recommended for organizations that
need to build and deploy stand-alone, departmental applications and Web services,
but don't require failure bypass or workload-distribution options. WebSphere
Application Server supports an unparalleled range of platforms and can be deployed
on servers of any size. New and enhanced features deliver the flexible, open,

resilient application infrastructure you need for an SOA:

Simple, rapid development and deployment WebSphere Application Server, V6.0
helps you improve time to value and make the most of existing technology skills, with

easy-to-use features designed to get you to production quickly.

§ Get up and running quickly and easily. WebSphere Application
Server, V6.0 delivers a range of features to help ensure fast and
smooth start-up, such as single-step installation and configuration,
wizards and default configurations, and easy to navigate
documentation that includes extensive use of sample code.

§ Minimize development cycle time. WebSphere Application Server,
V6.0 offers features to help you maximize skills, assets and time,
including pre-built functions for use within Web User Interfaces and an
improved Application Server Toolkit with new automation tools, basic
assembly tools for creating new Web applications, Web services and
portlets, and a comprehensive unit test environment.

8 Easy to use and deploy. WebSphere Application Server V6.0 helps

simplify the deployment experience via the rapid deployment feature
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and enhancements such as install by non-root/non-administrator

users.

A Secure, Scalable, Highly Available SOA Runtime Environment
WebSphere Application Server V6.0 provides a secure, scalable and reliable
environment for your applications and services to execute in. Using the scaling
abilities and resilient security features of WebSphere Application Server can help

businesses do more work with less resources.

8 Rest assured, applications and data are secure from attack.
WebSphere Application Server V6.1 delivers an open standards-
based security infrastructure that will remove vulnerable threats while
maximizing  developer  productivity.  Out-of-the-box  security
configurations and user registry, compliance with government
standards, and stringent Web services security give ultimate peace-of-
mind.

& Run your applications where it makes sense for you. WebSphere
Application Server V6.0 supports the broadest range of platforms in
the industry, helping provide assurance that your applications can be
built to run on the platform that most makes sense for your business.

§ Keep pace with a constantly changing environment. WebSphere
Application Server V6.0 delivers unbeatable performance that will
drive high throughput and scalability with JDK 5 enhancements and
improved cache off-loading.

§ Expand in response to evolving business needs. WebSphere
Application Server V6.0 provides a flexible deployment environment
that enables your business to grow at the pace and cost structure

required.

Extensive Communication Services, WebSphere Application Server V6.0 helps
you improve the flexibility of your business and increase return on investment by
making your application services more reusable and accessible to new users, in new

ways.

§ Compelling new ways to interact. WebSphere Application Server
V6.0 supports Session Initiation Protocol (SIP) servlets to offer
standardized support for interactive user sessions that involve real-
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time multimedia elements such as voice, video, instant messaging and
online games.

Re-use existing assets and extend their reach. WebSphere
Application Server V6.0 delivers extensive Web services support and
a powerful Java Messaging Service (JMS) engine to help you extend
the reach of your existing applications and maximize asset utilization.
New Web services standards, including WS-Business Activity, WS-
Notification and WS- Basic Security Profile, help you more securely
extend your reach, and give better application portability and control.
Extend services to the most heterogeneous environments.
WebSphere Application Server Version 6.0 interoperates seamlessly
with WebSphere MQ and is tightly integrated with WebSphere ESB.
As a result, you can combine these products to form a powerful
Enterprise Service Bus that can integrate the most diverse
applications and environments.

Effective application management, WebSphere Application Server,
V6.0 empowers you to direct your IT budget at beating competitors to
market and not at maintaining existing infrastructure. Reduce the
costs of managing your environment, with effective, easy-to-use
management tools. Simple Administration and Maintenance.
WebSphere Application Server, V6.0 provides features to maximize
the efficiency of managing the deployment environment with a new
console command assistant, easier security configuration and
database connectivity, wizards and a stand-alone thin administration
client.

Effective ecosystem for self-help and guidance. WebSphere
Application Server, V6.0 offers extensive documentation, education
and self-help tools like the IBM Support Assistant, as well as a skilled

and accessible partner and user community to help you.
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3.5.7.4 System Software and System Management Utilities

IBM Director V5.10

IBM Director V5.10 is the latest release of this impressive suite of systems
management tools designed to deliver superior hardware manageability, enable

maximum system availability, and help lower IT costs.

Its industry-standard foundation enables heterogeneous hardware support and works
with a variety of operating systems and network protocols. This comprehensive

hardware management solution includes:

8 Inventory of hardware features and settings
§ System health notification

§ Proactive and automated systems management

Leveraging industry standards allows for easy integration with other systems
management tools and applications. IBM Director delivers comprehensive, remote

hardware management with:

8 Powerful user interface that works the way you do

8 Lighter product footprint that offers more choice about the amount of
hardware management you want

8 Open, standards-based design that facilitates management of
heterogeneous hardware environments

§ Enhanced integration with higher-level management products,
including Microsoft® SMS and Microsoft Operations Manager (MOM)

§ Cross-platform hardware management solution; serves as the
common thread across IBM Virtualization Engine™

§ Self-managing, smart tools

§ Easy installation and setup

§ Comprehensive BladeCenter support with easy, single point of

configuration, deployment, and management

IBM Director is included with the purchase of IBM System x™ servers and IBM

BladeCenter® systems and is offered for purchase to help manage select non-IBM
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systems. Optional, fee-based extensions to IBM Director are available if you want

more advanced management capabilities.

Optional add-ons include:
Capacity Manager
Remote Deployment Manager

Software Distribution Premium Edition

w w w W wWw

Application Workload Manager

Use IBM Director V5.10 as a stand-alone or with existing enterprise or workgroup
management environments to access and manage physically dispersed IT assets

more efficiently.

Flexible capabilities can help you realize maximum system availability and lower IT
costs. With IBM Director, IT administrators view and track the hardware configuration
of remote systems in detail and monitor the usage and performance of critical

components, such as processors, disks, and memory.

In addition to the improvements to IBM Director, enhanced extensions are also
available. These tools are tightly integrated with IBM Director for consistent

management from a single console.

IBM Director V5.10 Features

8 An easy-to-use, integrated toolset helps you get started faster,
accomplish more in a shorter period of time, and manage more
systems per technician.

§ Support for non-IBM hardware with the innovative use of industry
standards from Common Information Model (CIM) to SNMP enables
heterogeneous hardware management, protecting your existing IT
investment

§ Seamless integration that protects your investments in other
management packages with more extensive hardware manageability

§ Integrated, centralized SQL database that makes system-related data

available, even when the specific system is not directly available
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8§ Multiple operating system support with IBM Director that smoothly
handles a variety of operating systems
8 Support for server, workstation, desktop, and notebook systems with

IBM Director to support a wide range of systems.

AIX System Management facilities on System p

AIX offers multiple choices to simplify the system management customized to the

administrative requirements.
System Management Interface Tool

The System Management Interface Tool (SMIT) is a simple, yet powerful, tool that
helps you perform system management tasks from its menu-driven interface. All
major system management tasks on your system are presented in the main SMIT
menu, providing a single entry point from which to start a task. Using fast paths takes
you directly to task menus or dialogs. You no longer need to remember which
command does what task. As new or improved system administrator features and
functions are added in AIX, you will continue to appreciate the ease that SMIT brings

to your system management.
Web based System Manager

Web-based System Manager, released with AIX® V5.1, is a comprehensive suite of
system management tools for the AIX operating system. Because it exploits familiar
end user interaction concepts and visuals, while minimizing the presentation of
UNIX® operating system-unique concepts, administrators with Microsoft® Windows®

system administration skills can use it to easily manage an AlX operating system.
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The Web-based System Manager utilizes a management console capable of
administering multiple AIX operating system hosts from AlX, PC or Linux® remote
clients. The new plug-in architecture makes it easier to extend the application suite.
In addition, Web-based System Manager supports dynamic monitoring of system
events through its integration of the Resource Monitoring and Control (RMC),

developed for management of IBM UNIX systems.
Management Edition for AIX

Management Edition for AIX® (ME for AIX) is an integrated systems management
offering created specifically for the System p™ platform that provides as primary
functions:

8 a. Monitoring of the health and availability of the System p platform,
8 b. Discovery of configurations and relationships between System p
service and application components

8 c. Usage and accounting of System p IT resources.
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Management Edition for AIX is a bundled system management offering comprised of

three seamlessly integrated products from

§ IBM Tivoli®: IBM Tivoli Monitoring V6.2;

§ IBM Tivoli Application Dependency Discovery Manager V7.1;

§ IBM Tivoli Usage and Accounting Manager Virtualization Edition for
System p V7.1.

The product integration provides System p clients with a platform management
solution that is easier to install and easier to implement while providing the capability

for clients to manage their System p infrastructure from a single console.
IBM’s premier availability solution

IBM High Availability Cluster Multiprocessing V5.4 (HACMP V5.4) helps protect
critical business applications from failures. For over a decade, the HACMP solution
has been providing reliable monitoring, failure detection and automated recovery of
business application environments to backup resources, utilizing IBM’s suite of disk

families on the back-end.

HACMP software can be configured to react to hundreds of system events, including
problems that are not severe enough to interrupt proper system operation (such as
process failure or exhaustion of system resources). HACMP monitors, detects and
reacts to such conditions, maintaining service availability during random, unexpected
software problems. Up to 32 nodes running the UNIX® operating system (OS), or up
to eight nodes running the Linux OS, can participate in an HACMP cluster, making it
ideal for environments requiring scale-out growth with rock-solid reliability. HACMP
runs on System p servers (and additionally on System i™ servers) and leverages
System p virtualization capabilities by dynamically increasing system resources to
accommodate takeover workloads. When running in a small micro-partition on a
backup server, it enables the automatic increase in system resources to

accommodate the primary application in the event of a failover.

The HACMP solution can also virtually eliminate planned outages by transferring
users, applications and data to backup systems during scheduled maintenance.
HACMP clusters can be configured to meet complex and varied application
availability and recovery needs.
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HACMP V5.4 introduces first-time support for Linux on POWER™, extending its
robust capabilities and heritage to the Linux environment. Users can now leverage
their existing skills in HACMP technology to manage their entire System p

infrastructure—whether they

are using a single server with AIX® (IBM's industrial-strength UNIX), Linux, or a
virtualized environment running partitions with both AIX and Linux. As users extend
their System p environment through virtualization, they can continue to leverage their
existing investments in high availability—and manage their availability all from one
single user interface. Support for Linux will include the base capabilities for reliable

monitoring, failure detection and automated recovery, available with AIX today.

3.5.7.5 Development Tools

Eclipse — IDE for Java Developer

Eclipse is primarily a Java product. One of the reasons it looks professional is that
Eclipse uses neither AWT nor Swing. Instead, Eclipse uses its own GUI widget set
and graphics library called SWT, which is integrated with the native windows and

provides an "OS-independent APL."

The Eclipse Platform offers the capability to share code and work as a team on a
software project. Eclipse supports a wide range of code-management solutions,
thanks to its plug-in architecture (however, CVS support comes out of box). The focal
point of the Eclipse Platform architecture is the workspace. The workspace maintains
everything necessary for building and testing a software project. It contains the
objects (source code and resources). It also holds the configuration settings for the
project, the IDE, and the plug-ins. The workspace is locally maintained on a
developer's machine, and teams collaborate through external repositories that are
meeting places for code parts from different developers. Repositories are accessible
through the client-server architecture via the Internet.

The Eclipse Platform offers support for team development operations directly from
the workspace. This support allows a developer to concurrently interact with several
separate repositories and versions of code or projects. Resources within the

workspace allow the team support component to deal with version and configuration
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management issues. Of course, single workspaces can access different types of
repositories simultaneously. The Eclipse Platform does not provide its own code-
management solution; it always depends on external systems. The Eclipse Platform
has built-in support for only one (albeit the most popular) source-code management

system: Concurrent Versions System (CVS).

The primary function of CVS is to record the history of source files. When a group of
developers work on the same project, CVS insulates them from each other. Every
developer works separately, in his own directory and merges (from time to time) the

results of the work with the CVS repository.

Eclipse has a built-in CVS client that is deeply integrated with the Eclipse Platform
IDE, which is implemented as a separate perspective (CVS Repository Exploring

Perspective) for interacting with CVS.
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3.6
3.6.1

Proposed RPD Head Office and DS Offices
RPD Head Office

Our solution at HO will comprise of equipments required to run the e-NIC system and
renovation works to be done. The proposed layout diagrams are attached at Section

9: Annexure 3 Technical Drawing.

From the Technical Drawing, 1* floor office will be setup to create the operational,
monitoring, equipments room and data center area. All the equipments and
workstations require will be located centralize at this 1% floor with physical security in
place. All active components will be covered by a 3 year comprehensive warranty
and 4 year maintenance. All passive components should be covered by a 7 year

comprehensive warranty.
Uninterruptible Power Supply Systems (UPS)

The proposed UPS System which is part of the electrical design for the RPD Head
Office comes complete with Internal and External Maintenance Bypass, such that on

normal operation the loads are supplied from UPS.

The UPS units will be of on-line, double conversion type. Active Input Harmonic
Filter will also be added in to reduce the harmonics feedback. The battery back-up
time for UPS shall be sized at rated 60kVA for 10 mins. The sizing of the back-up
time is to enable the RPD Head Office to have sufficient time to power down the IT
equipment in the event of total power failure. One units of Powerware 9390 - 60KVA
UPS have been proposed with autonomy time of 10 mins. and include batteries of 5
years design life span. The proposed Powerware 9390 UPS units are manufactured
in USA by Eaton Powerware. The UPS will located at RPD Data Center at Utility

Room.
Power and data cabling

RPD Head Office requires a reliable power source that is free from interference or
disturbance. The proposed electrical system will provide redundant power supply to
the IT equipment for high availability and to avoid single point of failure in the RPD
Head Office. Power system for the 60 workstation will back up by UPS system within

10 min and UPS also will remove surges, electrical noise and harmonics and also
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Stan by Generator Set will automatically take on the load and work parallel to the
UPS.

RPD Head Office Data Cabling

Data Cabling for RPD Head Office provides the information design DIGILink
Certified Cabling System. Designers with a working knowledge of structured cabling
systems design intend the Design Guidelines for use. The Design Guidelines are part
of a series of documents supporting the design, installation, and use of a DIGILink

Certified Cabling System.

We offers full service VOICE, DATA, and VIDEO structured cabling design and
turnkey installations, including design and installation. We provide technologically
advanced and best in class cabling solutions. Category 5e UTP cable will be used to
install at RPD Head Office and using 24 port patch panel in RPD Data Center and
ABS molded dual face plate information outlet with RJ 45 module ( TIA/EIA —
568b).Active networks components ( networks switches ) provided will be 10/100
Mbps D-Link DES 3026 24+ 2 Giga fiber L2 manageable switch Giga transceiver.
These will placed inside 44U racks and will interconnect OMR ,RPD,Data Center and
Printing Area

3.6.2 Proposed HO Equipments

Following table is a summary of equipment to be delivered at head office.

Equipments Proposed Model and Specification Quantity

_ Desktop Panora F18s; _
Workstations Intel Core 2 Duo E4500 processor, 1GB 60 units
RAM, 160GB, HDD, 17" LCD, CD ROM,

Genuine Win XP Pro

1. HP Compaq 6710b Notebook;
Notebook & Laser HP Compaq 6710b (Intel Dual Core 10 units each
Processor, 1GB DDR2 SDRAM, 120GB

Hard Disk.

Printer

2. Lexmark E120n Laser Printer

Section 3: Proposed Solution

Private & Confidential Section 3 -131



Ministry of Internal Administration (Department of Registration of Persons)

DEVELOP, SUPPLY, INSTALL, IMPLEMENT AND MAINTAIN THE REQUESTED SOFTWARE, HARDWARE,
AND COMMUNICATION INFRASTRUCTURE FOR e-NATIONAL IDENTITY CARD PROJECT
eNIC/NCB/001

- Monochrome Laser
- 1200 Image quality
- 20ppm (letter)

We are proposing Canon image RUNNER

Heavy duty printer / 3025 Multi Functional Digital Laser Copier S units

copier . .
P with Incorporating features:-

25 cpm copy speed

Remote and Cascade Copying
Standard Memory 512 MB RAM + 20
GB Hard Disk

100 mail boxes

Archiving Function - Over 7,000
Documents could be stored and
retrieved without assistance of PC

Full colour LCD touch Panel

Copy Reservation — 10 jobs

Internet Ready

Maximum Original / Copy Size A3

1 -9999 Continuous copying & 25% -
400% Zoom

Scan once print many

600 x 600 dpi Scan resolution

2400 x 600 dpi enhanced resolution
printing

Paper Capacity - 550 sheets x 2
Cassette + 50 sheets by pass

30 Seconds - Warm up time

4.9 seconds — First Copy time

In-built cleaning / service mode
Automatic double side Printing (Duplex)
Electronic Rotate Sorting/ Collating
Complete With Toner & One
Packet Paper.

Canon iRC 2550i Digital Colour Copier with

Color laser printer / Colour Network Printing and Colour Network 1 unit

copier .
P Scanning:

23 ppm in Colour and 25 ppm in Black
(A4)
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Full colour touch screen LCD
Incorporates a single drum, single
pass engine technology

Twin Laser Beam Technology

3G S-Toner (Oil-less toner)

Electronic Rotate Sorting

Auto service / cleaning mode

Print Resolution 1200dpi x 1200dpi
256 Halftones

100 Mail Boxes

1 GB RAM ( Maximum 1.5 GB ) and
80GB HDD

Archiving Function - Over 7,000
Documents could be stored and
Retrieved without assistance of PC.
(100 mail boxes)

300 user ID's with report

Ability to restrict colour copy / print /
scan to limited users

Special Security Function - Machines
serial number embedded in
Microscopic Form for every colour
copied / printed document

Maximum A3 Copy/Print and Scan

3.6.3 DS Offices

RPD counters at DS offices should be self contained unit with all necessary
resources for acceptance of application and related processes and procedures.
Following is the details equipments and services required to support DS business

operation.

Data entry workstation: We are proposing local assemble product Panora F18s
personal computer with Intel Core 2 Duo E4500 processor, 1G RAM, 160GB HDD,
Integrated LAN, CD ROM, 17" LCD monitor, tri-lingual keyboard, mouse and genuine
Win XP Pro. One flatbed scanned being used and we are proposing CanonScan
LiDE model with have specification of 1000x2400 dpi, RGB three, Contact Image
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Sensor element, 25 to 19200 dpi, A4/LTR paper type, 1.5 mesc/line and USB

interface.

ID card imaging / finger print capturing: This workstation will be using the same
local Panora Product as above with additional Canon Canon 12.0 Mega pixel Digital
Still Camera and Crossmatch L SCAN 100R for photo capture and rolled base
fingerprint capture. The L SCAN 100R uses a USB 2.0 interface for the fast capture
and transfer of fingerprint images. The L SCAN 100R captures both flat and rolled

fingerprints.

Our proposed monochrome laser printer with specification for A4 printing,
automatic duplex printing and network interface ready is Lexmark E250dn Laser
Printer. Its has technology of 2400 Image Printer, 30 ppm and 32MB memory

standard.
Uninterruptible Power Supply Systems (UPS)

The proposed UPS System which is part of the electrical design for the DS Office
comes complete with Internal Bypass, such that on normal operation the loads are
supplied from UPS. The UPS units will be of on-line operation type. The battery
back-up time for UPS shall be sized at rated 3kVA for 10 mins. The sizing of the
back-up time is to enable the DS Office Office to have sufficient time to power down
the IT equipment in the event of total power failure. One units of Defender - 3KVA
UPS have been proposed with autonomy time of 10 mins. and include batteries of 5

years design life span. The proposed Defender UPS units are manufactured in Italy.

DS Office requires a reliable power source that is free from interference or
disturbance. The proposed electrical system will provide power supply to the IT
equipment for high availability and to avoid single point of failure in the RPD Head
Office. Power system for the every 4 workstation will back up by UPS system within

10 min and UPS also will remove surges, electrical noise and harmonics.
Furniture

For the Furniture setup, we propose four workstation inclusive of chair, document
cabinet and two nos of chest of drawers to meet the Data DS Office Requiment , for
the waiting applicants we will provide the Link Chair .

Section 3: Proposed Solution

Private & Confidential Section 3 -134



Ministry of Internal Administration (Department of Registration of Persons)

DEVELOP, SUPPLY, INSTALL, IMPLEMENT AND MAINTAIN THE REQUESTED SOFTWARE, HARDWARE,
AND COMMUNICATION INFRASTRUCTURE FOR e-NATIONAL IDENTITY CARD PROJECT
eNIC/NCB/001

3.7 Proposed Wide Area Network Communication

With regards to the e-NIC application system architectures and requirement from
RPD, We proposed a top to down design approach where meets up with RPD
requirements where future connectivity shall be determined first. From there we scale
down to fit for today’s requirement. This approach ensure that RPD will not be limited
to choices of migration or expansion method in future but also to enable RPD to be
ready for the future e-services. The main criteria are to determine what kinds of
investment are required and to fully understand how the network shall look like in the

future. Features of the network infrastructure are as follow.

The proposed network will be an MPLS based IPVPN network which has been
awarded the highest international information security standard, ISO 27001

certification.
Main Link to RPD Head Office

The RPD Head Office will be connected to SLT MPLS IPVPN Network through Metro
Ethernet, (a high speed optical fiber based access technology). With Metro Ethernet
link, full redundancy is assured with optical fiber ring topology and MPLS Fast
Reroute (FRR). The Bandwidth is scalable up to 100Mbps on request. The main link
to the RPD head office will be provided with an Ethernet interface that can be directly
terminated at the L3 device (Router / Switch) installed at the Head office. SLT will not

provide the Router or L3 switch for the head office.
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Branch Office Connectivity

The remote Divisional Secretaries (DS) offices will be connected to MPLS IPVPN
Network of SLT with required Bandwidth as stated. The last mile connectivity to each
DS office will mainly be on copper cables. Wireless access technologies such as
point to point radio, Wi-MAX or V-SAT will be used depending on the technical
feasibility wherever copper connectivity is not possible. These links are scalable on
request up to 2Mbps. For the 177 LGN sites which are part of eNIC locations, SLT
will upgrade the bandwidths of the links as required. The proposed router for DS
offices is Cisco 1841-SEC/K9 bundle equipped with one Serial port (V.35) that can
handle up to 2 Mbps, 2 numbers of 10/100 Mbps Ethernet LAN Ports and 10S
advanced security. This can be connected to the DS office Local Area Network (LAN)

through an Ethernet interface.
RPD Mobile Office Connectivity

The Mobile offices will be connected to SLT MPLS IPVPN through 3.5G network of
Sri Lanka Telecom Mobitel, a fully owned subsidiary of SLT. Each work station can
be connected through a 3.5G Modem with USB interface and each work station will
require individual connection. The modem operates on Power over USB and hence,
it is easy to use. Mobile users will be authenticated using a user name and a two
factor password (PIN number + Password obtained from token that refreshes every
60 seconds) Ports and 10S advanced security. This can be connected to the DS

office Local Area Network (LAN) through an Ethernet interface.
RPD Mobile Office Connectivity

The Mobile offices will be connected to SLT MPLS IPVPN through 3.5G network of
Sri Lanka Telecom Mobitel, a fully owned subsidiary of SLT. Each work station can
be connected through a 3.5G Modem with USB interface and each work station will
require individual connection. The modem operates on Power over USB and hence,
it is easy to use. Mobile users will be authenticated using a user name and a two
factor password (PIN number + Password obtained from token that refreshes every

60 seconds)
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3.8 Proposed RPD Mobile Office Units

UNIT A - LARGE BUS (01 NO)

We are proposing a brand new Lanka Ashok Leyland VIKING Air-Conditioned high

roof bus. It's have following specification;

w w W W W W W W

Powered by six cylinders AL HINO WOOD 160 HP.

Serat engine driven A/C Turbo charged diesel engine

Fitted with five forward one reverse speed synchromesh gearbox
Right hand drive integral power steering

seven nos 9.00x20 size Tyres

2x12 Volt batteries, full air pressure dual line fall safe breaks

Standard tool kit and jack, steel structured all aluminum panelled

High roof modern elegant designed separate engine driven Air

Conditioned bus with 52 high backs seats in 3x2 lay out

The bus will be setup the interior office and branding exterior using below material;

§

02 nos work stations with sufficient space/ capacity for notebook
Computer, data entry operator and a staff officer- made out with 9mm
— 12mm MDF sheets, painted with pre & post coat using CIC auto
paints, partitioning for drawers, lockers

01 no of image Thumb — impression capturing stations with necessary
back drop, partitioning and lighting — made out with 9mm — 12mm
MDF sheets, painted with pre & post coat using CIC auto paints
backdrop to be made out with MDF sheet pre coated paints and
digitally pigment based sticker to be pasted.

Whole unit to be illuminated with sufficient lighting and pin spots
Seating capacity for 08 officials made rotating chairs for workstations
& 02 additional chairs

Fully carpeted floor with Re-furbished Roof, Left & right body

Branding exterior using digitally printed solvent base PVC sticker

Installed required power supply system

UNIT B — SMALL BUS (02 NOS)

We are proposing a brand new Lanka Ashok Leyland VIKING Air-Conditioned high

roof bus. It's have following specification;
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w W w w

Brand new MITSUBISHI ROSA 30 seater High roof Bus with color
model BE 637GRMSH — 30 Seater custom high roof with cooler
Heater and defroster (front and rear)

Automatic folding type door (Vacuum Type)

4D33-4A Stroke, Front under view mirror, direct injection,

Diesel engine 4214cc, lockable fuel tank cap, heavy duty spring, front
& rear

Exhaust brake system, clutch booster, reverse warning buzzer,
Standard tool set spare type & carrier

Brand new Lifter (Made in Italy), S6500, Yanmar L100 (Air cooled
diesel)

4.84Kva out put at 230 Volts single phase 2 wire — 50Hz — 3000 RPM
Sound attenuated canopy

Construction of interior office and branding exterior using below Material

w W W W W

Fully air conditioned

02 nos of Workstations (with sufficient space/ capacity for a notebook
Computer, data entry operator and a staff officer in charge for
Application verification — to be provided in Knocked-down or fordable
Form — suitable to be setup outside vehicle within a short period of
time

Made out with 1.2mm heavy duty box iron and sufficient brackets with
Outer to be covered using 9mm — 12mm MDF sheets painted with pre
&

Post coat CIC paints

02 nos of portable image printed on Flex digital with Islets hooks to
mount

Thumb impression capturing stations with necessary backdrop
partitioning

And lighting — made with 9mm — 12mm MDF sheets painted pre &
post coat

Using CIC paints, backdrop tp be made with MDF sheets with pre coat
and

Digital pigment base sticker pasted and required lighting and pin spots
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§ Conventional seating capacity either in Vehicle mounted or in a
Knockdown

§ Or fordable form

§ Fordable chairs for work stations, inclusive of 4 additional chairs for
Applicants

§ Sufficient Lighting and power supply system

§ Branding exterior using digital solvent base PVC stickers
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3.9
3.9.1

Proposed ID Card and Card Personalization
Introduction

Having conducted a very thorough and detailed study on all the requirements of the
eNIC Card Project of the Ministry of Internal Administration of Sri Lanka, we have
designed a highly reliable and comprehensive Secure ID Card Personalization
System that complies and satisfies every requirement, aspect and specification of the
Solicitation and Purchaser. In our proposed personalization system, we have used
world renowned state-of-the-art security print technologies, imaging technologies,
and software systems to provide Sri Lanka with the utmost quality, productivity and

security.

We are also proposing a highly reliable and durable Card Body to produce the eNIC
Card. The proposed Card body is a composition of PET and Teslin. Such card
constructions are being used worldwide for high security ID Card products such as

National ID Cards, Voter Registration Cards, Driving Licenses, etc.

We are happy to offer 10 Years Warranty against physical failure of the Card Body,
Card Construction, Security Features and the Personalization Information printed on

the Card under normal usage conditions.

The construction of the proposed Card body conforms to the highest International
Standards such as I1SO, ICAO 9303 and the Visa Credit Card standard. In order to
offer highest degree of robustness the Card body is constructed with 02 layers of
PET and 01 layer of Teslin material, each layer with 250 micron/10 mil of thickness.
All pre-printed security features and personalization information will be incorporated
on the central Teslin layer which will be laminated between two PET layers in the
finished card. This construction will provide the utmost in protection and security to
the personalized printed data and security graphic-art printing on the Card. This
construction will also add extra life to the Card body and the printed information on
the Card as it protects and prevents from any possible environmental and usage
hazards.

Our proposed card personalization process is designed to function as an
independent, but integral part of the whole eNIC Card issuing system. It is designed

in such a way that:
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Only authorized processed personalization information and data is
collected as a “batch” into the personalization system.

The eNIC cards will be personalized on the pre-printed security Teslin
cores of 250 microns of thickness using the personalization
information collected.

The personalized Teslin central core will be laminated with 250
microns PET outer-layers on each side.

The finished eNIC Cards will be precision die-cut from the laminated
card batches.

An automated inspection will be performed on the quality and
accuracy of the finished Cards.

Only quality approved eNIC cards will be accurately packaged for
delivery to the RPD.

All eNID Cards will be personalized in Three Languages — Sinhala, Tamil and English

as required by the Department of Registrar of Persons.

In doing this, we will employ a strict logistic management process including a secure

audit trail system with PKI based information security and a user authentication

policy that support and enhance the efficiency and effectiveness of the logistic and

audit control process. After the card personalization is completed, the information will

be securely sent to the main RPD Data Center System for relevant administrative

and reporting purposes.

The main equipment and software-driven components of the proposed Card

Personalization System consist of;

§

§

§

A hi-speed Indigo S2000 Digital Press Printer with two-sided, high-
resolution (600DPI), 4 color (CMYK) printing capabilities that can
produce over 10,000 Cards per hour.

A stack-fed, high speed AutoFeeds Laminator capable of producing
up to 75,000 cards per hour.

A high-speed AutoFeeds rotary die cutter rated at up to 60,000 Cards

per hour (approximately) using a 21 cards/batch format).
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8§ An automated visual inspection system that evaluates each finished
card for print quality, presence of key features and barcode readability

(approximately 1,000 cards per hour per unit; 2 units are proposed).

As all these personalization system machines and products are built for 24 x 7 heavy
duty production, our proposed solution could provide over 03 times the capacity that
has been specified by the Department of Registrar of Persons provided the printers
are used for all three shifts of the day. At the same time, our comprehensive Disaster
Recovery Plan and System includes all the major components of the main production
and personalization system. This Disaster Recovery System guarantees 100%

redundancy to the Secure ID cards personalization process.

Our proposed Secure ID card meets all the security feature requirements as set out
in the RFP for the eNIC Card Project. We have fully understood the requirements of
the Ministry of Internal Administration in terms of security features and the security
and authenticity concerns of the Government of Sri Lanka in issuing a new secure ID
card. As a result, our proposed eNIC card solution includes all the security features
of the “List A” and two Security Features from “List B” as stipulated in the Tender
Addendum dated 14™ May, 2008 issued by the Ministry of Internal Administration. In
addition, we have also incorporated the Invisible Personal Information (IPI) feature -
the world’s only security feature that inserts personal (variable) information to the
Photograph on the ID card providing an exceptional level of security to the Sri
Lanka’'s new ID Card. IPI is also one of the key features incorporated in the Sri
Lanka’'s N-Series Passport, which has not been breached by fraudsters, making it

one of the most secured Passports in the world.

A detailed description of each offered Security Feature is provided in the latter part of

this section.

3.9.2 Physical Properties and Construction of the proposed
eNIC Card (CR 1.1a and CR 1.1b)

Many Government agencies worldwide have turned to OpSec to provide and protect
Secure ID Cards, using secure card solutions proposed in this proposal, and for our
expertise in secure card technologies used in identity cards. Our cards are
assembled from multiple layers to withstand the roughest of handling and meet
specific printing needs. OpSec identity cards meet or exceed applicable international

ISO standards for ID cards, including laminate adhesion, surface abrasion, impact
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resistance and resistance to image fading due to temperature, humidity and UV light.
We provide the Teslin card construction proposed for the Sri Lanka eNIC Card to
more than 10 National Identification programs worldwide. Our clients range from the
U.S Department of Defense Military ID (3 million per year) to the Mexican Voter
Identification Card (5.5 million cards per year). More than 15 million cards per year

are produced in this construction for various government contracts.

The card construction proposed for the Sri Lanka eNIC Card is comprised of three

layers:

250 Micron 10 mil PET laminate with heat activated adhesive
250 micron 10 mil Teslin

250 Micron 10 mil PET laminate with heat activated adhesive

The PET laminating film component is a high clarity, abrasion resistant polyester film
designed for high speed single and double sided laminating and perfect for die

cutting. The film is resistant to water, oil, acid and alkali.

Our Teslin layer is a single layer of uncoated film and is the most secure bonding
sheet that exists for toners, inks, adhesives, coatings, and lamination films. The
lamination peel strength of the Teslin sheet is between 2-6 times that of coated
papers or other synthetic stocks. It requires no edge seal to produce a durable

tamper resistant identification card.

Teslin was chosen because it has an excellent opacity level, which makes it perfect
for printing barcodes. In addition, Teslin is highly absorptive allowing offset inks to
set almost instantly and handles the toner printing system of the Indigo Press very

well.

This construction provides a very secure printed card. The combination of offset pre-
print and the printing clarity offered by the Indigo Press for the color picture and text
provides for a superior card in terms of durability, resistance to tampering and

counterfeiting.

A graphic representation of the proposed Card Construction is below.
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Our proposed Teslin / PET composite card conforms to the 1ISO 7810 standards as
per the attached Eclipse Laboratories Report (Report is enclosed in Section
“Reference Letters / Certificates”) In terms of the card durability, the card meets all
the testing criteria specified in ISO 10373. Therefore, we are pleased to state that our
proposed secure ID Card complies with all the physical property and durability

standards stipulated in the eNIC Card Solicitation Document.

3.9.3 Pre-Printed and Pre-Applied Security Features of the
proposed eNIC Card (in compliance with CR 1.2 and
CR 1.4)

The proposed eNIC card is enriched with many pre-printed high security features. In

brief, the pre-printed features are as follows;

Guilloche Line Motifs

Rainbow Printing

Micro-text Printing

Optically Variable Ink (OVI) Printing

UV reactive Visible and Invisible Ink

Photo-chromatic Ink Printing

Invisible Constant Information (ICl) as ‘UV Invisible’ hidden image

Hologram Optically Variable Device (OVD) [Pre-applied to a laminate]

Note: An alternative OVD using the OpSec Advantage™ security technology is also

discussed below.
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With the exception of the OVD Hologram, the above security features are printed in
Color on both sides of the Card as per the artworks provided by the purchaser in
compliance with CR 1.4 of the IFB. Excepting the OVD, all pre-printed features will
be incorporated on the Teslin “inner layer” during the card construction before
completion of the final card fabrication, in full compliance with your requirement CR
1.2 of the IFB. The OVD is applied on the underside of the security laminate
(adhesive side) of the top security laminate providing exceptional protection to this

security feature.

3.94 Security Concepts and Measures proposed for the Sri
Lanka’s eNIC Card

We have taken all possible measures in designing the card to prevent alteration,
duplication, and replication of this identity document. Our graphic designers have
incorporated a broad range of security elements in the design to create a very secure
card. The proposed eNIC card design is made up of multiple security levels. Our
security strategy of this Card includes several embedded security features in the
Teslin center core, with variable security features to be added at the time of
personalization and finally a durable security laminate seals the card following
personalization. It is important to note that the “document security system” does not
become totally secured until the variable information and security laminate are fused

together to create a secure finished eNIC card.

This component security layering approach protects the document from fraudulent
production and re-production attempts at all phases of the document production,
personalization and issuing process. The proposed secure document system is very
durable and designed to perform for ten years under normal use of the Card. (See
card warranty below.) This level of durability will help ensure all the security features
and the clarity of the personalized data and the picture remain highly visible and
reliable during the life of the Card, thereby ensuring inspecting parties can

authenticate the identity document whenever required.

The proposed eNIC Card components will be warranted for 10 years after passing

through the personalization process, and will function against physical failure under
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normal use. Card components means the Card Body, Protection of Personalization
Information and the Security Features used to protect the eNIC Card. Any defective
cards will be replaced or refunded as requested by the Government. A mechanism
for return of defective cards or cards that have components that have failed will be
provided to the Government. However, the liability is limited to replacement of the
card (remanufacture of the card). No other liability or warranty, express or implied
are applicable.

A graphic illustration of our proposed “document security solution” for the eNIC card

is presented below.

In the following pages we provide a detailed presentation on each of the proposed
security features that will be pre-printed or pre-applied to the three-part card

construction. These sections are headed:

§ Pre-Printed Teslin Layer

§ Personalization of the Pre-Printed Teslin Layer
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§ Security Laminate with OVD Hologram

3.9.4.1 Pre-Printed Teslin Layer

On the next page, we have provided a graphic rendition of the security features that
will be included in our offering for Sri Lanka eNIC card. OpSec will pre-print on the
central core Teslin layer a security design comprised of sophisticated printing
techniques to protect the Card. This pre-printed security design will be incorporated
in the central core section of the card to protect against the potential threat of
reproduction attempts of the identification card by laser copiers or document
scanners. The pre-print operation will be done in the OpSec secure print facility in
the U.S.A.
The pre-print security features will consist of the following features:

i. Guilloche Line Motifs

ii. Rainbow Printing

iii. Micro-text Printing

iv. Optically Variable Ink (OVI) Printing

v. UV reactive Visible and Invisible Ink

vi. Photo-chromatic Ink Printing

vii. Invisible Constant Information (ICI) as ‘UV Invisible’ hidden image

viii. Hologram Optically Variable Device (OVD) [pre-applied]

ix. Running Serial Number

As noted earlier, we are also presenting the OpSec Advantage™ OVD security

technology as a possible alternative to the Hologram OVD.

A brief description of each of the above pre-printed Security Features is presented in

the section below.

i. Guilloche Line Motifs in Background Design.
Guilloches are computer generated patterns of continuous fine lines, forming
a unique image that can only be accurately re-originated by access to the

equipment, software and parameters used in creating the original design.
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Guilloche designs are security background designs that are produced with

fine-line printing technology. These designs are extremely difficulty to re-

produced as it involves of hundreds of fine-lines formed together to create

illusive images. Guilloche Motives are commonly used worldwide in high

security documents such as National ID cards, Passports, Bank Notes, etc.

We will incorporate very rich Guilloche Line security designs in to the

background of the proposed ID Card.

(Examples of Guilloche Line Design)
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ii. Rainbow Printing

Rainbow Printing is a technique whereby two or more colours of ink are
printed simultaneously by the same unit on a printing press to create a

controlled merging of the colours similar to the effect seen in a rainbow.

This technique offers high degree of protection for un-authorized re-
production and counterfeiting of ID documents. This feature is used for High

Security Printing of Passports, Visas, ID Cards, Bank Notes, etc. worldwide.

NATIONAL ID CARD
No.

Hame:
SIDIW
Do
Add;

Walid:

iii. Micro-Text Printing

Micro-text is composed of extra small (max 0.25 mm / 0.7 pica points)
characters printed on the card. These characters are visible only through a
magnifying device (glass). Different designs such as lines, boarders, etc. can
be formed using micro-texts where only the design can be seen to the naked
eye but, not the texts printed to form such design. Micro-text printing is used
for high security printing in items such as National ID Cards, Bank Notes,
Passports, Visa Stickers, etc. Micro-texts cannot be copied or re-produced
using commercially available printers or scanners, therefore these print
features offer high degree of protection for un-authorized re-production and
counterfeiting of the documents.
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(Enlarged form of Micro-text Printing)

iv. Optical Variable Ink

Optical Variable Ink (OVI) printing is another security printing technology that
is commonly used in Secure Documents such as National ID cards, Bank
Notes, Visa Stickers, Passports, etc. OVI is a Security Feature displaying
different colors depending on viewing
angle or verification conditions. In other words, OVI changes its color from

one to another at different tilt angles.

V. UV Reactive Visible and Invisible Ink

Fluorescent visible and invisible inks are used in security sensitive
documents, such as ID cards, passports and other high security documents.
These inks will fluoresce when excited by 365nm UV light. In order to view

the fluorescent characteristics you will require a black light.
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vi. Photo-chromatic Ink Printing

Photochromatic Ink is a security ink, which undergoes a reversible color
change when exposed to UV light. We have incorporated Photochromatic Ink

printing in to the background pre-printing of the proposed ID Card.

viii.  Invisible Constant Information (IClI)

ICI® is a patented high-resolution digital technology for the protection of legal
and ID documents against reproduction. The technology developer, JURA
JSP's, has patented the ICI® processes and any of its forms are covered by
the US patent, registered and granted by US Patent and Trademark Office
under No. 6,104,812, and any related international patent, copyright

trademark (PCT) applications world-wide.

Travel documents, high security documents must be protected against any
kind of reproduction, tampering, counterfeiting. The genuine product should
not be reproducible but with remarkable changes only (i. e. the ICI® effect
does not work on the copy of a genuine document). Therefore, application of
ICI® is exclusive for high resolution printing processes (offset, intaglio etc.) in

modern security printing works of security documents only.

This patented digital technology encodes secondary information into a source
image so that the secondary image is invisible to the human eye. A simple
decoder device is needed to verify the authenticity of the document, that is, to

decode the information.

We will supply a quantity of 500 decoders for the ICI feature, free of charge,

to the Sri Lanka government for use by government enforcement officers.

Several major attributes of the ICI security technology are summarized below.

ICI provides very high security protection
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The danger of colour copying is completely avoided; the
embedded image cannot be reconstructed properly with colour

copiers or computer-to-print (CTP) equipment.

ICI provides very high versatility

The embedded (hidden, secondary information) image can be
numbers, barcodes, texts, portraits, grey-scale images (logos, a

coat of arms, etc.).

ICI® technology supports all kinds of information that could be
encoded into the source document. These information types include:
Written text of any kind, including all existing alphabets.
Black & white or grayscale images.
Direct color images (CMYK should be avoided, direct colors
improve the level of security).
Line-based rasterized image.
Dot-based rasterized image.

Combination of the above mentioned types.

A simple plastic verifying device (ICI® decoder) is placed onto
the document to decode the embedded information. The

embedded information appears under the decoder.

ICI provides very low implementation costs, but high security

value

No additional investment or card production raw materials are
required to utilize this technology. No additional operations and
costs in printing and finishing are needed. The technology can
be implemented into the proposed personalization system very
effectively.
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Combining ICI with UV and/or IR inks strongly enhances the security
level of this feature. In this proposal, OpSec will combine with these
inks for maximum security effect. The UV printed secondary motive
(hidden image) visible only under a lenticular lens and UV/IR light,

while the primary image comes up under the light alone.

PASBPORT
PR ESEFONT

(Graphical illustration of ICI printed in UV reactive Visible and Invisible print)

Conformance to mandatory security feature
The proposed ICI feature printed in UV Ink fully conforms to your

mandatory security feature “Ultra-Violet Reactive Visible and Invisible
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Print” as set out in List A of the Tender Addendum dated 14" May,
2008.

iX. OVD Security Hologram
The security and authenticity capability of the eNIC Card will be further
enhanced through the incorporation of an OVD Security Hologram (a Security
Industry standard) which will be applied on the inner side (adhesive side) of
the front laminate in compliance with Requirement CR1.5 of the IFB. The
Hologram will be produced according to customized design as agreed and

approved by the purchaser.

OpSec’s holographic OVD offers a very secure OVD solution for
authenticating the identification card. OpSec's state-of-the-art origination labs
will provide a highly visible, complex and customized design that has both
overt and covert features to meet the solicitation requirements. OpSec’s
holographic hot stamping foil will employ a heat activated adhesive to provide
good bonding to the printed Teslin sheet.

If the holographic OVD embedded in the Card is tampered with, the image will

break apart leaving clear evidence that the card has been tampered with.

In addition to our standard array of security features built into our OVD
holograms, OpSec will incorporate a special Hidden Image feature. This
feature can be seen at a different tilt (viewing angle) of the Card thus
providing an excellent overt security feature for use by enforcement officers in
the field.

X. Running Serial Number :

In our proposed security solution, we have provided a ‘running serial number’,
unique for each card in order to maintain the highest degree of logistical
control. The proposed running serial number for each Card will be
incorporated at the time of Background pre-printing process. They are visibly
printed on each card. The location of the serial number to be printed could be
decided by the Ministry of Internal Administration depending on the overall
design of the eNID Card.
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The construction of the serial number consists of the batch code of 06
Alphabetic Characters and a running sequence batch number of 03 digits in

compliance with requirement CR 1.2 of your RFP.

The Running Serial Number is a critical part of our production quality and
audit processes designed to maintain full control of all eNIC cards throughout
the production cycle. A packing manifest with comprehensive details including
the relevant running serial numbers of the Cards (which are included in each
Pack of pre-printed Cards in batch form) together with an audit report will be
provided with each consignment of materials to the Ministry of Internal
Administration for logistic control and auditing purposes. In addition, the
control serial numbers of the Teslin Cores and the running serial numbers of
the Cards will be uploaded to the main production server and the Central
database for production controlling and auditing purposes.

50 nos. pre-printed Teslin Cores that consists of 21 nos. of serially numbered
cards in each sheet will be securely packed using hazard-resistant packaging
for the purpose of shipping and logistic control. Both sides of every Teslin
Cores too will be individually numbered with a separate serially running
control number in the form of a Barcode. A batch of 21 running serial
numbers of eNID Cards which are printed in a particular Teslin Cores will be
indexed (linked) together for better stock control. Each package of cores will
be properly labeled with the package number, batch number, running serial
numbers of the cards included, control numbers of the Teslin cores, etc. for

internal auditing, stock keeping and logistic management purposes.

Xi. Alternative OVD using the OpSec Advantage™ Security Technology
(Optional Feature)
In this proposal, we have also offered OpSec Advantage™ Security Feature
as an alternative to Holographic OVD. The proposed OpSec Advantage™
technology adds higher security to the eNIC card compared to a Holographic
OVD. Therefore, in the event the Ministry of Internal Administration/RPD
recognizes the benefits of the OpSec Advantage™ technology, you may

choose the OpSec Advantage™ as an option to the Holographic OVD
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provided in this proposal in compliance with the requirement set out in the
IFB.

The proprietary OpSec Advantage™ security technology (available only from
OpSec) is a liquid c