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The Smart Grid Technical Advisory project has been providing technical support since 2009 to the National Association of Regulatory Utility
Commissioners, Smart Grid Collaborative. Project support is provided exclusively and directly to state regulatory commissions in the form of
workshops, briefing sessions, special projects, webinars and reports. This project is funded through the Lawrence Berkeley National
Laboratory by DOE.

This workbook was developed to organize and provide links to news articles, technical reports, regulatory and legislative actions, and
organizations that have jurisdiction or concerns over Smart Meter implementation. The material in this workbook was collected from public
and private sources to address Smart Meter health, accuracy, privacy, and other concerns.

This workbook is being continually updated. Smart Meters and related smart grid activity is occurring in North America, Europe, and Asia. As
a result, new resources are continually being developed. The scope and volume of activity does not allow this or any other resource to
capture all relevant material. Consequently this workbook only includes a sampling of resources that our project team was aware of and
determined to be most relevant.

The material in this workbook is meant to be a resource, not an exclusive authority on Smart Meter issues. Each workbook tab addresses a
separate category of reference material, specifically:

Section Section Focus Content

News articles, technical studies, industry reports, field measurements, and

Meter Specific

1 P critiques from individuals, organizations and associations.

News articles and technical reports that address meter accuracy

2 Accuracy . » .
complaints and utility validation tests.

3 Opt-Out News articles, regulatory and legislative decisions regarding smart meter

prOu opt-out policy, conditions, and costs.

4 Privacy - in development Utility, state, federal and other work products, reports, regulatory
decisions, legislation, and other guidelines regarding meter data privacy
and cyber security.

5 Cyber Security - in development

6 Reserved for future topic

7 Anti Smart Meter web sites Alisting of web sites for anti Smart Meter groups.

A sampling of comments submitted in regulatory smart grid proceedings.
i Current content includes a sampling of individual, community and interest

8 Sample Testimony ) . - . T X
group submittals to the Michigan Public Service Commission in Proceeding
#17000, Investigation into the Deployment of Smart Meters.

X o Scientific studies and reports that address the research on potential EMF

9 Health Studies - related to EMF radiation

related health effects.

Technical Health Studies - address cancers, DNA and other health Additional scientific studies, reports, private submittals and other material

10 related issues. to address the potential EMF related health effects.
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2 [Technical Report Health Impacts of Radio Frequency from Smart Meters, Draft Calfonia Council on Science and Technology, January 2011 examines exposure levels and related factors o health 12011/2011smartA.pdf
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1 Report Federal DOE Data Access and Privacy Issues Related to Review of the issues with for htt Repor
P Smart Grid Technologies, Oct.5, 2010 addressing data access and protection t_Data_Privacy 10_5.pdf
Review of NAESB standards development process
2 Summary of NAESB Standard REQ.21  Federal REQ.21 Energy Services Provider Interface addressing the Green Button Initiative, ESPI Tool Kit,  http://www.naesb.org/ESPI Standards.as
and links to the standards products.
.S, i y hh: i
3 Report US Department of Heath & HUMan ¢ s ooy Rule May 2003 SUMMerY Of health data privecy rules, considered a  hito or privacy
Services framework for meter data access summary.pdf
4 Summary of FTC Priciples Federal Trade Commission Fiar Information Practice Principles Summary of FIPs adopted by FTC, https ftc.gov/reports/privacy3/fairinfo.shtm
Decision Adopting Rules to Protect the Privacy http://docs.cpuc.ca.gov/published/FINAL DECISION/140369.htm
5 Regulatory Decision, CPUC California, PG&E, SCE, and SDG&E and Security of the Electricity Usage Dataof ~ Regulatory decision addressing meter data access ~ htps; dt.org/files/pdfs/PUC%205mart%20Grid%20Final pdf
Customers, July 28, 2011
Establishing a Framework for Third Party Access  Overview and state by state review of regulatory
6 Review and Commentary Privacy Party legal review to Consumer Specific Energy-Use Data, positions regarding meter data access privacy https < terid.pdf
DowLohnes, PLLC, December 12, 2011 issues, principles and practices.
Commercial Data Privacy and Innovation in the it ndo £ brivacy greenpaper
7 Report Federal, Department of Commerce Internet Economy: A Dynamic Policy Framework, A framework for addressing online privacy in US 1;i62010 " LD
_12162010.pdf
December 16, 2010
CONSUMER DATA PRIVACY IN A NETWORKED
N . . 'WORLD: A FRAMEWORK FOR PROTECTING Guidelines for data privacy, references to FTC, other -
; privacy-final
8 Report, Policy Guidelines Federal, White House PRAACY AND PROMOTING INNOVATION IN THE sources http acy-final.pdf
GLOBAL, DIGITAL ECONOMY, February 2012
. . o BBB Code of Business Practices (BBB Recommendations for online data and other practices
i ) bbb. -2 tandard:
9 Guidelines Private Industry Guidelines Accreditation Standards) assembled by the Better Business Bureau, March 2012 -2
Colorado Department of Regulatory Agencies, T8 Py contracts with utltie, contractual
10 Regulatory Rule Colorado, PUC Regulatory rule  Public Utlties Commission, Rules Regulating " aucwf:; i datai;‘:in!e"ance www.dora.state.co.us/puc/rules/723
Electric Utilities, 723-3 Part 3 §3029(a) v g
requirments.
" ) Policy and procedures for vendors interfacing with
11 Regulatory Rules and Guidelines Wisconsin, PUC ;°;;V1;"d Procedures Manual, Wisconsin, March o on energy related programs, includes data  http://vendornet.state.wi 16446 1.PDF
g access and sharing.
Taking the “Long View” on the Fourth
12 Low Review Artide National, Privacy Party legal review ATENdMent, Stored Records and the Sanctity of Review of potential Fourth for http://stir.stanford.edu/2008/02/taking-the-long-view-on-the-fourth-
g ¥ Party leg the Home, D.K.Mulligan and J.Lerner, Stanford ~ meter data. amendment/
Technology Law Review, February 2, 2008.
13 Report National Guidelines Cyber Security Working Group & UCAlug Security aner;’hi fﬂd Py Z' P E"m Imeter Vl"’o zuiiosmg W
Working Group, V1.0, May 18, 2011 Gunership e 8!
. N http:, aicpa. urces;
14 Guidelines National Guidelines g:::::"m‘::”‘“ Privacy Principles and Privacy principles for managing customer data ceptedPrivacyPrincip
g APP_Principles%20and%20Criteria.pdf
15 Report Canada, British Columbia Investigation Report F11-03, British Columbia  Recommendations for complying with customer it b Leports/IR-F11-03.0df
a g Hydro and Power Authority notification and data privacy = = -2
::;“;“r:’;‘: bRVi L:“!':'Z;"r"‘:“r"'z'; ’;‘n“t“h'; ':::”:;: Comments by UCAN and Privacy Rights Clearinghouse
16 Regulatory Testimony California, PG&E, SCE, and SDG&E v Riel G '8ed 5 CPUC proceeding regarding meter data collection  http:, ucan.org/files/UCANSmartGr 0.pdf
Commissioner's February 8th Scoping Memo,  °1 -~ & oSS B89 S T
March 5, 2010 end -
17 Report California, CEC Funded report  Analysis, UCBerkeley School of Information, & stae http://uc-ciee. vacy_in_Smart_Grid_Final_Report.pdf
national level that impact relate to meter data access
D.K.Mulligan, March 2011. N
and privacy.
Implementing Smart Privacy, Addressing Privacy
Concerns in the California Smart Grid, Center for http://www.cpuc.ca.gov/NR/rdonlyres/DEAB6C25-3E10-4D3E-8A62-
) ' \ 3 ew o ori
18 Regulatory Testimony Calfornia, Regulatory Guidance e L T U, Octabar OVeTView of privacy concerns, guidance tothe CPUC [ b0 o8- S8 =
25,2010
19 Report rederal, Report U.S. Department of Energy Smart Grid Privacy f;;’:;:f;‘{;:i:’::ks::;s h;:: :’:igﬁ:;r::‘;"g the 1 tos//www.smartgrid. iles/P 20report
P  Rep Workshop, Summary Report, January 31, 2012 privacy %202012_03_19%20Final.pdf
consumer electricy usage data.
o ) ) First major report issued by the CSWG on Smart Grid
P 3 .
20 Report, Policy Guidelines g:::n:L ND'fIT SGIP Working S:":i"":: ;;::’;:::g::ysé'ﬁ:%g VOl 2, (4 ber Security and Privacy. Outlines the issues with  http://csrc.nist.s 7628/nistir-7628 vol2.pdf
P Rep v g recommendations.
Utility Best Practices Guidance for Providing
Results from a th tudy by National Action Plan http: epa tility data_guid
21 Report Federal, EPA Report Business Customers With Energy Use and Cost (~*0 * W18t res vear stucy by Ratlonar Action #an = £ Uty cata_guicane
Data, November 2008 8y 4 e.pdt
.f‘,ﬁi:':pfﬁ";ff:d l;';'fa“vef‘fmzi“tmm Handbook developed by Naperville to guide collection
22 Report, Policy Guidelines llinois, Naperville Report Cuswmergsv N cUsmCr:er Prifac o Advmy and use of energy use data related to their advanced  http://nap il art_Grid/NSGI-CPA pdf
Pt 24 'Y metering initiative.
National, NIST. SGIP Workin Recommended Privacy Practices for Customer  Addresses third-party data access of customer energy
23 Report, Policy Guidelines Grou R; m' e Energy Usage Data, SGIP Cyber Security Working usage data. Material drawn from access rules http://naesb.org/pdf4/data_privacy051911w1.doc
P Rep Group, Privacy Subgroup, December 22,2011 established for NAESB Requirement 22
Smart Grid Data: Must There Be Conflict )
24 Report Natonal Regulatory Research Between Energy Management and Consumer  General report outlining the data privacy issues. R -Derl.org/py smart_grid_privac)
Institute Privacy? : dec10-17.pdf
requiring an electric utility to provide certain access to
and maintain the confidentiality of customer
information; authorizing certain use of customer-
Oklahoma House Bill 1079, Electric Usage Data  identifiable usage data without consent; requiring an
25 Legislation Oklahoma, legislation Protection Act, effective May 24, 2011 electric utility to provide standard usage data to a e-lobbyist.com/gaits/Ok/HB1079
customer as a component of basic service; requiring an
electric utility to provide nonstandard usage data to a
customer under certain circumstances;
Smart Grid Privacy 101: Privacy by Design in s 2010/10/smart-grid-
26 Report, Policy Guidelines Canada, Report, Policy Guide Action - Power Morning. A Primer for Regulators, Policy guidelines for access and usage of meter data. ';:";‘Er A -Pr
Cavoukian, October 25, 2010 prmer.odt
NISTIR7628, Guideli for Smart Grid Se ity
. National, NIST, SGIP Working , Guidelines forsmart Grid SECUnity, oo view of smart grid privacy issues and NISTIR 7628  http: puc.ohio. y/files/media/CMSFiles,
27 Presentation NIST, U.S.Department of Commerce, Ohio PUC
Group Report guidelines. ted%5C60%5COutreach Slides Day 1.pdf
presentation January 26, 2011
i " . Operationalizing Privacy by Design: The Ontario follabaranvg. effm between .Thg Information a"f’ http:, w.ipc.on.ca/images/Resources/pbd-ont-smartgrid-
28 Report, Policy Guidelines Canada, Report, Policy Guide e o Cone St ot 1 Privacy Commissioner of Ontario, Canada, along with | 21 %5
X v.p:
v v Hydro One, IBM, GE and Telvent.
Privacy and the Smart Grid: New Frontiers, New b, . o \.tio1 in the Netherlands, overview of smart grid https ivacy.org/wp 2009/11/microsoft
29 Presentation Private Industry Challenges, Jules y, The Future of . B . n :
privaty coram, November 2. 2000 privacy concerns, market issues. powerpoint-smart-grid-privacy-madrid -final1.pdf
Smart Grid Deployment in Colorado: Challenges  outlines the technical, business, and policy challenges orado. inal
30 Report Colorado, Smart Grid Report and Opportunities, University of Colorado at to deploying smart grids and highlights the energy d;’ =
Boulder, June 2010 initiative in Colorado, privacy addressed. odt
a1 Article, Summar National focus Keeping Your Kilowatts Private, Public Utilities  Survey of state policies and legislation on customer  http; fortnight! isplay_pdf.cfm?id=04012012_TechCorridor
g v Fortnightly, April 2012 data privacy df
Electronic Privacy Information Center (EPIC) - major
32 Major Privacy Resource National focus The Smart Grid and Privacy reference source with links to report, studies, articles  http://epic. I v, tgr html
and other resources
Reviews the legal privacy and cyber security issues
S t Meter Data: Pi d Cybe ity
33 Report National focus. mart Meter Data: Privacy and CYDErsecurity, o 1ted to the implementation of smart meters and the http: fas.org/sgp/crs/misc, 38.0df

Congressional Research Service, February 3, 2012

interval data collection issues.




