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INTRODUCTION

This book sets out to be a handbook for financial crime experts within companies. It
seeks to provide them with sufficient information to enable them to understand the key
issues that relate to two of the largest problems faced by financial institutions today:
money laundering and terrorist financing.

This is an intermediate text, providing detailed information to enable the key issues
to be understood and the regulatory framework appreciated. Since the market for
money laundering and terrorist financing is, by its nature, global, so is this text. Con-
sequently, whilst different rules and regulations are implemented into local legislation,
it is the global standards which underpin all of these local requirements. Therefore,
such global standards as exist at the time of writing this text are included within

the book.

We have also provided summary guidance on the financial crime and terrorist finance
rules and regulations operating in all of the major global financial centres. In the case
of Europe, due to the similarity of the regulations based upon the relevant directives,
which are discussed in this work, we have not provided an analysis for every country.
As always, this material can only be up to date as at the date that the book has gone to
print. If you require detailed rules and regulations regarding a specific market, then you
should refer to the actual rule book or local legal advice to provide final guidance. This
book will, however, provide you with the outline information that you will require for
the majority of issues you face on a day-to-day basis.

Money laundering is one of the few growth industries that seem to be prospering at
present. As a consequence of this, the regulatory structures have been developing glob-
ally and the quality of investigation improving. Offshore financial centres have been
under the spotlight not just due to their data secrecy requirements but also since they
have historically been used by the unscrupulous to hide income from local taxation
authorities, thereby avoiding tax.

As a consequence of the increased investigation of these areas, the number of prosecu-
tions has increased. Throughout this book we do provide examples of cases where pros-
ecutions have been successful, and indeed these are included within the country profiles
which form the majority of this book. Since it is clearly important that any case referred
to has completed its legal pathway, cases can only be used after their conclusion, which
can take a number of years.
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The following are some examples of recent prosecutions:

-~

Example 1: Wisconsin (USA) Restaurant Owner Sentenced to 48 Months for Structuring
Financial Transactions (2009)

In Madison, Wisconsin, the owner of a restaurant was sentenced to 48 months in prison for
money-laundering offences related to the structuring of financial transactions.

According to court documents, the restaurant owner borrowed $616,726 from a regu-
lar customer of his restaurant. He instructed the customer to write the cheques in small
amounts so that he could use them to pay food distributors. However, in practice, rather
than using these funds to pay suppliers, he actually negotiated the cheques for cash. To
reduce the chance of being detected, the restaurant owner drove to multiple banks and
multiple branches of the same bank to deposit the cash. This was undertaken to avoid US
regulatory reporting, since if a cash transaction of more than $10,000 was received, the
bank would have been required to generate a transaction report.

This demonstrates one of the key issues with money-laundering detection. The rules are
designed to attempt to identify inappropriate transactions, but the unscrupulous then iden-
tify ways to avoid detection. Another approach taken by the restaurant owner was to make
use of associates to cash cheques on his behalf and then return the funds to him.

In this case, the criminal activity is actually fraud. The restaurant owner is seeking to use
the financial systems to enable him to make full use of the monies. In money laundering
there is always some form of criminal activity — who would need to disguise legitimate
funds? Often it is the nature of the funds which determines the approach that is likely to
be adopted. Here, we have a fraudster using multiple bank accounts to attempt to disguise
the source of funds. As we shall see in subsequent chapters, this is but one of many possible
criminal activities, and there are also many forms of money laundering, although they all
do have similar properties.

(Source: http://www.fbi.gov/milwaukee/press-releases/2009/mw092209-1.htm)

~

J

Sometimes the investigations undertaken by the crime agencies can result in successful
prosecution, as shown by the following press release from the United Kingdom’s
Serious Organised Crime Agency (SOCA), which, in 2013, became the National Crime
Agency (NCA):

-~

Example 2: Suspected Heroin Trafficker Captured in the Netherlands (2009)

SOCA reported that a forty-four-year-old had been arrested by Amsterdam Regional Police
at a petrol station in Almere on the outskirts of Amsterdam. He was believed to have been
the head of an organised crime gang responsible for the importation of hundreds of kilos
of heroin into the UK. He was captured following an operation involving both SOCA and
the Dutch police.

Details of his status as a wanted fugitive had been publicised through Crimestoppers
“Qperation Captura”, something which the suspected trafficker alluded to when arrested.
He commented that he had felt unsafe in Spain knowing that he was wanted there, and so

~
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had moved to the Netherlands. He added that, now that he had been arrested, he was glad
that it was all over. The case highlights a number of matters. Firstly, that organised crime is
often involved with money laundering, since there are funds whose source will need to be
disguised. Secondly, there is the importance of international cooperation. A single investi-
gator in a single jurisdiction is unlikely to see the totality of the criminal activity, since this
will often use multiple jurisdictions and financial institutions. Finally, in this case publicity
caused the fugitive to change his pattern of behaviour and ultimately resulted in his being
apprehended.

A SOCA spokesman said: “This arrest is a massive endorsement for Crimestoppers Opera-
tion Captura and its reputation in the criminal community. SOCA and our international
partners, working together with Crimestoppers and the general public, are having a real
impact on UK fugitives abroad — making sure they realise that, at any moment, there could
be a knock on the door followed by the clink of handcuffs.”

J

Clearly, international contacts are also required to detect major money-laundering
rings. Another press release from the UK’s Serious Organised Crime Agency highlights

thi

s clearly:

-

Example 3: International Money Launderer Arrested (2009)

NJ, the subject of a long-term investigation by SOCA and international partners, was
arrested in New Delhi, India. NJ is alleged to have controlled a worldwide money-
laundering system that, at its height, was capable of moving $2.2 billion a year.

NJ, who is banned from entering the UK, was originally arrested in Dubai in 2007 by
Dubai police as part of a year-long joint investigation between SOCA, the Dubai police and
the Italian Guardia di Finanza, but fled to India while awaiting trial. SOCA subsequently
worked closely with the Dubai and Indian authorities to assist with their enquiries. NJ is
currently in custody in India and SOCA is liaising with both Indian and Dubai police on
the next steps.

Commenting on the arrest, SOCA Deputy Director Ian Cruxton said:

“This operation is part of SOCA’s long-term strategy targeting specialist
money launderers based overseas. The illegal money transfer systems they use
provide the infrastructure to launder cash for organised crime groups whose
activities directly impact on the United Kingdom.

These networks pay no attention to cultural or geographical barriers. They
launder money for organised crime groups from any ethnic background or
criminal business, particularly UK, Pakistani and Turkish nationals based in
the UK and mainland Europe involved in drugs trafficking.

SOCA continues to share intelligence and work with international part-
ners to create a hostile environment for criminals both domestically and
internationally.”

~
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This book aims to provide all bank employees with the basic information that they
need to be part of the global attempt to identify and prosecute those involved in money
laundering or terrorist financing, whilst explaining the key terms and associated risks.
It should be part of an education and awareness campaign conducted throughout the
financial institution to raise people’s knowledge of key requirements and expectations,
ensuring that each firm complies with the local rules and regulations promulgated in
their jurisdiction by their relevant authority. In the course of the following chapters we
shall explain some of the approaches that a bank needs to adopt to deter money laun-
dering and to enable terrorist financing to be identified.

Where possible or appropriate we have included references to relevant rules and regula-
tions within the body of the book, where the reader may find additional information
if required.

In writing any book the author needs a good team around them. In this case, my col-
leagues at Risk Reward Limited and, in particular, Gurmeet Rathor and Grant Duranti
have provided both content and assistance throughout the development of this book.
Without their help this book would never have been completed.

Rules in this area do, of course, change and while every attempt has been made to
ensure that everything included herein is fully up to date at the time of printing, addi-
tional research (or additions to this never-ending book) may be required in the future.

I do hope that you find this book helpful and comprehensive, and remember that if you
are working for a bank and money laundering or terrorist financing have not yet been
identified, it does not mean that they are not around - it just means that you have not
found them yet.

Dennis Cox

Risk Reward Limited
London

October 2013



1 WHAT IS MONEY LAUNDERING?

1.1 THE INITIAL CONCERNS

The growth industry which we refer to as money laundering has developed significantly
over recent years. The industry really started with what might be considered a key
public concern over organised crime and the negative impact that this was having on
people. The governing authorities surmised that, by tracking the movement of cash,
they would then be able to detect unusual patterns of behaviour. This led to a series of
rules being put in place, originally locally but increasingly globally, to enable relevant
authorities to identify organised crime through its use of the financial sector.

The key element that underpins the regulation is that inappropriate funds were being
moved within the banking system to disguise the original source of the funds, ena-
bling organised crime to make free use of funds that may have originated from tainted
sources, including drug trafficking. Essentially, the plan was to use the movement of
the gains to identify the criminal, since the original criminal activity was so hard to
detect.

The impetus behind money-laundering legislation in any country always comes from
some form of issue which is considered to be of such magnitude that it actually gets
onto the political agenda. The legislation is then generally developed in a hurry to meet
these perceived and specific needs. We are seeing this at present with the revised bank-
ing regulations, designed to try to prevent a financial crisis yet actually creating one of
their own.

The initial drive to combat money laundering derived from the wish to reduce narcotic-
related criminal activity. Much of the original legislation concentrated on narcotic-
related issues, since this area was seen as being the primary concern. This initial
legislation has now been extended in most countries to include terrorist financing and,
more recently, to incorporate funds resulting from any form of illegal act. The definition
of what is an illegal act does vary between countries and is likely to be broader than
you might initially expect.

To take one area where there may be concerns, taxation-related matters are a particu-
larly complex area for financial crime regulation. Tax avoidance is generally not illegal
unless it is deemed abusive, whereas tax evasion is illegal. In cases where tax evasion
has taken place, criminals have the use of the funds that should have been paid over
as taxation and therefore these are funds relating to criminal activity. Any transaction
relating to these funds will now be considered as money laundering. Changes in regula-
tion and legislation that are currently being implemented are often designed to capture
different elements of the abuse of the taxation system of the relevant jurisdiction and
this has led to much of the recent growth in financial crime regulation.
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As discussed, the consequence of the manner in which legislation has been enacted
globally is that what are considered to be money-laundering predicate offences do vary
considerably between countries. More recently there has been a significant effort to
achieve a level of international standardisation within the money-laundering deterrence
arena, led by groups such as the Financial Action Task Force (FATF) as discussed in
Chapter 3, although they, of course, do not have any statutory responsibility. It remains
the responsibility of the local legislature to implement the requirements into local law —
and they will often take into account specific local issues and other existing legislation
in doing so. This is particularly the case in respect of the USA, as discussed in Chapter 9,
and is addressed in more detail in the various country profiles which conclude this text.

1.2 WHAT IS MONEY LAUNDERING?

The idea of money laundering is simple in principle. The person who has received some
form of ill-gotten gains will seek to ensure that they can use these funds without people
realising that they are the result of inappropriate behaviour. To do this they will need
to disguise the proceeds such that the original source of the proceeds is hidden and
therefore the funds themselves appear to be legitimate. Given that it is often cash that
needs to be disguised, the criminal will often seek out legitimate cash-based businesses
to enable them to disguise the source of their illegitimate cash.

When you are discussing the laundering of money, there are generally two different
connotations to consider. Money laundering refers both to the use of a cash business
such as a launderette to facilitate the mingling of legal and illegal funds and also to
the generic process of disguising the original proceeds of the funds, a process more
normally referred to as layering. By mixing legitimate and illegitimate funds, the entire
amount could potentially appear to be legitimate, and would therefore have been laun-
dered, achieving the objectives of the money launderer. The funds will appear to have
come from the legitimate business whereas some of the funds actually have arisen from
criminal activity of some type. Indeed, coin-operated launderettes, which are generally
cash-based businesses, would represent an ideal opportunity to achieve this, and much
early money laundering did make use of legitimate cash-based activity to disguise and
transform ill-gotten gains.

If a business normally takes in cash of, say, £20,000 per week, would anyone notice
if this increased to £25,000? The original £20,000 is clearly legitimate business that is
being conducted, whereas the next £5,000 may represent funds from an inappropriate
source that is being laundered through the medium of the legitimate business. It is hard
for any financial institution to identify that a firm should have only banked £20,000
when in fact it banked £25,000, so this type of money laundering is actually very dif-
ficult to identify. The only approaches to addressing such issues are due diligence on
the part of bank employees and modelling approaches which serve to select specific
accounts warranting additional investigation. Of course, any investigation work must
be undertaken without notifying the customer that they are under suspicion, as we shall
discuss later.

It is important to recognise that there are two main styles of money laundering —
professional and amateur. The professional money launderer will take advantage of
any perceived weakness in the systems of control operated by a financial institution or
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regulatory structure. Amateur money laundering takes an opportunity and does not
really cover its tracks very well, leaving obvious causes for concern which are easy to
identify either by employees being diligent or through the use of modelling systems. It
is normally the latter type of money laundering that is detected by law-enforcement
agencies. The professional is always much harder, and therefore more expensive, to
identify.

As discussed above, initially cash-based businesses were one of the key areas on which
money launderers would concentrate to launder their funds. Returning to the business
of a launderette, this is an obvious example of such a suitable vehicle for the money
launderer. Anyone can walk into a coin-operated launderette and put their coins into
the machine or pay the attendant for laundry services. The payments will predomi-
nantly be in cash and there can be very little control to ensure that the funds that would
be banked by the launderette business are actually the same as those that are received
by the launderette. This therefore achieves the objectives of money laundering — the use
of the launderette business will enable a criminal to disguise the source of their funds
so that they appear to be from legitimate sources and can be used freely.

Clearly, organised criminals are able to take advantage of any number of cash-based
businesses to disguise illegal proceeds. The following are just a few of the types of busi-
ness which have been subject to abuse by money launderers:

e Launderettes

e Newspaper sales

e Taxis

® Bars and fast food restaurants

e (Casinos

e Insurance

e Asset management

e Antiques

e Property.

Some of the vehicles will not be used for the primary placement of cash but will become
part of the layering process which is considered in more depth in the next chapter. Of
course, as detection of money laundering has become more sophisticated, then so has

the skill of the money launderer, giving rise to more complex ways of making use of the
financial markets.

1.3 THE PROCESS OF MONEY LAUNDERING

Money laundering is essentially a three-stage process, as discussed in Chapter 2. It
starts with the criminal activity that gives rise to the illegal funds. We have mentioned
drug-trafficking offences, but everything from tax evasion to bribery and corruption
results in funds being produced which the criminal will seek to disguise. The funds
need first to be received and then introduced into the system. It is often at this first
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introduction phase that the detection authorities have their best chance of identifying
the funds as being inappropriate, leading to potential criminal prosecution. This stage
is then followed by the layering and integration phases.

Clearly, a series of fees and costs will need to be incurred by the launderer to achieve
their objective of disguising the original source of the funds. It is the combination of
the level of criminal activity in the world with the level of fees that may be earned
that results in money laundering being such a lucrative industry. Of course, as the
money launderer becomes more sophisticated, it is also incumbent on the financial
intermediaries (banks, brokers, insurers, casinos and other entities) together with
law-enforcement agencies to become more sophisticated and vigilant in their delib-
erations. This tends to result in new legislation being implemented to deal with what
is the last problem that has been identified — whether it actually reduces money laun-
dering is, of course, another matter. While we still have activities that we consider to
be criminal, we will have criminal proceeds and consequently money laundering to
contend with.

1.4 THE PRIMARY OFFENCES

Initially, the drive of the money-laundering-deterrence legislation was to restrict and
identify the activities of organised criminals and gangs. This was then extended to the
area of narcotics and drug trafficking — indeed much of the current legislation has
drug-trafficking prosecution at its heart. The idea is that by making it difficult for the
syndicate that is producing the narcotics and then distributing them around the world
to make use of the funds generated, there will be a reduction in the level of narcotics
that are available and therefore drug taking will reduce. Of course, for this to be the
case the penalties under the legislation and the likelihood of being detected must be
higher than the expected benefits from the narcotics trade. Whether this is actually the
case is open to debate and could be one of the reasons why the narcotics trade does not
appear to be diminishing.

In more recent years terrorist financing has also become a major cause for concern, and
again money-laundering deterrence has been targeted as one of the ways in which the
authorities within a country can be seen to be acting to attempt to reduce the ability of
such organisations to act within a specific jurisdiction.

So, the three original key areas where money-laundering-deterrence legislation and
regulation were intended to be effective were:

e Organised crime

e Drug trafficking

e Terrorist financing.

Each of these is a clearly illegal activity in most countries, although they are not always
easy to define completely or accurately. More recently in many countries the scope of

such rules and regulations has broadened significantly, effectively becoming what might
be considered “all crimes” legislation. This clearly results in a broadening of the areas
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of criminal activity being covered by such legislation, which would include some or all
of the following:

e Robbery or theft

e Blackmail or extortion

® Bribery and corruption

e Piracy of various types

e Jllegal pornography or issues related to sexual matters
e People trafficking

e Tax evasion.

1.5 DUE DILIGENCE

The role of the financial institution is to be diligent and to act when it becomes suspi-
cious. Whilst in the case of tax evasion the suspicion may not immediately be obvious
to people involved with managing the account at the financial institution, in other cases
it will be. It is therefore important for financial institutions and other relevant entities
to identify their customers and associates properly, undertaking what are referred to as
due diligence procedures, or, if they are relationships that are identified as having a high
perceived risk, undertaking enhanced due diligence procedures.

Such a due diligence process begins with procedures whose objective is the identifica-
tion of the customer or associate as an appropriate person for the firm to do business
with. This will involve obtaining information on both people and companies and
their source of funds as required by local regulation and the policies and procedures
of the firm.

This, of course, relies on the staff of the financial institution undertaking their roles
with care and this can be difficult. Banks want to sell financial service products to their
clients. If a client comes to a bank and wants to open a bank account, the bank needs to
obtain the information it requires to comply with the regulations while at the same time
selling to the customer. If staff begin to see the financial crime regulatory requirements
as little more than a regulatory construct, they will not remain as vigilant as should be
the case and the money launderer will become a customer.

Continual training is required to constantly emphasise the importance of the controls
applied by the bank. Only through the first line of defence of the bank, the front-office
staff, exercising careful due diligence can a firm really be protected.

After taking on the initial relationship, the requirement to undertake due diligence does
not end. The financial institution will still be required to undertake monitoring of the
customer to see that the activities undertaken appear to be consistent with their under-
standing of the customer and are not suspicious. This ongoing due diligence obligation
will continue throughout the customer relationship and will again be enshrined in local
regulation and the policies and procedures of the firm.
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If a suspicion has been identified, it needs to be investigated by the financial institution
to ensure that there are real grounds for suspicion. The requirements in this respect are
generally included in local regulation, transposed into the rules of the firm. Only once
the transaction has been investigated should the suspicion be reported to the relevant
authorities by the relevant officer at the financial institution, a role normally referred
to as the Money Laundering Reporting Officer (or MLRO). The suspicious activity
report (or SAR) submitted to the relevant authority will potentially document that the
financial institution has met its obligations under the relevant legislation, providing a
safe harbour from prosecution. It will also provide the enforcement authorities with
another link in what might be a lengthy chain of reports which could lead to a success-
ful prosecution.

1.6 THE EVASION OF TAXATION

There are few things more certain in life than taxation, unless you are lucky enough to
be based in a jurisdiction where no taxes are, in fact, payable — certain countries in the
Middle East, for example.

In most countries, some or all of the following taxes apply:

® Income tax

e Corporation tax

e Sales tax or Value Added Tax
e Inheritance tax

¢ Capital gains tax

e Local sales tax

e (ar tax

e Petroleum revenue tax

¢ Gaming duty

e Alcohol duties

e National insurance

® Property taxes.

With such a range of possible taxes available that both individuals and businesses

could be subject to, it is hardly surprising that an industry has emerged to assist indi-
viduals and corporations in minimising the amount of taxation that they are required

to pay.

When you are organising your affairs to minimise the taxation that will be levied, this is
clearly a legal process unless you are based in a country that has implemented abusive
taxation avoidance legislation. Generally, the failure to pay taxation that is due and
payable is clearly a criminal offence and therefore would be covered by “all crimes”
money-laundering-deterrence rules and regulations. The problem is that taxation
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statutes and their legal interpretation are generally far from certain and therefore court
action is often required to enable the legal position to be clarified with any degree of
certainty.

To illustrate the problem, consider the following. A company is seeking to acquire
another business. At the time when a transaction was entered into to buy the company,
the acquired business may have thought that what it was doing was legal, and therefore
that it was paying the correct sums of taxation to the relevant collecting authority. It
may only be after the case has been resolved in favour of the taxation authorities that
the firm would have been guilty of money laundering, since it would have failed to
pay the appropriate amount of taxation on the due date. The firm that has purchased
the business then has concerns in that it may have overpaid for the company it has
acquired.

Of course, such a case would tend to focus on the economic reality of the situation as
opposed to money laundering, which is really not a concern, since there was no such
intention in the activity. It is cases where there is a lack of clarity in taxation legislation
that tend to prove problematic and it is when the company is taking actions to minimise
taxation which are perhaps pushing the boundaries that problems occur.

Tax havens are financial centres which offer a range of services to international busi-
nesses and individuals to reduce or eliminate their home country taxation liability.
For some time now, and particularly since the economic crash of 2008, there has been
significant global financial and political impetus to clamp down on tax havens. With the
objectives of both preventing financial crime and ensuring the full amount of revenue is
received by the exchequer, countries such as Switzerland and Luxembourg have come
under increased scrutiny as their financial privacy laws are being eroded. This is likely
to lead to the discovery of a number of questionable, if not illegal, schemes which were
previously protected by the renowned privacy laws of the havens, while encouraging
criminals to devise new and more advanced schemes to evade the uncovering of their
frauds once again.

Difficulties arise when a scheme which was thought to have been legal becomes illegal,
something that can easily occur where there is tax planning taking place. In such cases,
the funds which were once legal have now become illegal and therefore will be subject
to the financial crime regime.

1.7 SUSPICION AND REPORTING

The key issue is that actions taken by firms to attempt to reduce the level of their
taxation may eventually be seen as being too extreme and therefore could potentially
be considered as being illegal. If a country adopts an “all crimes” approach to money-
laundering deterrence, then there may be a requirement for such matters to be reported
immediately to the reporting authorities in cases where there clearly is a suspicion. Of
course, the point at which the suspicion occurs may itself be unclear.

A suspicious activity report (or SAR) will typically then be provided to the relevant in-
country authority for them to consider whether action should be taken. In many cases,
the authorities will not have sufficient information to take action, in which case nothing
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will happen. In other cases, they will link information from the single SAR with other
SARs that they receive, leading to information linking investigations and ultimately to
criminal prosecution.

1.8 THE LOCAL SERVICE PROVIDER

Do you personally have any local service providers that you pay in cash? This might
include plumbers, carpenters, gardeners, taxi drivers, builders and similar parties.
Would you expect that person to disclose all of their income to the relevant taxation
authorities? Is it possible that they may choose to show a lower amount of revenue than
is actually the case to reduce the amount of taxation that would be due and payable?
This is clearly a plausible scenario, but is it sufficient to result in the money-laundering-
deterrence regime applying and a SAR being produced?

Generally, such activities are, to some extent, not included within this form of legisla-
tion. Basically it would not be helpful for financial institutions and others to report
cash-based businesses to the relevant authorities purely because they were cash-based
businesses. Just because it is possible for the activity to permit tax evasion, does not
mean that there actually will be tax evasion and therefore, generally, this cannot be
sufficient to result in a suspicion of money laundering and consequent reporting to the
approved party. However, if there is a clear suspicion, then such reporting should still
take place.

Could there also be obligations on a financial institution regarding the under report-
ing of income or some other form of tax evasion? The answer is clearly yes. If the firm
should have been aware that the firm was under reporting its income or in some other
way evading taxation unlawfully, then this would be a reason to report the firm to the
relevant authorities and for the money-laundering-deterrence legislation to apply.

However, since the financial institution may not be the only firm with which the cus-
tomer is undertaking banking activity, the ability of the single firm to identify such cases
is limited.

1.9 LICENCE PAYMENTS

In some countries it will be illegal to drive without a driving licence, or to operate a
specific car without the vehicle having been approved, or to have a television without
the relevant approval. Such areas are generally seen as being too minor to warrant
investigation by relevant authorities and are therefore generally seen as more minor
offences. Accordingly, retaining the funds that you should have paid for the licence will
not, in itself, mean that you are guilty of money-laundering offences in addition to the
original offence resulting from failure to have the licence.

What this means is that, as you move from one jurisdiction to another, it is always
important to make sure that you are fully aware of what the predicate offences are
within the specific jurisdiction that you are involved with. It is also important to stress
that some jurisdictions include an element of extraterritorial provisions, enabling the
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regulator in one country to take an interest in payments in another country, with the
USA being one obvious such case, as set out in Chapter 9.

Of course, tax evasion is not at the heart of the money-laundering-deterrence regime,
yet it is increasingly one of the major areas where such legislation is applied. Under-
standing the local regulatory requirements for due diligence, monitoring and reporting,
training staff adequately and rigorously applying relevant procedures is always the best
protection for any firm in any jurisdiction.






2 THE PROCESS OF MONEY
LAUNDERING

2.1 THE MONEY-LAUNDERING CYCLE

Money laundering is generally seen as a three-stage process, as shown in Figure 2.1.

=

Placement Layering

Integration

Figure 2.1 The three-stage money-laundering process

The idea is that the initial proceeds enter the banking system at a perceived point of
weakness (the placement phase) and then the funds are moved around such that the
initial source of the funds is disguised (the layering phase). The funds are eventually
reintegrated into the mainstream banking system as clean funds (the integration phase).

These three stages shall be considered separately.

2.1.1 The Placement Phase

The placement is the initial stage of the process. The illegitimate funds have been
obtained in some way, perhaps as a result of extortion, theft or drug trafficking, or any
other form of predicate crime. These funds will need to be placed initially into the bank-
ing system to commence the money-laundering process.

Placement is not just the movement of cash into a bank account, even though this is the
process that is most frequently considered. The initial placement purely means moving
the funds from their original cash source into some other form which will enable the
money launderer to undertake further layering and therefore disguise these amounts.

For example, were a money launderer to purchase a physical asset, say a painting or
another asset of value, then this asset could be subsequently sold and this would then
release funds which would appear to be legitimate. Consequently, the acquisition of
the painting at an auction for cash would represent money laundering. So, it is not just
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the placement of cash into a bank account that represents the first stage in the layering
process, rather it is the initial transfer of the questionable asset into another form.

Money launderers will typically focus on areas in the financial system where there
appears to be the least obvious control. Consequently, if the money launderer has par-
ticular knowledge that an individual or company is in particular need of cash, then
this will probably be an indicator as to an opportunity to be selected for the or1g1na1
placement of illegitimate funds. This is because the individual or company need is such
that the level of due diligence that it conducts may be reduced, enabling the money
launderer to profit.

All of the following could be used for the placement process:

e The purchase of paintings

e The purchase of antiques

¢ Buying things in a market

e The acquisition of stamps and coins

e The purchase of investment products

¢ Taking out unnecessary insurance products
o The purchase of new or second-hand cars
e The purchase of boats

e Buying chips at a casino

e Purchasing lottery tickets

¢ Purchasing premium bonds

e Acquiring shares in private companies

e Providing cash loans to companies

e Purchasing commodities or precious metals.
Effectively, the placement is limited only by the vision of the money launderer.

If there is a branch of a bank that is known to be under pressure to increase its deposit
base, then the money launderers will actively seek it out. If there is a bank that is strug-
gling to maintain liquidity, then it may also become an obvious target. If a salesman
is given a target to achieve a bonus, then he may also become an opportunity for the
money launderer, since he will potentially be liable to lower his money-laundering-
deterrence guard while seeking to achieve sales. It is the person or business that most
needs the cash or sales that is most likely to be targeted by the unscrupulous.

From the position of the firm, this highlights where additional controls are required. If
a firm implements a bonus regime that requires a target of deposit to be achieved, then
it has created an incentive that may run contrarian to the objective of a financial crime
deterrence programme. By creating bias in the system, encouraging staff to seek out
depositors, the message will be sent out to the market that this firm is actively seeking
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deposits. In trying to achieve the sales targets set, the employees of the firm may choose
to ignore warning signals which at other times might have caused them to question the
depositor.

However, given the nature of the current financial market, many firms are actively seek-
ing to grow their deposit books. The additional reputational risks that are consequent
to this route of action need to be addressed. This should be achieved through a combi-
nation of additional controls including the following:

o Secret shopping: A series of staff should seek to deposit funds at your branches, par-
ticularly those that are not currently achieving their targets. The secret shopper is, of
course, an employee of the firm. They will pose a series of scenarios to the branch or
other staff which, under normal circumstances, would have been expected to raise
concerns. If the relevant employee fails to take the action intended, then the firm
will be aware that its financial crime deterrence programme has ceased to operate
effectively.

e Increased supervision: For a sample of accounts opened, the central management
team should undertake a series of specific additional reviews to ensure that the
risk profile identified for the customer is consistent with the information actually
gathered.

2.1.2 The Layering Phase

Once the funds have initially been placed, the next phase of the money-laundering
programme is the layering phase. As stated above, the objective of the layering phase is
to disguise the proceeds of crime such that the original source and the current position
of the funds are unclear. This can typically be as easy as using the illegitimate funds to
invest in something legitimate, so that the funds now appear to be “clean”. In other
cases, a far more complex series of transactions will be entered into.

In more complex schemes, the money launderer will move the funds between a number
of accounts in a number of different jurisdictions and through a series of companies to
ensure that the trail is as complicated as possible. This will essentially obscure the audit
trail and sever the link with the original criminal proceeds. In the most professional
cases of money laundering identified, the funds can actually “spin” up to ten times prior
to being integrated into the banking system.

Money launderers will face varying levels of difficulty during the layering phase depend-
ing on the chosen method of investment. For example, antiques, paintings and stamps
can all be legitimately acquired privately, and thus have a low level of risk for the
money launderer. You can purchase them at antique markets, shops, auctions or even
car boot sales or flea markets. They can be inherited, found or gifted. Some of these
routes maintain formal records of the purchase or sale, whereas others do not.

That legitimate activity may not have records provides a good cover for the money
launderer, since there can be little proof of where the asset came from. They could say
it was inherited when, in fact, it was purchased from a flea market. If no questions are
asked, then the money launderer is clearly at a significant advantage.
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A more risky method of layering would be the purchase of property. This is because
lawyers or solicitors will become involved. Lawyers generally are also under money-
laundering obligations and need to conduct various due diligence of their own to meet
the standards placed upon them. Accordingly, the lawyers may be alerted to concerns as
a result of conducting their own due diligence. They may also be under an obligation to
report inappropriate activity, but again this will depend on the rules of the jurisdiction
and, of course, the scruples of the lawyer.

2.1.3 The Integration Phase

Integration is the final stage of the money-laundering process. It is the stage where ille-
gal proceeds are re-integrated into a legitimate financial system to be assimilated with
other assets in the system. This is where the disguised criminal proceeds can be returned
to and used by the money launderer and they will now appear to be legitimate funds.
Money launderers will typically put the “cleaned” money into the normal economy to
make it appear to have been earned legitimately. The main aim of the money launderer
is to integrate funds successfully so that it becomes difficult for anyone to distinguish
between legitimate and illegitimate (criminal proceeds) funds and they will then be free
to use them for any purpose they require.

There are many ways in which laundered money can be integrated back into the normal
economy. With the money launderer, however, the main objective of money launder-
ing at this stage is to reunite themselves with the criminal proceeds in a manner that
does not draw attention or suspicion. More about suspicion later, but it is often by the
money launderer abusing successful schemes of money laundering through greed that
the financial institution subsequently becomes suspicious and the criminal is identified.

For example, the purchases of property, sports cars, art work, jewellery, etc. are com-
mon ways for the launderer to enjoy their laundered money without necessarily draw-
ing attention to them. The risk is that conspicuous displays of wealth could either cause
suspicion or result in envy, resulting in identification of inappropriate actions. However,
money launderers will use more and more creative and unique ways to achieve their
objectives.

Common methods of integration used by money launderers include the following:

e One of the simplest methods of integrating funds was to transfer money to a legiti-
mate bank from a shell bank owned by the launderers. Shell banks, which have little
legitimate business, are now generally addressed in jurisdictional rules and therefore
this is becoming a more complex area to manage.

e Money launderers can send embellished invoices overvaluing goods or services
which allow them to move funds from one country to another. The invoices act as
verification for the origins of the funds placed with financial institutions.

¢ Money launderers can establish anonymous companies in countries where the right
to secrecy is guaranteed. They are then able to grant themselves loans out of the
laundered money in the event of a future legal transaction. Furthermore, they may
increase their profits, they will also claim tax relief on the loan repayments and
charge themselves interest on the loan.
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e The use of trading accounts with financial institutions is another obvious example.
The money launderer transfers funds into an open brokerage account, allowing the
financial institution to trade on their behalf. At some later stage they take the funds,
which have then been laundered, from the account.

e The money launderer can cancel an insurance policy after the premium has been
paid. The premium returned by the insurance company is, of course, laundered funds.

® Assets acquired can be sold either in an open market or as a private sale, with funds
being received ideally electronically into a legitimate bank account, perfectly laun-
dered of course.

These are but a few of the ways in which the assets can be integrated back into the
normal economy. The launderer’s objective is normally to obtain cash payment from
a legitimate bank that they can pay into their account at another legitimate bank.
Once this has been achieved, the laundering cycle is normally complete and the crimi-
nal is free to use the funds for any purpose they require without any expectation of
being detected.






3 INTERNATIONAL
MONEY-LAUNDERING REGULATION -
THE ROLE OF THE FINANCIAL ACTION
TASK FORCE!

3.1 WHO ARE THE FINANCIAL ACTION TASK FORCE?

The Financial Action Task Force (FATF) is an inter-governmental body established in
1989 by the Ministers of its member jurisdictions. The objectives of the FATF are to
set standards and promote effective implementation of legal, regulatory and opera-
tional measures for combating money laundering, terrorist financing and other related
threats to the integrity of the international financial system. The FATF is, therefore, a
“policy-making body” which works to generate the necessary political will to bring
about national legislative and regulatory reforms in these areas.

The FATF has developed a series of recommendations that are recognised as the inter-
national standard for combating money laundering and the financing of terrorism and
proliferation of weapons of mass destruction. They form the basis for a coordinated
response to these threats to the integrity of the financial system and help ensure a level
playing field. First issued in 1990, the FATF Recommendations were revised in 1996,
2001, 2003 and, most recently, in 2012 to ensure that they remain up to date and rel-
evant, and they are intended to be for universal application.

The FATF monitors the progress of its members in implementing necessary measures, reviews
money-laundering and terrorist-financing techniques and countermeasures, and promotes
the adoption and implementation of appropriate measures globally. In collaboration with
other international stakeholders, the FATF works to identify national-level vulnerabilities
with the aim of protecting the international financial system from misuse.

The FATF’s decision-making body, the FATF Plenary, meets three times per year.

3.2 FATF RECOMMENDATIONS

In response to mounting concern over money laundering, the Financial Action Task
Force on Money Laundering (FATF) was established by the G-7 Summit that was held
in Paris in 1989. Recognising the threat money laundering posed to the banking system
and to financial institutions, the G-7 Heads of State or Government and the President
of the European Commission convened the Task Force from the G-7 member states, the
European Commission and eight other countries.

! Extracts from the FATF Recommendations and relevant FATF guidance and best practices are

reproduced with kind permission of the Financial Action Task Force.
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The FATF was given the responsibility of examining money-laundering techniques and
trends, reviewing the action which had already been taken at a national or interna-
tional level and setting out the measures that still needed to be taken to combat money
laundering. In April 1990, less than one year after its creation, the FATF issued a report
containing a set of forty recommendations, which were intended to provide a com-
prehensive plan of action needed to fight money laundering. They still form the real
basis for all money-laundering regulations worldwide and while they have now been
updated, these original recommendations largely remain the key requirements.

In 2001, the development of standards in the fight against terrorist financing was
added to the mission of the FATF, extending its role beyond pure money-laundering
deterrence. As a consequence, in October 2001, the FATF issued eight special recom-
mendations to deal with the issue of terrorist financing. The continued evolution of
money-laundering techniques led the FATF to revise the FATF standards comprehen-
sively in June 2003. In October 2004, the FATF published a ninth special recommen-
dation, further strengthening the agreed international standards for combating money
laundering and terrorist financing, resulting in the production of what came to be
known as the 40+9 Recommendations.

In February 2012, the FATF completed a thorough review of its standards and pub-
lished the revised FATF 40 Recommendations. The objective of this revision was to
further strengthen global safeguards and also to protect the integrity of the financial
system by providing governments with stronger tools to take action against financial
crime. Of course, since the FATF does not have any legal standing in any country,
this is really attempting to create a global level playing field in financial crime and
terrorist-financing deterrence by creating international best practice, hoping that this
will exert pressure for compliance. The recommendations have been expanded to deal
with perceived new threats such as the financing of the proliferation of weapons of
mass destruction, and to be clearer on transparency and tougher on corruption. The
nine special recommendations on terrorist financing have now been fully integrated
with the measures against money laundering. This has resulted in a stronger and clearer
set of standards, albeit substantially unchanged in many areas.

The FATE, of course, has no global jurisdiction and consequently it is incumbent upon
local rules and regulations to be implemented. As referred to above, the FATF does,
however, conduct reviews of the level of compliance within jurisdictions to the FATF
recommendations and this does provide some level of impetus for their implementa-
tion. These reports are publicly available on the FATF website. In this chapter we also
identify whether these recommendations are new in 2012 or whether these are the
existing recommendations from the 40+9 set.

The 40 current FATF recommendations are outlined below.

Recommendations
1. Assessing risks and applying a risk-based approach (New recommendation)

— Countries should identify, assess and understand the money-laundering and ter-
rorist-financing risks for the country, and should take action, including designat-
ing an authority or mechanism to coordinate actions to assess risks, and apply
resources, aimed at ensuring the risks are mitigated effectively.
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— Based on that assessment, countries should apply a risk-based approach (RBA)
to ensure that measures to prevent or mitigate money laundering and terrorist
financing are commensurate with the risks identified. This approach should be
an essential foundation to efficient allocation of resources across the anti-money-
laundering and countering the financing of terrorism (AML/CFT) regime and the
implementation of risk-based measures throughout the FATF Recommendations.

— Where countries identify higher risks, they should ensure that their AML/CFT
regime adequately addresses such risks. Where countries identify lower risks,
they may decide to allow simplified measures for some of the FATF Recommen-
dations under certain conditions.

— Countries should require financial institutions and designated non-financial
businesses and professions (DNFBPs) to identify, assess and take effective action
to mitigate their money-laundering and terrorist-financing risks.

This is a new, explicit recommendation, which perpetuates the principle of taking a
risk-based approach. The FATF is keen for its members to adopt risk-based strategies
to its AML regimes, which is further highlighted by the fact that this recommendation
appears before the criminalisation of the money-laundering offence, which has been
relegated to Recommendation 3.

By bringing this in as the first reccommendation, the FATF is outing the onus on firms to
implement such a risk-based regime and, as we shall discuss later, this may require the
implementation of some form of money- laundermg deterrence monitoring software.
The risk-based approach to implementation is, however, not without some measure of
risk. If a risk-based approach results in less work being conducted in one area to enable
more work to be conducted in another, then the risk exists that the initial analysis will
be proven to be incorrect. In such cases, the firm will need to show that its procedures
are not only compliant with local rules and regulations but also meet expectations that
are likely to be developed with the benefit of hindsight.

The consequence of this is that while it is important to implement a risk-based approach,
as we shall discuss again later, firms must ensure that their procedural and transactional
documentation is adequate to provide a defence against an accusation that the risk-
based approach was being used to enable a firm to “turn a blind eye” to potential
money laundering.

2. National cooperation and coordination (Previously addressed in Recommen-
dation 31)

— Countries should have national AML/CFT policies, informed by the risks identi-
fied, which should be reviewed regularly, and should designate an authority or
have a coordination or other mechanism that is responsible for such policies.

— Countries should ensure that policy-makers, the financial intelligence unit (FIU),
law-enforcement authorities, supervisors and other relevant competent authori-
ties, at the policy-making and operational levels, have effective mechanisms
in place which enable them to cooperate, and, where appropriate, coordinate
domestically with each other concerning the development and implementation
of policies and activities to combat money laundering, terrorist financing and the
financing of proliferation of weapons of mass destruction.
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This is more expansive than the 2003 recommendation. It does suggest that the
local regime should be based on local risk analysis so that it is necessary for FIUs
(or other appropriate bodies) to undertake a review of the risks that both finan-
cial crime and terrorist financing pose to their local markets. Of course, it would
be helpful were this to be made public so that firms could then apply this within
their implementation of the risk-based approach, but at present few countries have
clearly set this out publicly.

3. Money-laundering offence (Previously addressed in Recommendations 1 and 2)

— Countries should criminalise money laundering on the basis of the Vienna Con-
vention and the Palermo Convention.

— Countries should apply the crime of money laundering to all serious offences,
with a view to including the widest range of predicate offences.

The United Nations Conference for the Adoption of a Convention against Illicit Traffic
in Narcotic Drugs and Psychotropic Substances met at the Neue Hofburg in Vienna
from 25th November to 20th December, 1988 and this resulted in what is now known
as the Vienna Convention. This was published as the United Nations Convention
against Illicit Traffic in Narcotic Drugs and Psychotropic Substances 1988, highlight-
ing the limited focus of the convention. 106 countries participated in the convention.
The convention itself consists of 34 articles including consideration of the labelling of
exports and commercial documents. As such, this convention is for a wider audience
than purely the financial community.

This particular article does warrant additional review. It states:

“Each party shall require that lawful exports

of narcotic drugs and psychotropic substances

be properly documented. In addition there is

a requirement to document the quantity being
exported, and the name and address of the exporter,
the importer and, when available, the consignee.
Each party is required to ensure that consignments
of narcotic drugs and psychotropic substances being
exported are not mislabelled.”

So the objective is to separate legal drug import and export from illegal trafficking
through a labelling system.

The Palermo Convention dates from 8th January, 2001 and was again published by
the United Nations. The United Nations were “deeply concerned by the negative eco-
nomic and social implications related to organised criminal activities, and convinced of
the urgent need to strengthen cooperation to prevent and combat such activities more
effectively at the national, regional and international levels”. They also noted with deep
concern the growing links between transnational organised crime and terrorist crimes.
They sought to broaden the previous treaty to include other areas including terror-
ist financing and corruption and were seeking bilateral agreements between parties to
enable better detection and investigation to occur. The organisation even went so far as
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to state the information that a cross-jurisdictional information request should include,
as well as including the requirements for training of law-enforcement officers.

By including these conventions within this recommendation the FATF is seeking to high-
light the importance of cooperation and also to reflect much of the work that has been
conducted which should be included within local jurisdictional law. This FATF recom-
mendation is considerably more succinct than the 2003 recommendations, even though
the two conventions mentioned were passed prior to 2003. This, therefore, affords
countries more freedom in the manner in which they criminalise money laundering.

4. Confiscation and provisional measures (Previously addressed in Recommendation 3)

Countries should adopt measures similar to those set forth in the Vienna Convention,
the Palermo Convention and the Terrorist Financing Convention, including legislative
measures, to enable their competent authorities to freeze or seize and confiscate the fol-
lowing, without prejudicing the rights of bona fide third parties:

(a) property laundered;

(b) proceeds from, or instrumentalities used in or intended for use in, money laun-
dering or predicate offences;

(c) property that is the proceeds of, or used in, or intended or allocated for use in,
the financing of terrorism, terrorist acts or terrorist organisations; or

(d) property of corresponding value.

Such measures should include the authority to:

(a) identify, trace and evaluate property that is subject to confiscation;

(b) carry out provisional measures, such as freezing and seizing, to prevent any
dealing, transfer or disposal of such property;

(c) take steps that will prevent or void actions that prejudice the country’s ability
to freeze or seize or recover property that is subject to confiscation; and

(d) take any appropriate investigative measures.

Countries should consider adopting measures that allow such proceeds or instrumen-
talities to be confiscated without requiring a criminal conviction (non-conviction-based
confiscation), or which require an offender to demonstrate the lawful origin of the
property alleged to be liable to confiscation, to the extent that such a requirement is
consistent with the principles of their domestic law.

The International Convention on the Suppression of the Financing of Terrorism was
adopted by the United Nations on 5th December, 1999. Focussing on legal definitions
and penalties, the requirement for international cooperation and customer information
requirements, it led to the development of the nine additional FATF terrorist-financing
principles.

This recommendation requires legislation to be implemented to enable the competent
authorities to seize the assets of money launderers or assets used in terrorist financ-
ing. Of course, there is normally different legislation regarding such matters, which
usually covers all crime, not just money laundering. For example, direct theft of an
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asset (e.g. a car) would already typically be caught by such legislation. What this
recommendation achieves is to extend this to all areas of money laundering and ter-
rorist financing. It tends to result in competent authorities having the ability to seize
physical property and bank accounts, as well as the high-profile cars.

In terms of development from the 2003 recommendations, this recommendation widens
the scope of the previous recommendation by including the Terrorist Financing Conven-
tion (even though this was passed in 1999), expanding the freezing and seizing power to
three instances rather than one, and including property involved in terrorist financing.

The peculiarity of this recommendation, which also appears in Recommendation 38,
is the use of the word “instrumentalities” — in English, this word would not be used in
this scenario. The Encarta English Dictionary defines instrumentalities as the plural of
instrumentality, which is defined as “the quality or state of being instrumental”. The
word “instruments” would appear to fit with the context of this recommendation and
would make much more sense than “instrumentalities”, so we take “instrumentalities”
to mean “instruments” here.

Terrorist Financing and Financing of Proliferation
5. Terrorist financing offence (Previously addressed in Special Recommendation II)

— Countries should criminalise terrorist financing on the basis of the Terrorist
Financing Convention, and should criminalise not only the financing of terror-
ist acts but also the financing of terrorist organisations and individual terrorists
even in the absence of a link to a specific terrorist act or acts. Countries should
ensure that such offences are designated as money-laundering predicate offences.

This recommendation widens the scope of the previous special recommendation to include
the financing of individual terrorists, whereas the 2003 recommendation only suggested
that “each country should criminalise the financing of terrorism, terrorist acts and ter-
rorist organisations”. This gives countries a wider scope to apply pre-emptive measures
before a terrorist act has been committed, and gives countries the power to intervene even
if they are unaware who a suspected terrorist is cooperating with. Of course, this recom-
mendation is not binding — it is up to individual countries to pass legislation to make this
effective. Without this, the recommendation is just an idea with no legal force.

6. Targeted financial sanctions related to terrorism and terrorist financing (Previously
addressed in Special Recommendation III)

— Countries should implement targeted financial sanction regimes to comply with
United Nations Security Council resolutions relating to the prevention and sup-
pression of terrorism and terrorist financing. The resolutions require countries
to freeze, without delay, the funds or other assets of, and to ensure that no funds
or other assets are made available, directly or indirectly, to or for the benefit of,
any person or entity either

(a) designated by, or under the authority of, the United Nations Security Coun-
cil under Chapter VII of the Charter of the United Nations, including in
accordance with Resolution 1267 (1999) and its successor resolutions; or

(b) designated by that country pursuant to Resolution 1373 (2001).
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This recommendation expands on the previous special recommendation by specifying
“targeted financial sanctions” in addition to the freezing requirements imposed by the
resolutions.

The requirement to freeze assets without delay poses some logistical problems. The
regulator is unlikely to have the authority to freeze the assets of a customer of a bank,
whereas the FIU or some other appropriately authorised body probably will have.
However, this is entirely dependent on the laws of the country. In any case, a court
application will still generally be required. Furthermore, an FIU will be dealing with
all of the legal issues arising throughout a country, so some delay is inevitable. It will
take time for the FIU to receive, assess and approve a freezing order, by which time the
funds may have been moved freely by the customer.

Another issue this recommendation poses is the willingness of banks to freeze the assets
of its customers. Where this is done and it turns out that the customer was not involved
in criminal activity, there will inevitably be complaints, compensation and probably a
loss of business for the bank. Financial institutions will understandably be unwilling to
expose themselves to this risk, and any reluctance will cause further delay, contrary to
the objectives of this recommendation.

A nineteen-page best practice paper accompanies this recommendation, outlining iden-
tification procedures, access to and freezing of prohibited funds. Example provisions
appear below, but please refer to the guidance for the full text.

The best practice provides that “Recommendation 6 is intended to assist countries in
implementing the targeted financial sanctions contained in the UN resolutions relating
to the prevention and suppression of terrorism and terrorist financing. These resolu-
tions require countries to freeze, without delay, the funds or other assets of, and to
ensure that no funds or other assets are made available, directly or indirectly, to or
for the benefit of, any person or entity either (a) designated by, or under the authority
of, the United Nations Security Council (the Security Council) under Chapter VII of
the Charter of the United Nations, including in accordance with the Al-Qaida/Taliban
sanctions regimes; or (b) designated by that country or by a supra-national jurisdiction
pursuant to UNSCR 1373. Such measures may be either judicial or administrative in
nature.”

In terms of practical application, the guidance calls for “institutional arrangements
allowing for close co-ordination among financial, intelligence and law enforcement
authorities and the incorporation of the measures into the country’s broader counter-
terrorism policy. Countries should also have in place procedures to protect all sources
of information, including intelligence and closed-source materials, used in the designa-
tion of persons and entities as being subject to the asset freeze measures.”

With regards to legal process, “measures to freeze terrorist funds or other assets may
complement criminal proceedings against a designated person or entity, but are not
conditional upon the existence of such proceedings. The measures serve as a preventive
or disruptive tool when criminal proceedings are either not possible or not practical.
This does not, of course, prevent freezing procedures as such forming a part of criminal
procedures.”
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For the effective implementation of an asset freeze, robust identifying information is
essential. At the extreme end of the scale, poor quality identifiers are an obstacle to the
enforcement of an asset freeze. Single-name identifiers, in particular, represent problems
for enforcement. Best efforts should therefore be made to ensure as much identify-
ing information as possible is provided upon designation, and that such information
is updated as more identifying data become available. Where operational imperatives
allow, jurisdictions may consider postponing a designation in situations where there is
insufficient identifying information, until further information is available.

In order to implement the targeted financial sanction regimes required under Rec-
ommendation 6, including initiating, or making proposals for, designations, there
will be a need to engage with a range of authorities (for example, Foreign Affairs,
Justice, Treasury, Finance, Central Bank, Interior or Public Safety) and agencies (for
example, security, intelligence, law enforcement, the FIU). Countries should have
appropriate structures and procedures to ensure the effective implementation of the
asset-freeze mechanism.

In order to comply with requirements to grant exemptions for access to frozen funds or
other assets for basic or extraordinary expenses as set out in Resolution 1452 (2002)
whilst still ensuring that the asset freeze is maintained, strong relationships and robust
cross-government processes should be built and maintained.

In the UK, the Treasury’s Asset Freezing Unit is responsible for designating terrorist
freezing targets under Resolution 1373 (2001). More information on the Asset Freezing
Unit and a consolidated list of asset freeze targets designated by the United Nations,
European Union and United Kingdom under legislation relating to current financial
sanction regimes are available in the relevant chapters of this book.

7. Targeted financial sanctions related to proliferation (New recommendation)

— Countries should implement targeted financial sanctions to comply with
United Nations Security Council resolutions relating to the prevention, sup-
pression and disruption of proliferation of weapons of mass destruction and
its financing. These resolutions require countries to freeze, without delay, the
funds or other assets of, and to ensure that no funds and other assets are made
available, directly or indirectly, to or for the benefit of, any person or entity
designated by, or under the authority of, the United Nations Security Council
under Chapter VII of the Charter of the United Nations.

This recommendation is similar to Recommendation 6, and poses the same problems
regarding freezing assets without delay. While this idea is desirable in theory, the logis-
tics required may cause problems in practice.

8. Non-profit organisations (Previously addressed in Special Recommendation VIII)

— Countries should review the adequacy of laws and regulations that relate to
entities that can be abused for the financing of terrorism. Non-profit organisa-
tions are particularly vulnerable, and countries should ensure that they cannot
be misused:

(a) by terrorist organisations posing as legitimate entities;
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(b) to exploit legitimate entities as conduits for terrorist financing, including for
the purpose of escaping asset-freezing measures; and

(c) to conceal or obscure the clandestine diversion of funds intended for legiti-
mate purposes to terrorist organisations.

This recommendation has not changed since the 2003 version, when it was completely
new. It requires reviews to be conducted into not-for-profit organisations which could
potentially be used for money laundering. The level of work required varies consider-
ably between jurisdictions.

Linguistically, this recommendation refers to “non-profit organisations”. This is
unusual, as the usual terms would be “charities” or “not-for-profit organisations”.
Strictly speaking, any business which makes a loss is a non-profit organisation, although
this is clearly not the intended meaning in this recommendation.

The recommendation also requires countries to think through the nature of the struc-
tures available within their legal jurisdiction, identifying non-profit organisations as
an example. It may well be that there are other constructs within a specific jurisdiction
that are particularly suitable for money laundering which would then be caught by this
recommendation.

The interpretive notes to the recommendation define a non-profit organisation as “a
legal person or arrangement or organisation that primarily engages in raising or dis-
bursing funds for purposes such as charitable, religious, cultural, educational, social or
fraternal purposes, or for the carrying out of other types of ‘good works’”. There is no
further definition of the subjective term “good works”, but it is clear from this defini-
tion that “non-profit organisation” is intended to mean the same thing as the more
standard “not-for-profit organisation”. As with a number of instances in these recom-
mendations, the language is perhaps not as clear as it could be.

An updated best practice was introduced in June 2013 in conjunction with the non-
profit organisation sector; it aimed to prevent misuse of non-profit organisations for
the financing of terrorism while, at the same time, respecting legitimate actions of
NPOs.

Recommendation 8 should be implemented in line with Recommendation 1; that is,
on the basis of a risk assessment. The interpretive note to Recommendation 8 requires
countries to identify, prevent and combat terrorist misuse of non-profit organisations
(NPOs) through a four-pronged approach involving:

(a)

(b)

(c) effective information gathering and investigation; and
)

(d

outreach to the NPO sector concerning terrorist-financing issues;

supervision or monitoring of the NPO sector;

effective capacity to respond to international requests for information about an
NPO of concern.

These four elements (outreach, supervision, information gathering and investiga-
tion, and capacity to respond to international requests) apply to all NPOs, which
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are defined as a legal person or arrangement or organisation that primarily engages
in raising or disbursing funds for purposes such as charitable, religious, cultural,
educational, social or fraternal purposes, or for the carrying out of other types of
“good works”.

Regarding element (b) (supervision or monitoring), countries should take steps to pro-
mote effective supervision or monitoring of their NPO sector as a whole based on their
domestic NPO sector review and risk assessment. In practice, countries should be able
to demonstrate that the requirements of paragraph 5(b) of the INR8 apply to NPOs
which account for (1) a significant portion of the financial resources under control of
the sector, and (2) a substantial share of the sector’s international activities. Countries
should also take into account the work that is undertaken by NPOs in line with the
oversight references outlined in the best practice paper.

Additionally, countries should ensure that any NPO falling within the FATF definition
of a legal person or legal arrangement is also subject to the requirements of FATF Rec-
ommendation 24 or 25 respectively, on the transparency and beneficial ownership of
legal persons and legal arrangements.

The guidance also provides specific best practice examples in areas including the moni-
toring and use of payments and activities, and the identification of beneficiaries.

Preventive Measures
9. Financial institution secrecy laws (Previously addressed in Recommendation 4)

— Countries should ensure that financial institution secrecy laws do not inhibit
implementation of the FATF Recommendations.

This is perhaps one of the more contentious recommendations, and has not changed
since 2003. Clearly, offshore and other financial centres have, for many years, taken
advantage of data secrecy regulations to prevent disclosure of confidential information
to enquiring regulatory agents. This recommendation sought to reduce the incidence of
such approaches and more recent political pressure has resulted in greater relaxation of
such secrecy rules in money-laundering or tax-evasion enquiries.

Its application has been fraught, with some disclosures by financial institutions in some
countries actually being challenged by the courts and in some cases being found to be
illegal. The offshore centres market their secrecy credentials to attract the business that
they are seeking. This requirement begins to put all of this business activity potentially
at risk.

The purposes of this regulation include the detection of tax evasion and the prevention
of tax avoidance. Tax evasion means the illegal evasion of tax which is legitimately
owed to the State, whereas tax avoidance is legally organising your affairs so that you
owe the minimum amount of tax possible. Jurisdictions with stringent secrecy laws,
such as Switzerland, are seen as particularly attractive to those who are employing
either of these techniques, as being able to keep your affairs secret makes it difficult to
detect any discrepancy in the amount of tax due. In addition to this, the recommenda-
tion also serves a more literal purpose. Being able to trace funds without being inhibited
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by secrecy laws will enable the authorities to find the source of any questionable assets,
and in turn prevent money laundering.

Customer Due Diligence and Record-keeping
10. Customer due diligence (Previously addressed in Recommendation 5)

— Financial institutions should be prohibited from keeping anonymous accounts
or accounts in obviously fictitious names.

— Financial institutions should be required to undertake customer due diligence
(CDD) measures when:

(a) establishing business relations;
(b) carrying out occasional transactions:
(i) above the applicable designated threshold (US$/EUR 15,000); or

(ii) that are wire transfers in the circumstances covered by the Interpretive
Note to Recommendation 16;

(c) there is a suspicion of money laundering or terrorist financing; or

(d) the financial institution has doubts about the veracity or adequacy of pre-
viously obtained customer identification data.

— The principle that financial institutions should conduct CDD should be set out
in law. Each country may determine how it imposes specific CDD obligations,
either through law or enforceable means.

— The CDD measures to be taken are as follows:

(a) Identifying the customer and verifying that customer’s identity using reli-
able, independent source documents, data or information.

(b) Identifying the beneficial owner, and taking reasonable measures to verify
the identity of the beneficial owner, such that the financial institution is
satisfied that it knows who the beneficial owner is. For legal persons and
arrangements this should include financial institutions understanding the
ownership and control structure of the customer.

(c) Understanding and, as appropriate, obtaining information on the purpose
and intended nature of the business relationship.

(d) Conducting ongoing due diligence on the business relationship and scru-
tiny of transactions undertaken throughout the course of that relationship
to ensure that the transactions being conducted are consistent with the
institution’s knowledge of the customer, their business and risk profile,
including, where necessary, the source of funds.

— Financial institutions should be required to apply each of the CDD meas-
ures under (a) to (d) above, but should determine the extent of such meas-
ures using a risk-based approach (RBA) in accordance with the Interpretive
Notes to this recommendation and to Recommendation 1. Financial institu-
tions should be required to verify the identity of the customer and beneficial
owner before, or during the course of, establishing a business relationship
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or conducting transactions for occasional customers. Countries may permit
financial institutions to complete the verification as soon as reasonably prac-
ticable following the establishment of the relationship, where the money-
laundering and terrorist-financing risks are effectively managed and where
this is essential not to interrupt the normal conduct of business. Where the
financial institution is unable to comply with the applicable requirements
under paragraphs (a) to (d) above (subject to appropriate modification of
the extent of the measures on a risk-based approach), it should be required
not to open the account, commence business relations or perform the trans-
action; or should be required to terminate the business relationship; and
should consider making a suspicious transaction report in relation to the
customer.

— These requirements should apply to all new customers, although financial
institutions should also apply this recommendation to existing customers on
the basis of materiality and risk, and should conduct due diligence on such
existing relationships at appropriate times.

The section regarding high-risk customers from the 2003 recommendation does not
appear in the main body of the 2012 version, but is addressed in the interpretive notes.
This new version of this recommendation obliges countries to set CDD obligations in
law, whether this is through legislation or legally binding regulations. The requirement
to understand the nature and purpose of a business relationship expands on the prior
requirement to merely collect information, which is reflective of the advanced corporate
and financial structures utilised today. The obligation not to open an account or com-
mence business relations when CDD cannot be completed is also an extension of the
2003 recommendations.

The interpretive notes to this recommendation provide a large amount of additional
guidance. For example, they give examples of potentially higher-risk situations (in addi-
tion to those set out in Recommendations 12 to 16):

(a) Customer risk factors:

(i) The business relationship is conducted in unusual circumstances (e.g. sig-
nificant unexplained geographic distance between the financial institution
and the customer).

ii) Non-resident customers.

iii) Legal persons or arrangements that are personal asset-holding vehicles.

(
(
(iv) Companies that have nominee shareholders or shares in bearer form.
(v) Businesses that are cash-intensive.

(

vi) The ownership structure of the company appears unusual or excessively
complex given the nature of the company’s business.

(b) Country or geographic risk factors:

(i) Countries identified by credible sources, such as mutual evaluation or
detailed assessment reports or published follow-up reports, as not having
adequate AML/CFT systems.
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(ii) Countries subject to sanctions, embargos or similar measures issued by, for
example, the United Nations.

(iii) Countries identified by credible sources as having significant levels of cor-
ruption or other criminal activity.

(iv) Countries or geographic areas identified by credible sources as providing
funding or support for terrorist activities, or that have designated terrorist
organisations operating within their country.

(c) Product, service, transaction or delivery channel risk factors:
(i) Private banking.
(i) Anonymous transactions (which may include cash).
(iii) Non-face-to-face business relationships or transactions.
(

iv) Payments received from unknown or un-associated third parties.

Guidance of this nature is essential to the success of the principle of taking a risk-based
approach. There is an inevitable amount of perception and subjective opinion when
assessing the risk posed by a particular customer, so standard risk indicators provide
vital guidance. However, as these are only given as guidance, it would seem that they
may fall short of standardising the risk-based approach. Their lack of legal force means
that if a country does not agree with them, it is free to ignore them. However, were it to
do so, this would appear within the country review conducted by the FATFE. Generally,
the approach is to achieve these requirements or to implement regulations that achieve
the same objectives.

One question which remains unanswered in both the recommendation and the inter-
pretive note is the extent to which compliance is required before it is satisfactory. For
example, if a financial institution is unable to find one comparatively small piece of
information but has a fairly comprehensive due diligence file, would this still be classed
as incomplete? What if the institution chooses not to conduct adequate CDD, citing the
fact that it is satisfied that the customer does not pose a serious risk and is therefore
complying with its obligation to take a risk-based approach?

Regulators normally take a “reasonable man” approach to such circumstances, such
that if the approach adopted by the firm is reasonable in the circumstances, this would
not be seen as a breach of local regulations. However, if the omission was wilful with
the intention of undermining the objectives of the regulations, then this would be con-
sidered a breach locally. In any case, where it is not possible or cost effective to obtain
specific information, this should be documented by the firm together with the actions
taken to mitigate the risk of abuse.

It should be noted that these are not the PEP rules, which are addressed in Recommen-
dation 12.

11. Record-keeping (Previously addressed in Recommendation 10)

— Financial institutions should be required to maintain, for at least five years,
all necessary records on transactions, both domestic and international, to
enable them to comply swiftly with information requests from the competent
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authorities. Such records must be sufficient to permit reconstruction of indi-
vidual transactions (including the amounts and types of currency involved, if
any) so as to provide, if necessary, evidence for prosecution of criminal activity.
Financial institutions should be required to keep all records obtained through
CDD measures (e.g. copies or records of official identification documents like
passports, identity cards, driving licences or similar documents), account files
and business correspondence, including the results of any analysis undertaken
(e.g. inquiries to establish the background and purpose of complex, unusual,
large transactions), for at least five years after the business relationship is
ended, or after the date of the occasional transaction.

— Financial institutions should be required by law to maintain records on trans-
actions and information obtained through the CDD measures.

— The CDD information and the transaction records should be available to
domestic competent authorities.

This regulation has undergone subtle but important changes. The phrase “should be
required”, which appears twice, was simply “should” in the 2003 recommendation,
and the new version obliges countries to incorporate these principles into domestic
legislation, thereby increasing their enforceability. The obligation to keep all records
has been strengthened from just an obligation to keep records, and the express inclu-
sion of any analysis undertaken is coherent, with the emphasis on taking a risk-based
approach. Furthermore, the reference to occasional transactions reflects the way mod-
ern business is done, and the obhgatlon by law to maintain records further affirms the
subtle strengthenmg of this provision.

This recommendation does not come with interpretive notes. For this reason, it seems
particularly strange that no reference is made in the recommendation to enhanced due
diligence (EDD), only to customer due diligence (CDD). While there are obligations to
conduct enhanced due diligence in other recommendations (see Recommendation 12,
for example), these instances do not make explicit reference to record-keeping.

Taken literally, this would seem to suggest that there are no record-keeping require-
ments for enhanced due diligence, which is, of course, incorrect. It would be logical
to have the most stringent record-keeping requirements for the customers who pose
the greatest risks, or at the very least equivalent record-keeping requirements to those
imposed on standard customers, so we can only assume that “CDD” in this recom-
mendation is to be taken as an umbrella term for all due diligence and therefore also
includes EDD.

Additional Measures for Specific Customers and Activities
12. Politically exposed persons (Previously addressed in Recommendation 6)
— Financial institutions should be required, in relation to foreign politically

exposed persons (PEPs) (whether as customer or beneficial owner), in addition
to performing normal customer due diligence measures, to:

(a) have appropriate risk-management systems to determine whether the cus-
tomer or the beneficial owner is a politically exposed person;
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(b) obtain senior management approval for establishing (or continuing, for
existing customers) such business relationships;

(c) take reasonable measures to establish the source of wealth and source of
funds; and

(d) conduct enhanced ongoing monitoring of the business relationship.

— Financial institutions should be required to take reasonable measures to deter-
mine whether a customer or beneficial owner is a domestic PEP or a person
who is in, or has been entrusted with, a prominent function by an international
organisation. In cases of a higher risk business relationship with such persons,
financial institutions should be required to apply the measures referred to in
paragraphs (b), (¢) and (d).

— The requirements for all types of PEP should also apply to family members or
close associates of such PEPs.

The differentiation between foreign and domestic PEPs is a new addition to the recom-
mendations, as is the extension of the PEP rules to beneficial ownership and to family
members and close associates of PEPs. This narrows the scope for abuse of PEPs. The
problem is, of course, in identifying family members and close associates. A brother-in-
law, for example, might be difficult to identify, yet is a close family member by marriage.

Additional guidance on PEPs was released in June 2013. Key to the effective imple-
mentation of Recommendation 12 is the effective implementation of customer due
diligence requirements: for financial institutions to know who their customers are.
External sources of information for determining PEPs exist, such as commercial and
other databases, and the paper provides some guidance on the use of these and other,
external sources of information. However, these databases are not sufficient to comply
with the PEP requirements, nor does the FATF require the use of such databases. PEPs
are specifically addressed in Chapter 17.

When considering whether to establish or continue a business relationship with a PEP,
the focus should be on the level of ML/TF risk associated with the particular PEP, and
whether the financial institution or DNFBP has adequate controls in place to mitigate
that ML/TF risk so as to avoid the institution being abused for illicit purposes should
the PEP be involved in criminal activity. This decision should be taken on the basis of
the customer due diligence process and with an understanding of the particular char-
acteristics of the public functions that the PEP has been entrusted with. The decision
to establish or continue a customer relationship with a PEP should be guided primarily
by an assessment of ML/TF risks, even if other considerations, such as regulatory risk,
reputational risk or commercial interests, are taken into account.

Financial institutions and DNFBPs should consider whether they may be more vulner-
able to domestic PEPs compared to foreign PEPs. For example, small financial institu-
tions, with little or no exposure to foreign financial markets, which determine that
they are dealing with a foreign PEP, should consider in detail the reasons why such a
relationship is being started. Financial institutions which operate in domestic markets
where there are known issues relating to corruption should consider whether their
exposure to domestic PEPs may be higher than to foreign PEPs.
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In all cases, where a financial institution or DNFBP suspects, or has reasonable grounds
to suspect, that funds are the proceeds of criminal activity, an STR (suspicious transac-
tion report) should be filed with the FIU.

A financial institution or DNFBP may perform the steps that are required for the imple-
mentation of the domestic/international organisation PEP requirements in concert as
part of their procedures implementing Recommendation 10. Pursuant to Recommenda-
tion 12, financial institutions and DNFBPs are required to take reasonable measures
as part of their internal controls to determine if a customer or beneficial owner is a
domestic/international organisation PEP. To do this, financial institutions and DNFBPs
should review, according to relevant risk factors, the CDD data collected pursuant to
Recommendation 10.

In cases where the customer is determined to be a domestic/international organisation
PEP, then financial institutions or DNFBPs should undertake a risk assessment of the
PEP’s business relationship. To this effect, they should notably gather sufficient infor-
mation to understand the particular characteristics of the public functions that the PEP
has been entrusted with and, in the case of an international organisation, the business
model of that organisation. Information on international organisations, for example,
may be found on their respective websites. The risk assessment should be a composite
assessment of all the risk factors and needs to be done to determine if the business rela-
tionship with the PEP involves a higher risk. This assessment of the business relation-
ship may take into account, among other factors (i) customer risk factors, (ii) country
risk factors and (iii) product, service, transaction or delivery channel risks.

Additional factors to be taken into account should include the nature of the prominent
public function that the PEP has, such as his or her level of seniority, access to or control
over public funds and the nature of the position held.

13. Correspondent banking (Previously addressed in Recommendation 7)

— Financial institutions should be required, in relation to cross-border corre-
spondent banking and other similar relationships, in addition to performing
normal customer due diligence measures, to:

(a) gather sufficient information about a respondent institution to under-
stand fully the nature of the respondent’s business and to determine
from publicly available information the reputation of the institution
and the quality of supervision, including whether it has been subject
to a money-laundering or terrorist-financing investigation or regulatory
action;

(b) assess the respondent institution’s AML/CFT controls;

(c) obtain approval from senior management before establishing new corre-
spondent relationships;

(d) clearly understand the respective responsibilities of each institution; and

(e) with respect to “payable-through accounts”, be satisfied that the respond-
ent bank has conducted CDD on the customers having direct access to
accounts of the correspondent bank, and that it is able to provide relevant
CDD information upon request to the correspondent bank.
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— Financial institutions should be prohibited from entering into, or continuing,
a correspondent banking relationship with shell banks. Financial institutions
should be required to satisfy themselves that respondent institutions do not
permit their accounts to be used by shell banks.

“Clearly understand”, under point (d), has replaced the requirement to document that
appeared in the 2003 recommendations. While this is more beneficial in a practical
sense, it does not suggest that there is any relaxation in the requirement to document
everything under the record-keeping recommendation. Previously it would have been
possible to have documented matters without considering whether they were appropri-
ate and therefore suspicious. The change in the recommendation makes it clear that this
is no longer the case.

The prohibition on entering a relationship with a shell bank is essentially a new
requirement for the 2012 recommendations, although such rules had already been
implemented by many jurisdictions.

14. Money or value transfer services (Previously addressed in Special Recommenda-
tion VI)

— Countries should take measures to ensure that natural or legal persons that
provide money or value transfer services (MVTS) are licensed or registered,
and subject to effective systems for monitoring and ensuring compliance with
the relevant measures called for in the FATF Recommendations. Countries
should take action to identify natural or legal persons that carry out MVTS
without a licence or registration, and to apply appropriate sanctions. Any nat-
ural or legal person working as an agent should also be licensed or registered
by a competent authority, or the MVTS provider should maintain a current
list of its agents accessible by competent authorities in the countries in which
the MVTS provider and its agents operate. Countries should take measures to
ensure that MVTS providers that use agents include them in their AML/CFT
programmes and monitor them for compliance with these programmes.

This is more expansive than the 2003 recommendation, although not largely differ-
ent substantively. The requirement to maintain a current list of agents is new, as is the
express requirement to include agents in AML/CFT programmes. Western Union would
be an example of an international MVTS.

In the UK, the requirement for MVTS to be licensed or registered by the FSA is imple-
mented by the Payment Services Regulations 2009 (last updated in October 2012),
which implemented the EU Payment Services Directive. Therefore, the UK was compli-
ant with this recommendation before it was introduced. The FSA register can be found
at http://www.fsa.gov.uk/register/psdFirmSearchForm.do.

15. New technologies (Previously addressed in Recommendation 8)

— Countries and financial institutions should identify and assess the money-
laundering or terrorist-financing risks that may arise in relation to:

(a) the development of new products and new business practices, including
new delivery mechanisms; and
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(b) the use of new or developing technologies for both new and pre-existing
products.

— In the case of financial institutions, such a risk assessment should take place
prior to the launch of the new products, business practices or the use of new
or developing technologies. They should take appropriate measures to manage
and mitigate those risks.

The 2003 recommendation was mainly concerned with anonymity, whereas this recom-
mendation is considerably more thorough and wide-ranging. This reflects the technologi-
cal era and the rise of cyber crime, as well as reiterating the need for a risk-based approach.
It should be noted that this recommendation is very similar to a recommendation given
by the Bank for International Settlements (BIS), which, in turn, reflected the pre-emptive
part of the so-called Basel II rules which are in the process of being replaced by Basel IIL.

16. Wire transfers (Previously addressed in Special Recommendation VII)

— Countries should ensure that financial institutions include required and accu-
rate originator information, and required beneficiary information, on wire
transfers and related messages, and that the information remains with the wire
transfer or related message throughout the payment chain.

— Countries should ensure that financial institutions monitor wire transfers for
the purpose of detecting those which lack required originator and/or benefi-
ciary information, and take appropriate measures.

— Countries should ensure that, in the context of processing wire transfers, finan-
cial institutions take freezing action and should prohibit conducting transac-
tions with designated persons and entities, as per the obligations set out in the
relevant United Nations Security Council resolutions, such as Resolution 1267
(1999) and its successor resolutions, and Resolution 1373 (2001), relating to
the prevention and suppression of terrorism and terrorist financing.

The requirement to include meaningful information from the 2003 recommendations has
been removed, as have the examples of information. This reduces the stringency of the
recommendation, but was due to practical problems found in the nature of business con-
ducted. However, the requirement to monitor for any missing beneficiary information has
been added, as has the obligation to take freezing action and to follow the UN resolutions.

The requirement for basic information is set out in this recommendation, even though it
would be impossible to transfer money without identifying a beneficiary. Without some
identification it would be difficult to see how the MVTS would know where to send
the money. The information required here is essential for money to be transferred, and
without it the transaction would automatically fail, so this recommendation is really
only of limited use. In many countries more stringent requirements are either imple-
mented or are being planned.

Reliance, Controls and Financial Groups
17. Reliance on third parties (Previously addressed in Recommendation 9)

— Countries may permit financial institutions to rely on third parties to perform
elements (a)—(c) of the CDD measures set out in Recommendation 10 or to
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introduce business, provided that the criteria set out below are met. Where
such reliance is permitted, the ultimate responsibility for CDD measures
remains with the financial institution relying on the third party.

— The criteria that should be met are as follows:

(a) A financial institution relying upon a third party should immediately
obtain the necessary information concerning elements (a)—(c) of the CDD
measures set out in Recommendation 10.

(b) Financial institutions should take adequate steps to satisfy themselves that
copies of identification data and other relevant documentation relating to
the CDD requirements will be made available from the third party upon
request without delay.

(c) The financial institution should satisfy itself that the third party is regulated,
supervised or monitored, and has measures in place for compliance with
CDD and record-keeping requirements in line with Recommendations 10
and 11.

(d) When determining in which countries the third party that meets the condi-
tions can be based, countries should have regard to information available
on the level of country risk.

— When a financial institution relies on a third party that is part of the same
financial group, and

(a) that group applies CDD and record-keeping requirements, in line with Rec-
ommendations 10, 11 and 12, and programmes against money laundering
and terrorist financing, in accordance with Recommendation 18; and

(b) where the effective implementation of those CDD and record-keeping
requirements and AML/CFT programmes is supervised at a group level by
a competent authority, then

relevant competent authorities may consider that the financial institution
applies measures under (b) and (c) above through its group programme, and
may decide that (d) is not a necessary precondition to reliance when higher
country risk is adequately mitigated by the group AML/CFT policies.

The obligation to regard the level of country risk replaces an obligation to consider
whether a country adequately applies the FATF Recommendations. While this is
slightly more expansive in a substantive sense, this only really affirms the impetus on
taking a risk-based approach. The financial group section is new for the 2012 recom-
mendations, and reflects the importance of the large corporate structures that are now
employed.

This recommendation raises two important points, the first of which relates to the ulti-
mate responsibility for a CDD failure remaining with the financial institution that is
relying on a third party. Regardless of how responsibility is delegated, it cannot be
abrogated.

Any bank which fails to comply with its CDD responsibilities is likely to suffer reputa-
tional damage, particularly if financial penalties are imposed; HSBC is a recent example
of this. With this in mind, a bank, when applying a risk-based approach, must implement
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the necessary controls prior to delegating work conducted in this respect, since it retains
the risk should anything go wrong. The approach to be conducted is essentially the
same as with any other outsourcing relationship entered into by the financial institution
and we would recommend the Risk in Outsourcing paper promulgated by the Bank for
International Settlements (BIS) as representing best practice in this regard.

The other important point arising from this recommendation relates to a major change,
since there is now the ability to rely on other CDD from your own group. This is
extremely helpful for international corporate due diligence, and will streamline the
process during international transactions and the formation of business relationships.
However, to obtain approval under this exemption, the firm would have to prove that
it meets standards set by the host regulator and that compliance with this exemption
does not prejudice the home regulator.

18. Internal controls and foreign branches and subsidiaries (Previously addressed in
Recommendations 15 and 22)

— Financial institutions should be required to implement programmes against
money laundering and terrorist financing. Financial groups should be required
to implement group-wide programmes against money laundering and terrorist
financing, including policies and procedures for sharing information within
the group for AML/CFT purposes. Financial institutions should be required
to ensure that their foreign branches and majority-owned subsidiaries apply
AML/CFT measures consistent with the home country requirements imple-
menting the FATF Recommendations through the financial groups’ pro-
grammes against money laundering and terrorist financing.

The specifications regarding what should be included in the requisite programme
appeared in the 2003 recommendations, but have now been removed and included in
the interpretive notes only. This recommendation is considerably more succinct than
the two it replaces, but is largely similar from a substantive perspective.

19. Higher-risk countries (Previously addressed in Recommendation 21)

— Financial institutions should be required to apply enhanced due diligence meas-
ures to business relationships and transactions with natural and legal persons,
and financial institutions, from countries for which this is called for by the
FATE. The type of enhanced due diligence measures applied should be effective
and proportionate to the risks. Countries should be able to apply appropriate
countermeasures when called upon to do so by the FATF. Countries should also
be able to apply countermeasures independently of any call by the FATF to do
so0. Such countermeasures should be effective and proportionate to the risks.

The obligation to take a risk-based approach has been specifically included in the 2012
recommendations, and the details regarding the nature of the enhanced customer due
diligence (EDD) to be undertaken are included in the interpretive notes. The 2003
recommendations expressly referred to transactions that have no apparent purpose,
but this has now been removed from the body of the recommendation and is instead
included in the interpretive notes.

It is interesting to note that the FATF equates higher risk to non-compliance with
FATF Recommendations. This takes no account of the country’s financial crime record,
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political stability or any other circumstances which would make the country a high-risk
jurisdiction with which to do business. As far as the FATF is concerned, if they comply
with its recommendations, they’re safe. It is difficult to see how this is consistent with
the impetus on taking a risk-based approach.

The list of higher-risk countries, according to FATF compliance, appears at the end of this
chapter. There are a number of other sources of what might best be described as higher-
risk countries and we would refer you to Transparency International as being one pri-
mary source for such information. Its current list is included as an appendix to this book.

Reporting of Suspicious Transactions

20. Reporting of suspicious transactions (Previously addressed in Recommendation
13 and Special Recommendation IV)

— If a financial institution suspects or has reasonable grounds to suspect that
funds are the proceeds of a criminal activity, or are related to terrorist
financing, it should be required, by law, to report promptly its suspicions
to the FIU.

This recommendation amalgamates the two previous recommendations by incorporat-
ing both criminal activity and terrorist financing, which is used as an umbrella that is
then expanded on in the interpretive notes.

The term “promptly” is not defined in the interpretive notes to this provision, which is
unhelpful. In theory, it could mean immediately, by the end of the business day, within
48 hours or within five, seven or ten working days. Accordingly, it is for the firm to be
able to justify that it undertook the reporting once it was in a position to do so without
obvious delay.

This recommendation also fails to address the amount of information required to be
supplied with a report. For example, if you have suspicions without formal information
to back this up, then this recommendation could be taken to suggest that you are still
obliged to report. Generally, without information there would not be sufficient data to
support a suspicion and no report would therefore be made.

However, if you are in the process of collating information, it is unclear when the ideal
time to report would be — i.e. immediately, when you have some information or when
you have all of the relevant information. The local FIU would normally provide guid-
ance in such cases and helplines are normally available to the MLRO in cases of concern.

21. Tipping off and confidentiality (Previously addressed in Recommendation 14)
— Financial institutions, their directors, officers and employees should be:

(a) protected by law from criminal and civil liability for breach of any restric-
tion on disclosure of information imposed by contract or by any legisla-
tive, regulatory or administrative provision, if they report their suspicions
in good faith to the FIU, even if they did not know precisely what the
underlying criminal activity was, and regardless of whether illegal activity
actually occurred; and
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(b) prohibited by law from disclosing (“tipping off”) the fact that a suspicious
transaction report (STR) or related information is being filed with the FIU.

This recommendation has not changed since the 2003 recommendations, apart from
its number. Paragraph (a) provides the protection that the officers require. Of course,
paragraph (b) could become a problem were allegations made against a firm that had
actually reported its suspicion. It would be in the position of being unable to respond
to allegations and newspaper stories without breaching legal provisions and this could
result in unfortunate consequences.

It is important for information services, such as newspapers and information pro-
viders, to appreciate this issue and consider the implications when they are making
allegations.

Designated Non-financial Businesses and Professions
22. DNFBPs: customer due diligence (Previously addressed in Recommendation 12)

— The customer due diligence and record-keeping requirements set out in Rec-
ommendations 10, 11, 12, 15 and 17 apply to designated non-financial busi-
nesses and professions (DNFBPs) in the following situations:

(a) Casinos — when customers engage in financial transactions equal to or
above the applicable designated threshold.

(b) Real estate agents — when they are involved in transactions for their client
concerning the buying and selling of real estate.

(c) Dealers in precious metals and dealers in precious stones — when they
engage in any cash transaction with a customer equal to or above the
applicable designated threshold.

(d) Lawyers, notaries, other independent legal professionals and accountants
— when they prepare for or carry out transactions for their client concern-
ing the following activities:

(i) buying and selling of real estate;

(ii) management of client money, securities or other assets;
(iii) management of bank, savings or securities accounts;
(

iv) organisation of contributions for the creation, operation or manage-
ment of companies;

(v) creation, operation or management of legal persons or arrangements,
and buying and selling of business entities.

(e) Trust and company service providers — when they prepare for or carry out
transactions for a client concerning the following activities:

(i) acting as a formation agent of legal persons;

(ii) acting as (or arranging for another person to act as) a director or sec-
retary of a company, a partner of a partnership, or a similar position
in relation to other legal persons;
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(iii) providing a registered office, business address or accommodation, cor-
respondence or administrative address for a company, a partnership or
any other legal person or arrangement;

(iv) acting as (or arranging for another person to act as) a trustee of an
express trust or performing the equivalent function for another form
of legal arrangement;

(v) acting as (or arranging for another person to act as) a nominee share-
holder for another person.

This recommendation has not changed since 2003, apart from the numbering.

This composite recommendation seeks to broaden the money-laundering requirements
beyond the financial services sector, picking up accountants, lawyers, casinos, estate
agents and trust providers, amongst others. This then leads to an interesting issue as to
who within the relevant jurisdiction actually takes ownership of the regulation in such
areas. Sometimes it is obvious, as may be the case for chartered accountancy or legal
practices, whereas in other cases the business area may actually be unregulated. Are
casinos and real estate agents regulated in all countries? Accordingly, it will be important
for the financial institution to verify the legal regulatory structure that is in place in all
such cases.

Many countries have actually taken these provisions further. In the UK, for example,
chartered accountants and auditing firms are subject to these provisions. Regulatory
bodies tend to have their own rules which are much more detailed than the ones pro-
vided by this recommendation, despite being a subset of the FATF rules.

23. DNFBPs: Other measures (Previously addressed in Recommendation 16)

— The requirements set out in Recommendations 18 to 21 apply to all desig-
nated non-financial businesses and professions, subject to the following
qualifications:

(a) Lawyers, notaries, other independent legal professionals and accountants
should be required to report suspicious transactions when, on behalf of
or for a client, they engage in a financial transaction in relation to the
activities described in paragraph (d) of Recommendation 22. Countries
are strongly encouraged to extend the reporting requirement to the rest of
the professional activities of accountants, including auditing.

(b) Dealers in precious metals and dealers in precious stones should be required
to report suspicious transactions when they engage in any cash transaction
with a customer equal to or above the applicable designated threshold.

(c) Trust and company service providers should be required to report suspi-
cious transactions for a client when, on behalf of or for a client, they
engage in a transaction in relation to the activities referred to in paragraph
(e) of Recommendation 22.

The exemption when legal or professional privilege applies has been moved to the inter-
pretive notes. Other than that, there has been no change to this recommendation from
those appearing in 2003.
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Transparency and Beneficial Ownership of Legal Persons and Arrangements

24. Transparency and beneficial ownership of legal persons (Previously addressed in
Recommendation 33)

— Countries should take measures to prevent the misuse of legal persons for
money laundering or terrorist financing. Countries should ensure that there
is adequate, accurate and timely information on the beneficial ownership and
control of legal persons that can be obtained or accessed in a timely fashion by
competent authorities. In particular, countries that have legal persons that are
able to issue bearer shares or bearer share warrants, or which allow nominee
shareholders or nominee directors, should take effective measures to ensure
that they are not misused for money laundering or terrorist financing. Coun-
tries should consider measures to facilitate access to beneficial ownership and
control information by financial institutions and DNFBPs undertaking the
requirements set out in Recommendations 10 and 22.

This recommendation has been expanded since 2003. Terrorist financing has been
included with the requirement to prevent the misuse of companies for money launder-
ing, which is a continuous theme of expansion throughout the recommendations. Fur-
thermore, the specification that companies able to issue bearer shares should be subject
to effective money-laundering-deterrence measures has been expanded, to specifically
include companies able to issue bearer share warrants or those which allow nominee
shareholders or nominee directors. Although this highlights areas where the FATF has
identified a need for enhanced monitoring, there is a risk that, by implication, it could
exclude companies not mentioned here.

The requirement for financial institutions to identify beneficial ownership has been
extended to DNFBPs by this recommendation. Furthermore, in the 2003 recommenda-
tion countries “could” consider measures to facilitate access to beneficial ownership,
which has now been replaced by the obligatory “should”. This marks a slight expan-
sion and the expectation of increased enforceability of this recommendation.

25. Transparency and beneficial ownership of legal arrangements (Previously
addressed in Recommendation 34)

— Countries should take measures to prevent the misuse of legal arrangements
for money laundering or terrorist financing. In particular, countries should
ensure that there is adequate, accurate and timely information on express
trusts, including information on the settlor, trustee and beneficiaries, that can
be obtained or accessed in a timely fashion by competent authorities. Coun-
tries should consider measures to facilitate access to beneficial ownership and
control information by financial institutions and DNFBPs undertaking the
requirements set out in Recommendations 10 and 22.

This recommendation has only added the references to terrorist financing and
DNFBPs to the 2003 recommendation. Furthermore, the requirement to consider
measures to facilitate access to beneficial ownership and control information has
been strengthened from “could” in 2003; the word “should” in 2012 now makes this
an obligation.
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Powers and Responsibilities of Competent Authorities, and Other
Institutional Measures

26. Regulation and supervision of financial institutions (Previously addressed
in Recommendation 23)

— Countries should ensure that financial institutions are subject to adequate
regulation and supervision and are effectively implementing the FATF Recom-
mendations. Competent authorities or financial supervisors should take the
necessary legal or regulatory measures to prevent criminals or their associates
from holding, or being the beneficial owner of, a significant or controlling
interest, or holding a management function in, a financial institution. Coun-
tries should not approve the establishment, or continued operation, of shell
banks. For financial institutions subject to the Core Principles, the regulatory
and supervisory measures that apply for prudential purposes, and which are
also relevant to money laundering and terrorist financing, should apply in a
similar manner for AML/CFT purposes. This should include applying con-
solidated group supervision for AML/CFT purposes. Other financial institu-
tions should be licensed or registered and adequately regulated, and subject to
supervision or monitoring for AML/CFT purposes, having regard to the risk
of money laundering or terrorist financing in that sector. At a minimum, where
financial institutions provide a service of money or value transfer, or of money
or currency changing, they should be licensed or registered, and subject to
effective systems for monitoring and ensuring compliance with national AML/
CFT requirements.

Financial supervisors should be able to impose the necessary legal or regulatory require-
ments under this recommendation, as well as competent authorities. This affords coun-
tries more freedom in implementing this recommendation, and suggests an acceptance
that the end result (the implementation) is more important than the method (which
body implements it).

The prohibition on terrorist financing, as well as money laundering, has been included
in this recommendation, which is a standard change. There is also a prohibition on the
establishment or operation of shell banks, which complements the prohibition on enter-
ing into a correspondent banking relationship with a shell bank from Recommendation
13. However, it does seem strange that the shell bank recommendations appear in two
different recommendations, 13 recommendations apart.

27. Powers of supervisors (Previously addressed in
Recommendation 29)

— Supervisors should have adequate powers to supervise or monitor, and ensure
compliance by, financial institutions with requirements to combat money laun-
dering and terrorist financing, including the authority to conduct inspections.
They should be authorised to compel production of any information from
financial institutions that is relevant to monitoring such compliance, and to
impose sanctions, in line with Recommendation 35, for failure to comply with
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such requirements. Supervisors should have powers to impose a range of dis-
ciplinary and financial sanctions, including the power to withdraw, restrict or
suspend the financial institution’s licence, where applicable.

This recommendation has been expanded, but not substantively changed since 2003.
There is more detail regarding sanctions — dealt with further in the subsequent recom-
mendations — which highlights the importance of compliance with this provision.

28. Regulation and supervision of DNFBPs (Previously addressed in Recommen-
dation 24)

— Designated non-financial businesses and professions should be subject to regu-
latory and supervisory measures as set out below:

(a)

Casinos should be subject to a comprehensive regulatory and supervisory
regime that ensures that they have effectively implemented the necessary
AML/CFT measures. At a minimum:

(1) casinos should be licensed;

(ii) competent authorities should take the necessary legal or regulatory
measures to prevent criminals or their associates from holding, or
being the beneficial owner of, a significant or controlling interest,
holding a management function in, or being an operator of, a casino;
and

(iii) competent authorities should ensure that casinos are effectively super-
vised for compliance with AML/CFT requirements.

Countries should ensure that the other categories of DNFBPs are subject
to effective systems for monitoring and ensuring compliance with AML/
CFT requirements. This should be performed on a risk-sensitive basis.
This may be performed by:

(1) a supervisor, or

(ii) an appropriate self-regulatory body (SRB), provided that such a body
can ensure that its members comply with their obligations to combat
money laundering and terrorist financing.

— The supervisor or SRB should also:

(a)

(b)

take the necessary measures to prevent criminals or their associates from
being professionally accredited, or holding or being the beneficial owner
of a significant or controlling interest or holding a management function,
e.g. through evaluating persons on the basis of a “fit and proper” test;
and

have effective, proportionate and dissuasive sanctions in line with Recom-
mendation 35 available to deal with failure to comply with AML/CFT
requirements.

The final section outlining the sanctions available to the supervisor or SRB has been
added to the recommendation. As with the previous recommendation, this strengthens
the regulation and, in theory, deters non-compliance. However, in practice, there could
be local practical problems here if some of the areas are not currently regulated.
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Operational and Law Enforcement
29. FIUs (Previously addressed in Recommendation 26)

— Countries should establish an FIU that serves as a national centre for the
receipt and analysis of:

(a) suspicious transaction reports; and

(b) other information relevant to money laundering, associated predicate
offences and terrorist financing, and for the dissemination of the results of
that analysis.

— The FIU should be able to obtain additional information from reporting enti-
ties, and should have access on a timely basis to the financial, administrative and
law-enforcement information that it requires to undertake its functions properly.

This recommendation has been reworded, but not substantively changed since 2003.

30. Responsibilities of law-enforcement and investigative authorities (Previously
addressed in Recommendation 27)

— Countries should ensure that designated law-enforcement authorities have
responsibility for money-laundering and terrorist-financing investigations
within the framework of national AML/CFT policies. At least in all cases related
to major proceeds-generating offences, these designated law-enforcement
authorities should develop a proactive parallel financial investigation when
pursuing money laundering, associated predicate offences and terrorist financ-
ing. This should include cases where the associated predicate offence occurs
outside their jurisdictions. Countries should ensure that competent authorities
have responsibility for expeditiously identifying, tracing and initiating actions
to freeze and seize property that is, or may become, subject to confiscation,
or is suspected of being proceeds of crime. Countries should also make use,
when necessary, of permanent or temporary multi-disciplinary groups special-
ised in financial or asset investigations. Countries should ensure that, when
necessary, cooperative investigations with appropriate competent authorities
in other countries take place.

This recommendation has been expanded considerably, with law-enforcement agen-
cies now being required to take proactive action and have wider and more comprehen-
sive powers than existed under the previous recommendation. While there has been
no substantive change as such, the scope of this recommendation has been expanded.

31. Powers of law-enforcement and investigative authorities (Previously addressed in
Recommendation 28)

— When conducting investigations of money laundering, associated predicate
offences and terrorist financing, competent authorities should be able to obtain
access to all necessary documents and information for use in those investiga-
tions, and in prosecutions and related actions. This should include powers to use
compulsory measures for the production of records held by financial institutions,
DNFBPs and other natural or legal persons, for the search of persons and prem-
ises, for taking witness statements and for the seizure and obtaining of evidence.
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— Countries should ensure that competent authorities conducting investiga-
tions are able to use a wide range of investigative techniques suitable for the
investigation of money laundering, associated predicate offences and terrorist
financing. These investigative techniques include: undercover operations, inter-
cepting communications, accessing computer systems and controlled delivery.
In addition, countries should have effective mechanisms in place to identify, in
a timely manner, whether natural or legal persons hold or control accounts.
They should also have mechanisms to ensure that competent authorities have
a process to identify assets without prior notification to the owner. When con-
ducting investigations of money laundering, associated predicate offences and
terrorist financing, competent authorities should be able to ask for all relevant
information held by the FIU.

The second section of this recommendation is new, and significantly expands the pow-
ers of competent authorities to combat money laundering and terrorist financing. The
first section has also undergone minor alterations, expanding the scope of the 2003
recommendation.

32. Cash couriers (Previously addressed in Special Recommendation IX)

— Countries should have measures in place to detect the physical cross-border
transportation of currency and bearer negotiable instruments, including
through a declaration system and/or disclosure system.

— Countries should ensure that their competent authorities have the legal
authority to stop or restrain currency or bearer negotiable instruments that are
suspected to be related to terrorist financing, money laundering or predicate
offences, or that are falsely declared or disclosed.

— Countries should ensure that effective, proportionate and dissuasive sanctions
are available to deal with persons who make false declaration(s) or disclosure(s).
In cases where the currency or bearer negotiable instruments are related to ter-
rorist financing, money laundering or predicate offences, countries should also
adopt measures, including legislative ones consistent with Recommendation 4,
which would enable the confiscation of such currency or instruments.

Obviously, monies moving across borders could be inappropriate, therefore the FATF
has introduced these requirements which are broader than the requirements in the orig-
inal recommendations.

The placing of this recommendation seems strange. It does not make sense to have
this recommendation in the middle of the recommendations about sanctions. Instead,
it would seem much more logical to place this recommendation much earlier, with the
correspondent banking or other payment system provisions.

Additionally, the idea that a country can have measures to detect bearer negotiable
instruments is fanciful, which is reinforced by the suggestion that this could be done
through a declaration or disclosure system. Large amounts of currency will inevitably
take up space in a suitcase, and would be possible, albeit potentially difficult, to find.
Bearer negotlable instruments, however, can be single pieces of paper, which would be
easy to hide in a suitcase or large file. If, for example, a corporate trainer was giving
a presentation in another country and was shipping handouts of his 600 PowerPoint
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slides for 20 delegates, that could easily generate 3,000 pieces of paper. It would be
entirely impractical for a customs official to check every side of every page to ensure
that no bearer negotiable instruments had been hidden in one of the packs.

It also seems strange that this recommendation seeks to restrain bearer negotiable
instruments. Even if they were previously used to launder illegitimate funds, the instru-
ment could have been purchased legitimately on the market for value by an innocent
purchaser. Restraining the instrument in this instance would be shutting the stable door
long after the horse had bolted with a saddlebag full of the proceeds of crime.

Further on this point, no courier would ever agree to these recommendations, in case
a bearer negotiable instrument is included in documents they are shipping. A courier
is a transporter with no involvement in the business of its clients, and would not agree
to take the risk of having legitimate documents confiscated, which would place itself in
breach of contract.

To comply with these requirements a firm should implement a series of policies and
procedures which provide a programme that should be conducted in such cases. This
would highlight such instruments as requiring a higher level of due diligence due to the
ease of transfer; but the same is also true of other assets including coins and paintings,
for example.

General Requirements
33. Statistics (Previously addressed in Recommendation 32)

— Countries should maintain comprehensive statistics on matters relevant to the
effectiveness and efficiency of their AML/CFT systems. This should include
statistics on the STRs received and disseminated; on money-laundering and
terrorist-financing investigations, prosecutions and convictions; on property
frozen, seized and confiscated; and on mutual legal assistance or other interna-
tional requests for cooperation.

This recommendation has undergone minor reductions, but no substantive changes
have been made since 2003. The reference to reviewing the effectiveness of the systems
using the statistics no longer appears in this recommendation, but the same obligation
is imposed by Recommendation 2.

34. Guidance and feedback (Previously addressed in Recommendation 25)

— The competent authorities, supervisors and SRBs should establish guidelines,
and provide feedback, which will assist financial institutions and designated
non-financial businesses and professions in applying national measures to
combat money laundering and terrorist financing, and, in particular, in detect-
ing and reporting suspicious transactions.

In 2012 this obligation has been extended to supervisors and SRBs, but this is the only
change which has been made to this recommendation.

Of course, in designing such guidelines some authorities will add additional require-
ments of which the international bank must be aware. Clearly, different authorities



50 Handbook of Anti Money Laundering

respond in differing ways with varying levels of information, but at least this rec-
ommendation sets the objective clearly. In some countries, by the time a response is
received from the regulatory agency the money launderer will be long gone, effectively
undermining the entire process.

Sanctions
35. Sanctions (Previously addressed in Recommendation 17)

— Countries should ensure that there is a range of effective, proportionate and
dissuasive sanctions, whether criminal, civil or administrative, available to deal
with natural or legal persons covered by Recommendations 6, and 8 to 23 that
fail to comply with AML/CFT requirements. Sanctions should be applicable
not only to financial institutions and DNFBPs, but also to their directors and
senior management.

The scope of this provision has been extended, as directors and senior management
were not specifically covered by the 2003 recommendation. This is consistent with
the strengthening of various other recommendations, and making management per-
sonally liable for non-compliance will inevitably make the recommendations more
effective. The reference to a “range” of sanctions is also new, and enhances this point.

International Cooperation

36. International instruments (Previously addressed in Recommendation 35 and Spe-
cial Recommendation I)

— Countries should take immediate steps to become party to and implement
fully the Vienna Convention, 1988; the Palermo Convention, 2000; the United
Nations Convention against Corruption, 2003; and the Terrorist Financing
Convention, 1999. Where applicable, countries are also encouraged to ratify
and implement other relevant international conventions, such as the Council
of Europe Convention on Cybercrime, 2001; the Inter-American Convention
against Terrorism, 2002; and the Council of Europe Convention on Launder-
ing, Search, Seizure and Confiscation of the Proceeds from Crime and on the
Financing of Terrorism, 20035.

The scope of the legislation countries are required to implement has been expanded,
but this is inevitable given that some of these conventions were passed after the 2003
recommendations were released. In principle, however, this recommendation has not
changed since 2003.

37. Mutual legal assistance (Previously addressed in Recommendation 36 and Spe-
cial Recommendation V)

— Countries should rapidly, constructively and effectively provide the widest
possible range of mutual legal assistance in relation to money-laundering,
associated predicate offences and terrorist-financing investigations, prosecu-
tions and related proceedings. Countries should have an adequate legal basis
for providing assistance and, where appropriate, should have in place treaties,
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arrangements or other mechanisms to enhance cooperation. In particular,
countries should:

(a) Not prohibit, or place unreasonable or unduly restrictive conditions on,
the provision of mutual legal assistance.

(b) Ensure that they have clear and efficient processes for the timely prioritisa-
tion and execution of mutual legal assistance requests. Countries should
use a central authority, or another established official mechanism, for
effective transmission and execution of requests. To monitor progress on
requests, a case management system should be maintained.

c) Not refuse to execute a request for mutual legal assistance on the sole
q g
ground that the offence is also considered to involve fiscal matters.

(d) Not refuse to execute a request for mutual legal assistance on the grounds
that laws require financial institutions to maintain secrecy or confidentiality.

(e) Maintain the confidentiality of mutual legal assistance requests they receive
and the information contained in them, subject to fundamental principles
of domestic law, in order to protect the integrity of the investigation or
inquiry. If the requested country cannot comply with the requirement of
confidentiality, it should promptly inform the requesting country.

Countries should render mutual legal assistance, notwithstanding the absence
of dual criminality, if the assistance does not involve coercive actions. Coun-
tries should consider adopting such measures as may be necessary to enable
them to provide a wide scope of assistance in the absence of dual criminality.

Where dual criminality is required for mutual legal assistance, that require-
ment should be deemed to be satisfied regardless of whether both countries
place the offence within the same category of offence, or denominate the
offence by the same terminology, provided that both countries criminalise the
conduct underlying the offence.

Countries should ensure that, of the powers and investigative techniques
required under Recommendation 31, and any other powers and investigative
techniques available to their competent authorities:

(a) all those relating to the production, search and seizure of information,
documents or evidence (including financial records) from financial institu-
tions or other persons, and the taking of witness statements; and

(b) a broad range of other powers and investigative techniques

are also available for use in response to requests for mutual legal assistance,
and, if consistent with their domestic framework, in response to direct requests
from foreign judicial or law-enforcement authorities to domestic counterparts.

To avoid conflicts of jurisdiction, consideration should be given to devising
and applying mechanisms for determining the best venue for prosecution of
defendants in the interests of justice in cases that are subject to prosecution in
more than one country.

Countries should, when making mutual legal assistance requests, make best
efforts to provide complete factual and legal information that will allow for
timely and efficient execution of requests, including any need for urgency, and
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should send requests using expeditious means. Countries should, before sending
requests, make best efforts to ascertain the legal requirements and formalities to
obtain assistance.

— The authorities responsible for mutual legal assistance (e.g. a Central Author-
ity) should be provided with adequate financial, human and technical resources.
Countries should have in place processes to ensure that the staff of such author-
ities maintain high professional standards, including standards concerning con-
fidentiality, and should be of high integrity and be appropriately skilled.

The requirements relating to mutual legal assistance have been expanded considerably
since 2003. Mutual legal assistance was covered in the 2003 recommendations, but not
in this level of detail and not with this level of force. This reflects the worldwide, cross-
jurisdictional and cross-border nature of modern money laundering, and that mutual
legal assistance is vital to an effective AML regime.

38. Mutual legal assistance: freezing and confiscation (Previously addressed in Rec-
ommendation 38)

— Countries should ensure that they have the authority to take expeditious action
in response to requests by foreign countries to identify, freeze, seize and confiscate
property laundered; proceeds from money laundering, predicate offences and
terrorist financing; instrumentalities used in, or intended for use in, the commis-
sion of these offences; or property of corresponding value. This authority should
include being able to respond to requests made on the basis of non-conviction-
based confiscation proceedings and related provisional measures, unless this is
inconsistent with fundamental principles of their domestic law. Countries should
also have effective mechanisms for managing such property, instrumentalities or
property of corresponding value, and arrangements for coordinating seizure and
confiscation proceedings, which should include the sharing of confiscated assets.

The requirements relating to non-conviction-based confiscation proceedings are new to
the FATF Recommendations, and are also introduced in Recommendation 4. Develop-
ing the previous recommendation, this expands the scope of the mutual legal assistance.

39. Extradition (Previously addressed in Recommendation 39)

— Countries should constructively and effectively execute extradition requests
in relation to money laundering and terrorist financing, without undue delay.
Countries should also take all possible measures to ensure that they do not
provide safe havens for individuals charged with the financing of terrorism,
terrorist acts or terrorist organisations. In particular, countries should:

(a) ensure money laundering and terrorist financing are extraditable offences;

(b) ensure that they have clear and efficient processes for the timely execution
of extradition requests including prioritisation where appropriate. To mon-
itor progress of requests, a case management system should be maintained;

(c) not place unreasonable or unduly restrictive conditions on the execution
of requests; and

(d) ensure they have an adequate legal framework for extradition.
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— Each country should either extradite its own nationals, or, where a coun-
try does not do so solely on the grounds of nationality, that country should,
at the request of the country seeking extradition, submit the case, without
undue delay, to its competent authorities for the purpose of prosecution of the
offences set forth in the request. Those authorities should take their decision
and conduct their proceedings in the same manner as in the case of any other
offence of a serious nature under the domestic law of that country. The coun-
tries concerned should cooperate with each other, in particular on procedural
and evidentiary aspects, to ensure the efficiency of such prosecutions.

— Where dual criminality is required for extradition, that requirement should be
deemed to be satisfied regardless of whether both countries place the offence
within the same category of offence, or denominate the offence by the same
terminology, provided that both countries criminalise the conduct underlying
the offence.

— Consistent with fundamental principles of domestic law, countries should
have simplified extradition mechanisms, such as allowing direct transmission
of requests for provisional arrests between appropriate authorities, extraditing
persons based only on warrants of arrests or judgments, or introducing a sim-
plified extradition of consenting persons who waive formal extradition pro-
ceedings. The authorities responsible for extradition should be provided with
adequate financial, human and technical resources. Countries should have in
place processes to ensure that the staff of such authorities maintain high pro-
fessional standards, including standards concerning confidentiality, and should
be of high integrity and be appropriately skilled.

The scope of this recommendation has been expanded by introducing numerous pro-
cedural requirements, which will enhance the efficiency and the overall effectiveness of
extradition requests. This is an essential part of AML sanctions, and is complicit with
the strengthening of this area highlighted in the previous recommendations.

The phrase “without undue delay”, in relation to countries dealing with extradition
requests, may not be practical. An example of this was the recent case involving five
terrorism suspects including Abu Hamza, where one of the suspects, Babar Ahmad, was
charged with money laundering. The extradition process from the UK took eight years,
as there were many legal and human rights issues to be tried. Given the nature of the
legal system, with various domestic and European appeal courts including the Court
of Appeal, the Supreme Court and the European Court of Human Rights, there will be
cases where it is simply impossible to extradite a suspect “without undue delay”.

40. Other forms of international cooperation (Previously addressed in Recommenda-
tion 40)

— Countries should ensure that their competent authorities can rapidly, con-
structively and effectively provide the widest range of international coop-
eration in relation to money laundering, associated predicate offences and
terrorist financing. Countries should do so both spontaneously and upon
request, and there should be a lawful basis for providing cooperation. Coun-
tries should authorise their competent authorities to use the most efficient
means to cooperate. Should a competent authority need bilateral or multilat-
eral agreements or arrangements, such as a Memorandum of Understanding
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(MOU), these should be negotiated and signed in a timely way with the widest
range of foreign counterparts. Competent authorities should use clear chan-
nels or mechanisms for the effective transmission and execution of requests
for information or other types of assistance. Competent authorities should
have clear and efficient processes for the prioritisation and timely execution
of requests, and for safeguarding the information received.

Parts of this recommendation have been incorporated into other recommendations on
sanctions, so this recommendation now appears shorter. However, as with the previous
sanctions recommendations, it has been enhanced. The references to MOUs are new, and
there are various minor linguistic alterations making this recommendation more forceful.

3.3 FATF HIGH-RISK COUNTRIES

The following lists outline the jurisdictions which the FATF considers to be high risk, in
accordance with their level of compliance with AML procedures. The lists were correct
as of May 2014.

The FATF calls on its members and other jurisdictions to apply countermeasures to
protect the international financial system from the ongoing and substantial money-
laundering and terrorist-financing (ML/TF) risks emanating from the jurisdictions.

e Jran

e Democratic People’s Republic of Korea (DPRK).

Jurisdictions with strategic AML/CFT deficiencies that have not made sufficient pro-
gress in addressing the deficiencies or have not committed to an action plan developed
with the FATF to address the deficiencies. The FATF calls on its members to consider
the risks arising from the deficiencies associated with each jurisdiction, as described
below.

e Algeria

e FEcuador

e Ethiopia

e Indonesia

e Kenya®

e Myanmar

e Pakistan

e Syria

e Tanzania’

e Turkey

* Yemen.



Section 3 — The Role of the FATF 55

"Kenya and Tanzania are now identified in the FATF document Improving Global AML/
CFT Compliance: On-going Process due to their progress in substantially addressing
their action plan agreed upon with the FATF.

3.4 SOUND MANAGEMENT OF RISKS RELATED
TO MONEY LAUNDERING AND FINANCING
OF TERRORISM

The Basel Committee on Banking Supervision, sitting within the Bank for International
Settlements, is the leading global standard-setter for worldwide banking regulation and
supervision. Its mandate is to strengthen the regulation, supervision and practices of
banks worldwide, with the purpose of enhancing financial stability. In full support of
the Financial Action Task Force Recommendations, the Committee issued a paper enti-
tled Sound management of risks related to money laundering and financing of terrorism
in January 2014, which provides a framework of regulatory best practice broadly based
on the FATF Recommendations.

The paper divides its recommendations across three lines of defence against money
laundering.

3.4.1 The First Line of Defence

The paper states that the front-office staff acting in a client-facing role should be con-
sidered the first line of defence against financial crime. They are in charge of identifying,
assessing and controlling the risks of their business, and should know and carry out the
policies and procedures and be allotted sufficient resources to do this effectively. The
obligations fall both on the staff, who should remain vigilant at all times to apply the
principles without alerting the clients, and the senior management, to select appropri-
ate staff and ensure that adequate guidance and training to fulfil the role bestowed on
them is available.

3.4.2 The Second Line of Defence

The senior management and compliance team form the second line of defence against
money laundering. The chief officer in charge of AML/CFT should have the responsibil-
ity for ongoing monitoring of the fulfilment of all AML/CFT duties by the bank. This
implies sample testing of compliance and review of exception reports to alert senior
management or the board of directors if it is believed management is failing to address
AML/CFT procedures in a responsible manner. The chief AML/CFT officer should be
the contact point regarding all AML/CFT issues for internal and external authorities,
including supervisory authorities or FIUs.

While this may be a good idea in principle, its application will inevitably vary depend-
ing on the size of the institution. The chief AML officer of a major organisation will
find it particularly difficult to monitor all AML obligations, and so this will usually be
delegated to staff working closer to the front-office operation.
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3.4.3 The Third Line of Defence

The internal audit function provides the third line of defence, and plays an important
role in independently evaluating the risk management and controls. It discharges its
responsibility to the audit committee of the board of directors or a similar oversight
body through periodic evaluations of the effectiveness of compliance with AML/CFT
policies and procedures. The guidance provides that a bank should establish policies for
conducting audits of (a) the adequacy of the bank’s AML/CFT policies and procedures
in addressing identified risks; (b) the effectiveness of bank staff in implementing the
bank’s policies and procedures; (c) the effectiveness of compliance oversight and quality
control including parameters of criteria for automatic alerts; and (d) the effectiveness of
the bank’s training of relevant personnel. Senior management should ensure that audit
functions are allocated staff who are knowledgeable and have the appropriate exper-
tise to conduct such audits. Management should also ensure that the audit scope and
methodology are appropriate for the bank’s risk profile and that the frequency of such
audits is also based on risk. Periodically, internal auditors should conduct AML/CFT
audits on a bank-wide basis. In addition, internal auditors should be proactive in fol-
lowing up their findings and recommendations. As a general rule, the processes used in
auditing should be consistent with the internal audit’s broader audit mandate, subject
to any prescribed auditing requirements applicable to AML/CFT measures.

While this is an important part of the AML deterrence regime, the hands-off, reactive
and intermittent nature of internal audit means that by the time any suspicious activity
is found, it may be too late. Instead, this line of defence serves to plug any gaps in the
front-line first and second lines of defence.

The sound practices paper largely follows the FATF proposals. There are, however, a
couple of sections which do provide some useful additional guidance.

3.4.4 Risk Assessment and Management
Under the above heading the BIS states:

“The bank should have a thorough understanding
of all the risks associated with its customers across
the group, either individually or as a category, and
should document and update these on a regular
basis, commensurate with the level and nature of
risk in the group. In assessing customer risk, a bank
should identify all relevant risk factors such as
geographical location and patterns of transaction
activity (declared or self-stated) and usage of bank
products and services and establish criteria for
identifying higher-risk customers. These criteria
should be applied across the bank, its branches and
its subsidiaries and through outsourced activities.
Customers that pose a higher risk of ML/FT to the
bank should be identified across the group using
these criteria. Customer risk assessments should

be applied on a group-wide basis or at least be
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consistent with the group-wide risk assessment.
Taking into account differences in risks associated
with customer categories, group policy should
recognise that customers in the same category may
pose different risks in different jurisdictions. The
information collected in the assessment process
should then be used to determine the level and
nature of overall group risk and support the design
of appropriate group controls to mitigate these
risks. The mitigating factors can comprise additional
information from the customer, tighter monitoring,
more frequent updating of personal data and visits
by bank staff to the customer location.”

Again, the risk-based approach is emphasised, but I would particularly highlight the
mention made of outsourced activities. It needs to be recognised that such activities are
still the responsibility of the bank even if not conducted by the bank. Accordingly, the
same standards of risk management and due diligence should be applied.

3.4.5 Policies and Procedures

Within this section the following paragraphs appear:

“Regardless of its location, each office should
establish and maintain effective monitoring policies
and procedures that are appropriate to the risks
present in the jurisdiction and in the bank. This
local monitoring should be complemented by a
robust process of information-sharing with the head
office, and if appropriate with other branches and
subsidiaries regarding accounts and activity that
may represent heightened risk.”

“To effectively manage the ML and FT risks arising
from such accounts, a bank should integrate this
information based not only on the customer but also
on its knowledge of both the beneficial owners of
the customer and the funds involved. A bank should
monitor significant customer relationships, balances
and activity on a consolidated basis, regardless of
whether the accounts are held on-balance sheet,
off-balance sheet, as assets under management

or on a fiduciary basis, and regardless of where

they are held. The FATF standards have now also

set out more details relating to banks’ head office
oversight of group compliance, audit and/or AML/
CFT functions. Moreover, if these guidelines have
been conceived primarily for banks, they might be of
interest for conglomerates (including banks).”
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Again, the risk-based approach is emphasised, an approach the BIS takes in most of its
pronouncements. The issue of monitoring on a consolidated basis can cause difficulties
for a bank. Many banks do not have identical computer systems operating in every
jurisdiction, and consequently account-naming conventions can vary. This could result
in complexities in appreciating global consolidated exposures. Accordmgly, financial
institutions do need to have a clear data strategy and account-naming convention to
deal with such matters; a task which should not be underestimated.

The remaining matters in this paper essentially repeat matters that have already been
referred to in this book.



4 THE EC MONEY LAUNDERING
DIRECTIVES

At the time of writing, the European Commission is proposing to introduce the Fourth
Money Laundering Directive, while the Third Money Laundering Directive is currently
in force. The proposed changes do not appear to be particularly radical. Instead, they
are focussed on streamlining, clarifying and harmonising the current Directive. The
proposals include expanding the scope of the risk-based approach, and harmonising the
criminalisation of the money-laundering and terrorist-financing offences. There are also
proposals to harmonise the CDD requirements across Member States, and to introduce
clearer rules on reporting obligations.

The new package has two main elements which are intended to complement other
actions taken or planned by the Commission in respect of the fight against financial
crime, corruption and tax evasion; these consist of:

e A directive on the prevention of the use of the financial system for the purpose of
money laundering and terrorist financing;

e A regulation on information accompanying transfers of funds to secure “due trace-
ability” of these transfers.

Both proposals fully take into account the latest recommendations of the Financial
Action Task Force (FATF), the world anti-money-laundering body, and go further in a
number of fields to promote the highest standards for combating money laundering and
countering terrorism financing.

In the press release the EU states that the new Directive:

e Improves clarity and consistency of the rules across the Member States

— by providing a clear mechanism for identification of beneficial owners. In addi-
tion, companies will be required to maintain records as to the identity of those
who stand behind the company in reality.

— by improving clarity and transparency of the rules on customer due diligence in
order to have in place adequate controls and procedures, which ensure a better
knowledge of customers and a better understanding of the nature of their busi-
ness. In particular, it is important to make sure that simplified procedures are not
wrongly perceived as full exemptions from customer due diligence.

— and by expanding the provisions dealing with politically exposed persons (i.e.
people who may represent higher risk by virtue of the political positions they
hold) to now also include “domestic” (those residing in EU Member States) in
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addition to “foreign” politically exposed persons and those in international
organisations. This includes, among others, Heads of State, members of govern-
ment, members of parliament and supreme court judges.

e Extends its scope to address new threats and vulnerabilities

— by ensuring, for instance, a coverage of the gambling sector (the former Directive
covered only casinos) and by including an explicit reference to tax crimes.

e Promotes high standards for anti-money laundering

- by going beyond the FATF requirements in bringing within its scope all per-
sons dealing in goods or providing services for cash payments of EUR7,500 or
more, as there have been indications from certain stakeholders that the current
EUR15,000 threshold was not sufficient. Such persons will now be covered by
the provisions of the Directive including the need to carry out customer due
diligence, maintain records, have internal controls and file suspicious transac-
tion reports. That said, the Directive provides for minimum harmonisation and
Member States may decide to go below this threshold.

e Strengthens the cooperation between the different national financial intelligence units
(FIUs) whose tasks are to receive, analyse and disseminate to competent authorities
reports about suspicions of money laundering or terrorist financing.

The two proposals foresee a reinforcement of the sanctioning powers of the compe-
tent authorities by introducing, for instance, a set of minimum principle-based rules to
strengthen administrative sanctions and a requirement for them to coordinate actions
when dealing with cross-border cases.

One proposal sums up the whole of the proposed changes — “The Commission is con-
sidering improving co-operation between national FIUs”. Of course, this was high-
lighted as a major issue within the revised FATF Recommendations (see Chapter 3).
Rather than implementing radical changes, the European Commission appears to be
reasonably happy with the existing AML framework. Therefore, the impetus is on
organisation and harmonisation rather than overhauling the Directive substantively.

This chapter will outline both the current Third and the proposed Fourth Money Laun-
dering Directives.

4.1 THE THIRD MONEY LAUNDERING DIRECTIVE
4.1.1 Background to the Directive

The escalation of money laundering and terrorist financing together with tax evasion
and national austerity programmes has had the effect of pushing combating money
laundering and financial crime onto the European Union (EU) political agenda. This
has prompted a wave of directives to be passed through the European Commission.
The general aim of all these directives was protecting the global financial system from
being used for illegal purposes. The various EU money-laundering directives are the
way in which the EU incorporates the FATF’s international standards in order to pro-
vide consolidated money-laundering legislation, while at the same time highlighting
specific additional concerns which are of interest to EU lawmakers. As with all EU
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directives, the requirement is on national governments to transform these requirements
into local law.

The First EU Money Laundering Directive (1991) focused on combating the launder-
ing of drug proceeds through the financial sector. Specific obligations were placed on
firms in the financial sector and the Directive introduced requirements relating to the
maintenance of systems for customer identification, staff training, record-keeping and
the reporting of suspicious transactions.

The Second Money Laundering Directive (2001) amended the First Money Launder-
ing Directive by introducing changes in two main areas. Firstly, it expanded the scope
of predicate offences for which suspicious transaction reporting was mandatory from
drug trafficking (the First Directive) to all serious offences. Secondly, it also extended
the scope of the Directive to include a number of non-financial activities and profes-
sions including lawyers, notaries, accountants, estate agents, art dealers, jewellers, auc-
tioneers and casinos.

The final text of the Third EC Directive was published in the official journal of the
European Union on 25th November, 2005. Member States had until 15th December,
2007 to implement the Directive. Many countries have already implemented the Direc-
tive whilst some are yet to fully implement it. The text of the Directive may be found on
the European law website: http://eur-lex.europa.eu/

The Money Laundering Regulations 2007, which implement the Directive in the UK,
came into force on 15th December, 2007.

4.1.2  Aims of the Directive

The Third Directive notes that money laundering, by its very nature, is an international
problem and therefore must be addressed at an international level. It recognises that
measures adopted on a national level can never fully counter money-laundering activ-
ity. Consequently, international coordination and cooperation is needed so that consist-
ent action taken at an international level can effectively combat money laundering and
terrorist financing. The European Community has taken particular account of the FATF
Recommendations to provide a base in order to achieve their objectives.

The Third Directive provided a common basis for implementing the FATF Recommen-
dations which were introduced in June 2003, although these have subsequently been
revised in 2012 (see Chapter 3). The 2003 recommendations took into account the risks
and practices which had developed since the previous Directive (the Second Directive). It
was also the aim of the UK’s then regulatory body, the Financial Services Authority, and
other international regulatory bodies to implement a risk-based approach to combating
money laundering. The Third Directive also aimed to ensure that these new require-
ments were feasible, proportionate and justified by conducting cost-benefit analysis.

4.1.3 The UK Implementation of the Directive

The Third Directive on Money Laundering was implemented into UK law on the
15th December, 2007 by the Money Laundering Regulations 2007. The Joint Money
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Laundering Steering Group (JMLSG) produced guidance to reflect the changes to the
UK’s legal framework as a result of the implementation of the Directive, as these were
now legally binding. In many cases financial firms were already adopting the measures
the Money Laundering Regulations 2007 had made mandatory. This is addressed in
further detail in Chapter 6.

4.1.4 Key Provisions of the Directive

The new Directive recommended a number of changes. Some of the changes were new,
whilst others developed and amended previous provisions. In this chapter we will look
at key provisions which brought about substantial change and also the main provisions
that the Third Directive recommends Member States to implement. These key provi-
sions will, therefore, either be incorporated into domestic legislation of EU Member
States directly, as seen with most of the relevant EU country legislation, or used as
guidance.

For countries outside of the EU, the Third Directive can, to some extent, be considered
international best practice and therefore it remains of interest. It also provides infor-
mation relevant for financial institutions in overseas jurisdictions that are dealing with
institutions and customers based within the EU.

4.1.5 Owverview of the Directive

The Third Directive is actually Directive 2005/60/EC of the European Parliament and
of the Council of 26th October, 2005 (“the Directive”) on the prevention and use of
the financial system for the purposes of money laundering and terrorist financing. The
Third EC Money Laundering Directive sets out guidance which consolidates previous
EU treaties and legislation. As discussed above, the Directive is fundamentally based on
the FATF Recommendations. The EU has adopted a risk-based approach to addressing
money-laundering deterrence, which is encouraged throughout various provisions of
the Directive, particularly within due diligence requirements. In this chapter we provide
some brief details of the Directive, but for full information you will still need to refer
to the Directive itself.

Scope of the Third Directive

Paragraph 8 of the guidance in the Directive extends the scope of the Directive to also
combat the financing of terrorism. As such, it is picking up the nine special recommen-
dations that the FATF issued in the aftermath of 11th September, 2001. As with any EU
directive, there is a clear political element and in this case the Directive states that the
misuse of the financial system to channel criminal or even clean money to terrorist pur-
poses represents a clear risk to the integrity, proper functioning, reputation and stability
of the financial system. Accordingly, the preventative measures in the Directive should
cover not only the manipulation of money derived from crime but also the collection of
money for terrorist purposes.

As we shall see later, the Directive creates a broad definition of terrorist financing. Of
course, again we have the problem that a terrorist in one country might be considered
a freedom fighter in another and, of course, such organisations do change over time.
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Accordingly, it will always be worth checking whether a particular body is considered
a terrorist organisation at a particular point in time.

What is Considered to be Money Laundering by the Third Directive?

The Directive has the requirement that Member States must essentially ensure that
money laundering and terrorist financing are prohibited to the maximum extent feasi-
ble. Of course, this sounds fine in principle, but in practice would be difficult to comply
with. The maximum extent feasible might be so onerous as to impact legitimate activity.
Indeed, it is the legitimate customer that is often put at a disadvantage by such regulation.

The Directive states that the following, when committed intentionally, shall be regarded
as “money laundering”:

1. The conversion or transfer of property, knowing that such property is derived from
criminal activity or from an act of participation in such activity, for the purpose of
concealing or disguising the illicit origin of the property or of assisting any person
who is involved in the commission of such activity to evade the legal consequences
of his action.

Consequently, it is clear that failing to provide information or assisting a family
member to enable them to escape prosecution would be considered money launder-
ing. Likewise, assisting a firm to provide financial statements that are inaccurate
might also be caught by such rules.

2. The concealment or disguising of the true nature, source, location, disposition,
movement, rights with respect to, or ownership of property, knowing that such
property is derived from criminal activity or an act of participation in such activity.

While this requirement is quite broad, there is, in this case, still the requirement for
knowledge, although in some jurisdictions there is the assumption that there should
have been knowledge which impacts the “ignorance” defence. What this would
mean in practice is that it would not be possible to claim that you tried to ignore
the concerns which a reasonable man would have had.

3. The acquisition, possession or use of property, knowing at the time of receipt that
such property was derived from criminal activity or an act of participation in such
activity.

Consequently, if you did not know that an item had been purchased using laun-
dered money, then you would not be guilty of an offence. For example, if someone
sells you a stolen car without you being suspicious and you then sell it on to a third
party, you would not be guilty of money laundering if you did not know at the time
that the car had been stolen. This can be a useful “get out of jail” card since it would
require the enforcement agencies to prove knowledge beyond reasonable doubt to
get a prosecution.

4. Participation in, association to commit, attempt to commit and aiding, abetting,
facilitating and counselling the commission of any of the actions mentioned in the
foregoing points.

The implication of this is that you do not actually need to be successful in money
laundering to have committed an offence. Even if you tried to commit the crime but
failed to complete the transaction, you would still clearly be guilty.
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Terrorist financing means the provision or collection of funds, by any means, directly or
indirectly, with the intention that they should be used, or in the knowledge that they are
to be used, in full or in part, in order to carry out any of the offences within the meanings
of Articles 1-4 of Council Framework Decision 2002/474/JHA of 13th June, 2002 on
combating terrorism. This has the effect of drawing the rules extremely broadly and you
might notice it includes indirect means. For example, if you allowed your name to be used
to encourage a person to provide funds to a terrorist organisation, then you would clearly
still be guilty of an offence even though you might not know the person approached.

The Directive states that knowledge, intent or purpose, for the purposes of the above
definitions, may be inferred from objective factual circumstances. This puts the onus
onto the local agencies and financial institutions to undertake such work as they con-
sider appropriate to build up a case based on the balance of probability. It does say
objective factual information is required and therefore rumour and supposition would
not be considered sufficient.

The Directive does include some useful definitions for each of the following;:

e Credit institutions

e Financial institutions

e Property

¢ Criminal activity

e Serious crime

e Beneficial owners, including corporate entities
e Trust and company service providers

e DPolitically exposed persons

e Business relationship
e Shell bank.

However, there is no requirement for anyone to actually use these definitions and, in
practice, many jurisdictions use their own definitions which are consistent with local
rules and regulations.

Application of the Third Directive
The Third Directive has widened the application of the Second Directive to include all

of the following;:

1. Credit institutions.

2. Financial institutions.

3. Legal and natural persons exercising professional activities including:
(a) Auditors, external accountants and tax advisors.

(b) Notaries and other independent legal professionals when they participate
in acting on behalf of and for their client in any financial or real estate
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transaction, or by assisting in the planning and execution of transactions for
their clients concerning:

(i) Buying and selling of real estate, property or business entities;
(i) Managing of client money, securities or other assets;

(iii) Opening or management of bank, savings or securities accounts;
(

iv) Organisation of contributions necessary for the creating, operation or man-
agement of trusts, companies or similar structures.

(c) Trust or company service providers.
(d) Real estate agents.

(e) Other natural or legal persons trading in goods where payments are made in
cash in the amount of EUR 15,000 or more, whether in a single or linked
transaction.

(f) Casinos.

This is a major broadening of the types of business that are now caught by the rules and
in particular catches quite a few consultancy and accounting firms. The managing client
money rules will, in many cases, broaden the net to include fund management firms
that might have been left out of the regime within some jurisdictions. The objectives
are clear in that the Third Directive is seeking to ensure that anyone moving significant
sums is now to be identified and reviewed. Whether such bodies have actually been
involved with money-laundering identification is not an issue with which to concern
ourselves. They are now part of the regime and will need to comply. The only question
remaining is who is the relevant authority in such cases?

There is an even wider “catch-all” provision. Member States can extend the provisions of
the Directive in whole to professions and to any category of undertaking which engages
in activities likely to be used for money-laundering or terrorist-financing purposes.

The Third Directive also includes a range of more specific guidance which firms will be
required to comply with once these have been transcribed into national law.

Customer Due Diligence
When should a firm carry out due diligence?
The general requirement to conduct due diligence applies in the following cases:

When establishing a business relationship.

2. When carrying out occasional transactions amounting to EUR 15,000 or more,
whether the transaction is carried out in a single operation or several operations
which appear to be linked.

3. When there is suspicion of money laundering or terrorist financing regardless of any
derogation, exemption or threshold.

4. When there are doubts about the adequacy of previously obtained customer
identification.
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We shall consider this in more detail later (Chapters 13 and 22). Notice that the
primary responsibility is at the start of the relationship, but continues throughout the
relationship. Of course, money launderers and terrorist financers will know this and
accordingly will attempt to appear legitimate at the start of the relationship, under-
taking inappropriate activity at a later stage. As we will see, there are also ongoing
monitoring requirements.

What due diligence measures are required?

There is a list of required due diligence procedures in the Directive which do tend to
form the basis for requirements in European States. These are as follows:

1. Identifying the customer and verifying the customer’s identification on the basis
of documents, data or information obtained from a reliable and independent
source.

Notice the requirement here is for independent sources, so you should not just
accept documents provided to you by the customer - if they are undertaking crimi-
nal activity, they are likely to have perfect documents which are, in all probabil-
ity, forged. Some form of independent confirmation should, where possible, be
obtained. If it is not available then the firm will need to judge, using the risk-based
approach, whether it has sufficient data to commence the relationship.

2. Identifying, where applicable, the beneficial owner of the account and using risk-
based measures to verify identity so that the institution is satisfied that it knows
who the beneficial owner is, including trusts and similar legal arrangements.

This will include taking risk-based measures to understand the ownership and
control structure of the customer. The importance of beneficial ownership is that
the person appearing as the owner may, in reality, just be acting on behalf of the
actual owner. As such, they may be partners in law firms or similar service providers
appointed purely to act on the instructions of the actual controller. The information
required is who is really behind the transactions, since they are more likely to be the
criminal elements.

This due diligence should take place before the establishment of a business rela-
tionship or the carrying out of any transaction. To fulfil this requirement a firm or
person can decide whether they make use of public records of beneficial owners,
or whether they ask their clients for relevant data or information, or how else they
obtain sufficient information to provide themselves with adequate due diligence
information. In other words, they can almost do whatever they like. However, in all
cases the procedures adopted should be specified by the rules and regulations of the
firm and should also be consistent with the requirements of local law, which could
be to a higher standard than that applied by the Directive.

3. Obtaining information on the purpose and intended nature of the business
relationship.

This is required to enable the firm to subsequently identify transactions which are
inconsistent with the purpose of the relationship to enable suspicious transactions
to be identified. Without knowing what the account is to be used for, it will not be
possible to identify transactions which are not consistent with the expectations for
such a customer.
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4. Conducting ongoing monitoring of the business relationship including scrutiny of
transactions undertaken to ensure that they are consistent with the institution’s or
person’s knowledge of the customer, the business and risk profile.

This review should include obtaining information, where necessary, of the source
of funds and ensuring that documents, data or information held are kept up to
date. There is actually no requirement to obtain independent evidence of the
source of funds, just to record the source of funds. For example, if the customer
says they sold a car and received cash, there is no requirement to see that they
actually ever had a car and whether it could have been worth the amount of funds
received. All the firm would need to do is record that they received cash from the
sale of a car.

Of course, that is all that is required to comply with the Directive. A firm will
always seek to protect its reputation and, accordingly, may choose to undertake
additional verification work. If funds were left to a customer in the will of a rela-
tive, for example a grandparent, were there to be subsequent grandparents that also
provided such legacies, then at some stage you would expect the firm to identify
that this might be suspicious.

The issue of legal confidentiality

Where notaries, independent legal professionals, auditors, external accountants and tax
advisors are in the course of ascertaining the legal position for their client or defending
or representing their client in judicial proceedings or advice on instituting or avoiding
proceedings, they do not need to comply with these requirements. This is to make sure
that the legal process is not prejudiced and also to enable the “expert” to discuss mat-
ters with their client appropriately. If they had to make a report every time their client
said something that might be considered illegal, then the whole process under which the
legal profession operates could be undermined.

Under the Directive, basic due diligence requirements are mandatory for the categories
of customers listed below. The requirements are distinguished between the different
types of customer as the Directive recognises the different levels of risk which different
types of customers represent. Accordingly, the requirements on the various customers
must vary in order for firms to fully protect themselves against ML/TE.

Personal customers: Personal customers represent a lower level of risk to firms than that
of other categories of customers. As a result, the due diligence requirements are not as
onerous. In the first part of this section we set out the basic due diligence requirements
as set out in Article 8.

Corporate customers: Corporate customers represent a slightly higher level of risk than
personal customers, as transactions involve larger amounts of money and can become
quite complex. Again, these have been set out in the first part of this section which
includes the basic due diligence requirements as set out in Article 8.

Beneficial owners: The Directive places emphasis on the identification of beneficial
owners, and verification of the beneficial owner’s identity, as this category of customer
is recognised as being a high-risk entity. The Directive advises Member States to intro-
duce more specific and detailed provisions relating to the identification of the customer
and of any beneficial owner and the verification of their identity. To that end, a precise
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definition of “beneficial owner” is essential. The Directive defines a “beneficial owner”
as the natural person who ultimately owns or controls the customer and/or the natural
person on whose behalf a transaction or activity is being conducted.

Where applicable, the institution should identify the intended beneficial owner and
take risk-based measures to verify their identity. Such work will include investiga-
tion into legal persons, trusts and similar legal arrangements, and the firm then tak-
ing risk-based measures to understand the ownership and control structure of the
customer.

Article 9 requires that the identification of the customer and the beneficial owner should
take place before the establishment of a business relationship or the carrying out of a
transaction. To fulfil this requirement, it is left to those institutions and persons whether
they make use of public records of beneficial owners, or whether they ask their clients
for relevant data or information, or how else they obtain sufficient information to pro-
vide themselves with adequate due diligence information.

Enhanced due diligence

Enhanced due diligence is required in all cases where the situation represents a higher
money-laundering or terrorist-financing risk. Such procedures will apply particularly
for non-face-to-face business, politically exposed persons and international corre-
spondent banking relationships.

The Directive does provide some basic guidance, but we expand on this further in the
relevant chapters of this book.

Problems associated with non-face-to-face customers

Where the customer has not been physically present for identification purposes, firms
should apply one or more of the following measures:

1. Ensure that the customer’s identity is established beyond reasonable doubt by
obtaining additional documents, data or information.

2. Undertake supplementary measures to verify or certify the documents supplied.

3. Ensure that the first payment is carried out through an account opened in the cus-
tomer’s name with a credit institution.

Whilst the Directive states “one or more”, in most cases we are finding that the expecta-
tion is that all three measures will be adopted unless there is a good reason why one or
other is unsuitable in the circumstances. Even this is not ideal. Identification documents
that show a picture cannot be compared to the actual customer themselves, since they
are never met.

Problems associated with international correspondent banking

In respect of cross-frontier correspondent banking relationships with respondent insti-
tutions from third countries, the requirements are for credit institutions to:



Section 4 — The EC Money Laundering Directives 69

1. Gather sufficient information about a respondent institution to understand fully
the nature of the respondent’s business and to determine, from publicly available
information, the reputation of the institution and the quality of supervision applied
locally.

This information is generally available in the market, and regulatory structures are
even ranked by independent bodies to provide additional third party analysis.

2. Assess the respondent institution’s anti-money-laundering and anti-terrorist-
financing controls.

This is rather harder to obtain other than directly from the firm itself. Even then it
will not be clear which of the policies and procedures presented are actually being
complied with. However, firms may be required to complete a report to their regula-
tors in respect of what is known as the Pillar 2 capital assessment (or ICAAP). This
document is required for most banks, with a similar document also being required
for insurance companies in Europe (the ORCA from the Solvency 2 Directive). Such
documents will provide information on how the financial institution operates its
control environment and will therefore be of benefit.

3. Obtain approval from senior management before establishing new correspondent
banking relationships.

This will at least ensure that someone within the business has considered whether
the relationship really is appropriate and consistent with the brand values of the
firm.

4. Document the respective responsibilities of each institution with regard to money-
laundering deterrence.

As a general rule, firms are now rarely relying directly on work being conducted by
a third party and are often repeating such work for themselves. However, it should
be noted that the revised FATF Recommendations (Chapter 3) do allow reliance to
be placed on another member of the same group’s identification procedures so long
as they are consistent with those that would have been undertaken within your
own jurisdiction.

5. With respect to payable-through accounts, the firm needs to be satisfied that the
respondent credit institution has verified the identity of, and performed ongoing
due diligence on, customers having direct access to accounts of the correspondent
and that it is able to provide relevant customer due diligence data to the corre-
spondent institution upon request.

This is to deal with cases where the customer is only passing through the corre-
spondent relationship and not known in any other way, clearly an area of potentially
heightened risk of money laundering. Whether it is actually even legal to provide
the due diligence materials maintained will depend on the individual jurisdictional
laws and rules which could inhibit the effectiveness of this rule.

Of course, trying to apply these rules within Europe where all countries in principle
have implemented the same rules is rather different from applying them in non-Euro-
pean markets where different standards apply.
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Problems associated with politically exposed persons

A “politically exposed person” (PEP) is defined as someone who is, or has been, entrusted
with prominent public functions and their immediate family members, together with
persons known to be their close associates.

In respect of transactions or business relationships with politically exposed persons
residing in another Member State or in a third country, the requirement is for a firm to:

1. Have appropriate risk-based procedures to determine whether the customer is a
politically exposed person.

2. Have senior management approval for establishing business relationships with such
customers.

3. Take adequate measures to establish the source of wealth and source of funds that
are involved in a business relationship or transaction.

4. Conduct enhanced ongoing monitoring of the business relationship.

As you will see, the definition applies to people that have been, or are in, office, therefore
someone who has run for office, but not been elected, is not a PEP. Whilst this is what
is stated in the Directive and is normally what has been transcribed into national law,
it may well not be sufficient to provide the level of protection that a firm requires.
Accordingly, many firms are adopting a wider definition that provides for additional
investigation of a broader group of customers. The level of confirmation of wealth
is clearly an issue, and in such cases just asking the customer cannot be sufficient.
You know what the concerns are: the firm is concerned that the politically exposed
person may have taken advantage of their position to increase their personal wealth.
Additional enquiries independent of the customer will therefore be required to meet
these demands.

Problems associated with anonymous accounts

There is particular concern over products or transactions that might favour anonymity.
Effectively, the requirements have the aim of trying to prevent firms using numbered
accounts or other secrecy approaches which may inhibit the identification of the actual
or beneficial owner of an account. Basically, any firm should know the identity of the
beneficial owners of all accounts that they are involved with.

Problems associated with casinos

Everything we have looked at so far in the Directive is related to banks and other types
of financial institution. This section is rather different. There is a requirement that all
casino customers should be identified and their identity verified if they purchase or
exchange gambling chips with a value of EUR 2,000 or more. Casinos subject to State
intervention shall be deemed, in any event, to have satisfied the customer due diligence
requirements, if they register, identify and verify the identity of their customers immedi-
ately on or before entry, regardless of the amount of gambling chips purchased.

The requirement is easy to put into place, but the level of actual monitoring will be
dependent upon the agencies that verify compliance by the casino. Of course, casinos
are perfect for money laundering. You take cash in to the casino and there is no reason
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for you to have to say where the funds are from. You then provide some required
identification documentation, but there is no need to provide any form of secondary
identification. You purchase your chips and then go for a meal. Then you cash in your
chips and receive laundered money. Perhaps this is a true case of having your chips and
eating them. At least this regulation represents the starting point for effective regula-
tion of the casino industry, although such regulation does vary considerably between
jurisdictions.

What is simplified due diligence?

Simplified due diligence was introduced as an exemption to full due diligence where
the customer is a credit or financial institution covered by the Directive or a credit or
financial institution situated in a third country which imposes equivalent requirements
and is appropriately supervised.

No requirement for due diligence at all

The Directive does not require customer due diligence to be conducted (at Member
State discretion) in respect of:

1. Listed companies whose securities have been admitted to be traded on a regulated
market which are subject to disclosure requirements consistent with Community
legislation.

This is because they will have been verified by the listing authority. Of course, the
firm will still need to confirm that the company is that listed firm and not a firm
trying to steal the identity of that listed firm.

In practice, rather than pretending to be the listed firm, the unscrupulous will take
the identity of a subsidiary of the listed firm. The subsidiary is, of course, not listed
and in such cases it is incumbent upon the firm to conduct due diligence procedures
to establish that the listed firm does indeed have such a subsidiary and that the offic-
ers approaching the financial institution are who they say they are. They also need
to have the required levels of authority to bind the firm.

2. Beneficial owners of pooled accounts held by notaries and other independent legal
professionals provided that they are subject to requirements to combat money laun-
dering or terrorist financing consistent with international standards and are super-
vised for compliance.

There is also a requirement that they will provide information on the identity of the
beneficial owner, on request, to the institution that acts as the depository institu-
tion for the pooled accounts. Again, this exception is because the notary is under
essentially the same identification obligation and has been reviewed in this regard
by their regulator.

3. Domestic public authorities.

The reason for this is because they clearly could never be guilty of money launder-
ing. However, I would still expect any firm to wish to identify the public authority
if only to ensure that there are no political issues which they need to be aware of.
The politically exposed person rules will still probably require some form of due
diligence to be conducted.



72 Handbook of Anti Money Laundering

4. Customers representing a low risk of money laundering or terrorist financing.

This is a consequence of the risk-based approach being applied and is purely
because the regulators would wish the financial institution to concentrate on areas
which are more likely to represent a significant risk. Such an example of a low-risk
transaction or relationship might include payments taken directly from a salary by
an employer. The financial institution would know exactly where the funds were
from and who they were held by, which means the transaction clearly represents a
very low risk of money laundering.

5. Life insurance policies where the annual premium is no more than EUR 1,000 or
the single premium is no more than EUR 2,500.

While cancelled life insurance policies could be used for money laundering, the
view is generally taken that the level of funds laundered would render this cumber-
some and expensive for the launderer to manage, and accordingly the risk posed
to the system is low. Furthermore, cancelled life insurance policies are always
reviewed by the insurance company so that they can understand what has caused
the cancellation, since such cancellations are essentially expensive to the insurance
company.

6. Insurance policies of pension schemes if there is no surrender clause and the policy
cannot be used as collateral.

This is because it is considered difficult to launder through such instruments. The
absence of a surrender clause is an important consideration in coming to such a deci-
sion. In looking at such matters a distinction might be drawn between the pension
scheme of a large or listed company and that of an SME or personally controlled
company where the pension fund is only part of the real assets of the proprietor.

7. A pension, superannuation or similar scheme that provides retirement benefits to
employees, where contributions are made by way of deduction from wages and
the scheme rules do not permit the assignment of a member’s interest under the
scheme.

Really this is all about applying the risk- based approach to supervision and investiga-
tion. What the Directive is really saying is that these types of product or service are not
really suitable for money laundering or terrorist financing and therefore it would be
onerous to impose the same level of regulation on them. Notice, for example, the refer-
ences to surrender clauses or value. Surrender clauses can be used by money launderers,
but in the absence of such a clause it is difficult to see how the product could be a suit-
able money-laundering vehicle for the criminal fraternity.

Reporting Obligations

The main obligation here is to create a financial intelligence unit (FIU). Reporting
should concentrate on transactions which are particularly likely, by their nature, to be
related to money laundering or terrorist financing, together with particularly complex
or unusually large transactions and any unusual patterns of transactions which have no
apparent economic or visible purpose.

Such suspicious transactions must be reported to the relevant FIU. The unit will be
responsible for receiving, requesting, analysing and disseminating to the competent
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authorities and the disclosure of information which concerns potential money launder-
ing, potential terrorist financing or is otherwise required. The Third Directive requires
that the FIU must have access to the financial administrative and law-enforcement
information that it requires to fulfil its tasks properly.

There is a safe harbour here for the reporting employee at the financial institution. The
disclosure of information by an employee or director of an institution does not consti-
tute a breach of any restriction on the disclosure of information imposed by contract
or by any legislative, regulatory or administrative provision, and shall not involve the
institution or person or its directors or employees in liability of any kind. This protects
the whistleblower and enables (indeed perhaps even encourages) reporting of relevant
information.

Tipping Off

There is an important prohibition from disclosing to customers or third persons (other
than regulators) the fact that information has been transmitted to the relevant FIU or
that a money-laundering or terrorist-financing investigation is being, or may be, car-
ried out. Disclosure of information may also be made between institutions of different
Member States, provided these countries meet the conditions laid down in Article 11(1).

This effectively enshrines the principle of tipping off, which therefore becomes an
offence. Clearly, tipping off, as we discuss in Chapter 23, is a significant risk for any
investigator and limits both the questions that may be asked and also the way in which
they are posed.

Record-keeping
In terms of record-keeping, the requirements of the Third Directive are as follows:

1. Customer due diligence: A copy of, or the references requested of, the evidence
required for a period of at least five years after the business relationship with their
customer has ended.

2. Business relationships and transactions: The supporting evidence and records, con-
sisting of the original documents or copies admissible in court proceedings under
the applicable national legislation, for a period of at least five years following the
carrying out of the transactions or the end of the business relationship.

There is a requirement that Member States must review the effectiveness of their sys-
tems to combat money laundering by maintaining comprehensive statistics on matters
relevant to the effectiveness of such systems.

Such statistics shall, at a minimum, cover the following:

1. The number of suspicious transaction reports made to the FIU.
2. The follow-up given to these reports.

3. On an annual basis, the number of cases investigated.

4

The number of persons prosecuted.
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5. The number of persons convicted for money-laundering or terrorist-financing
offences.

6. How much property has been frozen, seized or confiscated.

Reporting is only a small part of the issue and can surely not really judge effectiveness,
since the size of the sampled population will not be known. If a country improves its
money-laundering procedures it will probably identify more money laundering, but it
will never know what has not been discovered. Regardless of this, Member States are
required to ensure that a consolidated review of these statistical reports is published.

As you can see, much of the Directive actually relates to the operation of the relevant
FIU, with much of this being of interest, but of limited direct relevance to, the MLRO.

Internal Procedures, Training and Feedback (Articles 34-35)

Institutions and persons covered by the Directive must establish adequate and appro-
priate policies and procedures for the following;:

e Customer due diligence

e Reporting

e Record-keeping

e Internal control

e Risk assessment

¢ Risk management

e Compliance management

e Communication in order to prevent operations related to money laundering or ter-
rorist financing.

They must also communicate relevant policies and procedures to branches and major-
ity-owned subsidiaries in third countries. There is also a requirement that relevant
training must be prov1ded for relevant employees. This may involve participation in
special ongoing training programmes to help them recognise which operations may
be related to money laundering and terrorist financing and instruct them as to how to
proceed with such cases.

The requirements regarding training and understanding money laundering and terrorist
financing are clearly crucial. By emphasising the importance of understanding how the
criminal operates, the Directive is seeking to improve the quality both of skills within
the deterrence industry and also perhaps the introduction of more thoughtful detection
of inappropriate activity.

The Broadening of Supervision in the Third Directive

In broadening the nature of firms caught by the regulations, there is now a requirement
for currency exchange offices, money transmission or remittance offices and trust and
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company service providers and casinos to be licensed or registered and licensed to oper-
ate their business legally.

The key issues here relate to the extension of the regime to additional types of organi-
sation. The trust and company services are the major area where approaches differ
between countries. Clearly, an organisation has to be designated to monitor adherence
to these obligations and then have the skills and staff necessary to undertake such
work.

If you are a trust or company service company then you will need to see if you fall
within the structure of your local rules and regulations and, if so, identify the body with
which you are required to register. With such registration there is likely to be a series of
additional responsibilities and requirements with which you will be required to comply.
These will then need to be expressly transferred into the policies and procedures of your
firm and notified as appropriate to your relevant employees and, where relevant, clients.

Penalties Under the Third Directive

Article 39 concerns itself with penalties and whilst not being too specific provides guid-
ance which local jurisdiction legislatures have been taking into account. It states that
natural and legal persons must be held liable for infringement of national provisions
adopted pursuant to the Directive and that the penalties must be effective, proportion-
ate and dissuasive.

Article 39 further provides that in addition to a Member State’s right to impose criminal
penalties, they must also have appropriate administrative measures or administrative
sanctions which can be imposed against credit and financial institutions for infringe-
ment of national provisions adopted pursuant to the Directive. However, such measures
or sanctions must be effective, proportionate and dissuasive.

Risk-based Approach

As set out earlier, the Third Directive recognises the concept of a risk-based/risk-
sensitive approach to combating money laundering. Accordingly, the implementation
of a risk-based approach is encouraged throughout various provisions of the Direc-
tive, particularly, as we have seen, in the due diligence requirements. This is to ensure
that institutions direct their attention and resources to those areas where they are most
likely to identify cases of inappropriate activity.

The principle is that actual customer due diligence requirements may be determined on
a risk-sensitive basis depending on the type of customer, business relationship, product
or transaction. However, there is the requirement for the firm to be able to demonstrate
that the extent of the measures taken by it is appropriate in view of the risks posed by
money laundering and terrorist financing.

The effect of the clarifying requirements is to apply the risk-based approach more care-
fully in practice. Institutions will be required to document their approaches in clear
guidance notes and policies and procedures within their organisation. Such procedures
will then need to be followed rigorously in practice, without bias, to justify the appro-
priateness requirement.
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Reliance on Third Parties

The Third Directive also allows Member States to permit institutions and persons cov-
ered under the Directive to rely on third parties to meet certain requirements such
as customer due diligence. Where a Member State permits currency exchange offices
and money transmission or remittance offices situated in its authority to be relied on
as third parties domestically, that Member State shall permit them to recognise and
accept the outcome of the customer due diligence requirements outlined in the Direc-
tive by the same category of institution in another Member State. However, as discussed
earlier, this has been restricted in the revised FATF Recommendations issued in 2012
(see Chapter 3).

Conclusions

The Third Directive provides Member States with the regulatory framework that they
require for dealing with money-laundering deterrence and terrorist financing. The indi-
vidual Member State then needs to develop specific approaches to be applied locally
to implement these requirements. As such, any international jurisdiction could use the
Directive as a basis for framing their own rules and regulations. Consequently, you may
well consider the Directive to be international best practice even if you are not based in
one of the Member States.

It is important for any jurisdiction to recognise that the Directive only provides out-
line guidance and will always need to be supplemented by additional local guidance,
together with being transcribed into local law. As such, while it provides the frame-
work, it cannot provide the details due to the differences inherent in local rules, regula-
tions and structures. In the detailed chapters of this book we look at some of the specific
areas where additional guidance is required and set out the key issues that will need to
be considered.

4.2 THE FOURTH MONEY LAUNDERING DIRECTIVE

The Commission planned to bring forward a proposal for a fourth Anti-Money Laun-
dering Directive (AMLD) in Autumn 2012, which was released in February 2013 and
is not expected to be implemented in the UK until 2015/16. Some of the key changes
are outlined below:

Transactions greater than EUR 7,500: The threshold for traders in high-value goods
dealing with cash payments and traders carrying out occasional transactions to carry
out due diligence will be reduced from EUR 15,000 to EUR 7,500. This is in response
to reports by Member States that the EUR 15,000 threshold was being abused by
criminals, and it is intended that by halving it, the opportunity for criminals will be
significantly reduced.

Information on the beneficial owner: The revised Directive proposes new measures in
order to provide enhanced clarity and accessibility of beneficial ownership information.
It requires legal persons to hold information on their own beneficial ownership. This
information should be made available to both competent authorities and obliged enti-
ties. For legal arrangements, trustees are required to declare their status when becoming
a customer and information on beneficial ownership is similarly required to be made
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available to competent authorities and obliged entities. This requirement represents a
crackdown on the use of corporate structures to disguise financial crime, and is intro-
duced at a time when piercing the corporate veil is frequently being tested in the courts.

Risk-based approach: The concept of the risk-based approach is introduced in the
Fourth Money Laundering Directive, as a balance between financial crime deterrence
and economic stability. While this has been the UK position since the introduction
of the Money Laundering Regulations 2007, taking a risk-based approach brings the
Directive into line with the FATF Recommendations.

Simplified and enhanced due diligence: In the proposal, obliged entities would be
required to take enhanced measures where risks are greater and may be permitted to
take simplified measures where risks are demonstrated to be lower.

Politically exposed persons: The definition of PEPs will be expanded to include domes-
tic PEPs — in recognition of the risk involved with dealing with PEPs.

The gambling sector: The requirements for customer due diligence are extended to the
entire gambling sector, broadening from merely casinos. Given the rapid growth of the
mobile/in-play gambling market, this is not surprising.

The proposed update of the legal rules will have to be adopted by the European
Parliament and the Council of Ministers under the ordinary legislative procedure.
However, it is not anticipated that there will be any significant changes proposed dur-
ing this process.






5 UN RESOLUTIONS

A number of UN resolutions are referred to in the FATF Recommendations, as
discussed in Chapter 3. Further information on these resolutions can be found in this
chapter.

5.1 CHAPTER VII OF THE CHARTER OF THE UNITED NATIONS

This chapter, containing thirteen articles, outlines the ability of the Security Council to
determine threats to world peace and take appropriate action. In particular, Article 39
provides that “the Security Council shall determine the existence of any threat to the
peace, breach of the peace, or act of aggression and shall make recommendations, or
decide what measures shall be taken ... to maintain or restore international peace and
security”.

5.2 RESOLUTION 1267 (1999)

As well as imposing a freezing order and condemning the Taliban, this resolution pro-
vides for the formation of a Committee of the Security Council consisting of all the
members of the Council to report on the effectiveness of the fight against the Taliban.

The sanctions have since been modified and strengthened by subsequent resolutions,
including Resolutions 1333 (2000), 1390 (2002), 1455 (2003), 1526 (2004), 1617
(2005), 1735 (2006), 1822 (2008), 1904 (2009) and Resolution 1989 (2011), so that
the sanctions measures now apply to designated individuals and entities associated
with Al-Qaida, wherever located. The names of the targeted individuals and entities are
placed on the Al-Qaida Sanctions List. Narrative summaries of reasons for listing the
individuals, groups, undertakings and entities included in the Consolidated List (where
available) can be found at the following URL: www.un.org/sc/committees/1267/narra-
tive.shtml.

The Al-Qaida Sanctions List consists of two sections:

1. Individuals associated with Al-Qaida.

2. Entities and other groups and undertakings associated with Al-Qaida.

Currently the list includes 224 individuals and 64 entities, although this is subject to
regular change. Examples from the Al-Qaida Sanctions List appear below. The full list
is available at http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml, and was
last updated on 11th July, 2013 (correct at the time of writing).


http://www.un.org/sc/committees/1267/narra-tive.shtml
http://www.un.org/sc/committees/1267/narrative.shtml
http://www.un.org/sc/committees/1267/narra-tive.shtml
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml
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Individuals associated with Al-Qaida

QIL.A.163.04. Name: 1: MOUSTAFA 2: ABBES 3: na 4: na
Name (original script): 23456 01/_»

Title: na

Designation: na

DOB: 5 Feb. 1962

POB: Osniers, Algeria

Good quality a.k.a.: (a) Mostafa Abbes (b) Mostafa Abbas born in France on 5 Feb. 1962 (c)
Mustafa Abbas (d) Moustapha Abbes

Low quality a.k.a.: na
Nationality: Algerian
Passport no.: na

National identification no.: na
Address: Algeria

Listed on: 17 Mar. 2004 (amended on 26 Nov. 2004, 21 Dec. 2007, 2 Dec. 2008, 25 Jan.
2010, 16 May 2011)

Other information: Brother of Youcef Abbes (QI.A.166.04). Review pursuant to Security
Council Resolution 1822 (2008) was concluded on 28 Sep. 2009.

QI.A.166.04. Name: 1: YOUCEF 2: ABBES 3: na 4: na

Entities and other groups and undertakings associated with Al-Qaida

QE.R.128.08.

Name: RAJAH SOLAIMAN MOVEMENT

A k.a.: (a) Rajah Solaiman Islamic Movement (b) Rajah Solaiman Revolutionary Movement
Fk.a.: na

Address: (a) Barangay Mal-Ong, Anda, Pangasinan Province, Philippines (b) Sitio Dueg,
Barangay Maasin, San Clemente, Tarlac Province, Philippines (c) Number 50, Purdue Street,
Cubao, Quezon City, Philippines.

Listed on: 4 Jun. 2008 (amended on 13 Dec. 2011)

Other information: Founded and headed by Hilarion Del Rosario Santos III (QI.S.244.08).
Associated with the Abu Sayyaf Group (QE.A.1.01) and Jemaah Islamiyah (QE.J.92.02) the
International Islamic Relief Organization, Philippines, branch offices (QE.[.126.06) and Kha-
dafi Abubakar Janjalani (QI.].180.04). Review pursuant to Security Council Resolution 1822
(2008) was concluded on 13 May 2010.
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5.3 RESOLUTION 1373 (2001)

Resolution 1373 is more wide-ranging than Resolution 1267, in that it covers all acts
of terrorism and terrorist financing. It requires all states to:

® Prevent and suppress the financing of terrorist acts;
e Criminalise the funding of terrorism;

e Freeze, without delay, funds and other financial assets or economic resources of any
persons connected with terrorism;

e Refrain from providing any form of support to entities or persons involved in ter-
rorist acts;

o Take the necessary steps to prevent the commission of terrorist acts;

® Deny safe haven to those who finance, plan, support or commit terrorist acts, or
provide safe havens;

e Prevent those who finance, plan, facilitate or commit terrorist acts from using their
respective territories for those purposes against other states or their citizens;

e Ensure that any person who participates in the financing, planning, preparation or
perpetration of terrorist acts or in supporting terrorist acts is brought to justice;

e Afford one another the greatest measure of assistance in connection with criminal
investigations or criminal proceedings relating to the financing or support of terror-
ist acts, including assistance in obtaining evidence in their possession necessary for
the proceedings;

e Prevent the movement of terrorists or terrorist groups by effective border controls
and controls on issuance of identity papers and travel documents, and through
measures for preventing counterfeiting, forgery or fraudulent use of identity papers
and travel documents.

It also calls upon states to increase cooperation and communication to prevent the
financing of terrorism. Of course, the detailed rules with respect to the financial com-
munity are promulgated by the Financial Action Task Force (FATF), as discussed in
Chapter 3.






6 THE UK REGULATORY FRAMEWORK

6.1 BACKGROUND

In the UK, financial services regulation has travelled through a series of routes to arrive
at the current position, which itself is in a period of change. Initially, regulation in the UK
for banking was the clear responsibility of the Bank of England, with its powers being
enshrined in a series of banking laws and guidance published in various regulations.

This changed with the development of broader financial services regulation as a result
of the implementation of the Financial Services Act 1986. This did not really change
the responsibilities of the Bank of England, which remained a full central bank with
responsibility for the regulation of banks, but introduced the Securities and Investments
Board. The Board carried out very little direct regulation, but did ensure that a series
of industry-based regulators achieved the standards of regulation required. Effectively,
this enshrined the principle of self-regulation which became a driver for UK financial
services regulation for a decade. The Securities and Investments Board was eventually
replaced by the Financial Services Authority (FSA), which also took over the responsi-
bilities for the majority of the self-regulatory bodies that previously existed (for exam-
ple, the Personal Investment Authority (PIA) and the Investment Managers Regulatory
Organisation (IMRO)).

6.2 THE FINANCIAL SERVICES ACT 2012

The most recent development came on 1st April, 2013, when the Financial Services Act
2012 divided the FSA into two new entities: the Financial Conduct Authority (FCA)
and the Prudential Regulation Authority (PRA). The FCA regulates the financial ser-
vices industry with a focus on consumers and stability within the industry, while the
PRA, which is a part of the Bank of England is responsible for the prudential regula-
tion of banks, building societies, credit unions, insurers and major investment firms.

The Financial Services Act 2012 made significant amendments to the Financial Services
and Markets Act 2002 (FSMA), which had previously set out the structure of financial
service regulation in the UK.

The Financial Services Act imposes both definitive and aspirational objectives on both

the FCA and the PRA.

6.3 THE FINANCIAL CONDUCT AUTHORITY OBJECTIVES

The single definitive objective of the FCA is “ensuring that the relevant markets func-
tion well”. The relevant markets are defined as the financial markets, the markets for
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regulated financial services and the markets for services that are provided by persons
other than authorised persons in carrying on regulated activities but are provided with-
out contravening the general prohibition (see Section 6.6, “Fit and Proper Person Rules”
below), and the FCA must take the following aspirational objectives into account when
fulfilling this strategic objective.

6.3.1 The Integrity Objective

The integrity objective means protecting and enhancing the integrity of the UK financial
system, including its soundness, stability and resilience, its not being used for a purpose
connected with financial crime, its not being affected by behaviour that amounts to
market abuse, the orderly operation of the financial markets and the transparency of
the price-formation process in those markets.

This is similar to the “market confidence” objective which was imposed on the FSA by
FSMA, although this objective was only written in very vague terms. The “integrity”
objective is a direct response to the substantial negative publicity received by the bank-
ing sector during the 2008 crash and subsequent recession, and so the new regulatory
requirements have a political as well as fiscal side to them.

The reduction of financial crime was a specified objective under the previous FSMA
regime, but has now been reduced to the status of only a consideration as part of a
wider objective. This could be seen to weaken the level of attention that is given to
this area by regulators, although there is no evidence that this is actually the case.
By focussing the regulation on systemic system maintenance and the customer, as the
two regulators are now primarily tasked with achieving, the criminal law issues with
respect to money laundering and terrorist financing become, to some extent, of second-
ary importance.

6.3.2 The Protection of Consumers Objective

The protection of consumers objective means securing the appropriate degree of pro-
tection for consumers, and was originally imposed on the Financial Services Author-
ity under FSMA. In considering what degree of protection may be appropriate, the
Authority must have regard to the differing degrees of risk involved in different kinds
of investment or other transaction; the differing degrees of experience and expertise
that different consumers may have in relation to different kinds of regulated activity;
any information which the consumer financial education body has provided to the
Authority in the exercise of the consumer financial education function; the needs that
consumers may have for advice and accurate information; and the general principle
that consumers should take responsibility for their decisions.

In addition to these considerations, the 2012 Act adds three extra factors which were
not imposed on the FSA: the general principle that those providing regulated financial
services should be expected to provide consumers with a level of care that is appropri-
ate having regard to the degree of risk involved in relation to the investment or other
transaction and the capabilities of the consumers in question; the differing expectations
that consumers may have in relation to different kinds of investment or other transac-
tion; and any information which the operator of the ombudsman scheme has provided
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to the FCA. These considerations have a protective nature to them, and are likely to
have been implemented in response to the financial crisis and the negative publicity
which followed.

6.3.3 The Competition Objective

The competition objective refers to the regulator promoting effective competition in the
interests of consumers in the markets for regulated financial services. The matters to
which the FCA may have regard include the needs of different consumers who use or
may use those services, including their need for information that enables them to make
informed choices; the ease with which consumers who may wish to use those services,
including consumers in areas affected by social or economic deprivation, can access
them; the ease with which consumers who obtain those services can change the person
from whom they obtain them; the ease with which new entrants can enter the market;
and how far competition is encouraging innovation.

The goal of this is to have a broader offering of services available to the customer, which
are easy to understand and cost-effective. Of course, the impact of regulation is often to
limit the choice available, as fewer firms are able to earn a return adequate to support their
cost and capital structures, so the objective, while laudable, may be difficult to achieve in
practice. The competition objective did not feature in the previous FSMA regime.

6.4 THE PRUDENTIAL REGULATION AUTHORITY (PRA) OBJECTIVES

The Financial Services Act imposes strategic objectives and an aspirational objective on
the PRA in the same way as it does on the FCA. The PRA’s main objective is to promote
the safety and soundness of PRA-authorised persons, which it must do by seeking to
ensure that the business of PRA-authorised persons is carried on in a way which avoids
any adverse effect on the stability of the UK financial system, and seeking to minimise
the adverse effect that the failure of a PRA-authorised person could be expected to have
on the stability of the UK financial system.

6.4.1 Insurance Objective

The only aspirational objective imposed on the PRA is related to the insurance sector.
In discharging its general functions so far as relating to a PRA-regulated activity relat-
ing to the effecting or carrying out of contracts of insurance or PRA-authorised persons
carrying on that activity, the PRA must contribute to the securing of an appropriate
degree of protection for those who are, or may become, policyholders. This section
applies only if the effecting or carrying out of contracts of insurance as principal is, to
any extent, a PRA-regulated activity.

6.5 ENHANCING PUBLIC UNDERSTANDING OF FINANCIAL MATTERS

The FSMA created the Consumer Financial Education Body to enhance the under-
standing and knowledge of members of the public of financial matters (including the
UK financial system), and the ability of members of the public to manage their own
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financial affairs. The consumer financial education function included, in particular, pro-
moting awareness of:

e The benefits of financial planning;

o The financial advantages and disadvantages in relation to the supply of particular
kinds of goods or services;

e The benefits and risks associated with different kinds of financial dealing (which
includes informing the FCA and other bodies of those benefits and risks);

e The publication of educational materials or the carrying out of other educational
activities;

e The provision of information and advice to members of the public;
e Assisting members of the public with the management of debt; and

e Working with other organisations which provide debt services, with a view to
improving the availability to the public of those services, the quality of the services
provided and consistency in the services available, in the way in which they are pro-
vided and in the advice given.

Although the provisions for its creation are repealed by the Financial Services Act 2012,
there are new provisions to continue its existence. Furthermore, the final two parts of
its remit — both relating to debt — have been added, in response to the heightened public
awareness and political implications of debt since 2008.

6.6 FIT AND PROPER PERSON RULES

The FSMA introduced the regulatory framework through the General Prohibition in
2000, and is unaltered by the recent legislative changes. The General Prohibition states
that “no person may carry out a regulated activity in the UK unless they are an author-
ised or an exempt person”. Therefore, firms and individuals who work for firms must
be approved by the FCA. In order to be approved by the FCA individuals responsible
must be “fit and proper”, which means that they are considered appropriate people to
be involved with such a significant role.

Individuals will be considered to be “fit and proper” by the FCA in relation to the
following;:

e Honesty, integrity and reputation;

e Competence and capacity;

¢ Financial soundness.

Within the rule book of the Financial Conduct Authority the regulations promulgated
by the Joint Money Laundering Steering Group (see Chapter 7) are adopted as best
practice. No separate detailed guidance regarding money-laundering deterrence and

terrorist financing appears within the FCA handbook, although the FCA has released a
separate guide to minimising the risk of money laundering, which is not binding.
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6.7 FCA REGULATION AND MONEY-LAUNDERING DETERRENCE

With regard to discharging its general functions, both the FCA and the PRA are obliged,
under the Financial Services Act, to have regard to:

1.

The need to use the resources of each regulator in the most efficient and economic
way.

The principle that a burden or restriction which is imposed on a person, or on the
carrying on of an activity, should be proportionate to the benefits, considered in
general terms, which are expected to result from the imposition of that burden or
restriction.

The desirability of sustainable growth in the economy of the United Kingdom in the
medium or long term.

The general principle that consumers should take responsibility for their decisions.

The responsibilities of the senior management of persons subject to requirements
imposed by or under this Act, including those affecting consumers, in relation to
compliance with those requirements.

The desirability, where appropriate, of each regulator exercising its functions in a
way that recognises differences in the nature of, and objectives of, businesses carried
on by different persons subject to requirements imposed by or under this Act.

The desirability in appropriate cases of each regulator publishing information relat-
ing to persons on whom requirements are imposed by or under this Act, or requiring
such persons to publish information, as a means of contributing to the advancement
by each regulator of its objectives.

The principle that the regulators should exercise their functions as transparently as
possible.

The FCA’s outline requirements relating to money laundering are contained in the
FCA rulebook, under the Senior Management Arrangements, Systems and Controls
(SYSC) rules. Having comparatively limited “rules” supplemented by a non-binding
guidebook has enabled firms to have more discretion when choosing to adopt anti-
money-laundering practices. Guidelines relating to money laundering contained in
SYSC include the following:

A firm must take reasonable care to establish and maintain effective systems and
controls for compliance with applicable requirements and standards under the regu-
latory system and for countering the risk that the firm might be used to further
financial crime.

A firm must ensure that these systems and controls enable it to identify, assess, moni-
tor and manage money-laundering risk, and are comprehensive and proportionate
to the nature, scale and complexity of its activities.

A firm must carry out regular assessments of the adequacy of these systems and con-
trols to ensure that it continues to comply with the requirements.

The FCA, when considering whether a breach of its rules on systems and controls
against money laundering has occurred, will have regard to whether a firm has
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followed relevant provisions in the guidance for the UK financial sector issued by
the Joint Money Laundering Steering Group.

¢ In identifying its money-laundering risk and in establishing the nature of these sys-
tems and controls, a firm should consider a range of factors, including its customer,
product and activity profiles, its distribution channels, the complexity and volume of
its transactions, its processes and systems and its operating environment.

The rulebook also provides that a firm should ensure that the systems and controls include:

e Appropriate training for its employees in relation to money laundering.

e Appropriate provision of information to its governing body and senior management,
including a report at least annually by that firm’s Money Laundering Reporting
Officer (MLRO) on the operation and effectiveness of those systems and controls.

e Appropriate documentation of its risk-management policies and risk profile in rela-
tion to money laundering, including documentation of its application of those policies.

e Appropriate measures to ensure that money-laundering risk is taken into account in
its day-to-day operation, including in relation to the development of new products,
the taking on of new customers and changes in its business profile.

e Appropriate measures to ensure that procedures for identification of new customers
do not unreasonably deny access to its services to potential customers who cannot
reasonably be expected to produce detailed evidence of identity.

A firm must allocate to a director or senior manager (who may also be the Money
Laundering Reporting Officer) overall responsibility within the firm for the establish-
ment and maintenance of effective anti-money-laundering systems and controls.

Additionally, a firm must appoint an individual as MLRO, with responsibility for over-
sight of its compliance with the FCA’s rules on systems and controls against money
laundering, and ensure that its MLRO has a level of authority and independence within
the firm and access to resources and information sufficient to enable him to carry out
that responsibility. The job of the MLRO within a firm is to act as the focal point for all
activity within the firm relating to combating money laundering. The FCA expects that
a firm’s MLRO will be based in the United Kingdom.

The regulatory structure under which UK money-laundering deterrence and terrorist-
financing legislation operates is considered in the following sections.

6.8 THE PROCEEDS OF CRIME ACT 2002

The Proceeds of Crime Act 2002 (POCA) consolidates and extends the existing UK leg-
islation regarding money laundering. The legislation covers all crimes and any dealing
in criminal property, with no exceptions and unusually no de minimis. The effect of this
is that any theft or other criminal offence regardless of value is, in principle, subject to
these rules. The POCA has three main objectives:

1. It establishes the Assets Recovery Agency to conduct an investigation to discover
whether a person holds criminal assets and to recover the assets in question.
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2. It creates five investigative powers for the law-enforcement agencies:

A production order;

A search and seizure order;

A disclosure order;

A customer information order;

An account-monitoring order.

3. Tt establishes the following criminal offences:

Acquiring, using, possessing, concealing, disguising, converting, transferring or
removing criminal property from the jurisdiction, or entering into or becoming
involved in an arrangement to facilitate the acquisition, retention, use or control
of criminal property by another person.

For persons working in the regulated sector, of failing to make a report where
they have knowledge or suspicion of money laundering or reasonable grounds
for having knowledge or suspicion that another person is laundering the pro-
ceeds of any criminal conduct, as soon as is reasonably practical after the
information came to their attention in the course of their regulated business
activities.

For anyone taking any action likely to prejudice an investigation by informing
(tipping off) the person who is the subject of a suspicious report, that a report
has been made to a nominated officer or to the Serious Organised Crime Agency
(SOCA),' or that the police or customs authorities are carrying out, or intend to
carry out, a money-laundering investigation.

Destroying or disposing of documents which are relevant to an investigation.

Failing to comply with a requirement imposed under a customer information order,
or knowingly or recklessly making a statement in purported compliance with a
customer information order that is false or misleading in a material particular.

POCA also sets out the maximum penalties as follows:

e For the offence of money laundering, 14 years’ imprisonment and/or an unlimited
fine. However, an offence is not committed if the offence was reported to SOCA as
soon as was reasonably practical.

e For failing to make a report of suspected money laundering or for “tipping off”, five
years’ imprisonment and/or an unlimited fine.

e For destroying or disposing of relevant documents, five years’ imprisonment and/or
an unlimited fine.

The Proceeds of Crime Act is just one of the many laws which impacts on money laun-
dering and terrorist financing. It needs to be considered in terms of its impact on other

! Note that on the 7th October, 2013, the Serious Organised Crime Agency (SOCA) became
the National Crime Agency (NCA).
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relevant regulation, including the Policing and Crime Act 2009, Coroners and Justice
Act 2009, UK Borders Act 2007 and, most recently, the Crime and Courts Act 2013, as
well as the four codes of practice which supplemented this legislation.

6.9 TERRORISM ACT 2000, AND THE ANTI-TERRORISM CRIME
AND SECURITY ACT 2001

The Terrorism Act 2000 establishes a series of offences related to the involvement of
persons or organisations in arrangements for facilitating, raising or using funds for ter-
rorist purposes.

The Terrorism Act sets out the following criminal offences:

e For any person not to report the existence of terrorist property where there are rea-
sonable grounds for knowing or suspecting the existence of terrorist property.

e For anyone taking any action likely to prejudice an investigation by informing (i.e.
tipping off) the person who is the subject of a suspicion report, or anybody else
that a disclosure has been made to a nominated officer or to the SOCA, or that the
police or customs authorities are carrying out, or intending to carry out, a terrorist-
financing investigation.

e For anyone entering into or becoming concerned in an arrangement which facilitates
the retention or control by, or on behalf of, another person of terrorist property by
concealment, by removal from the jurisdiction, by transfer to nominees or in any
other way.

Other counter-terrorism legislation was passed in 2005 (Prevention of Terrorism Act
2005), 2006 (Terrorism Act 2006), 2008 (Counter-Terrorism Act 2008) and 2010 (the
Terrorist Asset-Freezing etc. Act 2010), all of which state the prevention of terrorism as
one of their purposes in their introductory text. This repeated strengthening of the coun-
ter-terrorism framework highlights the UK’s dedication to preventing this area of financial
crime. Under the Terrorist Asset-Freezing etc. Act 2010, the Treasury is requ1red to publish
a quarterly report to Parliament on its operation of the UK’s asset-freezing regime.

The parallels to the POCA can be seen clearly, with the general wording being both
consistent and similar.

The Terrorism Act then sets out the following penalties:

¢ The maximum penalty for failure to report under the circumstances set out above is
five years’ imprisonment and/or an unlimited fine.

e The maximum penalty for the offence of actual money laundering is 14 years’
imprisonment and/or a unlimited fine.

Again, these are consistent with the approach adopted by the POCA.

The Anti-terrorism Crime and Security Act 2001 gives the authorities power to seize
terrorist cash, to freeze terrorist assets and to direct firms in the regulated sector to
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provide the authorities with specified information on customers and their (terrorism-
related) activities. As such, it implements those of the nine special recommendations of
the Financial Action Task Force (FATF) not already incorporated into UK legislation.

6.10 MONEY LAUNDERING REGULATIONS 2007

The Money Laundering Regulations 2007 specify arrangements which must be in place
within firms within the scope of the regulations, in order to prevent operations relating
to money laundering or terrorist financing.

6.10.1 The Scope of the Regulations

In terms of their scope, the Money Laundering Regulations apply, inter alia, to:

® The regulated activities of all financial sector firms which include:
— banks, building societies and other credit institutions;

— individuals and firms engaged in regulated investment activities under the Finan-
cial Services and Markets Act 2000 (FSMA);

— issuers of electronic money;

— insurance companies undertaking long-term life business, including the life busi-
ness of Lloyds of London;

— Bureaux de change, cheque-encashment centres and money-transmission services;
— Trust and company service providers;
— Casinos;

— Dealers in high-value goods (including auctioneers) who accept payment in cash
of EUR 15,000 or more, whether this is a single or linked transaction;

— Lawyers and accountants when undertaking relevant business.

6.10.2 The Key Requirements
Persons who are subject to the Money Laundering Regulations are required to establish
adequate and appropriate policies and procedures in order to prevent operations relat-
ing to money laundering or terrorist financing, covering:
e Customer due diligence
e Reporting
® Record-keeping
¢ Internal control
¢ Risk assessment and management
e Compliance management

e Communications.



92 Handbook of Anti Money Laundering

The FCA institutes proceedings for offences committed under the regulations against
both regulated and non-regulated firms. A breach of the money-laundering regulations
is not dependent on whether money laundering has actually taken place. Firms can be
sanctioned for not having adequate anti-money laundering/counter-terrorist-funding
systems. Failure to comply with any of the Money Laundering Regulations constitutes
a punishable offence by a maximum of two years’ imprisonment, a fine or both.

As you can see, these broadly address the issues set out in the EU’ Third Directive, as
discussed in Chapter 4.



7 HOW MONEY-LAUNDERING-
DETERRENCE REGULATIONS
ARE APPLIED IN THE UK - THE
JOINT MONEY LAUNDERING
STEERING GROUP

In the UK, the main regulatory guidance with regard to money-laundering deterrence
and terrorist financing is produced by the Joint Money Laundering Steering Group
(JMLSG), which is made up of the leading UK trade associations in the financial services
industry, including the British Bankers’ Association. Its existence actually pre-dated the
creation of the UK’s original unitary regulator, the Financial Services Authority. The aim
of the JMLSG is to encourage good practice in countering money laundering and to give
practical assistance in interpreting the statutory UK Money Laundering Regulations.
This is primarily achieved by the publication of industry guidance which offers advice
on suitable ways to comply with laws and regulations on financial crime. It also high-
lights areas of concern and suggests processes and procedures that should be considered.

It is important to note that the UK has statutory provisions and therefore any breach of
the regulations represents a criminal, rather than a civil, matter.

The rules themselves have been through many changes over the years and have both
increased and decreased in their depth and scope. Initially drafted by experts in each
individual field of financial services (the so-called coloured books), the rules have now
been consolidated and reflect the UK’s interpretation of relevant EU legislation as
implemented into UK law incorporating FATF guidance.

Guidance is only issued by the JMLSG after it has been approved by HM Treasury
and, as such, UK courts must take the guidance into account in the event of any legal
proceedings. Adherence to the guidance is also regarded by the FCA and the PRA as
demonstrating compliance with their relevant systems and controls rules. As such, the
regulators have effectively taken the totality of the JMLSG guidance and incorporated
it into their own rule books.

7.1 MEMBERSHIP

The JMLSG is made up of the leading UK trade associations in the financial services
industry. As of July 2013, these consisted of the following organisations:

e Asset Based Finance Association (ABSA);
e Association of British Credit Unions Ltd (ABCUL);



94 Handbook of Anti Money Laundering

e Association of British Insurers (ABI);

e Association of Foreign Banks (AFB);

e Association of Financial Mutuals (AFM);

e Association for Financial Markets in Europe (AFME);

e Association of Independent Financial Advisers (AIFA);

e Association of Private Client Investment Managers and Stockbrokers (APCIMS);

o British Bankers’ Association (BBA);

e British Venture Capital Association (BVCA);

¢ Building Societies Association (BSA);

¢ Council of Mortgage Lenders (CML);

e Electronic Money Association (EMA);

e Finance & Leasing Association (FLA);

e Futures and Options Association (FOA);

e Investment Management Association (IMA);

e Tax Incentivised Savings Association (TISA);

e Wholesale Market Brokers’ Association (WMBA).

The breadth of the organisations represented provides a warning as to the scope of
money-laundering regulation in the UK. In addition, other organisations, whilst not
being direct members, have attendance rights, including bodies such as the Institute
of Chartered Accountants in England and Wales, the equivalent bodies in Scotland
and in Ireland and both the Institute and Faculties of Actuaries. The JMLSG has
been producing money laundering guidance for the financial sector since 1990, ini-
tially in conjunction with the Bank of England, and then with the FSA to provide
regularly updated guidance on the various money-laundering regulations in force
— those set in 1993, 2001, 2003 and 2007. In June 2013, HMRC released three
short factsheets summarising and offering advice and best practice on the money-
laundering regulations. The factsheets cover an introduction to the regulations, visits
by HMRC under the regulations and a guide to complying with obligations, includ-

ing risk-management and reporting procedures. The factsheets are available from the
HMRC website.

Given that the new regulators (FCA and PRA) do not have money-laundering deter-
rence as a primary objective, it will be interesting to see how new guidance is developed
in future and the role that these new regulators will choose to adopt.

7.2 THE RISK-BASED APPROACH

A major revision of JMLSG’s guidance was published in January 2006 (and has been
amended subsequently), based on a number of fundamental principles — including
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that of senior management accountability and the adoption of a risk-based approach.
The risk-based approach allows firms to focus their money-laundering deterrence and
counter-terrorist-financing resources on areas where the risk of money laundering
and/or terrorist financing is considered highest. As we saw in Chapter 4, this had spe-
cifically been recommended by the Third Directive. The guidance therefore embodies
what are considered to be proportionate and cost-effective approaches to managing
these risks.

Text from the guidance is reproduced with the kind permission of the Joint Money
Laundering Steering Group.

A risk-based approach essentially includes the following:

® Senior management roles should include the identification of a Money Launder-
ing Reporting Officer (or MLRO, see Chapter 12), responsible for the supervision
of internal anti-money-laundering policies, procedures and investigations, together
with measures implemented to combat the financing of terrorism.

e Such policies and procedures must be formally documented. The documentation
maintained must include a named employee as being responsible for implementing
and assessing the risks faced by the firm.

e All firms must identify what they consider to be low-risk and high-risk clients. Low-
risk clients are normally seen as those with a regular income which have a long-term
active relationship with the firm. High-risk clients are generally the rest.

7.3 THE REGULATORY FRAMEWORK

The JMLSG has periodically reviewed its guidance, and has made changes and addi-
tions as required. As mentioned above, an important revision took place in 2006 to
reflect the implementation of the Proceeds of Crime Act 2002, and there were then sub-
sequent revisions that implemented the Money Laundering Regulations 2007, which, in
turn, implemented the EU Third Money Laundering Directive in the UK.

The JMLSG states that the purpose of the guidance is to:

® Outline the legal and regulatory framework for anti-money laundering/countering
terrorist financing (AML/CTF) requirements and systems across the financial ser-
vices sector;

e Interpret the requirements of the relevant law and regulations, and how they may be
implemented in practice;

e Indicate good industry practice in AML/CTF procedures through a proportionate,
risk-based approach; and

® Assist firms to design and implement the systems and controls necessary to mitigate
the risks of the firm being used in connection with money laundering and the financ-
ing of terrorism.
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The actual guidance is available for you to download for free from the following web-
site: www.jmlsg.org.uk. The guidance is over 500 pages long, spanning three parts, and
includes the following sections:
Part I:

Senior management responsibility;

Internal controls;

Nominated officer/MLRO;

Risk-based approach;

Customer due diligence;

Suspicious activities, reporting and data protection;

Staff awareness, training and alertness;

Record-keeping.
These general rules have been used and are consistent with the guidance produced in
the relevant chapters of this book and therefore are not reproduced here.
Part IT (sector-specific guidance):

Retail banking;

Credit cards, etc;

Electronic money;

Credit unions;

Wealth management;

Financial advisers;

Life assurance, and life-related pensions and investment products;

General insurers;

Non-life providers of investment fund products;

Discretionary and advisory investment management;

Execution-only stockbrokers;

Motor finance;

Asset finance;

Private equity;

Corporate finance;

Trade finance;

Correspondent banking;

Syndicated lending;

Wholesale markets;
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Name-passing brokers in inter-professional markets;
Brokerage services to funds;

Invoice finance.
We have incorporated certain key elements of the guidance in this chapter.

Part IIT (specialist guidance):
Transparency in electronic payments (wire transfers);
Equivalent jurisdictions;
Equivalent markets;
Compliance with the UK financial sanctions regime;

Directions under the Counter-Terrorism Act 2008, Schedule 7.

From this website, all of the rules can be seen in detail and they do form a useful refer-
ence set for money-laundering deterrence specialists in any country. The guidance is
detailed and consistent with the FATF principles, together with relevant EU legislation,
but actually goes much further, providing guidance in areas of specific concern. In
the remainder of this book we provide such guidance as is appropriate for the global
reader. If you wish to look at specific UK guidance, reference needs to be made to the
specific UK rules as set out on the above website. Of course, if you do require detailed
local guidance, reference will need to be made to your local relevant authority and the
rules that they have promulgated which achieve the same objectives.

Much of the content of the JMLSG guidance is consistent with the guidance that is
offered throughout this book, so has not been reproduced here. However, as stated
above, some of the Part II guidance information is worthy of your additional attention,
and certain aspects are provided here in summary form for reference.

7.3.1 Credit Cards

Credit cards are a way of obtaining unsecured borrowing. As such, the initial risks
are more related to fraud than to “classic” money laundering, but handling the crim-
inal property arising as a result of fraud is also money laundering. Card issuers
will, therefore, generally carry out some degree of credit check before accepting
applications.

The money-laundering risk relates largely to the source and means by which repayment
of the borrowing on the card is made. Payments may also be made by third parties.
Such third party payments, especially if they are in cash or by debit cards from different
locations or accounts, represent a higher level of money-laundering risk than when they
come from the cardholder’s bank account by means of cheque or direct debit.

Balances on cards may move into credit if cardholders repay too much, or where mer-
chants pass credits/refunds across an account. Customers may ask for a refund of their
credit balance. Issuance of a cheque by a card issuer can facilitate money laundering.
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Cash may be withdrawn in another jurisdiction. This is, in any event, the case in respect
of an amount up to the credit limit on the card. Where there is a credit balance, the
amount that may be moved is correspondingly greater; it is possible for a cardholder to
overpay substantially, and then to take the card abroad to be used. However, most card
issuers limit the amount of cash that may be withdrawn.

Where several holders are able to use a card account, the card issuer may open itself
to a money-laundering or terrorist-financing risk in providing a payment token to an
individual in respect of whom it holds no information. The issuer would not know to
whom it is advancing money, unless it has taken some steps in relation to the identity
of all those entitled to use the card. Such steps might include ascertaining whether the
primary or any secondary cardholder is resident in a high-risk jurisdiction or whether
any primary or secondary cardholder is a politically exposed person.

Measures that a firm might consider for mitigating the risk associated with a credit card
customer base include the following:

¢ Deciding whether to disallow persons so identified in the above two categories, or to
subject them to enhanced due diligence, including full verification of identity of any
secondary cardholder.

e Requiring the application process to include a statement of the relationship of a
secondary cardholder to the primary cardholder based on defined alternatives (e.g.
family member, carer, none).

¢ Deciding whether to disallow as a secondary cardholder on a personal account any
relationship deemed unacceptable according to internal policy parameters, or where
the address of the secondary cardholder differs from that of the primary cardholder,
or to subject the application to additional enquiry, including verification of the sec-
ondary cardholder.

e Becoming a member of closed user groups sharing information to identify fraudulent
applications, and checking both primary and secondary cardholder names and/or
addresses against such databases.

¢ Deciding whether to decline to accept, or to undertake additional or enhanced due
diligence on, corporate cardholders associated with an entity which is engaged in a
high-risk activity, or is resident in a high-risk jurisdiction, or has been the subject of
(responsible) negative publicity.

e Implementing ongoing transaction monitoring of accounts, periodic review and
refinement of the parameters used for the purpose.

¢ In the event that monitoring or suspicious reporting identifies that a secondary card-
holder has provided significant funds for credit to the account, either regularly or
on a one-off basis, giving consideration to verifying the identity of that secondary
cardholder where it has not already been undertaken.

e Deciding whether the cardholder should be able to withdraw cash from his card
account.

¢ Deciding whether the card may be used abroad (and monitoring whether it is used

abroad).
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7.3.2  Electronic Money
Under the Electronic Money Regulations 2011 (Reg. 2(1)), electronic money is defined as:

“Electronically (including magnetically) stored monetary value as represented by a claim
on the electronic money issuer which:

(a) is issued on receipt of funds for the purpose of making payment transactions;
(b) is accepted by a person other than the electronic money issuer; and

(c) is not excluded by Regulation 3.”

Regulation 3 of the Electronic Money Regulations 2011 states that electronic money
does not include:

1. Monetary value stored on instruments that can be used to acquire goods or services
only:

(a) in or on the electronic money issuer’s premises; or

(b) under a commercial agreement with the electronic money issuer, either within a
limited network of service providers or for a limited range of goods or services.

2. Monetary value that is used to make payment transactions executed by means of
any telecommunication, digital or IT device, where the goods or services purchased
are delivered to, and are to be used through a telecommunication, digital or IT
device, provided that the telecommunication, digital or IT operator does not act
only as an intermediary between the payment service user and the supplier of the
goods and services.

Electronic money is a retail payment product that is used predominantly for making
small-value payments and is currently growing in many jurisdictions. That the JMLSG
has already included guidance in this area will be of interest to many international
regulators seeking to develop their own regulations.

Electronic money is susceptible to the same risks of money laundering and terrorist
financing as other retail payment products. Furthermore, where electronic money is
limited to small-value payments, its use is less attractive to would-be launderers. For
terrorist financing and other financial crime, electronic money offers a more account-
able, and therefore less attractive, means of transferring money compared to cash.

The electronic money products in commercial use today do not provide the privacy
or anonymity of cash, nor its utility. This is due to a number of factors. Products may,
for example, be funded by payments from bank accounts or credit cards and therefore
reveal the identity of the customer at the outset. The use of most electronic money prod-
ucts also tends to leave an electronic trail.

As issuers of electronic money usually occupy the position of intermediaries in the pay-
ment process, situated between two financial or credit institutions, they are often able
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to provide additional transaction information to law enforcement that complements
identity data provided by other financial institutions. This may be equally or more valu-
able evidence than a repetition of the verification of identity process.

Fraud prevention and consumer protection concerns led to the placement of transac-
tion, turnover and purse limits on products, limiting the risk to both issuer and con-
sumer. These limits act to restrict the usefulness of the product for money laundering,
and make unusual transactions more detectable.

The following factors will increase the risk of electronic money products being used for
money laundering or terrorist financing:

e High, or no, transaction or purse limits. The higher the value and frequency of trans-
actions, and the higher the purse limit, the greater the risk, particularly where cus-
tomers are permitted to hold multiple purses; the EUR 15,000 [£12,500] threshold
for occasional transactions provided in the Money Laundering Regulations 2007
may, in this context, provide a convenient comparator when assessing such risk.

e Frequent cross-border transactions, unless within a single scheme, can give rise to
difficulties with information sharing. Dependence on counterparty systems increases

the risk.

e Some merchant activity, such as betting and gaming, poses a higher risk of money
laundering. This is because of the higher amounts of funds that are transacted and
because of the opportunities presented within the merchant environment.

e Funding of purses by unverified parties presents a higher risk of money laundering,
whether it is the customer who is unverified or a third party.

¢ Funding of purses using cash offers little or no audit trail of the source of the funds
and hence presents a higher risk of money laundering.

e Funding of purses using electronic money products that have not been verified may
present a higher risk of money laundering.

e The non-face-to-face nature of many products gives rise to increased risk.

e Segmentation of the business value chain, including use of multiple agents and out-
sourcing, in particular to overseas locations, may give rise to a higher risk.

e The technology adopted by the product may give rise to specific risks that should
be assessed.

The systems and controls issuers put in place must be commensurate with the money-
laundering and terrorist-financing risk they are exposed to. The detail of issuers’ sys-
tems and controls will, therefore, vary. Examples include those that:

e Place limits on purse storage values, cumulative turnover or amounts transacted;

e Can detect money-laundering transaction patterns;

e Can identify multiple purses held by a single individual or group of individuals, such
as the holding of multiple accounts or the “stockpiling” of pre-paid cards;

e Can look for indicators of accounts being opened with different issuers as well as
attempts to pool funds from different sources;
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e Can identify discrepancies between submitted and detected information;

e Restrict funding of electronic money products to funds drawn on accounts held
at credit and financial institutions in the UK, the EU or a comparable jurisdic-
tion, and allow redemption of electronic money only into accounts held at such
institutions.

7.3.3 Wealth Management

Wealth management is the provision of banking and investment services in a closely
managed relationship to high-net-worth clients. Such services will include bespoke
product features tailored to a client’s particular needs and may be provided from a
wide range of facilities available to the client, including:

e Current account banking;

e High-value transactions;

e Use of sophisticated products;

e Non-standard investment solutions;

® Business conducted across different jurisdictions;

e Offshore and overseas companies, trusts or personal investment vehicles.

Money launderers are attracted by the availability of complex products and services
that operate internationally within a reputable and secure wealth management environ-
ment that is familiar with high-value transactions. The following factors contribute to
the increased vulnerability of wealth management:

e Wealthy and powerful clients: Such clients may be reluctant or unwilling to pro-
vide adequate documents, details and explanations. The situation is exacerbated
where the client enjoys a high public profile, and where they wield, or have recently
wielded, political or economic power or influence.

e Multiple and complex accounts: Clients often have many accounts in more than one
jurisdiction, impacting the firm’s ability to identify true purpose.

e Cultures of confidentiality: Wealth management clients often seek reassurance that
their confidential business will be conducted discreetly.

e Concealment: The misuse of services such as offshore trusts and the availability of
structures such as shell companies helps to maintain an element of secrecy about
beneficial ownership of funds.

e Countries with statutory banking secrecy and countries where corruption is known,
or perceived, to be a common source of wealth.

® Movement of funds: The transmission of funds and other assets by private clients
often involves high-value transactions, requiring rapid transfers to be made across
accounts in different countries and regions of the world.

e The use of concentration accounts (i.e. multi-client pooled/omnibus-type accounts)
to collect together funds from a variety of sources for onward transmission is seen
as a potential major risk.
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e Credit: The extension of credit to clients who use their assets as collateral also poses
a money-laundering risk unless the lender is satisfied that the origin and source of
the underlying asset is legitimate.

e Commercial activity conducted through a personal account, or personal activity
conducted through a business account, so as to deceive the firm or its staff.

In addition to the standard identification requirement, as a minimum requirement to
counter the perceived and actual risks, the firm, and those acting in support of the busi-
ness, must exercise a greater degree of diligence throughout the relationship which will
be beyond that needed for normal retail banking purposes. The firm must endeavour to
understand the nature of the client’s business and consider whether it is consistent and
reasonable, including:

e The origins of the client’s wealth;

e Where possible and appropriate, documentary evidence relating to the economic
activity that gave rise to the wealth;

e The nature and type of transactions;
e The client’s business and legitimate business structures;

e For corporate and trust structures, the chain of title, authority or control leading to
the ultimate beneficial owner, settler and beneficiaries, if relevant and known;

e Where appropriate, the reasons a client is using complex structures;
e The use made by the client of products and services;
e The nature and level of business to be expected over the account.

The firm must be satisfied that a client’s use of complex business structures and/or the
use of trust and private investment vehicles has a genuine and legitimate purpose.

Visiting clients can be an important part of the overall customer due diligence process.
In wealth management, relationship managers should generally visit their clients at
their place of business in order to substantiate the type and volume of their business
activity and income, or at their home if the business factor is not so relevant. The rela-
tionship manager who undertakes the visit should make a record by documenting:

e The date and time of the visit;

e The address or addresses visited;

e A summary of both the discussions and assessments;

* Any commitments or agreements;

e Any changes in client profile;

e The expectations for product usage, volumes and turnover going forward;

e Any international dimension to the client’s activities and the risk status of the juris-

dictions involved.

The relationship manager should then update the client’s profile where appropriate.
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7.3.4 General Insurers

General insurers should consider the following:

¢ Development of internal policies and procedures;
e Communication of those policies and procedures to all staff;

e Clear and written procedures in place to help staff identify the kinds of activities or
customers that might arouse suspicion;

e Clear guidance to be given to all staff on the risk and implications of alerting poten-
tial or actual customers (or agents thereof) to the fact that a SAR has been submitted,
i.e. the “tipping off” provision of POCA;

e Clear guidance to be given to all staff on the risk and implications of failing to report
their suspicions;

e Short reporting lines between front-line staff and a nominated officer;

e Record-keeping, both of decisions made in the event of a suspicious claim being
reported to evidence the making of the report and, in the event of a SAR not being
made, the reasons why no notification was made;

e Screening procedures to ensure high standards on recruitment;

¢ Ongoing employee training to ensure employees recognise suspicious activities and
understand the procedure in place internally to record suspicious activities;

e A system of testing compliance: this should be both independent and adequately
resourced.

7.3.5 Execution-only Stockbrokers (ExOs)

Some ExO stockbrokers deal with high volumes of low-value customer transactions,
whereas others direct their services towards higher net worth customers, and thus have
fewer customers. Stockbroking customers may adopt a variety of trading patterns; the
firm may be offering no advice and may have little or no knowledge of a particular
customer’s motives.

ExO customers are also free to spread their activities across a variety of brokers for
perfectly valid reasons, and often do. Each broker may therefore actually have little in
terms of transaction history from which to identify unusual behaviour. Many firms pro-
vide ExO stockbroking services on a non-face-to-face basis, including via the internet.

In view of the above, whilst stockbroking might be regarded as being of lower risk
compared to many financial products and services, the risk is not as low as in pro-
viding investment management services to the same types of customer from similar
jurisdictions.

7.3.6 Asset Finance

Generally with asset finance, no monies are advanced to the customer, but are paid
into a supplier’s bank account to fund the purchase of an asset which is made available
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under contract to the customer. Repayments by the customer are usually made from
other bank accounts by direct debit. Risk is also associated with hire purchase and lease
products, as they could be used for layering.

Given that a loan does not result in the borrower receiving funds from the lender, but
the use of assets, the initial transaction is not very susceptible to money laundering. The
main money-laundering risk arises through the acceleration of an agreed repayment
schedule.

Asset finance products, therefore, generally carry a low inherent money-laundering risk.
An asset finance company will normally only accept payment of instalments from the
customer named on the agreement, and in the case of overpayment will only make
repayment to the customer named on the agreement.

All asset finance providers should carry out full credit searches on the businesses they
transact with. Additional steps to verify identity will vary across the three markets,
as set out below. Note that this may well go beyond what is required by the current
money-laundering regulations, certainly in relation to low-risk areas which can now
rely on simplified due diligence (SDD). However, these additional measures will still be
important for fraud purposes.

7.3.7 Corporate Finance

As with any financial service activity, corporate finance business can be used to launder
money.

Money-laundering activity through corporate finance will not usually involve the place-
ment stage of money laundering, as the transaction will involve funds or assets already
within the financial system. However, corporate finance could be involved in the layer-
ing or integration stages of money laundering. It could also involve the concealment,
use and possession of criminal property and arrangements to do so, or terrorist funding.

The money-laundering risks associated with corporate finance relate to the transfer
of assets between parties, in exchange for cash or other assets. The assets can take the
form of securities or other corporate instruments.

Where there is less transparency over the ownership of the customer, for example,
where ownership or control is vested in other entities such as trusts or special purpose
vehicles (SPVs), or less of an industry profile or less independent means of verification
of the customer, a firm should consider how this affects the ML/TF risk presented. It
will, in certain circumstances, be appropriate to conduct additional due diligence, over
and above the firm’s standard evidence.

Firms have an obligation to verify the identity of all beneficial owners. They should
also know and understand any associations the customer may have with other jurisdic-
tions, and may also consider whether they should verify the identity of other owners
or controllers.

Firms should maintain file notes setting out the basis on which they are able to confirm
the structure and the identity of the customer and individuals concerned.
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7.3.8 Trade Finance

A key risk around trade finance business is that seemingly legitimate transactions and
associated documents can be constructed simply to justify the movement of funds
between parties, or to show a paper trail for non-existent or fraudulent goods. In par-
ticular, the level and type of documentation received by a firm is dictated principally by
the applicant or instructing party, and, because of the diversity of documentation, firms
may not be expert in many types of the documents received as a result of trade finance
business when standard forms are not used.

Such a risk is probably greatest where the parties to an underlying commercial trade
transaction are in league to disguise the true nature of a transaction. In such instances,
methods used by criminals to transfer funds illegally range from over and under invoic-
ing, to the presentation of false documents or spurious calls under default instruments.
In more complex situations, for example where asset securitisation is used, trade receiv-
ables can be generated from fictitious parties or fabricated transactions (albeit the use
of asset securitisation in trade finance is a very limited activity). The use of copy docu-
ments, particularly documents of title, should be discouraged.

The Financial Action Task Force (FATF), regulators and others have identified misuse
of the trade system as one of the methods by which criminal organisations and terror-
ist financiers move money for the purpose of disguising its origins and integrating it
into the legitimate economy. FATF typology studies indicate that criminal organisations
and terrorist groups exploit vulnerabilities in the international trade system to move
value for illegal purposes. Cases identified include: illicit trafficking in narcotic drugs;
illicit trafficking in stolen or other goods; corruption and bribery; fraud; counterfeiting/
piracy of products; and smuggling. More complicated schemes integrate these fraudu-
lent practices into a complex web of transactions and movements of goods and money.

The FATF’s June 2006 study notes that the basic techniques of trade-based money
laundering include:

¢ Opver invoicing: By misrepresenting the price of the goods in the invoice and other
documentation (stating it at above the true value) the seller gains excess value as a
result of the payment.

e Under invoicing: By misrepresenting the price of the goods in the invoice and other
documentation (stating it at below the true value) the buyer gains excess value when
the payment is made.

e Multiple invoicing: By issuing more than one invoice for the same goods, a seller
can justify the receipt of multiple payments. This will be harder to detect if the col-
luding parties use more than one financial institution to facilitate the payments/
transactions.

e Short shipping: The seller ships less than the invoiced quantity or quality of goods,
thereby misrepresenting the true value of goods in the documents. The effect is simi-
lar to over invoicing.

® Over shipping: The seller ships more than the invoiced quantity or quality of goods,
thereby misrepresenting the true value of goods in the documents. The effect is simi-
lar to under invoicing.
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¢ Deliberate obfuscation of the type of goods: Parties may structure a transaction in
a way to avoid alerting any suspicion to financial institutions or to other third par-
ties which become involved. This may simply involve omitting information from the
relevant documentation or deliberately disguising or falsifying it. This activity may
or may not involve a degree of collusion between the parties involved and may be
for a variety of reasons or purposes.

e Phantom shipping: No goods are shipped and all documentation is completely

falsified.

Generally, these techniques involve fraud by one party against another, but may also
depend upon collusion between the seller and buyer, since the intended outcome of the
trade is to obtain value in excess of what would be expected from an arm’s length trans-
action, or to move funds from point A to point B without being detected or accounted
for by the authorities. The collusion may arise, for example, because the parties are
controlled by the same persons, or because the parties are attempting to evade taxes on
some part of the transaction.

Where the nature of a transaction displays higher risk characteristics than normal busi-
ness undertaken for the customer (instructing party), for example, the buyer falls into a
higher risk category, then the firm should consider undertaking additional due diligence
in line with its risk policies. Some of the checks firms could undertake (not all of which
may be applicable or available in each case) include:

e Making enquiries, as appropriate, into the ownership and background of the other par-
ties to the transaction, e.g. the beneficiary(ies), agents, shipping lines, and taking fur-
ther steps to verify information or the identity of key individuals as the case demands.

e Seeking information from the instructing party about the frequency of trade and the
quality of the business relationships existing between the parties to the transaction.
This should be documented to assist future due diligence.

e Checking the transaction against warning notices from external public sources, for
example the ICC’s International Maritime Bureau.

o Referrmg the transaction to external agencies spec1ahsmg in search and validation
services in respect of bills of lading, shipping services and commodity prices, for
example the ICC Commercial Crime Services.

e Checking details of the source of goods.

e Checking public source information for prices of goods such as commodities — where
the contract price is significantly different from the market (say 25%) then consider
further investigation.

¢ Attending and recording relationship meetings with the instructing party; visiting
them by arrangement.

e For export letters of credit, referring details to other group resources on the ground
in the country of origin, to seek corroboration.

e Checks into the verification of shipments after the UCP operation is over, drawn at
random from a sample of transactions, across a cross-section of the bank’s trade
finance clients. This may help to identify spurious transactions where buyers and
sellers act in collusion.
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The enhanced due diligence should be designed to understand the nature of the
transaction, the related trade cycle for the goods involved, the appropriateness of the
transaction structure, the legitimacy of the payment flows and what control mecha-
nisms exist.

7.3.9 Correspondent Banking

The correspondent often has no direct relationship with the underlying parties to a
transaction and is therefore not in a position to verify their identities. Correspond-
ents often have limited information regarding the nature or purpose of the underly-
ing transactions, particularly when processing electronic payments or clearing cheques.
For these reasons, correspondent banking is, in the main, non-face-to-face business
and must be regarded as high risk from a money-laundering and/or terrorist-financing
perspective. Firms undertaking such business are required by the ML Regulations “to
apply on a risk-sensitive basis enhanced customer due diligence measures”.

Correspondent banking relationships, if poorly controlled, can allow other financial
service firms with inadequate AML/CFT systems and controls, and customers of those
firms, direct access to international banking systems.

The following risk indicators should be considered both when initiating a relationship,
and on a continuing basis thereafter, to determine the levels of risk-based due diligence
that should be undertaken:

® The respondent’s domicile: The jurisdiction where the respondent is based and/or
where its ultimate parent is headquartered may present greater risk (or may mitigate
the risk, depending on the circumstances). Certain jurisdictions are recognised inter-
natlonally as having inadequate anti-money-laundering standards, insufficient regula-
tory supervision, or presenting greater risk for crime, corruption or terrorist financing.
Other jurisdictions, however, such as many members of the Financial Action Task
Force (FATF), have more robust regulatory environments, representing lower risks.

® The respondent’s ownership and management structures: The location of owners, their
corporate legal form and/or a lack of transparency of the ultimate beneficial ownership
are indicative of the risk the respondent presents. Account should be taken of whether
the respondent is publicly or privately owned; if publicly held, whether its shares are
traded on a recognised market or exchange in a jurisdiction with a satisfactory regula-
tory regime, or, if privately owned, the identity of any beneficial owners and control-
lers. Similarly, the location and experience of management may indicate additional
concerns, as would unduly frequent management turnover. The involvement of PEPs
in the management or ownership of certain respondents may also increase the risk.

e The respondent’s business and customer base: The type of business the respond-
ent engages in, as well as the type of markets it serves, is indicative of the risk the
respondent presents.

e Downstream correspondent clearing: A downstream correspondent clearer is a
respondent that receives correspondent banking services from a correspondent
and itself provides correspondent banking services to other financial institutions
in the same currency as the account it maintains with its correspondent. When
these services are offered to a respondent that is itself a downstream correspondent
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clearer, a correspondent should, on a risk-based approach, take reasonable steps
to understand the types and risks of financial institutions to whom the respondent
offers such services, special care being taken to ensure there are no shell bank cus-
tomers, and consider the degree to which the respondent examines the anti-money-
laundering/terrorist-financing controls of those financial institutions.

All correspondent banking relationships with respondents from non-EEA States must
be subject to an appropriate level of due diligence, which, at a minimum, meets the
requirements laid down in Regulation 14(3) of the ML Regulations and additionally
will ensure that a correspondent is comfortable conducting business with/for a particu-
lar respondent (and hence its underlying customers) given the respondent’s risk profile.

In assessing the level of due diligence to be carried out in respect of a particular respond-
ent, the correspondent must consider:

* Regulatory status and history: The primary regulatory body responsible for over-
seeing or supervising the respondent and the quality of that supervision. If circum-
stances warrant, a correspondent should also consider publicly available materials
to ascertain whether the respondent has been the subject of any criminal case or
adverse regulatory action in the recent past.

e AML/CFT controls: A correspondent should establish whether the respondent
is itself regulated for money-laundering/terrorist-financing prevention and, if so,
whether the respondent is required to verify the identity of its customers and apply
other AML/CFT controls to FATF standards/equivalent to those laid down in the
Money Laundering Directive. Where this is not the case, additional due diligence
should be undertaken to ascertain and assess the effectiveness of the respondent’s
internal policy on money-laundering/terrorist-financing prevention and its Know
Your Customer and activity monitoring controls and procedures.

o Shell banks: Whether the respondent has confirmed that it will not provide banking
services to, or engage in business with, shell banks.

Prior to establishing a new correspondent relationship, a person from senior manage-
ment and independent from the officer sponsoring the relationship must approve the
setting up of the respondent’s account. For higher risk relationships, the correspondent’s
compliance (or MLRO) function should also satisfy itself that the risks are acceptable.

Correspondents are required by Regulation 14(3) of the ML Regulations to subject
respondents from non-EEA States to enhanced customer due diligence, but should
consider doing so whenever the respondent has been considered to present a greater
money-laundering/terrorist-financing risk. The enhanced due diligence process should
involve further consideration of the following elements designed to ensure that the cor-
respondent has secured a greater level of understanding:

¢ Respondent’s ownership and management: For all beneficial owners and controllers,
the sources of wealth and background, including their reputation in the marketplace,
as well as recent material ownership changes (e.g. in the last three years). Similarly, a
more detailed understanding of the experience of each member of executive manage-
ment as well as recent material changes in the executive management structure (e.g.
within the last three years).
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® Respondent’s business: Gather sufficient information about the respondent to under-
stand fully the nature of its business. In addition, determine from publicly available
information the reputation of the respondent and the quality of its supervision.

e PEP involvement: If a PEP appears to have a material interest or management role in
a respondent, then the correspondent should ensure it has an understanding of that
person’s role in the respondent.

® Respondent’s anti-money-laundering/terrorist-financing controls: An assessment of
the quality of the respondent’s AML/CFT and customer identification controls, includ-
ing whether these controls meet internationally recognised standards. The extent to
which a correspondent should enquire will depend upon the perceived risks.

* Document the relationship: Document the respective responsibilities of the respond-
ent and correspondent.

7.3.10 Wholesale Markets

Traded products are usually traded on regulated markets, or between regulated par-
ties, or with regulated parties acting as agent or principal. However, the characteristics
of products, which facilitate the rapid and sometimes opaque transfer of ownership,
the ability to change the nature of an asset and market mechanisms that potentially
extend the audit trail, together with a diverse international customer base, have specific
money-laundering risks that need to be addressed and managed appropriately.

One of the most significant risks associated with the wholesale markets and traded
products is where a transaction involves payment in cash and/or third party payments.

Given the global flows of funds in the wholesale financial markets, it is important
to recognise that although customers may remit funds from credit institutions, a firm
could still be used to launder money. Traded products might, for example, be used as a
means of changing assets rapidly into a different form, possibly using multiple brokers
to disguise total wealth and ultimate origin of the funds or assets, or as savings and
investment vehicles for money launderers and other criminals.

Firms dealing in traded products in the wholesale markets do not generally accept cash
deposits or provide personal accounts that facilitate money transmission and/or third-
party funding that is not related to specific underlying investment transactions. In the
money markets, however, customers may request payments to third parties (e.g. FX
payments to suppliers) and the associated ML risks need to be considered by the firm.
There may also be third party funding of transactions in the commodities markets.
Also, where a bank is lending funds to a customer to purchase a phys1cal commodity
and the customer hedges the risks associated with the transaction in the derivatives
market through a broker, the bank may guarantee the payment of margin to that bro-
ker; this results in a flow of money between the broker and bank on the customer’s

behalf.

The extent to which certain products are subject to margin or option premium payment
arrangements will affect the level of risk. The nature and form of any margin will need
to be taken into account by the firm, through its risk-based approach, when identifying
the customer and determining appropriate payment procedures.
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OTC and exchange-based trading can also present very different money-laundering
risk profiles. Exchanges that are regulated in equivalent jurisdictions, are transparent
and have a central counterparty to clear trades can largely be seen as carrying a lower
generic money-laundering risk. OTC business may, generally, be less well regulated and
it is not possible to make the same generalisations concerning the money-laundering
risk as with exchange-traded products. For example, trades that are executed as OTC
but then are cleared centrally have a different risk profile to trades that are executed
and settled OTC.

Therefore, from an AML/CFT perspective:

If the firm is acting as principal with another exchange member, the exchange mem-
ber is the firm’s customer.

Where an exchange-based trade is randomly and automatically matched with an
equal and opposite exchange-based trade, it is recognised that, due to market mecha-
nisms, the name of the other exchange member(s) may not be known. In these situa-
tions, where all the parties are members of the exchange and there is a CCP to match
and settle the trades, the firm cannot know and therefore does not need to verify the
identity of the other exchange member.

Where a firm is acting as principal with a non-exchange member, the non-exchange
member is the firm’s customer.

Where a firm is acting as agent for another party, the party for whom the firm is act-
ing will be the firm’s customer.

Where the firm is acting for another party who is an intermediary for underlying
third parties, the intermediary will be the customer of the firm, provided simplified
due diligence can be applied.



8 THE WOLFSBERG PRINCIPLES?

The Wolfsberg Group is an association of eleven global banks which aims to develop
financial service industry standards and related products for Know Your Customer,
Anti-Money-Laundering and Counter-Terrorist-Financing policies.

The Group came together in 2000, at Chiteau Wolfsberg in north-eastern Switzer-
land, in the company of representatives from Transparency International, including
Stanley Morris, and Professor Mark Pieth of the University of Basel, to work on draft-
ing anti-money-laundering guidelines for private banking. The Wolfsberg Anti-Money-
Laundering Principles for Private Banking were subsequently published in October
2000, revised in May 2002 and again most recently in June 2012.

The Group then published a Statement on the Financing of Terrorism in January 2002, and
also released the Wolfsberg Anti-Money-Laundering Principles for Correspondent Banking
in November 2002 with the Wolfsberg Statement on Monitoring Screening and Searching
being issued in September 2003. In 2004, the Wolfsberg Group focused on the development
of a due diligence model for financial institutions, in cooperation with Banker’s Almanac,
thereby fulfilling one of the recommendations made in the Correspondent Banking Principles.

During 2005 and early 2006, the Wolfsberg Group of banks actively worked on four
separate papers, all of which aimed to provide guidance with regard to a number of
areas of banking activity where standards had yet to be fully articulated by lawmak-
ers or regulators. It was hoped that these papers would provide general assistance to
industry participants and regulatory bodies when shaping their own policies and guid-
ance, as well as making a valuable contribution to the fight against money laundering.
The papers were all published in June 2006, and consisted of two sets of guidance:
Guidance on a Risk Based Approach for Managing Money Laundering Risks and AML
Guidance for Mutual Funds and Other Pooled Investment Vebicles. Also published
were FAQs on AML issues in the Context of Investment and Commercial Banking and
FAQs on Correspondent Banking, which complement the other sets of FAQs available
on the site: on Beneficial Ownership, Politically Exposed Persons and Intermediaries.

In early 2007, the Wolfsberg Group issued its Statement against Corruption, in close
association with Transparency International and the Basel Institute on Governance.
It describes the role of the Wolfsberg Group and financial institutions more generally
in support of international efforts to combat corruption. The Statement against Cor-
ruption identifies some of the measures financial institutions may consider in order to
prevent corruption in their own operations and protect themselves against the misuse
of their operations in relation to corruption. Shortly thereafter, the Wolfsberg Group
and The Clearing House Association LLC issued a statement endorsing measures to
enhance the transparency of international wire transfers to promote the effectiveness of
global anti-money-laundering and anti-terrorist-financing programmes.

2 Excerpts from the Wolfsberg Principles reproduced with kind permission of the Wolfsberg
Group. All rights reserved.
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In 2008, the Group decided to refresh its 2003 FAQs on PEPs, followed by a reissued
Statement on Monitoring, Screening and Searching in 2009. 2009 also saw the publica-
tion of the first Trade Finance Principles and Guidance on Credit/Charge Card Issuing
and Merchant Acquiring Activities. The Trade Finance Principles were expanded upon
in 2011 and the Wolfsberg Group also replaced its 2007 Wolfsberg Statement against
Corruption with a revised, expanded and renamed version of the paper: Wolfsberg Anti-
Corruption Guidance. This Guidance takes into account a number of recent develop-
ments and gives tailored advice to international financial institutions in support of their
efforts to develop appropriate anti-corruption programmes, to combat and mitigate
bribery risks associated with clients or transactions and also to prevent internal bribery.

More recently, focus has expanded to the emergence of new payment methods and the
Group published Guidance on Prepaid and Stored Value Cards, which considers the
money-laundering risks and mitigants of physical prepaid and stored value card issuing
and merchant acquiring activities, and supplements the Wolfsberg Group Guidance on
Credit/Charge Card Issuing and Merchant Acquiring Activities of 2009.

In 2014 the Group issued Guidance on Mobile and Internet Payment Services (MIPS)
and reissued the Principles for Correspondent Banking first issued in November 2002.

8.1 WOLFSBERG STANDARDS
The Wolfsberg Standards consist of the various sets of AML Principles, as well as related
statements, issued by the Group since its inception:
o Wolfsberg Principles for Correspondent Banking (2014)
o Wolfsberg Statement - Guidance on Mobile and Internet Payment Services (MIPS) (2014)
o Wolfsberg Private Banking Principles (May 2012)
o Wolfsberg Guidance on Prepaid and Stored Value Cards (14th October, 2011)
o Wolfsberg Anti-Corruption Guidance (2011)
o Statement on the publication of the Wolfsberg Anti-Corruption Guidance (August 2011)
o The Wolfsberg Trade Finance Principles (2011)
o Wolfsberg Monitoring Screening Searching Paper (9th November, 2009)

o Wolfsberg AML Guidance on Credit/Charge Card Issuing and Merchant Acquiring
Activities (May 2009)

o The Wolfsberg Trade Finance Principles (January 2009)

e Wolfsberg Group, Clearing House Statement on Payment Message Standards (April 2007)
e Wolfsberg Group, Notification for Correspondent Bank Customers (April 2007)

o The Wolfsberg Statement against Corruption (February 2007)

e Wolfsberg Statement — Guidance on a Risk Based Approach for Managing Money
Laundering Risks (March 2006)

o Wolfsberg Statement — Anti-Money Laundering Guidance for Mutual Funds and
Other Pooled Investment Vehicles (March 2006)

o Wolfsberg Statement on Monitoring Screening and Searching (September 2003)
o Wolfsberg Statement on The Suppression of the Financing of Terrorism (January 2002).
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In the following sections we consider key elements of certain of these statements.
Further information on individual elements of the statements appears in the relevant
chapters of this book. If you do need full details of all or any of the statements, then
reference should be made to the original statements. The principles are reproduced with
the kind permission of the Wolfsberg Group.

8.1.1 Wolfsberg Anti Money Laundering Principles for Correspondent Banking (2014)

These principles update those originally issued in November 2002 and reiterate the
requirements set out by FATF. The principles are also intended to be applied to SWIFT
Relationship Management Application (RMA) relationships in part, or in totality, using
a risk based approach.

Responsibility and Oversight

Apart from the normal requirements regarding policies and procedures and governance
there is also a requirement that at least one person, senior to or independent from, the
officer sponsoring the relationship, should approve the correspondent banking relation-
ship. There is also a requirement for independent review.

Risk Based Due Diligence

Again the risk based approach is adopted taking into account the nature of the supervi-
sory environment in which the firm operates. The particular risks of the relationship do
need to be considered with information being updated on a risk basis including the use
of trigger events. These include relevant money-laundering-deterrence-related adverse
media or adverse client behaviour that results in a material change in the client and this
should prompt a review of the relevant documentation and information.

Elements that should be used to address specific risk indicators include the following,
if appropriate:
® The correspondent banking client’s geographic risk
e Branches, subsidiaries and affiliates of correspondent banking clients
e Branches, subsidiaries and affiliates of the institution
e The correspondent banking client’s ownership and management structures
e The correspondent banking client’s business
e The correspondent banking client’s customer base
® Products or services offered to the correspondent bank client
e Regulatory status and history
* Anti money laundering controls
e The correspondent banking client’s AML procedures should be assessed
® No business arrangements with shell banks
e This should be confirmed by the institution
e Client visit

e Unless other measures suffice, a representative should visit the correspondent bank-
ing client prior to, or within a reasonable period of time after, the establishment of the
relationship.
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Enhanced Due Diligence
Three issues are identified:

e PEP involvement

e This is where a PEP is involved with the correspondent banking client. A normal PEP
review should be conducted taking into account the risk to the relationship.

e Downstream COfI‘CSpOHdCHtS

e These are also referred to as “nested” relationships and are where facilities are provided to
other banks. The additional monitoring is similar to the initial indicators above.

e Approval

e Again a higher level of approval is required with a review of high risk relationships on at
least an annual basis.

The remaining sections refer to monitoring and integration with the anti money laun-
dering programme.

8.1.2 Wolfsberg Private Banking Principles — May 2012

This recently updated guideline provides general principles for banks, particularly in
relation to KYC and due diligence.

The guideline provides that banks will endeavour to accept only those clients whose
source of wealth and funds can be reasonably established to be legitimate. The primary
responsibility for this lies with the private banker who sponsors the client for accept-
ance. Mere fulfilment of internal review procedures does not relieve the private banker
of this basic responsibility. Bank policy will specify what such responsibility and spon-
sorship entail. The use of the word “endeavour” is due to the rules of Wolfsberg not
strictly being obligatory.

Identification

The bank will establish the identity of its clients and beneficial owners prior to estab-
lishing business relationships with such persons. Identity is generally established by
obtaining the name, date of birth (in the case of individuals), address and such further
information as may be required by the laws of the relevant jurisdictions.

The requirement is for the bank to take reasonable measures to verify identity
when establishing a business relationship as noted below, subject to applicable local
requirements.

Natural persons: Identity will be verified to the bank’s satisfaction on the basis of offi-
cial identity papers or other reliable, independent source documents, data or informa-
tion as may be appropriate under the circumstances.

Corporations, partnerships, foundations: Identity will be verified on the basis of docu-
mentary evidence of due organisation and existence.

Trusts: Identity will be verified on the basis of appropriate evidence of formation and exist-
ence or similar documentation. The identity of the trustees will be established and verified.

Identification documents, if used for verification purposes, must be current at the time
of opening and copies of such documents should be obtained.
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Beneficial Ownership

Beneficial ownership, for AML purposes, must be established for all accounts. The guide-
line sets out various situations in which beneficial ownership should be ascertained:

Natural persons: When the account is in the name of an individual, the private banker
must establish whether the client is acting on his/her own behalf. If doubt exists, the bank
will establish the capacity in which, and on whose behalf, the account holder is acting.

Legal entities: Where the client is a private investment company, the private banker will
understand the structure of the company sufficiently to determine the provider of funds,
the beneficial owner(s) of the assets held by the company and those with the power
to give direction to the directors of the company. This principle applies regardless of
whether the share capital is in registered or bearer form.

Trusts: Where the client is a trust, the private banker will understand the structure of
the trust sufficiently to determine:

(a) the provider of funds (e.g. settlor);
(b)
(c) any persons or entities who have the power to remove the trustees; and
(d)

Partnerships: Where the client is a partnership, the private banker will understand the
structure of the partnership sufficiently to determine the provider of funds and the
general partners.

those who have control over the funds (e.g. trustees);

the persons for whose benefit the trust is established.

Foundations: Where the client is a foundation, the private banker will understand the
structure of the foundation sufficiently to determine the provider(s) of funds and how
the foundation is managed.

In each of the above cases, the private banker will make a reasonable judgment as to
the need for further due diligence.

Intermediaries

The nature of the relationship of the bank with an intermediary depends on the type of
intermediary involved.

Introducing intermediary

An introducing intermediary introduces clients to the bank, whereupon the introduc-
ing intermediary’s clients become clients of the bank. The bank will generally obtain
the same type of information with respect to an introduced client that would otherwise
be obtained by the bank, absent the involvement of an introducing intermediary. The
bank’s policies will address the circumstances in, and the extent to which, the bank may
rely on the introducing intermediary in obtaining this information.

Managing intermediary
A managing intermediary acts as a professional asset manager for another person and either:
1. TIs authorised to act in connection with an account that such person has with the

bank (in which case the considerations noted above with respect to introducing
intermediaries would apply); or

2. Is itself the account holder with the bank, to be treated as the client of the bank.
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The private banker will perform due diligence on the introducing or managing inter-
mediary and establish, as appropriate, that the intermediary has relevant due diligence
procedures for its clients, or a regulatory obligation to conduct such due diligence, that
is satisfactory to the bank.

Powers of Attorney/Authorised Signers

The relationship between the holder of a power of attorney or another authorised
signer, the account holder and, if different, the beneficial owner of the account, must
be understood.

The identity of a holder of general powers over an account (such as the power to act as
a signatory for the account) will be established and, as appropriate, verified.

Practices for Walk-In Clients and Electronic Banking Relationships

The guideline obliges banks to determine whether walk-in clients or relationships ini-
tiated through electronic channels require a higher degree of due diligence prior to
account opening. The bank is also obliged specifically to address measures to establish
and verify satisfactorily the identity of non-face-to-face customers.

Due Diligence

In addition to the information contemplated above, the guideline states that it is essen-
tial to collect and record the following information for clients and beneficial owners:

e Source of wealth;

e Net worth;

e Source of initial funding of account;

e Account information;

e Purpose for account;

e Expected account size;

e Expected account activity;

e Occupation;

e Nature of client’s (or beneficial owner’s) business;

e Role/relationship of powers of attorney or authorised third parties;

e Other pertinent information (e.g. source of referral).

Applying a risk-based approach, the bank will corroborate the information above on
the basis of documentary evidence or reliable sources. Unless other measures reason-
ably suffice to conduct the due diligence on a client (e.g. favourable and reliable refer-

ences), a client will be met prior to account opening, at which time, if identity is verified
on the basis of official identity documents, such documents will be reviewed.

Numbered or Alternate Name Accounts

The guideline only permits numbered or alternate name accounts if the bank has estab-
lished the identity of the client and the beneficial owner. These accounts must be open
to a level of scrutiny by the bank’s appropriate control layers equal to the level of
scrutiny applicable to other client accounts. Furthermore, wire transfers from these
accounts must reflect the true name of the account holder.
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Concentration Accounts

Under the guideline, the bank is not allowed to permit the use of its internal non-client
accounts (sometimes referred to as “concentration accounts”) to prevent association of
the identity of a client with the movement of funds on the client’s behalf, i.e. the bank
will not permit the use of such internal accounts in a manner that would prevent the
bank from appropriately monitoring the client’s account activity.

Oversight Responsibility

New clients, subject to a risk-based approach, must be approved by at least one person
other than the private banker.

Client Acceptance: Situations Requiring Additional Diligence/Attention; Prohibited
Customers

Prohibited customers
The bank will specify categories of customers that it will not accept or maintain.

General

In its internal policies, the bank must define categories of persons whose circumstances
warrant enhanced due diligence. This will typically be the case where the circumstances
are likely to pose a higher than average risk to a bank.

Indicators

The circumstances of the following categories of persons are indicators for defining
them as requiring enhanced due diligence:

e Persons residing in and/or having funds sourced from countries identified by credible
sources as having inadequate AML standards or representing a high risk for crime
and corruption.

® Persons engaged in types of economic or business activities or sectors known to be
susceptible to money laundering.

e “Politically exposed persons,” frequently abbreviated as “PEPs”.

Clients who are not deemed to warrant enhanced due diligence may be subjected to
greater scrutiny as a result of:

* Monitoring of their activities;

e External inquiries;

e Derogatory information (e.g. negative media reports);

e Other factors which may expose the bank to reputational risk.

Senior management approval

The bank’s internal policies should indicate whether, for any one or more among these
categories, senior management must approve entering into new relationships.

Relationships with PEPs may only be entered into with the approval of senior management.

Cash bhandling

The bank’s policies and procedures will address client cash transactions, including
specifically the receipt and withdrawal of large amounts of cash.
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Updating Client Files

The private banker is responsible for updating the client file on a defined basis and/
or when there are major changes. The private banker’s supervisor or an independent
control person will review relevant portions of client files on a regular basis to ensure
consistency and completeness. The frequency of the reviews depends on the size, com-
plexity and risk posed by the relationship.

With respect to clients classified under any category of persons mentioned above as
requiring enhanced due diligence or being prohibited, the bank’s internal policies
will indicate whether senior management must be involved in these reviews and what
management information must be provided to management and/or other control layers. The
policies and/or procedures should also address the frequency of these information flows.

Reviews of PEPs must require senior management’s involvement.

Practices when Identifying Unusual or Suspicious Activities
Definition of unusual or suspicious activities

The bank will have a written policy on the identification of, and follow-up on, unusual
or suspicious activities. This policy and/or related procedures will include a definition of
what is considered to be suspicious or unusual and give examples thereof. The guideline
provides examples of potentially suspicious activities and how to spot them, including;:

e Account transactions or other activities which are not consistent with the due diligence file;
e (Cash transactions over a certain amount;

e Pass-through/in-and-out transactions.
Unusual or suspicious activities can be identified through:

e Monitoring of transactions;

¢ Client contacts (meetings, discussions, in-country visits, etc.);

e Third party information (e.g. newspapers, other media sources, internet);

e Private banker’s internal knowledge of the client’s environment (e.g. political situa-

tion in his/her country).

Follow-up on unusual or suspicious activities

The private banker, management and/or the control function will carry out an analysis
of the background of any unusual or suspicious activity. If there is no plausible explana-
tion, a decision involving the control function will be made to:

e Continue the business relationship with increased monitoring;

e Cancel the business relationship;

e Report the business relationship to the authorities.

The report to the authorities is made by the control function and senior management
may need to be notified (e.g. Senior Compliance Officer, CEO, Chief Auditor, General

Counsel). As required by local laws and regulations, the assets may be blocked and
transactions may be subject to approval by the control function.

Monitoring and screening

The primary responsibility for reviewing account activities lies with the private banker.
The private banker will be familiar with significant transactions and increased activity
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in the account and will be especially aware of unusual or suspicious activities. In addi-
tion, a sufficient monitoring programme must be in place. The bank will decide to what
extent fulfilment of this responsibility will need to be supported through the use of
automated systems or other means.

With respect to clients classified as high risk, the bank’ internal policies will indicate
how the account activities will be subject to monitoring.

A sufficient sanctions programme must be in place, and no bank or employee may pro-
vide any assistance to a client trying to deceive the authorities.

The guideline obliges banks to include standard controls to be undertaken by the vari-
ous “control layers” (private banker, line management, independent operations unit,
Compliance, Internal Audit) in its policies and procedures. These controls will cover
issues of frequency, degree of control, areas to be controlled, responsibilities and fol-
low-up, compliance testing, etc.

An independent audit function (which may be internal to the bank) will test the pro-
grammes contemplated by these controls.

Reporting

There will be regular management reporting established on money-laundering issues
(e.g. number of reports to authorities, monitoring tools, changes in applicable laws and
regulations and the number and scope of training sessions provided to employees).

Education, training and information

The bank will establish a training programme on the identification and prevention of
money laundering for employees who have client contact and for Compliance person-
nel. Regular training (e.g. annually) will also include how to identify and follow up
on unusual or suspicious activities. In addition, employees will be informed about any
major changes in AML laws and regulations.

All new employees will be provided with guidelines on the AML procedures.

Record retention requirements

The bank will establish record retention requirements for all AML-related documents.
The documents must be kept for a minimum of five years, or longer, as may be required
by local law and regulation.

Exceptions and deviations

The bank will establish an exception and deviation procedure that requires risk assess-
ment and approval by an independent unit.

AML organisation

The bank will establish an adequately staffed and independent department responsible for
the prevention of money laundering (e.g. Compliance, independent control unit, Legal).

8.1.3 Statement on Anti-Corruption

In August 2011, the Wolfsberg Group replaced its 2007 Wolfsberg Statement against
Corruption with a revised, expanded and renamed version of the paper: Wolfsberg Anti-
Corruption Guidance. This Guidance takes into account a number of recent develop-
ments and gives tailored advice to international financial institutions in support of their
efforts to develop appropriate anti-corruption programmes, to combat and mitigate
bribery risks associated with clients or transactions and also to prevent internal bribery.
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Bribery is commonly described as involving the promise, offer/acceptance or transfer
of an advantage, either directly or indirectly, in order to induce or reward the improper
performance of a function or an activity. It may occur in a commercial arrangement (so-
called commercial bribery) or involve the misuse of public office or public power for
private gain in order to obtain, retain or direct business or to secure any other improper
advantage in the conduct of business.

Financial Institutions’ Internal Measures/Anti-corruption Programme

The statement provides guidance on anti-corruption programmes. It states that finan-
cial institutions should risk assess their own acuities, products and services, as appro-
priate, to develop and implement effective anti-corruption policies, procedures and
measures, which are proportionate to the corruption risks identified. The following
internal measures are important mitigants that a financial institution should consider
implementing to prevent bribery and to protect employees, as well as the organisation
itself, in the event that an allegation of direct or indirect bribery or corruption is raised:

e Senior management commitment;
e Risk assessment;
e Clear, practical and proportionate policies;

¢ Monitoring and review.

Misuse of the Financial System through Corruption

Financial institutions may be misused to further acts of corruption or to launder the
proceeds of bribery. For example:

¢ A customer directing or collecting funds for the purpose of paying a bribe;
e A recipient of a bribe placing proceeds of the illicit bribe payment into the financial system;
e The deposit of misappropriated state assets;

e The clearing of transactions in any of the above cases.

In many instances, and without further information (for example, absent red flags), it
may not be apparent from account activity that misuse is occurring and, therefore, it
is hardly possible for financial institutions to make a distinction between accounts and
transactions associated with corruption and those accounts and transactions that have
a legal and sound commercial basis. This is particularly, but by no means exclusively,
the case when dealing with substantial companies with complex business operations.
The primary responsibility to ensure that funds are neither collected nor used for illicit
operations, including bribery, must rest with a financial institution’s customer or that
customer’s representatives. This is particularly true since a financial institution will sel-
dom have a complete overview of its customers’ financial activity.

Transactions involving the proceeds of corruption often follow patterns of behaviour
common to money laundering associated with other criminal activities. Adherence to
existing anti-money-laundering policies, procedures and controls is therefore important
in the fight against corruption. By the same token, the standards and guidance set out
in existing Wolfsberg papers are similarly relevant to determine and manage money-
laundering risks related to corruption.

Risk-based Approach

The anti-corruption programme addressing internal bribery risks should be based
upon the financial institution’s wider risk-management strategy which will encompass
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a risk-based approach. There is an appendix to the guideline providing further guidance
based on the following criteria:

e Services risk
e Country risk
e Customer risk
e Industry risk

® Transaction risk indicators (“red flags”).

Services risk

The payment and receipt of bribes may be effected through a variety of services pro-
vided by financial institutions. However, in considering and assessing exposure to this
risk, there are certain services that may be considered more vulnerable to abuse than
others. The risks and possible mitigating measures are highlighted below, together
(where appropriate) with any particularly relevant red flags.

Private banking

Risks: Private banking, particularly international private banking services, is vulnerable
for a variety of reasons, including the high-net-worth characteristics of the customer base,
the offshore nature of the facilities offered and the type of products and services available
(e.g. asset protection and investment vehicles such as trusts, foundations, personal invest-
ment companies, cross-border wire transfers, etc.). In particular, recipients of bribes may
seek international private banking services to launder the proceeds of the bribes.

Mitigating measures: Important mitigating measures include acceptance procedures for
customers including the identification of beneficial ownership, the verification of identity
and due diligence, notably establishing the source of wealth and source of funds depos-
ited. These measures should also take into account risk indicators such as countries identi-
fied as representing higher risk for corruption, whether the customer is categorised as a
PEP, or whether the customer is involved in a higher risk industry (e.g. arms dealing, or
acting as an agent or intermediary for the arms trade, or other industry sector identified
as posing increased corruption risks). Various risk attributes and red flags should be taken
into account by an institution’s policies to identify when enhanced due diligence should be
applied to a prospective or existing client relationship. Adherence to the Wolfsberg AML
Principles on Private Banking should constitute effective risk management in this area.

Red flags: Substantial cash or wire transfers to or from an account of a private banking
customer where such activity is not consistent with legitimate or expected activity. In
particular, substantial activity over a relatively short time period and/or the improper
use of corporate vehicles to obscure ownership and/or the involvement of industries
and/or countries posing increased corruption risk may also raise suspicions that require
further due diligence and investigation.

Project financelexport credits

Risks: The provision of finance to customers of a financial institution and/or involve-
ment in transactions linked to major project finance initiatives, such as those to sup-
port public sector infrastructure/construction projects or the exploitation of natural
resources, is particularly vulnerable to the payment of bribes or other corrupt activ-
ity, not least because of the size and complexity of projects of this nature, in combina-
tion with the generally large number of participants involved, including government
export credit agencies, private companies and banks. The responsibilities of financial
institutions will generally be limited to their direct involvement in the financial advisory
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services, arranging or financing process such as with the borrower, exporter of record or
sponsor and then only as regards disbursement of funds to, or for and on behalf of, the
direct customer.

Mitigating measures: Where governments, international organisations or multilateral
lending organisations are involved in loans, donations or other arrangements or in
facilitating trade through export credits, financial institutions may have an involve-
ment in these arrangements. In these circumstances, financial institutions can reason-
ably expect such governments or organisations to conduct appropriate assessments
(diligence) on the parties involved and to take other appropriate measures to ensure
that funds are not siphoned off to pay bribes. Financial institutions will, however, need
to complete their own due diligence as appropriate to their customers.

Red flags:
(a) Projects located in countries where corruption risks are regarded as being high;

(b) A project structure involving legal entities in offshore jurisdictions where the
ownership and role of the entity is not clear and purpose of the payment is not
transparent;

(c) A project involving the use of intermediaries;

(d) Project payments to third parties, whose role in the transaction is unclear or
who request unusually opaque methods of payment.

Factors that could be considered by a financial institution whose customers are directly
involved in project finance or related activities might include country, industry and
political risk (see the sections on Country risk and Customer risk below) as well as due
diligence or enhanced due diligence on the customer. For example, it might be appro-
priate to consider a customer’s record in relation to convictions or other sanctions for
corruption, if known. It would not be reasonable to extend due diligence beyond the
direct customer to sub-contractors, suppliers, agents, consultants or other intermediar-
ies. However, if the financial institution discerns something sufficiently unusual about
the transaction, it should seek clarification about the matter, so as to dispel concerns it
may have with regard to the transaction.

Retail banking

Risks: The diversity of products and services offered through a retail banking operation
results in a huge variety of customers. This factor, together with the nature and scale
of transactions executed through retail banks, means that it is virtually impossible to
identify specific transactions that may be linked to corrupt activities, particularly petty
corruption, unless such transactions are sufficiently unusual and are identified in the
course of monitoring designed to detect money laundering.

Mitigating measures: In general, a retail bank’s AML policies and procedures should be
applied, adopting a risk-based approach.

Country risk

Countries having been identified by credible sources as having significant levels of cor-
ruption; for further information see the Wolfsberg Guidance on a Risk Based Approach.

Customer risk

Certain customers identified during due diligence or enhanced due diligence (initial
and ongoing) may potentially represent a greater degree of risk. Such due diligence
or enhanced due diligence may include identification of negative publicly available
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information from credible sources that calls into question a customer’s activities regard-
ing corruption, or, indeed, that indicates that prosecutions or actions have been taken
by governmental authorities and/or law enforcement. The risks and possible mitigating
measures are highlighted below, together with any particularly relevant red flags.

Politically exposed persons

PEPs potentially represent higher risk either because they are in a position to exert
undue influence on decisions regarding the conduct of business by private sector par-
ties, or they have access to state accounts and funds.

Red flags: Substantial cash or wire transfers into, or from, an account of a customer
identified as a PEP, where such activity is not consistent with legitimate or expected
activity. In particular, substantial activity over a relatively short time period and/or
the improper use of corporate or other vehicles to obscure ownership may also raise
suspicions.

Intermediaries/agents

In certain industries, the services of intermediaries or agents are used by companies
to help secure or retain business abroad. Commissions paid to agents have sometimes
been used to pay bribes to government officials on behalf of a company. Intermediaries
and/or agents are often difficult to identify.

Mitigating measures: If a financial institution is able to identify a private banking pros-
pect or client as an intermediary and/or agent, particularly in industries and/or sec-
tors identified as posing increased corruption risk, it may determine that enhanced due
diligence would be appropriate because, for example, the services (private banking),
industry, country and/or transactional risk indicators are present which could increase
the risks posed for the financial institution in dealing with the customer. Under these
circumstances, the financial institution might consider one or more of the following as
part of that enhanced due diligence exercise, for example whether the customer:

(a) Has a family member in a government position, especially if the family member
works in a procurement or decision-making position or is a high-ranking offi-
cial in the department with which the intermediary is known to have dealings
and that is the target of the intermediary’s efforts.

(b) Has failed upon request (or has been suspiciously reluctant) to disclose owners,
partners or principals; uses shell or holding companies or equivalent structures
that obscure ownership without credible explanation.

(c) Has little or no expertise in the industry or the country in connection with
which he acts as an intermediary.

(d) Anticipates substantial commission payments as an intermediary, either in abso-
lute terms or as a percentage of the main contract sum, which cannot plausibly
be verified vis-a-vis the role undertaken.

(e) Is retained by a company whose reputation in relation to the payments of such
commissions is questionable by reference to prior convictions or governmental
actions, or that is reputed otherwise to engage in improper payments to govern-
mental organisations.

Red flags: Substantial cash or wire transfers into or from an account of a customer
identified as an agent or intermediary where such activity is not consistent with legiti-
mate or expected activity. In particular, substantial activity over a relatively short time
period and/or the improper use of corporate vehicles to obscure ownership and/or the
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involvement of industries and/or countries posing increased corruption risk may also
raise suspicions.

Correspondents

Correspondent customers potentially represent higher risks because the bank typically
has no direct relationship with the customers of the correspondent bank. The bank is,
therefore, unable as a matter of course to verify the identity of these underlying cus-
tomers or understand the nature of the business and transactions (e.g. wire transfers,
clearing cheques) it processes on their behalf.

Industry risk

Certain business sectors and industries have historically been identified with high per-
ceived levels of corruption. Financial institutions therefore need to assess, based on
their own criteria, whether the activity of a customer in a particular industry poses a
higher risk of corruption.

Where risk factors are identified, an assessment should be made as to whether the cus-
tomer should be the subject of enhanced due diligence, transaction monitoring, senior
management approval and/or other measures, including review and oversight of their
financial operations, as may be appropriate. In some circumstances, the filing of a suspi-
cious activity report (SAR) or other notification to the authoritics may be required by
local law or regulations.

A Multi-stakeholder Approach

The international community recognises the need for States to cooperate with one
another in order to prevent and eradicate corruption. Organisations like the OECD and
the UN also recognise that if efforts are to be effective, the involvement and support
of individuals and groups outside the public sector are required, including civil society,
non-governmental organisations and community-based organisations. Private sector
companies and their related industry organisations, Chambers of Commerce and other
industry organisations also have an important role to play in this regard in apprising
financial institutions of developments to prevent corruption by industrial sectors or
individual firms.

The Wolfsberg Group supports the publicly led multi-stakeholder approach to
addressing the following important areas where further dialogue and cooperation may
lead to improvements in preventing and deterring bribery and other corrupt activity as
it affects the financial sector:

Governments and international institutions (IMP, World Bank): Where governments,
through their diplomatic services or political analysts, have evidence of corruption in
foreign countries or have evidence that foreign officials and their families have acquired
assets through corruption, they should take appropriate action such as sharing this
assessment with civil society and the private sector in an appropriate manner.

Governments and their agencies: Export credit agencies, development aid, lending and
trade departments should carry out coordinated due diligence and monitoring so that
an appropriate audit trail in respect of money transfers and credits may be established
by them.
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Governments and international bodies: A more coordinated and harmonised approach
should be developed between governments as to the recovery and repatriation of assets
held by financial institutions and identified as connected to corruption.

Law enforcement and financial intelligence units: Should identify new techniques used
by money launderers in relation to bribery and other corrupt activity, communicate
typologies to the financial community and develop appropriate countermeasures.

Regulators and supervisors: In relation to the development of policies and procedures
that are consistent with regard to the definition and identification of politically exposed
persons as well as the initial and ongoing management of relationships with customers
who fall into this category.

Civil society and non-governmental organisations: Should identify trends, patterns and
mechanisms used by bribe payers and recipients, thereby gaining a better understanding
of the causes and effects of bribery and other corrupt activity, in order to prevent the
misuse of financial institutions and support the development of appropriate standards
and controls.

The Wolfsberg Group believes that constructive dialogue in this area will help to
increase the knowledge and ability of such agencies and institutions to identify trends,
patterns, money-laundering techniques and mechanisms used in the furtherance of acts
of bribery and corruption and, with an effective public/private partnership, financial
institutions will be better placed to assist in the fight to prevent and/or detect and dis-
close incidents of corruption.

8.1.4 Wolfsberg Guidance on Mobile and Internet Payment Services (MIPS)

This guidance supplements the guidance issued on credit/charge card issuing and mer-
chant acquiring activities and on prepaid and stored value cards. It discusses the roles
and operations of MIPS and also discusses Non-Bank Service Providers (NBSPs).

MIPS Risk Factors
The concerns over MIPS are where the following services are included within their

product offering:

e Ability to transfer funds (domestically and/or internationally)
e Speed of transfer of funds

e Lack of, or difficulty in providing, an audit trail

e Lack of, or difficulty in compiling, an aggregate view of multiple transactions
e Lack of face to face contact

e Identification means either not taken, or taken and not verified
e The ability to reload

e The ability to load/reload with cash

e The ability to withdraw cash

e The ability to load/transfer from alternative funding sources.

The analysis of these features will enable a firm to assess the money laundering risks
posed and the controls that can be applied to mitigate these risks.
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The following factors should be considered when assessing the risk:

¢ Intended geographical scope of the MIPS

¢ Intended usages of the MIPS

¢ Knowledge about MIPS users

¢ Intended scope of MIPS (open/closed loop)
e Source of funding

e Value limits

e Cash withdrawal via automated teller machines (ATM)/cash redemption of mon-
etary value

e Value term limit

e MIPS KYC/CDD requirements for service activation.

AML Framework

Again a risk based approach is adopted. For low risk propositions no identification
and verification is required so long as patterns do not change over time. For higher
risk propositions the identification of the MIPS user is required as well as verification
of name and address.

In terms of screening for low risk propositions no sanctions screening is required,
whereas for higher risk propositions it is required before the account or service is
opened and during the lifetime of the relationship.

All partners in the service should be subject to appropriate risk based due diligence.
In terms of transaction monitoring the following are identified as being worthy of note:

e Unusual level and frequency of ATM usage

e Unusually high value/volume payment service activity
e Unusually high velocity payment service activity

e Identifying patterns of high cash activity

e MIPS usage in unexpected or high risk countries

e Identifying patterns related to typologies.

Conclusion
In conclusion the Wolfsburg Group believes that:

e NBSPs involved in money transmission should be subject to AML regulation/oversight
e Unregulated NBSPs should be considered as high risk

¢ Financial institutions need to consider their regulatory/reputational position when
dealing with unregulated NBSPs if money transmission is involved

e Increased harmonisation of mobile, internet and prepaid-related terminology is
desirable to aid discussion and guidelines.



9 THE US REGULATORY FRAMEWORK

This chapter provides an overview of the USA regulatory framework. Additional
information on the specific rules applied in the USA is included in the USA country
profile in Chapter 27 of this book (Section 27.36). This chapter provides more detailed
information about the current American AML regulations.

9.1 THE US PATRIOT ACT

The 342-page US Patriot Act forms the current cornerstone of US anti-money-laundering
legislation. Passed in 2001, the actual title of the legislation is:

“Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and
Obstruct Terrorism (USA PATRIOT ACT) Act

of 2001.”

As you will notice from the title, the Patriot Act is not actually an “all crimes” piece
of legislation and restricts itself to detecting and preventing terrorist financing only.
Perhaps, given the date that this legislation was passed by the House of Representatives
(24th October, 2001) and signed by the then President George W. Bush (26th October,
2001), this is not surprising.

This Act adds to the existing US legislation on anti-money-laundering by extending the
Bank Secrecy Act across the entire financial services industry. However, different insti-
tutions will find that the Act impacts them in different ways, since there are additional
criteria that relate to the size and complexity of an institution and the nature of their
operations.

9.2 THE OTHER KEY US REGULATIONS

US banks were already subject to money-laundering regulations prior to the enactment
of the Patriot Act, as shown in Table 9.1.

Table 9.1 Key US regulations relating to money laundering prior
to the Patriot Act

Act Year
Bank Secrecy Act 1970
Money Laundering Control Act 1986
Annunzio Wiley 1992
Money Laundering Suppression Act 1994

Funds Transfer Rules 1996
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It is from the 1970 Bank Secrecy Act that the rules related to record retention and the
requirement to report transactions of $10,000+ emanate, and these rules continue to
apply. The 1986 Act introduced the key offences resulting from money laundering.

Suspicious transaction reporting emanates from Annunzio Wiley, whereas suspicious
activity reporting comes from the 1994 Money Laundering Suppression Act. While you
might hope that all of this regulation might be consolidated into a single Act, there is
no suggestion that such consolidation is likely in the near future.

The US is the only country we have identified which appears to have adopted such a
piecemeal approach to money-laundering deterrence and terrorist financing.

9.3 KEY ISSUES IN THE US PATRIOT ACT

As we have noted, the US Patriot Act is lengthy, perhaps too lengthy, and, as discussed
above, it is predicated on the existing legislation. Its focus is on the requirements with
respect to terrorist financing and therefore the obligations of the Patriot Act do not
apply in respect of other offences.

This is, to an extent, a complication for the Money Laundering Reporting Officer
(MLRO) operating in the US, since the rules relating to general money laundering and
those applying to terrorist ﬁnancmg will essentially be different. There are a lot of
clauses which relate to the role and authority of relevant agencies and courts to author-
ise or undertake surveillance or prosecution. These are not discussed here. However,
other clauses are of interest to financial institutions and are worthy of review.

9.3.1 Civil Rights and Safety

By making safety a paramount consideration, the general stance of the Act is set within
certain bounds which do differ from legislation enacted in other countries. Remember
that reference will still need to be made to the Bank Secrecy Act in respect of other issues.

9.3.2 Asset Seizure

Section 106 of the Patriot Act modifies provisions relating to presidential authority
under the International Emergency Powers Act to authorise the President, when the
United States is engaged in armed hostilities or has been attacked by a foreign country
or foreign nationals, to confiscate any property subject to US jurisdiction of a foreign
person, organisation or country that he determines has planned, authorised, aided or
engaged in such hostilities or attacks.

This actually provides an interesting challenge for a firm. It will clearly need to undertake
enhanced due diligence in such cases and to provide data to agencies as requlred The
key question is whether such jurisdictions and nationals can be identified prior to their
appearing on such a list to enable enhanced due diligence to take place. To some extent
you would expect US banks to identify jurisdictions that the US might become engaged
in hostilities with in advance, undertaking enhanced due diligence in all such cases.
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Clearly, what is required is to know the jurisdiction of all customers, and this, of course,
is required by general due diligence requirements. We would expect any US bank to
maintain clear records in this regard.

9.3.3 Enbanced Surveillance Procedures

The clauses here amend the Federal criminal code to authorise the interception of wire,
oral and electronic communications for the production of evidence of:

1. Specified chemical weapons or terrorism offences.

2. Computer fraud and abuse.

Why are chemical weapons specifically referred to and not, for example, nuclear weap-
ons? Again, this really relates to the way in which the legislation was enacted. The
rules set out the way that the authorities can legally undertake investigation procedures
and also set out the various extraterritorial implications. Interestingly, the legislation
permits the seizure of voice-mail messages under a warrant.

It also expands the scope of subpoenas for records of electronic communications to include
the length and types of service utilised, temporarily assigned network addresses and the
means and source of payment (including any credit card or bank account number).

In terms of the logistical issues, there is a statement that nothing in the Act shall impose
any additional technical obligation or requirement on a provider of a wire or electronic
communication service or other person to furnish facilities or technical assistance.
Furthermore, a provider of this type of service, and a landlord, custodian or other person
who furnishes these facilities or technical assistance, shall be reasonably compensated
for such reasonable expenditures incurred in providing such facilities or assistance.

This means that there is nothing additional that such firms are required to do; but if
they are required to do anything then they will, in principle, be adequately compen-
sated. In this, the regulations do not actually go as far as the regulations implemented
in other countries where they are requiring electronic communication service providers
to maintain records for a specified time period to facilitate investigations that might be
required. Of course, whether there is any real compensation is another matter.

9.3.4 International Counter Money Laundering and Related Measures

This part of the Patriot Act amends Federal law governing monetary transactions to
prescribe procedural guidelines under which the Secretary of the Treasury (the Secre-
tary) may require domestic financial institutions and agencies to take specified measures
if the Secretary finds that reasonable grounds exist for concluding that jurisdictions,
financial institutions, types of accounts or transactions operating outside or within the
United States are of primary money-laundering concern. The requirements include man-
datory disclosure of specified information relating to certain correspondent accounts.
It is these sections which actually impose the greatest burden on a financial institution.

The Act mandates the establishment of due diligence mechanisms to detect and report
money-laundering transactions through private banking accounts and correspondent
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accounts, issues already dealt with by the Wolfsberg Principles (Chapter 8). The Act
essentially makes these principles mandatory, with the obligation on detection and sub-
sequent reporting, although this is only in relation to terrorist financing.

The systems that will be implemented in practice clearly fall into two categories —
systems that look for specific attributes (or scenarios) and those that look for unusual
transactions (based on some system-defined inference process). Given the level of data
that is maintained by a financial institution, most financial institutions will implement
software to assist such suspicion recognition. This is further considered in Chapter 26.
In the absence of such software, the responsibility will be on the financial institution
to justify to its regulators that it is undertaking sufficient due diligence in this respect.
This will require both significant Know Your Customer-style documentation and an
audit trail which addresses cases that have been identified as a result of the investigative
work conducted.

The Act prohibits US banks from maintaining correspondent accounts with foreign
shell banks, one of the Financial Action Task Force (FATF) requirements which also
appears within the Wolfsberg Principles.

Any bank needs to recognise that the extraterritorial arrangements can become a prob-
lem, since the Act establishes Federal jurisdiction over:

1. Foreign money launderers (including their assets held in the United States); and

2. Money that is laundered through a foreign bank.

In cases involving a US bank subsidiary, or a foreign bank with a branch in the US, the
MLRO will need to be aware of these extraterritorial provisions and take such actions
as are necessary to meet these requirements.

9.3.5 Forfeiture Rules

Section 319 of the Patriot Act authorises the forfeiture of money-laundering funds from
interbank accounts. It also requires a financial institution, upon request of the appropriate
Federal banking agency, to make available within 120 hours all pertinent information
related to anti-money-laundering compliance by the institution or its customer.

Firms need to have regard to this 120-hour rule and ensure that their systems have the
capability to provide information in the form required on a timely basis. In practice,
this means having the major documents available that would need to be supplemented
by the relevant information concerning a particular transaction or relationship. Infor-
mation regarding the structure of reporting, approval procedures, the role of the
MLRO, reporting procedures and other policies and procedures can easily be available
at any time, so it is only information concerning a specific investigation which should
cause any problem with the 120-hour limit.

Section 319 further grants the Secretary summons and subpoena powers over foreign
banks that maintain a correspondent bank in the United States. This type of regulation
will cause banks to consider what activities they carry out in the USA and why, perhaps
resulting in less business being conducted within that jurisdiction.
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Finally, there is also a requirement that a financial institution that is subject to these
rules must terminate within ten business days any correspondent relationship with a
foreign bank after receipt of written notice that the foreign bank has failed to comply
with certain judicial proceedings. The civil penalties for failure to terminate such a
relationship are also set out.

Clearly, correspondent banking relationships should be under regular review such that
the firm can satisfy itself that it is being operated in accordance with international best
practice and local jurisdictional regulation. We would direct you to the guidance from
the FATF (Chapter 3) and also the JMLSG (Chapter 7) in this regard.

9.3.6 Identification, Record and Reporting Requirements

The record and reporting requirements appear within Section 321 of the Patriot Act.
It subjects to recording and reporting requirements monetary instrument transactions
conducted by:

1. Any credit union; and

2. Any futures commission merchant, commodity trading advisor or commodity pool
operator registered, or required to register, under the Commodity Exchange Act.

Section 325 then authorises the Secretary to issue regulations to ensure that concentra-
tion accounts of financial institutions are not used to prevent association of the identity
of an individual customer with the movement of funds of which the customer is the
direct or beneficial owner.

In addition, Section 326 directs the Secretary to issue regulations prescribing minimum
standards for financial institutions regarding customer identity in connection with the
opening of accounts.

9.3.7 Bank Holding Company Act

Section 327 of the Patriot Act amends the Bank Holding Company Act of 1956 and the
Federal Deposit Insurance Act to require consideration of the effectiveness of a com-
pany or companies in combating money laundering during reviews of proposed bank
shares, acquisitions or mergers.

Section 328 then implements another of the FATF special recommendations by direct-
ing the Secretary to take reasonable steps to encourage foreign governments to require
the inclusion of the name of the originator in wire transfer instructions sent to the
United States and other countries, with the information to remain with the transfer
from its origination until the point of disbursement.

9.3.8 Bank Secrecy Act Amendments and Related Improvements

Among the various Acts that the Patriot Act amended, one was the Bank Secrecy Act,
which was amended to revise requirements for civil liability immunity for voluntary
financial institution disclosure of suspicious activities. For example, it authorises the
inclusion of suspicions of illegal activity in written employment references. Of course,
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were there to be such a suspicion then a formal report would have been made by
the firm, which would normally require total secrecy. Whether anyone has actually
included any such information in a reference we somewhat doubt, and suggest that the
firm would instead choose to make a report to the relevant agency.

Section 356 of the Patriot Act instructs the Secretary to:

1. Promulgate regulations requiring registered securities brokers and dealers, futures
commission merchants, commod1ty trading advisors and commodity pool opera-
tors to file reports of suspicious financial transactions.

2. Report to Congress on the role of the Internal Revenue Service in the administra-
tion of the Bank Secrecy Act.

3. Share monetary instrument transaction records upon a request from a US intelli-
gence agency for use in the conduct of intelligence or counterintelligence activities,
including analysis, to protect against international terrorism.

Section 359 then further extends these requirements to cover any licensed sender of
money or any other person who engages as a business in the transmission of funds,
including through an informal value transfer banking system or network (e.g. hawala).

9.3.9 Penalties

The Patriot Act also increases the penalties that may be levied in respect of terrorist
financing. Section 363 increases to $1 million the maximum civil penalties (from the
rather dated $10,000) and criminal fines (currently $250,000) for money laundering. It
also sets a minimum civil penalty and criminal fine of double the amount of the illegal
transaction. Section 365 amends Federal law to require reports relating to coins and
currency of more than $10,000 received in a non-financial trade or business.

You might well consider that the new penalty is still rather low given the seriousness of
the potential issue.

9.3.10 Currency Crimes

The Patriot Act also establishes a bulk cash smuggling felony of the knowing conceal-
ment and attempted transport (or transfer) across US borders of currency and mon-
etary instruments in excess of $10,000, with intent to evade specified currency-reporting
requirements.

Further extraterritorial requirements sit in Section 377. This section grants the United
States extraterritorial jurisdiction where:

1. An offence committed outside the United States involves an access device issued,
owned, managed or controlled by a financial institution, account issuer, credit card
system member or other entity within US jurisdiction; and

2. The person committing the offence transports, delivers, conveys, transfers to or
through or otherwise stores, secretes or holds within US jurisdiction any article
used to assist in the commission of the offence or the proceeds of such offence or
property derived from it.
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This is quite a broad requirement, but do notice the use of the word “and”. If the article
was not held within the USA, then this rule would not apply.

9.3.11 Strengthening the Criminal Laws against Terrorism

The Patriot Act also amends the Federal criminal code to prohibit specific terrorist acts
or otherwise destructive, disruptive or violent acts against mass-transportation vehicles,
ferries, providers, employees, passengers or operating systems. Section 803 prohibits
harbouring any person knowing, or having reasonable grounds to believe, that such
person has committed, or is about to commit, a terrorism offence, while Section 804
establishes Federal jurisdiction over crimes committed at US facilities abroad.

Much of this, in effect, duplicates existing regulation.

9.4 THE BANK SECRECY ACT 1970

Remember that the Patriot Act is purely focussed on terrorist financing. It is the Bank
Secrecy Act that addresses the main money-laundering deterrence regulation in the USA.

The Currency and Foreign Transactions Reporting Act, also known as the Bank Secrecy
Act (BSA), and its implementing regulation, 31 CFR 103, is a tool the US government
uses to fight drug trafficking, money laundering and other crimes. Congress enacted the
BSA to prevent banks and other financial service providers from being used as interme-
diaries for, or to hide the transfer or deposit of money derived from, criminal activity.
The Office of the Comptroller of the Currency (OCC) monitors national bank compli-
ance with the BSA and 31 CFR 103.

More than 170 crimes are listed in the Federal money-laundering statutes. They include
drug trafficking, gunrunning, murder for hire, fraud, acts of terrorism and the illegal
use of wetlands. The list also includes certain foreign crimes. Therefore, a financial
institution must educate its employees, understand its customers and their businesses
and have systems and procedures in place to distinguish routine transactions from ones
that potentially give rise to a level of suspicious activity.

US penalties for money laundering can be severe. Individuals, including bank employees,
convicted of money laundering face up to 20 years in prison for each money-laundering
transaction conducted. Businesses, including banks and individuals, face fines up to
the greater of $500,000 or twice the value of the transaction. Any property involved
in the transaction or traceable to the proceeds of the criminal activity, including loan
collateral, personal property and, under certain conditions, entire bank accounts (even
if some of the money in the account is legitimate) may be subject to forfeiture. In addi-
tion, banks risk losing their charter, and bank employees risk being removed and barred
from the industry.

Under the provisions of the Controlled Substances Act of 1978, the Money Laundering
Control Act of 1986 and the Anti-Drug Abuse Act of 1988, real or personal property
traceable to illegal drug sales or purchased with laundered money is subject to govern-
ment seizure and forfeiture. Occasionally, seized property is collateral for bank loans.
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Therefore, a bank must obtain and confirm enough information about its customers to
protect its loan collateral from loss due to government forfeiture.

9.4.1 Independent Testing of Compliance

The bank’s internal or external auditors should be able to:

o Attest to the overall integrity and effectiveness of management systems and controls,
and BSA technical compliance.

o Test transactions in all areas of the bank, with emphasis on high-risk areas, products
and services to ensure the bank is following prescribed regulations.

e Assess employees’ knowledge of regulations and procedures.
e Assess adequacy, accuracy and completeness of training programmes.

o Assess adequacy of the bank’s process for identifying suspicious activity.

Internal review or audit findings should be incorporated into a board and senior man-
agement report and reviewed promptly. There then needs to be appropriate follow-up.
Of course, the guidance on internal audit is best found in the Bank for International
Settlements paper The Internal Audit Function in Banks published in June 2012 and
available at: http://www.bis.org/publ/bcbs223.pdf.

Of course, the Bank for International Settlements, just like the Financial Action Task
Force and the Wolfsberg Group, does not have any direct legal status, meaning that its
requirements do not need to be implemented into local law or regulation. It does, how-
ever, represent international best practice in this area and is a useful form of reference.

9.4.2 Compliance Officer

Under the BSA, a US national bank must designate a qualified bank employee as its
BSA Compliance Officer, to have day-to-day responsibility for managing all aspects
of the BSA compliance programme and compliance with all BSA regulations. The BSA
Compliance Officer may delegate certain BSA compliance duties to other employees,
but they must not delegate compliance responsibility.

The bank’s board of directors and senior management must ensure that the BSA
Compliance Officer has sufficient authority and resources to administer effectively a
comprehensive BSA compliance programme.

Notice that the term used is Compliance Officer, not the more internationally recog-
nised term Money Laundering Reporting Officer (or MLRO).

9.4.3 Training

The BSA requirement in this regard is that banks must ensure that appropriate bank
personnel are trained in all aspects of the regulatory requirements of the BSA and the
bank’s internal BSA compliance and anti-money-laundering policies and procedures.
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An effective training programme includes provisions to ensure that all bank personnel,
including senior management, who have contact with customers (whether in person
or by phone), who see customer transaction activity or who handle cash in any way,
receive appropriate training.

Those employees include persons involved with:

® Branch administration

e Customer service

e Lending, private or personal banking

e Correspondent banking (international and domestic)
e Trusts

® Discount brokerage

e Funds transfer

e Safe deposit/custody

e Vault activities.

Training is required to be ongoing and must incorporate current developments and
changes to relevant regulations. New and different types of money-laundering schemes
that have evolved in the market and might involve customers and financial institutions
should also be addressed in this training. It also should include examples of money-
laundering schemes and cases, tailored to the audience, and the ways in which such
activities can be detected or resolved.

Training should focus on the consequences of an employee’s failure to comply with
established policy and procedures (e.g. fines or termination). Programmes should pro-
vide personnel with guidance and direction in terms of bank policies and available
resources.

There are, of course, online products available, but in our opinion they would need to
be supported by documented examinations (perhaps also online) to formally document
that the knowledge gained from the online training had been assimilated properly.

9.4.4 Reporting Requirements

The BSA regulations require all financial institutions to submit five types of report to
the government:

1. IRS Form 4789 Currency Transaction Report (CTR): A CTR must be filed for each
deposit, withdrawal, exchange of currency or other payment or transfer, by, through
or to a financial institution, which involves a transaction in currency of more than

$10,000.

Multiple currency transactions must be treated as a single transaction if the financial
institution has knowledge that: (a) they are conducted by, or on behalf of, the same
person; and, (b) they result in cash received or disbursed by the financial institution
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of more than $10,000 (31 CFR 1010.100(t), formerly 31 CFR 103.11(n)) (31 CFR
1010.311, formerly 31 CFR 103.22(b)(1)).

2. US Customs Form 4790 Report of International Transportation of Currency or
Monetary Instruments (CMIR): Each person (including a bank) who physically
transports, mails or ships, or causes to be physically transported, mailed, shipped
or received, currency, traveller’s cheques and certain other monetary instruments in
an aggregate amount exceeding $10,000 into or out of the United States must file a
CMIR (31 CFR 1010.340, formerly 31 CFR 103.23).

3. Department of the Treasury Form 90-22.1 Report of Foreign Bank and Financial
Accounts (FBAR): Each person (including a bank) subject to the jurisdiction of the
United States having an interest in, signature or other authority over, one or more
bank, securities or other financial accounts in a foreign country must file an FBAR
if the aggregate value of such accounts at any point in a calendar year exceeds
$10,000 (31 CFR 1010.350, formerly 31 CFR 103.24).

4. Treasury Department Form 90-22.47 and OCC Form 8010-9, 8010-1 Suspicious
Activity Report (SAR): Banks must file a SAR for any suspicious transaction rel-
evant to a possible violation of law or regulation (31 CFR 1020, formerly 31 CFR
103.18) (12 CFR 12.11).

5. Designation of Exempt Person Form TDF 90-22.53: Banks must file this form to
designate an exempt customer for the purpose of CTR reporting under the BSA
(31 CFR 1020.3135, formerly 31 CFR 103.22(d)). In addition, banks use this form
annually to renew exemptions for eligible non-listed business and payroll customers
(31 CFR 1020.315).

9.4.5 Record-keeping Requirements

The BSA regulations require banks to maintain a variety of records to ensure, among
other things, that transactions can be reconstructed. Two of these record-keeping
requirements are discussed below. Detailed descriptions of these and other record-
keeping requirements for banks can be found in 31 CFR 103. The retention period for
all records required to be kept under the BSA regulations is five years.

Monetary Instrument Sales Records

A bank must retain a record of each cash sale of bank cheques, drafts, cashier’s cheques,
money orders and traveller’s cheques between $3,000 and $10,000 inclusive. These
records must include evidence of verification of the identity of the purchaser and other
information (§ 1010.415, formerly 31 CFR 103.29).

Funds Transfer Record-keeping and Travel Rule Requirements

A bank must maintain a record of each funds transfer of $10,000 or more which it
originates, acts as an intermediary for or receives. The amount and type of information
a bank must record and keep depends upon its role in the funds transfer process. Also,
a bank that acts as an originator or intermediary for a funds transfer must pass certain
information along to the next bank in the funds transfer chain (§ 1010.311, formerly
31 CFR 103.33 (e) and (g)).



Section 9 — The US Regulatory Framework 137

Under the phase II rule, twelve months of account history must exist before the customer
can be exempted. The months do not have to be consecutive, but should be recent.

The customer must engage frequently in large currency transactions (eight or more
a year).

The customer must be incorporated or organised under the laws of the United States
or a state, or registered or eligible to do business in the United States.

Annually, banks must verify whether each exemption continues to meet the exemp-
tion eligibility requirements. Banks may develop their own methods and procedures
for this annual review.

Biennially, banks must file the “Designation of Exempt Person” form for each non-
listed business and payroll customer.

As part of the biennial filing of the “Designation of Exempt Person” form, the bank
must certify that, as part of its BSA compliance programme, it has policies and proce-

dures in place for identifying, reviewing and reporting suspicious activity in accord-
ance with the SAR filing requirements (31 CFR 1020, formerly 31 CFR 103.18).

9.4.6 Suspicious Activity Reporting Requirements

An effective BSA compliance programme must also include controls and measures
designed to identify and report suspicious transactions in a timely manner. A financial
institution must apply due diligence to be able to make an informed decision about the
suspicious nature of a particular transaction and whether to file a suspicious activity
report (SAR).

SARs must be filed with the appropriate authority within prescribed time frames
following the discovery of:

Insider abuse involving any amount.

Violations of Federal law aggregating $5,000 or more when a suspect can be

identified.

Violations of Federal law aggregating $25,000 or more regardless of a potential
suspect.

Transactions aggregating $5,000 or more that involve potential money laundering
or violations of the BSA if the bank knows, suspects or has reason to suspect that
the transaction:

— involves funds from illegal activities or is intended or conducted to hide or
disguise illicit funds or assets as part of a plan to violate or evade any law or
regulation or to avoid any transaction reporting requirement under Federal law;

— is designed to evade any of the BSA regulations; or

— has no business or apparent lawful purpose or is not the sort in which the par-
ticular customer would normally be expected to engage, and the bank knows
of no reasonable explanation for the transaction after examining the available
facts, including the background and possible purpose of the transaction.
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The rules continue to provide additional guidance regarding the identification of
potential money laundering, repeating much of the material already included within
this handbook.

Clearly, the policies and procedures implemented within a US bank need to comply
with all of these rules and regulations. The complexity of the changing regulatory struc-
tures in the US and the lack of consolidated legislation does provide a higher level of
complexity than occurs in other markets. A consequence of this is that it is more likely
that a US bank will employ specialist legal resources in this arena than would be the
case in other countries.

It is, of course, the board that remains responsible for the operation of the bank, regard-
less of the business area that it is involved with. Accordingly, the board should be
trained with regard to these requirements, actively involved with the programme and,
in particular, should approve the policies and procedures adopted.

At the time of writing there is discussion of new regulations being implemented in the
UK to ensure that the FATF Recommendations are clearly and fully implemented into
US legislation, but at present the legislative changes have not been drafted.



1 O FINANCIAL SANCTIONS

10.1 WHAT ARE FINANCIAL SANCTIONS?

Financial sanctions are orders which prevent firms from dealing with individuals or
organisations who can be linked to the financing of terrorism. They are issued by inter-
national bodies such as the United Nations and the European Union as well as by indi-
vidual jurisdictions. This is not an area where risk-based regulation applies. The goals of
the rules are clear — these are people and organisations that a firm should not deal with.

Individuals or organisations linked with the financing of terrorism or nuclear prolifera-
tion are known as “targets” and will be specifically referred to. This is an approach
which operates within the international community through the provision of lists, as
well as through individual governments acting unilaterally. For example, it is an offence
under UK law to provide funds to those on the international list unless, in the case of
financial institutions, a licence is obtained from Her Majesty’s Treasury. Financial sanc-
tions are mostly focused on international targets, and currently there are around 50 UK
individuals and entities on the HM Treasury sanctions lists.

10.2 FAILING TO COMPLY

Firms which allow individuals connected with financing terrorism to maintain accounts
or undertake transactions with them risk criminal penalties. In this case, the penalties
would be enforced by the jurisdictional legal services against the firm, and in some cases
also against the management directly. The legal consequences of failing to comply with
the orders can be substantial.

In the US, the US Department of Justice levied fines on Lloyds of $350 million for
breaches of US sanctions against Iran and Sudan on 9th January, 2009. In this case,
more than $350 million moved from places such as Iran through locations around the
world because Lloyds removed relevant stripped identifying information from interna-
tional wire transfers that would have raised a red flag at US financial institutions and
caused such payments to be scrutinised, according to the Department of Justice. This
was, at that time, the largest ever penalty under US sanctions legislation.

The Department of Justice press release stated:

“Under the IEEPA, it is a crime to wilfully violate,
or attempt to violate, any regulation issued

under the Act, including the Tranian Transactions
Regulations, which probibit exportation of services
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from the United States to Iran, and the Sudanese
Sanctions Regulations, which probibit exportation
of services from the United States to Sudan.”

Clearly, in this case there was the allegation that the firm was deliberately seeking to
take action to enable inappropriate persons or firms to be assisted with their illegal
activity. However, generally there are problems that need to be addressed. Of course,
the costs to the firm greatly exceed the size of the penalty. In this case they would
also include improving training, investigating thousands of transactions and changing
systems and controls to meet regulatory expectations.

Aside from the financial penalties for firms, the reputational risk that a firm will suffer
from being associated with the funding of terrorism will potentially be immense.
Clearly, therefore, any firm needs to implement full and complete policies, processes,
procedures and training to alert staff to these issues and minimise the risks as far as is
possible.

10.3 SANCTIONS LISTS

Lists of targets with which firms must avoid dealings are generally published within
individual jurisdictions, and in the UK can be found at HM Treasury’s website at http://
www.hm-treasury.gov.uk/d/sanctionsconlist.pdf

For each organisation listed, specific details of individuals associated with the organisa-
tion are set out in reasonable detail, the following being a historic example:

Name: BIN LADEN 1: USAMA 2: MUHAMMED 3: AWAD 4: n/a 5: n/a.
Title: Shaykh/Hajj

DOB: (1) 28/07/1957. (2) 30/07/1957. (3) 10/03/1957. (4) 01/01/1957. (S) --/--/1956. (6)
-/--11957.

POB: (1) — (2) Jeddah, (1) Yemen (2) Saudi Arabia

a.k.a: (1) ABD AL-HAKIM, Abu Abdallah (2) AWDH, Bin Laden, Osama, Mohamed (3)
BIN LADEN, Usama (4) BIN LADIN, Osama (5) BIN LADIN, Osama, bin Muhammad, bin
Awad (6) BIN LADIN, Shaykh, Usama (7) BIN LADIN, Usama (8) BIN LADIN, Usama, bin
Muhammad, bin Awad (9) BIN LADIN, Usamah, Bin Muhammad (10) BIN MUHAMMAD,
Bin Laden, Usamah (11) OSAMA, Ben Laden (12) OSSAMA, Ben Laden (13) USAMA, Ben
Laden (14) USAMA BIN MUHAMMED BIN AWAD, Osama Bin Laden.

Other information: UN Ref QI.B.8.01. Saudi citizenship withdrawn. Afghan nationality given
by the Taliban regime. Also referred to as Al Qaga. Confirmed to have died in Pakistan in May
2011. Listed on: 23/02/2001. Last updated: 19/05/2011 Group ID: 6896.

The list literally goes from A to Z over 74 pages, or from Al-Qaida to:
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Organisation name: ZIMBABWE MINING DEVELOPMENT CORPORATION
Address: 90 Mutare Road, PO Box 2628, Harare, Zimbabwe.

Other information: Associated with the ZANU-PF faction of Government. ZMDC falls
under the responsibility of ZANU-PF Minister of Mines and Mining Development. Listed on:
27/01/2009. Last updated: 23/02/2012 Group ID: 10744.

A consolidated list of asset-freeze targets designated by the United Nations, European
Union and United Kingdom under legislation relating to current financial sanctions
regimes is available below. This list denotes the “regimes”, which include organisa-
tions and jurisdictions. Each “regime” has associated individuals, in the same format as
the Osama Bin Laden example above, which can be found on the website. The list of
“regimes”, as of July 2013, is as follows:

e Afghanistan

® Belarus

® Democratic Republic of the Congo

* Egypt

e Eritrea

e Federal Republic of Yugoslavia and Serbia

e Iran (Human Rights)

e Iran (Nuclear Proliferation)

e [raq

¢ Ivory Coast

® Lebanon and Syria

e Liberia

e Libya

e North Korea (Democratic People’s Republic of Korea)

® Republic of Guinea

e Republic of Guinea-Bissau

e Somalia

e Sudan

e Syria

e Tunisia

e Zimbabwe.



142 Handbook of Anti Money Laundering

These rules do regularly change and firms move on and off the list. In the UK, for
example, on 24th December, 2012, HM Treasury issued a financial sanctions notice
on Iran regarding nuclear proliferation. The changes take the form of the addition of
one individual and 18 entities to Annex IX to the 2012 Regulation, the removal of two
entities from Annex IX and amendments to the identifying information of three existing
entries in Annex IX.

The following were among those identified specifically in this notice (http://www.hm-
treasury.gov.uk/d/fin_sanc_notice_iran_cir_241212.pdf).

10.3.1 Individuals

Name: ZANJANI, Babak
DOB: 12/03/1971

Other information: EU listing. Not UN. Key facilitator for Iranian oil deals and transferring
oil-related money. Zanjani owns and operates the UAE-based Sorinet Group, and some of its
companies are used by Zanjani to channel oil-related payments.

Group ID: 12824.

As you will note, many of the other bodies specifically identified in the notice are related
to Mr Zanjani. On 23rd December, 2012 he issued a statement that denied any wrong-
doing, saying his bank and other companies did not work for the Iranian government.

From the point of view of the firm, it must take note of the notice and not deal with
the person. It is for the person to manage to get their name removed from the list, not
for the firm to take a risk-based or value judgment. Whether the person is innocent or
guilty is, with regret, of limited consequence to a firm. It is required to comply with the
rules and that is the end of the matter. Consequently, firms need to have a system in
place which allows them to update their records as the lists change to ensure that they
are compliant.

10.3.2 Entities

Name: ALUMINAT

Address: (1) Parcham St, 13th Km of Qom Rd, 38135, Arak. (2) Unit 38, Sth Fl, Bldg No 60,
Golfam St, Jordan, 19395-5716, Tehran, Iran.

Other information: EU listing. Not UN. Tel: 98 212049216/98 22049928/98 22045237. Fax:
98 21 22057127. Website: www.aluminat.com

Group ID: 12820.
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This example highlights the care that needs to be taken. There is another firm named
Nordisk Aluminat A/S, which is a legitimate Danish company established in 1981. It
has a different website (www.aluminat.dk) and is not implicated in any way by this
sanctions report. The financial institution needs to ensure that the sanctions are applied
to precisely the right person in this regard and do not adversely affect a firm which has
a similar name. No bank can assume that such firms are connected.

Name: CF SHARP AND COMPANY PRIVATE LIMITED
Other information: EU listing. Not UN.
Group ID: 12835.

In this case very little information is provided to assist the financial institution; we are
not even provided with an address in Tehran. This is not to be mixed up with CF Sharp
Group (www.cfsharp.com), which, again, is a legitimate business and a leader in the
fields of crewing, travel, freight forwarding, brokerage, air cargo, airline GSA, land-
based recruiting and training.

Name: FIRST ISLAMIC INVESTMENT BANK (FIIB)

Address: (1) 19A-31-3A, Level 31 Business Suite, Wisma UOA, Jalan Pinang 50450, Kuala
Lumpur, Wilayah Persekutuan. (2) Investor Relations, Menara Prima 17th floor Jalan Ling-
kar, Mega Kuningan Blok 6.2, South Jakarta, Jakarta, Indonesia, 12950. (3) Unit 13 (C),
Main Office Tower, Financial Park Labuan Complex, Jalan Merdeka, 87000 Federal Territory
of Labuan, Labuan ET; 87000, Malaysia.

Other information: EU listing. Not UN. Tel: 603 21620361/603 21620362/603 21620363/603
21620364/6087417049/6087417050/622157948110. FIIB is part of the Sorinet Group owned
and operated by Babak Zanjani. It is being used to channel Iranian oil-related payments.

Group ID: 12825.

This case directly links to the individual identified in the first reference. Notice the bank
operates in Malaysia and Indonesia and is on the list due to its ownership. This high-
lights the importance of following these rules rigorously. The Malaysian bank appears
on a UK list because it is owned by a Group (Sorinet) which is owned and operated by
a person on the list (Babak Zanjani).

Name: HONG KONG INTERTRADE COMPANY LTD (HKICO)
Address: Hong Kong

Other information: EU listing. Not UN. HKICO is a front company controlled by EU-desig-
nated National Iranian Oil Company (NIOC).

Group ID: 12822.
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Name: MOALLEM INSURANCE COMPANY (MIC)

a.k.a: (1) Export and Investment Insurance Co. (2) Moallem Insurance (3) Moallem Insurance
Co.

Address: (1) No. 56 Haghani Boulevard, Vanak Square, Tehran, 1517973511, Iran, PO Box
19395-6314. (2) 11/1 Sharif Ave, Vanaq Square, Tehran, 19699, Iran.

Other information: EU listing. Not UN. Tel: 98 21886776789/98 21887950512/98
21887791835. Fax: 98 2188771245. Website: www.mic-ir.com. Main insurer of IRISL.

Group ID: 12836.

Name: ORGANISATION OF DEFENSIVE INNOVATION AND RESEARCH (SPND)

Other information: EU listing. Not UN. Run by UN-designated Mohsen Fakhrizadeh and
is part of the Ministry of Defence For Armed Forces Logistics (MODAFL). SPND’s head of
security is Davoud Babaei.

Group ID: 12821.

Name: PETRO SUISSE
Address: Avenue De la Tour-Halimand 6, 1009 Pully, Switzerland.

Other information: EU listing. Not UN. Assisting designated entities to violate the provisions
of the EU Regulation on Iran.

Group ID: 12823.

Here you have a firm based in Switzerland directly implicated in sanctions violations.

Name: SHARIF UNIVERSITY OF TECHNOLOGY
Address: Azadi Ave, 11365-8639, Tehran, Iran.

Other information: EU listing. Not UN. Tel: 98 21 66022727. Fax: 98 2166036005. Website:
www.sharif.ir. Assisting designated entities to violate the provisions of the EU Regulation on
Iran.

Group ID: 12816.

You would generally not expect to see universities on such lists, so this example proves
that any form of firm could be implicated and therefore included.
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Name: SIMATEC DEVELOPMENT COMPANY

Other information: EU listing. Not UN. Assisting designated entities to violate the provisions
of UN and EU sanctions on Iran. As of early 2010, Simatec was contracted by UN-designated
Kalaye Electric Company (KEC) to procure Vacon inverters to power uranium enrichment
centrifuges. As of mid-2012, Simatec was attempting to procure EU-controlled inverters.

Group ID: 12819.

In this example, the notice does provide a significant amount of additional information
to explain, in some ways, why the firm appears on the list.

The issue for any bank is to ensure that it is receiving complete and accurate lists to
apply in practice. If a money-laundering-deterrence solution is acquired by the firm, it
will generally include such updating automatically. However, it is the bank that needs
to ensure this.

10.4 ASSET FREEZING UNIT

Financial sanctions can be imposed by an independent body, or a subsidiary body of a
larger financial government organisation. For example, as discussed in the UK, financial
sanctions are actually imposed by the Treasury’s Asset Freezing Unit (AFU). The AFU
is responsible for the implementation and administration of domestic financial sanc-
tions, for domestic designations under the Terrorist Asset-Freezing etc. Act 2010, for
providing advice to Treasury Ministers on the basis of operational advice, on domes-
tic designation decisions and for carrying out various other duties with regard to the
implementation and administration of financial sanctions.

The AFU also issues notices and notifications advising of the introduction, amendment,
suspension or lifting of financial sanctions regimes with a view to making bodies and
individuals likely to be affected by financial sanctions aware of their obligations, and
provides, on the financial sanctions home page of the Treasury website, a consolidated
list of financial sanctions targets which consists of the names of individuals and entities
that have been listed by the United Nations, European Union and/or the United King-
dom under legislation relating to a specific financial sanctions regime. Where there is a
legal basis for an asset freeze in the UK, the name of the target will be included in the
consolidated list.

In the event that a customer is found to be on a financial sanctions list, the obligation
is on the firm to stop providing services or products to the target immediately and then
to contact HM Treasury’s Asset Freezing Unit.

These UK lists will potentially prove of assistance to any firms in designing proce-
dures to identify what might be considered the highest risk customers. Of course, such
firms, organisations and individuals regularly change their identities and so the historic
nature of such information must always be a concern to a firm. However, any financial
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institution would be expected to have identified and acted upon what is, in effect, a
public analysis of areas of concern. When this is combined with the information prom-
ulgated by Transparency International, it will prove to be of assistance if a firm is under-
taking scenario modelling or is in the process of developing a risk-based approach.

10.5 COMPLIANCE WITH FINANCIAL SANCTIONS

Firms must ensure that they develop policies and procedures to ensure compliance with
local financial sanctions legislation and guidance. In order to ensure compliance with
financial sanctions regulations, the following actions are recommended:

e A firm should undertake and regularly review risk assessments, especially on cli-
ents involved in either the weapons or components industries, together with market
counterparties from certain specified higher risk jurisdictions.

e A firm should also establish and regularly review a clear counter-terrorist-financing
policy which has been tailored to its business profile.

e A firm should develop appropriate operating procedures which should be regularly
reviewed and amended to ensure that they remain appropriate for the firm and are
consistent with the policies and goals of the firm.

¢ Financial sanctions awareness and the importance of these rules should be included
within training and awareness programmes for all staff to enable them to under-
stand both their personal and their corporate obligations.

e Specific additional procedures should be implemented to address new and trans-
ferred clients or counterparties where these originate from high-risk countries.

¢ Generally, firms should evaluate the source and origin of funds, together with coun-
try risk leading to identification of high-priority relationships that should be subject
to enhanced due diligence and monitoring as part of the implementation of the risk-
based approach.

10.6 FINANCIAL SANCTIONS AS PART OF NORMAL MONEY-
LAUNDERING-DETERRENCE PROCEDURES

In some firms, financial sanctions may not currently be checked as part of the existing
anti-money-laundering procedures implemented as part of a general deterrence regime.
Unlike the risk-based processes and procedures which are generally appropriate for
money-laundering deterrence, the financial sanctions rules are different. In this case, the
financial sanctions lists must be checked prior to carrying out any transaction and this
is not dependent on the threshold amount of the transaction concerned. It is the nature
of the transaction which breaches the rules, not its size.

Furthermore, while politically exposed persons form part of normal money-laundering-
deterrence regulation, that monitoring should not be considered as being similar to
monitoring for compliance with financial sanctions. The main difference here is that
PEPs are classified as anyone who is, or is associated with, a high-profile political posi-
tion, as discussed in Chapter 17. Being a PEP does not mean the person is guilty of
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money laundering or other illegal activity, rather it implies that enhanced due diligence
should be conducted.

Financial sanctions are usually focused on targets known in the world of financial crime
because of their illegal activities, which include the financing of terrorism and nuclear
proliferation. As such, targets on these lists are aware that they are on a sanctions list,
which is public. Since this is, therefore, public information, there can be no equivalent
offence of “tipping off”. The regulated firm needs to know whether it is dealing with
such people and act accordingly — there is no choice in such cases.

10.7 DIFFICULTIES FACED BY FIRMS WHEN MONITORING
FINANCIAL SANCTIONS

Firms which fail to have in place procedures, systems and controls to monitor financial
sanctions can face heavy financial penalties as a result of either misconceptions or a
general lack of understanding exhibited by their staff. It is vital for firms to remember
that financial sanctions require additional attention, and are not monitored as part
of general money-laundering-deterrence systems and controls. Some of the common
misconceptions which firms have regarding financial sanctions are summarised below.
Where a single jurisdiction is used, we have directly referred to the UK, whereas for
international readers, you should have reference to the sanctions list promulgated
locally by your relevant authority.

1. It is important to remember that financial sanctions apply to all firms, and not just
banks or financial institutions.

2. Firms also have a common misconception that if they process only low-value trans-
actions they are not subject to financial sanctions requirements. Remember that
the targets on financial sanctions lists are on those lists irrespective of any financial
limits.

3. There is a wide range of targets typically on such lists. In the UK, the list includes
both UK-based targets and international targets. As demonstrated above, a UK firm,
for example, cannot assume that all targets are only UK-based.

4. Financial sanctions regulations will apply to firms even if they do not hold client
money.

5. The offence of “tipping off” is not an issue, since those on the sanctions list already
know they are on the list, so at least that is one less thing to worry about.

6. Politically exposed persons (or PEPs) are not the same as sanctions targets, but
some PEPs may also be on the sanctions list.

7. Financial sanctions regulations also apply to insurance companies.

Typical money-laundering-deterrence due diligence monitoring requirements are
not the same as sanctions list screening, but they may be closely linked.

9. Sanctions compliance is a completely discrete legal regime and does not adopt a
risk-based approach.
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10. Sanctions checks carried out by third parties can only be relied on when the
accepting firm has verified that the referring firm has completed recent sanctions
screening.

So, for a firm operating in any ]ur1sd1ct10n the obligation is to understand and comply
with its local financial sanctions, both in its home country and in any host countries
where it operates branches or subsidiaries. In most countries, ignorance of the fact that
a person is on the sanctions list is not sufficient to avoid prosecution for the offence of
assisting terrorist financing.



1 1 RISK MANAGEMENT AND MONEY-
LAUNDERING DETERRENCE

11.1 THE RISKS WITHIN MONEY-LAUNDERING DETERRENCE

Financial crime represents a major source of risk to a firm and always has a high
priority with both regulators and the board. This means that it is important for money-
laundering deterrence and terrorist-financing avoidance to be included within any
enterprise risk-management framework. It also requires major control and manage-
ment programmes to be implemented effectively. At the heart of a successful enter-
prise risk-management programme are the key concepts of risk identification and risk
appetite. In the case of financial crime deterrence, a key control must be effective train-
ing together with the Know Your Customer processes and procedures, as discussed in
earlier chapters and reiterated later here.

A firm faces a series of risks when considering financial crime deterrence programmes
and policies. Some of these follow from the nature of the illegal events themselves and
others from the way that the firm deals with these events in practice. The risk manage-
ment of financial crime deterrence comprises several layers of control that always need
to be present within the daily operations of the firm. Firms also need to have the gov-
ernance structures in place to ensure that prompt and effective action is taken when a
case requiring either investigation or reporting is identified.

It is imperative that firms constantly review their corporate structures to see that their
chosen approach to risk management of money-laundering deterrence remains appro-
priate, is consistent with local and international rules and regulations and accords with
their business models.

Certain types of business which might be considered to be of higher risk will warrant
a greater level of risk management control than would be the case for other businesses.
Examples of high-risk businesses would be ones that regularly receive funds from indi-
viduals in what might be considered to be higher risk jurisdictions, ones that accept
significant levels of cash or ones that only deal with their customers remotely. Each of
these types of business would require a level of enhanced due diligence and additional,
ongoing monitoring to be conducted.

According to the then UK regulator, the FSA, in June 2012, some of the most common
problems being experienced by firms are:

e Failure to identify PEP accounts;

e Failure to conduct enhanced due diligence on high-risk accounts;

e Inadequate challenge from relevant staff when high-risk factors are clearly apparent;
and

® The firm continuing to accept customers or continuing relationships when serious
allegations about criminal activity have not been considered properly.
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The requirement for staff to have a detailed understanding of their roles and obligations
within a financial crime deterrence regime operates at all levels of the business, from
the doorman to the Chairman. It also needs to take into account outsourced service
providers, contractors and temporary staff. A well-equipped financial crime deter-
rence team will include senior management that possesses the necessary expertise to
enable it to be authoritative in the implementation of a risk-based approach to money-
laundering deterrence.

It is, however, a fallacy for any firm to believe that any level of monitoring will result
in the risks relating to financial crime being totally eradicated. What a firm is seeking
to do is to minimise the risks using a risk-based approach and to have the policies and
procedures in place that meet the expectations of the regulator, market and society to
act as a defence if risks actually crystallise.

The key risks that apply in this case might be categorised as follows:

e Regulatory risk
e Reputational risk

e Operational risk.

11.1.1 Regulatory Risk

Regulatory risk is generally part of operational risk, as set out within the Basel Accord
as promulgated by the Bank for International Settlements, which we shall consider later
in this chapter. However, it is generally managed separately, although often the owner-
ship of this risk is unclear. It may seem appropriate for the Money Laundering Report-
ing Officer to own regulatory risk for financial crime deterrence. That would make that
person responsible for ensuring that the firm has the policies and procedures in place to
meet the expectations and demands of local regulators, and also those of international
regulators where relevant.

What the MLRO cannot be made responsible for is any case of money laundering or
terrorist financing that is actually found in practice. Their role is to ensure that the
staff is trained and the procedures required by the local jurisdiction are implemented,
including the investigation and reporting of complaints. This will, however, not entirely
stop the firm being used by money launderers, due to the complexity and sophistication
of the techniques applied which override banking controls. However, it may serve to
reduce the incidence or severity of illegal activity.

In terms of the management of regulatory risk, it will be important for the firm to
have access to the necessary lists and reports which highlight high-risk or inappropri-
ate customers, including sanctions and politically exposed person (PEP) lists. Senior
management will want to know that these lists have been received and promptly acted
upon by the relevant bank officials.

There will also need to be a system to ensure that changes in applicable rules and regu-
lations are identified promptly, and necessary changes to policies and operating proce-
dures implemented. It may well be that the person responsible for regulatory risk may
only provide the guidance to others who are then responsible for the implementation
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of necessary changes, but such delegation of responsibility does not come without an
element of risk. We would always recommend that the person with the regulatory
responsibility undertakes such monitoring as they consider to be adequate to ensure
that necessary changes are made and tested prior to final implementation. They may
also require an element of ongoing monitoring to be conducted together with commen-
surate reporting.

One additional matter that needs to be considered is whether any of the regulations
actually operate extraterritorially and also how they are impacted by data secrecy laws
applying in another jurisdiction. While it is an objective for data secrecy rules not to
impede investigations, it is still worth checking what the actual position is in a jurisdic-
tion and taking appropriate local legal guidance where necessary.

11.1.2 Reputational Risk

For any institution, maintenance of its reputation is central to long-term success. With-
out a reputation, a firm is really nothing, since there is little that one bank could do that
another could not easily copy.

A significant failure to protect itself from dealing with unscrupulous individuals or
companies can significantly impact the reputation of a firm. Indeed, as we shall see,
even failing to maintain adequate operational controls can cause reputational impact.
Ownership of reputational risk within a bank is often unclear and it is rarely identi-
fied as a separate risk class, since its occurrence is generally the consequence of the
occurrence of another risk. However, this does not need to be the case, since a rumour
concerning the nature of the customer environment of a bank can be created by anyone
using electronic media, and this has the potential to severely impact reputation.

The recent case involving HSBC in December 2012 clearly highlights the importance of
the issue. In a press release, HSBC confirmed that it will pay US authorities $1.9 billion
in a settlement over money-laundering failures. In a statement, HSBC admitted having
poor money-laundering controls.

The bank said it had subsequently spent $290 million on improving its systems to
prevent money laundering and clawed back some bonuses paid to senior executives in
the past.

The relevant US Senate report was heavily critical of HSBC’s money-laundering con-
trols. The report alleged that:

e HSBC in the US had not treated its Mexican affiliate as high risk when the Senate
believed that it should have done so;

e The Mexican bank had transported $7 billion in US bank notes to HSBC in the US,
but HSBC had not considered that to be suspicious;

e It had circumvented US safeguards designed to block inappropriate transactions,
including allowing 25,000 transactions over seven years;

® In less than four years it had cleared $290 million in “obviously suspicious” US trav-
eller’s cheques for a Japanese bank.
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Again, the issue relates to a jurisdiction considering certain activity as reasonable but
being unable to defend it to a regulator. The key issue is that the firm is not only
required to be avoiding money laundering and terrorist financing, but must clearly have
the controls and procedures in place that the regulators expect.

Modelling and Managing Reputational Risk

Modelling reputational risk is still at an early stage of development in most firms, yet
it is not difficult to model effectively. Using the simple metric based on the principle
that an event has to occur, it has to become public and the public has to care, then it is
relatively straightforward to design appropriate approaches. Of course, the frequency
of the event does make a significant difference and would need to be factored in as well.

The management of reputational risk does need to be considered as a separate issue, if
only to ensure that no matters are omitted. The reputational risk programme in this case
will start with the senior management operating a tone from the top that is appropriate.
It will then be important for the firm to consider the nature of the relationships that it
maintains and the level of monitoring that it should conduct. This will be designed not
only to meet the regulatory demands but also to ensure that, as far as possible, the firm
is able to justify its actions in public to counter any reports made.

Know Your Customer (KYC) requirements will be a significant part of this, as consid-
ered in Chapter 13. The basic and most essential feature of all anti-money-laundering
legislation and regulations all over the world is the need for detailed customer due
diligence to be conducted. Companies must carry out additional due diligence require-
ments on relationships identified as being of heightened risk in order to gain in-depth
knowledge of the customer they are dealing with.

Information which is provided by customers cannot be taken at face value, as the risk
of not undertaking or investigating the validity of customer information can result in
serious consequences. Due diligence requirements will typically impose requirements
on firms to enable them to understand their clients. While the actual local requirements
will vary between institutions and jurisdictions, the objectives will not vary. Indeed, the
work conducted on a risk basis to actually confirm identity will need to be sufficient to
effectively mitigate the perceived transaction and relationship risks.

KYC is essentially conducting background checks on clients and customers to enable
the firm to acquire additional information regarding their customers, so that they can
be assured that they are not conducting inappropriate activity. While there is always an
attempt to identify the inappropriate, there can be no certainty that all such cases will
be identified; so there will need to be an approach to adopt in cases where, regardless
of the efforts of the firm, a case of money laundering or terrorist financing fails to be
identified by the firm and is, instead, identified by enforcement agencies.

In such cases, the firm needs to have its communications team adequately briefed on the
nature of the generic procedures that the firm always undertakes. Without discussing
any specific case, they would need to disclose that the firm takes its obligations seriously
and undertakes checks that go beyond those required by local legislation, and that there
is no claim that the firm deliberately was involved in facilitating the activity. Highlight-
ing that criminal elements are increasingly sophisticated and accordingly even the most
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prudent of firms can inadvertently be caught in the net will also be of assistance. It is
paramount that the individuals providing information on behalf of the firm are appro-
priately trained, able to provide the information required with confidence and have the
ability to reinforce the reputation of the firm.

As part of the KYC procedures, the firm should conduct such detailed enquiries as it
considers necessary using the risk-based approach to validate documents and informa-
tion provided by the customer. Even though this is generally not required by legislation,
we would still recommend that a firm should attempt to substantiate claims regarding
the source of funds. Thinking of the case of a firm that has been found to be harbouring
a money launderer, trying to justify simply recording the source without verification
would represent a difficult position to support.

Increasingly, regulatory authorities in sophisticated financial centres are taking the view
that it is not enough merely to know your customer through obtaining identification
documents. There is an increasing expectation that a firm should go behind the infor-
mation provided by a customer to test its validity. Such checks should occur at the
beginning of any financial relationship where the accepting business must satisfy itself
that the new customer is an appropriate firm to do business with. No relationship
should be worth the reputation of the firm, so the old mantra “If in doubt, throw it
out” will remain valid.

The importance of carrying out KYC due diligence can never be underestimated, as
inadequate KYC due diligence may make the difference between a transaction being
carried out and not being carried out. If an entity cannot obtain sufficient detail to
establish the customer’s identity, or if there are any suspicions about the background of
the customer, customer relations should generally not be established.

Why should firms carry out KYC requirements?
The UK regulations state:

“The due diligence carried out on new customers is in two distinct parts. As well as verifying his
identity, the risk-based approach will lead to a need, in appropriate cases, to obtain additional
information in respect of some customers. KYC checks are designed to:

1. Understand the customer’s circumstances and business — including, where appropriate,
the source of funds, and in some cases the source of wealth.

2. Understand the purpose of specific transactions.

3. Understand the expected nature and level of transactions; and keeping such information
current and valid.”

The UK’s approach to identification requires the firm to consider the risk of money
laundering based on its client portfolio and range of services. It recommends a stand-
ard approach to identification, with additional information where the risk profile of a
particular client or class of client and/or service requires it.
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What does KYC involve?

Usually, this system of control involves taking identification in some prescribed form,
as discussed in earlier chapters. Typically, documents such as national identity cards,
passports and driving licences are recommended to be taken and the details contained
on them recorded and kept for a designated number of years. Records are usually kept
for up to five years from the date of the transaction. It is always necessary for the firm
to look at the specific requirements within its country and at least to undertake the
work required by these rules. However, we would also recommend that a risk-based
approach should be applied to the level of work to be conducted to ensure that the
work actually undertaken is commensurate with the level of reputational risk that the
relationship poses to the firm.

KYC — What to look out for

There are always different types of transaction which might be considered to pose an
additional risk of being inappropriate and therefore warrant additional investigation.
The following list is in no way exhaustive, but it does represent a starting point for such
investigation. Many of the software tools available will look at relationships in this way
and highlight the accounts which are most likely to represent inappropriate activity and
therefore will warrant additional investigation. These include the following:

e New business customers that are reluctant to provide information on their business
activities, location and directors.

e New personal customers who supply incomplete, conflicting or incongruous infor-
mation when establishing a relationship.

e Customers who do not provide phone or fax numbers or those for whom the num-
bers provided relate to serviced office/accommodation addresses.

¢ Diplomatic passports from what might be considered by the firm as being relatively
obscure countries, or ones where it would be hard for the firm to recognise a legiti-
mate passport. Any country where passports can easily be obtained by paying for
them would also represent a higher risk. Such passports may be genuine (i.e. genu-
inely issued after payment), however this does not mean that the holder is genuine
or the name shown on the passport is the real one. The firm should try and evaluate
whether the other details given, together with the appearance/attitude of the person,
match whatever diplomatic post he/she is claiming to hold.

¢ Residential addresses of applicants may be mail-drop addresses (beware of “Suite”
numbers, home addresses in downtown business areas, PO Boxes and incomplete
addresses). The firm should check for a telephone listing for the person at the given
address and carry out a credit reference check on that address. The emergence of
social media also provides the firm with other sources of information that might be
used for confirmation of information.

¢ No firm should accept photocopies. Original sources are more reliable and less likely
to have been tampered with.

e It is doubtful whether one organisation can rely on the due diligence/KYC checking
conducted by another organisation. To avoid issues of liability, it is always best for a
firm to carry out its own due diligence.
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e The firm should be suspicious of businesses that present financial reporting that is at
odds with similar-sized businesses in the same industry sector.

e It should also be suspicious if a group of accounts or relationships is opened by for-
eign nationals who visit the organisation together on the same day. A situation that is
far more difficult to identify is where multiple accounts or relationships are opened
on the same day by a group of foreign nationals at different banks/companies in the
same city.

e Suspicions should also be aroused if multiple business relationships are opened by
an individual using the same address, or different individuals using the same address.
Additionally, definite suspicion should result if numerous accounts or relationships
are established using variations of the same name.

11.1.3 Operational Risk

This is described by the Bank for International Settlements in its sound practices paper as:

“the risk of loss resulting from inadequate or failed
internal processes, people, systems, or from external
events.”

Essentially, it arises from the day-to-day running of a company’s business functions.
While a firm seeks to reduce the incidence of financial crime by implementing a robust
series of policies and procedures, these still need to be adhered to. Failure to do so
will, in extreme cases, result in both regulatory penalties and reputational damage. It is
therefore important for two main areas of money-laundering-deterrence procedures to
be monitored appropriately:

1. The process of KYC and monitoring of the relationships maintained by the firm.

2. The process leading to the reporting of concerns to the appropriate authorities.

In preceding paragraphs we have concentrated on the first of these risk areas and rec-
ommended the maintenance of robust controls. The second issue is rather different
in that it relates to the operation of the financial crime reporting system itself. It is
incumbent upon the relevant officers to maintain a detailed record of any relationship
reported to them, highlighting clearly the work that has been undertaken either to con-
firm or reject the concerns.

The trail of investigation leading to reporting to the appropriate authority will be
important, not just for the firm to show that it has acted diligently, but it will also sup-
port the safe harbour provisions included within the regulations.

Globally, penalties for failure to meet the expected demands are becoming increasingly
prevalent. Another recent UK case clearly identifies both the problem and the views of
the regulator.

On 5th May, 2010, the regulator reported that it had imposed a financial penalty of
£140,000 on an online provider of foreign exchange services for speculative trading,
for failing to have in place adequate anti-money-laundering systems and controls.
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Its former Money Laundering Reporting Officer (MLRO) also received a financial
penalty of £14,000, again highlighting the importance that the regulator places on
this role.

The regulator emphasised that, amongst its many requirements, was a requirement
that regulated firms should carry out risk assessments of the money-laundering and
financial-crime risks that they are exposed to. However, they identified that the firm
failed to carry out thorough assessments for in excess of two years, which, as a result,
put the firm at risk of being used to further financial crime.

Specifically, they identified that the firm failed to carry out satisfactory customer due
diligence procedures at the account-opening stage and failed to monitor accounts ade-
quately. These failings were particularly serious as the firm’s customer relationships did
not operate on a face-to-face basis. They also noted that the firm failed to have in place
adequate systems for screening customers against global sanctions lists and for deter-
mining whether customers were politically exposed persons (PEPs).

In terms of reporting suspicious activity reports, a further UK regulatory penalty both
identifies the problem and clearly demonstrates the impact.

On 10th December, 2003, the FSA fined Abbey National (now Banco Santander)
companies a total of £2,320,000 for serious compliance failings. Abbey National plc
was fined £2 million for breaches of the FSA’s Money Laundering Rules, while Abbey
National Asset Managers Limited (ANAM) was fined £320,000 for systems and con-
trol breaches. Both cases reflected wider control failings, including inadequate monitor-
ing of key regulatory risks across the Abbey National group over a prolonged period.

Regarding Abbey National plc, the regulator stated that:

“The failure by Abbey National to monitor
compliance with FSA Money Laundering Rules
demonstrated a marked lack of regard for its
regulatory obligations. Abbey National failed to
ensure that suspicious activity reports were prompily
considered and reported to the National Criminal
Intelligence Service and to identify customers
adequately. Both these controls are fundamental
to the UK’s Anti-Money Laundering regime’s
effectiveness. Their failings also reflected the fact
that the overall control environment, particularly
compliance monitoring, has been weak across the
group over a prolonged period.”

The regulator’s investigation revealed weaknesses in Abbey National’s anti-money-
laundering controls across its retail banking division. The investigation found that from
December 2001 until April 2003, Abbey National failed to adequately monitor anti-
money-laundering (AML) compliance following the introduction of the FSA’s Money
Laundering Rules.
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The failings included reliance on a system of self-certification of AML compliance
by branches, the lack of AML compliance monitoring by a central function and the
failure to provide key management information to the Money Laundering Reporting
Officer (MLRO) function regarding this process. These failings contributed to high
rates of non-compliance with Know Your Customer (KYC) requirements which per-
sisted until April 2003.

The FSA’s enquiries also revealed that, in respect of customer transactions carried out or
attempted during 2002, Abbey National’s MLRO function failed to ensure that internal
suspicious activity reports (SARs) were promptly considered and reported as required.
This breach extended from February 2002 to October 2003.

Money laundering is a global industry, and the controls that should be implemented
are essentially the same regardless of the actual jurisdiction in which an institution is
based. The rules and best practice standards are international, and the risk management
function should ensure that they are built into a complete risk-management framework
to ensure that the firm is properly protected.






1 2 THE ROLE OF THE MONEY
LAUNDERING REPORTING OFFICER

12.1 WHAT IS A MONEY LAUNDERING REPORTING OFFICER?

International organisations such as the Financial Action Task Force and the Bank for
International Settlements actually do not have the ability to impose rules or regulations.
Instead, this is left to the local jurisdiction to implement according to the requirements
of the local legal and regulatory framework. Consequently, global money-laundering
regulations place the requirement to instigate local rules and regulations that set out
responsibilities, accountabilities and procedures on individual countries.

In order to comply with what are often referred to as the systems and control function
requirements regarding money-laundering deterrence, there is normally a requirement
to appoint a responsible individual to take ownership of the process, who is referred
to as a Money Laundering Reporting Officer (or MLRO). In the few jurisdictions
where there is no specific requirement for a Money Laundering Reporting Officer to be
appointed, there is still a requirement for an individual to take similar responsibilities.

Among the key responsibilities is the requirement that the MLRO should be the first
point of contact within a firm for any issues which relate directly or indirectly to
money-laundering deterrence or suspected terrorist-financing activity. They should be
responsible for any strategic decisions made by the firm concerning money laundering
and financial crime deterrence. The MLRO, therefore, has ultimate managerial respon-
sibility for regulation of money laundering. Insufficient performance of this role can
result in fines being issued by the appropriate regulatory authorlty, depending on the
rules of the relevant jurisdiction. However, this does not, in any way, diminish the
role of the board of the firm. Corporate governance prmc1ples state clearly that it is
the governing body that has responsibility for the direction of the business, including
its risk management and strategy. This clearly also includes money-laundering deter-
rence and the avoidance of assisting terrorists with financing. Accordingly, the MLRO
responsibilities should be taken with this overall governance framework in mind. If the
MLRO believes that there is a conflict between the way that the firm is being run by the
executive management and the obligations that are placed upon them as MLRO, they
are required to make this known to the appropriate authorities.

The regulators do place major importance on the firm’s implementing appropriate con-
trols in these areas, and failure to do so can put both the firm and the MLRO at risk.
For example, in May 2012 the Financial Services Authority (FSA), which was at that
time the UK’s financial services regulator, penalised Habib Bank AG, Zurich in respect
of money-laundering-deterrence failings. A penalty of £525,000 was placed on the firm,
with an additional £17,500 on the MLRO for failing to establish and maintain ade-
quate AML systems and controls.
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In its public report, the FSA stated that during the period 15th December, 2007 to 15th
November, 2010, the bank had failed to establish and maintain adequate controls for
assessing the level of money-laundering risk posed by its customers. In particular, the
bank had maintained a high-risk country list which excluded certain high-risk countries
on the basis that it had group offices in them.

This is an important issue and one that deserves additional consideration in terms of
the responsibility of the MLRO. The MLRO may believe that an area of the world is
low risk, they may even emanate from that region themselves. This is actually of very
little relevance to the situation. The obligations are clear. The MLRO should ensure that
the level of due diligence conducted takes into account all the available evidence and
also meets the expectations of the regulators. Failure to achieve this will be difficult to
justify and can lead to regulatory difficulties.

So, in this case, the bank’s local knowledge of what the FSA considered to be high-risk
countries did not negate its requirement to treat them as posing a higher risk of money
laundering, and consequently conducting enhanced due diligence.

However, for there to be a penalty on a firm there are normally a number of things that
have gone wrong, and this case was no exception. The FSA also identified significant
failings with regard to the bank’ risk classification of customers and the rigour of
procedures applied to identify and assess such customers. In particular, the bank was
criticised for failing to conduct enhanced due diligence on higher risk customers. The
FSA also found that the bank failed to conduct adequate enhanced due diligence in rela-
tion to higher risk customers.

Among the significant failings found were that, on a high percentage of files, high-risk
accounts had been inappropriately classified as normal risk. They also found that the
enhanced due diligence conducted was inadequate (in that insufficient information or
supporting evidence had been gathered), and that, in some cases, the enhanced due dili-
gence had not been conducted prior to transactions occurring on the account.

The penalty on the MLRO may appear to be small, but it is a clear message and it
would be unlikely for such an MLRO to find alternative employment in a similar
capacity subsequently.

12.2 WHO CAN BE APPOINTED AS AN MLRO?

An MLRO will normally be expected to hold a senior management position, and
will need to be trained on both regulatory and compliance issues concerning money-
laundering deterrence and terrorist financing. In terms of seniority, this is because the
MLRO will be required to conduct investigations and these could involve very senior
management and also sensitive subjects. The need for care and tact, supported by their
seniority within the organisation, enables such a role to be undertaken successfully.

Clearly, the MLRO must also have sufficient resources, time and support staff to enable
them to undertake their role effectively. The duty normally sits with the firm to ensure
that the MLRO is able to monitor the day-to-day operation of its money-laundering
and terrorist-financing-deterrence activities. However, if there are not adequate systems
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to enable this to be achieved, the responsibilities of the MLRO are not, in any way,
diminished. It is they who must demand the systems and people that they require, com-
mensurate with the level and complexity of the firm. The general requirement states
that the MLRO must also be able to respond promptly to any reasonable request for
information made by relevant regulatory authorities. To be able to achieve this, the
MLRO needs to understand what information is held by the firm and how it can easily
be accessed to meet such demands. Often this will require the use of specific software,
although this need not necessarily be the case. As firms increasingly move towards data
solutions which facilitate better use of data, as a consequence they also provide the
MLRO with the additional tools that they require to achieve their roles.

The question then arises whether the role of the MLRO can easily be combined with
another role within the firm. This is particularly an issue for the smaller firm. Combin-
ing the role of the MLRO with that of the Compliance Officer, who takes responsibility
for ensuring that the business complies with all other rules and regulations, can be
considered an appropriate solution. No other role actually provides the same level of
independence that is required, and combination with the role of Head of Internal Audit
would not appear to be ideal. Since internal audit reports essentially to the board and
its subsidiary Audit Committee and undertakes work at their behest, they will also wish
to conduct audits into the money-laundering and terrorist-financing-deterrence proce-
dures that have been implemented within the firm.

If another role is to be selected to be combined with that of the MLRO, then the key
issue to consider is to what extent the role is either client- or counterparty-facing, or
able to influence the recording or processing of such transactions. If any role does exist
without any of these responsibilities, then this may become the least worst alternative.

12.3 THE ROLE OF THE MONEY LAUNDERING REPORTING OFFICER
As mentioned earlier, the MLRO is responsible for the oversight of implementation of
anti-money-laundering and terrorist-financing-deterrence strategies and policies.

The key elements of the MLRO role will usually consist of:

e Making strategic decisions concerning suspicious activity reports;
e Responsibility to deal with internal reporting of suspicious activity;

® Responsibility to report to and send notifications and disclosures to the appropriate
regulatory authorities;

e Establishing and maintaining arrangements for awareness and training to all inter-
nal staff;

® Monitoring and controlling money-laundering policies and procedures;

® Producing an annual report covering the anti-money-laundering activity of the
previous year;

e Liaising with regulatory authorities to deal with such matters as consent to proceed
with a transaction and other disclosure issues, particularly with regards to clients or
third parties.
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One of the key elements resulting in the appointment of the MLRO is the protection
normally afforded to them through locally implemented legislation. It is such legislation
that protects the MLRO and enables them to override customer confidentiality in mak-
ing reports to the relevant reporting agency. Such protection does not normally extend
to any other parties within the regulated entity. The MLRO is also normally able to
undertake their investigations, leading up to whether a case will or will not be reported,
knowing that, in the absence of manifest negligence, they will actually also be protected.

Clearly, the exact legal protection afforded by local legislation will vary, and, again,
reference should be made to local rules where detailed guidance is required.

12.3.1 The Safe Harbour and its Limitations

Global money-laundering regulations specify that any MLRO acting less than diligently
will still be subject to certain sanctions. The extent of such a sanction will vary depend-
ing on the relevant regulation that has been implemented locally. There will generally
be a defence within most money-laundering regulations to act as a safe harbour for the
MULRO in respect of any action resulting from breaching data secrecy and confidential-
ity rules, as long as they act diligently.

The typical wording of most local regulation will state that the MLRO still needs to
have demonstrated that they have maintained due care and attention in order to obtain
protection from prosecution. To achieve this, there is clearly an obligation on the MLRO
to maintain adequate documentation to support the decisions that they have made.

Again, the maintenance of detailed policies and procedures together with relevant
documentation is always the best way for the MLRO to demonstrate that they have
acted appropriately, so long as they are clearly complied with. To make sure that such
processes and procedures are adequate, many MLROs will have their documentation
reviewed by internationally recognised legal experts to confirm their compliance with
best practice and local regulation.

12.3.2 Matrix Management

One of the MLRO’s main roles is the reporting of suspicious activity and ensuring that
sufficient procedures are in place to carry out the required reporting to the relevant
authority. In some cases, the MLRO may delegate some of his/her role to a deputy
MLRO. Generally speaking, it is not advisable to have too many people involved in the
process of reporting suspicions, as the required confidentiality of the process may be
compromised. The more direct the process of reporting a suspicion is, the less likely the
risk of the client being alerted to a suspicion.

In large corporations, the sheer volume of suspicions which an MLRO receives means
it will not always be practical for the MLRO to have sole responsibility for receiving
notifications and suspicions. Therefore, larger, more complex corporations will have a
system of dual notification in place, whereby notifications of suspicions can be reported
either to the MLRO or another individual within the business unit. Such a role is gener-
ally separate from the delegated role that a deputy MLRO may have delegated to them.
The idea is to have an alternative contact within the firm, who has a high level of training
but operates in a different part of the business structure. This type of role tends to be
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allocated to Compliance Officers. Compliance Officers have a quasi-legal background
and so they are able to contribute a high level of knowledge and expertise to the process.

However, the main criterion to have in mind when allocating this role is to appoint some-
one whose role is as minimally client-facing as possible. The analogy behind this is that
limited client contact means the reporting officer is less likely to inadvertently alert clients
to any suspicions. Once a suspicion has been raised, it is usually difficult for an employee
who has knowledge of such reporting and deals directly with the reported client to remain
independent and avoid instigating probing questions from a potentially wary client. For
example, a client relationship manager who deals with a client under suspicion may need
to continuously find reasons to delay completing a transaction which involves transfer-
ring funds. The client will clearly be alerted to the possibility of concerns if the client rela-
tionship manager is now suddenly always unavailable. There is also the possibility that
employees who work closely with their clients may, in rare cases, themselves be involved
in the fraud or money laundering. It is, therefore, advisable to maintain a degree of separa-
tion in order to dilute the degree of influence which such an employee might have.

While we have outlined the benefits of appointing an alternative notifying officer from
a higher, non-client-facing level, we realise that this style of structure may be primarily
limited to large corporations. Employees of small companies tend to have an over-
lap in functions and responsibilities, with it being possible that all functions may, in
some sense, be client-facing. This may be addressed with the possibility of outsourcing
some of the work of the MLRO, whilst not outsourcing the legal responsibilities. This
clearly will help maintain an MLRO’s independence and, as an outsourced resource will
certainly not have any contact with clients, will maintain confidentiality.

12.3.3 What is an MLRO’s Internal Reporting Procedure?

All suspicions identified within the business must be reported to the MLRO or to a
deputy MLRO, if the MLRO has chosen to appoint one. Ideally, the process of reporting
suspicions should be as direct and timely as possible. All suspicions which are reported
to the MLRO should be fully documented, with the date and time together with the full
name of the member of staff and position and role within the firm recorded.

An initial report should be prepared with details of the customer and a full statement
detailing information giving rise to the suspicion. The MLRO will then acknowledge
receipt of the report and inform the member of staff to do nothing which may preju-
dice any potential investigation or tip off the customer. All internal enquiries, including
investigations conducted to confirm the suspicion and decisions made whether or not to
submit the report to the relevant reporting agency, should be also be documented in full.

This is done as a matter of good practice to enable the MLRO to make reference
to past suspicions, should an investigation subsequently arise and to provide some
level of defence in case of reports not made after investigation, highlighting that
appropriate actions were, in fact, taken. Reports should also include whether any
transactions were actually prevented from proceeding any further as a result of a
money-laundering suspicion being identified.

It is also good practice for the MLRO to maintain a register of suspicions received, inves-
tigated and reported to provide some monitoring of the process. This will, in particular,
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highlight any cases where the MLRO has been required by the relevant agency to take
specific action, such as freezing an account. It will also highlight the number of cases
where the MLRO has made a report, but there has been no direct response from the
relevant agency of any kind.

12.3.4 What is Contained in the MLRO’s Annual Report?

In order to maintain adequate systems and controls for compliance with its regulatory
obligations, in many countries firms are required to commission an annual report from
their MLRO. Such an annual report aims to focus on specific outcomes rather than just
providing a list of various statistics. It should generally conclude on the effectiveness
of the firm’s money-laundering and terrorist-financing-deterrence systems and make
recommendations for improvements.

Another benefit of producing such a report is that it is a helpful tool which enables the
MLRO to document key money-laundering and terrorist-financing-deterrence policies
and procedures, identifying key issues of relevance to senior management.

Recommendations made by the MLRO in the report should then be considered by the
firm’s senior management. It is the role of the senior management to assess whether
internal reports are being made when required and to consider whether figures revealed
in the report could, in fact, conceal inadequate reporting. Having considered the report,
senior management will then need to take any necessary action to remedy any deficien-
cies identified by the report.

Annual reports made by the MLRO may cover all, or any, of the following information:

Nominated Officer (or MLRO)

The name of the nominated officer should be stated, together with a summary report
on their activities.

Director/Senior Management

The report should outline the demarcation of responsibilities between the MLRO and
senior management of the firm, providing additional clarity as to the protection pro-
vided to the MLRO by relevant legislation.

MLRO Functions

The responsibilities of the MLRO should be confirmed as well as highlighting any areas
where the MLRO considers that they are restricted from carrying out their function.
The report may also consider whether the MLRO has sufficient resources and access
to information.

Staff Training

The report should include information concerning the training of staff, including who
has been trained, methods of training and any difficulties faced in achieving a satisfac-
tory level of training. Any recommendations or improvements to training should also
be considered.
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Information to Senior Management

A description of the reporting procedure to senior managers who receive reports should
be included. The extent to which customer or counterparty names should be included in
such reporting should also be considered, since additional disclosure could potentially
increase the risk of tipping off.

Documentation of Policies and Risk Assessments

The report should describe arrangements for documentation of policies and risk
assessments. The report may specifically describe how the firm uses local regulatory
and statutory guidance. The report will typically identify deficiencies in current poli-
cies and reporting procedures, as well as outlining the seriousness of the issue and any
recommendations for change. This part of the report may also comment on any new reg-
ulatory or legislative changes which will impact on the firm’s risk-management processes.

New Products

As new products are introduced, it will be important for the MLRO to consider to what
extent they may potentially be used by people engaged in money laundering and terrorist
financing, such that appropriate policies and procedures can be adopted prior to the prod-
uct launch. In the report, the MLRO will refer to the new products that either have been
or are planned to be launched, consider the susceptibility to money laundering and terror-
ist financing and document the actions proposed or taken to mitigate such susceptibility.

Financial Exclusions

Many jurisdictions have specific rules requiring financial institutions to avoid excluding
any specific customer grouping from the business conducted by the firm. Such rules can
potentially run contrarian to the objectives of the MLRO. Accordingly, in the annual
report the MLRO should describe the arrangements for dealing with customers who are
financially excluded and their impact on the money-laundering and terrorist-financing
regime adopted.

Arrangements for Monitoring Effectiveness of Systems and Controls

Normally, the report will set out how the MLRO is achieving all of their objectives,
including the maintenance of effective systems and controls. In this respect, the contents
of the report typically refer to the following in summary:

e The nature of the systems and controls operated by the business;

e Recommendations for the firm’s systems and controls to ensure that they cover areas of:

— the system for producing information provided to relevant agencies and to senior
management;

— the adequacy of relevant risk-management policies and risk profiles;

— the processes adopted in respect of new products, the taking on of new customers
and changes in business profile;

e Conclusions regarding the nature of employee acceptance and recruitment processes
and procedures.
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Summary of Business Areas

In their report, the MLRO will generally outline the business operations and activities
of the firm, highlighting how susceptible these are to use by criminal elements and the
implications these then have on the money-laundering and terrorist-financing controls
that are applied.

Customers and Customer Due Diligence Processes

Clearly, the adequacy of customer due diligence remains at the heart of the work that the
MLRO requires the business to undertake, and accordingly this is generally also included
in their annual report. Key elements of such a report will generally include the following:

e Details of the firm’s customer base, including information on size, area of business,
country of origin, percentage increases/decreases and anything unusual;

¢ Information on the firm’s politically exposed person (PEP) policies and procedures;

e The firm’s arrangement for sanctions compliance, including information on proce-
dures, checks, who is verified and the type of transactions that are checked;

e Details of arrangements where identification and due diligence are not carried out
directly by the firm;

e The procedures which are used for identification verification, including any excep-
tions which may exist;

¢ Details as to how high-risk customers are dealt with;

¢ Information on how Know Your Customer (KYC) information is collected, together
with information, if relevant, concerning the implementation and modelling of the
risk-based approach;

e The firm’s arrangements for monitoring transactions;

e Information summarising the firm’s product range and the risk that this poses to the
firm in terms of its susceptibility to being used by criminal elements;

e Normally there is also a discussion of the geographical areas of operation of the
business and any additional risks that these pose.

Overall Assessment of Systems and Controls

While customer due diligence is a fundamental part of the deterrence policies, ongoing
controls, policies and procedures are also of significant importance. It is incumbent
upon the MLRO to ensure that senior management and the regulators have a full and
comprehensive understanding of the nature of the control environment employed by
the firm, together with the conclusions as to the adequacy of such procedures. Accord-
ingly, the report normally will address the following issues:

e The nature of the systems and controls in place and whether they are comprehensive
and proportionate;

e Whether such systems and controls have been regularly reviewed, by whom and the
conclusions that have arisen;



Section 12 — The Role of the MLRO 167

e Whether there have been any control failures. Any such failures will generally be
identified, as well as any rule breaches and remedial action taken.

Record-keeping

MLRO and firm record-keeping requirements do vary between jurisdictions, with many
regulators undertaking reviews into both the adequacy of such records and their com-
pliance with the relevant rules and regulations. Accordingly, in their report the MLRO
will typically wish to refer to the following matters:

e The format and location of where records are kept, together with any changes that
have been made to the way the information is recorded or stored;

e Whether there have been any failures in controlling the record-keeping procedures,
as well as any recommendations for change.

Suspicious Transaction Reporting

This is also a fundamental part of the role of the MLROj; accordingly, reference to this
will generally also be made in the annual report, without highlighting specific details of
individual cases identified and whether they were, or were not, reported. Matters that
will generally be referred to in the report will include:

* An outline of the methods used to identify suspicious transactions and any limita-
tions to this process;
® Any improvements, enhancements or proposed systems changes which the MLRO

feels are necessary.

Internal Reporting
e A summary of the number of internal reports made by each business area;

® The number of internal reports which were not forwarded to the relevant money-
laundering authority. The report will also generally highlight whether this number
has increased or decreased from previous years;

® Any circumstances which may have led to changes in reporting, and identification
of possible trends;

* Any quality checks on reporting that are made by the MLRO.

External Reporting

A separate section of the annual report normally provides the senior management and
regulators with information regarding reporting actually made by the MLRO. The con-
tents of this section will typically include the following matters:

e Whether there were any cases of money laundering where a report was not made;

* A breakdown of the number of reports which were passed to money-laundering
authorities per business area;

® Any changes/trends in reporting;
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e Any feedback from the relevant money-laundering authority on reporting, whether
individually or by sector;

e A review of the nature of actions taken concerning non-cooperative jurisdictions,
including any measures implemented within the firm.

Recommendations for Action

This section should detail recommendations made by the MLRO to senior manage-
ment. This should be described in order of priority areas of remedial and preventative
action, as well as an expected timeframe for action. The MLRO should also comment
on the adequacy of resources, as well as any recommendations for change.



1 3 KNOW YOUR CUSTOMER

13.1 WHAT IS KNOW YOUR CUSTOMER?

The basic and most essential feature of all anti-money-laundering legislation and
regulations all over the world is the need for appropriate and adequate customer due
diligence to be conducted, both when the relationship is entered into and subsequently
during the lifetime of the relationship. Such due diligence is to enable the bank to really
understand the customer and the risks they pose both to the firm and to society at large,
not only in terms of the risk of money laundering or terrorist financing, but also in
terms of their profitability to the firm.

The level and depth of the analysis that a firm will be required to conduct will need to
be commensurate with the risks that the relationship poses. Clearly, it will not normally
be sufficient for the firm just to accept information which is provided to them by cus-
tomers at face value; however, as we shall see, often the local jurisdictional requirements
translating FATF Recommendations into local rules may purely require recording rather
than investigating or confirming information. We would always recommend that some
level of investigation should generally be undertaken to establish that documents and
information provided are indeed valid and that they may be used to confirm and sup-
port customer information and identification. Failure to do so could result in obviously
fraudulent documents being accepted in error, with potentially serious consequences.

If a firm is purely relying on documents being provided to it by a single party, then that
party may, of course, be conducting illegal activity — and criminals tend to have perfect
documents. They know the rules just as much as the firm and its MLRO does, and con-
sequently will take advantage of any perceived weakness in the processes and controls
applied to enable them to launder or fund as they require.

Regulations that are implemented within individual jurisdictions are likely to spec-
ify individual due diligence requirements