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To Congressman Ron Paul, the only federal elected official
who will stand up for America on the congressional floor.
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WHY YOU NEED TO READ THIS BOOK

“There is little value in insuring the survival

of our nation if our traditions do not survive
with it. And there is very grave danger that an
announced need for increased security

will be seized upon by those anxious to expand
its meaning to the very limits of official
censorship and concealment.”

—JOHN F. KENNEDY

This book is titted 63 Documents the Government Doesnt Want You to Read, lest we forget that 1963 was the year that claimed the life of our
35t president. The conspiracy that killed JFK, and the cover-up that followed, is the forerunner for a lot of what you're going to read about in
these pages. In fact, the idea behind this book came out of writing my last one, American Conspiracies. There | presented a close look at
whether or not our historical record reflects what really went on, based on facts that most of the media have chosen to ignore—from the
Kennedy assassination through the tragedy of September 1 1 and the debacle on Wall Street. In poring through numerous documents, many of
them available through the Freedom of Information Act (FOIA), I came to realize the importance of the public’s right to know. And | decided to
see what new picture might be revealed if you laid out certain documents that the powers that be would just as soon stay buried.

Everything in this book is in the public domain and, for the most part, downloadable from the Internet. 'm not breaking any laws by putting
these documents in book form, although some of them were classified “secret” until WikiLeaks published them. I'll get to my view on WikiLeaks
ina moment, but let me begin by saying how concerned | am that we’re moving rapidly in the direction President Kennedy tried to warn us
about.

According to a recent article in the Washington Post, there are now 854,000 American citizens with top secret clearances. The number of
new secrets rose 75 percent between 1996 and 2009, and the number of documents using those secrets went from 5.6 millionin 1996 to 54.6
million last year. There are an astounding 16 million documents being classified top secret by our government every year! Today, pretty much
everything the government does is presumed secret. Isn’t it time we asked ourselves whether this is really necessary for the conduct of foreign
affairs or the internal operation of governments? Doesn’t secrecy actually protect the favored classes and allow them to continue to help
themselves at the expense of the rest of us? Isn’t this a cancer growing on democracy?

After Barack Obama won the 2008 presidential election, | was heartened to see him issue an Open Government Initiative on his first full day
in office. “I firmly believe what Justice Louis Brandeis once said, that sunlight is the best disinfectant,” Obama said, “and | know that restoring
transparency is not only the surest way to achieve results, but also to earn back the trust in government without which we cannot deliver changes
the American people sent us here to make.” After eight years of Bush and Cheney’s secretive and deceitful ways, that sounded like a welcome
relief. Obama ordered all federal agencies to “adopt a presumption in favor” of FOIA requests and so laid the groundwork to eventually release
reams of previously withheld government information on the Internet.

Well, so far it hasn’t turned out the way Obama set forth. An audit released in March 2010 by the nonprofit National Security Archive found
that less than one-third of ninety federal agencies that process FOIA requests had changed their practices in any significant way. A few
departments—Agriculture, Justice, Office of Management and Budget, and the Small Business Administration—got high marks for progress.
But the State Department, Treasury, Transportation, and NASA had fulfilled fewer requests and denied more in the same time period. “Most
agencies had yet to walk the walk,” said the Archive’s director Tom Blanton.

Things went downhill from there. In June 2010, the New York Times carried a page-one story detailing how Obama’s administration was
even more aggressive than Bush'’s in looking to punish people who leaked information to the media. In the course of his first seventeen months
as president, Obama had already surpassed every previous president in going after prosecutions of leakers. Thomas A. Drake, a National
Security Agency employee who'd gone to the Baltimore Sun as a last resort because he knew that government eavesdroppers were
squandering hundreds of millions of taxpayer dollars on failed programs, is today facing years in prison on ten felony charges including
mishandling of classified information. An FBI translator received a twenty-month sentence for turning over some classified documents to a
blogger. A former CIA officer, Jeffrey Sterling, has been indicted for unauthorized disclosure of national defense information. And the Pentagon
arrested Bradley Manning, the twenty-two-year-old Army intelligence analyst, who for openers had passed along to WikiLeaks the shocking
video footage of a U.S. military chopper gunning down Baghdad civilians.

In September 2010, the Obama Justice Department cited the so-called “state secrets doctrine” in successfully getting a federal judge to
throw out a lawsuit on “extraordinary rendition” (a phrase that really means we send suspected terrorists to other countries to get held and
tortured). In fact, Attorney General Eric Holder was hell-bent on upholding the Bush administration’s claims in two major cases involving illegal
detention and torture.

Also in September, the Pentagon spent $47,300 of taxpayer dollars to buy up and destroy all 10,000 copies of the first printing of Operation
Dark Heart, a memoir about Afghanistan by ex-Defense Intelligence Agency (DIA) officer Anthony A. Shaffer. We first interviewed Lt. Colonel
Shaffer for American Conspiracies because his outfit (Able Danger) had identified Mohammed Atta as a terrorist threat long before he



became the supposed lead hijacker on 9/11.

With Operation Dark Heart, publishing executives and intelligence outfits couldn’t remember another instance where a government agency
set out to get rid of a book that was already printed. Some months earlier, the Army reviewers who’d asked for and received some changes
and redactions said they had “no objection on legal or operational security grounds” to the final version. But when the DIA saw the manuscript
and showed it around to some other spy operations, they came up with 200-plus passages that might cause “serious damage to national
security.” By that time, several dozen copies of the book had already gone out to reviewers and online booksellers. (Those went on sale on
eBay for between $1,995 and $4,995.)

So Operation Dark Heart was hastily reprinted with a number of paragraphs blanked out and, guess what, it became a best seller. Here are
a few of the things that got canned, which the New York Times first pointed out. Everybody’s known for years that the nickname for the NSA
headquarters at Fort Meade is “the Fort.” Censor that one! Another big secret—the CIA training facility is located at Camp Peary, Virginia. You
can find that on Wikipedia but not anymore in this book! And did you know that SIGINT stands for “Signals Intelligence?” You don’t see that
anymore in Operation Dark Heart. (I can’t wait for the censors to pull my book from the shelves for revealing all this.) Oh, and they removed a

blurb from a former DIA director who called Shaffer's “one terrific book.” Shaffer has now gone to court looking to have the book’s complete text
restored when the paperback comes out.

To Obama’s credit, early in November 2010 he issued an Executive Order establishing a program to manage unclassified information that
rescinded a Bush-era order designed to keep still more documents away from public scrutiny by putting new labels on them (“For Official Use
Only” and “Sensitive But Unclassified.”)

But soon thereafter came WikiLeaks’ first releases of a claimed trove of 251,287 secret State Department cables. This followed the group’s
disclosures earlier last year of 390,136 classified documents about the Iraq War and 76,607 documents about Afghanistan. As everybody
knows, the politicians and the media commentators went ballistic over the cables being in the public domain—even though the New York
Times, among others, was running front-page stories every day about their contents.

Julian Assange, the founder of WikiLeaks, was for a moment our biggest bogeyman since Osama. Sarah Palin says he’s “an anti-American
operative with blood on his hands” who should be pursued “with the same urgency we pursue al Qaeda and Taliban leaders.” She stopped
short of saying he should be hunted down like the caribou she shoots in Alaska. Hillary Clinton calls what he’s done “an attack on the
international community.” (I've never known Palin and Clinton to be this cozy in the same bed, so to speak.) Mike Huckabee called for the
execution of whoever leaked the cables to WikiLeaks. Newt Gingrich referred to Assange as an “enemy combatant.” Joe Biden described him
as “closer to being a hi-tech terrorist” than a whistleblower, and some liberal democrats would like to see Assange sent to prison for life. He’s
also been labeled an old-fashioned anarchist, mastermind of a criminal enterprise and, at best, a control freak and a megalomaniac.

This smacks of worse than McCarthyism—we’re in a lynch-mob moment, folks. Didn’t Thomas Jefferson say that “information is the currency
of democracy” and that, if he had to choose between government and a free press, he’d take the latter? Ron Paul is one of the only folks to
have spoken up on Assange’s behalf. Paul made quite a statement on the floor of the House, when he asked his colleagues what had caused
more deaths—"“lying us into war or the release of the WikiLeaks papers?” He added, “What we need is more WikiLeaks.... In a free society,
we’re supposed to know the truth. In a society where truth becomes treason, then we’re in big trouble. And now, people who are revealing the
truth are getting into trouble for it.”

Paul’'s point is important. Nobody has died as a result of WikiLeaks’ disclosures, but maybe we’ve forgotten that the whole Iraq War was
based on fake evidence manufactured by the Bush-Cheney White House and the Brits, resulting in 4,430 American troops dead and about
32,000 wounded as of early December 2010. In Afghanistan, the toll is climbing fast—close to 1,500 Americans dead and almost 10,000
wounded. This doesn't take into account, of course, the hundreds of thousands of civilian casualties. Do you think it's possible, as one Internet
columnist has written, that Julian Assange is the scapegoat for arrogant American officials who’d rather point the finger at someone else than
admit the blood on their own hands?

Personally, I think Julian Assange is a hero. It's a classic case of going after the messenger. Our diplomats get caught writing derogatory
remarks and descriptions of foreign leaders, then turn around and accuse WikiLeaks of putting our country in danger. WikiLeaks is exposing
our government officials for the frauds that they are. They also show us how governments work together to lie to their citizens when they are
waging war.

Here are a few things we’ve learned from WikiLeaks’ document releases that we didn’t know before: The CIA has a secret army of 3,000 in
Afghanistan, where the U.S. Ambassador in Kabul says there’s no way to fix corruption because our ally is the one that’s corrupt (one Afghan
minister was caught carrying $52 million out of the country). In Iraq, there are another 15,000 civilian casualties that haven’'t been brought into
the light, and our troops were instructed not to look into torture tactics that our Iraqi allies were using. U.S. Special Operations forces are in
Pakistan without any public knowledge, and our Pakistani “allies” are the main protectors of the Taliban in Afghanistan!

I mean, let's face it: WikiLeaks exists because the mainstream media haven’t done their job. Instead of holding government accountable as
the “fourth branch” the founders intended, | guess the corporate media’s role today is to protect the government from embassassment.
Assange has pioneered “scientific journalism” (his term)—a news story is accompanied by the document it's based upon and the reader can
make up his own mind. WikiLeaks’ small team of reporters has unveiled more suppressed information than the rest of the world press
combined!

Assange is the publisher, not the one who revealed the “classified information.” That's apparently Private Bradley Manning, who somehow
found a security loophole and now is being held in solitary confinement at our Quantico, Virginia base facing up to fifty-two years in prison. Are
we surprised that the United Nations’ special investigator on torture is looking into whether Manning has been mistreated in custody? As for
Assange, how our government wants to try him under the Espionage Act of 1917 is beyond me. Come on, he’s an Australian citizen and his
Internet domain is in Switzerland. (By the way, he also received the Sam Adams Award for Integrity in 2010, and the Amnesty International



Media Award in 2009.)

And what about these cyberspace sabotage attacks against WikiLeaks that are being carried out across national borders by our
government? As far as | can determine, these are illegal under both U.S. law and international treaties. Meantime, it blows my mind that
students at Columbia and Boston University and probably other institutions of “higher learning” are being warned not to read any of these
documents if they want to get a government job in the future. The Office of Management and Budget sent out a memo that forbids unauthorized
federal employees and contractors from accessing WikiLeaks. The Library of Congress has blocked visitors to its computer system from doing
the same. The Air Force started blocking its personnel from using work computers to look at the websites of the New York Times and other
publications that had posted the cables. Instead, a page came up that said: “ACCESS DENIED. Internet Usage is Logged & Monitored.” Over
in Iraq, our troops who’d like to even read arficles about all this get a “redirect” notice on their government network telling them they’re on the
verge of breaking the law. And a lot of these same soldiers have security clearances that would have allowed them to see the cables before
they were leaked.

Given the close ties between the government and large corporations, | can’'t say I'm surprised that Amazon, PayPal, Mastercard, Visa, and
Bank of America took action to make sure that WikiLeaks could no longer receive any money through their channels. And | can’t say 'm upset
that a group of young “hacktavists” calling themselves Anonymous have taken retaliatory action against some of those same companies. They
call it Operation Payback. “Websites that are bowing down to government pressure have become targets,” a fellow named Coldblood posted.
“As an organization we have always taken a strong stance on censorship and freedom of expression on the internet and come out against
those who seek to destroy it by any means. We feel that WikiLeaks has become more than just about leaking of documents, it has become a
war ground, the people vs. the government.”

More than 500 “mirror sites” now possess all the cables, and Assange has said we ain’'t seen nothin’ yet if he meets an untimely demise. As |
write this a couple of weeks before the New Year in 2011, he’s living in a friend’s mansion in England and fighting extradition charges. 'm sure
a whole lot more will have developed by the time this book is published. | say let the chips fall where they may as WikiLeaks puts the truth out
there. If our State Department is asking diplomats to steal personal information from UN officials and human rights groups, in violation of
international laws, then shouldn’t the world know about it and demand corrective action? Maybe if they know they’re potentially going to be
exposed, the powers that hide behind a cloak of secrecy will think twice before they plot the next Big Lie.

I agree with Daniel Ellsberg, the former military analyst who leaked the Pentagon Papers during the Vietnam War. He faced charges, too,
back in 1971, but they were thrown out by a judge. He’s called Private Manning a “brother” who committed “a very admirable act’ if he’s the one
who provided the documents to WikiLeaks. “To call them terrorists is not only mistaken, it's absurd,” Ellsberg said.

The book you're about to read is undertaken in the same spirit. I've divided the book into five parts, starting out first to show links between
deeds our government perpetrated in the past and what's going on today. If you don’'t know your own history, you're doomed to repeat it. Part
One focuses on postwar deceptions, revealing some pretty scandalous behavior, including:

» The CIA’s secret assassination manual and experiments to control human behavior with hypnosis, drugs, and other methods.

» The military’'s Operation Northwoods, a chilling attempt by the Joint Chiefs of Staff to stage a terror attack on our own citizens and make
it look like Cuba was behind it—using a hijacked airliner, no less!

+ After President Kennedy was trying to get our troops out of Vietnam, the military faked the Gulf of Tonkin attacks in order to expand the
war.

» Our chemical and biological warfare capability back in 1969, leading you to wonder about the real origin of things like AIDS and lyme
disease.

Part Two delves into a series of government, military, and corporate secrets, opening with excerpts from two recent reports on how our
military and intelligence outfits put Nazi war criminals to work after World War Two. From there, you'll see some eye-opening documents,
including:

+ The CIA’s “Propaganda Notes” designed to shore up the Warren Commission’s lone-gunman conclusion.

» How Oliver North collaborated with Panama’s drug-running dictator Manuel Noriega.

» What America knew, and ignored, about the genocide happening in Rwanda in the mid-1990s.

» How we still turn a blind eye to Gulf War liness and our veterans.

+ The frightening background for our military to intervene in domestic affairs, set up “emergency relocation facilities” for our citizens, and
establish a Civilian Inmate Labor Program.

» How failed inspections and ignored science are impacting our food supply and our bees, while we push to promote Monsanto’s biotech
agenda.

» What our military really knows about the dangers of climate change.

» How companies like Koch Industries promote their political agendas at the expense of the rest of us.

Part Three I've called Shady White Houses, starting with “Tricky Dick” Nixon and his astounding plan to bring peace to Vietnam by
pretending to nuke the Soviet Union! You'll also learn about:

» How the Bush White House stole the presidential elections in 2000 and againin 2004.
+ The Obama State Department’s call for our own diplomats to spy on the United Nations.
» Whether “cybersecurity” could mean the end of the Internet as we know it.

Part Four focuses in on a subject I've explored a great deal in recent years, and that's whether we’ve been told the truth about the terrible
events of September 11, 2001.

A think tank called the Project for a New American Century anticipating “a new Pearl Harbor” to promote its agenda for “Rebuilding
America’s Defenses.”

+ Clear warnings the Bush administration ignored that something was coming.

» The “Stand Down” order that kept our military from responding on 9/11.

» Evidence that Building 7 was taken down by a controlled demolition.

» The role of insider stock trading in advance of 9/11.



And finally, Part Five examines the so-called “war on terror” and the terrible price we’re paying in terms of our liberties and the lives being
lost in Iraq and Afghanistan. You'll first read excerpts from a long memo by Bush'’s Justice Department that subverts the Constitution by
shredding a number of civil rights, followed by Bush'’s justification for America’s torture of “unlawful combatants.”

» The “Media Ground Rules” that keep the truth hidden at Guantanamo.

+ The torture techniques, and medical experiments, being conducted there and the paper trail on the CIA’s destruction of ninety-two
torture videos.

» Decapitation of a detainee in Iraq, by our own troops!

» How the CIA “spins” the war in Afghanistan, and the fact that drugs are fueling that country’s economy.

» A report by the Rand Corporation showing that military force has never worked in combating terrorism.

Following the 63 documents, you'll find an epilogue of Internet resources to use in your own pursuit of the truth about what's going on behind
the scenes.

Here’s what should concern us all: if you look back at the U.S. Patriot Act that Congress passed almost unanimously in the wake of 9/11, the
Bill of Rights was already in peril. Let me offer a brief outline of how things changed:

The First Amendment is about freedom of speech, freedom of the press, and the right to assemble. The Patriot Act says that the government
is free to monitor religious and political institutions without any suspicion of criminal activity. The government can also prosecute librarians or
the keepers of any other records (including journalists) related to a “terror investigation.”

The Fourth Amendment speaks to our right to be secure “against unreasonable searches and seizures.” The Patriot Act says the government
can search and seize Americans’ papers and effects without probable cause.

The Sixth Amendment entitles anyone accused of a crime to “a speedy and public trial, by an impartial jury.” The Patriot Act says the
government can jail Americans indefinitely without a trial.

The Sixth Amendment says an accused person has “compulsory process for obtaining witnesses in his favor, and to have the assistance of
counsel for his defense.” The Patriot Act says the government can monitor conversations between attorneys and clients in federal prisons and
even deny lawyers to Americans accused of crimes.

The Sixth Amendment also says an accused criminal must “be confronted with the witnesses against him.” The Patriot Act says Americans
can be jailed without even being charged, let alone face any witnesses.

What troubles me more than anything is how Congress can simply vote to supersede the Constitution. They're not allowed to do that, to vote
in new rules arbitrarily. Changing the Constitution requires you to go through many hoops. How can we allow this kind of unprecedented change



to happen? Now in response to WikiLeaks, Congress is considering a so-called Shield Bill, which would make it a crime for anybody to
“knowingly and willfully” disseminate classified information “in any manner prejudicial to the safety or interest of the United States.” That
includes not just the leaker, but anybody who publishes it! First Amendment, so long!

At the same time, it's recently been reported that our government is building up a huge domestic spying network to collect information on us
all, involving local police, state and military authorities feeding information into a database on people who’ve never been accused of
wrongdoing. Homeland Security has given billions of dollars in grants to state governments since 9/11, and there are now more than 4,000
organizations in the domestic apparatus. The FBI keeps the ultimate file, with profiles on tens of thousands of Americans reported to be “acting
suspiciously.” (F'm sure 'm one of them.) Also the technologies we’ve developed for the Iraq and Afghanistan wars are now being used by law
enforcement agencies at home—handheld fingerprint scanners, biometric data devices, unmanned aircraft monitoring our borders with Mexico
and Canada. And there are now 440,000 people on the goverment's secret terrorist watch list, with no recourse to petition to get yourself taken
off it or even find out if you're listed on it.

In other words, we the taxpayers are funding our own government to keep tabs on what we do! This is outrageous, but it's been a long time
coming. Our tax dollars have paid for mind control experiments and assassination attempts and fake attacks to draw us into war. Our tax
dollars have funded drug runners and “extraordinary rendition” of detainees. And they've not been used in places where they should be going—
like to help our veterans cope with Gulf War Syndrome and to keep the nation of Rwanda from mass genocide. What right does the government
have to abuse our money like that? This is diabolical!

I've put together this book because it's become crystal clear that our democracy has been undermined from within and it's been going on for
a long time. We the people have got to wake up and start demanding accountability! Let's never forget the words of Patrick Henry: “The
liberties of a people never were, nor ever will be, secure, when the transactions of their rulers may be concealed from them.”
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PART ONE
OUR SCANDALOUS POSTWAR HISTC






ASSASSINATIONS

The CIA’s Secret Assassination Manual

What follows are excerpts from a nineteen-page CIA document that was prepared as part of a coup against the Guatemalan government in
1954 and declassified in 1997. Maybe they should change the name to the CIA’s “secret-first degree murder manual.” How is that we are
allowed to kill other people if we’'re not in a declared war with them? Clearly this is a premeditated conspiracy involving more than one person.
My big question is, who makes the call on this? To arbitrarily go out in the world and kill someone without their being charged with a crime!

The thought of taking out another country’s leadership is so despicable, it makes me ashamed that 'm an American. But it later was revealed
that, during the Cold War, the CIA plotted against eight foreign leaders, and five of them died violent deaths. The CIA’s “Executive Action” arm
was involved for years in planning with the Mob and others to murder Fidel Castro.

Are we all to believe this is simply James Bond, where agents can arbitrarily knock off people and walk away? They actually had a manual
that promotes throwing people from high buildings, with “plausible denial’ ! One paragraph in particular gives me pause, when | think back to
what happened in Dallas on November 22, 1963. “Public figures or guarded officials may be killed with great reliability and some safety if a
firing point can be established prior to an official occasion,” the manual instructed.

Here is the original document.
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Here is a transcript of the most frightening excerpts:

CLASSIFICATIONS

The techniques employed will vary according to whether the subject is unaware of his danger, aware but unguarded, or guarded. They will also
be affected by whether or not the assassin is to be killed with the subject. Hereafter, assassinations in which the subject is unaware will be
termed “simple”; those where the subject is aware but unguarded will be termed “chase”; those where the victim is guarded will be termed
“guarded.”

If the assassin is to die with the subject, the act will be called “lost.” If the assassin is to escape, the adjective will be “safe.” It should be noted
that no compromises should exist here. The assassin must not fall alive into enemy hands.

A further type division is caused by the need to conceal the fact that the subject was actually the victim of assassination, rather than an accident
or natural causes. If such concealment is desirable the operation will be called “secret”; if concealment is immaterial, the act will be called
“open”; while if the assassination requires publicity to be effective it will be termed “terroristic.”

Following these definitions, the assassination of Julius Caesar was safe, simple, and terroristic, while that of Huey Long was lost, guarded and
open. Obviously, successful secret assassinations are not recorded as assassination at all. [//leg] of Thailand and Augustus Caesar may have
been the victims of safe, guarded and secret assassination. Chase assassinations usually involve clandestine agents or members of criminal
organizations.

THE ASSASSIN

In safe assassinations, the assassin needs the usual qualities of a clandestine agent. He should be determined, courageous, intelligent,
resourceful, and physically active. If special equipment is to be used, such as firearms or drugs, it is clear that he must have outstanding skill
with such equipment.

Except in terroristic assassinations, it is desirable that the assassin be transient in the area. He should have an absolute minimum of contact
with the rest of the organization and his instructions should be given orally by one person only. His safe evacuation after the act is absolutely
essential, but here again contact should be as limited as possible. It is preferable that the person issuing instructions also conduct any
withdrawal or covering action which may be necessary.

In lost assassination, the assassin must be a fanatic of some sort. Politics, religion, and revenge are about the only feasible motives. Since a
fanatic is unstable psychologically, he must be handled with extreme care. He must not know the identities of the other members of the
organization, for although it is intended that he die in the act, something may go wrong. While the assassin of Trotsky has never revealed any
significant information, it was unsound to depend on this when the act was planned.

PLANNING

When the decision to assassinate has been reached, the tactics of the operation must be planned, based upon an estimate of the situation
similar to that used in military operations. The preliminary estimate will reveal gaps in information and possibly indicate a need for special
equipment which must be procured or constructed. When all necessary data has been collected, an effective tactical plan can be prepared. All
planning must be mental; no papers should ever contain evidence of the operation.

In resistance situations, assassination may be used as a counter-reprisal. Since this requires advertising to be effective, the resistance
organization must be in a position to warn high officials publicly that their lives will be the price of reprisal action against innocent people. Such
a threat is of no value unless it can be carried out, so it may be necessary to plan the assassination of various responsible officers of the
oppressive regime and hold such plans in readiness to be used only if provoked by excessive brutality. Such plans must be modified frequently
to meet changes in the tactical situation.



TECHNIQUES

The essential point of assassination is the death of the subject. A human being may be killed in many ways but sureness is often overlooked by
those who may be emotionally unstrung by the seriousness of this act they intend to commit. The specific technique employed will depend upon
a large number of variables, but should be constant in one point: Death must be absolutely certain. The attempt on Hitler's life failed because
the conspiracy did not give this matter proper attention.

Techniques may be considered as follows:

1. Manual.

It is possible to kill a man with the bare hands, but very few are skillful enough to do it well. Even a highly trained Judo expert will hesitate to risk
killing by hand unless he has absolutely no alternative.

However, the simplest local tools are often much the most efficient means of assassination. A hammer, axe, wrench, screwdriver, fire poker,
kitchen knife, lamp stand, or anything hard, heavy and handy will suffice. A length of rope or wire or a belt will do if the assassin is strong and
agile. All such improvised weapons have the important advantage of availability and apparent innocence. The obviously lethal machine gun
failed to kill Trotsky where an item of sporting goods succeeded.

In all safe cases where the assassin may be subject to search, either before or after the act, specialized weapons should not be used. Evenin
the lost case, the assassin may accidentally be searched before the act and should not carry an incriminating device if any sort of lethal
weapon can be improvised at or near the site. If the assassin normally carries weapons because of the nature of his job, it may still be
desirable to improvise and implement at the scene to avoid disclosure of his identity.

2. Accidents.

For secret assassination, either simple or chase, the contrived accident is the most effective technique. When successfully executed, it causes
little excitement and is only casually investigated.

The most efficient accident, in simple assassination, is a fall of 75 feet or more onto a hard surface. Elevator shafts, stair wells, unscreened
windows and bridges will serve. Bridge falls into water are not reliable. In simple cases a private meeting with the subject may be arranged at a
properly cased location. The act may be executed by sudden, vigorous [excised)] of the ankles, tipping the subject over the edge. If the assassin
immediately sets up an outcry, playing the “horrified witness”, no alibi or surreptitious withdrawal is necessary. In chase cases it will usually be
necessary to stun or drug the subject before dropping him. Care is required to ensure that no wound or condition not attributable to the fall is
discernible after death.

Falls into the sea or swiftly flowing rivers may suffice if the subject cannot swim. It will be more reliable if the assassin can arrange to attempt
rescue, as he can thus be sure of the subject’'s death and at the same time establish a workable alibi.

If the subject’s personal habits make it feasible, alcohol may be used [2 words excised] to prepare him for a contrived accident of any kind.
Falls before trains or subway cars are usually effective, but require exact timing and can seldom be free from unexpected observation.

Automobile accidents are a less satisfactory means of assassination. If the subject is deliberately run down, very exact timing is necessary and
investigation is likely to be thorough. If the subject’s car is tampered with, reliability is very low. The subject may be stunned or drugged and then
placed in the car, but this is only reliable when the car can be run off a high cliff or into deep water without observation.

Arson can cause accidental death if the subject is drugged and left in a burning building. Reliability is not satisfactory unless the building is
isolated and highly combustible.

3. Drugs.

In all types of assassination except terroristic, drugs can be very effective. If the assassinis trained as a doctor or nurse and the subject is
under medical care, this is an easy and rare method. An overdose of morphine administered as a sedative will cause death without
disturbance and is difficult to detect. The size of the dose will depend upon whether the subject has been using narcotics regularly. If not, two
grains will suffice.

If the subject drinks heavily, morphine or a similar narcotic can be injected at the passing out stage, and the cause of death will often be held to
be acute alcoholism.

Specific poisons, such as arsenic or strychine, are effective but their possession or procurement is incriminating, and accurate dosage is
problematical. Poison was used unsuccessfully in the assassination of Rasputin and Kolohan, though the latter case is more accurately
described as a murder.

4. Edge Weapons.

Any locally obtained edge device may be successfully employed. A certain minimum of anatomical knowledge is needed for reliability.

Puncture wounds of the body cavity may not be reliable unless the heart is reached. The heart is protected by the rib cage and is not always
easy to locate.



Abdominal wounds were once nearly always mortal, but modern medical treatment has made this no longer true.

Absolute reliability is obtained by severing the spinal cord in the cervical region. This can be done with the point of a knife or a light blow of an
axe or hatchet.

Another reliable method is the severing of both jugular and carotid blood vessels on both sides of the windpipe.






EXECUTIVE ACTION

U.S. Assassination Plots against Foreign Leaders

The pages that follow are an excerpt from the Church Committee’s 1977 congressional report on “Alleged Assassination Plots Involving
Foreign Leaders.” You'll see that they'd refined the title into “Executive Action,” except the project code name is ZR/RIFLE. The full report is

online at www.maryferrell.org.

The key CIA players here are Richard Bissell, William Harvey, and Richard Helms. They were all heavily involved in Cuban affairs and the
targeting of Fidel Castro. (Bundy is apparently McGeorge Bundy, who was Kennedy's national security adviser.) The CIA guys tried to make it
look like they had approval of the White House all through the Kennedy years (1960—-63), but in fact the Kennedys put a stop to any such talk

and the CIA kept right on going in secret. Harvey eventually got canned. Some researchers think he then turned the tables on JFK and helped
organize an “Executive Action” to get rid of the president.

C. INSTITUTIONALIZING ASSASSINATION: THE
“EXECUTIVE ACTION” CAPABILITY

In addition to investigating actual assassination plots, the Com-
mittee has examined a project known as Executive Action which
included, as one element, the development of a general, standby
assassination _capability. As with the plots, this examination focused
on two broad questions: What happened? What was the extent and
nature of authorization for the project ?

1. INTRODUCTION

Sometime in early 1961, Bissell instructed Harvey, who was then
Chief of a CIA Foreign Intelhgence staff, to cstablish an “executive
action capability,” which would include research into a capability
to assassinate foreign leaders.! (Bissell, 6/9/75, p. 51; Harvey, 6/25/75,
pp. 36-37) At some point in early 1961 Bissell (Ylscusqed the Executive
Action capability with Bundy. The timing of that conversation and
whether “the White House” urged that a capablhty be created were
matters on which the evidence varied widely, as is discussed in section
(2) below.

Bissell, Harvey and Helms all agreed that the “generalized” capa-
bility was never used. (Bissell 6/9/75. p. 87; Harvey 6/25/75; p. 45;
Helms 6/13/75, p. 52)

1 During the lnt? spring or early summer of 1860, Richard Bissell had requested hh!
Science Advisor, Mr. Joseph Scheider, to review the generul “capability of the clai
destine service in the' field of incapacitation and elimination.” Sehelder testifiod that
assassination was one of t4ne2 “capabilities” he was asked by Bissell to research.

“substances that might be available in CIA laboratories” and because Bissell would
have considered it part of my job as his technical alde” (id.,

Also prior to this time, there had been an internal CIA committee which passed on
Droposals, lnvolying the operational use of drugs, chemicals and biologleal agents. The
purpose of this Committee s suggested by the following tnciden

bruary 1960, CIA’s Near East Division sought %o ‘endorsement of what the
Diviston Chief called the “Health Alteration Committee” for its proposal for a “special
operation” to “Incapacitate” an Iragi Colonel believed to be ‘“promoting Soviet bloc
political fnterests in Iraq” The Division sougnt the Committee's advice on a technique,
ile not likely to result in total disablement would be cortaln to prevent the

tnn.%t trom pursuing by usual activities for  minimum of three montns,”

o, ot congclonaly sedk subjects Dermanent remoyal from fhe scene. we also
DC/C‘t ghiset should this complication develop.” (Memo, Acting Chlef N.E. Division to
Aprll e . to the DDP that a ‘“disabling

pe gnfertaken, ‘moting that Chlet of Operations advised that It would e

lg enlrlble Bissell's de] gu , Tracy Barnes, approved on behalf of Blssell. (Memo,
Derty Chet CI to DDP. 4/1/62)

e approved operation was to mail

{ncapacitating agent to the colonel from an Amian country. Sehelder testified. that, while

e did not now recall the name of the recipient, he did ramemher mailing from the A hm
country. dul ﬂng hc- period In questlon a handkerchief trelteli with o
material for 1|)0! of harassing that person who recefved it.” (@cheider Amdnvlt
16750/ 5 - Scheider. 0/9/75. pp. 52 % 10/15/75, Db, 55-56.)

During 'the_course 15 Committee's Investigation; the CIA stated that the bhund-
ktrchlef ‘was “in fact never receiveﬂ (11, indeed, sent).” It added lhat the colonel

o

to do with) not very !on%lafter our handkerchief proposal was considered.” (Memo,
Chiet of Operations, N.E. Division to Assistant to the SA/DDO. 9/26/75.)

“Executive Action” was a CTA euphemism, defined as a project for
research into dev elopmg means for overthrowing forelg'n political
leaders, including a “capability to perform assassinations.” (Harvey,
6/2.)/40 p. 34) Bissell indicated that Executive Action covered a

“wide spectrum of actions” to “eliminate the effectiveness” of foreign
leaders, with assassination as the “most extreme” action in the spec-
trum. (Bissell, 7/22/75, p. 32) The Inspector General’s Report de-
seribed executive action as a “general standby capability” to carry out
assassination when required. (I.G. Report, p. 37) The project was
given the code name ZR/RIFLE by the CTA

A single agent (“asset”) was given the cryptonym QJ/WIN, and
placed under Harvey’s supervision for the ZR/RIFLE pr()]ect He
was never used in connection with any actual assassination efforts.
Helms described QJ/WIN’s “capability” :

If you needed somebody to carry out murder, i guess you had a man who
might be prepared to carry it out. (Helms, 6/13/75, p. 50)

Harvey used QJ/WIN, to spot “individuals with criminal and
underworld connections in Europe for possible multi-purpose use.’
(Harvey, 6/25/75, p. 50) For example, QJ/WIN reported that a
potential asset in the Middle East was “the leader of a gambling
syndicate” with “an available pool of assassins.” (CIA file, ZR/
RIFLE/Personality Sketches) However, Harvey testified that:

During the entire existence of the entire ZR/RIFLE project * * * no agent
was recruited for the purpose of assassination, and no even tentative targeting
or target list was ever drawn. (Harvey, 6/25/75, p. 45)

In general, project ZR/RIFLE involved assessing the problems
and requirements of assassination and developing a stand-by assas-
sination capability ; more specifically, it involved “spotting” potential
acents and “researching” assassination techniques that might be used.
(Bissell, 7/17/75, p. 11 and 6/9/75, p. 13; Harvey, 6/25/75, pp. 37-A,
45) Bissell characterized ZR/RIFLE as “internal and purely pre-
paratory.” (Bissell, 7/22/75, p. 32) The 1967 Inspector General’s Re-
port found “no indication in the file that the Executive Action
capability of ZR/RIFLE-QJ,WIN was ever used,” but said that
“after Harvey took over the Castro operation, he ran it as one
aspect of ZR/RIFLE.” (1.G. Report, pp. 40-41)






SECRET EXPERIMENTS

U.S. Public Health Service Exposed Guatemalan Prostitutes, Prisoners, Soldiers to Sexually Transmitted Disease

This one boggles my mind. We knew about the horrifying Tuskegee Syphilis Experiment when the U.S. Public Health Service (USPHS)
“observed” and experimented on 399 poor African-American men in the late stages of syphilis—basically watching them die over a forty-year
period starting in 1932. This came to lightin 1972.

Yet another study has been uncovered. In 2010, a researcher named Susan Reverby of Wellesley College discovered that the USPHS was
also busy in Guatemala from 1946-1948, infecting nearly 1,000 Guatemalan citizens with venereal diseases. Why? To test antibiotics. Don’t
believe me—here are excerpts from Findings from a CDC Report on the 1946-1948 U.S. Public Health Service Sexually Transmitted
Disease (STD) Inoculation Study. If you want to view it yourself, go to www.hhs.gov/1946incoulationstudy/findings.html.
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MIND CONTROL
The CIA’s Project ARTICHOKE and MKULTRA

At the same time the Guatemalan experiments were taking place, the just-formed Central Intelligence Agency (CIA) was borrowing another
page from 1930s Germany. I'd like to say that's where these next documents originated, but no, this is our own government using people as
guinea pigs. Their behavior-control programs were known as Project ARTICHOKE and MKULTRA.

Why the perpetrators were not brought to trial and justice is beyond me. If anyone in the private sector did something like this, they would go
to jail and throw away the key. But | guess governments are immune from the same standards. Laws that apply to the general populace don’t
apply to them. Lest we forget, isn’t the government made up of people too?

Nothing was publicly known about these grisly experiments until the mid-1970s, and guess who in the Ford administration was involved in
helping keep the lid on the worst of what went on? None other than Donald Rumsfeld and his deputy, Dick Cheney. It seems the torture of
detainees at Guantanamo—which we’ll examine later in this book—has deep roots in our secret history.

The three documents that follow are an excerpt from a 1975 CIA memo on some of what ARTICHOKE involved, a 1951 ARTICHOKE report
on Sensony Integration (SI) and Hypnosis (H) on two unwitting girls, and a 1963 CIA “Report of Inspection of MKULTRA.”

&3 - .
- : ‘31 smivers (E?%ii}

MEMORANDUM FOR THE RECORD
SUBJECT: Project ARTICHOXE

ARTICHOXE is the Agency cryptonym for the study
and/or use of 'Spcc).al' interrogation methods and echnxques
These “special’ interrogation methods have been known to
include the use of drugs and chemicals, hyprosis, and
Weotal isolation," a form of psychological harassment.

A review of available file information obtained frgm
Office of Security resources faziled to reflect & comprehensive
or complete picture of the ARTICHOKE program as participated
in by the Office of Security. .Fragmentary information
contazined in a variety of files previously maintzined by the
Security Rescarch Staff (SRS) reflected several basic papers
which described, in general terms,.the program known as
ARTICHOKE, Information contained therein indicated that
prior to 1952, the Office of Security had studied the use
of drugs and ¢hemicals in "unconventional 1ntérrogatwn r
These studies were ev:.dem:ly coordinated with the Agency
unit which was then called 0SI. USI at that time iupaz‘er\tly
was the coordinating unit within CIA

One paper reflected that'an Office of Security team .
as early as 1943-50 experimented with drugs and hypnosis’ .
under a project called BLUEBIRD. This paper alse reflected
that by 1951 actual interrogations utilizing drugs were
conducted by a combined team of Office of Security and Of .icc
of Medical Services personnel, but fow detm.ls weTe available.

File information indicated.that in 1952, ovcrall respon-
sibility for Project ARTICHOKE passed from OSI to the Office
of Security. References to operational use of drugs as an |
aid to interrogation since that time were found in various
£iles, but few details concerning these experiments were v
rofledt HOKE,
cted

One of the few arcas vhere detailed information was
available was concerned with hypnotic experimentations. A
Jog ‘of hypnotic experiments conducted by Office of Security
personnel was reviewed, Thé log reflected that numerous .
(probably several hundred) experiments with hypnotism were
conducted in Agency buildings, appavently utilizing the staff
employee volunteers as subjects. In some instances, repre-
sentatives from Agency components other than the 0ffice of
Security.were present. The log reflected hypnotic experi-
mentations during 1951, 1952, and 1953. It could not be
determined from available file ifformation when the h)"pnoLic
experiments actually began or were caused to be cease
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To: Files . .
Subject: SI and H Experimentation (25 Septerber 1961)

On 25 September 1951 the wri
S H experimentation with mm
s subjects.

In view of the 1 exper; Tuesday, 10
September 1951 wi Ind! it was decided
to continue experiments along more or less related lines during
this session. However, prior to actually beginning the more com
plex lxperhenls, several simple post H were worked with both of

the girls participati is connection, it is. interesting
to note that whereas as_capable on ~ach test tried
of producing the desired™pddt H effectd as unable to do

30. MNo explanation d_for this, but it should he noted

for~ the record um.%m the writer did not. make con-

tinuous and sericus efforts to produce the desired effoct for these
© simple post H tests.

The first major experiment of the avening wagaast up as 0!
lows without previous explanation to cithelﬁor
child. Both subjects were placed in a very eap trance s a

while in this state, the following instructions were piven:

s (A) ”‘a ucted that when she awakened,
she was to procede room. She was told that while
. .there, she would receive a telephone call from an individual

whom she would know only as "Joe". This individual would en-
. €aRe her in A normal telephone conversation. Uluring this
. conversation, this individual w her a code word and

" upon mentioning the code uord,m-tould go into a deep

SI trance s ould bo "Ror n appéarance with her
yes open. as then told that upon the conclusion
{ tho telephone conversation, she would procede to the ladies
0om Whore she would meot a girl who was unknown to her. She
told that sho would strike up a conversation with this
and during the conversation she would mention the code
;word "New York" to this other girl who, in turn, would give
‘hor a rther instructions which were to be carried
-ou!. b, .She was told that after she carried out the
hn'.mcuom, oho was Lo return to the Operations Koom, sLt. on
’~\he ut- md ‘o i-edhuu 1nto a dnop sleep state. A

1] ln!u-ucud that upon awakening,
‘room where she would walt at the ~
Upen roceiving the call, a person
ber/in normal convorsation.’ Durin
on, thi Mivid:;.l :zuul nnum

( )
he 'vould procede . o]
dook for a telaphone c
!known as "Jia® vouldv'rqu

she would pass into an SI'trance state, but would not close her
eyes and remain porfectly normal and continue the telephone con-
versation. She was told that thereafter upon conclusion of the
telephone conversation, she would then carry out the following
instructions:

) Mbeing in a complete SI state at this
time, then told to open her eyes and was shown an electric

timing device. She was informed that this timing device

was an incendiary bomb and tructed how to attach
and set the device. Afte ad indicated that
she had learned how to set and attach device, she was

told to return to a sleep state and further instructed
that upon concluding the aforementioned conversation, she
. would take the timing device which was in a briefcase and
procede to the ladies room. In the ladies room, she would
A be met by a girl whom she had never seen who would identify

herself by the "New York". After identifying
her“u.Ws then to show this 1.ndxvi.dua1
how to atlach and set the timing device and fy i
structions would be given the individual b
that the timing device was to be carried in the briefcase
¢ om, placed in the nearest empty electric-
concealed in the bottom, left-hand drawer
lesk the device set for 82 seconds and
fBas further instructed to tell
this other girl that. as soon as the device had been
and turned on, she was to take the briefcase, leave'

' ?om, go to the operation: and o to the sofa
. nter a deep sleep stata.%u further
instructed that after completion of instructing the other

girl and the transferring to the other girl of the incen-
diary bomb, she was to return at once to the operations
room, sit on the sofa, and go into a deep sleep state.

- For a matter of record, immediately after the operation was be-

gun it was noted that a member of the charforce was cleaning the flpor
he ladies room and subsequently, both!

.'And*ﬁad to he placed at once again in a trance state and

* instructions changed from the ladies room to Room 3.

It should be noted that aven with the change of locale in the
transfer point, the experiment was carried off perfectly without any
difficulty or hesitation on the part of either of the girls. Each
rirl acted out her part perfectly, the device was planted and set
as directed and both girls returned to the operations room, sat on
the sofa and entered a deep sleep state. Throughout, their meove-
ments were easy and natural and the member of the charforce and the
guard were, to all intents and purposes, completely unaware of what

was_taking place although they could clearly observe the movements
o —: SR .

Before the girls were a 22 _gpov were given instructions




MEMORANDUM !‘OR. Diu:tor ol' Gentral lnl&l“..nc- £

“supigcT - . '~| Report ol’lnspeclion ot an.-m_».

.t tn cemection with out survey of Teehnlcu Surv!:u
. Dlvls(on. DD/P, it was desmed advisable to prepare, the report
) of the MKULTRA program in one copy only, in visw of

T wnususl senlm\dty.

Lt 2 TMI nport Is forwa ded herewith.

. 3. 'me MKULTRA Achvny is concorncd wlth m. ruench
. < " and D
o eri eapabu nf in fons to
H - control hurnan behavior, The end prpducu of such research
aré subject to very strict controls including a requirement
for the personal approval of the Deputy DlreclerlPlans lor any
opeutlonn use made of these And ptodu: s, .

Sy, 'l"hc cryptonym MKULTRA en:omplucl the m.n
p‘hu- and a second cryptonym MKDELTA denotes the DD/P .
aystem for control of the op of such |
~The provisions of the MKULTRA authority also cover <

| ) The administration and control of -
tMs latter activity were found to be generally satisfactory and
are discussed in gux!er detall in the main body of the repon
Lon TSD.

5. MKULTRA \vll authorized by the l'h'n Director o(
Central Intelligence, Mr. Allen W. Dulles, in1953. The TSD .
% Wwas assigned \}upombmty thuebl{o employ a portion of fts ..
. R&D bud;et. eventually set at 20%, Yor research in behavioral
“znaterials and! under parely intexnal and com-
. -partmented coftrols, ({urther détails are provided in paragraph 3
" of the attached report). Normal procedures for project approval,
-funding, and accounting were waived. However, special arrange- .
" ments for audit of expenditures have been evolved in subsequent s
*.years, it

[ ~ The scope of MKULT is ccmpuhenﬂv nd
L] 5 cope RA
. gdnges l:om the search for and procurement of botanical and

through prog 5
fd scientific laboratories, -to pi ive testing for effect
.on animals and human bcln;s. ‘.l'hn umn; on individuals
every
be;lns under Ty i N
) ore realistic opera:
and progrqnes grad;ﬂ:y to more an m b o;)um- pex

:l::;ilcu of a mimber of hlghl :pecialhed luﬂwrmol in mlny

fields of the natural science!

volved in mani uhttnn human
% 'l‘ha “’MGP“ i ple both wl:!hm and outside tha
1, There is
vices are active and
3 oi TSD to date

that
highly proﬂchnt in this field, The experience

bolh the h and the P of the -
1 i d oft Bls in results,
1s ar: and often . e

P
N.vnthehu, thera have bun major : h
and op | emplo LG i
. 1 lusi of the inspectl uomat
rlrlnnll contrals over this activity nuia
4 ded in the administration
g 1 strengthening; improvements are nee
e e research projects; and sone of the testing of substances
“under simulated operational condkiml was judged to l.nvolve
cessive xisk to the Agency: :

8. The p!
the structure md ope:

T 9 Aunchd lor the algmmu of the D-p.\ty P:re:tor :f
1 e repor!
ic:'l‘l::‘lliuputy ’Phns questing & : of action .

taken or on the




a. Scope of .the MKULTRA charter:
! (1) Over the ten-year life of the program many -

additional avenues to the control of humpn behavior

have been designated by the TSD sment as

riate to investigation under the MKULTRA. charter,

approp’
$neludi diatl hock, varlous fields of
- . . .
Ll psy psy ¥ R

3 - 3
2 Varlous prcjaeu do nnl sppnr to havt bun

luﬂi:untly seusmva ‘to warrant \nlver of normil Agcney b

in lieu of MKULTRA procaduru.

Ja view of these P ts there is
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A FAKE TERRORIST ATTACK

Operation Northwoods

At the end of April 2001, a little more than four months before 9/11, the startling fact that the American military had planned fake terrorist attacks

on our own citizenry first came to light. The book Body of Secrets , by James Bamford, called it the “most corrupt plan ever created by the U.S.
government.” This was Operation Northwoods, which was approved by all the Joint Chiefs of Staff in 1962 for action against Cuba.

Here was the background: at a White House meeting on February 26, 1962, when various covert action plans seemed to be going nowhere,
Robert Kennedy ordered a stop to all such anti-Castro efforts. General Lyman Lemnitzer, the holdover chairman of the Joint Chiefs from the
Eisenhower years, decided the only option was to trick the American public and world opinion into a justifiable war.

The document you're about to read was presented to President Kennedy's Secretary of Defense, Robert McNamara, that March. Three days
later, JFK told Lemnitzer that there was virtually no possibility of our using overt force to take Cuba. Within a few months, Lemnitzer had been
transferred to a different job.

So Operation Northwoods remained secret for thirty-five years. Now you can download a PDF from the National Security Archive website,
and it makes for pretty chilling reading. You could even think about it as establishing a precedent for the future. If something like this was on the
table in 1962, wouldn't it likewise have been in 20017 What Northwoods had on the drawing board, | believe 9/11 was.

It seems that all through history, wars and takeovers are started with false flag operations: the Reichstag fire, the Chinese supposedly
attacking Japan, the Gulf of Tonkin incident with Vietnam. The list goes on and on. History has a way of repeating itself, like that old cliché: if it
works once, let's try it again.

"" . THE JOINT CHIEFS OF STAFF
WASHINGTON 25, D.C.

UNCLASSIEED 22 e o
MEMORANDUH FOR THE SECRETARY OF DEFENSE '

’ Subjeet: Justification for US Mi. litary Intervention
in Cuba (78)

* 1. The Joint Chiefs of Staff have considered the attached
Memorandum for the Chief of Operations, Cuba Project, which
responds to d-pequest of that office for brief bul preclse
description of pretexts which would provide justification
for US military intervention in Cuba.

2. The Joint Chiefs of Staff recommend that the
proposed memorandum be forwarded as a preliminary submission
sultable for planning purposes. It 1ls assumed that there
will be similar submlsslons from other agencies and that
these inputs will be used as a basls for developing a
time-phased plan. Individual projects can then be
congidered on a case-by-case basls.

3. Further, it is assumed that a single agency will be
given the primary responsibility for developing military
and para-military aspects of the baslc plan. It is
recommended that this responsibility for both overt and
- covert military uperations be assigned the Joint Chiefs of
Staff.

For the Joint Chiefs of Staff:
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HMEMORANDUM FOR CHIEF OF OPERATTONS, CUBA PROJECT
Subject: Justification for US Military Tntervention
n Cuba (T8)

1. Reference is made to memovandum from Chief of Operations, i
COuba Project, for General Cralg, subject: "‘opembion MONGOOSE",
dabed 5 Merch 1962, which vequested brief bub precise
éeseription of pretexts whlch the Joint Chlefs of Staff
consider would provide justificabion for US military inter~
vention in Cuba.

2. Tre projects listed in the enclosure hereto ave forwarded
e a preliminary submission suiteble for plamning purposes.

It 18 assuned that thore will be similar submissions from

otiner agencies and Yhat these inpubs will be used as a basis

f£or developing a time-phased plan. The Individual projects

can then be considered on a case-by-case basis. s

3. This'plan, incorporating projests selected from the
abtached suggestions, or from other sources, should be
Geveloped o foous all efforts on a specific ultimate
cbjective wirich would provide adequabe jusbification for
US military 1ncervenmon.ﬂ Such a plan Jould enable a logical
build-up of incidents to be combined with other seemingly
wirelated events to camouflage the ulbimate objective and
oveate the necessary impression of Cuban rashness and
Arresponsibllity on a large scale, directed et other
ocountries as well as the Unlted States. The plan would also
properly integrate and tine phase the oowrses of action to
e pursved. The desived resulbant from the execution of
this plan would be to place the United States in the appavent
position of suffering defensible grievances from a rash and
irresponaible government of Cuba and to develop en inter-
national image of a Guban bareab to peace in the Wesbexn

Hemiaphere
Appendix to
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4, Mme 1z en important factor in resolutlon

problem. Therefore, the plan ghould be so time-phased thab
projeets would be operable within the next few months.

5. Inasmich as the ulbimate objective is overt military
intervention, it i1s recommended thathggigﬁg{ﬁfespongibility X

for
for both overt and cove:t m{libary operati?ns be assigned the

o :.

Joint Chiefs of staff.
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PRETEXTS TO JUSTIFY US MILTPARY INURRVEWTION T CUBA

(Note: The courses of actlon wikeh follow are a preliminary
submission suiteble only for planning purposes. They arve
arrenged nelbher chronologleally nor Lu asoending order.

Together with similar inpubs from other agencies, they are

intended to provide a polnt of departure for the development ¢
of a pingle, integrated, time-phased plan. Such a plan would
permit the evaluation of individuel profects within the context
of cumulative, correlabed actions designed to lead inexorably
o the objective of adequate justification for US milibery
intervention in Guba).

1. since 1t would seem desirable o use legltimate
provooation as the basis for US militery intervention in Cuba
a cover and deception plan, to inelude requlisite preliminary
actions such as has been developed in response to Task 33 ¢,

could be executed as an initial effort o provoke Cuben
1

plus actions to convinee the
Cubans of inminent invasion would be emphssized. Owr military
posture throughout oxeoution of the plan will allew s rapid
change from exerclse to intervertion if Cuban response Justifies.
2, A serdes of well coordimated inoidents will be planned
b0 take place in and arowsd Guanbanano‘6d glve gemuine
appearence of being done by hostile Cuban foroes.
2. Incidents to establish a credible abtack (not in
ehronologleal order): :
{1) start yumors (many). Use clandestine radio.
{2) Land friendly Gubans in uniform "over-the-fence"
o stage atback on base.
(3) Capture Cuban (frlendly) sabotewrs inside the
Dage,
{4) stert xlots near the base main gate (friemdly
Gubans).

Annext o Appendix
7 %0 Enclosure A
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(5) Blow wp ammunibion LAeLas ﬁ{’limimsc; start fires.

(6) Burn aircratt cn alr bage (sabobage).

(7) Lob mortar shells from outside of base into hese.
sSome'damage o installabions,

(8) Capture assault teams appreaching from the sea
or vieinity of Guantaramo City.

(9) Capturs militie group which storms the bese. d

(10) sebovage ship in barbor; large fires -- napthalene.
(11) Sink ship near harbor entrance. Conduct funerals

for mock-vietims (may be liew of (10)).

b, United Stabes would respond by executing offenslve
coperations to secure water and power supplies, destroying
areiliery and movter emplacements which threaten the base.

¢. Commence lavge scale United Stabtos military operations.

3. A "Iemember the Maine" incident oculd be arrangsd in

several forms:

2. We oould blow up a US ship in (uantaname Bay and B
lame Guba. )

b. We could blow up a drone (wmanned) vessel anywhere

in the Cuban waters. We could arrange to omuse such inoident

in the vieinlty of Havena or fantisgo as a spectacular result

of Ouban abtack from the air or sea, or both. The presence

of Cuban planes or ships merely invodfigasing the imbent of
the vesgel could be fairly compelling evidence that the ghip

was btalen under attack. The neavress to Havana or Sanblago

would add credibility espeoially to those people that might

have heard tho blast or have seen the fire. The US could

follow up with an alr/sca resoue opevation covered by US
fighters to "evaouate" remaining rembers of the non-existent
orew. Casualty lists in US newspapers would cause a helpful
wave of natlonal indignation.

%, We could dovelop & Gommnlst Guban bervor campaign in

tie Miami area, in other Floride citles and even in Washington.

Annex o Appendix
8 to Enclosure A
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haven in the United Sbetes. We could sink a boatload of Cubans
envoute bo Flordds (real or simulated). We could foster attempta
on 1ives of Oubsn refugeos in the Unlbed States even bo the

extent of wounding in instances to be widely publicized,

Exploding a few plasbio bombs in cerefilly chosen spoba, the
arpest of Ouben agents and the relezse of prepeved documents
substantlating Cuban involvement also wondd be helpful in
projecting the idea of an

5. & "Ouban-based, Gagbro-supported! £ilibuster could be

simalated against a nelghboring Caribbean nation (in the vein ¢
of the 14th of June invasion of the Dominican Republic), We
know that Castro 1s backing subversive efforts clandestinely
against Folti, Dominican Republic, Guatemals, and Wicerseua at
prosent and possible otaers, These efforbs oan be megnified and
addltional ones contrived for exposuwre, For example, sdvantage
can be taken of the sersibivity of bhe Dominlean Aln Foree to
intrustons within thelr nablonsl air space. "Guban B-26 or
C-46 type alvoraft could make cane-burning raids ab.night,
Soviat Bloe incendieries could bo found. This could be coupled
with "Cuban' messages to the Commnist underground in the
Dominicen Republic and "Ouban” shipments of arms which would

be fourd, or intercepted, on the beach.

6. Use of NIG type alvoralt by US pilots cowld provide
edditional provocasion, Harasament of eivil air, sttacks on
surface shipping end destruction of US milltary drene aiveralt
by MIG type planes would be useful as oomplementary setions.
fn F-85 propevly painted would convinoo air paseengers that bhey
saw a Cuban MIG, especlally if the pilot of the transport were
o avnounce such fact. The primary crawback to this suggestion
appears to be the security risk inherent in obtaining or modify-
ing en alveraft. Hovever, ressonable coples of the MIG couwld
e produced from US resources in aboub bhree months,

Annex o Appendix
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7. Hijacking attempbs against civil air wnd sunface craft i

should appear to conbtinue as harassing measures oondoned by the

of ouba. gomuine of Guben
olvil end military aiv and surface oraft showld be encoursged.

8. It 15 possible to create an incident which will demonstvate
convincingly that a Cuban alrorafb has abbacked ard shot down
a ohartered oivil airliner envoute from the United States to

Jamalcs, Guabemala, Panama or Venezuela, The would

be chosen only bo cause the Flight plan  route to cross Cuba.
“The pasoengors oould be a group of college students off on &
holiday or any grouping of persons with a comon interest bo
supbort chartering o non-seheduled P1ight.

&. An alreralt at Eglin AFB would be painted and
numbered as an exact duplicate for e oivil registered
alrcraft belonging to a OIA propriebary organization in the
Miani avea. A% = designabed time the dwplicate wowld be
substituted for the actual oivil aireraft and would be
loaded with the selected passengers, all boavded under
earefully prepared allases. fThe actual reglstered
alreraft would be converted to a drone.

b. Take off times of the Grone alvoraft and the actual
eivoraft will be doheduled 4o allow & Pendezvous south of

Florida. From the point the

airoraft will descend to minimum altitude and go directly
into an awxilisry fleld ef Eglin AFB where arrangements will
have been made to evacuate the passengevs and return the
sivoraft to 15¢ origlnal status, The dreve alroralb
meanwhile will continue to £1y the filed filght plan. When
over Cuba the drone will being travemitbing on the inber-
natlonal distress frequency a “MAY DAY message stating he

18 under atback by Cuban MIG siveraft. The transmlssion

will be interrupted by destruction of the aivevaft which will

be triggered by redio signal, Tals will allow ICAQ vadioc

Aunex to Appendlx
%o Enélosure A
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stations in the Western Hﬂf{gmm%en the US what
nas heppened to the airorart instead of the US trylng to
“pell" the incident. :

9. Tt 1s possible to create an incident which will make 1t
appear that Communist Guban MIGs have destroyed & USAF airoraft

over 1 1 waters in an attack,

g
B

. Approximately 4 or 5 F-10L aircraft will be dispatched

in trail from Homestead AFB, Floride, to the vieinity of Guba.
Their mission will be to reverse course and similate fakin
airoraft for an air defonse exevcise in southern Florida.
These alroraft wowld condust varlations of these flights at
frequent intervals. Crews would be briefed to remain at
least 12 miles off the Cuban coast; however, they wowld be
required to carry live ammmition in the event that hosbile
actions wers taken by the Cuban MIGs,

. On one such flight, & pre-briefed pilot would fly
tatl-end Charley at considerable interval between eiroraft,
VWhile near fhe Cuban Islend this pilot would broadcast that
he had been jumped by WIGs and was going down. Mo other
calls would be made. The pilot would then €1y directly
west at extremely low altitude and land at a secure base, an
Hglin awsillery, The alrorelt would be meb by the proper
people, quickly stered and given a mew tail number. The

Dilot who had performed the mission under ‘an alias, would
resume his proper identity and return to his normal place
of business. The pllot and alveraft would then have
dlpappeaved.

c. Ab precisely the same time that the aivoraft was
presumably shot dosm a swbmarine or small surface oreft
would disburse F-101 parts, parachute, ete., ab approximately
15 to 20 miles off the Cuban coast and depart, The pllots
weturning to Homestead would have a true story as fer ap
‘they knew. Search sivips and alreraft could be dlspatched
and parts of aireraft found,

Annex to Appendix
A
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THE VIETNAM SHAM

Kennedy’s Plans to Withdraw Troops from Vietham

I enlisted in the Navy on September 11, 1969, at the height of the Vietnam War. As part of the SEAL’s Underwater Demolition Team, | spent

time off the coast of Hanoi waiting with a Marine division for a Normandy-type invasion that never happened. Altogether | served seventeen
months overseas, never questioning how we ended up in Vietnam to begin with.

Today, | know different. It was a sham from the get-go, trumped up by the military industrial complex. If President Kennedy had lived, we'd
have started withdrawing troops by late 1963 and had all our servicemen out of there by the end of 1965. The idea that JFK was responsible for

having escalated the war is simply bogus. It's obvious his plans were to pull us out, but he’d said behind the scenes he had to wait until after the
next election to do it.

When the Joint Chiefs of Staff (JCS) official file from those years was declassified in 1997, it contained a memorandum concerning the
Secretary of Defense (SECDEF in the document) conference on May 6, 1963, held at CINCPAC headquarters in Camp Smith, Hawaii. Let's
start with key excerpts from that one, and a follow-up memo from late October (less than a month before JFK was assassinated) that clearly
show we were starting to get out of Vietnam and leave matters in the hands of the South Vietnamese, where they belonged. Unfortunately, this
is again a case of misleading the people for years, by keeping the true thoughts of John F. Kennedy out of the public realm.
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This msg in five parts:
PART I, US Medical Civic Action Team in RVN. SECDEF |
expressed concern that US Medical Civic Action person- |
nel are apparently involved more in treatment of Viet- i

namese population than traini indigenous medical

civic actions teams, Re ¢ you institute and report
on a program which ‘mu provide for training of RVN @

medical personnel to accomplish medical civic action

program.
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‘Fs‘.!l 2 assumption that the progress of the counterinsurgency

MESSAGE

CYHCPAC for the ye

$270 mlllion higher than za acceptodle program; (4) Us,

as we withdraw, should consider leaving behind for GVH
use where latter can absorb, materials such as C-123's,

helicopters, ACAW equipment, and troposcatter communica-

tion equipment.
b 1y, req you prepare a new plan for the

period FY 65-69 inclusive. The plan should include for
each of the years FY 65-69, the following info: (1)
persennel strength of each of the South Vietnamese forcesj]
(2) the weapons inventory of SVN forces shown as a 1ist-
ing of major items, cumulative thru 30 Jun 61 end as of
the end each 6 month period thereafter with indication
amount remaining to be delivered, copy of format desired

will be forwarded under separate cover; (3) the Defense
budget to be funded by RVN; (4) supplementary assistance
to be furnished by US; (5) MAP both in dollars and in

terms of 1 items of e per (2) above;
(6) US forces broken down by function. Further funding @
i guidance for FY 64 will be furnished 't'y 0SD ASAP., PART V
L of this message is also pertinent.

PART IV, \_iithdru'a’l US forces. #s a mabter of urgency- a
plan for the withdrawal of about 1,000 US troops before
the end of the year sould be developed based upon the
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" & move, Flaas chould ve

canpaign woule wWUrTEnT ou
dased upon withdranazl of US units (as opposed to in-
dividuals) by replacing them with selected and specially
| trained RVIAP units. v
4 PART V. Phase-out of US forces. SECDEF advised that
the phase-out program presented during 6 May conference
appeared too slow, In consonance with PART III request
you z;svelop & revised plan-to accomplish more rapid
phase-out of US forces. SECDEF expressed special

in the d el of plans which
would accelerate replacement of US by GVN units, such
as an accelerated training program for VNAF. GP -4.

DISTR: CJCS5-2, DJS-3, SJCS~3, J1-1, J3-5, Jk-2, J5-1, SACSA-1,
DIA/CIIC=3, NMCC-2, RRA-1, SAMAA-1, CNO, CSAF, CMC, DCSOP.
ACSFOR, DCSLOG, MED, TC, DCSPER
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THE JOINT CHIEFS OF STAFF
WASHINGTON 25, 0.€.

CM-985-63

1207 1953
MEMORANDUM FOR THE DIRECTOR, JOINT STAFF '{’
Subject: 1,000 U.5. Military Withdrawal from Vietnam

Reference:  DJSM-1788-83 dated 28 October 1963

1. Ia compliance with the request contained in paragraph 4 of
the Ch queried the S y of Defense on
30 Cctober concerning the latter's having provided altered guldance
to COMUSMACY regarding subject withdrawal,

2. The Secretary of Defense recalled baving given no additional
guidance on this subject daring his most recent trip to Vietnam.
The Secretary stated that in his opinion the JC5 should pursue that
plan for withdrawal which the Chiefs considar most advantagecus.

3, In diecussing this subject with tbe undersigned, the Chairman
took note of the fact that CINCPAC (i) concurs with COMUSMACY's
estimate that the Iatter's new plan will have less impact on operational

and (i) the revised mix (T0%/30%) be
approved.
Swes P S¥
St
SJes






10

FLAWED INTELLIGENCE
What Really Happened at the Gulf of Tonkin

The official line was that, in August 1964, the North Vietnamese twice attacked U.S. ships in the Gulf of Tonkin. That was the incident that led to
Congress passing the Tonkin Gulf Resolution and President Johnson’'s dramatic buildup of our forces. As it turns out, according to top secret
documents finally released by the National Security Agency (NSA) in 2005, the second attack never happened. Somebody involved in SIGINT
(Signals Intelligence) skewed the data to make it look that way.

Some 58,000 of my generation were killed in the Vietnam War, and no telling how many Vietnamese, probably over a million but who
knows? Again, all based upon fraudulence. How can our government have any credibility whatsoever when it's always caught in these major
lies?

An article in Naval History, a magazine published by the U.S. Naval Institute, first revealed the story in 1999 of Operation Plan 34A, a highly
classified program of covert attacks against North Vietnam, including the raids on two offshore islands that forced their one (and only)
retaliation against the USS Maddox.

As far back as 1972, the Senate Foreign Relations Committee was pushing the NSA to release what its files contained on the Gulf of Tonkin.
They stonewalled, even as late as 2004 when a FOIA request pushed for it. According to the New York Times, high-level officials at the NSA
were “fearful that [declassification] might prompt uncomfortable comparisons with the flawed intelligence used to justify the war in Irag.” Oh

really?

~TOP-SECRETHEOMNTH— Cryptologic Quarterly

(U) Skunks, Bogies, Silent Hounds, and the Flying Fish:
The Gulf of Tonkin Mystery, 2-4 August 1964

ROBERT J. HANYOK

—(G+/8H) The Gulf of Tonkin incidents of 2 to 4
August 1964 have come to loom over the subse-
quent American engagement in Indochina. The
incidents, principally the second one of 4 August,
led to the approval of the Gulf of Tonkin
Resolution by the U.S. Congress, which handed
President Johnson the carte blanche charter he
had wanted for future intervention in Southeast
Asia. From this point on, the American policy and
programs would dominate the course of the
Indochina War. At the height of the American
involvement, over a half million U.S. soldiers,
sailors, airmen, and marines would be stationed
there. The war would spread across the border
into Cambodia and escalate in Laos. Thailand
assumed a greater importance as a base for sup-
porting the military effort, especially for the air
war, but also for SIGINT purposes of intercept
and direction finding.

(U) At the time, the Gulf of Tonkin incidents
of August were not quite so controversial.
According to the Johnson administration, the
issue of the attacks was pretty much cut and
dried. As the administration explained, our ships
had been in international waters — anywhere
from fifty to eighty miles from the DRV coastline
by some calculations, during the alleged second
attack — and were attacked twice, even though
they were innocent of any bellicose gestures
directed at North Vietnam. Secretary of Defense
Robert McNamara had assured the Senate that
there had been no connection between what the
U.S. Navy was doing and any aggressive opera-

f N

(U) However, within the government, the
events of 4 August were never that clear. Even as
the last flare fizzled in the dark waters of the
South China Sea on that August night, there were
conflicting narratives and interpretations of what
‘had happened. James Stockdale, then a navy pilot
at the scene, who had “the best seat in the house
from which to detect boats,” saw nothing. “No
boats,” he would later write, “no boat wakes, no
ricochets off boats, no boat impacts, no torpedo
wakes — nothing but black sea and American fire-
power.” 2 The commander of the Maddox task
force, Captain John J. Herrick, was not entirely
certain what had transpired. (Captain Herrick

actually was of the d divi-
sion to which the Maddox belonged. For this mis-
sion, he was aboard as the on-site commander.)
Hours after the incident, he would radio the
Commander-in-Chief, Pacific (CINCPAC) telling
them that he was doubtful of many aspects of the
“attack.”

(U) It would be years before any evidence
that an attack had not happened finally emerged
in the public domain, and even then, most reluc-
tantly. Yet, remarkably, some of the major partic-
ipants in the events still maintained that the Gulf
of Tonkin incident had occurred just as it had
been originally reported. Secretary of Defense
Robert McNamara, in his memoirs In Retrospect,
considered the overall evidence for an attack still
convincing.® The U.S. Navy's history of the
Vietnam conflict, written by Edward J. Marolda
and Oscar P. Fitzgerald (hereafter referred to as

tions by the South Vi

claimed that the United States had to defend itself
and guarantee freedom of navigation on the high

seas.
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the “Marolda-Fitzgerald history”), reported that
the evidence for the second attack, especially
from intelligence, including a small amount of
SIGINT, was considered conclusive.
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(U) The public literature on the Gulf of
Tonkin for years has been overwhelmingly skep-
tical about the 4 August battle. Articles that
appeared in magazines within a few years illus-
trated the general inconsistency in the descrip-
tions of the incident of 4 August by simply using
the conflicting testimony from the officers and
crews of both ships. The first major critical vol-
ume was Joseph Goulden’s Truth Is the First
Casualty, published in 1969. The most complete
work to date is Edwin Moise’s Tonkin Gulf and
the Escalation of the Vietnam War. Moise’s work
has the dual of using some Vi
sources, as well as small portions of a few SIGINT
reports released to the author under a Freedom of
Information Act request. Yet, even what few
scraps he received from NSA were enough to
raise serious questions about the validity of the
SIGINT reports cited by the administration
which related to the 4 August incident.®

The issue of whether the available
SIGINT “proved” that there had been a second
attack has been argued for years. In 1968, Robert
McNamara testified before Senator William
Fulbright’s Foreign Relations Committee’s hear-
ings on the Gulf of Tonkin that the supporting
signals intelligence was “unimpeachable.” On the
other hand, in 1972 the deputy director of NSA,
Louis Tordella, was quoted as saying that the 4
August intercepts pertained to the 2 August
attacks. In a 1975 article in the NSA magazine
Cryptolog, the Gulf of Tonkin incident was
retold, but the SIGINT for the night of August 4
was not mentioned, except for the “military oper-
ations” intercept, and even then without com-
ment.® The Navy's history of the Vietnam War
would misconstrue the SIGINT (disguised as
unsourced “intelligence”) associating portions of
two critical intercepts and implying a connection
in the evidence where none could be established.”

~{€4/$1) Except for the sizable collection of
SIGINT material within NSA, and a much small-
er amount from the archives of the Naval Security
Group (which essentially duplicates portions of
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of 4/5 August. The most important element is
that it is now known what the North Vietnamese
Navy was doing that night. And with this infor-
‘mation a nearly complete story finally can be told.

{8775 Two startling findings emerged from
the new research. First, it is not simply that there
is a different story as to what happened; it is that
no attack happened that night. Through a com-
pound of analytic errors and an unwillingness to
consider contrary evidence, American SIGINT
elements in the region and at NSA HQs reported
Hanoi’s plans to attack the two ships of the
Desoto patrol. Further analytic errors and an
obscuring of other information led to publication
of more “evidence.” In truth, Hanoi’s navy was
engaged in nothing that night but the salvage of
two of the boats damaged on 2 August.

~f8778D The second finding pertains to the
handling of the SIGINT material related to the
Gulf of Tonkin by individuals at NSA. Beginning
with the period of the erisis in early August, into
the days of the immediate aftermath, and contin-
uing into October 1964, SIGINT information was
presented in such a manner as to preclude
responsible decisionmakers in the Johnson
administration from having the complete and
objective narrative of events of 4 August 1964.
Instead, only SIGINT that supported the claim
that the communists had attacked the two

the NSA holdings), almost all relevant material
relating to the Gulf of Tonkin incidents has been
released. Although the questions about what hap-
pened in the Gulf of Tonkin on the night of 4
August have been fairly well answered by the evi-
dence from all of the other sources - radar, sonar,
eyewitness, and archival — the SIGINT version
needs to be told. This is because of the critical role
that SIGINT played in defining the second attack
in the minds of Johnson administration officials.
Without the signals intelligence information, the
administration had only the confused and con-
flicting testimony and evidence of the men and
equipment involved in the incident. It is difficult
to imagine the 5 August retaliatory air strikes
against North Vietnamese naval bases and instal-
lations being ordered without the SIGINT “evi-
dence.” ® Therefore, it is necessary to recount in
some detail what signals intelligence reported.

~£8/78 For the first time ever, what will be
presented in the following narrative is the com-
plete SIGINT version of what happened in the
Gulf of Tonkin between 2 and 4 August 1964.
Until now, the NSA has officially maintained that
the second incident of 4 August occurred. This
position was established in the initial SIGINT
reports of 4 August and sustained through a
series of summary reports issued shortly after the
crisis. In October 1964, a classified chronology of
events for 2 to 4 August in the Gulf of Tonkin was
published by NSA which furthered the contention
that the second attack had occurred.

—~5##5P-Tn maintaining the official version of
the attack, the NSA made use of surprisingly few
published SIGINT reports — fifteen in all. The
research behind the new version which follows is
based on the discovery of an enormous amount of
never-before-used SIGINT material. This includ-
ed 122 relevant SIGINT products, along with
watch center notes, oral history interviews, and
messages among the various SIGINT and military
command centers involved in the Gulf of Tonkin
incidents. Naturally, this flood of new informa-
tion changed dramatically the story of that night

—TOR-SEGRETHOOMINTIXT—
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attack, but were uncertain as to the location of the
ships.

5778y Instead, three things occurred with
the SIGINT. First of all, the overwhelming por-
tion of the SIGINT relevant to 4 August was kept
out of the post-attack summary reports and the
final report written in October 1964. The withheld
information constituted nearly 90 percent of all
available SIGINT. This information revealed the
actual activities of the North Vietnamese on the
night of 4 August that included salvage opera-
tions of the two torpedo boats damaged on 2
August, and coastal patrols by a small number of
DRV craft. As will be demonstrated later in this
chapter, the handful of SIGINT reports which
suggested that an attack had occurred contained
severe analytic errors, unexplained translation
changes, and the conjunction of two unrelated
messages into one translation. This latter product
would become the Johnson administration’s
main proof of the 4 August attack.

87788 Second, there were instances in which
specious supporting SIGINT evidence was insert-
ed into NSA summary reports issued shortly after
the Gulf of Tonkin incidents. This SIGINT was
not manufactured. Instead, it consisted of frag-
ments of legitimate intercept lifted out of its con-
text and inserted into the summary reports to
support the contention of a premeditated North

was given to officials.

5485 This mishandling of the SIGINT was
not done in a manner that can be construed as
i ial, that is, with evi-
dence and collusion at all levels. Rather, the
objective of these individuals was to support the
Navy’s claim that the Desoto patrol had been
deliberately attacked by the North Vietnamese.
Yet, in order to substantiate that claim, all of the
relevant SIGINT could not be provided to the
White House and the Defense and intelligence
officials. The conclusion that would be drawn
from a review of all SIGINT evidence would have
been that the North Vietnamese not only did not

“—TOP-SECRETHCOMINTHXT—

attack on 4 August. The sources of
these fragments were not even referenced in the
summaries. It took extensive research before the
original reports containing these items could be
identified.

—{87731) Finally, there is the unexplained dis-
appearance of vital decrypted Vietnamese text of
the translation that was the basis of the adminis-
tration’s most important evidence — the so-called
Vietnamese after-action report of late 4 August.
The loss of the text is important because the SIG-
INT record shows that there were critical differ-
ences in the English translations of it issued both
by the navy intercept site in the Philippines and

Page 3



Cryptologic Quarterly

NSA. Without the individual texts (there were
two of them), it is difficult to determine why there
are critical differences in the translations and
more importantly, to understand why two sepa-
rate North Vietnamese messages were combined
into one translation by NSA.

‘We have discussed earlier that,
for the most part, the NSA personnel in the crisis
center who reported the second Gulf of Tonkin
incident believed that it had occurred. The prob-
lem for them was the SIGINT evidence. The evi-
dence that supported the contention that an
attack had occurred was scarce and nowhere as
strong as would have been wanted. The over-
whelming body of reports, if used, would have
told the story that no attack had happened. So a
conscious effort ensued to demonstrate that the
attack occurred.

—(87/8F The exact “how” and “why” for this
effort to provide only the SIGINT that supported
the claim of an attack remain unknown. There are
no “smoking gun” memoranda or notes buried in
the files that outline any plan or state a justifica-
tion. Instead, the paper record speaks for itself on
what happened: what few product (six) were
actually used, and how 90 percent of them were
kept out of the chronology; how contradictory
SIGINT evidence was answered both with specu-
lation and fragments lifted from context; how the
complete lack of Vietnamese C3I was not
addressed; and, finally, how critical original
Vietnamese text and subsequent product were no
longer available. From this evidence, one can eas-
ily deduce the deliberate nature of these actions.
And this observation makes sense, for there was a
purpose to them: This was an active effort to
make SIGINT fit the claim of what happened dur-
ing the evening of 4 August in the Gulf of Tonkin.

—TOP-SECRETHEOMNTHXT—

~£87781y The question why the NSA personnel
handled the product the way they did will proba-
bly never be answered. The notion that they were
under “pressure” to deliver the story that the
administration wanted simply cannot be support-
ed. If the participants are to be believed, and they
were adamant in asserting this, they did not bend
to the desires of administration officials. Also,
such “environmental” factors as overworked cri-
sis center personnel and lack of experienced lin-
guists are, for the most part, not relevant when
considering the entire period of the crisis and fol-
low-up. As we have seen, the efforts to ensure that
the only SIGINT publicized would be that which
supported the contention that an attack had
occurred continued long after the crisis had
passed. While the product initially issued on the 4
August incident may be contentious, thin, and
mistaken, what was issued in the Gulf of Tonkin
‘summaries beginning late on 4 August was delib-
erately skewed to support the notion that there
had been an attack. What was placed in the offi-
cial chronology was even more selective. That the
NSA personnel believed that the attack happened
and rationalized the contradictory evidence away
is probably all that is necessary to know in order
to understand what was done. They walked alone
in their counsels.
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AGENT ORANGE?

U.S. Capabilities in Chemical and Biological Warfare

It's hard to imagine today’s Congress holding this kind of hearing in anything but a closed-door top-secret session. But there seemed to be a
lot more openness in our government as the sixties came to a close. | founda the transcript of this House Subcommittee to be a real eye-
opener. Not only the transcript of this House Subcommittee to be a real eye-opener. Not only in terms of the R&D going on at the time—and |
realize this was during the Cold War with the Russians—but of how “innocently” we were using herbicides in Vietham. You won’t see Agent
Orange mentioned, but clearly that's what they're talking about. The other part that blew my mind was how acceptable it was to dump “obsolete
chemical agents” into the ocean.

It's just appalling to know that we have this capability to use as we so desire. Is it truly survive-at-any-cost, where we have no moral high
ground on anything? Maybe so. Because, as my Special Forces friend Dick Marcinko has said, at the end of the day it's all about who'’s still
alive. That seems to be the mind-set here: we can have every weapon imaginable at our disposal but nobody else is allowed to be that way. |
find it kind of ironic that the very thing we attacked Saddam Hussein over, we’d maintained in our arsenal for many years! The hypocrisy would
be laughable if this weren’t such a serious matter.

Pay particular attention to the little section on “Synthetic Biological Agents.” Molecular biology was then just beginning and they’re saying
here: “eminent biologists believe that within a period of 5 to 10 years it would be possible to produce a synthetic biological agent, an agent that
does not naturally exist and for which no natural immunity could have been acquired.”

When did people start to die from AIDS? Ten years later, the early 1980s. What about lyme disease? The first cluster of cases occurred in
1976 at a Naval Medical Hospital in Connecticut, not far from the military’s Plum Island facility engaged in secret biochemical warfare
experiments.

I don’t want to jump to any conclusions here. But after reading the transcript of this congressional hearing—and I've included most of it—I
sure as heck wonder how far all this has developed over the last forty years.

cr o .
/ (Ipprqprigﬁgpgs_, Corritiece on.
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Monpay, June 9, 1969

CHEMICAL AND BIOLOGICAL WARFARE
WITNESSES

DR. D. M. MacARTHUR, DEPUTY DIRECTOR (RESEARCH AND TECH-
NOLOGY), D.D.R. & E.

DR. B. HARRIS, DEPUTY ASSISTANT DIRECTOR (CHEMICAL TECH-
NOLOGY), D.D.R. & E,

DR. XK. C. EMERSON, ACTING DEPUTY ASSISTANT SECRETARY OF
THE ARMY (R. & D.) )

BRIG. GEN. W. §. STONE, JB., DIRECTOR OF MATERIEL REQUIRE-
MENTS, HEADQUARTERS, U.8. ARMY MATERIEL COMMAND

COL. J. J. OSICK, CHIEF, SYSTEMS AND REQUIREMENTS DIVISION,
DIRECTORATE OF CBR AND NUCLEAR OPERATIONS, OFFICE OF
THE ASSISTANT CHIEF OF STAFF FOR FORCE DEVELOPMENT

Mr, Manon. We have before us this afternoon Dr. Donald M
MacArthur. Dr. MacArthur at this point we will place in the record
your biographical sketch.

(The biographical sketch follows:)

Dr. Donald M. MacArthur was born in Detrolt, Mich. in 1931, He recelved a
B. Se. (Hox}on) degree from St. Andrews University, Bcotland, in 1934, and e
Ph. D. in X-ray crystallograpby from Edinburgh University in 1957.

Afterward Dr. MacArthur taught for a year at the University of Connecticut.

In 1858 he joined Melpar, a subgidiary of Wesslaghouse Air Brake. When he
left be was manager of the Chemistry and Life Sciences Research Center. In
this position hé was resy Ible for the ma t and direction of a large
number of defense and space programs representing a broad spectrum of
disciplines from inatrumentuation englneering to biology. These programs
Tepresented applled research in the physical and 1ife sclences, in addition to

development programs in s}fice lnstrumention, life support equipment, chiemical
and biclogieal detection and warning equipment, and the development of large
senle diftusion

In July 1966 he was designated Deputy Director lResenrch‘nml Tech-
nolugy), Defense Research und Eugiveering In the Office of the hnk“remry of
Defense.

As Deputy Director ( and T ) he is for manage-
ment of the DOD overall research and ‘The p!
which he directs cover such diverse flelds as rocket aud wissile propulsion,
waterlals technology, medical and life selences, social and behavioral sclences,
environmental sclences, and chemical technology. He also oversees the 70 DOD
in-house laboratories for development of policies, and lmproved marngement
systems to insure that they are organized most effectively to meet current und
future militury weapons needs. .

INTRODUCTORY REMARKS

Mr. Manion. T take note of the fact that Prior to the beginning of
the formal hearing we have had an informal discussion about some of
the matters which are to be covered in your presentation.

We are very much interested in all aspects of our defense program.

This sub i and the Cong has, over » Feriod of years,
supported the approprintion of funds for chemical nnd biological
warfare. This has not been a program of great magnitnda but it has
been a program of considerable significunce.

I think there is probably derable mi ption ubout the na-
ture of the program.

T nm not sure what portion of your testimony can uppropriately be
put in the record, or we would wunt to huve in the record. We would
not want to have in the record anything that would be dunmging to
the security of the United States, but otherwise we feel that the Con-
gress and the Ameriean public are entitled to know all the basic facts.

Now, Dr. MacArthur, do you have a written statement or how do
you propose to proceed {

Dr. MacArtitor. Mr. Chairman, T do not have a prepared state-
ment. The way I proposed to proceed was to pose the questions that
seemed to be of most concern to Members of the Congress, the press,
and to the public at large, and try to answer them.

Mr. Manon. I think that is a good way to proeced.

Dr. MacArrnor. I believe I know most of the facts about this area
but when it comes to areas of national policy and the policy that hus
been espoused by certain individuals, I would want the privilege of
reading specifically for the record what they have said.

In addition I have a discussion paper here, which discusses varions
issues in this urea and I will be happy to distribute this. It is
unclassified.

Some of the material T will speak about will be clasxified, hut as
T goalong I will indicate the level of classification.

Mr. Manon. You have been authorized by the Department of De-
fense to nnke the presentation.

Dr. MacAwrnur, Yes, Mr. Chairman.

Mr. Suces. Who is the nuthor of the paper on the U.S. position?




Dr. MacAwruur. This pasitionJ)uper was prepared in the Office of
the Secretary of Defense und already 1s in the record.

Mr. Suces. But not in this committee’s record.

Dr. MacAnrrnun. It is in the Congressional Recopd of April 21,1969,
pages E3167-3169. i

Mr. Manon. You may insert the position paper in the vecord.

(T'he information follows:)

“U.S. TOSITION WITH REGARD ‘TO CIIEMICAL AND BIOLOGICAL WARFARE

“In recont weeks there hus been increised conment and conjecture
regarding the involvement of the United Stutes in chemicul and bio-
e (CB) warfure, nnd speculution concerning the policies and
Purposes governing such involvement.

“It is the policy of the United States to develop und maintain a
defensiva chiemicul-biological (CB) eapability so t&ml, U.S. military
forces could operale for some period of tine in u toxic environment if
necessary; Lo dovelop and maintain a limited offensive capability in
order to deter all use of CB weupons by the threat of retalintion in
kind; und to continne u program of resenrch and development in this
aven to minimize the possibility of technological surprise. This policy
on CB weapons is part of a broader strategy designed to provide the
Unitod Stules with several options for response against various forms
of attack. Should their employment ever be necessary, the President
would have to suthorize their use, The United States does not have a
policy thut requires a single und invarinble response to any particular
threat. In the field of CI3 wurfure, detervence is the prinury objective
of the United Stutes.

“CI weupons, in nuny situations, may Lo more effective thun con-
ventionnl (high explosive and projeclile{ weapons. Accordingly, it is
believed wise to deter their use, If two npproximately equuﬁy effec-
tive military forces were engaged in combat, nnd one side initiated a
CW operation, it would gain u significant advantage even if the
opposing side lhas protective equipment. This advantuge cannot be
neutralized with conventionul weapons,

*Asu matter of policy the United States will not be the first to use
lethal chemical or Eiolm'iuul weapons, but we ure aware of the capa-
bilities these weapons pﬁwu in the hands of potentinl adversnries. For
this veason it is importunt to carry on our R. & 1D, program in CB, not
only to provide nccessury equipment, such as detection and warning
devices, but to defing and quantify more fully the potentinl threat to
our country from these weapons, und the huzards involved if they ure
ever used aguinst the United States.

“The threat to the U.S. civil population from CB attack has been
studied by the Depurtmnent of Defense, and these analyses are peri-
odically updated. It is clenr thut the threat of CB nttack is less sigr
cant than that of nuclear attack. For this reason, more emphasis has
been placed in civil defense on the nuclear threat.

“For logistic reasons. chemical agents do not appear to pose o major
strategic threat against the United States. For example, it would

require many tons of nerve agent munitions to ¢ar, out an effectis
attack against weity of a few million people. This may appear inco
sistent with the high toxicity of the nerve agents, but for nany tech
nieal reasons, such as the difficulty in disseminating the agents i
vapor or aevosol fory, the dilution of the ngent in the atmuspher
and their impingement on ground and v wion, it is correct. 1%
this veason, stockpiles of therapeutic materinls for nerve agents at
not maintained. Although the possibility of the employnicnt of bic
logical weapons against U.S. population centers cannot be ruled o
entively, it does not presently warrant the priority given to defen:
against the effects of nuclenr weapons. Research oninethods of detect
ing and warning, identifying, nnd defending against biological attae
are continuing, us is review of the magnitude und natuve of the thy

“The Oflice of Civil Dofense has developed an inexpensivy but el
tive protective mask for civilian use, and a limited production ru
was made to test production quality. No lnrge-scale production wa
undertuken becausz of the low estimate of the threat as-described
above, Should the threat to our population increase, this mask conl
be produced quite rapidly and, together with other nec
sive meusures, would nflord protection against both chemical and hio
logical attack. Filtration systems have been designed and tested, an
these could be ndded to fallout shelters to afford collective protectio
for groups of people. In uddition, muny of the emergency plans devel
oped by the Depurtinent of HEW for post-nuclear aitack wwdien
support would be applicabile. The emergency packaged hospitals, foo
example, provide for expansion of hospital fucilities by the wuiva
lent of 2,500 hospitals of 200-bed size.

“Large stockpiles of medical supplies such as antibiotics : v
are not maintained against the possibility of biological uttack. Thew
is no specific antibiotic therapy uvailuble for most BW ugents. As fod
vaccines, there ure more thun 100 possible BW agents, and production
and administration of 100 vaccines to the U.S. population is nat prac-
tical. There is medical renson to believe that such o program would
Lo generally injurious to health in addition to requiring prohibiiive
expenditures.

“Chemicnl detection and warning instruments which conld provide
the components for a nationul alavin system have been developed, but
it has not seemed wise to expend the lurge sums to deploy them to
build such a system. As noted ubave, we believe that the threat of
strategic chemicenl attnek is not great. Warning ugainst biological at-
tack is much more diflicult technologically. Recently there has been
success with a prototype instrument which wounld provide sonw bio-
logical warning capability. Tt & D. eflorts in this area will be con-
tinued.

U. S. forces have the equipment required for protection against C'13
attacle with the exception of u biologicu] warning and detection deviee
which is under deve{opment. Soldiers and sailors overseas have nisks
und protective clothing; and collective protection equipment for vans
und communication centers is being developed and supplied.




“sStatements have been made that there is enongh nerve gas to kill 100
Lillion people. This kind of general stuteinent is us “true” as saying
thut a test tube in o hospital luboratory cun contain enough disense
microorgunisms to kill 100 billion people. Neither statement is true
in uny real sense, and there is no way in which the human race could
be destroyed with nerve agents. The United Stutes could not launch
un jmmediate, massive retalintory chemical or biological attuck. The
technical capubility to do this has been developed, but it has not been
judged necessary or desiruble to procure and install the weapon sys-
tems for this purpose. The curefully controlled U.S. inventories are

leq for tucticul vesp against eneimy military forces, but not
for strategic, nationwide attack. '

“The total U.S. expenditure in the CB field, including smoke, flame
and incendinry weapons, is $350 million for fiscal year 1969. Theze is
no procurement of lethul chemical ugents or of biological agents. De-
tails of expenditures are given in the table below.

CB expenditures, fiscal year 1969
rement Mallion
Sumoke, Hume and | ! $130
Ltiot control 81
Herblefd

»

Defeust
Tutal
RDT.&E.:

General and basle R. & D, 9

Offensive . & D. - a1

D R. & D. N 3v

Test and 20

Total 90

(o] and 20

_ “Of the $90 million in R. & D.;about $26 million is spent on con-
tracts, primarily with industry ; $2 million is contracted to universitics
for hasic defensive investigations. Every attempt is made to use discre-
tion in selection of contractors, and not to usk institutions to do work
which might be contrary to their poligies and purposes, For example,
some yeurs ago the advice of the Smithsoniun Institution was sought in
identifying n suitable institute to perform un ccological and medicul
survey of the Central Pucific uren. As a result, they submitted u pro-

osnl, which was pted. As a divect q of this work, there
hnve besn 45 pupers written by Smithsonian scientists and published in
the scientitic liternture. This has been u remarkubly productive scientific
investigation brought about by a coincidence of interests in the fauna
of the area.

“I'he Smithsonian Institution was never asked to do, nor did they
do, uny “military” chemical or biological warfare research. It carried
out scientific investigations appropriate to its charter and objectives,
and published the significant Kndings in the scientilic literature. These
vesults are available for use by uny Government ageney, or by any na-
tion or scientist wishing to do so. :

“17.S. forces have used riot control ngents and defoliants (herbicides)
in the Vietnameso conflict. These materials do not cause lethalities in
lumans, and, as former Sceretary Rusk said, are not considered to be
the type of muterials prohibited by the Geneva protocol of 1925.

"'Irhe only riot control ngent in use by U.S. forces in Vietnam is CS,
although CN.was also uuthorized some yeurs ago. Both are tear gases.
There are no known verified instances of lethulity by CS, either in
Victnam or anywhere else in the world where it has been used to con-
trol disturbances by muny governments. i

“Of the herbicidn] chemicals, there ure none used in Vietnam to de-
stroy vegetation which have not been widely used in the United States
in connection with' clearing areas for agricultural or industriul

pur)[)‘oses. . i
“The term ‘defoliants’ is often used because it properly describes the
purpose of its use; that is, to remove leaves from jungle folinge to
reduce the threat of umbush und to increase visibility for U.S. and
Allied troops. This use of defoliants has saved muny American und
South Vielnamese lives.

“Herbicides ure ulso used in a cavefully limited operation in South
Vietnam to disrupt the enemy’s food supply. It is limited to the at-
tack of small and usually renots jungle plots which the VC or NV.A
are known.to be using. Usually these plots ure along trails or near
their base camp arens. Buch such operation is npproved by the U.S.
Fmbassy and the Government of lLe Republic of Vietnum. Enemy
cuches of food, principully rice, vre nlso destroyed when it cunnot be
used hy the South Vietnamese. These limited ‘Allied activities have
never, in any single yeur, allected ns much us 1 percent of the annual
food output of South Vietnumn.

“T'odate surveys huve shown no evidence of substantial pevinnnent o
irveparable damuge from the viewpoint of the future develupment of
South Vietnum, attributuble to the defolintion eflort. The Depart-
ment of Defense hns supported the Depurtment of Agriculture in
studies of herbicides in unulogous arens, and in a base line study of
the forests of Vietiiam. Recently a study, “Asscssment of Fcological
Lilects of Extensive or Repeated Use of Herbicides,” was done by
Midwest Research Tnstitute, und reviewed by a special commitiee of
the Nutional Academy of Sciences. It wus judged by them to be an
accurate and competent report. Lust full, the &)epnrtmenl‘ of State,
with Departinent of Defense participation, made a survey of the
ecology of defoliated areas. One of the scientists who made this sur-
vey, Dr. I'red Tschirley from the Department of Agriculture, pub-
lished his report in Science, volume 163, puges 779-756, Febr 41,
969, .

“At the end of active combat, it appears probable that there will be
agricultural and forestry activities and other programs which will uid
the South Vietnamese people. The Department of Defense would
cooperate with the Department of State and the U.S. Agency for In-
ternational Development us necessary in accomplishing these. The
Department of Defense supports the concept of a comprehensive study
of the long-term effects of the limited defoliation program, and has



endorsed  principle, proposuls by the American Association for the
Advance. .t of Science for such a scientific study.

“Every effort is made to assure that activities in CB do not pose
hazards to the U.S. population. Strict safety practices are enforced
at luborntories which do reseurch on CB agents. Elaborate systemns
of air-tight hoods, air filtration and waste decontamination are em-
ployed. These precautions and procedures arve reviewed by the U.S.
Public Health Service us well as by our own safety experts. The
equipment and building designs developed at the U.S. Army Biologi-
cal Laboratories, for example, have been generally accepted through-
out the world as the ultimate in sufety for the investigntion of in-
fectious diseases. !

“With regard to the extremely unfortunnte Skull Valley incident in
which o number of sheep died, the exact chnin of events is still not
completely understood. A freak meteovological situntion was probably
o mujor contributing factor. This mutter hua been carefully reviewed
by n specinl advisory committee appointed by the Secretary of the
Aviny and chaived by the Surgeon Genera! of the U.S. Public Health
Service, This committee has nnde w nuniber of vecommendiations
concerning test limitutions, toxicological untl environmental investipga-
tions, udded neteorologienl  fucilities, and w permanent  sufety
committee. All of thesa r dutions ave being followed.

EFFEGTIVENESS OF CHEMIOAL WARFARE AGENTS

I would like for u moment to dwell on the types ot chemical and
biologicul systems we have. On the chemical side, in addition to mus-

turd, we have lethal chemicals of the same (ypes as the ¢ umn:ul’ wars
fare ngents developed by the Germuns priov to World War 1L These
are move powerful thun several of our well-known Illh\:l'l'lclllea| and
about 10 times more potent than the most toxic of World War L gases.

A lethal dose of these ugents is about 1 milligram per person.

Mr. Froop. Would you touch upon delivery systems?

Dr. MacAwrnor. Yes, There nre various ways of delivery, You can
deliver in artillery shells or bombs, rockets, or you can deliver them
from spray tanks, . f

Mr. Minsiare. How much of a drop is w milligram?

Dr. MacArrnor. One-fifticth of a drop.

1 would like to elaborate on that, .

There hag been  lot of misunderstunding, not so much about tox-
icity, but ubout its effectiveness.

M. Suxes. The story has gone around that there is enough of this
material on hand to kill everybody in the world.

Dr. MacAnrnor. Thirty times over.

Mr. Suxces, This might be true if you lined them up and injected them
one by one. .

Would you get into the practicality of this stutement

Dr. MacArruun. I would be huppy to, sir,

As you indicated, if you simply do the arithmetic you nrvive at the
conclusion that that.could Le accomplished if you line them up und
inject them one by one with the mintmum amount of ngent.

Bug that is just like saying we have enough bullets to kill the popu-
Iation of the world 50 times over, or 10U times over if you equate one
bullet with one individunl.

It is totally impossible to get 1 milli
in any practical situation.

Due to atmosplieric dilution, ubsorption by the teveuin, und destruc-
tion in deployment (when 1 say destruction I mean part of the agent
is physically burned up us the munition bursts), the quantity requived
is nuch higher. In fact, n typical nevve ngent—Ean talking vight now
about GB—requires 1 ton of agent dispersed in the nir to produce 50
percent casualties to unprotected personnel over an arven of about 1
square mile. Now this is more effective thun high explosives but cer-
tainly not as effective as nuclear weapons nnd most. certninly not as
effective as some self-ordained experts who write und talk nbout it
wonld have us beliave.

Does that answer your question{

Mr. Suces. I think so.

Dr. MacArriror. One ton, 50 percent cusualties among unprotected
personnel per square mile,

Mr. Minsuacs, What kind of a gas was that?

Dr. MacArruor. It is called GB.

Mr. Minsaace, What is that

Dr. MacArrmon. It is n nerve agent. It is one of the most toxic ones
we have.

Talking about effectiveness, I would like to extrapolate a littlo
further and sy, to attack a complete city of many millions of people—

s inhaled by every person




let'ssa  lensely populated city like New York—it would Luke 300 fo
400 tons vdicient{y dispersed to immobilize the city.

Mr. Minsuare, How wonld you disperse it #

Dr. MacAwrnux. Ettective dispersal is difficult. That is why you re-
quire that number of tons. It would have to be dispersed in the nir from
aircrnft or missiles. which would have to fly over the city and deliver
it fairly uniformly over the entire area.

Mr. Avpanso. We do not have u stockpile that lurge.

Dr. MacAwrirun, Yes, we do.

I just waunted to bring out that the weapon, though effective, is not
us effective us many people toduy make it out. to be.

Itvom the example I gave, the high logistics burden imposed, makes
chemical warfare wenpons clearly tactical rather than strutegic.

INCAPACITATING AGENTS

Mr. Froop. Wouldn't it be more etfective to disable than to kill
troops? Wouldn't it cunse the cnemy more trouble to disable him
than to kill him.

Dr. MacAwruuk, Yes, it imposes w grenter logistic hurden on the
enemy when he has to look after the disablod people, And wedo R. & D,
on_chemical warfare agents that are not lethal but incapacitate,

For clarification, incnrucitnting agents ave ngents that incupacitate
troops by either physical or mental effects (ov w combination of both)
so thit they constitute no effective thrent. We have to insist, by defini-
tion, that the lethul dose of such an agent is so high that the risk of
death is minimal. We have one standard sgent of this kind culled BZ,
and it is eflective up to 2 or 8 days.

My, Bvans, What does it do?
EFFECTS OF DZ.

Dr. MacAwrmur. BZ brings about complete mental diserientation
ns well as sedation which induces slecp.
My, Suces, Explain that in more detail.

r. MacAwrnug. Fivst of all the individual is completely confused
us to what he is doing or what he is supposed to do and in addition he
hias hallucinations.

:s. Ho cannot concentrate on the task in front of him,

Dr. MacArriux, He cuinnot earry out his assigned duties nor can
he remember what his assigned duties were.

Mur. Froop. Isn’t there a nausen and temporary physical disability ?

Dr. MacArruuk, From BZ?

M. Froop. Yes.

Genernl Srone. I don’t think there is any nausca.
_ Dr. MacAwrnon. You are correct, General Stone. There is physical
incupacitation but vomiting is not a usual symptom.

My, Sies. Is there complete recovery ?
LicAxrnur. Yes, there is.

res. It is nutomatic?

Dr. MacAuwrnon. Yes. It takes 2 or 3 days, He does not need any
therapy, if Tunderstund the sense of your question.

(Naote: Current cost of BZ is $20 per poupd.) .

Mr. Froop. Where do your raw materials come from, Contineutal
United States?

Dr. MacArmirun, Yes, siv. . . i .

My, Suces. Cmnpnrml 1o other chemicul or biological weapons, is it
expensived

Could you give us some of the range of cost on thesef .

Dr. MacArrion, The nerve agent GB is $1 to $2 & pound. VX is
$2 to $3 n pound.

Mr. Anprews. What is VX1 . . X

D MacAwrnur, That is a nerve agent similar to GB, but in addi-
tion to being effective through inhalation it can also be effective
through the skin—that is why we call it a percutaneous ngent.

PRODUCTION OF BZ

Mr., MinsuacLt. What is the lead time for manufacturing these in-
capacitating ngents How long would it take for you to inake 10 tons
f BZ

Dr. MacArTioR. Six to 9 months. .
Mrv. Minsnart, With the plants that you have going, or the
standby’s?

r. MacAnriur. Our three chemical plants which are in stand-by
are for nerve guses. BZ would be procured from industry; however,
there is no requirement for additional production.

Mr. Sixes. Can you switch to an industrin! chemical opevation?

Dr. MacArTitur. Yes, for an incapacitant.

Mr. Smes Quicker than you can put your own plants back in
operation

Dr, MacAxruun. For incapacitapts we swould go to industry. For
lethal ngents, we could recondition our plants more rapidly than we
could procure from industry.

LETHAL VERSUS INCAPACITATING AGENTS

Mr. Frooo. Why do you emphasize and lay so much stress on the
stockpile and speak so highly of the killer rather than the disubling
agent? You huve so much of the killer and you are so concerned about
it and so interested in it and you beat your chest ubout it. Why not
the disabling egent ¥ Why not that first

Dr. MacAxrriur. We have had lethal agents for a long time und
they are the ones thut comprise our stockpile. I merely want to get
the record straight on what the agents can and cannot do. Incapuci-
tating ngents are a more recent development and are largely in the
R. & D. phase. In fuct, the prime emplmsis in agent R. & D. is on
developing better incapacitating agents. We are not emphasizing
new lethal agents at all.

In fact, we have not in this country developed any new classes of
lethal agents. They were developed by other countries and we have
}\{15& adopted them. As far as R. & D. is concerned, the amount of

- & D. dollars we are spending on developing more toxic lethal



agonts is no more than $500,000 per year, We are concenfrating on
incupacitants. .

. Froop. If yoy are talking about u lethal agent, it does not mat-
ter how many you linve. If you are killed b{ one 1t doesn’t mutter
what it is called. And it does not mutter whether the Germans or
British created it. We have it. X .

Mr. Suces. When you speak of the development of incapucitunts,
what do you include? How many different ugents? )

Dr. MacArriur. We are looking at various types on the chemical
side. In addition to chemical incapacitants you can huve biologicul
incapacitants. X

On the chemical side we are looking at four classes of compounds.

Mr. Sixes. You say looking at them, what does that mean?

Dr. MacArtoR. We are synthesizing new compounds and testing
them in animals. I should mention that there is a rule of thumb we
use. Before an agent can be classified as an incapacitant we feel that
the mortality must be very low. Therefore, the ratio of the lethnl dose
to the incapacituting dose hus to be very high. Now this is a very
diflicult technical job. We have had some of the top scientists in the
country working for years on how to get more effective incapucitating
agents. It is not easy.

DEVELOPMENT OF NEW INCAPACITANTS

Mr. Sixes. Ave we seeking to develop new incapacitants or to im-
prove the ones that we have?

Dr. MacArrror. We are seeking to develop new incapacitants,

Mr. Stkes. Will you provide for the record some information on
what we are doing in that field ¥ What can you tell us about the Rus-
sian capability in the field of chemical incapacitants?

Dr. MacArtaor. I am not ersonally aware, and I do not think
anybody here is, about what the Russians are doing in the field of
chemical incapacitunts, Whether they ave doing R. & D. or huve in-
corporated them in military weapons, we do not know. I will submit
for the record information on our program.

(The information follows:)

Chewleal incapacitants are substances which cause Incapacitation with an
extremely small rigk of death or permanent injury to personuel. They would be
used in weapons with very little risk to such as py gre: L
Possible uses Include attuck of mixed population of encmy and civiliuns, capture
of prisoners, and similar actions where the Iutent is to reduce the seale af vio-

lence with minimum risk to target personnel. Cowpounds lnvestigated lnclude
LSD, which was discarded as uunsultable in .view of deleterious side effects,
Including possible genetle effects, We have one standurd agent, known as BZ,
which has the effect of causing confuslon, disericntation, nnd slowing of mental
and physical activity. Reseurch Is under way ou several classes of compounds of
greater promise.

DEVELOPMENT OF BIOLOGICAL WEAPONS

Mr. Sixes. Tell us something about the biological weapons, both
lethal and incapacitants. Tell us what we are (Yumg and what the
Russians are doing. . . X

Dr. MacArrior. T am sure all of you know biologicals are micro-
organisms.

We huve had policy that the biological ngents that we would try
to develop would be noncontagiows; that. is, that it could not be passed
on directly from individual to individual, .

Mr. Froov. Would they be effective if not contagious

Dr. MacArruor. They could be infectious from the standpoint that
thoy would bu used as a primary serosol and infect people inbuling it.
After that they could be carried from me to you, suy by an insect
vector—a mosquito, for example,

Mr. Fmon.saould they be effective and contagious?

Dr. MacArruoR. No. . .

Mr. Frooo. I doubt that. I doubt that.

Dr, MacArTHur. A contagious diseass would not be effective as a
biological warfare agent, al&lough it might have devastating effects.
1t lacks the essentiul element of control which I alluded to esrlier
-since there would be no way to predict or control the course of the
epidemic that might result.

Mr. Sikes. Tell us the story of our progress and our capability.

Dr. MacAnrruon. I want to reemphasize that our policy has been not
“to develop any contagious agents so that we could control the effects
so that they would not “boomergng” on our own people if ever we
were fol'cedy(o use them. Typical examples 6f disenses cnused by agents
wo have worked on are tularemia, Rocky Mountain spotted fever,
Q" fever, Vi lan equine phalitis. These ngents are different
from the chemicals in that they are naturally occurring disenses.

Mr. Snces. Ave all of these lethal?
| ])l'i MacAwriun, No. Some of these are lethal and others are non-

ethal, -

Mr. Froon. Could any be inherent by transmission? One generution
to another?

Dr. MacAwrnon. If you are talking about genetic effects, no.

I would like to dwell & moment on’the limitations of biological
weapons whicl most people don’t fully understand and consequently
lead to n great deal of public misunderstanding. They are just not
as effective as they are made out to be by many people.

LETHAL AND INCAPACITATING AGENTS

> M. Froon. Break out for the record which are lethal and which
are incapucitants,
(The information follows:)
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BIOLOGICAL AGENTS

The followin% Fotential biological agents are among those that
liave been studied for offensive and defensive pyrposes:

Incapacitating: Lethal: : i
Rickettsia causing Q-fever Yellow fever virus
Rift Valley fever virus LRubblt fever virus
Chikungunya disease virus Anthrax bucteria
Venezuelun equine encephalitis DPsittucosis ageut
virus Rickettsly_of Rocky Mountain
spotted fever
Plague

Ueneral SToNe. Yes,sir.

Mr. Sixes. Will you provide information on the actual quantities:
of ditferent kinds of chemical wenpons that have been used in Viet-
nam, so we will have some comparison of the effectiveness? :

(The quantities of CS used in Vietnam by type of wespon hasbeen
provided to the committee and is classified.) Cewt

My. Minsnann. Huve you had sufficient supply of these tear guses to
take care of the commanders’ needs in Vietnam?

General Stone. Yes, quite well. The quantities of production have
been stepped up several times and I believe at the present time we
are satisfying n{l requirements.

Mxi. I\?IINBHALL. as there been a time when you have been in short
sup

Gr:myern] Stone. Yes, there was initially as we were getting going,

Mr. Minsiarr, When was that ¢ .

General Stone. About 3 years ago. I think we should supply this
for the record.

Mr. Minstacr. Fine.,

(The information follows:)

PROCUREMENT OF RIOT-CONTROL AGENT CS (ALL SERVICES)
11n thousands of pounds]

Fiscal year €S in weapons Bulk €5-1 Bulk £5-2
1964
1% =
9! st
%7 . L 503
1968 (programad) 59 i
1369 (programaa) 2,304 3,88
Total............ 4,4% 4,815

Mace

Br. Minsiave. I would like to know n little bit more about Mace.
Are you qualified te tell us about that? Woe have read so mueh in the
papers about it, \_vhell\er it is harmful or whether it is not hurmful.
One report said it was harmful und another said it is not harmful.
What are the facts? .

Dr, Exenson. We ran some experiments' with Mace as it is com-
mercinlly availuble, at Edgewood Arsenal.

Mr. Froop. Muny police depurtments will use it and many uve
against it.

. Dr. Emznson. On rubbits, which was the only test animal we used
it on, we found that in some cases there was some dumage, very slight
damage to the eye.

My Minsnacr, Permanent damage to the eye?

Dr. Enxznson. No.

Mr. Froop. There are reports to the contrary.

Dr. Exenson. I know it.

Mr. Minsuarr. What do you mean damage to the eye? How tem-
porary was it? Describe that damage u little more. .

Dr. Eaterson. Thedens on the eye became opaque. Our experiments
only ren for 30 days. The Food and Drug Administration at the same
time ran some experiments, They did not duplicate the damage that
we got. By that time we had determined that we wanted to go with
CS ruther than CN, which is the product in Mace. It was no longer of
any interest to the Army and we dropped our experiments at that
point. Food and Drug continued. !

Mr. Minsiace, What is the fact in your opinion? Is Muce harmful
orjsn'tit? .



Dr. Exerson. In the form you buy it today it is dissolved in a pe-
troleum base and there is some question as to whether it is the petro-
Teun buse or the CN. We haven't detevmined that because we were not
interested in it. .

Mr. Minsuars. What is your opinion, Dr. MacArthur?

Dr. MacArTauUr. I would like to comment on the way the experi-
ment was made, The rabbit’s eyes were kept open and the materinl
was dropped in.

Many people feel that if anything is squirted at the eye the auto-
matic response is for the eyelid to close, so that it is unlikely that
tgle same concentration that was used in the experiment will get into
the eye,

M¥. Minsnace. If you get enough soap in your eye in n heavy con-
centrate, it will do some damuge, won't it

Dr.MacAntuon. Yes.

Mr. Srxes. Was it really a harmful effect ?

Dr. MacArrionr, Yes, during the experiment. The question is how
much will get into the eye in n practical situation.

POSSIBILITY OF PERMANENT EYE DAMAGE

i tment
. Minsuare. Would you recommend to u police_depar v

bng:i ollsxdthu experiments that you have conducted, t]mg Mace ia sufe,
oriz v unsafe to use, g far ag permanent eye damage A Cents
Dr. MacAuTHOR: Based on my personal knowledge o 9xpenmube

condneted ut Edgewood, I think no definitive conclusions ca]nd b
drawn. I do not. believe I am in a positien to say whether it woulc I\:
sate or unsafe. The indications from the experiment were that it .r.nlgm
be unsafe. However, we have to look carefully at how thfg experime ;

was conducted in terms of whether it rgpresents a true simulution o
a practieal situalion before we come out with a definitive answer say-

iug it is safe or unsafe. . _ )
T wyself as an_individual, couldn’t in all good censcience siy

‘hether it was sufe or unsafe. - —
" h!?’[r.LSnn-:s. Now would you et into herbicides as used in Vietnam?

HEerBICIDES '
; USE IN VIETNAM

Mur. Sixes. Herbicides in Vietnam, now, please.

Dr. MaoAnrior. Herbicides ure plant control chemicals and the:
ave used in many countries throughout the world by millions of pound
a year. Domestic use is 50 to 70 million pounds per year in the Unite:
States. People continually say, “You nre not using herbicides, you
using defoliants.” Defoliants und herbicides are one and tha same. W
call them defoliants because we use them to defoliate the jungles. W
use them to defoliate the jungle along the sides of roads to reduc
ambush and save lives, and along enemy trails to reveal enemy tialli
and camps, and for very limited anticrop use along infiltration route
on rice plots used by the enemy.

In fact, when we started using it, the ambush rate on roads—mai
roads leading out of Saigon—was reduced by 90 percent while th
ambush rate in other areus of the country remained the same. So tha
is an indicator that its use was successful.

Secondly, when we use it, the vertical visibility through the jungle it
increased by 80 percent and the horizontul visibility through
jungle is increased by 40 to 60 percent.

Mur. Suces. Does that mean you can also tuke pictures if necessary of
what is under the jungle cover when you could not while the leave:
were on the trees?

Dr. MaoAxmiion. That is exactly the reason we use it to detect the
enemy, in addition to mmbush prevention,

My FFroon. This can only be delivered by air$

Dr. MacAwrirog. No. If you want to put your herbicides on a rice
plot that is know to have been planted uﬁong the trail by VC for lnter
use you just take a littlé sprayer, But the most ellective way for large
area coverage is nevial delivery.



BYNTHETIC BIOLOGICAL AGENTS

There are two things about the biological agent field I would like
to mention. One is the possibility of technological surprise. Molecular
biology isu field thut is udvancing very rapidly, und eminent biologists
believe that within o period of b to 10 years it would be possible to
produce a syntheti¢ biological agent, an agent that does not naturally
exist and for which no natural immunity could have been acquired.

Mr. Sixes. Are we doing any work in that field ¢

Dr, MacArrHUR. We are not.

Mr. Snces. Why n6t? Lack of money or lack of interest?

Dr. MacAnruur.:Certainly not lack of interest.

Mr, Suces. Would you provide for our records informution on what
would be required, what the advantages of such.a program would be,
the time and the cost involved { .

Dr. MacArraor. We will be very happy to.

(The information follows:)

‘The drawatic progress being made in the field of moleculur blology led uy to
lovestigate the relevance of this fleld of sclence to biologlcal wurfure. A smull
group of experts considered this matter and provided the following observa-

03

1. All biological agents up to the present tlme are representatives of naturally
oceurring disease, und are thuy known by sclentists througbiout the world. They
are easlly avalluble to qualified scleutists for research, either for offensive or
defensive purposes.

2.+Within the uext 5 to 10 years, it would probably be possible to make a new
iutective wmicroorgunism which could differ in certain important aspects from
any koown di; ing Most of these Is that it might
be refractory to the and upou which we
depend to maintain our relutlve freedom from fnfectious discase,

8. A research progrum to explore the feuslbility of this could Le completed
in approximuately 5 years at a total cost of $10 nlilion.

4. It would be very difficult to establish such a program. Molecular blologzy
13 a relatively new sclence. There are not many highly competent scientists in the
field, almost all are In university and they are g y il y
supported from sources other thun DOD. However, it was consldered possible
to iuftlate an adequate progrum through the Nutiounl Academy of Sclences-
Nutional Research Council (NAS-NRC).

The matter was discussed with the NAS-NRC, aud tentative plaus were made
to initiate the program. However, decreasing funds fu CB, growiug critlcism
of the CB program, und our reluctance to involve the NAS-NRC in such n con-
troverslal endeuvor have led us to postpone it for the past 2 yeurs.

It Is a bighly coutroverslul issue, and there are many who belleve such
rescarch should not be undertalken lest it lead to yet another metbod of massive
killing of large populutions. On the other hund, without the sure scientitic
kuowledge that such a weapon Is possible, und an understanding of the wuys it
could be doue, there s llttle that can be done to devise defensive mensures.
Should an enemy develop it there is little doubt that this is an fmportant areu
of potential military technologlcal inferiority In which there Is no udequate
reseurch program.

‘When the Air Force identified certain items as heing excess, wi
then looked at what were the methods of disposal. W2 had on thre
different occasions disposed of unserviceable items by taking them tc
sea and duniping them. The Maritime Administration makes uvuiluble
an old hulk from the Reserve fleet; it is stripped of anything usable
in shipyards and then they literally have holes cut in (he hulk and
patched. The hulk is then filled with these unserviceable munitions,
towed to a site, the patches are pulled oft and literslly the hulk sinks as
acontainer.

Since we had done three of these in the past und it has proven to
be the cheapest and su fest

Mr. Sikes. When was this done?

. Colonel Osici. The last one was done in 1967. I have the exuct dates
here.

Mr. Snices. Provide it for the record.

(The information follows:)

There huve been three previvus CHASE operations lavolving chewleal
muuitions
Date of operation Uaterial involved
June 15, 1967....._Concrete cofling of M-55 rockets, 1-ton contalners of mustard
June 18, 1908 _Concrete colling of M-55 rockets, 1-ton coutalners of wusturd
Aug. 7, 1068, Ci I 1-ton tui (water hilled)

DISPOSAL LOCATION

Mr. Froop. Where{

Colonel Osick. At the same site we planned to do this one. The fig-
ure 250 miles east of Atlantic City has been used, but I will not use that.
It turned out to be incorrect.

Mr. Frooo. What is peculiar about that site? With all the seacoast
we have, why pick on the same site three times?

Colonel Osrcx. That particular site is one of two on the epst coast
that is identified on maritime mapsas a disposal arza.

Mr. Fuoop. That doesn’t answer my question.

Colonel Ostck. I will get toit, sir. . .

The geography of it, the depth at which we will drop this, the marine
life and what we know about what is on the bottom there is ideal for
this type of dump. It is in 1,200 fathoms of water, roughly 7,200 feet.

We E&wa dumped other munitions theve before and therefore ship-
ping stays away from it. It is off the Continental Shelf.



. COST OF LAND VERSUS SEA DISPOSAL

Mr. Minssiace. To revert back to my question about disposing of it
or storing it in some desert aren ; is that feasible?

Colonel Osick. I guess everything is feasible. Yes, sir. We have
gone xhrouf;h it. In the land burial we estimated that to prepare the
ground, fill’ the pit with concrete, move the items there, make sure
the ground is blocked off or fenced so that animals or huinan beings
would not traverse the top of it, and insure there would be no percola-
tion up; about $11 million und ubout 39 months to do it.

r. Srxes. Compared with what cost for disposal by sea?

Colonel Osicx. About $3.9 million and 8 months.

Mr. Minsnare, How much area would be required to dispose of this
and to bury it? ITow many acres, square miles or whatever it might be?

Colonel Osick. I would have to provide that.

Mr. Siges. Provide the details for the comparison for the record.

(The information follows:)

It 15 estimated that approximately 25 acres of land would be required to bury
on land the items fn Project Chuse.

Mr. Sixes. We have not completed all of the items that are Lefore
us. For instance, there is the problem of the sheep kill.

Let me suggest, doctor, that you provide a paper for the record
in which you will spell out in detail any items that we have not dis-
cussed that were to have been covered.

Dr. MacArtiior. We will be happy to do that.

(The information fo]]ows)

VscaPED NEWE AGENTS Fnoum TESTING ABEa AT Duaway Provina GrOUND,

On_.Muarch 13, 1968, a spray mission uslog a high performance alrcraft was
conducted at Dugway Proving Ground using liquid persistent nerve agent VX.
One spray tauk malfunctioned, so that the ngent contfnued to trail out of the:

tank as the plune rose to u higher altitude (about 1,500 feet) enroute to the
area in which the tank was jettlsoned. The meterologlcal conditions at the time
of test were such thut all agent would have been deposited within the test aren,
miles from the Proving Ground border. Subsequent to the test the meteorology
changed abruptly and in an unpredicted and anomalous manner. Subsequent
analysis reveals that less than 20 pounds of agent remained airborune.

On March 14 rauge sheep began sickening and some died later. This was not
reported to the Army until Barch 17 at which time investigations were started.
These ultimately involved the Utah State Departments of Health and Agricul-
ture, the U.S. Public Health Service, and the U.S. Department of Agriculture as
well as muny eloments of the U.8. Army Materiel Command. Extensive Investl-
gations finally revealed that the sheep probably ingested very low dosages of
the agent VX. In luter experiments on sheep, the symptoms exhibited by the
range sheep were reproduced at much higher dosages, leading.to the conclusion
that the range sheep were more susceptible for some reason or reusons, ns yet
unknown. There might bave"been such factors us physical condition due to over-
wintering, and the presence on the range of varlous toxic plants. In view of the
fuct that the agent VX waus upparently involved, the Army has agreed to the
compensution of the owners-of the sheep in accordance with established clalins
. procedures.

In July of 1988 Secretary of the Army Stanley Resor established an advisory
panel of experts from the groups mentioned above and others, and chalred by Dr.
Willlam Stewart, Surgeon General of the U.S. Public Health Service. This pancl
recommended certuin additlonal restrictions on open-air testing at Dugway
Proving Ground which were Immedlately ordered by the Secretary ot the Army
and are now in effect. A permanent chemical safety advisory committee has now
been established to oversce testing in the future. This committee Is composed of
representatives of U.S. Public Health Service, Depurtments of Interior, Com-
merce and Agriculture, Utah State Department of Health, and two wembers
representing the public at large, one of whiom is the chalrman.



Jslar

e i

T A Y : ,

y *K‘ tai Jalabad ,
. 5 ( By %

ahi




PART TWO
GOVERNMENT, MILITARY, AND CORPOR
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NAZIS IN THE U.S.
Putting War Criminals to Work for America

If you believe in things like making a pact with the devil, you might say that our intelligence agencies did just that at the end of World War Two.
That's when we started giving many of Hitler's top henchmen not only sanctuary in our country, but putting these same Nazis to work for us. The
Cold War with the Soviet Union was beginning—and the excuse was that we needed every bit of expertise, scientific and otherwise, that we
could get.

It almost seems to me that the Cold War was staged so the weapons manufacturers and others could make money off it. Otherwise, how
could we go from being allies with the Russians all through the war to their becoming our bitter enemies almost overnight? As Colonel Fletcher
Prouty once said, “Nothing just happens, everything is planned.”

And [ find it outrageous that some of the leading Nazis were brought over here because it was apparently more important to fight the Cold
War than to hold them responsible for what they'd done. | don’t understand how the people making those decisions look only at the “big picture”
and forget about collateral damage underneath. If they were absolutely sure no war crimes or atrocities had been committed, fine and dandy.
But there should have been a thorough vetting done by this country—and not secretly but in public—so the American people knew which Nazis
were coming and why.

The Justice Department’s Office of Special Investigations put together a massive 600-page report about all this, which they completed in
2006. A few years later, the National Security Archive (a nonprofit in Washington, D.C.) filed a Freedom of Information Act request. This got
turned down, the excuse being that the report was only a “draft.” That was despite the Obama administration supposedly being committed to an
“‘unprecedented” level of transparency. What could possibly be so sensitive after all these years?

Anyway, the National Security Archive filed suit in a federal district court, and the Justice Department then began to “process” the document
for release. Well, they must have bought up pretty much all the Wite-Out left in the office supply. They could’ve issued a CD titled “My Blank
Pages.” After the redacted report got turned over to the National Security Archive, somebody inside the Justice Department took matters into
their own hands and leaked a complete copy to the New York Times.

If you want to read the whole thing, or compare the two versions, check out the National Security Archive website at
www.gwu.edu/~nsarchivyINSAEBB/NSAEBB331/index.htm. 'm including here a one-page sampler of the censored version with the actual—an
example of the lengths our government will go to keep “secrets” under wraps more than sixty years after-the-fact. This is followed by a few of the
more telling pages from the Office of Special Investigations’ report.




The SLU attormneys were invited to transfer en masse and all but one made the move. The
students and archivist, who had been hired on a temporary part-time basis, were given pink slips
end had to reapply for a permanent position. Al those who did were chosen. Mendelsohn was
named Deputy Dircctor of the it
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1
Rockler, as Mendelsoln before him, aso travelad to the US.S.R. and Tsrael to speak with his
counterparts.
r T &x,
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arangement would Jast six to eight manths, by which time the office would be established and a
new director in place. Rockler's firm too was i provide his full
partnership draw, less only what he camed from the government.”

The SLU attameys were invited 10 transfer en masse and all but one made the move. The
students and archivist, who had been hired on & temporary part-time basis, were given pink slips
and had to reapply for & permanent positicn. All those who did were chosen. Mendelsohn was

nnamed Deputy Director of the unit. Rockler wanted him to oversee litigation while Rockler

i and deal with he ics of ion. As Rockler
described his own responsibilities:
1 had fo waste an swial lot of time seeing delegations of groups, the Baltics, the
Ihad descend plead the case of their
They were all bei 1 didn't know anything

about it. | would listen to them =nd be fairly non-committal, After a while [ got
fiairly impaticnt with them and 1 said look, we're not going 1o pursue anybody
because they are Latvian, Lithuanian or Ukruinian. Tt ain’t a nationality
designation. 1f we find they've engaged in anything. why don't you help us
instead of criticizing

proups
They wanted us 10 go afler Mr. X, Mr. Y or Mr. Z. 5o | was wasting an awfiul Jot
of time on things like that. | had a couple of public sppearances. | didn't want the
public relations part of it anyhow, but there was no way to avoid it*

Rockler, fo s the U.S.S.R. and [srael 10 speak with his




Otto von Bolschwing — An Eichmann Associate Whe Became a CIA Source
Otto von Bolschwing worked with Adolf Eichmann and helped devise programs to
persecute and terrorize Germany's Jewish population. As the chief SS intelligence officer, first

in Romania and then in Greece, he was the highest ranking German prosecuted by OSL.

In 1946, von Bolschwing was hired by the Gehlen organization, a group of former Nazi
intelligence operatives who came under the aegis of the U.S. Army after the war. The group had
provided Germany with data and sources useful in the war on the Eastern front; the U.S. wanted
10 develop and expand this material for use during the Cold War. Gehlen needed von
Bolschwing to provide contacts among ethnic Germans and former Iron Guardsmen in Romania.*

In 1949, the CIA hired some members of the Gehlen organization; von Bolschwing was
among those chosen. The CIA knew about his Nazi party and SD connections. They also knew
that he had supported the Iron Guard uprising and had helped leaders of that rebellion escape
from Romania. He portrayed himself, however, as a Nazi gadfly’ and the agency apparently
accepted this characterization. The agency was unaware that he had worked in the Jewish
Affairs Office and that he had been associated with Eichmann.”

Although he never developed into a “first-class agent,” the CIA was sufficiently grateful
to help him emigrate to the United States in 1954.'" The CIA advised INS about his past as they
understood it. INS agreed to admit him nonetheless." He entered under the INA as part of the
German quota. Once here, he worked as a high-ranking executive for various multi-national
corporations; he did no further work for U.S. intelligence agencies.”

Even before von Bolschwing emigrated, however, the CIA was concemed that he might
have difficulty obtaining citizenship.

Grossbahn [von Bolschwing’s code name) has asked a question which has

us fairly well stumped. What should his answer be in the event the question of
NSDAP [Nazi party] membership arises afier his entry into the U.S., for example,

on the citizenship application forms? We have told him he is to deny any party,
S8, SD, Abwehr [German military intelligence], etc. affiliations. Our reason for
doing so runs as follows: his entry into the U.S. is based on our covert clearance.
In other words, in spite of the fact he has an objectionable background, [ ] is
willing to waive their normal objections based on our assurance that Grosshahn's
services . . . have been of such a caliber as to warrant extraordinary treatment.
Should Grossbahn later, overtly and publicly, admit to an NSDAP record, it
strikes us that this might possibly leave [ ] with little recourse than to expel him
from the U.S. as having entered under false pretenses. . . . At the same time, we
feel such instructions might give Grossbahn a degree of control against us, should
he decide he wants our help again at some future date — an altogether undesirable
situation. What has Headquarters’ experience been on this point? Have we
instructed Grossbahn incorrectly? Cabled advice would be appreciated, as time to
the planned departure date is running short.”

The response urged that von Bolschwing tell the truth.

Assuming that he has not denied Nazi affiliations on his visa application form, he
should definitely pot deny his record if the matter comes up in dealing with US
authorities and he is forced to give a point-blank answer. Thus, if asked, he
should admit membership, but attempt to explain it away on the basis of

t ing cirg If he were to make a false statement on a citizenship
application or other official paper, he would get into trouble. Actually Grossbahn
is not entering the US under false pretenses as [ ] will have information
concemning his past record in a secret file."




Arthur Rudolph - An Honored Rocket Scientist

As early as July 1945, the U.S. War Department brought selected German and Austrian
scientists 1o the United States under military custody for “short-term exploitation.” The
immediate goal was to have themn pursue military research in an effort to shorten the war with
Japan. The longer term goal was to keep the Soviet Union and other countries from gaining
access to the information and skills of many elite members of the scientific community.

With the direct approval of the president of the United States, the program was extended
after the close of hostilities:

in order to permit the Armed Services of the United States to take advantage of

German scientific and technical progress in such fields as guided missiles and

ics, pending ion of g policy to permit legal entry

of these and other specialists. . . to pursue research and development projects for
both military and civilian agencies.

Ultimately codenamed “Operation Paperclip,” the program was designed to exclude anyone who
was more than a “nominal participant” in Nazi party aclivities or had been an “active supporter of
Nazism or militarism.” Those scientists who wished to settle permanently in the United States
could, “at a later date . . . be granted regular status under the immigration laws.”"

Eventually, hundreds of scientists came to the United States under the program. Those
seeking permanent residence had to apply for a visa. Once it was issued, they had to leave the
country and then “formally” reenter. They generally did so through a Mexican border city.

During the war, Arthur Rudolph had served as Operations Director at the massive
Mittelwerk underground V-2 rocket manufacturing facility. The factory was part of the Dora-
Nordhausen concentration camp complex and used prisoners of war and slave laborers. The

latter group included thousands of Czech, Polish, Russian, and French political prisoners, as well

as Jewish and Jehovah's Witness inmates.? The laborers, wearing striped concentration camp
uniforms, came from Nazi camps including Auschwitz and Buchenwald. They were guarded by
armed 8S men as well as kapos. and worked 12-hour shifts in cold, damp, and dusty tunnels.
Thousands perished, generally from malnutrition, exhaustion and overwork; some were
murdered. Until Dora got its own crematorium, the dead were burned at Buchenwald,

Rudolph was one of the first Germans to come to the United States under Operation
Paperclip; he arrived in December 1945, Although INS knew that he had been a member of the
Nazi party and that he had worked at Mittelwerk, there is no indication that they had any
information about his use of slave labor.” On the contrary, there was much to recommend
Rudolph. The number two official at the Department of Justice urged INS (an agency then under
the jurisdiction of the Justice Department) to admit him. Based on information from the Joint
Chiefs of Staff and the Department of the Army, the official opined that failure to do so “would
be to the detriment of the national interest.”™

In 1949, Rudolph went to Ciudad Juarez, Mexico, where he received a visa and then

formally reentered the United States under the INA. Although the “assistance in persecution”

provisions of the DPA and RRA were i licable, State Dep visa
the entry of an alien “who has been guilty of, or has advocated or acquiesced in, activities or
conduct contrary to civilization and human decency on behalf of the Axis countries.”

Rudolph became a naturalized U.S. citizen in 1954 and worked in the U.S. rocket
program until his retirement from NASA in 1969. He was considered the father of the Satumn V
rocket which enabled the United States to make its first manned moon landing. At his

NASA ded him the Distinguished Service Award, its highest honor.
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NAZI WAR CRIMES

More on U.S. Intelligence and the Nazis

Not long after the Justice Department’s 2006 report came out, along came another from the National Archives. This is based on 1.3 million
Army files and another 1,110 CIA files. The New York Times had this to say about it: “After World War ll, American counterintelligence recruited
former Gestapo officers, SS veterans and Nazi collaborators to an even greater extent than had been previously disclosed and helped many of
them avoid prosecution or looked the other way when they escaped...”

I'm including here the 100-page report's introduction and conclusion, and sandwiched in between are three documents that caught my eye.
One is aninterview with a personal secretary to Hitler, who took his last will and testament, and who also related how the armored car carrying
Martin Bormann was blown up. The second is about how the Germans supported a number of Arab leaders during the war, apparently based
on expecting to later establish pro-German governments in the Middle East. And the third, signed by CIA Director Allen Dulles in 1952, shows
the Agency looking to head off a criminal investigation into a Ukrainian nationalist leader that it wanted to keep using.

INTRODUCTION

At the end of World War I, Allied armies recovered a large portion of the written or filmed evidence of the Holocaust and other forms of Nazi
persecution. Allied prosecutors used newly found records in numerous war crimes trials. Governments released many related documents
regarding war criminals during the second half of the 20th century. A small segment of American-held documents from Nazi Germany or about
Nazi officials and Nazi collaborators, however, remained classified into the 21st century because of government restrictions on the release of
intelligence-related records.

Approximately 8 million pages of documents declassified in the United States under the 1998 Nazi War Crimes Disclosure Act added
significantly to our knowledge of wartime Nazi crimes and the postwar fate of suspected war criminals. A 2004 U.S. Government report by a
team of independent historians working with the government's Nazi War Criminal Records Interagency Working Group (IWG), entitled U.S.
Intelligence and the Nazis, highlighted some of the new information; it appeared with revisions as a 2005 book.1 Our 2010 report serves as an
addendum to U.S. Intelligence and the Nazis; it draws upon additional documents declassified since then.

The latest CIA and Army files have: evidence of war crimes and about the wartime activities of war criminals; postwar documents on the
search for or prosecution of war criminals; documents about the escape of war criminals; documents about the Allied protection or use of Nazi
war criminals; and documents about the postwar political activities of war criminals. None of the declassified documents conveys a complete
story in itself; to make sense of this evidence, we have also drawn on older documents and published works.

The Timing of Declassification

Why did the most recent declassifications take so long? In 2005—-07 the Central Inteligence Agency adopted a more liberal interpretation of
the 1998 Nazi War Crimes Disclosure Act. As a result, CIA declassified and turned over to the National Archives and Records Administration
(NARA) additional documents from pre-existing files as well as entirely new CIA files, totaling more than 1,100 files in all. Taken together, there
were several thousand pages of new CIA records that no one outside the CIA had seen previously.

A much larger collection came from the Army. In the early postwar years, the Army had the largest U.S. intelligence and counterintelligence
organizations in Europe; it also led the search for Nazi war criminals. In 1946 Army intelligence (G-2) and the Army Counterintelligence Corps
(CIC) had little competition—the CIA was not established until a year later. Even afterwards, the Army remained a critical factor in intelligence
work in central Europe.

Years ago the Army facility at Fort Meade, Maryland, turned over to NARA its classified Inteligence and Security Command Records for
Europe from the period (approximately) 1945-63. Mostly counterintelligence records from the Army’s Investigative Records Repository (IRR),
this collection promised to be a rich source of information about whether the United States maintained an interest in war crimes and Naz war
criminals.

After preserving these records on microfilm, and then on a now obsolete system of optical disks, the Army destroyed many of the paper
documents. But the microfilm deteriorated, and NARA could not read or recover about half of the files on the optical disks, let alone declassify
and make them available. NARA needed additional resources and technology to solve the technological problems and transfer the IRR files to
a special computer server. Declassification of these IRR files only began in 2009, after the WG had gone out of existence.

This new Army IRR collection comprises 1.3 million files and many millions of pages. It will be years before all of these Army files are
available for researchers. For this report we have drawn selectively upon hundreds of these IRR files, amounting to many thousands of pages,
which have been declassified and are already available at NARA.

Intelligence Organizations and War Crimes

American intelligence and counterintelligence organizations each had its own raison d’étre, its own institutional interests, and its own priorities.
Unfortunately, intelligence officials generally did not record their general policies and attitudes toward war crimes and war criminals, so that we
hunted for evidence in their handling of individual cases. Despite variations, these specific cases do show a pattern: the issue of capturing and
punishing war criminals became less important over time. During the last months of the war and shortly after it, capturing enemies, collecting
evidence about them, and punishing them seemed quite consistent. Undoubtedly, the onset of the Cold War gave American intelligence
organizations new functions, new priorities, and new foes. Settling scores with Germans or German collaborators seemed less pressing; in
some cases, it even appeared counterproductive.

In the months after the war in Europe ended Allied forces struggled to comprehend the welter of Nazi organizations. Allied intelligence



agencies initially scrutinized their German intelligence counterparts for signs of participation in underground organizations, resistance, or
sabotage. Assessing threats to the Allied occupation of Germany, they thought first of Nazi fanatics and German intelligence officials. Nazi
officials in the concentration camps had obviously committed terrible crimes, but the evidence about the Gestapo was not as striking. The
Allies started by trying to find out who had been responsible for what.

NOTES
1 Richard Breitman, Norman J.W. Goda, Timothy Naftali, and Robert Wolfe, U.S. Intelligence and the Nazis (New York: Cambridge
University Press, 2005).
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of Bormaan? J:ut else do you know, or have you aeerd, about the
of jormann and Stumpfegger

Gertrude (Traudl) Junge, one of Hitler'’s personal secretaries, stayed in the Reichschancellery bunker to take Hitler's last will and testament
before his suicide. Junge describes the perils in working her way through the Russian lines surrounding Beriin. She relates meeting Hitler's
chauffeur Kemka and of the deaths of Martin Bormann, Stumpfegger, and Naumann, when their armored car was blown up. RG 319,
Records of the Army Staff.
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German financial support of Arab leaders during the entire war was astonishing. The Grand Mufti Amin el Husseini and Raschid Ali El
Gailani financed their operations with funding from the German Foreign Ministry from 1941-45. German intention in the Arab countries was
based on an expectation of establishing pro-German governments in the Middle East. RG 319, Records of the Army Staff.
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The CIA moved to protect Ukranian nationalist leader Mykola Lebed from criminal investigation by the Immigration and Naturalization
Service in 1952. RG 263, Records of the Central Intelligence Agency.

CONCLUSION

This report discusses only a sample of newly released records, hinting at their overall richness. The 1.3 million Army files include thousands of
titles of many more issues regarding wartime criminals, their pursuit, their arrest, their escape, and occasionally, their use by Allied and Soviet
intelligence agencies. These include files on German war criminals, but also collaborators from the Baltic States, Belarus, Ukraine, Romania,
Hungary, Croatia, and elsewhere. These files also include information on Allied and non-aligned states that had an interest in Axis
personalities, including Great Britain, France, ltaly, Argentina, and Israel.

The 1,110 re-released or newly released CIA name files are in most cases far more detailed than the files of the initial CIA release in 2001
and after. They contain a trove of information on Nazis who eventually worked for the Gehlen Organization or as Soviet spies after the war. They
hold information about important Nazi officials who escaped and became figures of security interest in other countries spanning the globe from
the Middle East to South America. Together, the Army and CIA records will keep scholars of World War Il and the Cold War busy for many

years.

The new files also have postwar intelligence on other subjects. The CIC kept close watch on other suspect groups, such as German
communists, and kept thousands of files on them. They kept watch on politically active Jewish refugees in displaced persons camps. Indeed,
there are many hundreds of newly released files concerning the remnant of European Jews who searched for a new life in Palestine or the
United States. Thus the new records are of great interest to those researching a very broad range of topics from international Communism to
the Jewish diaspora to the history of mass migration.

The declassification of intelligence-related material is a controversial subject, involving as it does the release of records formerly of national
security interest. The current releases show, however, that the passage of years lessens the information’s sensitivity while providing
researchers access to raw information that is simply not available elsewhere. By their very nature, intelligence agencies attain and record
information that other government or non-government organizations cannot. None of the chapters in this report could have been written without
declassified intelligence records, nor could the many articles and books that will emerge as a result of the current release. The funding for
declassification and the assurance that intelligence records are opened to the public thus preserve key aspects of world history. In the interest
of understanding our past Congress should, in our view, ensure that such openness continues.
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WARREN COMMISSION

CIA “Propaganda Notes” on the Kennedy Assassination

This CIA memo of “Propaganda Notes” from 1964 is self-explanatory. They were going to make sure the Warren Report that concluded
President Kennedy was assassinated by a lone nut named Lee Harvey Oswald got disseminated far and wide. The intention was to bury
suspicions of conspiracy, part of a systematic government-promoted distribution of—they said it, not me—propaganda.

A great deal of the CIA’s job seems to be to “spin” whatever happens in the best light they can. And for the most part, spinning is done to
cover up the truth: If we’ve done it, then it has to be right.

OUTGOTNG TELEGRAM Department of State
c 38ebg {ofiemga\_ c
o o
P ACTION: CIRCULAR 505 18 Sept 1964 P

x ALL AMERICAN DIPLOMATIC FOSTS, Except LUXEMBOURG ¥

and USUN,LISTED CORSULAR FOSTS
JOINT STATE-USIA
FOR PRINCIPAL OFFICERS AND PAO's

Arrangsments mede to air pouch to eddressees presentation and staff
coples ope-volume Werren Commission Report which extremely sensitive prior formal
release by White House. Copies will be separately packaged, labeled "EYES ONIY
PRINCIPAL OFFICER", registered and individually pouched. Essential that each
F 1 Officer be persanally for integrity of package containing
copies from receipt until formsl release. Dispatch from Washington by unaccom-
panied pouch being timed eo no copies will reach addressees earlier than two
days prior to Washington release. Some addressees necessarily will receive copies
following formal release.

You will receive specific notice of release time and identifying pouch
containing reports.

Report should be selective: sented to editors, jurists, Government

officials, and other opinion-leaders st post discretion immdimtely after repeat
after formal reisase time.

USIA ng in addition: pewsreel clips, newspix, illustrated
pamphlet of highlights of Report in language versions through RSC's and princi-
pal posts. Wireless File and VOA will backstop with interviews, panels, official
coment, domestic and foreign editorial comments, colwms and commentaries. Also
possibly later 30 minutes TV documentary, and l6mm film for direct projection.
Maximum post effort needed to assure foreign recognition that truth concerning
assassination fully set forth in Commission's findings.
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© VARREN CORMISSION REPORT — Telicy vecommenctatisas
R e

as atatecd tw Propagauda  Notes issue F 22T
1. The long ewaited Warren Coemission Report, on its exhausive
into the of President Kennedy on November

22, 1963 and the subsequent murder of Lee Oswnld by Jack Ruby, will be
sent to the White House on Thursday September 2ith and will probably be
relensed sometime over the weekend, The Department of State is air pouch-
ing copies of the Report (besed on some 20 volumes of hearings) to posts
for selective presentation (upon formal release) to "editors, jurists,
Government officials, other opinion-leaders" after the formal release.
(See nttochment, State Circular 505, 19 September 1964, joint State-USIA
message, with list of recipients). Copies of this Government Printing
Office edition will be sent to field stations from headquarters.

2. Reports from around the world indicate that there 1s a strong
belief in many that the of the was the
result of a "political plot"; the unwarranted interpretation that Ruby's
murder of Oswald was committed to prevent Oswald from revealing the pur-
ported conspiracy adds to this belief. Commmist regimes have used both
murders to denigrate American socliety and the release of the Report will
undoubtedly be used as & new peg for the same purpose.

3. Covert nssets should explain the tregedy wherever it is genuinely
misunderstood and counter all efforts to misconstrue it intentionally --
provided the depth of impact warrants euch oction. Communists and other
extremists alwvays attempt to prove a political conspiracy behind violence.
In countries acoustomed to assassination by political conspiracy, American
dedication to institutions of law and government with stable administrative
procedures can be described; and Americen Presidents can be shown to have
been the victims (with the exceptiem of Lincoln) of single, fanatical indi-
viduala.

4, Three comercisl editions will be published us scon as possible
after the formal release. KUWOLF/PROP has ordered 150 of Bantem'e publi-
cation but will evaluate the introductions of all three and inform operat-
ing Divisions of any dravbacks., Divisfonsypho bulk purchases for
field use through regular channels. ﬂ

e ST1 3884
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for FOIA Review on
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NORIEGA AND THE U.S.

Running Drugs with Dictators

The Reagan years are remembered, of course, for the Iran-Contra scandal that made a notorious celebrity (and future political hero to many) of
Colonel Oliver North. He claimed that John Kerry's 1988 Senateto Foreign Relations subcommittee report on the interplay between U.S.
support for the Nicaraguan Contras and the drug trade was all wrong. “The fact is nobody in the government of the United States...ever had
anything to do with running drugs to support the Nicaraguan resistance...l will stand on with running drugs to support the Nicaraguan resistance.
.. lwill stand on that to my grave.”

Well, North may still be standing but his credibility sure isn’t. His diary entries actually had numerous reports of drug smuggling among the
Contras, none of which North alerted the DEA or other law enforcement agencies about. One mentions $14 million in drug money being
funneled into an operation.

I have to laugh and, in the immortal words of Nancy Reagan, “just say no” to drugs. The hypocrisy of the double standard is ludicrous. All you
cando is laugh, or cry. | guess it's okay to deal drugs if it's for the cause of war.

I'm including here an exchange between North and his boss, Admiral John Poindexter, about Manuel Noriega, the Panamian dictator who
our government later overthrew. Noriega is still doing time for drug-running, and it turns out that he and North had “a fairly good relationship.”
Poindexter said he had “nothing against him other than his illegal activities.” (He misspells “assassination.”)

For more details on all this, check out National Security Archive Electronic Briefing Book No. 113 on-line (February 26, 2004).

exchange beiween the NSC and Noriega. | | up his (Noriega's) image’ and a

commitment fo lift our ban on FMS |
|

| This sels the stage for an extraordinary | o promise from us to ‘help clean ‘

After the New York Times story, other
press coverage of Noriega’s criminal
activities sprouts like mushrooms after

[Foreign Military Sales] to the
Panamanian Defense [Force, he |
would] undertake to ‘take care of |

rain, Noriega needs public relations help, |
the Sandinista leadership for us.”

so who does he call2—the White House.
On August 23, 1986, Oliver North writes

|| his boss, Adm. John Poindexter: “You will .

| recall that over the years Manuel Noriega [ T0: NSJAP , ==CPUA
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Here are translations of some of the ferms
in the message: EPS (Ejercito Popular
Sandinista) is the Sandinista Army; PDF
is Panamanian Defense Force; CG is
commanding general; Project Democracy
{PD} is North’s name for his off-the-books
covert enterprise in partnership with
refired general Richard Secord; and
OPSEC refers fo operational security, that
is, both keeping Noriega from taping the
meeting and keeping Congress and the
American public from knowing about the
meeting or the quid pro quo.

Noriega lo assassinate the
Sandinista leadership, but “[mlore
sabotage would be another story.”
He endorses North’s plan to meet
with Noriega, saying, “I have

nothing against him other than his

Poindexter responds less than two
hours later {17:45 on August 23).

|| He likes the idea of working a deal
|| with Noriega: On *helping him to
clean up his act,” Poindexter says,

“we should be willing to do that for

Date: 11/22/86 User: NSJHP
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RWANDA ATROCITIES
America’s Blind Eye to Genocide

The callousness of our government—and how we’ll only put something on the line when our own self-interest is involved (think oil in Iraq)—is
shockingly clear when you look back at the Clinton administration’s position on the genocide that took place in Rwanda in 1994. For a three-
month period starting in April that year, Hutu death squads slaughtered an estimated 800,000 Tutsis and moderate members of their own tribe.

A few years later, when Clinton visited the Rwandan capital of Kigali, the president said: “it may seem strange to you here, especially the
many of you who lost members of your family, but all over the world there were people like me sitting in offices, day after day after day, who did
not fully appreciate the depth and speed with which you were being engulfed by this unimaginable terror.”

I visited Clinton in the White House after | was elected governor of Minnesota, and we played golf together and enjoyed each other's
company. But 've got to be blunt: that statement he made in Rwanda was a bald-faced lie. The CIA’s national intelligence daily, a secret
briefing that went to Clinton and Vice President Gore and hundreds of senior officials, had almost daily reports on what was happening in
Rwanda. But let’s face it, this was a small country in central Africa with no minerals or strategic value.

Clearly, there was nothing in Rwanda for corporate America to profit from, and it seems today that's the only time we get involved. If there’s
no oil or lithium or what-have-you, we really don’t have time. Humanitarian reasons aren't good enough, there’s got to be financial gain. So we
turned our backs on one of the worst mass murders in history. Even our support for the United Nations’ initiatives was less than lukewarm.

In 2004, again thanks to a FOIA lawsuit by the National Security Archive, the government released a set of documents related to our Rwanda
policy ten years earlier. These are highly educational, as to how things work in D.C., beginning with some talking points by the State
Department for a dinner engagement with Henry Kissinger! This spells out, early on, how not-far we were willing to go—even though it was
likely that “a massive (hundreds of thousands of deaths) bloodbath will ensue.” But be sure not to mention genocide, or we might be committed
to “actually ‘do something.”

The second memo takes up the subject of “Has Genocide Occurred in Rwanda?” (you bet!) and how best to keep our international credibility
while doing zip.

I-94/16533

EXECUTIVE SUMMARY/COVER BRIEF

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR POLICY

THROUGH : Assistant Secretary of Defense for International Security
Affairs

FROM: Deputy Assiscant Secretary of Defense for Middle East
Africa
Prepared by: LtCol Harvin:MEA:x78824

SUBJECT: wralking Points On Rwanda/Burundi (U)

PURFOSE : INFORMATION--Talking points for your dinner
tonight with Mr. Xissinger.

DISCUSSION: (U} Action Cfficers in H&RA, PX/PE, and MEA
collaboracted on the attached talking points.

COORDINATION
ASD/SOLIC
ASD/SR&R

Atch: a/s

RWANDA/BURUNDI

+ What is State doing now?
Just beginning to look at next steps (DCM Leader will brief at
State tomorrow) .

Expect little beyond diplomactic statemencs.

+ We believe State will initially limit itself to diplomatic statements
in support of the UN, the French, the Belgians, and the necessity for
both sides to resume the peace process. Of note: this crisis will
likely raise questions at the UN about the wisdom of including lightly
armed troops in a Chapter VI PKO inscead of only unarmed observers (who
would probably have been well-treated like most other un-armed ex-pats).

- Unless boch sides can be convinced to return to the peace process, a
nassive (hundreds of thousands of deaths) bloodbath will ensue that
would likely spill over into Burundi. In addition, millions of refugees
will flee into neighboring Usanda, Tanzania, and zaire, far exceeding
the absorptive capacity of those nations. Since neither the French nor
the Belgians have the trust of both sides in the conflict, they are
inlikely to be able to convince the parties to return to the peace
orocess--thus there will be role to play for the U.S. as the “honest
broker. "



DISCUSSION PAPER
RWANDA

20s from SOLIC, PA, FRMA, HRA, PK/PE, MEA, and J5 met this morning
and prepared these commencs for today’s DC discussion on Rwanda.

IWG’s Six Short Term Policy Objectives:
We have the following suggestions/problems
1. to stop the on-going massacres as quici

as possible through

contacts with the GOR and RPF leaders and demarches for similar
representations with neighboring states, France, Belgium, and
others.

OK, but include the OAU and influential political figures in
Africa.

2. to support the UN and other in attempts to achieve a cease
fire.

Need to change *attempts” to “political efforts” -- without
“political” there -is & danger of signing up to troop
contributions.

3. to encourage Tanzanian and other aCtempts to resume
negotiations under the Arusha Framework.
OK

4. to seek to prevent the violence from spreading outside Rwanda
through ceontacts with neighboring states.
3

5. to push in the UN to launch an immediate expanded humanitarian
assistance ‘effort.

NO. - MUST ADD at end of sentence: effort in neighboring
areas, and in securing areas within Rwanda. This effort should be
expanded throughout Rwanda when security conditions permit.

6. to prevent a similar round of slaughter and disorder in
Burundi by closely monitoring the situation there and staying in
touch with the various elements in the country to dissuade.

OK ’

7. aDD: Urge all parties to keep borders open for refugee flows.
Issues For Discussion:

1. Genocide Investigation: Language that calls for an
international investigation of human rights abuses and possible
viclations of the genocide convention.

Be Careful. Legal at State was worried about this yesterday--
Genocide finding could commit USG to actually “do samething”

CLASSIFIED BY: DIR, AFR REGION DECLASSIFIED BY AUTHORITY OF:
DECLASSIFY ON: OADR

0s0
SE DATE: 18 Nov 1998

UNCERSSIFIED  caseee osranon

[EESNITE

2., 1 £ f . Language that authorizes
the use of UNAMIR military or civilian police to protect in-
country refugee camps receiving UNHCR or ICRC relief. -

NO. Present force does not have the manpower or equipment to
do-so. No support at present for increasing either the size or
equipment of the UN PKO force.

3. Arms Embargo: language banning arms exports to Rwanda and
would sanction the ongoing aid to RPF.
YES. .
4. 1 S nda: should the US engage in additional

propaganda activities to get a message into Rwanda to counter the
radio stations that are urging killing.

This is a significant increase in our role. Suggest that we
offer equipment to neighbors and urge them to do it.

S. Pregsure to Punigh Organizers of XKillings:
NO. Hold till Ceasefire has been established~-don’t want to
scare off the participants.

« State of Political Play:

‘- The U.S. will continue to seek an embargo on Rwanda
(i.e. weapons, ammo etc.) we do not envision it will
have a significant impact on the killings because
machetes, knives and other hand implements have been the
most common weapons.
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SUBJECT: Has Genocide Occurred in Rwanda?

ISSUES FOR DECISION

Whether (1) to authorize Department offfcials to state
publicly that "acts of genocide have occurred” in Rwanda and
(2) to authorize U.S. delegations to international meetings to
agree to resolutions and other instruments that refer to "acts
of genocide" in Rwanda, state that “genocide has occurred”
there or contain other comparable formulations. (A resolution
posing this issue is expected at the May 24-25 Special Session
‘of the UN Human Rights Commission).

ESSENTIAL FACTORS

Events in Rwanda have led to press and publi(': inquiries
about whether genocide has occurred there. 1In light of the
stark facts in Rwanda (See INR‘s analysis, Tab 1) and L's legal
analysis (Tab 2), we believe that Department officials should
be authorized to state the Department's conclusion that “"acts
of genocide have occurred” in Rwanda. This is the same
formulation that we use with respect to Bosnia.

A Special Session of the UN Human Rights Commission will

meet May 24-25 in Geneva to consider the human rights situation
in Rwanda. The U.S. delegation will press for a strong

¥

resolution condemning the violence and calling for action,
including the appointment of a Special Rapporteur. We expect
other delegations to seek language in the resolution that
condemns events in Rwanda as "genocide.® We believe that U.5.
delegations to such international meetings should be authorized
to_agree to resolutions.and .other, instruments that provide that
"genocidel.of Facts: of genocide” have occurred in Rwanda, or
-containother £ormulations that indicate that some, but not
necessarily all, of the violence in Rwanda is "genocide" within
the meaning of the 1948 Genocide Convention. (In the case of
Bosnia, we have-shown flexibility. in intermational fora, e.g.,
the World Conference on Human Rights, where we joined in =
consensus statement that genocide is "taking place” in Bosnia).

DISCUSSION - .

As defined in the 1948 Genocide Convention, the crime of
"genocide" occurs when certain acts are committed sgainst
members of a national, ethnic, racial or religious group with
the intent of destroying that group in whole or in part. Among
the relevant acts ave killing, causing serious bodily or mental
harm and deliberately inflicting conditions of life calculated
to bring about physical destruction of the group. In addition,
conspiracy, direct and public incitement and attempts to commit
genocide, as well as complicity in genocide, are offenses under
the Convention.

INR's assessment of relevant activities in Rwanda since the
april 6 crash of the airplane carrying the Rwandan President. is
attached (Tab 1). L believes (Tab 2) that there is a strong
basis to conclude that some of the killings and other listed
acts carried out against Tutsis have been committed with the
intent of destroying the Tutsi ethnic group in whole or in
part. Moreover, there is evidence that some persons in Rwanda
have incited genocide or have been complicit in genocide, which
would also constitute offenses under the Convention.

A USG statement that acts of genocide have occurred would
not have any particular legal consequences. Under the
Convention, the prosecution of persons charged with genocide is
the responsibility of the competent courts in the state where
the acts took place or an international penal tribumal (nome
has yet been established); the U.S. has no criminal
jurisdiction over actes Of genocide occurring within Rwanda
unless they are committed by U.S. citizens or they fall under
another criminal provision of U.S. law (such as those relating
to acts of terrqrism for which there is a basis for U.S.
jurisdiction}.
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Although lacking in legal consequences, & clear statement
that the USG believes that acts of genocide have occurred gould
increase pressure for USG activism in response to the crisis in
Rwanda. We believe, however, that we should send & clear
signal that the United States believes that acts of genccide
have occurred in Rwanda. If we do not seize the opportunity
presented by fora such as the UNHRC to use the genocide label
to condemn events in Rwanda, our credibility will be undermined
with human rights groups and the general public, who may
question how much evidence we can legitimately require before
coming to a prlicy conclusion.
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SOLDIERS AS GUINEA PIGS
Military Experiments on Our Own Troops

As a veteran who served his country for six years (1969-75), | think I've earned the right to be outraged at how my fellow servicemen have been
treated by our government. But | can't say this surprises me. Our patriotism toward our veterans is appalling and actually laughable. | mean, we
honor them at sports events, say the Pledge, thank them up and down for their service. But those thank-you’s ring pretty hollow when, behind the
scenes, nothing much is done for the veteran who’s put his life on the line.

It's been that way for every war in my lifetime. When we’re done using the soldier, we give him lip service but everything else is hastily
forgotten—the injuries, the diseases, all of that we want to bury and pretend that it doesn’t exist. If you end up doing something for veterans, it
costs money—and then we’d have to realize that there’s more to war than just dying. There’s a huge amount of collateral damage—of living
death—that takes place after a war. Benefits, hospitalization, true care: all the things that should happen after a veteran is done serving, forget
it! So all the praise for their service is, to me, utterly phony.

Take a look at the excerpt from a staff report prepared for the Senate Committee on Veterans’ Affairs on December 8, 1994. | hope this
turns your stomach, as it did mine. (You can access the full Senate 103-97 report at www.gulfwarvets.com/senate.htm.)

103d Congress, 2d Session - COMMITTEE PRINT - S. Prt. 103-97
IS MILITARY RESEARCH HAZARDOUS TO VETERANS’
HEALTH? LESSONS SPANNING HALF A CENTURY

A STAFF REPORT PREPARED FOR THE COMMITTEE ON VETERANS’
AFFAIRS

UNITED STATES SENATE

DECEMBER 8, 1994

JOHN D. ROCKEFELLER IV, West Virginia, Chairman
DENNIS DeCONCINI, Arizona

FRANK H. MURKOWSKI, Alaska

GEORGE J. MITCHELL, Maine

STROM THURMOND, South Carolina

BOB GRAHAM, Florida

ALAN K. SIMPSON, Wyoming

DANIEL K. AKAKA, Hawaii

ARLEN SPECTER, Pennsylvania

THOMAS A. DASCHLE, South Dakota

JAMES M. JEFFORDS, Vermont

BEN NIGHTHORSE CAMPBELL, Colorado

Jim Gottlieb, Chief Counsel/Staff Director

John H. Moseman, Minority Staff Director/Chief Counsel
Diana M. Zuckerman, Professional Staff Member
Patricia Olson, Congressional Science Fellow

FOREWORD

U.S. Senate,

Committee on Veterans’ Affairs,
Washington, DC, December 8, 1994

During the last few years, the public has become aware of several examples where U.S. Government researchers intentionally exposed
Americans to potentially dangerous substances without their knowledge or consent. The Senate Committee on Veterans’ Affairs, which | have
been privileged to chair from 1993-94, has conducted a comprehensive analysis of the extent to which veterans participated in such research
while they were serving in the U.S. military. This resulted in two hearings, on May 6, 1994, and August 5, 1994.

This report, written by the majority staff of the Committee, is the result of that comprehensive investigation, and is intended to provide
information for future deliberations by the Congress. The findings and conclusions contained in this report are those of the majority staff and do
not necessarily reflect the views of the members of the Committee on Veterans’ Affairs.

This report would not have been possible without the dedication and expertise of Dr. Patricia Olson, who, as a Congressional Science Fellow,
worked tirelessly on this investigation and report, and the keen intelligence, energy, and commitment of Dr. Diana Zuckerman, who directed
this effort.

John D. Rockefeller IV, Chairman

CONTENTS
l. Introduction



1. Background
* A. Codes. declarations, and laws governing human experimentation
* B. Mustard gas and lewisite
* C. Seventh-Day Adventists
* D. Dugway Proving Ground
+ E. Radiation exposure
* F. Hallucinogens
* G. Investigational drugs

li. Findings and conclusions

» A. For atleast 50 years, DOD has intentionally exposed military personnel to potentially dangerous substances, often in secret

+ B. DOD has repeatedly failed to comply with required ethical standards when using human subjects in military research during war or
threat of war

* http://www.gulfweb.org/bigdoc/dodC. DOD incorrectly claims that since their goal was treatment, the use of investigational drugs in the
Persian Gulf War was not research

» D. DOD used investigational drugs in the Persian Gulf War in ways that were not effective

+ E. DOD did not know whether pyridostigmine bromide would be safe for use by U.S. troops in the Persian Gulf War

* F. When U.S. troops were sent to the Persian Gulf in 1994, DOD still did not have proof that pyridostigmine bromide was safe for use as
an antidote enhancer

+ G. Pyridostigmine may be more dangerous in combination with pesticides and other exposures

* H. The safety of the botulism vaccine was not established prior to the Persian Gulf War

* . Records of anthrax vaccinations are not suitable to evaluate safety

+ J. Army regulations exempt informed consent for volunteers in some types of military research

+ K. DOD and DVA have repeatedly failed to provide information and medical followup to those who participate in military research or are
ordered to take investigational drugs

+ L. The Federal Government has failed to support scientific studies that provide information about the reproductive problems experienced
by veterans who were intentionally exposed to potentially dangerous substances

» M. The Federal Government has failed to support scientific studies that provide timely information for compensation decisions regarding
military personnel who were harmed by various exposures

* N. Participation in military research is rarely included in military medical records, making it impossible to support a veteran’s claim for
service-connected disabilities from military research

+ O. DOD has demonstrated a pattern of misrepresenting the danger of various military exposures that continues today

V. Recommendations
+ A. Congress should deny the DOD request for a blanket waiver to use investigational drugs in case of war or threat of war
* B. FDA should reject any applications from DOD that do not include data on women, and long-term followup data
+ C. Congress should authorize a centralized database for all federally funded experiments that utilize human subjects
* D. Congress should mandate all Federal agencies to declassify most documents on research involving human subjects
* E. Congress should reestablish a National Commission for the Protection of Human Subjects
* F. VA and DOD should implement regular site visits to review Institutional Review Boards
* G. The Feres Doctrine should not be applied for military personnel who are harmed by inappropriate human experimentation when
informed consent has not been given

Appendix -- Survey of 150 Persian Gulf War Veterans

IS MILITARY RESEARCH HAZARDOUS TO VETERANS"’
CENTURY

Il. INTRODUCTION

During the last 50 years, hundreds of thousands of military personnel have been involved in human experimentation and other intentional
exposures conducted by the Department of Defense (DOD), often without a servicemember’s knowledge or consent. In some cases, soldiers
who consented to serve as human subjects found themselves participating in experiments quite different from those described at the time they
volunteered. For example, thousands of World War Il veterans who originally volunteered to “test summer clothing” in exchange for extra leave
time, found themselves in gas chambers testing the effects of mustard gas and lewisite. (Note 1) Additionally, soldiers were sometimes
ordered by commanding officers to “volunteer” to participate in research or face dire consequences. For example, several Persian Gulf War
veterans interviewed by Committee staff reported that they were ordered to take experimental vaccines during Operation Desert Shield or face
prison. (Note 2)

The goals of many of the military experiments and exposures were very appropriate. For example, some experiments were intended to provide
important information about how to protect U.S. troops from nuclear, biological, and chemical weapons or other dangerous substances during
wartime. In the Persian Gulf War, U.S. troops were intentionally exposed to an investigational vaccine that was intended to protect them against
biological warfare, and they were given pyridostigmine bromide pills in an experimental protocol intended to protect them against chemical
warfare.

However, some of the studies that have been conducted had more questionable motives. For example, the Department of Defense (DOD)
conducted numerous “man-break” tests, exposing soldiers to chemical weapons in order to determine the exposure level that would cause a
casualty, i.e., “break a man.” (Note 3) Similarly, hundreds of soldiers were subjected to hallucinogens in experimental programs conducted by
the DOD in participation with, or sponsored by, the CIA. (Note 4), (Note 5) These servicemembers often unwittingly participated as human
subjects in tests for drugs intended for mind-control or behavior modification, often without their knowledge or consent. Although the ultimate
goal of those experiments was to provide information that would help U.S. military and intelligence efforts, most Americans would agree that the
use of soldiers as unwitting guinea pigs in experiments that were designed to harm them, at least temporarily, is not ethical.



Whether the goals of these experiments and exposures were worthy or not, these experiences put hundred of thousands of U.S.
servicemembers at risk, and may have caused lasting harm to many individuals.

Every year, thousands of experiments utilizing human subjects are still being conducted by, or on behalf of, the DOD. Many of these ongoing
experiments have very appropriate goals, such as obtaining information for preventing, diagnosing, and treating various diseases and
disabilities acquired during military service. Although military personnel are the logical choice as human subjects for such research, it is
questionable whether the military hierarchy allows for individuals in subordinate positions of power to refuse to participate in military
experiments. It is also questionable whether those who participated as human subjects in military research were given adequate information to
fully understand the potential benefits and risks of the experiments. Moreover, the evidence suggests that they have not been adequately
monitored for adverse health effects after the experimental protocols end.

Veterans who become ill or disabled due to military service are eligible to receive priority access to medical care at VA medical facilities and
to receive monthly compensation checks. In order to qualify, they must demonstrate that their illness or disability was associated with their
military service. Veterans who did not know that they were exposed to dangerous substances while they were in the military, therefore, would
not apply for or receive the medical care or compensation that they are entitled to. Moreover, even if they know about the exposure, it would be
difficult or impossible to prove if the military has not kept adequate records. ltis therefore crucial that the VA learn as much as possible about
the potential exposures, and that the DOD assume responsibility for providing such information to veterans and to the VA.

I1. BACKGROUND
A. CODES, DECLARATIONS, AND LAWS GOVERNING HUWM

The Nuremberg Code is a 10-point declaration governing human experimentation, developed by the Allies after World War Il in response to
inhumane experiments conducted by Nazi scientists and physicians. The Code states that voluntary and informed consent is absolutely
essential from all human subjects who participate in research, whether during war or peace. The Code states:

The person involved should have the legal capacity to give consent; should be so situated as to be able to exercise free pover of choice,
without the intervention of any element of force, fraud, deceit, duress, overreaching, or other ulterior form of constraint or coercion; and
should have sufficient knowledge and comprehension of the elements of the subject matter involved as to enable him to make an
understanding and enlightened decision. This latter element requires that before the acceptance of an affirmative decision by the
experimental subject, there should be made known to him the nature, duration, and purpose of the experiment; the method and means by
which it is to be conducted; all inconveniences and hazards reasonable to be expected; and the effects upon his health and person which
may possibly come from his participation in the experiments. (Note 6)

There is no provision in the Nuremberg Code that allows a country to waive informed consent for military personnel or veterans who serve as
human subjects in experiments during wartime or in experiments that are conducted because of threat of war. However, the DOD has recently
argued that wartime experimental requirements differ from peacetime requirements for informed consent. According to the Pentagon, “In all
peacetime applications, we believe strongly in informed consent and its ethical foundations . . . .. But military combat is different.” (Note 7) The
DOD argued that informed consent should be waived for investigational drugs that could possibly save a soldier’s life, avoid endangerment of
the other personnel in his unit, and accomplish the combat mission.

More than a decade after the development of the Nuremberg Code, the World Medical Association prepared recommendations as a guide to
doctors using human subjects in biomedical research. As a result, in 1964 the Eighteenth World Medical Assembly met in Helsinki, Finland,
and adopted recommendations to be used as an ethical code by all medical doctors conducting biomedical research with human subjects.
This code, referred to as the Declaration of Helsinki, was revised in 1975, 1983, and 1989. (Note 8) It differs from the Nuremberg Code in
certain important respects. The Declaration of Helsinki distinguishes between clinical (therapeutic) and nonclinical (nontherapeutic) biomedical
research, and addresses “proxy consent” for human subjects who are legally incompetent, such as children or adults with severe physical or
mental disabilities. (Note 9) Proxy consent for legally competent military personnel who participate in military research is not considered
appropriate under the Nuremberg Code or the Declaration of Helsinki.

On June 18, 1991, the Federal Government announced that 16 U.S. governmental agencies would abide by a set of regulations, referred to as
the “Common Rule,” designed to protect human subjects who participate in federally funded research. (Note 10) The provisions of the
“Common Rule,” first promulgated for the Department of Health and Human Services (DHHS) in 1974, described how federally funded
research involving human subjects shall be conducted. However, local Institutional Review Boards (IRB’s) may revise or exclude some or all
consent elements if the research exposes subjects to no more than “minimal risk,” meaning “that the probability and magnitude of harm or
discomfort anticipated in the research are not greater in and of themselves than those ordinarily encountered in daily life or during the
performance of routine physical or psychological examinations or tests.” (Note 11) IRB’s vary greatly in their interpretation of the risks of daily
life.

There are three provisions governing research funded by DHHS that are intended to protect vulnerable populations, such as pregnant women
and fetuses, prisoners, and children. (Note 12) There are no special Federal regulations to protect military personnel when they participate as
human subjects in federally funded research, despite logical questions about whether military personnel can truly “volunteer” in response to a
request from a superior officer.

Current law prevents the Department of Defense from using Federal funds for research involving the use of human experimental subjects,
unless the subject gives informed consent in advance. This law applies regardless of whether the research is intended to benefit the subject.
(Note 13)






WAR’S REAL COST

Gulf War lliness and Our Veterans

Bringing things up-to-date, here are parts of two documents from 2010. The first comes straight from the Department of Veterans Affairs, and it
has some pretty shocking statistics on how many veterans of the first Gulf War have suffered adverse health consequences. The second is
testimony from Paul Sullivan, Executive Director of Veterans for Common Sense, given before the House Committee on Veterans’ Affairs on
September 30. I found his statement heart-wrenching. What's it going to take for our leaders to consider the real cost of these endless wars?

Final 2010 Report
of

Department of Veterans Affairs
Gulf War Veterans' llinesses Task Force
tothe
Secretary of Veterans Affairs

EXECUTIVE SUMMARY:

In August 2009, the Secretary of Veterans Affairs (VA) directed a comprehensive review
of the Department's approach and practices in meeting the needs of Veterans of the
1990 — 1991 Gulf War. The intended outcome of this review was a set of action plans to
ensure the needs of Gulf War Veterans are met and improve their level of satisfaction
with VA services. More broadly, these efforts reflect the cultural and institutional change
within VA as it transforms into a 21 century organization.

This report reflects the efforts of an interdisciplinary team of subject matter experts from
across multiple work centers within VA — a task force led by the senior Gulf War Veteran
within VA leadership. The Gulf War Veterans’ llinesses Task Force (GWVI-TF) was
established to identify gaps in services as well as opportunities to better serve this
Veteran community and in so doing help guide efforts at making the VA people-centric,
results-driven, and forward-looking. The GWVI-TF target population is Veterans

who were deployed on the Operation Desert Shield and/or Operation Desert Storm
components of the 1990 — 1991 Gulf War period. The Persian Guif War (hereinafter
referred to as the Gulf War) is legally defined in 38 U.S.C. § 101(33) as beginning on
August 2, 1990, and ending on the date thereafter prescribed by Presidential
proclamation or by law. While the term "Gulf War Veterans" could refer to all Veterans of
conflicts during this period, including Veterans of Operation Iraqi Freedom, and
subsequent conflicts, this report will use the term "1990 — 1991 Gulf War Veterans" to
mean those Veterans who served in Operation Desert Shield and/or Operation Desert
Storm.

The GWVI-TF worked over several months to develop a comprehensive plan of action
consistent with the challenge inherent in Secretary Shinseki’s pledge to all Veterans in his
comments before the National Society of the Sons of the American Revolution on January
9, 2010: “At VA, we advocate for Veterans — it is our overarching philosophy and, in time,
it will become our culture.”

The GWVI-TF identified seven areas where VA can - and will — improve services for this
group. Among these improvements, VA will reconnect with Veterans from the “1990 —
1991 Gulf War Veterans,” strengthen the training of clinicians and claims processors, and
reenergize its research effort. VA will also strengthen partnerships and medical
surveillance to proactively address the potential health impacts on Veterans from the

i P on today’s

The report’s action plans are an initial roadmap to transform the care and services we
deliver to Veterans from the "1990 — 1991 Gulf War Veterans." Execution of these plans
will deliver the critical tools for frontline staff to address real and perceived
misunderstandings between VA and Gulf War Veterans, Veterans Service Organizations,
Congressional Committees, and other external stakeholders. Specifically, this report
establishes action plans to deliver new and improved tools for VA personnel to improve:



INTRODUCTION

Twenty years have passed since the start of the deployment and combat operations
known as Operations Desert Shield and Desert Storm. Since then, many Veterans of that
conflict have endured adverse health consequences from the war. Of the 696,842
Service members who served in the conflict, of which approximately 7% were women,
297,555 Veterans have filed Department of Veterans Affairs (VA) claims. As of March
2010, the VA has processed over 289,610 disability claims related to their service in
these operations; 250,627 have been granted at least one service-connected condition,
38,983 claims were denied; and 7,945 claims from first time claimants are currently
pending. Additionally, VA has treated over 146,445 combat Veterans, and has
participated in federal research efforts on Gulf War illness totaling more than $152.1
million from VA and $400.5 million in total Federal commitment to date. Yet through
these years, many Veterans have felt disenfranchised in these efforts, and underserved
by the VA. Stakeholders have been critical of VA's culture and processes as well. The
excess of unexplained medical symptoms reported by deployed 1990 — 1991 Gulf War
Veterans cannot be reliably ascribed to any known psychological disorder. Veterans and
stakeholders have noted that VA has hi failed to recognize that I
multisymptom illness suffered by Gulf War Veterans are distinct illnesses with potentially
debilitating consequences and the large numbers of Veterans affected (an estimated
175,000 to 250,000 Veterans). They have also criticized VA emphasis in its research
(before 2005) and in its clinician training materials and public statements (to date), that
these illnesses were related to stress or other psychiatric disorders, when scientific
research indicates otherwise. The Gulf War Veterans’ lliness Task Force (GWVI-TF) was
set up to respond to these criticisms.

Findings 3B: The “1990 — 1991 Gulf War Veterans” largely attribute their illnesses to
environmental that were undetected and/or not i during that conflict
(i.e. oil fires, pesticides, sandstorms etc.). Based upon data gathered from DoD’s Medical
Surveillance Monthly Report, it is estimated that between 16 and 20 percent of active
duty, and 28 and 35 percent of Reserve soldiers serving in the Operation Enduring
Freedom/Operating Iraqi Freedom (OEF/OIF) conflicts have concerns about their own
exposures to environmental hazards during their military service as several environmental
exposure events are known to have occurred in the current conflicts. Although each VA
Medical Center (VAMC) provides access to environmental health clinicians and
coordinators, there is variability in knowledge and practice among VAMCs as to when and
how to conduct exposure assessments. Primary care providers currently do an excellent
job of providing patients with work-ups based on symptoms but do not always have the
necessary tools to provide thorough exposure assessments. An initial seminar was
developed in August 2009 in conjunction with Mount Sinai Medical Center and the New
Jersey War Related lliness and Injury Study Center (WRIISC) to overcome this
deficiency. The seminar was very successful because it provided clinicians with the
information needed to expertly treat and discuss problems with their Gulf War patients,
and for the first time presented it together at one time in a concise manner. The seminar
not only addressed issues concerning 1990 — 1991 Gulf War Veterans' concerns (Sarin
gas, Pyridostigmine, pesticides, ol fires) but also addressed several concerns from the
current conflicts in Iraq and Afghanistan. Thus, lessons learned from prior conflicts are
being coupled with the lessons learned at the August 2009 seminar to build a more
comprehensive training program for VA staff. The Veterans Health Administration will
conduct exportable in exposure and to update VA
clinicians on the unique exposures of returning OEF/OIF Veterans and provide
educational and clinical tools for evaluation of exposure risk and the health outcomes
relevant to these risks. These workshops will be offered in two different geographic areas
and there will be a satellite seminar to most areas and
time zones.

Gulf War Illness: The Future for Dissatisfied Veterans
Statement of Paul Sullivan

Executive Director
Veterans for Common Sense

Velerans for Commen Sense (VCS) thanks Subcommitlee Chalrman Mitchell,
Ranking Member Roe, and members of the Subcommittee for inviting us to
testify about our recommendations for improving government policies for our
nation’s 250,000 111 Gulf War ve 55 remains a loyal friend of
ur Gulf War velerans by holding hearings, passing legislalion, and
conducting vital oversight hearings.

terans. Co

gre

With me Loday is my good [riend Sleve Robinson, a fellow Gulf War veleran and
the former Executive Director at the National Gulf War Resource Center, a
position T once held. Also with me is Thomas Bandzul, our V
Counsel. Steve, Thomas, and several i1l Gulf War veterans assisted VCS with
preparing Lhis slalement.

S Associate

VCS is here today because Gulf War veterans are dissatisficd and disappointed
wilh Lhe aclions of Lhe Deparlmenl of Velerans Alfairs (VA). VA is nol
listening to our concerns about our illnesses associated with our deployment
to the 1991 Gulf War. VA does not listen to advisory panels created by
Congress or VA. VA docs not listen to cxpert scientists. VA does not even
lislen Lo Congress. Two decades of inaclion have already passed. Gulfl War
veterans urgently want to avoid the four decades of endless sutfering endured
by our Vietnam War veterans exposed to Agent Orange. VA’s actions are
unfortunate and disastrous for our nation’s 250,000 i1l Gulf War voterans.

Veterans for Common Sense sends up a red star cluster for Congress, VA, and
erica to s In military torms, VCS asks VA for ccase firc. VCS urges VA
adership Lo slop and lislen Lo our velerans before Lime runs oul, as VA is
killing veterans slowly with bureaucratic delays and mismanaged research that
prevent us from receiving treatments or benefits in a timely manner.

VCS is here urging VA to issue requlations so Gulf War veterans can learn why
we are 111, oblain medical care, and receive disabilily benelils [or our
medical conditions scientists agree are associated with our Gult War
deployment during 1990 - 1991.

After twenty years of war, we are done waiting. VCS urges VA to act now and
provide research, treatment, and benefits. As a Gulf War veteran, | have
watched too many dic without answers, without treatment, and
wilhoul benefils. cases, velerans compleled suicide due Lo Gulf War
illness and the frustration of dealing with VA. VCS asks Congress and VA to
keep this in mind when evaluating VA policies.

Our statement contains a copy of our formal petition to VA Secretary Eric
Shinseki nrging to VA promulgate regulations under the Administrative
Procedure Act (5 USC Section 551) so our vetcrans can obtain answers to the
questions aboul why 250,000 veterans remain ill, treatment for veterans’
nditions, and benefits so our veterans do not fall through the economic
cracks due to disabilit




VCS asks Congress to intervene if VA fails to act now. VCS asks Congress to
continue holding oversight hearings and to pass legislation to implement our
petition if VA continues ignoring the needs of our veterans, ignoring the
laws passed by Congress, and ignoring the peer-reviewed and published
tindings of our nation’s top scientists.

Gulf War Illness

:$ is here today urging action by Congress because the scope of the
healthcare and disability challenges facing our Gulf War veterans is real and
increasing in size. VA officially reports 265,000 of the veterans deployed
between 1990 and 1991 sought medical care and 248,000 filed disability claims
by 2008, the last time VA released official statistics about veterans from
the 1991 conflict.

estimates VA spends up to $4.3 billion per year for Gulf War veterans’
medical care and benefits. However, VA has never actnally revealed the
financial costs, and VA has indicated no intention the agency plans to
release those facts. VA’s failure to release information about the human and
tinancial costs of war reveal VA remains without the fundamental facts needed
to monitor Gulf War veteran policies.

In 2008, VA's Research Advisory Committee on Gulf War Veterans’ Illness (RAC)
estimated as many as 210,000 Gulf War veterans suffer from multi-symptom
illness.

In 2009, the Institute of Medicine (IOM) agreed the exposures and illnesses
are real, impacting as many as 250,000 veterans of the 1991 invasion Iraq.
Both the RAC and TOM studies were mandated by the “Persian Gulf Veterans Act
of 1998."

Gn1f war veterans are hoping for improvements with the new administration.
In Angust 2009, VA created a new Gnlf War Task Force nnder the leadership of
Gnlf viar veteran and VA Chief of Staff John Gingrich. wWe look forward to
VA"s testimony today with the hope that VA will offer new, substantive
requlations for our Gulf War veterans who need answers, healthcare, and
benefits. We do thank VA for taking the precedent-setting initiative of
proposing policy via the Federal Register on April 1, 2010. VCS submitted
delailed commenls Lo VA aboul Lhe Drafl Task Force reporl on May 3, 2010.

However, VCS recommendations to VA’s Chiet of Staff John Gingrich appear to
have tallen on deaf ears. The only VA action since January 2008 was a paltry
$2.8 million for stress research announced on July 21, 2010. Only VA’s
Research Office, in a vacuum without input, wants this research. VA's
systemic failures reveal signiticant problems remain at VA. If VA Secretary
Shinseki won’t tix VA’s Research Ottice, then Congress must intervene and
place Gult War research cutside of their area of responsibility.

VCS also urges Secretary Shinseki to investigate the improper and arbitrary
termination of essential Gulf War illness research. A July 15, 2009 VA IG
report concluded §75 million in Gulf War illness research at the University
of Texas Southwestern Medical Center (UTSW) was “impeded” by VA (page iv, IG
“Review of Contract No. VAS19-P-00277). Without any reasonable scientific
basis, VA arbitrarily terminated UTSW research, potentially undermining more

than 15 years of critical inquiry. VCS remains outraged VA’s Research Office
has not been held accountable.

On November 19, 2009, vCS filed Ireedom of Information Act (FOIA) requests
with VA to determine the extent of the VA internal sabotage. VA has not
released any information about who “impeded” Gulf War illness research. On
June 29, 2010, VCS filed a formal appeal under FOTA with VA’s General Counsel
to obtain documents about the cabal of VA staff intentionally delaying
research and treatment for our veterans.

VCS also urges VA Lo invesligale Lhe adverse heallh lmpact of depleted
uranium, a radioactive toxic waste used as ammunition. On August 19, 1993,
then-Army Brigadicr General Eric Shinscki signed a memorandum confirming that
on June 8, 1993, Lhe Depuly Secreltary of Defense ordered Lhe Army Secrelary
to “Complete medical testing of personnel exposed to DU contamination during
the Persian Gulf War.” No medical testing was performed. VCS urges VA
Secretary Shinseki to take the rare opportunity for a second chance and
complete’ the research ordered 17 years ago. In February 2010, VCS President
Dan Fahey requested DU research during a conference call with VA Chief of
Staff John Gingrich. To date, VA has nol conducted DU research.

Third, other than a VA-VCS conference call in February 2010, VA has excluded
Veterans for Common Sense from participating in any meaningful, consistent
dialog on the issue of Gulf War illness. The communication from VA is almost
always one direction: telling velerans whal VA will do with little or no
input from veterans until after VA has reached a final, irreversible
decision. VA’s continued insulation is the main reason why VCS urges VA to
create a permanent Gulf War Veteran Advocacy office

Conclusion

The needs of our veterans are detailed in two decades of scientific research
reviewed by Lhe RAC and LOM as well as countless Congressional
investigations, hearings, and reports. However, VA’s Research Office has
failed Gulf War veterans for two decades. This absolutely vital hearing
represents VA’s last chance to get it right so Gulf War veterans have a
reasonable chance at answers, treatments and benefits in our lifetime.

After 20 years of waiting, we refuse to wait on more empty promises from VA.
The first step is for Secretary Shinseki and Chief of Staff Gingrich to
immediately clean house of VA bureaucrats who have so utterly and miserably
failed our veterans for too long. Our bottom line is clear: we urge VA
Secretary Shinseki to quickly implement the recommendations we make in our
petition sent to VA today. If VA does not immediately take action, we urge
Congress to continue holding hearings and passing legislation so VA is held
accountable for taking care of our veterans. Our waiting must end now.

Veterans for Common Sense
Washington, DC.
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MILITARY TAKEOVER
Operation Garden Plot: Our Military and “Civil Disturbances”

The curious thing is, a Civil Disturbance Plan called Garden Plot was in place more than ten years before 9/11. See if you agree whether this is
a blueprint for the military taking over during any protest or “unrest” that might seem to be getting out of hand. In case you still think the Patriot
Act couldn’t be applied to us.

Turning the military loose in our country to take care of things: Isn't this what the National Guard is for, and doesn’t that fall under the
jurisdiction of the states and their governors? It seems that the feds shouldn’t be coming in unless they're asked. Which maybe they'd have to
be now, because the National Guard is off fighting in foreign countries. It's all ass-backwards. We’ve got the Guard in Irag and they're trying to
turn the regular military loose on our own citizens. Again we owe that role reversal to George W. Bush.

I can understand occasions when federal help is needed, but this shouldn't be top-down but bottom-up. You need to do this under great
scrutiny, in very limited types of situations, to ensure that there are no abuses of power.

Department of the Army

20310-0440

Headquarters,
Washington, D
15 February 1991

PREFACE

operations plan (OPIAN) is entitled Department of
> 1 Disturbance Plan. T GARDEN PLOT.
This OPLAN provides nce and dire rticipation by
all Department of Defense (DOD) components in civil disturba
operations in support of civil authoriti All parts of this
OPTAN are unclassified.

B In accordance with (LAW) DOD Directive 3025.12, the Secretary
of the Army is the xecutive Agent for military operations in
nse to domestic civil disturban ithi i
of Columbia, Commonwealth of Puerto Rico,
and ions, and any political subdivi >
th._y OPLAN hed und@l the authurlt'y of this executive
2 rtments, the
, and other DOD
cuting military

commands, the defe
or }ﬂav\n\n), inating,
s during domesLi sLurbar

3. OPLAN superced e Plan dated 1 March
1984. effective mpon publ n. ALl supporting
planning documents should be updated TAW with this rovised OPLAN
within 180 days.
4. Revision of GARDEN PLOT was prompted by the following
factors:

a. The Goldwater-Nichols Department ol Defense Reorganiza-

tion Act of 1986.

rect line of opera-
se operalions.

b. The need to c
Lional authority for do

c. Various organizational changes and redesignations among
DOD components.

d. A general need Lo clarily and simplify GARDEN PLOT.
The proponent for this OPLAN is the Di

upport (DOMS). Recommended changes to thi
submitted to the following addr

“tor of Military
plan should be

Headquarters
ATTN: DAMO-ODS
Washington, D.C. 20310-0440

bepartment of the Army

(2) The DOMS is the Action Agent for the Executive

and directs the employment

Agent. The DOMS plans for, .
of all ! the Executive Agent in
civil d nt of contact
in all such matte having over
militar 50 e for supporting the Executive

Agent through the DOMS in matters concerning civil disturbances.
(3) The Executive Agent--or the Under Secretary of the
Army as his designee-—exercises direction of designated joint ta
(JTF) commanders through a designated commander-in-chief
who serves as hi Op(—‘LdLing Agenl. The Operaling Agenl is
upported CINC and is responsible for all civil disturbance
operations involving fodoral military forces within his are
(AOR) . he potential operating Agents/Suppo
stic civil disturbanc United
in Chief, Atlantic Command NCLANT) ;
Chief, es nd (CINCFOR); and United Stat
iand (USCINCPAC) . See Annex H

of

c. Intelligence.
(1) See Annex B.
(2) Threat.

(a) Dur
litary force
L

operations,
ivil popu-
tic to

o acts can fall ahywhclc clong ab spectrum of
5 individual acts of terrorism, riots, and

fsde‘v al vm

alltln/llty The
violence that encomp
insurrection.

(b)
preplanning, or inci
cipating in a civil
group, or part of the political spectrum
be molivaled by economic, criminal, rac
psychological considerations, or any com

11 disturbances may occur spontaneously, by
ntal to some other event. People parti

turbance may be members of any clas
Their particip.

or

(c) The capabili
widely. They may use planned
nonviolent or violent. The technical sophistication
participants can also vary widely, ranging from crud
sophisticated modern wear Participants’ actions may be
governed by the forces of crowd behav or by leaders

mand and control through advanced commun
participants will typically be on foot, vehic

may be used.






24 & 25

FREEDOMS FOR SAFETY?

“Emergency” Detention Camps and Civilian Inmate Labor Program

Are we ready for martial law? | think we are, because everybody’s sitting back and watching our freedoms being taken away and the handcuffs
put on and “Newspeak” (read Orwell's 1984 again, folks) being slowly put into practice. We can all proudly stand up as Americans and say,
Guess what? The terrorists are winning because our country has changed in the last decade, and not for the good. We’re a country that's now
living in fear and so are willing to trade our freedoms for safety—which | stand against and will go to my grave stating: “I'd rather face the
terrorists on a daily basis than lose any of my freedoms.”

So let's look at how the government has been intent on keeping us safe. First, a press release issued by KBR, a subsidiary of Halliburton
(the company Cheney ran), early in 2006. It's a joint deal they made with Homeland Security and Immigration & Customs Enforcement (ICE), “in
the event of an emergency influx of immigrants into the U.S., or to support the rapid development of new programs,” whatever that means. Did
you know that the ICE already had detention centers in place since it was established in March 20037

Second, the Army went on to establish a Civilian Inmate Labor Program back in 2005. “This regulation provides Army policy and guidance
for establishing civilian inmate labor programs and civilian prison camps on Army installations.” The italics are mine. Would somebody tell
me what this means, so | don’t have to worry so much about what it implies?

KBR

KBR Awarded U.S. Department of Homeland
Security Contingency Support Project for
Emergency Support Services

Arlington, Virginia - January 24, 2006 - KBR announced today that its Government and Tnfrastructure
division has been awarded an Indefinite Delivery/Indefinite Quantity (IDIQ) contract to support the
Department of Homeland Security's (DHS) U.S. Immigration and Customs Enforcement (ICE) facilities
in the event of an emergency. KBR is the engineering and construction subsidiary of Halliburton
(NYSE:HAL).

With a maximum total value of $385 million over a five-year term, consisting of a one-year based period
and four one-year options, the competitively awarded contract will be executed by the U.S. Army Corps
of Engineers, Fort Worth District. KBR held the previous ICE contract from 2000 through 2005.

"We are especially gratified to be awarded this contract because it builds on our extremely strong track
record in the arena of emergency operations support,” said Bruce Stanski, executive vice president, KBR
Government and Infrastructure. "We look forward to continuing the good work we have been doing to
support our customer whenever and wherever we are needed.”

The contract, which is effective immediately, provides for establishing temporary detention and
processing capabilitics to augment existing ICE Detention and Removal Operations (DRO) Program
facilities in the cvent of an emergency influx of immigrants into the U.S., or to support the rapid
development of new programs. The contingency support contract provides for planning and, if required,
initiation of specific engineering, construction and logistics support tasks to establish, operate and
maintain one or more expansion facilities.

The contract may also provide migrant detention support to other U.S. Government organizations in the
event of an immigration emer , as well as the development of a plan to react to a national
emergency, such as a natural disaster. In the event of a natural disaster, the contractor could be tasked
with providing housing for ICE personnel performing law enforcement functions in support of relief
efforts.

ICE was established in March 2003 as the largest investigative arm of the Department of Homeland
Security. ICE is comprised of four integrated divisions that form a 21st century law enforcement agency
with broad responsibilities for a number of key homeland security priorities.

KBR is a global engineering, construction, technology and services company. Whether designing an
LNG facility, serving as a defense industry contractor, or providing small capital construction, KBR
delivers world-class service and performance. KBR employs more than 60,000 people in 43 countrics
around the world.

CONTACT:
Halliburton Public Relations. Houston
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Installations

*Army Regulation 210-35

Effective 14 February 2005

Civilian Inmate Labor Program

By Order of the Secretary of the Army:

PETER J. SCHOOMAKER
General, United States Army
Chief of Staff

Official:

Saadan K-

SANDRA R. RILEY
Administrative Assistant to the
Secretary of the Army

History. This publication is a rapid action
revision. The portions affected by this
rapid action revision are listed in the
summary of change.

Summary. This regulation provides
guidance for establishing and managing
civilian inmate labor programs on Army
installations. It provides guidance on es-
tablishing prison camps on Army installa-
tions. It addresses recordkeeping and
reporting incidents related to the Civilian
Inmate Labor Program and/or prison camp
administration.

Applicability. This regulation applies to
the Active Army, the Army National

Chapter 1
Introduction

1-1. Purpose

Guard of the United States, and the U.S.
Army Reserve unless otherwise stated.
During mobilization, the Assistant Chief
of Staff for Installation Management may

This regulation contains management con-
trol provisions and identifies key manage-
ment controls that must be evaluated.

of

modify chapters and policies in
this regulation.

Proponent and exception authority.
The proponent of this regulation is the
Assistant Chief of Staff for Installation
Management. The proponent has the au-
thority to approve exceptions or waivers
to this regulation that are consistent with
controlling law and regulations. The pro-
ponent may delegate this approval author-
ity, in writing, to a division chief within
the proponent agency or a direct reporting
unit or field operating agency of the pro-
ponent agency in the grade of colonel or
the civilian equivalent. Activities may re-
quest a waiver to this regulation by pro-
viding justification that includes a full
analysis of the expected benefits and must
include formal review by the activity’s
senior legal officer. All waiver requests
will be endorsed by the commander or
senior leader of the requesting activity
and forwarded through their higher head-
quarters to the policy proponent. Refer to
AR 25-30 for specific guidance.

Army management control process.

this regulation and establishment of com-
mand and local forms are prohibited with-
out prior approval from Assistant Chief of
Staff for Installation Management
(DAIM-ZA), 600 Army Pentagon, Wash-
ington, DC 20310-0600.

Suggested improvements. Users are
invited to send comments and suggested
improvements on DA Form 2028 (Recom-
mended Changes to Publications and
Blank Forms) directly to Assistant Chief
of Staff for Installation Management
(DAIM-MD), 600 Army Pentagon, Wash-
ington, DC 20310-0600.

Distribution. This publication is availa-
ble in electronic media only and is in-
tended for command levels A, B, C, D,
and E for the Active Army, Army Na-
tional Guard of the United States, and the
U.S. Army Reserve.

‘This regulation provides Ammy policy and guidunce for establishing civilian inmate labor programs and civilian prison

camps on Army installations. Sn\mc:
facilities, State and/or local cor

2667,

demonstration project authorized under Section 1065, Publi

Iabor from off-post comections facilities is currently excluded from this program.

1-2. Referel

of civilian inmate labor are limited to on— and off-post Federal corrections
s facilities operating from on—post prison camps pursuant to leases under Seetion
T 10, Unted Stats Code (10 USC 2667), and off-post State corrections facilities participating in the
ic Law (PL) 103-337. Otherwise, State and/or local inmate

Required al\d relaled publications and prescribed and referenced forms are listed in appendix A

1-3. Explanation of abbreviations and terms
Abbreviations and special terms used in this regulation are explained in the glossary.

1-4. Responsibilities

a. The Assistant Seerctary of the Amy (Installations and Environment) (ASAU&E)) will—
(1) Provide policy guidunce and resolve policy issues
2) Provide overall program dircction.

(3) Serve as approval authority for establishing civilian inmate libor programs and civilian inmate prison camps on

Army installations.

(4) Provide procedural guidance on real property acquisition, management, and disposal relating to establishing
prison camps on Amy installations

b. The Assistant Secretary of the Army
(1) Provide reimbursement policy

(Financial Management and Comptroller) (ASAGYM&C)) will—
n inlerservice, interagency, andfor interdepartmental supporl agree-

ments herween insallations and conestions facites to establish envilian e prison camps on Army installations.
2) Provide reimbursement policy for civilian inmate labor utilization, other than reimbursement for inmate labor

itsell.

(3) Review all actions pertaining to the Civilian Inmate Labor Program for compliance with Army financial

management guidance.

(1) Monitor media coverage on installation civilian inmate labor programs and civilian inmate prison camps on
Amy installations.

(2) Coordinate all proposed media coverage of potential national interest concerning the Army Civilian Inmate
Labor Program and civilian inmate prison camps with the Assistant Chicf of Staff for Installation Management
(ACSIM) prior to release.

d. The Assistant Secretary of the Amy (Manpower and Reserve Affairs) (ASAMM&RA)) will—

(1) Provide policy guidance on inmate labor utilization issues pertaining to existing in-house resources.

(2) Provide policy guidince and procedures for apprising installation government employee labor unions of propos-
als o use civilian inmate labor and, for existing installation civilian inmate labor programs, apprising these unions of
chamges in agieements with comections facilities goverming inmate usc.

¢ The Assistant Chicf of Staff for Installation Management will—

(1) Tixecute the Army Civilian Inmate Labor Program.

(2) Develop and implement policy and procedures for using civilian inmate labor and establishing civilian inmate
prison camps on Ay installations

(3) Sexve as the focal point for stalf coordination on issues pertaining Lo the Civilian Inmate Labor Program and/or
civilian inmale prison camps.

(4) Conduct a program review in accordance with AR 11-2 once every 5 years.

(5) Provide policy guidance on functions for which civilian inmate labor can be used.

(6) Review reports of availability pertaining to granting the use of Army real property

(7) Tmmediately inform the Chief, Legislative Tiaison of approval of civilian inmate Tabor pmamnw and civilian
inmate prison camps on Amy installations to facilitate notification 1o inerested members of C

/. The General Counsel and the Judge Advocate General will review all actions pertaining to e Civlisn Tmote
Labor Program and civilian inmate prison camps for compliance with applicable laws and regulations.

. The Chief of Engincers will, in those cascs involving use of Ay real propeaty, handle all matters pertaining to
ranting the use of Amy real property

h. The Provost Marshal General will—




(1) Monitor reporting of serious incidents, tha is, walkaways, escapes, riots, disturbances, and any criminal activity
by civilian inmates occurring on the installation under AR 190-40.

(2) Provide policy on law cnforcement operations on Army installations

i. Heads of other Army Staff and Army Secretariat agencies will provide advice, as necessary, on aspects of the
Civilian Inmate Labor Program within their functional areas of responsibility.

J. The Director, Headquarters, Tnstallation Management Agency (HQ, TMA) will—

(1) Ensure that their installations participating in civilian inmate labor programs comply with 18 USC 4125(a) and
other applicable laws governing civilian inmate labor, Exccutive Order (EO) 11755, and all provisions of this
regulation.

(2) Review and endorse installation memoranda of agreement (MOA) and Inmate Labor Plans to establish civilian
inmate labor programs and proposals to establish civilian inmate prison camps on Army installations, and forward such
MOA, plans and proposals to Headquarters, Department of the Army (HQDA) for approval.

(3) Review and endorse installation requests for changes to Army Civilian Inmate Labor Program policy.

@) Annually review installation civilian inmate labor programs against the key management controls listed in
appendix D.

k. Installation commanders will

(1) Comply with 18 USC 4125(x) and other applicable laws governing civilian inmate labor, EO 11755, and all
provisions of this regulation.

(2) Submit the following through command channels to Headquarters, Tnstallation Management Activity (SFIM-PL),
2511 Jefferson Davis Highway, Taylor Building, Arlington, VA 22202-3926:

(a) Memoranda of agreement and Inmate Labor Plans to establish civilian inmate labor programs

(b) Proposals to establish civilian inmate prison camps.

(¢) Written notification of termination of civilian inmate labor programs

(d) Revisions to existing memoranda of agreement requiring changes to Army Civilian Tamate Labor Program
policy

(¢) Requests for guidance on any Civilian Inmate Labor Program situation that is not addressed in this regulation.

(3) Annually review their civilian inmate labor programs to determine if their programs continue fo generate cost
avoidance.

(@) Annually review their civilian inmate labor programs against the key management controls identified in appen-

ix D.

(5) Report all contacts with State or local corrections system on possible use of civilian inmate labor, facilities, land,
or installation through command channels to Headquarters, Installation Management Activity (SFIM-PL), 2511 Jeffer-
son Davis Highway, Taylor Building, Arlington, VA 222023926

1-5. Civilian inmate labor programs

a. Civilian inmate labor programs benefit both the Army and corrections systems by—

(1) Providing a source of labor af no direct labor cost to Army installations to accomplish tasks that would not be
possible otherwise due (o the manning and funding constraints under which the Army operates

(2) Providing meaningful work for inmates and, in some cases, additional space to alleviate overcrowding in ncarby
corrections facilitics.

(3) Making cost effective use of buildings and land not otherwise being used

b. Fxcept for the 3 exceptions listed in paragraph 2-1d below, installation civilian inmate labor programs may use
civilian fmmate labor only from Federal comections facilities located either off or on the installation

¢. Keys to operating an effective civilian inmate labor program on Army installations include—

(1) Establishing a comprehensive lease agrecment, interservice, interagency, and/or interdepartmental support agree
ment (ISA), and/or memoranda of agrecment with the corrections facility.

(2) Developing a cooperative working relationship between installation personnel and corrections facility personnel.

(3) Working closely with installation government employee labor unions fo ensure union leaders understand the
program and have current. information on program stas

(4) Training all installation personnel involved in the operation or administration of the program frequently.

(5) Developing a public affairs plan informing the installation and the surrounding local community of the program
and work projects assigned fo civilian inmate labor.

1-6. The process

Figure 1-1 diagrams the Anny Civilian Tnmate Labor Program process. The flowchart reads top down and left to right,
starting with the decision (o establish both a prison camp and an inmate labor program (the diamond-shaped box in the
upper left comer of the diagram labeled “prison camp inmate labor?”). The diamond-shaped boxes are decision nodes;
the rectangular boxes are sleps in the process (o establish a civilian inmate labor program, establish a civilian nmate

prison camp on post, or do both. Follow the arrows through the flowchart. Chapters 2 and 3 address procedures for
establishing a civilian inmate labor program and/or on-post civilian inmate prison camp.
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Figure 1-1. Clvillan Inmate Labor Program process




Chapter 3
Establishing Ci
3-1. Policy statement

nol Armuy policy to solicit offers from correctional systems 1o establish civilian inmate prison caps on Army
insalltions. Nevertheless, the ey recopizes o hese correctional systems may approach installations 10 lease land
o whicl (o build corections i, o o lsse unoccupied aclis. The Ay il evalate equests 0 st
sy, installations on a case by case basis. These prison camps will house minimun
21 low Scouily samacs, 4 detcmiaed by 1o comvotoml sysioms. However, e Army's praary purpose for
allowing establishment of prison camps on Army installaions is fo use the resident nonviolent civilian inmate labor
pool 1o work on the Ieased portions of the installation.

an Inmate Prison Camps on Army Installations

DEPARTMENT OF THE ARM!

(NAME AND LOCATION OF ARMY CROANIZATION
USING CIVILIAN INMATE LABOR)

(Army Organization) Regulation No.

FEDERAL INMATE LABOR PROGRAM

1. Purpose. This regulation establishes guidelines for the Federal Giviian Inmate Labor Program at

(namé_of Army organization) and prebciibes. policies, procedurss, and responsbiltes for Using

Federal civilan inmate labor on (name of Army organization).

2 Reierenoes
R 21

Army Civilian Inmate Labor Program
& AR Goo- 40 Serious Incident Roporting.
¢. 18 USC 4
d. 28 CFR 301
&. Memorandum of Agreement between (name of local Federal corrections facility) and (name
of Army organization).
i. (Add any other applicable focal regulations).

3. General.

a. Headquarters, Dapartment of e Army has approved establishing a Federal civfan inmate labor
program at (name of Army organization), and has granted the Commander,
Srganization) pormission (0 ente! nto agresrmnt wih (name of local Fedaral crrections Taciity
to provids inmate Iabor for abor deais on (name of Army organizat

o (name of iisionioffice) wil provide Stowardsnp (o 16 Foderal ciilan inmato labor

program (e, of Ay OrGaZALON.

. Civian inmates and inmat labor detalswill erform tasks for wich funding s ot aaible and
ther /ould not normally be performed. Civilian inmate labor will not replace authorized civiian

pu Ur\s, nur impair service conlmc{s Civilian inmates and inmate labor details will not interfere nor
nilict with projecis for which resources have been allocated and funds made available for ac-
Compishment by contract or Federal cilian fabor oroe
d. Federal civilian employees will not be displaced by civilian inmates or inmate labor detais.
minimum security communty cusiody inmates will work on (name of Army organizatin).
These inmates are those convicted of nonviolent crimes who have been judged by established prison
standards to represent no threat to the population at (name of Army organization) and who are not
consicered escape risks.
1. Inmates and inmate labor details will perform work defin 8 USC 4126/a). ie. cad repair
construction, clearing, maintaining and reforesting public Iands, building levees, and constructing or
Tapaig any et UG Ways or works nancsd wholy or in major fart by funds appropriated by

- Typical i projects imate labor oan perform inclyde painting, carpenty, general mainenance
and repal,landscape planing and/or maintenance, mowng, rash pckup, custodial work,ransporting
material t and from recycling centers, and other similar type

h. \nmales will not be used in any manner inconsistent wlm this plan or any other law and
regulation.

4. Responsiolltes
a. (Name of

jan inmate labor program)

ionioffice with overall responsibility for the ¢

() Have overal responsivlty or managing and soordinaling action of the Federal civilan inmate
labor program and will establish priorities for use of all inmate labor on (name of Army organization).

(2) Maintain a current list of all (name of Army organization) personnel trained and certified by
(name of local Federal corrections facility) to check on the quality of inmate labor being performed,
Srovide necassary daiy trainng raitedt fo taaks, saiety, and proper e of squipment, materials, o0,
and supplies for inmates working at (name of Army organization)

(3) Provide/accomplish all inmate labor reporting requirements

(4) Ensure that training and licensing of inmates is accomplished in accordance with Army

Figure C1. Sample Inmate Labor Plan—continued

regula}lcns as necessary, for inmates to operate government equipment/vehicles on (name of Army
organization).

() Cunrdlnale training for (name of Army organization) personnel on (name of local Federal
corrections ity) policies and procedures in such areas as inmate and inmate labor detail disci-
oline, accounlabmly. {name of local Federal corrections facility) staff conduct and safety. This
training will be required for personnel who will serve as inmate labor detail monitors, or have any
contact with inmates.

(6) Review and approve (or disapprove) each inmate labor work project request.

(Add additi as app!
b. The (name of Arm: organiza n) "Public Affairs Office (PAQ) will develop a plan to inform the
installation and surrounding c s (to include family members) of the Federal civilian inmate
labor program, projects mmate "Tabor will perform, and community training regarding the presence of
inmates on the installatio
c. The (name of rmy ‘organization) Stait Judge Advocate will review each inmate labor work
projact request to ensure that the work projects are within the parameters of 18 USC 4125(a). Factors
other than those identified herein may be considered in the approval process.
(ol Dirsdlor and heads of other organizations will ensure that the provisions of this regulation are
ollowed
e. Users of inmate labor w!\l
(1) Provide trained personncl for inmate labor dstails. Personnel provided must be trained and
certified by (name of local Federal corrections faci officials and be listed on the (name of focal
Federal corrections facility) record of training. Personnel will check on the quality of wark being
performed and provide necessary daily training related to tasks, safety, and proper use of equipment,
materials, tools, and supplies. These personnel will not become directly involved with the operation of
labor details, and in no event will perform custodial supervision of inmates or inmate labor details.
(2) Identify designated work break, lunch, restroom, and vending machine areas for use by
inmates and inmate labor details.
(9) Submit written requests, (specify type of written request) to (division/office having over-
all responsibility for the c:vlllan inmaté labor program) for inmate fabor support. All written
requests must contain the followi

(a) Work location {huv\mng, area, place, etc)

(b) Work period (days, hours, etc.)

(c) Duration of work required (weeks, months, indefinite,

(d) Names of (name of Iooal Federal corrections iaclllly) (ramed personnel who will be
providing assistance at the work sit

(e) Names and telephone numbsrs of points of contact within the user's organization.

() Number of inmates required.

(g) Statement of work to be performed. This information Sheuld e simply stated but compre-
hensive enough to show expertise, training, or any othe skills inmates must
possess to perform the work. Include physlcal requirements of the mb

(4) Ensure that inmates are used in accordance with provided by
(name of local Federal corrections facility) officials, (name of Army orgamzatlon) requlvemsms
and job safety.

(5) Provide an escort at all times for inmate labor details working within controlled and restricted
areas.

(6) Report the lol\owlng to (name of divisil ice with overall ibility for the civilian
inmate labor program):

(@ Any walkaway, escape, riot, disturbances or similar mudev\l involving inmates or the
(name of Army urgamzatlnn) Federal civilian inmate labor pro

(b) Any criminal act a (name of local Federal correcllons far:lll!y) inmate against a
military member or civilian ass\gned to, residing on, or traversing the installat

(c) Any negative media coverage conceming the inmate labor pmgram or (name of local
Federal corrections facility) inmates.

(d) Accidents/injuries.

(7) Maintain records of hours worked and work performed.

(8) Provide a safe and humane work environment for inmate labor details.

(9) Provide all materials, supplics, cqulpmenl tools, and personal protective equipment for
inmates and inmate fabor details in a safe iceable condition.

(10) Enforce inventory and control prcnedures for hand tools and other equipment provided for
|nmate \abnr details

Ensure that personnel in their organization who will be directly involved with inmates and
|nmala \abor details are of good integrity, have no known criminal record, have no known history of
drug or alcohol abuse, and have no prior nor present social or other relationship with inmates and
members of inmate labor defails.

Figure C-1. Sample Inmate Labor Plan—continued
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CONTINGENCY PLANNING
The Army’s Continuity of Operations Plan

Hours after the events of September 11, 2001, the Bush administration put “Continuity of Government” plans into operation for the first time in
American history. These had actually been drawn up by Donald Rumsfeld earlier in the year, and when WikiLeaks published it, the document
was affixed with a warning: “Destruction Notice: Destroy by any method that will prevent disclosure of contents or reconstruction of the
document.”

| guess something has changed since then, because the revised Army Regulation 500-3 issued in April 2008 is stamped UNCLASSIFIED.
I'm ending this section with some excerpts, which seem like decent contingency planning on the face of it. Still, the emergency relocation

facilities do give me pause, not unlike the KBR contract and the civilian prison camps.

In the wrong hands.

.I'd better stop there.

Army Regulation 500-3

Emergency Employment of Army and
Other Resources

U.S. Army
Continuity of
Operations
Program Policy
and Planning

Chapter 1
Introduction

Section |
General

1-1. Purpose

“This regulation establishes responsibilities, policies, and planning guidance to ensure the effective execution of critical
Amy missions and the continuation of mission essential functions (MEF) under all circumstances. All Department of
the Amy (DA) continuity-rclated activities will be coordinated and managed under the Army Continuity of Operations
(COOP) Program. This regulation is the proponent policy document for the U.S. Amy COOP program. If there is any
conflict in this guidance with any other Army regulation, pamphlet, or other Army document, this regulation takes
precedence. A COOP plan is complementary to other continuity programs and is a part of the foundation for Army
COOP.

1-2. References
Required and related publications and prescribed and referenced forms are in appendix A.

1-3. Explanation of abbreviations and terms
Abbreviations and special terms used in this regulation are explained in the elossary

Section Il
Responsibilities

1-4. Heads of of the Army iat, and Staff Agencies
The heads of QDA Secretariat and Staff Agencies will—

a. Designate in writing a primary and alternate COOP point of contact (POC). The COOP POC will be directly
tesponsible (o the senior Amy official of cach agency. The head of HQDA Secrelariat and Staff Agencies may
delegate their COOP Program oversight authority and responsibility to their immediate deputy, but not to a lower
echelon. COOP POC information will be provided to the Director, Force Protection Division (DAMO-ODA-F) not
later than (NLT) 30 September of each year, or within 10 working days if the POC name or contact information
changes. Names, telephone numbers, unclassified and classified Ammy Knowledge Online (AKO), and unclassified and
classified non-AKO e-mail addresses will be provided to HQDA, Director, Force Protection Division, ATTN: DAMO-
ODA-F, 3200 Ay Pentagon, Washington, DC 20310-3200 or ¢-mailed to: amycoop@conus.army.mil

b. Provide COOP primary POCs and alternates with individually assigned secret Internet protocol router network
(SIPRNET) access/connectivity depending upon (heir organization’s mission. It is recommended that the primary
means for COOP planning, cor and be via STPRNET.

c. Identify and prioritize MEFs in accordance with MEF definitions and guidance contained within this regulation to
be performed as the basis for continuity planning, preparation, and execution. MEF should directly support HQDA, the
Chairman of the Joint Chiefs of Staff (CICS) MEFs and the Department of Defense (DOD) MEFs.

d. Review, re evaluate, and provide their MEFs to the Director, Force Protection Division no later than 1 February
of every odd year. As changes occur, agencies will provide updates to their MEFs for consideration and review at ail
times. Heads of HQDA Secretariat and Staff Agencies will sign their submission indicating their approval

¢. Establish COOP plans and procedures to ensure the execution of critical HQDA MEFs.

/- Identify and train their HQDA Emergency Relocation Group (ERG) personnel and provide electronic online roster
updates (o the Director, Force Protection Division (DAMO-ODA-F) as changes occur.

g. Identify critical requirements and procurement needs for command, control, communications & intelligence (C3D),
prepositioned files, vital records, documents, software, databases, or other resources to be stored, protected and made
available at their Emergency Relocation Facility (ERF) (also known as Emergency Relocation Site (ERS)) and alternate
headquarters (AH) and alfernate Review items and requests
semiannually and update as changes oceur. Priority should be given using electronic media storage vice paper files.

Section Il
Requirements for the Army Continuity of Operations Program

1-9. General

The Army COOP Program represents an integrated set of Army policies, plans, and procedures that support the
Defense Continuity Program. The Army COOP Program assures the capability exists to continue organization MEFs
under all circumstances including crisis, attack, recoy md reconstitution actoss a wide range of potential emergen-
cies. This includes all planning and preparatory measures, alert and notification actions, response actions, and festora
tion activities for all hazards, including acts of nature, natural disasters, accidents, and technological and/or attack-
related emergencies. The program encompasses HIQDA Secretariat and Staff agencies, ACOMs, ASCCs, or DRUs, and
subordinate commands performing COOP functions. A sample command inspection checklist is at appendix B

Jj. Establish the capability to shelter in place essential personnel. Shelter in place may be declared by the senior
Army official responsible for the organization or by the senior person present at the location where the threat and/or
hazardous condition precludes safe egress from that facility. The duration for possible shelter-in-place conditions and
preparation of the shelter including, but not limited to, stockage of food, water, bedding, hygiene supplies, will be
determined by the senior Army official responsible for the organization. This determination should consider all-hazards
the organization may possibly experience. Sheltering in place is considered a disaster response. Relevant regulations,
such as AR 30-22 and DA Pam 30-22, for example, should be consulted. Organization’s advisors such as legal,
contractor, logistics, and others, as determined by the senior Army official responsible for the organization, should be
consulted in advance when shelter-in-place plans, and are being f

4. Consider issuing military personnel, civilian and contractor empl with COOP aG
Emergency Telecommunication Service (GETS) cards. The GETS is a national security and cmergency preparedness
service of the Federal Government. This system increases the probability of completing emergency calls worldwide
when normal calling methods fail. For more information, see hitp:/gets.ncs.gov




. Ensure emergency relocation facilities (ERF) comply with the Americans with Disabilities Act (ADA). Procedures
for routine and emergenicy ingress and egress must consider handicap assigned and visiting personnel, including during
power-out conditions.

5. Ensure ERFs are capable of permitting ingress as well as egress during powerout conditions.

1. Ensure that Department of Army Civilians (DAC) position descriptions and statements of work for contractors
with COOP rcﬂpmmlnlmu clearly reflect and/or specify what their nonroutine office duties are (for cxample, mvcl
24-hour on-call duties, 24-hour exercise duties, and so on). Review current contract statements of work for C
language. Some cxmmg contracts may require a contract modification. Some DACS occupy positions that cannot te
vacated during national emergency or mobilization without seriously impairing the capability of their organization. To
ensure continuily in mission, commanders may designate these positions as key.

. Consider designations on badges or other forms of identification to distinguish the COOP or other personnel
exempt from movement restrictions during a COOP ev

v. Declare in their procedures that their COOP OPLAN automatically becomes an OPORD upon COOP declaration/
activation.

w. Ensure that ERG and other COOP Personnel who may carry classified information outside of their normal place
of duty are issued and possess current Courier Cards upon appointment (o these positions.

(9) Oversee programs such as the Government Emergency Telecommunications Service (GETS) for ERG members.
(10) Ensure ERG members exercise their computer equipment and software at ERF locations o ensure comectivity
to their required files.

(11) Ensure procedures for telecommuting (also known as telework), work at home agreements, virtual offices, are
established, as applicable

(12) Ensure their agency’s contracting requirements and agreements to support COOP are identified and in place in
advance of COOP events.

(13) Prepare and maintain an agency COOP plan and oversee their subordinate agency’s COOP plan development
and maintenance

(14) Ensure ERG members and agency principals are knowledgeable and informed of ERG member COOP OPLAN
responsibilities.

Chapter 2
Ci inui of O

Planning

2-1. General

The Army COOP program assures that the capability exists to continue MEFs across the full spectrum of emergencies
and prepares Army organizations for any contingency that potentially interrupts normal operations. The COOP Program
supports the President, the Secretary of Defense, the CICS, Department of the Army organizations, and other DOD
components.

a. Developing flexible COOP plans and procedures for all possible events have become the new norm for the Army.
Army COOP plans will be event neutral and consider capabilities, connectivity, and procedures that would provide
Army organizations and leadership with the ability to ensure their MEFs continue to operate in all-hazards environ-
ments with minimum disruption, through and during the event, until normal operations are restored. Minor interrup
tions such as a short duration power failure, for example, that do not substantially disrupt an organization’s MEFs
potentially will not be considered by the organization’s leadership as a declared COOP event.

2-9. Department of the Army Relocation Sites (DARS) Program
Selection and use of alternate headquarters (AH) and emergency relocation facilities (ERF).

a. An ERF is the location an organization moves to in order to continue operations. An AH is a subordinate
command that takes over in case the headquarters is suddenly rendered incapable of commanding the organization.

(1) DOD centrally manages and documents ERTs and ATl locations, to inclide COOP training and exercise
locations. This is necessary to prevent potential interference with or compromisc of sensitive locations or operations.

(2) Ammy organizations establishing an ERT or ATI will coordinate the locations through the IMCOM, which is the
office of primary responsibility (OPR) for the Army’s day-to-day management of the AH/ERF program

(3) The OPR will coordinate ERF or AH requests with the OCR. The OCR may overrule requests for mission
deconfliction reasons and will advise the OPR of such. Once the facility is deconflicted, then site surveying,
acquisition, and equipping the fixed or other assets will be the responsibility of the requesting organization and may
require an MOA between the requesting and host organizations. Copies of MOA will be provided to IMCOM. MOAs
entered into prior to the April 2006 revision of this directive should be reviewed 1o ensure compliance with current
directives and submitted through the Garrison Commander to HQ IMCOM for accountability purposes

(4) AH and ERF information will be updated in accordance with DOD classification guidance and sent to IMCOM

AR 500-3 - 18 April 2008 1

2-10. Emergency relocation group

. ERG members will be selected to provide the best mix of senior leaders and supporting Staff to exccute MEFs
regardless of the type of emergency or crisis that causes execution of COOP plans. Recommend that COOP POCS, and
Individual Mobilization Augmentees who are Civilian Servamts with conflicting duties, not be members of the ERG.
Persomnel assigned to the ERG will be—

(1) Cleared for access to the ERF or AH and for the materials and equipment they are designated to use.

(2) Available through alert and notification recall procedures

(3) Prepared fo move fo an allemate location when the primary location is threatened or no longer viable,

() Briefed on all aspects of relocating to and operating at designated facilities

(5) Excrcised at least annually.

(6) Prepared to activate the organization’s shelter-in-place plans and procedures.

(7) Trained in COOP opemuons/cxccmmn to effectively support respective COOP plans.

b. As required, ERG members nust be capable of —

(1) Providing urg.lm/dhm\ ~peL|I’m functional expertise.

(@) Providing essential planming and_ support

(3) Coordinating with appropriate representatives of higher headquarters, other Services, other agencies, and civil
governmental sectors, as applicable.

(4) Issuing and implementing decisions and directives.

(5) Ensuring exeeution of MEFs.

(6) Monitoring and reporting on the situation.

(7) Accounting for organizational personnel

2-11. Prepositioned information and duplicate emergency files

a. With the advent of new data storage hardware (for example, storage area networks and network access storage
devices), the use of electronic data files has replaced the use of paper copies. ERG organizations will coordinate with
their information technology support element(s) to ensure the systems, applications, databases, and electronc files they
require to execute and sustain their MEFs are available at their ERF.

b. However, if budget consiraints prevent an organization from electronically storing and accessing its data from a
data storage facility other than their primary place of business, paper copies, CD-Rs, or magnetic tape will be used and
prepositioned at the ERF. In addition, if an organization is bound by Federal regulations to maintain paper records, it is
incumbent upon that organization 1o implement those regulatory requirements.






EMBASSY CABLES
The State Department Cable on Russia as a “Mafia State”

No doubt by the time this book appears, there will be whole volumes being assembled based on the WikiLeaks slow-but-steady release of
U.S. embassy cables. | haven’'t had time to do more than peruse some of the most intriguing of these, but | go back to what Congressman Ron
Paul has to say about the whole WikiLeaks saga. What's caused more deaths—*‘lying us into war [in Iraq] or the release of the WikiLeaks
papers? . .. In a society where truth becomes treason, then we’re in big trouble.” He says it so eloquently, | have nothing more to add.

Here is the first of several of the U.S. embassy cables that caught my eye. It's our State Department reporting about a senior Spanish
prosecutor looking into organized crime, who says that Russia has become a virtual “Mafia state” with the Kremlin using mob bosses to carry
out its wishes. I've only included excerpts here.

Monday, 08 February 2010, 11:00
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REF: A. MADRID 76 B. 09 MADRID 869 C. 09 MADRID 870 D. 09 MADRID 1003
MADRID 00000154 001.2 OF 005

Classified By: POLCOUNS William H. Duncan for reasons 1.4 (b) and (d)

1.(C) SUMMARY AND COMMENT: National Court Prosccutor Jose "Pepe” Grinda Gonzalez on January
14 gave a detailed, frank assessment of the activities and reach of organized crime (OC) in both Eurasia and
Spain and Spain'’s strategy for how best o combat it in court. As he did so. he evaluated the levels of
cooperation that Spain receives from numerous countrics. Grinda presented his remarks on January 13 at
the new US-Spain Counter-Terrorism and Organized Crime Experts Working Group meeting in Madrid
(Sce Ref A). He provided a 17-page. English-language handout entitled, "The Organized Crime and the
Russian Mafia," which he used as the basis for his remarks, which were more explicit than the document is.
(NOTE: Post will send a copy of the handout (o interested parties.) Grinda's comments are insightful and
valuable, given his in-depth knowledge of the Eurasian mafia and his key role in Spain's pioneering efforts
to bring Burasian mafia leaders to justice. END SUMMARY AND COMMENT.

//Bio Infol/

2. (S//NF) Grinda, a Special Prosccutor for Corruption and Organized Crime, in carly December wrapped
up his prosecution of the alleged OC network led by Zahkar Kalashov, the Georgian-born, Russian citizen
who allegedly is a "vor v zakone,"” (" Thicf in Law." the highest echelon of Russian OC leadership) and
reportedly the most senior Russian mafia figure jailed outside Russia. The defendants were arrested as part
of Operation Avispa (see Refs B and C). A verdict is expected by early February, according to Belen
Suarez, Deputy Prosecutor for Corruption and Organized Crime and one of Grinda's superiors. Grinda is
known to Post's Legat Office as a skilled and rigorous professional with deep subject matter expertise. He

is forward-leaning in his cooperation with the USG and grateful for USG assistance. His work places him
under considerable stress, which make him suspicious of penetration attempts by intelligence services and
causes him to have heightened sensitivities regarding his physical security. Grinda also will be the
prosecutor in the trial for those arrested in Operation Troika (Sce Refs B and C).

4. (CIINE) Grinda stated that he considers Belarus, Chechnya and Russia (o be virtual “mafia states” and
said that Ukraine is going to be one. For each of those countries, he alleged. one cannot differentiate
between the activitics of the government and OC groups.

/Ndentifying The Scope of The Threat the Russian Mafia Poses//

5. (C) Grinda suggested that there are two reasons to worry about the Russian mafia. First, it exercises
“tremendous control” over certain strategic scctors of the global cconomy, such as aluminum. He made a
pa emark that the USG has a strategic problem in that the Russian mafia is suspected of having a
sizable investment in XXXXXXXXXXXX 6. (S/NF) The second reason is the unanswered question
regarding the extent (o which Russian PM Putin is implicated in the Russian mafia and whether he controls
the mafia's actions. Grinda cited a "thesis” by Alexander Litvinenko. the former Russian intell
official who worked on OC issucs before he died in late 2006 in London from poisoning under mysterious

i that the Russian ind security services - Grinda cited the Federal Security
Service (FSB). the Foreign Intelligence Service (SVR). and military intelligence (GRU) - control OC in
Russia. Grinda stated that he believes this thesis is accurate. (COMMENT: See Ref B on a reported
meeting between Litvinenko and the Spanish security services shortly before his death.) Grinda said that he
believes the FSB is "absorbing" the Russian mafia but they can also "eliminate" them in two ways: by
killing OC leaders who do not do what the sccurity services want them to do or by putting them behind bars
to climinate them as a competitor for influcnce. The crimelords can also be put in jail for their own
protection.

7. (SI/NF) Grinda said that according to information he has received from intelligence services. witnesses
and phone taps, certain political parties in Russia operate "hand in hand" with OC. For example, he
argued that the Liberal Democratic Party (LDP) was created by the KGB and its successor, the SVR. and
is home to many scrious criminals. Grinda further alleged that there are proven tics between the Russian
political parties, organized crime and ams trafficking. Without elaborating, he cited the strange case of

the "Arctic Sea” ship in mid-2009 as "a clear example " of arms trafficking.

8. (S//NF) Grinda said what he has read from 10-12 years' worth of investigations on OC has led him to
believe that whereas terrorists aim to substitute the essence of the state itself, OC seeks to be a complement
0 state structures. He summarized his views by asserting that the GOR' strategy is

MADRID 00000154 003.2 OF 005

to use OC groups to do whatever the GOR cannot acceptably do as a government. As an example, he cited
Kalashov, whom he said worked for Russian military intelligence to sell weapons to the Kurds to
destabilize Turkey. Grinda claimed that the GOR takes the relationship with OC leaders even further by
granting them the privileges of politics, in order to grant them immunity from racketeering charges.

Grinda described OC as "very powerful” in Georgia and claimed that the intertwined ties there between the
government and OC began under former President Shevardnadze, when he alleges a paramilitary group
served as a de facto shadow presidency. Although Grinda acknowledged improvements under current
President Saakashvili, he said that there are still “limitations" in Georgia's efforts to combat OC. Citing his
personal experience in trying to secure Georgian assistance in the prosecution of Kalashov's OC network in

Spain (See upcoming septel on the Kalashov trial), Grinda said that he feels "completely abandoned" and
“betrayed” by Georgia and the explanations that he has received from Georgia regarding its lack of
cooperation are "more pathetic than the betrayal itsclf."
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THE FDA’'S BLIND SIDLE
Our Food Supply Imperiled by Lack of Inspections

I can’t say | was surprised to read in this report how little attention is being paid to what's going on with our factory farms and feedlots. I've
known about this problem since | was governor. The simple fact is, the Food and Drug Administration doesn’t | have the manpower. They tell
you they’re conducting these inspections, but nobody is actually out there checking to conducting these inspections, but nobody is actually out
there checking to make sure.

The reality is, the conditions by which our food is being supplied to us are very dangerous. Consider that more than half a billion eggs were
recalled last year and a salmonella outbreak in August made about 1,700 people sick. Preventable food-borne illness hits about 76 million
Americans every year—325,000 become hospitalized and 5,000 die from eating tainted food!

It all comes back to the same old thing: this is what happens when corporations, in this case agribusiness, take over. It simply becomes
bottom line, money, and profits—everything else be damned. There is a staph infection that's antibiotic-resistant and widely present in our vast
hog and chicken factories. It's called ST398, and the reason it's a huge problem is because those animals are getting daily doses of antibiotics
—uwhich make them grow faster (more bang for the buck) and keep them alive in the stressful and unsanitary conditions where they're raised.

You'd think that the federal regulators would want to keep tabs on this, but for years the FDA looked the other way and wouldn’t even
calculate estimates of how much antibiotics the livestock industry is using. Finally, in December 2010, the Department of Health and Human
Services Office of the Inspector General released a report—it turned out to be 29 million pounds of antibiotics in 2009! And that, my friends, is
a veritable shitload. Here are a few excepts from “FDA Inspections of Domestic Food Facilities” (April 2010).

BACKGROUND

Each year, more than 300,000 Americans are hospitalized and 5,000 die after consuming contaminated foods and beverages. Recent high-
profile outbreaks of foodborne illness have raised serious questions about FDA'’s inspections process and its ability to protect the Nation’s
food supply. The Senate Committee on Agriculture, Nutrition, and Forestry requested that the Office of Inspector General (OIG) review the
extent to which FDA conducts food facility inspections and identifies violations.

FDA inspects food facilities to ensure food safety and compliance with regulations. During an inspection, FDA inspectors may identify potential
violations of the Food, Drug, and Cosmetic Act as well as other applicable laws and regulations. Based on the outcome of the inspection, FDA
assigns a facility one of three classifications: official action indicated (OAI), voluntary action indicated (VAI), or no action indicated (NAI). In
addition, FDA may choose to change a facility’s initial classification to another classification under certain circumstances.

FDA relies on several approaches to determine whether a facility corrected the violations found by inspectors. FDA may review evidence
provided by a food facility describing any completed corrective actions. FDA may also reinspect a facility to verify that corrections were made.

FINDINGS

On average, FDA inspects less than a quarter of food facilities each year, and the number of facilities inspected has declined over
time. Between fiscal years (FY) 2004 and 2008, FDA inspected annually an average of 24 percent of the food facilities subject to its
inspection. Except for a few instances, there are no specific guidelines that govern the frequency with which inspections should occur. Further,
the number of food facilities that FDA inspected declined between FYs 2004 and 2008, even as the number of food facilities increased. In
addition, the number of inspections of facilities that have been designated by FDA as “high risk” has also declined. FDA officials noted that the



overall decline in FDA inspections was largely due to a decline in staffing levels.

Fifty-six percent of food facilities have gone 5 or more years without an FDA inspection. FDA identified 51,229 food facilities that
were subject to inspection and were in business from the start of FY 2004 until the end of FY 2008. Of these, 56 percent were not inspected at
all, 14 percent were inspected a single time, and the remaining 30 percent were inspected two or more times. If FDA does not routinely inspect
food facilities, it is unable to guarantee that these facilities are complying with applicable laws and regulations.

The number of facilities that received OAl classifications has declined over time. The number of inspected facilities that received OAl
classifications decreased from 614 in FY 2004 to 283 in FY 2008. The percentage of facilities that received OAl classifications also dropped
from nearly 4 percent to nearly 2 percent during this 5-year period. In addition, nearly three-quarters of the facilities that received OAl
classifications in FY 2008 had a history of violations. Two percent of facilities that received OAl classifications refused to grant FDA officials
access to their records.

FDA took regulatory action against 46 percent of the facilities with initial OAl classifications; for the remainder, FDA either lowered
the classification or took no regulatory action. In FY 2007, a total of 446 facilities initially received OAl classifications. FDA took regulatory
action against 46 percent of these facilities. For the remainder, FDA lowered the OAl classification for 29 percent and took no regulatory action
for 25 percent.

For 36 percent of the facilities with OAI classifications in FY 2007, FDA took no additional steps to ensure that the violations were
corrected. In FY 2007, 280 facilities received OAl classifications that were not lowered by FDA. For 36 percent of these facilities, FDA did not
reinspect them within a year of the inspection or review other evidence provided by facilities to ensure that the violations were corrected.
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THE EPA’S BLIND SIDE

Pesticides and Honeybees

We all learned in grade school how important the honeybees are to our food production. And we know that they've been dying off in droves over
the past several years. Nobody's yet determined exactly why, but the spraying of pesticides is one of the prime suspects.

At the end of 2010, some brave and outraged individual within the Environmental Protection Agency leaked an internal memo. It's a lengthy
new EPA study of a tongue-twister pesticide called clothianidin, which is manufactured by the German agrichemical giant Bayer. Their Bayer
CropScience division had applied to use this particular pesticide as a seed treatment on cotton and mustard. It's already widely used on corn,
soy, wheat, sugar beets, sunflowers, and canola in the States. In 2009, Bayer took in about $262 million in sales of clothianidin.

This new study says flat out that the health of our nation’s honeybees is imperiled by this product. That's actually been a concern for almost
ten years, except the EPA under Bush granted “conditional registration” to clothianidin in 2003. Bayer’'s own study in 2007 was rubber-stamped
by the EPA as “scientifically sound.” And, in April 2010, the Obama administration's EPA granted full registration to the pesticide. So how
come Bayer is being treated with kid gloves? Why are tens of millions of acres of farmland going to bloom with clothianidin-laced pollen this
year? And what’s this going to mean for the health of our little pollinator friends?

This ties in to something that happened when [ took my TV show (Conspiracy Theory) to New Orleans to look into the Gulf oil spill. At the
time, BP was applying a chemical called Corexit as a means of dispersing the millions of gallons of oil. A guy from BP looked at me and said,
“Everything we’ve put into the water was approved by the EPA.” | said, “So what?! Doesn’t your common sense tell you that putting something
in the water that has four lethal poisons in it, when you've already got all this oil, is not a good thing?” But his answer again was, “Everything we
did was approved.” That told me right there that the EPA can be bought and sold.

Here are some excerpts from the EPA’s study on bees and pesticides, and you can read the whole thing at:
www.panna.org/sites/default/files/Memo_Nov2010_Clothianidin.pdf.



UNITED STATES ENVIRONMENTAL PROTECTION AGENCY

S Ty WASHINGTON, D.C. 20460
2 kS
H g Office of Chemical Safety and
% X Pollution Prevention
%
24 ppore®
e PC Code: 044309
Date: November 2", 2010
DP Barcodes: 378994, 377955
MEMORANDUM

This memo summarizes the Environmental Fate and Effects Division’s (EFED) screening-level
Risk for in. The registrant, Bayer CropScience, is
a request for of idin to be used as a seed treatment on cotton and

‘mustard (oilseed and condiment).

Clothianidin’s major risk concern is to nontarget insects (that is, honey bees). Clothianidin is a
neonicotinoid insecticide that is both persistent and systemic. Acute toxicity studies to honey
bees show that clothianidin is highly toxic on both a contact and an oral basis. Although EFED
does not conduct RQ based risk assessments on non-target insccts, information from standard
tests and field studies, as well as incident reports involving other neonicotinoids insecticides
(c.g., imidacloprid) suggest the potential for long term toxic
beneficial insects. An incident in Germany already illustrated the toxicity of clothianidin to
honeybees when allowed (o drift off-site [rom treated seed during planting,

A previous field study (MRID 46907801/46907802) investigated the effects of clothianidin on
whole hive parameters and was classified as acceptable. Howe afier another review of this
field study in light of additional information, deficiencies were identified that render the study
supplemental. It does not satisfy the guideline 850.3040, and another field study is needed to
evaluate the effects of on bees through i pollen and nectar. Exposure
through contaminated pollen and nectar and potential toxic effects therefore remain an
uncertainty for pollinators.

EFED expects adverse effects to bees if clothianidin is allowed to drift from seed planting
equipment. Because of this and the uncertainty surrounding the exposure and potential toxicity
through contaminated pollen and nectar, EFED) is recommending bee precautionary labeling

Ecological Effe
The database available for clothianidin to support the assessment was largely complete. The
following ecological studies for are still and need to be submited.

Honey Bee Toxicity of Residues on Foliage (850.3030): This study is required for chemicals
that have outdoor terrestrial uses in which honeybees will be exposed and exhibit an LD30 <
11pgaifbee. The study that was submitted to satisfy this guideline is supplemental but does not
satisfy the guideline requirement. This study is not required for this assessment due to the lack
of exposure to residues on foliage from the seed treatments.  This study is placed in reserve
pending future new uses.

Field Test for Pollinators (850.3040): The possibility of toxic exposure to nontarget pollinators
through the translocation of clothianidin residues that result from seed treatments has prompted
EFED to require ficld testing (850.3040) that can cvaluate the possible chronic cxposure to
honey bee larvae and queen. Tn order to fully evaluate the possibility of this toxic effect, a field
study should be conducted and the protocol submitted for review by the Agency prior to
initiation. Another study had been submitted to satisfy this guideline requirement. While it had
originally been classificd as ble, after recent luation it is classificd as

and a field study is still being needed for a more refined risk assessment.

EFED Label Recommendations
Label Recommendations

Manufacturing Use Product

Do not discharge elfluent containing this product into lakes, streams, ponds, estuaries, oceans, or
other waters unless in accordance with the requirements of a National Pollutant Discharge
Elimination System (NPDES) permit and the permitting authority has been notified in writing
prior to discharge. Do not discharge effluent containing this product to sewer systems without
previously notilying the local sewage treatment plant authority. For guidance contact your State

Water Board or Regional Office of the EPA.

Lnd Use Products
This product is toxic to aquatic invertebrates.

I'his chemical has propertics and characteristics associated with chemicals detected in ground
water. The use of this chemical in areas where soils are permeable, particularly where the water
table is shallow, may result in ground water contamination.

‘This compound is toxic to birds and mammals. Trcated clothianidin sceds exposed on soil
surface may be hazardous to birds and mammals.



1.1 Potential Risk to Non-Target Organisms

Clothianidin’s major risk concern is to nontarget insects (that is, honey bees). Clothianidin is a
neonicotinoid insecticide that is both persistent and systemic. Acute toxicity studies to honey
bees show that clothianidin is highly toxic on both a contact and an oral basis. Although EFED
does not conduct RQ based risk assessments on non-target insects, information from standard
tests and field studies, as well as incident reports involving other neonicotinoids insecticides
(e.g., imidacloprid) suggest the potential for long term toxic risk to honey bees and other
beneficial insects. An incident in Germany already illustrated the toxicity of clothianidin to
honeybees when allowed to drift off-site from treated seed during planting.

A previous field study (MRID 46907801/46907802) investigated the effects of clothianidin on
whole hive parameters and was classified as acceptable. However, after another review of this
field study in light of additional information, deficiencies were identified that render the study
supplemental. It does not satisfy the guideline 850.3040, and another field study is needed to
evaluate the effects of clothianidin on bees through contaminated pollen and nectar. Exposure
through contaminated pollen and nectar and potential toxic effects therefore remain an
uncertainty for pollinators.

EFED expects adverse effects to bees if clothianidin is allowed to drift from seed planting
equipment. Because of this and the uncertainty surrounding the exposure and potential toxicity
through contaminated pollen and nectar, EFED is recommending bee precautionary labeling.
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EMBASSY CABLES

America’s Fight against Europe over Biotech Crops

In case you stillimagine our government isn’'t completely in bed with the mega-corporations, this WikiLeaked cable ought to make you think
twice. Our former ambassador to France was a guy named Craig Stapleton, who before that used to co-own the Texas Rangers baseball team
with George W. Bush. In 2007, he called for “moving to retaliation” against France for having the gall to ban Monsanto’s genetically modified
corn, and against the whole European Union because they at the time had an anti-biotech policy. “In our view, Europe is moving backwards not
forwards on this issue,” Ambassador Stapleton determined, as if somehow we had the right to tell them how to think!
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MILITARY STUDIES CLIMATE

Climate Change as a Threat to National Security

Back in 2006, the Center for Naval Analyses (CNA), a federally funded R&D center for the Navy and Marine Corps, brought together a Military
Advisory Board of eleven retired three-star and four-star admirals and generals. Their task was to examine the impact of global climate change
for future national security. The report came out in April 2007, and I'm reprinting the Executive Summary here. lts conclusion is that climate
change represents a “a serious threat” that is likely to create “instability in some of the most volatile regions of the world.” (The entire report is

viewable online at http://www.cna.org/reports/climate.)

SecurityAndClimate.cna.org

EXECUTIVE SUMMARY

The Fehis scudy is

[find it very chilling that the U.S. military would recognize this situation and begin preparations for how to deal with it, when many of our
elected officials are still prepared to think climate change is some kind of hoax! | don’t think it's such a good idea to have the military being out
front on things like this, it isn’t their proper role. We're the ones who should be leading them, not the other way around—unless we’re like the

proverbial ostrich with its head buried in the sand.

NATIONAL SECURITY
AND THE THREAT OF
CLIMATE CHANGE

h In the national and L sccurity

dlimate

!

change. A dozen of the nation's most respected
retired admirals and generals have served as
Milicary Advisory Board to study how dlimate
change could affect our natior'’ssecuriy over
ehe next 30 to 40 years—the time frame for

developing new miltary capabiliies.

new hostile and stressing factors. On the
simplest level, it has the poential to creare
sustained natural and humanitarian disasters
on ascale far beyond those we see today: The
consecquences will likely oster political inseabilicy

where sacietal demands exceed the capacity of

i his
report are:
1. What conditions are climate changes
likely to produce around ehe world that
would represent security risks to the
United Scates?
2. What are the ways in which chese

condirians may affect Americas narional

security interests?

3. What actions should the nation take to

addess the national security consequences.

of climate change?

The Milizary Advisory Board hopes these
findings will contribute to the call President
Bush made in his 2007 State of the Union
address ro”help s o confrone the serions
challenge of global limate change” by conerib-

uting a new voice and perspectiv to the issue.

FINDINGS

Projecred climate change poses a serious

threat to America’s national security.

“The predicted elfects of climate change over
ud weather

Climate change acts as a theeat multiplier
for instabilityin some of the most volatile
regions of the world. Projected climare change
will seriously exacerbare already marginal living
seandards in many Asian, African, and Middle
Eastern nations, causing widespread political
instability and the likelihood of failed sates.

Unlike most conventional security threats
thar involve asingle entiy acring i specific ways
and points in time, climate change has the
porential to result in mulhiple chronic conditions,
occurring globally within the same time frame.
Economic and environmental condicions in
alteady fragle arcas will urther crode as food
production declines, diseases increase, clean

water becomes increasingly scarce, and large

‘populations move in search o .
Weakened and faling governments, with an
already thin margin for survival, foster the
conditions for internal confliccs,extremism, and
‘movement toward increased authoritarianism
and radicalideologies.

“The UsS, may be drawn more frequently
into thes her alone or with alies,

events, drought, flooding, sea levelrise, etrearing
faciers, habitat shifts, and the

0 help provide stabiliy before condiions

worsen and are exploiced by excremiscs. The

of lfe-threatening discases. These condiions

have che potentialto disrupt our way of e snd

US. may also be called upon to undertake

scabilicy and reconstruction efforcs once a

0 force changes in the way we keep ourselves  conflice s

safe and secure

Projected climate change will add to
tensions even in stable regions of the world.
‘The U

pressure to accepe large numbers of immigrant

d Europe may experience mounting

and refigee popularions as droght increases
and food production declines in Latin America
and Africa, Extreme weather events and narural
disasters, as the ULS. experienced with Hurricane

Katrina, may lead to increased missions for a

number of USS. agencies, including state and
local governments, the Deparcment of Homeland
Security, and our already stretched mlitary;
including our Guard and Reserve forces.

and

tional secur

Climate ch

are a related set of global
challenges. As President Bush noted in his
2007 State of the Union speech, dependence
on foreign oil leaves us more vulnerable to hos-
tile regimes and cervorists, and clean domestic
energy alternatives help us confron the serious
challenge of global elimate change. Because

the issues are linked, solurions to one affect
the other. Technologies that improve energy
efficiency also reduce carbon incensity and

carbon emissions.

RECOMMENDATIONS OF THE
MILITARY ADVISORY BOARD:
1. The national security consequences of
climate change should be fully integrated
into national security and national
defense strategies.
As military leaders, we know we canno wait for
certainty. Failing to act because a warning isn't
precise enough is unacceprable. The incelligence
community should incorporare climate
comsequences into its National Tntelligence
Estimate. The National Security Stracegy
should directly address the threat of climate
change to our national securicy interests. The

National Security Strategy and National

o avert further disaster

and reconstitute a stable enviconment.

Defense Strategy should include appropriate
guidance to milicary planners co assess risks to
current and future missions caused by projected
climate change. The next Quadrennial Defense
Review should examine the capabilities of the US.
military to respond to the consequences of climate
change, in particular, preparedness for narural
disasters from extreme weather events, pandermic

disease events, and other related missions.

2. The U.S. should commit to a stronger

national and international role to help
stabilize climate change at levels thac will
avoid significant disruption to global
security and stability.
Managing the security impacts of climate
change requires two approaches: mitigating the
effects we can control and adapting to those
we cannot. The U.S. should become a more
constructive partner with the international
community to help build and execure a plan
ta prevent destabilizing effects from dlimare
change, including sercing targets for long term
reducrions in greenhouse gas emissions.
3. The U.S. should commit to global
partnerships that help less developed
nations build the capacity and resiliency
to betcer manage climate impacts.
As President Bush noted in his State of the
Union speech, “Our work in the world is also
based on a timeless truth: To whom much is
given, much s required.” Climate forecasts

ble to adapt to the

indicate countries |

consequences of climate change are chose that
will be the most affected. The USS. government
should use its many instruments of naional
influence, including its regional commanders,
o assist nations at risk build the capacity and
resiliency to betcer cope with the cffects of
climate change. Doing so now can help avert

humanitarian disasters later.



4. The Department of Defense should
enhance its operational capability by
accelerating the adoption of improved
business processes and innovative tech-
nologies that result in improved U.S.
combat power through energy efficiency.
Numerous Department of Defense studies
have found that combat forces would be more
capable and less vulnerable by significantly
reducing their fuel demand, Unfortunately,
many of their recommendations have yet to be
implemented. Doing so would have the added

benefit of reducing greenhouse gas emissions.

5. The Department of Defense should
conduct an assessment of the impact on
U.S. military installations worldwide of
rising sea levels, extreme weather events,
and other projected climate change
impacts over the next 30 to 40 years.
Many critical defense installations are located
on the coast, and several strategically important
ones are on low-lying Pacific islands. Sea level rise
and storm surges will threaten these facilities.
Planning and action can make these installations
more resilient. Lack of planning can compromise
them or cause them to be inundated, compro-

mising military readiness and capability.
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CORPORATE INFLUENCE

Koch Industries Seminars for the Rich and Powerful

Ever since the Supreme Court decided last year (Citizens United v. FEC) to override Congress and allow unlimited secret cash from
corporations—and even foreign governments—to influence American elections, following the money has gotten difficult. One mega-player,
though, that we’ve found out a lot about is Koch Industries.

The Koch brothers, Charles and David from Wichita, Kansas, are each worth more than $21.5 billion. Charles has come right out and
admitted that their major goal is to eliminate 90 percent of all laws and government regulations, so as to further the “culture of prosperity.” The
Kochs are the biggest funder of right-wing front groups in the country.

Twice a year they bring together all the wealthy donors to talk about their game plan. A website called ThinkProgress somehow got hold of a
memo that outlines what happened the last time Koch and company got together for a secret election-planning meeting, in June 2010 in Aspen,
Colorado. You'll notice that the agenda included a fair number of the conservative media stars like Glenn Beck.

l@ KOCH
. INDUSTRIES INC

CHARLES 6. KOCH
CHARWAN AND.
(CHIEF EXECUTIVE OFFICER

September 24, 2010

“If not us, who? If not now, when?”

That question was posed by a member of our network of business and philanthropic Jeaders,
who are dedicated to defending our free society. We cannot rely on politicians to do so, $o it is up
0 us-to combat what is now the greatest assault on American freedom and prosperity in our
lifetimes

‘Twice a year our network meets to review strategies for combating the multitude of public
policies that threaten to destroy America as we know it. These meetings have been critical in
improving and expanding our efforts.

Our next meeting will be held January 30-31, 2011, at the Rancho Las Palmas Resort in
Rancho Mirage, California. You would be a valuable addition to our gathering, and we bope you
can join us.

In Palm Springs, we will assemble an exceptional group of leaders.along with a strong line-up
of speakers. Together, we will develop strategies to counter the most severe threats facing our free
society and outline a vision of how we can foster a renewal of American free enterprise and prosperity.

At our most recent meeting in Aspen, our group heard plans to activate citizens against the
threat of government over-spending and to change the balance of power in Congress this November.
In response, participants ¢ itted to an level of support. The important work
being done with these initiatives continues. However, even if these efforts succeed, other serfons
threats demand action.

Everyone benefits from the prosperity that emerges from free societies. But that prosperity
is under attack by the current Administration and many of our elected officials. Their policies
threaten to erode our economic freedom and transfer vast sums of power to the state. 'We must stop
~ and reverse ~ this infernal assault on our founding principles.

316.828.5201 Tel

P.0. Box 2256
Wichita, Kansas 67201

Fighting back with incremental changes will only lead to a slower rate of decline. We must
dedicate ourselves to making major advances in the direction of economic freedom. Our goal for these
meetings must be to advance ideas that strengthen that freedom, beat back the unrelenting attacks
and hold elected leaders accountable.

To give you a better idea of the nature of this event, I have enclosed the program from our
Aspen meeting. While we will have great speakers and a beautiful setting, our ultimate goal is not
“fun in the sun.” This is a gathering of doers who are willing to engage in the hard work necessary
to advance our shared principles. Success in this endeavor will require all the help we can muster.

Your active participation would increase our probability of success during this pivotal time
in our nation’s history. We hope to see you in Palm Springs, January 30-31.

Sincerely,



GOALS & MISSIOMS

At our seminats, we work to understand and address the threats to American free
enterptise and prosperity. These meetings provide an opportunity to discuss
these threats and the appropriate strategies to counter them. To that end, we

focus on four main objectives:

©  Attracting principled leadess and fnvestors who will effectively
defend ou frec socicty

©  Sharing best practices and opportunities to defend out free
enterprise system from destructive public policies

*  Fushioning the message and building the education chanacls to
reestablish widespread belief in the benefits of the principles of a
free and prosperous society

*  Building principled, cffective institutions that identify, cducate and
mobilize citizens in pursuit of a frec and prosperous society

Our semivas bring together business and philanthropic leadets who possess the
vision and knowledge to develop innovative strategies to achieve tesults. The
combination of knowledgeable speakers and motivated participants produces
dynamic envitonment that inspires creative approaches to advancing a free society.

COFIDEMTIALTY AFD SECURITY

Tn ordet to understand issues and develop strategies more effectively, the
procecdings of this meeting are confidential. The meetings are closed to the
public, including media. Please be mindful of the security and confidentiality of
your meeting notes and matesials, and do not post updates ar information about
the meeting on blogs, social media such as Pacebook and Twitter, o in
traditional media articles, These meetings arc invitation-only and nametags
should be worn for all meeting functions.

1:00 - 1:40 pm
GRAND BALLROOM
LOWER LEVEL

1:40 - 2:10 pm
(GRAND BALLROOM

2:10 —2:30 pm
GRAND BALLROOM

2:30 - 2:50 pm

250 - 3:50 pm
GRAND BALTROOM

AGENDA

The Threats to American Freedom and
Prospetity

Wi ate undergoing the greatest internal assault on
Ametican freedor and prosperity in our ifefimes
Rather than cede ground to more government, we
‘must strengthen cconomic freedom. Business leaders
bave an impostant role to play in promoting.
prospesity, countering the dangerous attacks on our
founding principles, and reversing this trend.

Charles Koch, Koch Industties

What's the Outlook for Future Prosperity?
Government spending continues to climb to
daigerously high levels, putting ous economy at tisk
This scssion will explore the precarious path that we
are on, led by one of the analysts best kaown for
predicting the financial crisis

Peter Schiff, Furo Pacific Capital

Q&A with Chaties Koch and Peter Schiff

Break

Understanding the Persistent Threats We Face
"The current administration swept into office with a
promise to “fundamentally ttansform America.”
Tirom the nationalization of healthcarc to the sisicg
power of unions, a5 well as a push for majot new
climate and enesgy reguladions, financial zegulation,
and even more government speading, there is 00 lack
of significant threats for us to understand and address

Moderated by Steve Moore, The Wall Sheet Jowrnal
Dhil Kerpen, Americans fot Prosperity

Ramesh Poanura, Natioral Reviow

Peter Wallison, American Enterprise lnstiaute
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3:50 - 4:30 pm
GRAND BALLROOM

4:30 - 6:30 pm

6:30 - 9:00 pm
FOUNTAIN COURTYARD

9:00 - 10:15 pr
RESTAURANT BAR
MAIN LEVEL

Monday, lune 28

7:30 - 8:30 am.
FOUNTAIN COURTYARD
7:50 — 8:30 am.
FOUNTAIN COURTYARD

AGENDA

An Integrated Strategy to Address Thesé Theeats
While the theeats we face are significant, we have
seen progress. Building on the lessons learned from
the past and capitalizing on several unique
opportunities we face this year, we believe theze is a
way to reverse this present course and build a mote
prospezous future.

Richard Fink, Koch Indusisies

Free Time

Reception and Dinner at the St. Regis
Is America on the Road to Serfdom?
Glenn Beck

Cocktails and Dessert Reception hosted by
DonorsTrust

Conclude your evening with 2 cocktail or dessext zt
the St. Regis’ Restaurant Bar.

Breakfast Buffet and Presentation

We're Spending Too Much
Americans are increasingly concerned with the
growth of government, but we also need a positive
vision of what smaller government means, a vision
that goes beyond lower taxes and econorric efficieacy.
Without that positive vision, the appeal of ibety is
limited. This preseatation provides a vision of how
e can regain the moral high ground and make a new
case for kberty end smaller government that appeals
0 all Americans, rich and poor.

Russ Roberts, Mercatus Center

8:30 ~ 8:45 am.
8:45 — 9:30 am
GRAND BALLROOM

9:30 —10:30 am
GRAND BALLROOM

10:30 - 10:50 am

10:50 am ~ 11:50 pm.
GRAND BALLROOM

Break and Transition to Grand Ballroom

Understanding This Electotate

This spring’s primaties have produced many surprises
and upsets. ‘What is causing this electorate to vote
the way they are? What does this mean for the
November elections? This session will offer insight
into the mood of this year’s electorate.

Michael Batone, The Almanac of Ametican Polities

Framing the Debate on Spending

Polls show that the American public is deeply
concerned about government growth and spending —
and they are making their frustrations known. In this
session, we will better understand if this s a fleeting
circumstance ot one that holds opportunities for
advocates of free enterprise into the future.

Nancy Pfotenhauer

Jeff Crank, Americans for Prosperity - Colorado
Veronique de Rugy, Mercatus Center

Gretchen Hamel, Public Notice

Break

Mobilizing Citizens for November

Is there a chance this fall to elect leaders who are
more strongly committed to liberty and prosperity?
This session will further assess the landscape and
offer a strategic plan to educate voters on the
importance of economic freedom.

Sean Noble
Karl Crow, Themis

Mark Mix, National Right to Work
Titn Phillips, Arhericans for Prosperity
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NUKE THE RUSSIANS?

Nixon’s Vietham Peace Plan

“Tricky Dick” had his own version of Operation Northwoods, and if this one had backfired, we would’ve been in a nuclear war. Lining up the
bombers to look like we were attacking Russia is so far-fetched it was like reading a comic book when I first came across this. Amazingly
enough, during Nixon'’s first year in office, he and his national security adviser, Henry Kissinger, cooked up a plan to end the Vietnam War by
pretending to launch a nuclear strike against the Soviet Union.

They code-named the operation Giant Lance; I'm going to avoid speculating whether the sub-title was “Mine’s Bigger than Yours.” they set
the whole thing in motion on October 10, 1969, when the Strategic Air Command received an urgent order to ready our most powerful
thermonuclear weapons for immediate potential use against the Russkies.

According to an article in Wired magazine (February 25, 2008), on the morning of October 27, 1969, a squadron of 18 B-52s “began racing
from the western U.S. toward the eastern border of the Soviet Union. The pilots flew for 18 hours without rest, hurtling toward their targets at
more than 500 miles per hour. Each plane was loaded with nuclear weapons hundreds of times more powerful than the ones that had
obliterated Hiroshima and Nagasaki...The aircraft were pointed toward Moscow, but the real goal was to change the war in Vietnam.”

This was one of a bunch of military measures aimed at putting our nuclear forces on a higher state of readiness. We had destroyers,
cruisers, and aircraft carriers doing all kinds of maneuvers in the Atlantic, Mediterranean, Gulf of Aden, and Sea of Japan. This was all
executed secretly but designed to be detectable—but supposedly not alarming—to the leadership of the Kremlin. And our commanders-in-
chief (CINCs) had no idea why Nixon had ordered the “Joint Chiefs of Staff (JCS) Readiness Test,” also to become known as the “madman
theory.”

You can find the following document at the National Security Archive website (Electronic Briefing Book No. 81).
P

RESERVED FOR CONDINICATION CENTI

e

hW =
=

=)

JOINT IAESSAGEFORM

SECURTTY CLASHFIGATION

TOP—SEEREI-EYES ONLY-SENSHTIVE!
3 Boow | HULYI | SINGLE
TYPRMse X

Liy Terip gy 055
v 0B

Freceomer oy .
Acrion THNEDIATE SRHICATIg Y

ors
FROM:  GEN WHEELER. CHAIRMAN. JCS

GEN HOLLOWAY. CINCSAC

ADM “MCCAIN~ CINCPAC

= GEN GOODPASTER. CINCEUR

ADM HOLMES. CINCLANT

GEN MCKEE. CINCNORAD/CONAD
GEN THROCKMORTON. CINCSTRIKE
GEN MATHER- CINSO

LGEN RUEGG~ CINCAL

FOP-SEERET-EYES ONLY SENSITIVE JCS 1265{} 0CT b1
L. -UE HAVE BEEN DIRECTED BY HIGHER AUTHORITY TO

INSTITUTE A SERIES OF ACTIONS DURING THE PERIOD

130000Z - 250000Z 0CT. TO TEST OUR MILITARY READINESS
IN SELECTED AREAS WORLD-WIDE TO RESPOND TO POSSIBLE ZFF~3
CONFRONTATION 8Y THE SOVIET UNION. '~ THESE ACTIONS
SHOULD BE DISCERNIBLE TO THE SOVIETS. BUT NOT

THREATENING IN THEMSELVES. THEY MAY INCLUDE. BUT
ARE NOT NECESSARILY LIMITED TO. THE FOLLOWING TYPE

ACTIONS:
A.  STAND-DOWN OF FLYING OF COMBAT AIRCRAFT IN

SELECTED AREAS OR COMMANDS. TO IMPROVE OPERATIONAL

READINESS.

TYPED HALE A BuonE

Shayd |
N

RADM F. A. BARDSHAR., USN
VDIR J3

EEFETECH

SECURITY GLASSIFICATION
TOP-SECRET-EYES ONLY SENSITIVE

DD 2173 REPLACES EOITION OF § MAY 63 WHICH WILL B USED.

METCISEEE




ABBREVIATED JCINT MESSAGEFORA
and/er CONTINUATION SHEEY

|
T RECERSEO BV SRAFTED BV
acrion _IMMEDIATE g .
nro -

8. IHPLEMENTATION OF RADIO AND/OR OTHER 1

\ SECURITY CLASSIFI.

COMMUNICATIONS SILENCE IN SELECTED AREAS OR COMMANDS .

C. INCREASED SURVEILLANCE OF SOVIET SHIPS EN ROUTE

TO NORTH VIETNAM.
). INCREASED GROUND ALERT RATE OF SAC BOMBERS AND

" TANKERS .« . . 1™
2. TO INITIATE ACTIONS WETHIN THE -TINE FRAME SPECIFIED.
CERTAIN COMMANDERS HAVE BEEN DIkECTéD T STAN])—DOMN'

TRAINING FLIGHTS AND INTRODUCE VARYING DEGREES OF EMCON.
THES‘E INITIAL ACTIONS WILL COVER THE FIRST FOUR Dé‘(s (;F

THE 14-DAY PERIOD. ' ' O

3. I REQUEST THAT YOU NOHIN»\TE FURTHER ACTIONS C()NPATIB»LEF
WITH THE GUIDANCE HEREIN. AND COGNIZANT OF LOCAL PROBLEN.S

PECULIAR TO YOUR AREAS. ALLIES. AND ENVIRONHENT. THESE ) B
NOMINATIONS ARE REQUIRED NLT 122300Z. ACTIONS PROPOSED : ;
SHOULD BE COMPATIBLE WITH PROJECT ?03. -

4. WARM REGARDS. GP-1

©SS0 NOTES DELIVER DURING WAKING HOURS.

ConTROL No. OF | HESSAGE ToENTIFIGATION TwmAcs

TOR/To0 FhGE
2

REGRADING SECURITY L

GP-1 FOL_SECRET SENSITIVE EYES ONLY

b
. DD RRAT73-1 . REPLAGES EDITION OF | MAY 8 HICH WILL DE USED.

fov'ss







3 4

THE CIA VS THE PRESIDENT

Nixon’s Pursuit of the CIA’s Secret Files

In December 2010, a new release of documents relating to the Nixon years transpired at the National Archives. One that | found especially
telling was this “Memorandum for the Record” by John Ehrlichman, Nixon's deputy chief of staff, about the president’s attempt to pry out secret
CIA files related to the Vietnam coup that overthrew Diem in 1963 as well the Bay of Pigs and Cuban Missile Crisis. Just why Nixon wanted all
this material remains unknown to this day, but it seems he definitely wanted to get some “goods” on the Kennedy administration. And he may
have had another motive—to find out what the CIA might have on why JFK was killed. Or on Nixon’s own involvement in the attempts to kill
Castro, for example. There are a lot of redactions in these three pages, but one thing comes through crystal clear: there was a small war going

on between Nixon and Richard Helms, director of the CIA.

Again, what people need to understand is that it appears the CIA answers to no one. They're supposed to be the president’'s arm on foreign
intelligence, but the best way | can putitis: There’s been an amputation. That body part is not attached anymore. Time and again, the CIA

thumbs its nose even at presidents. So who runs this agency if the president doesn’t?

1L,

v,

Filing. o
It is the judgment of each CIA man that I talked to that next to nothing is
thrown away at CIA, A copy of anything that comes out as finished intelligence
is kept. There are definitely files containing every report, bulletin, survey,
etc. that is published by the Office of Current Intelligence (OCI). This would
also seem to be the case with all cables, back channel and regular. Cross
division memoranda are also kept and the only instance in which there may not

be copies on file is with internal subdivision memoranda. In brief, all finished gy,

intelligence should be available.

CIA slang for a memorandum from the Director to the President or Secretaries
of State or Defense is ''nugget. "

Personnel.

After John McCone, the Director was Admiral Rayburn and Helms was his
Deputy. When Rayburn left, Helms was moved up.

Bay of Pigs

The Deputy Director of Plans was Bissell who took the responsibility
for the Bay of Pigs fiasco, and when he was moved out as a result,

. Helms was made Deputy Director of Plans, During the actual invasion,
however, Helms was Chief of Operations under Bissell but apparently was
not implicated in the failure because it was run by para-military staff of the
DDP.

P

No Objection To Declassification 2009/03/20 : NLN-WHSF EHRLICHMAN-25-4-1-3

!
No Objection To Declassification 2009/03/20 : NLN-WHSF EHRLICHMAN-25-4-1-3

V. Positioning.

Our et abjective is to get all materials relating to the Diem Coup in 1963,
and the Cuban crises (Bay of Pige & Missiles). In this connection we may
cite:

ebanon and 3
5. What's the best way?

ating the need for ue

d all CIA materials without

t will be necessary to avoid

gavge the probability of there being cons
should be fired and claim that we tried ¢

David Young
No Objection To Declassification 2009/03/20 : NLN-WHSF EHRLICHMAN-25-4-1-3
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RESTLESS YOUTH
How Nixon Wanted the CIA and FBI to Crack Down on Youthful Dissidence

I can’t leave the Nixon years without another tidbit released at the end of 2010. This shows clearly how Nixon was looking to bring the CIA and
FBItogether in 1970 to crack down on the antiwar protesters and other “restless youth.” Keep in mind that the CIA was forbidden by statute
from taking part in such domestic operations, but that didn’'t seem to make any difference. This is the basis of what later became known as the
Huston Plan, after the author of the memorandum, Tom Charles Huston.

Having grown up in that era, though, this doesn’t really surprise me. Not when you learn about all the people the government had under
surveillance, from Dr. King to Malcolm X to John Lennon. | thought we’d left those times behind, but everything seems to be circular. It's worse
than ever today, since 9/11, and we’ll get to that in a bit.

SE
v No Objection To Declassification 2009/03/2!

NEN-WHSF HALDEMAN-38-2-1-4

CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.G, 20505

OFFICE OF THE DIRECTOR

25 Juv um

MEMORANDUM FOR: The Honorable Henry A. Kissinger
Assistant to the President for
National Sccurity Affairs

UBJECT ¢ Restless (June 1970)

@
=1

Attached is the most reccent issue of this Agency's
study on Restless Youth.

We have update:
to keep it current. !
ground information on
rotained, the country ch:
ments since March 1969 when the pr
distributed

s study periodically in an effort
¢ some of the original back
ividual ¢

has beon
trate on develop-
ous issue was

This paper illu
in youtl} diss

i i va
of the world. bolieve, is
itants, and less
s a growing belicf in the
as a political do

Richard Helms
Director

cc: The Honorable Robort H,
Counselor to the Presid

nch

Mr. Tom Charles luston
Staff Ass ant to the President

The Honorable John N. Mitchell
The Attorney Ceneral

SENSITIVE
SECRET
No Objection To Declassification 2009/03/20 : NLN-WHSF HALDEMAN-38-2-1-

No Objection To Declassification 2009/03/20 : NLN-WHSF HALDEMAN-38-2-2-3

THE WHITE HOUSE
WASHINGTON
June 16, 1970
SECRET

MEMORANDUM FOR H. R. HALDEMAN

SUBJECT: Domestic Intelligence Review

I thought you might like to know that the review is moving
-~ - along extraordinarily well with full coopcration by all agencies.
Frankly, I have been amazed at the quality of the initial contri-
butions to this study and the unity of purpose displayed by all
involved. Dick Helms has submerged his personal hostility to
Mr. Hoover and has afforded a degree of cooperation unexpected
from CIA.

We are concentrating on three areas of interest: (1) assess-
ment of the current internal security threat; (2) operational restric-
tions on intelligence collection; and (3) inter-community cooperation
and coordination.

This is the first time since World War II that the President has
directed CIA and the FBI to work together on a specific project and
the first time in history that the entire intelligence community has
been directed to pool its resources in the domestic intelligence area.
The opportunity thus afforded to the community to move aggressively
in an area where it has felt frustrated in the past is not lost on those
involved, and each agency is determined to make the most of this
opportunity.

The finished report of this committee will be the most sensitive
intelligence document to come into the White House in years. Details
of the clandestine operations of the intelligence community which have
never before been reduced to paper will be included, and I would like
to urge that we take every possible step to insure that its disimination
is as limited as possible within the White House. I strongly believe
that the most rigid "need to know" requirement should be instituted.

FBIREVIEW
COMPLETED ON-FILE NSC
RELEASE -
INSTRUCTIONS APPLY
SECRET

No Objection To Declassification 2009/03/20 : NLN-WHSF HALDEMAN-38-2-2-3



No Objection To Declassification 2009/03/20 : NLN-WHSF HALDEMAN-38-2-2-3

SECRET

1 would appreciate it if you would let me know how you wish
to have this report staffed and the names of those whom you believe
should have access to the report.

1 have emphasized the importance of reviewing the intelligence
role of the military services, but I must confess that there is
virtually unanimous opinion among all concerned that it would be
a mistake to expand their role in any significant manner. However,
we will lay out the options for the President's decision.

T

TOM CHARLES HUSTON

SECRET
No Objection To Declassification 2009/03/20 : NLN-WHSF HALDEMAN-38-2-2-3
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STOLEN 2000 ELECTION
The GES Emails and a CBS News Analysis

We all know how the Supreme Court awarded the disputed 2000 election to George W. Bush. What's often forgotten is how, on election night,
a computer “error” made it look like Al Gore had lost Florida—and prompted the media to announce prematurely that Bush was the winner. This
happened in Volusia County, where an electronic voting machine company called Global Election Systems (GES) was tabulating things. GES
turns out to have been run by Republicans who were only too eager to see Bush take over after eight years of Clinton. All of a sudden that night,
16,022 votes for Gore got subtracted from his total in Volusia County. It wasn’'t until 2003, when a bunch of internal Global Election Systems
memos got leaked, that it became clear company officials knew all about this at the time. “The problem precinct had two memory cards
uploaded,” according to GES tech guy Tab Iredale in one memo. “There is always a possibility that ‘the second memory card’ came from an
unauthorized source.” These emails follow.

| cry out to stop the electronic ballots, because any computer can be hacked into, as evidence clearly shows. | say, stick with handwritten
ballots. If you can’t fill in the blank circle with a pencil, then you shouldn’t be voting because we’ve been doing that since the first grade! Maybe
the ballots still need to be hand-counted, but at least you'd have a paper trail.

After persuing the emails, you'll read a couple of pages from a report that CBS News prepared about the coverage of election night 2000—
an apology, really, for going with the rest of the herd and calling the victory for Bush. This could be solved if something I've advocated was putin
place, to allow no media coverage until the final polls close in Hawaii. Hell, they’re already predicting winners when it's two o’clock in the
afternoon in California. The polls are still open, but why do | need to go vote if I'm already told who’s going to be president? | suppose what 'm
proposing infringes greatly on the First Amendment but what the heck, with all the documents you're seeing in this book, what's wrong with
that?

THE GES MEMOS

From: Lana Hires
Sent: Wednesday, January 17, 2001 8:07 AM
To: jmglobal Glanca

Cc: Deanie Lowe
Subject: 2000 November Election

Hi Nel, Sophie & Guy (you to John),
Tneed some answers! Our department is being audited by the County.

Thave been waiting for someone to give me an explanation as to why Precinct 216 gave Al Gore a minus 16022 when it was uploaded.
Will someone please explain this so that I have the information to give the auditor instead of standing here “looking dumb"

1would appreciate an explanation on why the memory cards start giving check sum messages. We had this happen in several precincts
and one of these precincts managed to get her memory card out of election mode and then back in it, continued to read ballots, not real-
izing that the 300+ ballots she had read earlier were no longer stored in her memory card . Needless to say when we did our hand count
this was discovered.

Any explantations you all can give me will be greatly appreciated.
‘Thanks bunches,

Lana

From: owner-"Support” [mailto:owner-"Support’]On Behalf Of Guy Lancaster
Sent: Thursday, January 18,2001 1:41 PM

Now to Lanas questions. The above should answer everything other than why erroneous data managed to upload. T see two possible
explanations. One is that the data was corrupted after the checksums were validated. In this case the errors would show the next time the
checkstms were checked. The other possibility is the [60k to 1] chance that the erroneous data managed to add up to the correct check-
sum.

My understanding is that the card was not corrupt after (or before) upload. They fixed the problem by clearing the precinct and re-
uploading the same card. So neither of these explainations washes. That’s not to say T have any idea what actually happened, it just not
either of those.

S0 John, can you satisfy Lana’s request from this? I can't without more details.
‘The problem is its going to be very hard to collect enough data to really know what happened. The card isiit corrupt so we can't post-
mortem it (its not mort). Guy if you can get the exact counter numbers that were uploaded into the races (not just president) perhaps you
could guess the nature of the corruption at least, but if [ had to bet the numbers were just garbage and you won't be able to tell

About the only constructive suggestion I have is to insert a line in the AV upload code to check that candvotes + undervotes =
Votefor*timescounted. If it happens, punt. That would have at least prevented the embarrassment of negative votes, which is really what

this s all about. Then John can go to Lana and tell her it has never happened before and that it will never happen again.

Ken



John,
Here is all the information I have about the ‘negative’ counts.
Only the presidential totals were incorrect. All the other races the sum of the votes + under votes + blank votes = sum of ballots cast.

The problem precinct had two memcory cards uploaded. The second one is the one I believe caused the problem. They were uploaded on the same port ap-
prox. 1 hour apart. As far as I know there should only have been one memory card uploaded. I asked you to check this out when the problem first occured
but have not heard back as to whether this is true.

When the precinct was cleared and re-uploaded (only one memory card as far as I know) everything was fine.

Given that we transfer data in ascii form not binary and given the way the data was ‘invalid’ the error could not have occured during transmission. There-
fore the error could only occur in one of four ways:

1. Corrupt memory card. This is the most likely explaination for the problem but since I know nothing about the ‘second” memory card I have no ability to
confirm the probability of this.

2. Invalid read from good memory card. This is unlikely since the candidates results for the race are not all read at the same time and the corruption was
limited to a single race. There is a possiblilty that a section of the memory card was bad but since I do not know anything more about the ‘second’ memory
card I cannot validate this.

3. Corruption of memory, whether on the host or Accu-Vote. Again this is unlikely due to the localization of the problem to a single race. Invalid memory
card (i.e. one that should not have been uploaded).

4. There is always the possiblity that the ‘second memory card’ or ‘second upload’ came from an un-authorised source.

If this problem is to be properly answered we need to determine where the ‘second’ memory card is or whether it even exists. I do know that there were two
uploads from two different memory cards (copy 0 (master) and copy 3).

Tab

CBS NEWS COVERAGE OF ELECTION NIGHT 2000

Investigation, Analysis, Recommendations

Analysis of the Call for Bush

The call was based entirely on the tabulated county vote. There were several data errors that were responsible for that mistake. The most
egregious of the data errors has been well documented. Vote reports from Volusia County severely understated Gore’s actual total when a
faulty computer memory card reported votes that were off by thousands. That precinct, Number 216, subtracted more than 16,000 votes from
Gore’s total and added votes to Bush'’s total. In addition, an apparent reporting error in Brevard County reduced Gore’s total by an additional
4,000 votes.

The mistakes, both of which originated with the counties, were critical, since there were only about 3 percent of the state’s precincts
outstanding at this time. They incorrectly increased Bush’s lead in the tabulated vote from about 27,000 to more than 51,000. Had it not been
for these errors, the CBS News call for Bush at 2:17:52 AM would not have been made. While the errors should have been caught by VNS and
CBS News analysts through a comparison of VNS data with data from the AP or the Florida Secretary of State, VNS computers could also
have had a more sophisticated program that would have constantly compared one set of numbers with the others and raised a warning signal.
(Unlike the television networks, the Associated Press never called Florida for Bush, and, as we mentioned earlier, neither did VNS.)

There was another problem: the VNS end-of-the-night model uses a straightforward projection of the number of precincts yet to report in each
county. It assumes that the outstanding precincts in each county will be of average size and will vote in the same way as the precincts that have
already reported from that county. However, at 2:17 AM there were more as-yet-uncounted votes than the model predicted. In fact, in Palm
Beach County, a heavily Democratic area, there were three times as many votes yet to be reported as the model predicted. Some of that
appears to be accounted for by the late release by county election officials of a large absentee vote.

Conclusion

As we have seen above, the first Florida call for Gore was probably unavoidable, given the current system of projecting winners. Early in the
evening, the sample that VNS selected to represent voters statewide overestimated Gore’s lead, and a call was made for him. As the tabulated
vote started accumulating, Gore lost his apparent lead, and a decision was made to take back the call. The ongoing VNS reviews have
determined that the exit-poll sample of precincts in this election did not adequately represent the state. The exit-poll sample estimated a
significant Gore lead that never materialized. That fact remained unknown until the actual vote count. The sampling data and exit polling did not
take into account the 12 percent of the Florida vote that was cast by absentee ballot, which also affected the quality of the data. The CBS News
Decision Desk could not have known about these problems.

However, the second Florida call, the one for Bush, could have been avoided. It was based, as we have seen, on a combination of faulty
tabulations entered into the total Florida vote, with an especially large error from Volusia County that exaggerated Bush’s lead. Later, in the
early morning hours, reports from large precincts in Palm Beach were recorded, along with a surge of absentee ballots from that county. When
the Volusia County numbers were corrected and the new numbers from Palm Beach taken into account, the Bush lead shrank, and a decision
was made to take back the Bush call. The call might have been avoided, ifthere had been better communication between the CBS News
Decision Desk and the CBS News studio and newsgathering operations, which had been reporting ballot irregularities and large numbers of
potentially Democratic votes still outstanding, and ifthe VNS vote totals had been checked against the ones from the AP and the Florida
Secretary of State’s Web site. The AP corrected the Volusia County error 35 minutes before VNS did, and one minute before CBS News
made its call.

And, despite all the understandable focus on the Florida calls, they were not the only mistaken calls of the night.
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STOLEN 2004 ELECTION
Fixing the Vote in Ohio

Ohio, as everyone knows, was the state that put George W. Bush over the top in the 2004 election. A comfortable 118,000-plus vote official
margin in Ohio gave him a victory over John Kerry and a second term as president. There were plenty of rumors that Ohio Secretary of State
Kenneth Blackwell had connived with the Bush people to fix the vote, but Kerry’'s people were unwilling to pursue this too far.

The story of what went on behind the scenes started to surface in a lawstuit brought by a group of citizens against Ohio officials in the summer
of 2006. A well-known voting rights attorney named Cliff Arnebeck set out to charge Blackwell and his cronies with “election fraud, vote dilution,
vote suppression, recount fraud and other violations.”

The first document you're going to read here is a deposition taken of Stephen Spoonamore, an expert in computer systems who knew plenty
about how electronic voting machines can be manipulated. The company he refers to, Diebold, bought the GES ouffit that was involved in the
Florida debacle in 2000. And the fellow he mentions at the end, Mike Connell, was Karl Rove’s IT guy. Connell was involved in developing
important parts of the computer network, including the election results reporting server systems. The second document is a contract with the
Ohio secretany of state’s office, dated November 20, 2003.

The Computer C “man in the middle” that Spoonamore is talking about was the property of a Chattanooga company called SMARTech. They
were the subcontractor of GovTech Solutions, Mike Connell's company, for purposes of hosting a “mirror site” on election night. This ensured
that the Ohio election results could be observed and changed, using remote access through high-speed Internet.

If this were the private sector and something got diverted to an intermediary in Chattanooga that was clearly illegal, there would be an
investigation for sure. Why does this situation get a pass? Again, | call for handwritten ballots!

The contract | mentioned that follows is somewhat complicated, but it's back-up for what Spoonamore was talking about. Eventually Connell
would most likely have talked about all this. Except that on December 19, 2008, Connell’s private single-engine plane crashed on the way back
to his home in Akron. The man who could’ve blown the whistle on the biggest election fraud in American history was dead. | guess, as always,
we're supposed to attribute that to bad timing. Let me quote Colonel Fletcher Prouty again: “Nothing just happens, everything is planned.” If
you're interested in all the details, take a look at my previous book, American Conspiracies.




In regard to the system set up to tabulate the vote in Ohio in 2004.

1) The vote tabulation and reporting system, as initially designed, was supposed to allow
each county central tabulator (Computer A) to add up local information locally, and then,
via a lightly encrypted system, send the information to the Sec. of State statewide tabulator
(Computer B). This system, while using public Internet and public information carrying
capacity, could be compromised at the level of one county (Computer A is hacked) or in the
transmission of any one county to the central state tabulator (Computer A talking to
Computer B). However, it would only be possible to compromise the vote on a statewide
basis by a compromise at the state level tabulator (Computer B is hacked). Alternately I
have been told that these processes were replaced at the last minute by fax transmitted
results.

It is relatively simple to establish if the security of the transmissions, whether sent by fax,
or by electronic transmission, by reviewing the network architecture as operated on election
night, and review the session logs of the secretary of states central tabulation computer to
determine the IP address and times of communication by other machines to the the
Secretary. The variable nature of the story of what occurred, and lack of documentation
available, would be cause to launch an immediate fraud investigation in any of my banking
clients.

2) The vote tabulation and reporting system, as modified at the direction of Mr. Blackwell,
allowed the introduction of a single computer in the middle of the pathway. This computer
located at a company principally managing IT Systems for GOP campaign and political
operations (Computer C) received all information from each county computer (Computer A)
BEFORE it was sent onward to Computer B. This centralized collection of all incoming
statewide tabulations would make it extremely easy for a single operator, or a
preprogrammed single "force balancing computer” to change the results in any way desired
by the team controlling Computer C. In this case GOP partisan operatives. Again, if this out
of state system had ANY digital access to the Secretary of States system it would be cause
for immediate investigation by any of my banking clients.

3) If scenario #2 described above is true, Computer C, was placed functionally in a central
control position in the network, for Computer C to have even updated instructions for
various tabulators at the county level (Computers A) to change their results at the county
level. If this had happened, in order to cover up this fact, the hard drives of the county level
tabulators would have to be pulled and destroyed, as they would have digital evidence of
this hacking from Computer C. The efforts by the company in charge of these computers to
pull out hard drives and destroy them in advance of the Green Party Recount from the 2004
election is a clear signal something was deliberately amiss with the county tabulators
(Computers A).

If even the presence of such a Computer C was found in a banking system, it would be
cause to launch an immediate fraud investigation. This computer placement, in the middle
of the network, is a defined type of attack. It is called a MIM (Man in the Middle) Attack. It
is a common problem in the banking settlement space. A criminal gang will introduce a
computer into the outgoing electronic systems of a major retail mall, or smaller branch
office of a bank. They will capture the legitimate transactions and then add fraudulent
charges to the system for their benefit.

Another common MIM is the increasingly common "false" website attack. In this MIM, errors
in the computers that feed the Digital Name Service are exploited directing an unsuspecting
user to a site that looks like the one they wished to visit, but is in fact an "evil twin" which
then exploits them for various purposes for a portion of the time, and then in many cases
passes them on the CORRECT web site they wanted. Once passed on, the operators of the
evil twin site may continue to exploit the user, or later duplicate the session and exploit

them in another manner. Any time all information is directed to a single computer for
consolidation, it is possible, and in fact likely, that single computer will exploit the
information for some purpose.

In the case of Ohio 2004, the only purpose I can concelve for sending all county vote
tabulations to a GOP managed Man-in-the-Middle site in Chattanooga BEFORE sending the
results onward to the Sec. of State, would be to hack the vote at the MIM.

IN REGARD TO THE DIEBOLD SYSTEMS, Formerly Global, DESI and now called Premier.

In my opinion, there is NO POSSIBLE WAY to make a secure touch screen voting system.
None. Secure systems are predicated on establishing securely the identity of every user of
the system. Voting is predicated on being anonymous. It is impossible to have a system
that does both.

1t is possible to design relatively secure optical scan machines, but even these can be
hacked in even the best of cases. In the case of optical scan you have the ability to recount
manually the paper ballot itself, and the ability to spot check the machines for errors
against a sample of hand recounting.

Even considering no secure system for touch screen machines can be designed, ever, the
Diebold system is riddled with exploitable errors. The SAIC report on the system
architecture, commissioned by Maryland Gov. Erlich, outlined over 200 concerns. Many of
these concerns are almost comical from the perspective of a computer architect. One
example of this:

The existence of negative fields being possible in some number fields. Voting machines as
custom built computers which should be designed to begin at the number Zero, no votes,
and advance only in increments of 1, one vote, until they max out at the most possible
votes cast in one day. Perhaps 3000 voters could use a machine in one day, but more
realistically 400 or so. There is no possible legitimate reason that NEGATIVE votes should
ever be entered. And yet these machines are capable of having negative numbers
programmed in, injected, or preloaded

IN REGARD to Mi ke Connell.

Mr. Connell and I share a mutual interest in democracy building, freedom of speech and
religion worldwide. We have mutually participated in activity to forward this goal. At a
meeting in London last year, and again at a Lunch in Washington, DC, Mike and I briefly
discussed voting security. While he has not admitted to wrongdoing, and in my opinion he is
not involved in voting theft, Mike clearly agrees that the electronic voting systems in the US
are not secure. He further made a statement that he is afraid that some of the more
ruthless partisans of the GOP, may have exploited systems he in part worked on for this
purpose.

Mr. Connell builds front end applications, user interfaces and web sites. Knowing his team
and their skills, I find it unlikely they would be the vote thieves directly. I believe however
he knows who is doing that work, and has likely turned a blind eye to this activity. Mr.
Connell is a devout Catholic. He has admitted to me that in his zeal to 'save the unborn' he
may have helped others who have compromised elections. He was clearly uncomfortable
when I asked directly about Ohio 2004.

1 declare under penalty of perjury that the foregoing is true and correct.

Executed this 17th day of September

Stephen Spoonamore
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STATEMENT OF WORK
UNDER STATE TERM SCHEDULE NUMBER 533384-1
Secretary of State Contract Number 180

This Statement of Work is between the Office of the Ohio Secretary of State
(hereinafter the “Secretary”), located at 180 E. Broad Street, 16th Floor, Columbus, Ohio
43215, and GovTech Solutions, LLC, an Ohio limited liability company, with offices at
3046 Brecksville Road, Suite D, Richfield, Ohio 44286 (hereinafter “GovTech”)
(Secretary and GovTech each referred to herein as a “Party” and collectively as the
“Parties”).

RECITALS

'WHEREAS, Secretary currently maintains an election night system; however, the
current system requires an updated customer facing presentation layer (hereinafier the
“Application”).

‘WHEREAS, Secretary wishes to update it’s Application with a browser based and
user friendly interface that does not require the installation of software on the end-user’s
‘machine.

WHEREAS, GovTech is in the business of providing Internet World Wide Web
development, programming and related services, including technical and creative
services;

‘WHEREAS, Secretary wishes to retain the services of GovTech to perform certain
Application planning and design related services, including, providing technical and creative
services in ion with the P of the new i ive Election Night Web site
as described more fully herein; and

'WHEREAS, GovTech wishes to provide Secretary with such services;

THEREFORE, the parties, for good and valuable consideration and based on the
‘mutual promises recited herein, do agree as follows:

Article I STATE TERM SCHEDULE
1.01 This Statement of Work (“SOW”) is entered into under the authority of State

Term Schedule 533384-1 (the “STS”) and incorporates by reference the Terms &
Conditions of the STS.

@ &

(a) Meet the expectations of typical Internet users and will not require any
additional software installation;

(b) Comply with all requirements stated in section 3517.106 and divisions
(C)6)(b) and (D)(6) of section 3517.10 of the Revised Code;

() Be based on the known data structures and relationships in the Secretary’s
existing Election Night Database;

(d) Provide for appropriate authentication procedures; and

(¢) Beinaccordance with the other requirements listed in Exhibit A.

3.06 Phase Upon ion and A of the Appli
GovTech shall install the Application on a Server owned and designated by the Secretary.

(a) GovTech shall provide an onsite resource for the Installation of the
Application.

(b) GovTech shall provide stress testing of the Installed Application by simulating
the number of hits expected during election night. Should the initial tests have
negative results, GovTech will work with the Secretary’s IT Department to arrive at
an acceptable solution to allow for this traffic level.

() GovTech shall also provide an onsite resource on the day and night of the
election, November 4, 2003, to assist the Secretary to troubleshoot the Application,
if necessary.

Mirror site of the Application to provide a failover solution in the event of failure of the

\ 307 Mirror Application GovTech shall install and host (as set forth in Exhibit B) a
primary installation on Election Day.

1

(a) GovTech shall perform stress testing of the Mirror site.

(b) The Parties agree that GovTech shall subcontract its hosting responsibilities
under this SOW to SMARTech Corporation, with offices located at 801 Broad
Street, Suite 220, Chattanooga, TN 37402. GovTech may subcontract to another
entity, but must first receive Secretary approval.

308 In addition to the Planning Phase Deliverables, the Application Design

Deliverables, and the Installation and Mirroring Deliverables, GovTech shall provide
timely status reports to Secretary.

GovTech Contract FY04 (Election Night).doc
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EXHIBIT B
To Statement of Work (Secretary of State Contract Number 180)
Mirrer Site Hosting

SMARTech proposes to provide the State of Ohio SOS with a backup offsite hosting
configuration shown as follows:

GovTech Contract FY04 (Election Night).doc






4 0

EMBASSY CABLES
Hillary Clinton’s Call for Diplomats to Spy on the UN

Who knew? Under Hillary Clinton, our State Department has been asking American diplomats around the world and at the UN to provide
detailed technical information, including passwords and personal encryption keys, for communications networks used by UN officials. And
we’re trying to take down WikiLeaks and throw Julian Assange in the clinker for life? The hypocrisy, once again, boggles the mind.

US embassy cables: Washington calls for intelligence on top UN officials

28 November 2010

Friday, 31 July 2009, 20:24 SE C R E T SECTION 01 OF 24 STATE 080163 NOFORN
SIPDIS EO 12958 DECL: 07/31/2034 TAGS PINR, KSPR, ECON, KPKO, KUNR SUBJECT:
(S) REPORTING AND COLLECTION NEEDS: THE UNITED NATIONS REF: STATE
048489 Classified By: MICHAEL OWENS, ACTING DIR, INR/OPS. REASON: 1.4(C).

1. (S/NF) This cable provides the full text of the new National HUMINT Collection Directive
(NHCD) on the United Nations (paragraph 3-end) as well as a request for continued DOS
reporting of biographic information relating to the United Nations (paragraph 2).

A. (S/NF) The NHCD below supercedes the 2004 NHCD and reflects the results of a recent
‘Washington review of reporting and collection needs focused on the United Nations. The review
produced a comprehensive list of strategic priorities (paragraph 3) and reporting and collection
needs (paragraph 4) intended to guide participating USG agencies as they allocate resources and
update plans to collect information on the United Nations. The priorities should also serve as a
useful tool to help the Embassy manage reporting and collection, including formulation of
Mission Strategic Plans (MSPs).

B. (S/NF) This NHCD is compliant with the National Intelligence Priorities Framework (NIPF),
which was established in response to NSPD-26 of February 24, 2003. If needed, GRPO can
provide further background on the NIPF and the use of NIPF abbreviations (shown in
parentheses following cach sub-issue below) in NHCDs.

C. (S/NF) Important information often is available to non-State members of the Country Team
whose agencies participated in the review of this National HUMINT Collection Directive.
COMs, DCMs, and State reporting officers can assist by coordinating with other Country Team
members to encourage relevant reporting through their own or State Department channels.

2. (S/NF) State biographic reporting:

A. (S/NF) The intelligence community relies on State reporting officers for much of the
biographical information collected worldwide. Informal biographic reporting via email and other
means is vital to the community’s collection efforts and can be sent to the INR/B (Biographic)
office for dissemination to the IC.

B. (S/NF) Reporting officers should include as much of the following information as possible
when they have information relating to persons linked to : office and

organizational titles; names, position titles and other information on business cards; numbers of
telephones, cell phones, pagers and faxes; compendia of contact information, such as telephone
directories (in compact disc or electronic format if available) and e-mail listings; internet and



intranet "handles", internet e-mail addresses, web site identification-URLSs; credit card account
numbers; frequent flyer account numbers; work schedules, and other relevant biographical
information.

4) Telecommunications Infrastructure and Information Systems (INFR-5H). — Current technical
specifications, physical layout, and planned upgrades to telecommunications infrastructure and

STATE 00080163 024 OF 024

information systems, networks, and technologies used by top officials and their support staffs. —
Details on commercial and private VIP networks used for official communications, to include
upgrades, security measures, passwords, personal encryption keys, and types of V P N versions
used. — Telephone numbers and e-mail addresses of key officials, as well as limited distribution
telephone numbers/directories and public switched networks (PSTN) telephone directories;
dialing numbers for voice, datalink, video teleconferencing, wireless communications systems,
cellular systems, personal communications systems, and wireless facsimiles. — Information on
hacking or other security incidents involving UN networks. — Key personnel and functions of
UN entity that maintains UN communications and computer networks. — Indications of [O/IW
operations directed against the UN. — Information about current and future use of
communications systems and technologies by officials or organizations, including cellular phone
networks, mobile satellite phones, very small aperture terminals (VSAT), trunked and mobile
radios, pagers, prepaid calling cards, firewalls, encryption, international connectivity, use of
electronic data interchange, Voice-over-Internet protocol (VoIP), Worldwide interoperability for
microwave access (Wi-Max), and cable and fiber networks.

Countries: Austria, Burkina Faso, China, Costa Rica, Croatia, France, Japan, Libya, Mexico,
Russia, Turkey, Uganda, Vietnam International Organizations: UN CLINTON






PROTECTING CYBERSPACE
An Internet “Kill Switch”?

A bil—"Protecting Cyberspace as a National Asset Act of 2010"—was introduced in the Senate last June by Joe Lieberman. Note particularly
the part under section 4: “Authorizes the President to issue a declaration of a national cyber emergency to covered critical infrastructure.”
Would this give Obama, or any future president, the right to basically pull a “kill switch” on the Internet? Could, say, a huge leak of classified
documents serve as a justification?

Because the bill is so long and convoluted, 1 only include part of it. Here also is a summary of the bill, written by the Congressional Research
Service, a well-respected nonpartisan arm of the Library of Congress.

6/10/2010-—Protecting Cyberspace as a National
Asset Act of 2010—Establishes in the Executive Of-
fice of the President an Office of Cyberspace Policy,
which shall: (1) develop a national strategy to in-
crease the security and resiliency of cyberspace;
(2) oversee, coordinate, and integrate federal pol-
icies and activities relating to cyberspace secu-
rity and resiliency; (3) ensure that all federal
agencies comply with appropriate guidelines, poli-
cies, and directives from the Department of Home-
land Security (DHS), other federal agencies with
responsibilities relating to cyberspace security or
resiliency, and the National Center for Cybersecu-
rity and Communications (established by this Act);
and (4) ensure that federal agencies have access
to, receive, and appropriately disseminate law en-
forcement, intelligence, terrorism, and any other
information relevant to the security of specified
federal, military, and intelligence information in-
frastructure.

Authorizes the President to issue a declaration
of a national cyber emergency to covered critical
infrastructure. Requires the President to then no-
tify the owners and operators of the infrastructure
of the nature of the emergency, consistent with the
protection of intelligence sources and methods.
Requires the NCCC Director to take specified steps,
including immediately directing the owners and op-
erators to implement required response plans and to
ensure that emergency actions represent the least
disruptive means feasible to operations. Terminates
such an emergency measure or action 30 days after
the President’s declaration, with 30-day extensions
authorized if the NCCC Director or the President
affirms that such measure or action remains neces-

sary to address the continuing emergency. Requires
each owner or operator of covered critical infra-
structure to certify to the NCCC Director whether
the owner or operator has developed and implement-
ed approved security measures and any applicable
emergency measures or actions required for any
cyber vulnerabilities and national cyber emergen-
cies. Sets forth civil penalties for violations.
Requires the DHS Secretary and the private sector
to develop, periodically update, and implement a
supply chain risk management strategy designed to
ensure the security of the federal information in-
frastructure. Sets forth provisions regarding the
information security authority and functions of the
NCCC Director and executive agency responsibili-
ties. Requires NCCC to annually oversee, coordi-
nate, and develop guidance for the effective imple-
mentation of operational evaluations of the federal
information infrastructure and agency information
security programs and practices to determine their
effectiveness. Authorizes the NCCC Director to or-
der the isolation of any component of the federal
information infrastructure if: (1) an agency does
not implement measures in an approved risk-based
plan; and (2) the failure to comply presents a sig-
nificant danger to the federal information infra-
structure. Establishes in the executive branch a
Federal Information Security Taskforce, which shall
be the principal interagency forum for collabora-
tion regarding best practices and recommendations
for agency information security and the security of
the federal information infrastructure.
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SECTION 1. SHORT TITLE.

This Aet may be cited as the “Protecting Cyberspace

s a National Asset Act of 20107,

6 SEC. 2. TABLE OF CONTENTS.
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10 “SEC. 249. NATIONAL CYBER EMERGENCIES.

11 “(a) DECLARATION.—

12 (1) In GeNERAL—The President may issue a
13 declaration of a national evber emergeney to covercd
14 eritical infrastneture, Any declavation under this
15 seetion shall specify the covered critical infrastrne-
16 ture subject to the national eyher emer

17 “(2) NoTrieaTioN.~—Upon issuing a declava-
18 tion under paragraph (1), the President shall, con-
19 sistent with the protection of intelligenee sourees
20 and methods, notify the owners and operators of the
21 specitied covered eritical infrastructure of the natre
22 of the national evher emergeney.

23 “(3) Avrnoririss—If the President issues a
24 declavation under  paragraph (1), the  Director
25 shall—

1035 S
77
1 (A immediately diveet the owners and
2 operators of covered eritical infrastmeture sab-
3 Jjeet to the declaration under pavagraph (1) to
4 implement vesponse plans required under see-
5 tion 248()(2)(C');
6 “(B) develop and  coordinate  cmergeney
& measures or actions necessary to preserve the
7 measures or actions necessary to preserve the
8 veliable operation, and mifieate ov remediate
9 the consequences of the potential disruption. of
10 covered eritical infrastraeture;
11 “(C) ensure that emergeney measures o
12 actions directed wnder this section vepresent the
13 least disruptive means feasible to the operations
14 of the covered critieal infrastructure;
15 H(D) subject to subseetion (f), direet ac-
i6 tions by other Federal agencies to respond to
17 the national eyher emergeneys
18 () coordinate with officials of State and
19 local governments, international partners of the
20 Thiited States, and private owners and opera-
21 tors of covered eritical infrastrueture speeified
22 in the declavation to respond to the national
23 evher emergeney;
HEN10533 SI
79
1 “(1) IN GENERAL—ADY emergeney measure or
2 action developed under this seetion shall cease to
3 Lave effeet not later than 30 days after the date on
4 which the President issued the declavation of a na-
§ tional eyher emergency, unless—
6 “(A) the Divector affirms in writing that




18

the emergeney measure or action remains nee-

essary to address the identified national eyher

emergeney: and

“(B) the President issues a written order
or direetive  reaffimuing  the national  e¢yher
cmergeney, the continuing nature of” the na-
tional eyber emergeney, or the need to continue
the adoption of the emergeney measure o1 ac-
tion.

H(2) BXTENSIONS,—An emergeney measure or
action extended in accordance with paragraph (1)
nmay—

SA)Y remain i effeet for not more than 30
dayvs after the date on which the emergeney
measure or action was to cease to have effeet:
and

“(B) be extended for additional 30-day pe-
riods, if the requirements of paragraph (1) and

subseetion (d) are met.
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MORE CYBERSECURITY

Homeland Security’s Cybersecurity Agreement with the Pentagon

Then last October, Homeland Security (DHS) and the Defense Department reached an agreement “regarding cybersecurity” whereby they're
planning to synchronize their efforts. “We are building a new framework between our Departments to enhance operational coordination and
joint program planning,” DHS Secretary Janet Napolitano and DoD Secretary Robert Gates said in a joint statement. And in December, the
United Nations was asked to consider global standards for policing the Internet, specifically in reaction to things like WikiLeaks. Now the
Commerce Department is looking to create an Internet ID, under the label of National Strategy for Trusted Identities in Cyberspace

Maybe this is all somehow to the good, but it makes me a bit queasy. Honestly | see Homeland Security as our United States Gestapo, our
federal police. It's this simple, people: Government can’t allow anything to exist that it does not control. One time as governor | asked my staff to
think about something on their lunch break: “Come back and tell me one thing in your life that the government doesn’t regulate or control.” Well,
they couldn’t come up with anything. One person said, “Sleep.” You know how I responded? Not true—there’s a warning label on your mattress.

Even what you lay down on has some stamp of government control.

MEMORANDUM OF AGREEMENT
BETWEEN
THE DEPARTMENT OF HOMELAND SECURITY
AND
THE DEPARTMENT OF DEFENSE
REGARDING CYBERSECURITY

. PARTIES. The parties to this Agreement are the Department of Homeland Security

(DHS) and the Department of Defense (DoD).

. AUTHORITY. This Agreement is authorized under the provisions of the Homeland

Security Act (2002); the Economy Act; U.S. Code Title 10; Executive Order 12333,
National Security Directive 42; Homeland Security Presidential Directive-5; Homeland
Security Presidential Directive-7; and National Security Presidential Directive-
54/Homeland Security Presidential Directive-23.

. PURPOSE. The purpose of the Agreement is to set forth terms by which DHS and DoD

will provide personnel, equipment, and facilities in order to increase interdepartmental
collaboration in strategic planning for the Nation’s cybersecurity, mutual support for
cybersecurity capabilities devel and synchronization of current operational
cybersecurity mission activities. Implementing this Agreement will focus national
cybersecurity efforts, increasing the overall capacity and capability of both DHS’s
homeland security and DoD’s national security missions, while providing integral
protection for privacy, civil rights, and civil liberties.

SCOPE. DoD and DHS agree to collaborate to improve the synchronization and mutual
support of their respective efforts in support of U.S. cybersecurity. Departmental
relationships identified in this Agreement are intended to improve the efficiency and
effectiveness of requirements formulation, and requests for products, services, technical
assistance, coordination, and performance assessment for cybersecurity missions
executed across a variety of DoD and DHS elements. They do not alter existing DoD and
DHS authorities, command relationships, or privacy, civil liberties, and other oversight
relationships. In establishing a framework to provide mutually beneficial logistical and
operational support, this Agreement is not intended to replicate or aggregate
unnecessarily the diverse line organizations across technology development, operations,
and customer support that collectively execute cybersecurity missions.
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A NEW PEARL HARBOUR
A Think Tank’s Anticipation of 9/11

In case you've never heard of the Project for a New American Century (PNAC), it was a D.C. think tank that existed for less than ten years
(1997-2006) but had probably more influence on American lives than any similar organization before or since. The founders were two neo-
cons, William Kristol and Robert Kagan, and from the get-go they were pushing for “regime change” in Iraq. They argued in an open letter to
President Clinton that Saddam Hussein was out to stockpile Weapons of Mass Destruction and that an invasion of Iraq would be justified by his
defiance of the UN’s “containment” policy.

Then, in September 2000, a few months before George W. Bush became president, the PNAC published a ninety-page report called
Rebuilding America’s Defenses: Strategies and Resources for a New Century. It makes for instructive reading, given what's happened since
9/11 in Afghanistan and Iraq. I've excerpted four pages, and I'd ask you to pay particular attention to a statement made on the last one, which
says: “...the process of transformation, even if it brings revolutionary change, is likely to be a long one, absent some catastrophic and
catalyzing event—like a new Pearl Harbor.” Anybody think September 111 might just have been that?

The PNAC report seems like a complete game plan for the next decade, because for the most part it was followed. It should have been
mandatory
reading before the 2000 election, so we could all have known what they really

stood for—because this was certainly not the agenda Bush ran on to become
president.

Rebuilding America’s Defense Strategy:
Forces and Resources for a New Country

KEY FINDINGS
I'his report proceeds from the belief that “The challenge for the coming century is to
America should seck to preserve and extend preserve and enhance this “American

its position of glabal leadership by
‘maintaining the preeminence of U.S.
‘military forces. Today, the United States
has an unprecedented strategic opportunity.
It faces no immediate great-power
challenge; it s blessed with wealthy,
powerful and demoeratic allics in cvery part
of the world; it is in the midst of the longest
cconomic expansion in its history; and its
political and ceonomic principles are almost
universally embraced. At no time in history
has the international sccurity order been as
conducive to American interests and ideals.

peace.”

Yet unless the United States maintains
sufficient military strength, this opportunity
will be lost. And in fact, over the past
decade, the failure to establish a security
strategy responsive to new realitics and to
provide adequate resources for the full range
of missions needed to exercise U.S. global
Teadership has placed the American peace at
growing risk. This report attempts to define
those requirements. In particular, we need
to:

critical regions;

ESTABLISH FOUR CORE MISSIONS for U.S. military forces:

simultancous major theater wars;
+ perform the “constabulary” duties associated with shaping the security environment in

«  transform U.S. forces to exploit the “revolution in military affairs;”

To carry out these core missions, we need to provide sufficient force and budgetary

allocations. In particular, the United States must:

MAINTAIN NUCLEAR STRATEGIC SUPERIORITY, basing the U.S. nuclear deterrent upon a
global, nuclear net assessment that weighs the full range of current and emerging threats,
not merely the U.S.-Russia balance.

RESTORE TIHE PERSONNEL STRENGTII of today’s force to roughly the levels anticipated in
the “Base Force™ outlined by the Bush ini ion, an increase in active-duty strength
from 1.4 million to 1.6 million.

REPOSITION U.S. FORCES to respond to 21 century strategic realitics by shifting
permanently-based forces to Southeast Europe and Southeast Asia, and by changing naval
deployment patterns to reflect growing U.S. strategic concerns in East Asia.




MODERNIZE CURRENT U.S. FORCES SELECTIVELY, proceeding with the F-22 program while
increasing purchases of lift, electronic support and other aircraft; expanding submarine
and surface combatant fleets; purchasing C he heli s and medi veight
ground vehicles for the Army, and the V-22 Osprey “tilt-rotor™ aircraft for the Marine
Corps.

CANCEL “ROADBLOCK” PROGRAMS such as the Joint Strike Fighter, CVX aircraft carrier,
and Crusader howitzer system that would absorb exorbitant amounts of Pentagon funding
while providing limited improvements to current capabilities. Savings from these canceled
programs should be used to spur the process of military transformation.

DEVELOP AND DEPLOY GLOBAL MISSILE DEFENSES to defend the American homeland and
American allies, and to provide a secure basis for U.S. power projection around the world.

CONTROL THE NEW “INTERNATIONAL COMMONS” OF SPACE AND “CYBERSPACE,” and pave
the way for the creation of a new military service — U.S. Space Forces — with the mission of
space control.

EXPLOIT THE “REVOLUTION IN MILITARY AFFAIRS” to insure the long-term superiority of

U.S. conventional forces. Establish a two-stage transformation process which

« maximizes the value of current weapons systems through the application of advanced
technologies, and,

«  produces more profound improvements in military capabilities, encourages competition
between single services and joint-service experimentation efforts.

INCREASE DEFENSE SPENDING gradually to a minimum level of 3.5 to 3.8 percent of gross
domestic product, adding $15 billion to $20 billion to total defense spending annually.

Fulfilling these requirements is essential choices. They are also false economies.
if America is to retain its militarily dominant The “savings™ from withdrawing from the
status for the coming decades. Conversely, Balkans, for example, will not free up
the failure to meet any of these needs must anywhere near the magnitude of funds
result in some form of strategic retreat. At needed for military modernization or
current levels of defense spending, the only transformation. But these are false
option is to try ineffectually to “manage” economies in other, more profound ways as
increasingly large risks: paying for today’s well. The true cost of not meeting our
needs by shortchanging tomorrow’s; defense requirements will be a lessened
withdrawing from constabulary missions to capacity for American global leadership and,
retain strength for large-scale wars; ultimately, the loss of a global security order
“choosing” between presence in Europe or that is uniquely friendly to American
presence in Asia; and so on. These are bad principles and prosperity.

A\
CREATING TOMORROW’S DOM

NT FORCE

“international commons” be & key to
world power in the future. An
America incapable of protecting its

Further, the process of transformation, interests or that of its allies in space
even if it brings revolutionary change, is or the “infosphere” will find it
likely to be a long one, absent some difficult to exert global political
catastrophic and catalyzing event — like a leadership.

new Pearl Harbor. Domestic politics and
industrial policy will shape the pace and

Pursuing a two-stage strategy for of

content of transformation as much as the transforming conventional forces. In
requirements of current missions. A exploiting the “revolution in military
decision to suspend or terminate aircrafl affairs,” the Pentagon must be dr
carrier production, as recommended by this by the enduring missions for U.S.
report and as justified by the clear direction forces. This pracess w

of military technology, will cause great stages: transition, featu
upheaval. Likewise, systems entering current and new systems; and true
production today — the F-22 fighter, for transformation, featuring new
example  will be in service inventories for systems, organizations and

decades to come. Wise management of this operational concepts. This process
process will consist in large measure of must take a competitive approach,
figuring out the right moments to halt with services and joint-service
production of current-paradigm weapons operations competing for new roles
and shift to radically new designs. The and missions. Any successful process
expense associated with some programs can of transformation must be linked to
make them roadblocks to the larger process s, which are the institutions
of transformation  the Joint Strike Fighter within the Defense Department with
program, at a total of approximately $200 the ability and the responsibility for
billion, scems an unwisc investment. Thus, linking budgets and resources to

this report advocates a two-stage process of specific missions.

change — transition and transformation —
over the coming decades.

In general, to maintain American
military preeminence that is consistent with
the requirements of a strategy of American
global leadership, tomorrow’s U.S. armed
forces must meet three new missions:

ile defenses. A network

protecting the United States, its allics
and forward-deployed forces, must be
constructed. This mu ayered
system of land, sea, air and space-
based components.

Control of space and cyberspace.
Much as control of the high seas — and
the protection of international
commerce — defined global powers in
the past, so will control of the new
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9/11 WARNING |,
FBI Knowledge of Terrorists Training at Flight Schools

Two months before the events of September 1 1t 2001, an FBI agent in Phoenix named Kenneth Williams sent a memo to the bureau brass in
D.C. and New York. The agent was warning about an unusually high number of Muslims being trained at American flight schools, perhaps part
of “a coordinated effort” by Osama bin Laden. His memo was ignored at the higher levels.

" (Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 07/10/2001
To: Counterterrorism Attn: RFU -

88A David Frasca
IRS Elizabeth Harvey Matson
UBL Unit
S8A Rodney Middelton
IRS Jennifer Maitner
IRS Mark Connor
IRS Fred Stremmel
New York I-46
88A Jack Cloonan
8A Michael 8. Butsch

From: Phoenix
Squad1é
Contact: SA Kenneth J. Williams SRS
Approved By: Kurtz William A
Drafted By: Williams Kenneth J
Case ID #: (USSR (Pending)

Title: . zmm MUSTAPHA 8¢
'T-OTHER (ISLAMIC m« Or THE cAUCASUS)

Synopsis: @8 UBL up] civil
aviation universitiea/ccueges 1n the State of Arizona.

. Full Field Investigation Instituted: 04/17/2000 (NONUSPER)

Details: WM The purpose of this communication is to advise the
Bureau and New York of the possibility of a coordinated effort by
USAMA BIN LADEN (UBL) to send students to the United States to attend
civil aviation universities and colleges. Phoenix has obgerved an
inordinate number of individuals of investigative interest who are
attending or who have attended civil aviation universities
colleges in the State of Arizona. The inordinate number of these

> individuals attending these type of schools and fatwas issued by AL-

M-HQI-88000177
10F8 T clearbadlyy: e cri L, wsed,
O6C, 7
: o2fsfee N



To: Counterterrorism From:* Phoemix ¢
Re: (NN, 07/10/2001

MUHJIROUN spiritual leader SHEIKH OMAR BAKRI MOHAMMED FOSTOK, an
ardent supporter of UBL, gives reason to believe that a coordinated
effort is underway to establish a cadre of individuals who will one
day be working in the civil aviation community around the world.
Thege individuals will be in a position in the future to conduct
terror activity against civil aviation targets.

Phoenix believes that the FBI should accumulate a
listing of civil aviation universities/colleges around the country.
FBI field offices with these types of schools in their area should
establish appropriate liaison. FBIHQ should discuss this matter with
other elements of the U.S. intelligence community and task the

ty for any i ion that supports Phoenix's suspicions.
FBIHQ should consider seeking the necessary. authority to obtain visa
i{nformation from the USDOS on individuals obtaining visas to attend
these types of schools and notify the approj riate FBI field office
when these individuals are scheduled to arriye in their area of
responsibility. Rl !

Phoenix has drawn the above conclusion from several
Phoenix investigations to include captioned investigation and the
following investigations: , @& Saudi

Wl qxéd WO M.ierian Iglamic excrémisci
B .

“§ill Investigation of ZAKARIA MUSTAPHA SOUBRA was initiated
as the result of information provided by h a source who has
provided reljable information in the past. The source reported durii
ril 2000 that SOUBRA was a supporter of UBL and the

AL-MUHJIROUN. SOUBRA arrived in Arizona from London, England
on 08/27/1999 _on an F-1 student visa to attend EMBRY RIDDLE
UNIVERSITY “{ERU), Prescott, Arizona. ERU only teaches courses related
to the field of aviation. SOUBRA is an Aeronautical Engineering
student at ERU and has been taking courses in "international
gecurity® relating to aviation. SOUBRA within weeks of his arrival
at Prescott, . Arizona, .
supporting UBL, at Mosques located throughout Arizona. SOUBRA has
also organized anti United States and Israeli demonstrations in the
area of ARIZONA STATE UNIVERSITY (ASU), Tempe, Arizona. He has also
established and organized an Islamic student association on the ERU
campus organizing the Muslim student population on the ERU campus.

M rhoenix has identified several assoclates of SOUBRA at
ERU who arrived at the university around the same time that he did.
Thege individuals are Sunni Muslims who have the same radical
fundamentalists views as SOUBRA. They come from Kenya, Pakistan,
« o

2 M-HQI-88000177
20F8
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9/11 WARNING 11
“Bin Laden Determined to Strike in U.S.,” Bush Was Told

A little more than a month before 9/11, the Bush White House received an intelligence digest from the CIA with a two-page section titled “Bin
Laden Determined to Strike in U.S.” The president headed off for a month’s vacation to his ranch in Crawford, Texas, right after that.

What these warnings—and there were others—tell me is that (a) either the Bush Administration allowed 9/11 to happen; (b) took part in it
happening, or (c) were the most inept administration we’ve ever had. These warnings were so plain and simple that, if you didn’t “get” them,
you'd never win on Jeff Foxworthy's show Are You Smarter than a Fifth Grader?

Declassified and Approved
for Release, 10 April 2004

Bin Ladin Determined To Strike in US

5) Clandestine, foreign government, and media reports indicate Bin Ladin

7 since 1997 has wanted to conduct terrorist attacks in the US. Bin Ladin
implied in US lelevision interviews in 1997 and 1998 thal his followers would
follow the example of World Trade Center bomber Ramzi Youse! and *bring
he fighting to America."

After US misslie strikes on his base in Afghanistan in 1988, Bin Ladin
told followers he wanted to retaliate in Washington, according to
a service

An Egyplian Islamic Jihad (ENJ) operative told an@ERER service
at the same time that Bin Ladin was planning to explolt the operative's
access 10 the US to mount a terrorist sirike.

The millennium plotting in Canada in 1999 may have been part of
Bin Ladin’s first serious attempt to implement a terrorist strike in the
US. Convicted plotter Ahmed Ressam has told the FBI that he conceived the
idea to altack Los Angeles International Airport himself, but that Bin
Ladin lieutenant Abu Zubaydah encouraged him and helped facilitate the
operation. Ressam also said that in 1998 Abu Zubaydah was planning his
own US attack.

Ressam says Bin Ladin was aware of the Los Angeles operation.

Although Bin Ladin has not succeeded, his attacks against the US
Embassies In Kenya and Tanzania In 1998 demonstrate that he prepares
operations years in advance and s not deterred by setbacks. Bin Ladin
associates survellled our Embassies in Nairobi and Dar es Salaam as early
as 1993, and soma members of the Nairobi cell planning the bombings were

arrested and deported in 1997.

Al-Qa‘ida members—including some who are US citizens—have resided
in or traveled to the US for years, and the group apparently maintains a
support structure that could aid attacks. Two al-Qa'ida members found guity
in the conspiracy to bomb our Embessles in East Africa were US citizens, and a
senior E1J member lived in California in the mid-1990s

A clandestine source said in 1998 that a Bin Ladin cell in New York
was recruiling Muslim-American youth for attacks.

We have not been able to corroborate some of the more sensational
threat reporting, such as that from 2 UREEEERNGENSNERS scrvice in
1998 saying that Bin Ladin wanted to hijack a US aircraft to gain the
release of "Blind Shaykh” ‘Umar ‘Abd al-Rahman and other US-held
extremists.

continved

For the President Onl) ———— Declassified and Approved
o ot 2001 for Release, 10 April 2004

Declassified and Approved
for Release, 10 April 2004

- Nevertheless, FBI informaltion since thal time indicales patlerns of
suspicious aclivity in this country consistent with preparations for
hijackings or other types of atlacks, including recent surveillance of
federal buildings in New York.

The FBI is conducling approximalely 70 full field investigations
throughout the US thal it considers Bin Ladin~relaled. CIA and the
FBl are investigating a call lo our Embassy in the UAE in May saying
that a group of Bin Ladin supporters was in the US planning attacks
with explosives.
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A CHANGE OF POLICY
The Pentagon’s “Stand Down Order” on 9/11

The question that's haunted me from day one is how come the world’s biggest military superpower was somehow oblivious to rogue airliners in
American air space for more than an hour, and our top brass seemed so befuddled in terms of dealing with hijackers apparently using these
four planes as flying bombs. Why couldn’t our fighter jets intercept at least one of them?!

Well, here’s one possible explanation: Donald Rumsfeld, our Secretary of Defense, never gave the go-ahead. Why? On June 1, 2001, the
Joint Chiefs of Staff issued a new Instruction—superseding one from 1997—that required approval by the Secretary of Defense for any
“potentially lethal support...in the event of an aircraft piracy (hijacking).”

I sure would like to know why the question of Rumsfeld doing this never came up with the 9/11 Commission. Doesn’t it seem important to
have asked why that critical policy got changed only four months beforehand?

CHAIRMAN OF THE JOINT
CHIEFS OF STAFF
INSTRUCTION

J-3 CJCSI 3610.01A
DISTRIBUTION: A, B, C,J, S 1 June 2001

AIRCRAFT PIRACY (HIJACKING) AND DESTRUCTION OF DERELICT
AIRBORNE OBJECTS

References: See Enclosure D.

1. Purpose. This instruction provides guidance to the Deputy Director
for Operations (DDO), National Military Command Center (NMCC), and
operational commanders in the event of an aircrafl piracy (hijacking) or

request for destruction of derelict airborne objects.

2. Cancellation. CJCSI 3610.01, 31 July 1997.

3. Applicability. This instruction applies to the Joint Staff, Services,
unified commands, and the US Element, North American Aerospace
Defense Command (USELEMNORAD).

4. Policy.

a. Aircrafl Piracy (Hijacking) of Civil and Military Aircraft. Pursuant
to references a and b, the Administrator, Federal Aviation Administration
(FAA), has exclusive responsibility to direct law enforcement activity
related to actual or attempted aircraft piracy (hijacking) in the “special
aircraft jurisdiction” of the United States. When requested by the
Administrator, Department of Defense will provide assistance to these
law enforcement efforts. Pursuant to reference c, the NMCC is the focal
point within Department of Defense for providing assistance. In the
event of a hijacking, the NMCC will be notified by the most expeditious
means by the FAA. The NMCC will, with the exception of immediate
responses as authorized by reference d, forward requests for DOD
assistance to the Secretary of Defense for approval. DOD assistance to
the FAA will be provided in accordance with reference d. Additional
guidance is provided in Enclosure A.

CJCSI 3610.01A
1 June 2001

b. Aircraft Piracy (Hijacking) Preventive Measures for Military and
Military Contract Aircraft. Reference c outlines general policy and
authority of military commanders to protect and secure property under
their command. References fand g provide policy and guidance for
commanders on dealing with terrorism, and information for reducing
vulnerability of DOD personnel, their family members, facilities, and
materiel to acts of terrorism. Additional guidance is provided in
Enclosure B.

(1) A concerted effort will be made to prevent piracy (hijacking) of
military or military contract aircraft by initiating security measures
designed to minimize vulnerabilities and by stopping potential hijackers
before they board the aircraft.

(2) If preventive measures fail, any attempt to hijack a military
aircraft will, if practicable, be resisted.

(3) Assistance to hijacked aircraft will be rendered, as requested,
by the aircraft commander, and as approved by the authority exercising
operational control of the counter hijacking effort.

c. Destruction of Derelict Airborne Objects. Derelict airborne objects
(for example, unmanned free balloons, moored balloons or kites,
unmanned non-nuclear rockets or missiles, unmanned aerial vehicles
(UAV) or remotely operated vehicles (ROV)) are a potential threat to
public safety. Military personnel may, upon request, be required to
track and destroy such objects. The NMCC is the focal point for any
requests for DOD assistance in tracking and destroying derelict
airborne objects. With the exception of immediate responses as
authorized by reference d, the NMCC will forward all requests for such
assistance to the Secretary of Defense for approval. Enclosure D
provides additional guidance.

5. Definitions. Terms used in this instruction are in the Glossary.

6. Responsibilities. The DDO, NMCC, is designated as the DOD
coordinating authority between the FAA and operational commanders.
As such, the DDO will forward all requests or proposals for DOD
military assistance to the Secretary of Defense for approval, with the
exception of immediate responses as defined by reference d. The

5, unified commands, and USELEMNORAD are responsible for
compliance with this instruction and any other dire laws, or
international agreements involving aircraft piracy (hijacking) or derelict
airborne object incidents. Records and logs for aircraft piracy




CJCSI 3610.01A
1 June 2001

(hijacking) and destruction of derelict airborne object situations will be
maintained for a minimum of 90 days to permit later reconstruction of
the sequence of events. Records and logs requiring longer retention by
other directives will be retained accordingly.

7. Summary of Changes

a. Unmanned vehicles (UAV, ROV) added to the description of
possible derelict airborne objects.

b. Statutory Authority for Responding to Aircraft Piracy enclosure
removed and added to reference list.

c. In various places throughout the document, “USELEMNORAD" was
replaced with “NORAD."

d. FAA Order 7610.4J, 3 November 1998, “Special Military
Operations,” was added as a reference.

8. Releasability. This instruction is approved for public release;
distribution is unlimited. DOD components (to include the combatant
commands), other Federal agencies, and the public may obtain copies of
this instruction through the Internet from the CJCS Directives Home
Page--http://www.dtic.mil/doctrine. Copies are also available through
the Government Printing Office on the Joint Electronic Library CD-ROM.

9. Effective Date. This instruction is effective upon receipt.

Director, Joint Staff

Enclosures:
A--Instructions for Use in Piracy (Hijacking) of Civil Aircraft and Military
Aircraft
B--Instructions for Aircraft Piracy (Hijacking) Preventive Measures for
Military and Military Contract Aircraft
C--Instructions for Destruction of Derelict Airborne Objects
D--References

CJCSI 3610.01A
1 June 2001

b. Support. When notified that military assistance is needed in
conjunction with an aircraft piracy (hijacking) emergency, the DDO,
NMCC, will:

(1) Determine whether or not the assistance needed is reasonably
available from police or commercial sources. If not, the DDO, NMCC, will
notify the appropriate unified command or NORAD to determine if suitable
assets are available and will forward the request to the Secretary of
Defense for approval in accordance with DODD 3025.15, paragraph D.7
(reference d).

(2) If suitable assets from a unified command or NORAD are not
reasonably available, the DDO, NMCC, will coordinate with the appropriate
Military Service operations center to provide military assistance.

c. Military Escort Aircraft

(1) When notified that military escort aircraft are needed in
conjunction with an aircraft piracy (hijacking) emergency, the DDO,
NMCC, will notify the appropriate unified command or USELEMNORAD to
determine if suitable aircraft are available and forward the request to the
Secretary of Defense for approval in accordance with DODD 3025.15,
paragraph D.7 (reference d).

(2) Pursuant to reference j, the escort service will be requested by
the FAA hijack coordinator by direct contact with the NMCC. Normally,
NORAD escort aircraft will take the required action. However, for the
purpose of these procedures, the term “escort aircraft” applies to any
military aircraft assigned to the escort mission. When the military can
provide escort aircraft, the NMCC will advise the FAA hijack coordinator of
the identification and location of the squadron tasked to provide escort
aircraft. NMCC will then authorize direct coordination between FAA and
the designated military unit. When a NORAD resource is tasked, FAA will
coordinate through the appropriate Air Defense Sector/Regional Air
Operations Center.






CONTROLLED DEMOLITION
The “Free Fall” of Building 7

The third skyscraper that got reduced to rubble on 9/11 was the 47-story World Trade Center Building 7, which went down late that afternoon.
According to the government, the reason was fires caused by the collapse of the Twin Towers. What | wondered about from the front was, how
come fires had never before destroyed a steel skyscraper?

The document you're about to read sure makes it look to me like Building 7 was brought down by demolition charges from within. This
comes from the final report of the National Institute of Standards and Technology, NIST, which looked into the 6.5-second plunge (a few tenths
of a second longer than it's said Oswald fired those three shots at JFK).

Here’s the rub: Building 7 came down so fast that it was at virtually the same rate as a free-falling object. Members of the 9/11 Truth
Movement have been pointing this out for years. But that didn’t jive with the official story, because free fall can only take place when an object
has no structural components below it. And the only way that could happen to a building would be to remove the lower structural components
with an external force like explosives. Otherwise, you'd be defying Newton’s laws of physics.

So, not surprisingly, when the NIST Draft for Public Comment report came out in August of 2008, they claimed that the time it took for the 17
upper floors to crumble (the only floors visible on the videos they were using) “was approximately 40 percent longer than the computed free fall
time and was consistent with physical principles.” There had been “a sequence of structural failures,” the NIST technical expert said.

I guess they weren’'t counting on a high school physics teacher named David Chandler asking a question at the briefing. The teacher said
this “40 percent longer” business contradicted an Internet-available video that clearly showed “for about two and a half seconds...the
acceleration of the building is indistinguishable from free fall.”

NIST apparently took the teacher seriously. In their final report, published in November 2008, amazingly enough they admitted free fall. After
dividing the descent of Building 7 into three stages, NIST called the second phase “a freefall descent over approximately eight stories at
gravitational acceleration for approximately 2.25s[econds].”

A miracle apparently took place on 9/11. Like schoolteacher Chandler said, “Free fall can only be achieved if there is zero resistance to the
motion.” Interestingly, the final NIST report no longer said anything about its analysis being “consistent with physical principles.” Of course, they
didn’t admit anything about a professional demolition job either. But that's the only way this could have happened. Building 7 didn’'t come down
because heat from fires caused the steel to weaken and collapse. It was assisted to the ground by some type of explosive device that could
remove all resistance.

Pay close attention to the portions I've highlighted from the NIST report. Why the mainstream TV and press can get a report like this, and it
isn’t leading the news cycle and on every front page the next morning, shows you just how controlled the corporate media are.

Also check out David Ray Griffin's book, The Mysterious Collapse of World Trade Center 7, and the website for Architects & Engineers for
9/11 Truth. Here are excerpts from the “NIST Final Report: NIST NCSTAR 1-9: Structural Fire Response and Probable Collapse Sequence of
World Trade Center Building 7.”

e The observed descent time of the upper 18 stories of the north face of WTC 7 (the floors
clearly visible in the video evidence) was 40 percent greater than the computed free fail time.
A more detailed analysis of the descent of the north face found three stages: (1) a slow
descent with acceleration less than that of gravity that corresponded to the buckling of the
exterior columns at the lower floors, (2) a freefall descent over i eight stories at

gravitational ion for i 2.25s, and (3) a di ing ion as the
north face encountered resistance from the structure below.

e The south and west exterior columns buckled first, followed by the north and east face
columns.

e All exterior columns buckled between approximately Floors 7 and 14.

*  Once column support was lost in the lower floors, the remaining exterior structure above
began to fall vertically as a single unit.

®  WTC 7 was prone fo classic progressive collapse in the absence of fire-induced damage and
debris impact damage when a section of Column 79 between Floors 11 and 13 was removed.
The collapse sequence demonstrated a vertical and horizontal progression of failure upon the
removal of the Column 79 section, followed by downward movement at the roofline due to
buckling of exterior columns, which led to the collapse of the entire building.
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3.6 TIMING OF COLLAPSE INITIATION AND PROGRESSION

The timing of global collapse of WTC 7. as indicated by downward motion of the north exterior face, was
investigated using a video of the collapse taken from the vantage point of West Street near Harrison Street
(Camera No. 3, Figure 5-183 of NIST NCSTAR 1-9). An initial analysis compared the observed time it
took for the roofline to fall approximately 18 stories to the free fall time under the force of gravity. A
more detailed analysis d the vertical displ: velocity, and 1 through different
stages of the collapse process. (NIST NCSTAR 1-9, Chapter 12)

The time that the roofline took to fall 18 stories or 73 8 m (242 ft) was approximately 5.4 s. The
theoretical time for free fall (i.e.. at itational leration) was d from

2h
= ==
g

where ¢ =time, s; & = distance. m (ft); and g = gravitational acceleration, 9.81 m/s? (32.2 ft/s). This time
was approximately 3.9 s. Thus, the average time for the upper 18 stories to collapse. based on video
evidence, was approximately 40 percent longer than the computed free fall time

A more detailed examination of the same video led to a better understanding of the vertical motion of the
building in the first several seconds of descent. NIST tracked the downward displacement of a point near
the center of the roofline, fitting the data using a smooth function * (The time at which motion of the
roofline was first perceived was taken as time zero.) The fitted displacement function was then
differentiated to estimate the downward velocity as a function of time, shown as a solid curve in Figure 3-
15. Velocity data points (solid circles) were also determined from the displacement data using a central
difference approximation.* The slope of the velocity curve is approximately constant between about

1.75 s and 4.0 s, and a good straight line fit to the points in this range (open-circles in Figure 3-15)
allowed estimation of a constant during this time interval. This acceleration was
322 ft/s? (9.81 m/s?). equivalent to the acceleration of gravity g.

For discussion purposes, three stages were defined, as denoted in Figure 3-15:

« In Stage 1, the descent was slow and the acceleration was less than that of gravity. This stage
corresponds to the initial buckling of the exterior columns in the lower stories of the north face.
By 1.75 s, the north face had descended approximately 2.2 m (7 ft).

« InStage 2, the north face descended at gravitational acceleration, as the buckled columas
‘provided negligible support to the upper portion of the north face. This free fall drop continued
for approximately 8 stories or 32.0 m (105 i), the distance traveled between times £ =1.75 s and
1=40s.

In Stage 3, the acceleration decreased somewhat as the upper portion of the north face
encountered increased resistance from the collapsed structure and the debris pile below. Between
4.0sand 5.4 s, the north face comer fell an additional 39.6 m (130 fi)

As noted above, the collapse time was approximately 40 percent longer than that of free fall for the first
18 stories of descent. The defailed analysis shows that this increase in time is due primarily to Stage 1
The three stages of collapse progression described above are consistent with the results of the global
collapse analyses discussed in Chapter 12 of NIST NCSTAR 1-9.

> A fuaction of the form (¢) = A{1 — expl(¢)) was assumed,
velocity, and zero acceleration. The constants A, 7, and k were determined sing Jeast squares Sitizg,
* The central difference approximation is given by Ve = (5 — 1)/t — f-1), where 7, and z. denote the displacement at time 1,
a0 1, respecively.

* Velocity computed numerically
— Time derivative of cur
()= 247.52(0.185626) * exp ~(0.185620)*”
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Figure 3-15. Downward velocity of north face roofline as WTC 7 began to collapse.
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FOLLOW THE MONEY
Evidence for Insider Stock Trading Before 9/11

How many of you realize that, almost immediately after the events of 9/11, the FBI set up a team to look into insider stock trading that indicated
foreknowledge of what was going to happen? That, of course, could have opened Pandora’s box in terms of a bigger conspiracy than just al
Qaeda. This reminds me of the old cliché that goes back to Deep Throat in Watergate—follow the money. Generally if you want to find out who
knew what, the money trail will lead you to the knowledge you desire. And 9/11 seems to be a classic example of that.

To set the stage, 'm reprinting with the author’s permission a mindblowing and extremely well-researched article by Kevin Ryan that
appeared in the Foreign Policy Journal on November 18, 2010. It's called “Evidence for Informed Trading on the Attacks of September 11.”

Evidence for Informed Trading on the
Attacks of September 11

by Kevin Ryan
November 18, 2010

Just after September 11" 2001, many governments began investigations into possible insider trading related
o the terrorist attacks of that day. Such investigations were initiated by the governments of Belgium,
Cyprus, France, Germany, Italy, Japan, Luxembourg, Monte Carlo, the Netherlands, Switzerland, the
United States, and others. Althiough the investigators were clearly concerned about insider trading. and
considerable evidence did exist, none of the investigations resulted in a single indictment. That's because
the people identified as having been involved in the suspicious trades were seen as unlikely to have been
associated with those alleged (o have committed the 9/11 crimes.

This is an example of the cireular logic often used by those who created the official explanations for 9/11.
‘The reasoning goes like this: if we assume that we know who the perpetrators were (i.c. the popular version
of “al Qacda™) and those who were involved in the trades did not appear to be conneeted to those assumed
perpetrators, then insider trading did not oceur.

That's basically what the 9/11 Commission told us. The Commission concluded that “exhaustive
investigations” by the SEC and the FBI “uncovered no evidence that anyone with advance knowledge of
the attacks profited through securities transactions.” What they meant was that someone did profit through
securities transactions but, based on the Commission’s assumptions of guilt, those who profited were not
associated with those who were guilty of conducting the attacks. In a footnote, the Commission report
acknowledged “highly suspicious trading on its face,” but said that this trading on United Airlines was
traced back to “A single U.S.-bascd institutional investor with no conceivable ties o al Qacda."[1]

With respect 1o insider trading, or what is more technically called informed trading, the Commission report
was itself suspect for several reasons. First, the informed trades relating to 9/11 covered far more than just
airline company stock. The stocks of financial and reinsurance companies, as well as other financial vehicles.
were identified as being associated with suspicious trades. Huge credit card transactions, completed just
before the attacks, were also involved. The Commission ultimately tried to frame all of this highly suspicious
trading in terms of a series of misunderstandings. However, the possibility that so many leading financial
experts were so completely wrong is doubtful at best and, if true, would constitute another unbelievable
scenario in the already highly improbable sequence of events represented by the official story of 9/11

In the last few years, new evidence has come to light on these matters. In 2006 and 2010, financial experts
at a number of universities have established new cvidence, through statistical analyses, that informed trades
did occur with respect to the 9/11 attacks. Additionally, in 2007, the 911 Commission released a
memorandum summary of the FBI investigations on which its report was based.[2] A careful review of this
memorandum indicatés that some of the people who were briefly investigated by the FBL, and then
acquitted without due diligence, had links to al Qaeda and to US intelligence agencies. Although the
elapsed time between the informed trades and these new confirmations might prevent legal action against
the guilty, the facts of the matter can help lead us to the truth about 9/11

Early signs

Within a week of the attacks. Germany’s stock market regulator, BAWe, began looking into claims of
suspicious trading.[3] That same week, ltaly’s foreign minister, Antonio Martino, made it clear that he had

concerns by issuing this public statement: “I think that there are terrorist states and organisations behind
speculation on the international markets.”[4]

Within two weeks of the attacks, CNN reported that regulators were seeing “ever-clearer signs” that
someone “manipulated financial markets ahead of the terror attack in the hope of profiting from it.”
Belgian Finance Minister, Didier Reynders, said that there were strong suspicions that British markets were
used for transactions. 5] The CIA was reported to have asked the British regulators to investigate some of
the trades.[6] Unfortunatcly, the British rcgulator, The Financial Services Authority, wrote off its
investigation by simply clearing “bin Laden and his henchmen of insider trading.”|7]

Conversely, German central bank president, Ernst Welteke, said his bank conducted a study that strongly
indicated “terrorism insider trading” associated with 9/11. He stated that his researchers had found “almost
irrcfutable proof of insider trading.”[8] Welicke suggested that the insider trading oceurred not only in
shares of companies affected by the attacks, such as airlines and insurance companies, but also in gold and
0il. [9]

The extent of the 9/11-related informed trading was unprecedented. An ABC News Consultant, Jonathan
Winer, said, “it’s absolutely unprecedented to see cases of insider trading covering the entire world from
Japan to the US to North America to Europe.”| 10]

By October 2001, the Chicago Board Options Exchange (CBOE) and the four other options exchanges in
riti

the US had joined forces with the FBI and the es and Exchange Commission (SEC) o investigate a
list of 38 stocks, as well as multiple options and Treasury bonds, that were flagged in relation to potential
informed trades. SEC Chairman Harvey Pilt gave testimony Lo the House Financial Services Commiliee at
the time, saying, “We will do cverything in our power to track those people down and bring them to
justice.”[11]

Mary Bender, chief regulatory officer at the CBOE, stated “We’ve never really had anything like this, [the
option exchanges are] using the same investigative tools as we would in an insider-trading case. The point
i to find people who are connected to these heinous crimes.”

The people ultimately found included an unnamed customer of Deutsche Bank Alex. Brown (DBAB). This
involved a trade on United Airlines (UAL) stock consisting of a 2,500-contract order that was, for some
reason, split into chunks of 500 contracts each and then directed to multiple exchanges around the country
simultaneously.[12] When the 9/11 Commission report pointed to a “single U.S.-based institutional
investor with no conceivable ties to al Qaeda,” it was referring to either DBAB or its customer in that
questionable trade.

Michael Ruppert has since written about DBAB, noting that the company had previously been a financier
of The Carlyle Group and also of Brown Brothers Harriman, both of which are companics closely related to
the Bush family. Ruppert also noted that Alex. Brown, the company purchased by Deutsche Bank to
become DBAB, was managed by A.B. (Buzzy) Krongard, who left the firm in 1998 to join the CIA as
counsel to director George Tenet.|13] Krongard had been a consultant to CIA director James Woolsey in
the mid 1990s and, on September 11", he was the Executive Director of the CIA, the third highest position
in the agency.

Stock and Treasury bonds traded

Tn 2002, investigator Kyle Hence wrote about the stocks involved in the SEC’s target list. Those that had
the highest examples of trade volume over the average were UAL [285 times over averagel, Marsh &
McLennan (Marsh) [93 times over average], American Airlines (AMR) [60 times over average], and
Citigroup [45 times over [14] Other stocks flagged included financial firms, defensc-related
companies, and the reinsurance firms Munich Re, Swiss Re and the AXA Group. Put options for these
reinsurance firms, or bets that the stock would drop. were placed at double the normal levels in the few




days before the attacks. Regulators were concerned about “large block trades” on these stocks because the
three firms were liable for billions in insurance payouts due to the damage inflicted on 9/11.[15]

The four highest-volume suspect stocks — UAL, Marsh, AMR and Citigroup — were closely linked to the
attacks of 9/11. The two airline companics cach had two planes hijacked and destroyed. Marsh was
Tocated in the exact 8 Mloors out of 110 in the north tower of the WTC where Flight 11 impacted and the
fires oceurred. Citigroup was the parent of Travelers Insurance, which was expeeted to see $300 million in
claims, and also Salomon Smith Bamey, which occupied all but ten floors in World Trade Center (WTC)
building 7. Oddly cnough, Salomon Smith Bamey had both Donald Rumsfeld and Dick Cheney on its
advisory board until January 2001

Marsh oceupied a number of floors in the south tower as well. This is where the office of Marsh executive,

. Paul Bremer, was located. Bremer was a former managing dirctor at Kissinger Associates and had just
completed leading a national terrorism commission in 2000. The San Francisco Chronicle noted that
Bremer was a source of early claims that rich Arabs were financing Osama bin Laden’s terrorist network.
In an article on the /11 informed trades, the Chronicle reported that “The former chairman of the State
Department's National Commission on Terrorism, L. Paul Bremer, said he obtained classified government
analyses early last year of bin Laden's finances confirming the assistance of affluent Middle
Easterners.[16]

On the day of 9/11, Bremer was interviewed hy NBC News and stated that he believed Osama bin Laden
was responsible and that possibly Irag and Iran were involved too, and he called for the most severe
military response possible. For unknown reasons, Google removed the interview video from its servers
three times, and blocked it onee.[17]

‘The trading of Treasury bonds just before 9/11 was also flagged as being suspicious. Reporters from The
Wall street Journal wrote that the “U.S. Secret Service contacted a number of bond traders regarding large
purchases of five-year Treasury notes before the attacks, according to people familiar with the probe. The
i ators, acting on a tip from traders, are examining whether terrorists, or people affiliated with
Lorganizations, bought five-year notes, including a single $3 billion trade."[ 18

Some reports claimed that the 9/11 informed trades were such that millions of dollars were made, and some.
of that went unclaimed. [19] Others suggested that the trades resulted in the winning of billions of dollars in
profits. One such suggestion was made by the former German Minister of Technology. Andreas von
Buelow, who said that the value of the informed trades was on the order of $15 billion.[20]

The FBI Investigations

In May 2007, a 9/11 Commission document that summarized the FBI investigations into potential 9/11-
related informed trading was declassified. [21] This document was redacted to remove the names of two
FBI agents from the New York office, and to remove the names of select suspects in the informed trading
investigations. The names of other FBT agents and suspects were left in. Regardless, some information can
be gleaned from the document to help reveal the trades and traders investigated.

On September 21, 2001, the SEC referred two specific transactions to the FBI for criminal investigation as
potential informed trades. One of those trades was a September 6, 2001 purchase of 56,000 shares of a
company called Stratesec, which in the few years before 9/11 was a security contractor for several of the
facilities that were compromised on 9/11. These facilities included the WTC buildings, Dulles airport,
where American Airlines Flight 77 took off, and also United Airlines, which owned two of the other three
ill-fated planes.

The affected 56,000 shares of Stratesec stock were purchased by a director of the company, Wirt D. Walker
111, and his wife Sally Walker. This is clear from the memorandum generated to record the FBI summary
of the trades investigated.[22] The Stratesec stock that the Walkers purchased doubled in value in the one
trading day between September 11th and when the stock market reopened on September 17th. The

Commission memorandum suggests that the wade generated a profit of $50.000 for the Walkers.
Unfortunately, the FBI did not interview cither of the Walkers and they were both cleared of any
wrongdoing because they were said lo have “no ties (o terrorism or other negalive information.” [23]

However, Wirt Walker was connected to people who had connections to al Qaeda. For example, Stratesec
director James Abrahamson was the business partner of Mansoor ljaz, who claimed on several occasions Lo
be able to contact Osama bin Laden.[24] Additionally, Walker hired a number of Stratesec employees away
from a subsidiary of The Carlyle Group called BDM International, which ran secret (black) projects for
government agencies. The Carlyle Group was partly financed by members of the bin Laden family.[25]
Mr. Walker ran a number of suspicious companies that went bankrupt, including Stratesec, some of which
were underwritten by a company run by a first cousin of former CIA director (and President) George H.W.
Bush. Additionally. Walker was the child of a CLA employee and his first job was at an investment firm
run by former US intelligence guru, James “Russ” Forgan, where he worked with another former CIA
director, William Casey.|26] OF course, Osama bin Laden had links to the CIA ¢

£

well.[27]

Another trade investigated by the FBI on request from the SEC, focused on Amir Ibrahim Elgindy, an
Egyptian-born, San Diego stock advisor who on the day before 9/11 had allegedly attempted to liquidate
$300,000 in assets through his broker at Salomon Smith Barncy. During the attempted liquidation, Elgindy
was said to have “predicted that the Dow Jones industrial average, which at the time stood at about 9,600,
would soon crash (o below 3,000.7[28]

The 9/11 Commission memorandum suggests that the FBI never interviewed Mr. Elgindy either. and had
planned to exonerate him because there was “no evidence he was seeking to establish a position whereby
he would profit from the terrorist attacks.” Apparently. the prediction of « precipitous drop in the stock
market, centered on the events of 9/11, was not sufficient cause for the FBI to interview the suspect

In late May 2002, Elgindy was arrested along with four others, including an FBI agent and a former FBI
agent, and charged with conspiracy 1o manipulate stock prices and extort money from companies. The FBI
agents, Jeffrey A Royer and Lynn Wingate, were said to have “used their access to F.B.L databases to
monitor the progress of the criminal investigation against Mr. Elgindy.”[29] A federal prosecutor later
accused Elgindy, who also went by several aliases. of having prior knowledge of the 9/11 attacks.
Although the judge in that case did not agree with the prosecutor on the 9/11 informed trading accusation,
Mr. Elgindy was eventually convicted, in 2005, of multiple crimes including racketeering. securities fraud,
and making false statements.

The Boston office of the FBI investigated stock trades related to two companies. The first was Viisage
Technologies, a facial recognition company that stood to hencfit from an increase in terrorism legislation.
The Viisage purchase, made by a former employee of the Saudi American Bank, “revealed no connection
with 9/11." However, the Saudi American Bank was named in a lawsuit brought by the 9/11 victims
families due to the bank having — “financed development projects in Sudan benefiting bin Laden in the
carly 19905.”[30]

The second company investigated by the Boston FBI office was Wellington Management, a company that
allegedly held a large account for Osama bin Laden. The FBI found that Wellington Management
maintained an account for “members of the bin Laden family” but dropped the investigation because it
could not link this to “Osama, al Queda, or terrorism.”[31

Although the connections to al Qaeda in three of these cases (Walker, the Viisage trader, and Wellington

) can be seen as jal, the amount of such evidence is considerable. The quality of
the FBI invesligations, considering the suspects were nol even interviewed, was therefore much less than
e », as the /11 C it.

The summary of FBI investigations released by the 9/11 Commission also described how the Commission
questioned the FBI about damaged computer hard drives that might have been recovered from the WTC.
This questioning was the result of “press reports [contending] that large volumes of suspicious transactions



flowed through the computers housed in the WTC on the morning of 9/11 as part of some illicit but ill-
defined effort to profit from the attacks.”|32] The Commission came to the conclusion that no such activity
oceurred because “the assembled agents expressed no knowledge of the reported hard-drive recovery
cffort” and “cverything at the WTC was pulverized to near powder, making it extremely unlikely that any
hard-drives survived.”

The truth, however, is that many such hard-drives were recovered from the WTC and were sent to specialist
companies to be cleaned and have data recovered. A German company named Convar did a good deal of
the recovery work.

In December 2001, Reuters reported that “Convar has recovered information from 32 computers that
support_assumptions of dirty doomsday dealings.” Richard Wagner. a data retrieval expert at Convar,
testified that “There is a suspicion that some people had advance knowledge of the approximate time of the
plane crashes in order to move out amounts exceeding $100 million. They thought that the records of their
transactions could not be traced after the main frames were destroyed.” Dircetor of Convar, Peter
Henschel, said that it was “not only the volume, but the size of the transactions |that] was far higher than
usual for a day like that."[33

By late December 2001, Convar had completed processing 39 out of 81 drives, and expected to receive 20
more WTC hard drives the next month. Obviously, the 911 Commission memorandum drafted in August
2003 was not particularly reliable considering it reported that the FBI and the 911 Commission had no
Knowledge of any of this.

Statistical confirmations

Considering that the FBI and 9/11 C: the suspicious ons of informed trading
suspects like Wirt Walker, and also claimed in 2003 to have no knowledge of hard drive recoverics
publicly reported in 2001, we must assume that they did a poor job of investigating. Today, however, we
know that several peer-reviewed academic papers have reported solid evidence that informed trades did
occur. That is, the conclusions reached by the official investigations have now been shown, through
scientific analysis, o be quite wrong.

In 2006, a professor of Finance from the University of Illinois named Allen Poteshman published an
analysis of the airline stock option trades preceding the attacks. This study came to the conclusion that an
indicator of long put volume was “unusually high which is consistent with informed investors having
traded in the option market in advance of the attacks.”[34] Long puts are bets that a stock or option will fall
in price.

‘The unusually high volume of long puts, purchased on UAL and AMR stock before these stocks declined
dramatically due to the 9/11 attacks, are evidence that the traders knew that the stocks would decline.
Using statistical techniques to evaluate and i i of historical stock
option activity, Professor Poteshman showed that the data indicate that informed trading did occur.

Tn January 2010, a team of financial cxperts from Switzerland published evidence for at least thirteen
informed trades in which the investors appeared to have had forcknowledge of the attacks. This study
focused again on a limiled number of companies but, of those, the informed trades centered on five airline
companies and four financial companies. The airline companies were American Airlines, United Airlines
and Boeing. Three of the financial companies involved were located in the WTC towers and the fourth was
Citigroup, which stood to lose doubly as the parcnt of both Travelers Insurance and the WTC 7 tenant,
Salomon Smith Barney.|35]

More recently, in April 2010, an international team of experts examined trading activities of options on the
Standard & Poors 500 index. as well as a volatility index of the CBOE called VIX. These rescarchers
showed that there was a significant abnormal increase in trading volume in the option market just before
the 9/11 attacks, and they demonstrated that this was in contrast to the absence of abnormal trading volume

over periods long before the attacks. The study also showed that the relevant abnormal increase in trading
volume was not simply due to a declining market.[36] Their findings were “consistent with insiders
anticipating the 9-11 attacks.”

Conclusion

In the early days just after 9/11, financial regulators around the world gave testimony to unprecedented
evidence for informed trading related to the terrorist attacks of that day. One central bank president
(Welteke) said there was irrefutable proof of such trading. This evidence led US regulators to vow. in
Congressional testimony, to bring those responsible to justice. Those vows were not fulfilled, as the people
in charge of the investigations let the suspects off the hook by conducting weak inquiries and concluding
that informed trading could not have occurred if it was not done directly by Osama bin Laden or al Qaeda.

The “cxhaustive investigations™ conducted by the FBI, on which the 9/11 Commission report was based,
were clearly bogus. The B did not interview the suspects and did not appear to compare notes with the
9/11 Commission to help make a determination if any of the people being investigated might have had ties
to al Qacda. The Commission’s memorandum summary suggests that the FBI simply made decisions on its
own regarding the possible connections of the suspects and the alleged terrorist organizations. Those
unilateral decisions were not appropriate, as al least three of the suspected informed trades (those of
Walker, the Viisage trader, and Wellington Management) involved reasonably suspicious links to Osama
bin Laden or his family. Another suspect (Elgindy) was a soon-to-be convicted criminal who had direct
links to FBI employees who were later arrested for sceuritics-related crimes.

The FBI also claimed in August 2003 that it had no knowledge of hard drives recovered from the WT
which were publicly reported in 2001. According to the people who retricved the associated data, the hard
drives gave evidence for “dirty doomsday dealings.”

The evidence for informed trading on 9/11 includes many financial vehicles, from stock options o
Treasury bonds to credit card transactions made at the WTC just before it was destroyed. Today we know
that financial experts from around the world have provided strong evidence, through established and
reliable statistical techniques, that the early expert suspicions were correct, and that 9/11 informed trading
did occur.

People knew in advance about the crimes of 9/11, and they profited from that knowledge. Those people are
among us today, and our families and communities are at risk of future terrorist attacks and further criminal
profitcering if we do not respond to the evidence. Tt is time for an independent, international investigation

into the informed trades and the traders who benefited from the terrorist acts of September 11",
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TURNING A BLIND EYE
The FBI's “Briefing on Trading” for the 9/11 Commission

Now read the twelve-page memorandum titled “FBI Briefing on Trading” that was prepared in 2003 and declassified four years later by the
9/11 Commission. As you'll see, the FBI went out of its way to say—more than once in the document—that no evidence existed to support such
a nasty theory. Even when there were some “suspicious accounts the SEC turned over,” these were dismissed because their investigation
“revealed no ties to terrorism.” You'll even see a reference to the AlG Insurance Company in here. This document fascinated me both for what it
says (certain leads that might yet be tracked down by an investigative journalist) and what it doesn’t say.

Memorandum / ;L

Event: FBI Briefing on Trading
Type of Event: Informal Briefing
Date: 8/15/03

Date memo prepared: 8/18/03
Special Access [ssues: None
Prepared by: Doug Greenburg
Team Number: 4

Location: 9-11 Commission
Participants — FBI: Dennis Lormel, Section Chief, TFOS; Janice K. Penegor, Deputy
Chief, TFOS; SA Bill Macke: . SSA Greg ston FO during
9/11 investigation); S. Y FO, SA 'Y FO, SSA
Richard Kelly, FBIHQ, A obert Blecksmith, to Director’s Office,
HQ.

Participants-Commission: D. Greenburg, J. Roth.

This informal briefing the FBI’s il igation of p ially illicit
securities trading in advance of the Sepiember 11 attacks. The briefing lasted
approximately ! %2 hours. This memorandum provides a summary of what we consider
the most important points covered in the briefing, but is not a verbatim or comprehensive
account. The memorandum is organizéd by subject and does not necessarily follow the
order of the briefing.

Introduction

D. Lormel began the briefing by

foreknowledge of 9/11 surfaced very e:

stating that the allegations of trading with

rly after 9/11, and the FBI set up a team to look

into the issue. He identified SA Bill M:

RAATION CONTAINED

BUNCLASSIFIED N
Xo07eY UL (4332 /c/o

vV Fo- (gS

ckey as the team leader of the FBI's team. In
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addition, he said that the FBI reached out to the SEC very early on, and began
cooperating with the official heading the SEC’s inquiry, Director of Market Surveillance,
Joe Cella. Lormel said he also raised the trading issue with the inter-agency Policy
Coordinating Committee (PCC). As aresult, the CIA was involved in looking for
intelligence on any illicit trading, Lormel said the FBI raised the trading issue a number
of times during its many meetings with various foreign law enforcement officials about
the investigation of the 9/11 plot. In summary, Lormel said a thorough investigation was
conducted, and there exists no evidence that any person traded any security with
foreknowledge of the 9/11 terrorist attacks.

FBIHQ Investigation

Lormel turned the briefing over to Mackey to describe the investigation. Mackey
also provided a written chronology, which we received later that day, and which is Bates-
stamped, Request 5-13, 156-175." [Copy attached]. Mackey explained he has worked
for the FBI since 1968 and been an agent since 1976. He said he has considerable
experience in white collar crime investigations. On 9/11, he was an instructor at
Quantico, but soon afterwards came to FBIHQ to work on the investigation. Lormel
tapped him to head the trading investigation team, formally known as the U.S. Foreign
and Financial Markets Team, which officially formed on September 17. In this role,
Mackey had two Deputies] ______Jnd[___J The purpose of the team
was to determine if anyone had profited or sought to profit by trading securities in

advance of 9/11.

' The documents Bates-stamped Request 5-13, 1-155 actually concern other subjects and bear no relation to
the trading issue. The documents we received on August 15, 2003 that do concern the trading issue were
Bates-stamped Request 5-13, 155-302. {
¥ Mackey’s chronology, dated §/14/03 and apparently created for the Commission, provides more details on
the composition and operation of his team.
2
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Mackey said his team decided almost immediately it needed to involve the
industry experts, so it reached out to the SEC, CFTC, and the National Association of
Securities Dealers (NASD), a Self-Regulated Organization, which regulated securities
broker-dealers. The FBI decided to let these agencies take the lead and refer to it any
suspicious transactions requiring further investigation. Mackey said the FBI received
total cooperation. He said the level of cooperation from every agency and at every level
far exceeded anything he had ever experienced in his career.

Mackey said his team began by meeting with the SEC and coliectively
determining how terrorists might have tried to profit from the attacks. As a result of this
process, the FBI and SEC collectively came up with a list of industries, stocks, and
various other securities that an investor with knowledge of the attacks might have used to
try to profit from them

Mackey said the FBI asked the SEC to make contact with its counterparts all over
the world concerning the investigation, which the SEC did. Lormel added that in his

meetings with various i i law and intelli officials he raised

the trading issue as well.

He also asked the CIAL____]
: According to Lormel, the end result 6f this investigation was

that the FBI was never informed of any indication of any real evidence of illicit trading

overseas.
Mackey said the SEC agreed to lead the investigation and refer anything

suspicious to the FBL. He generally described a series of meetings his team had with
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senior SEC personnel and others and the progress of the investigation. The chronology
is set out in some detail the document he provided and will not be repeated in full here.
The bottom line was that the investigation did not produce any evidence of any trading by
any person with advance knowledge of 9/11.

Mackey said that his team met with the SEC on September 21, 2001. At that
meeting, Joe Cella of the SEC briefed the FBI on the progress of the SEC’s investigation.
{Mackey’s report provides a detailed summary of Cella’s briefing.] Among other things,
Cella'said that the SEC was investigating all relevant options trading for the period
August 24-September 11, 2001. (Mackey said he did not know how the SEC chose the
August 24 starting date, but one of the other agents present speculated it may have
marked the first trading day after the expiration of the August options). Also at the
September 21 briefing, Cella said the SEC’s preliminary inquiry identified 29 trading
accounts which profited from stock or option trading before 9/11. These profitable
positions had been established at various times, ranging from as late as September 10,
2001 to as early as February 8, 2000. The SEC told the FBI that some of these 29
accounts were either hedge funds or proprietary accounts that had been in existence for
years. As of September 21, 2001, the SEC and/or the relevant securities exchanges were
still investigating other of the 29 accounts. At the September 21 meeting, the SEC
referred two suspicious accounts to the FBI for investigation.

Mackey described these two suspicious accounts the SEC turned over to his team

for ion on Sep 21. First, from 6, 2001 through :

10,2001, 56,000 shares of a company called “Stratesec” were purchased b |

Jod[” ] The SEC informed the FBI that Stratesee
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‘Prayides airport security systems. Subsegent FBI investigation revealed that its stock

: créase@i ftom $0.75 per share on 9/11 1o $1.49 when the market reopened-on 9/17. As

\ ‘ot:i)c(ober " m‘ei:]had not sold the stock they.purchased, leaving them with an

. unrealized profit oF over 50,000, The FBI's investigation revealed e ]
i 0 D as well as-a director 0f|:hh«m is a public

company in Oklahoma, and Chaitman of ti | an investment fim based in

* Washington D.C. The FBI irivestigation: revealed no tie to terrorism or other negative
: eitﬁer of \her_l s0 it concluded there was no reason to
putsue the investigation. The FBI didnotinerviewtnd |
identified by the SEC was 2 2000 share short
 sale inUAL stock b){:})f}’eﬂm Beach, Floridan on September 6, 2001.
[ Tiso took short positions in Britsh Telccom and Quest Communications.

Mackey said FBI investigation revealed tha( had multiple U-S.

is a Direct

The second suspicious transacti

residences anid accounts at various brokerages dating back to 1996. He said the FBI

ped no suspicious inft abouf Jind no information linking him to

terrorism. As a result it determined no further investigation of [ Jwas warranted.

ftdid notinterview] |

Mackey described another meeting with the SEC on September 25, 2001, a full

summary of which is included in his chronology. Among other things, the SEC reported

that it has not found any unusual activity in its continuing investigations of options

trading, but that it would continue to investigate and report any suspicious trading to the

FBI. Also at this meeting, the SEC and FBI representatives discussed press reports

quoting German Central Banker, Ernst Welteke as stating that there was strong evidence
5
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of massive illicit trading prior to the attacks. At the meeting, the SEC representatives
said they had not reccived any such information from their German counterparts and
noted that the Bundesbank had retracted many of Welteke’s remarks through a September
24,2001 press release

Mackey said that in mid-October 2001 he attended a high-level meeting with

German law enforcement officials and the FBI. Joe Cella of the SEC also attended. At

this meeting, Joe Cella made a i ing the SEC’s i igation. No

evidence of any suspicious trading in Germany was presented at the meeting. Mackey

Mackey said that on September 27, 2001 he received a report from the Chicago

F.O. on an interview with a market maker at the Chicago Board of Options Trading, who
had handled several large put orders for UAL stock just prior to 9/11. This market maker
insisted that, regardless of what the regulators were saying, those put trades were
suspicious. Mackey advised Chicago to send a lead to New York with the names of the
trader or traders so they could be interviewed to ascertain the reason for their well-timed
trades. [The New York investigation is discussed below].

Amir Ibrahim Elgindy

In early October, Mackey’s team met with AUSA Ken Breen, EDN.Y,
concerning an investigation of Amir Ibrahim Elgindy. They learned from Breen that on
September 10 Elgindy, a professional trader and known short-seller, told his broker he
wanted to liquidate $300,000 in stock in the accounts of his children because he believed

the market was headed down to 3,000 [a presumed reference to the Dow Index, which
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was then around 9,600]. The liquidation did not occur because Elgindy did not fax the
necessary written confirmation to his broker until after the markets closed on September
10.  [More details on the meeting with Breen concerning Elgindy are available in
Mackey’s chronology).

AUSA Breen handled the investigation of Elgindy. On May 17, 2002, Elgindy
was indicted in the E.D.N.Y., along with 4 other people, including Jeff Royer, an alleged
corrupt FBI agent, on racketeering charges. Among other things, Elgindy allegedly used
confidential information Royer provided him concerning investigations of publicly-traded
companies to extort those companies or short their stock. Mackey said he does not know
‘whether Elgindy had any advance information about September 11. He said he spoke
recently about the subject with AUSA Breen, and Breen said Elgindy’s knowledge
remains a question mark. Breen reportedly told Mackey that Elgindy is “very quirky,”
had made some negotiations to suspect charities, and purportedly made anti-american
remarks. Lormel and others at the briefing said that the FBI has not fotind any links
between Elgindny and Al-Qaeda or terrorism. Moreover, one of the agents present
pointed out that Elgindy was merely trying to liquidate some accounts; there is no
evidence he was seeking to establish a position whereby he would profit from the terrorist
attacks.

Mackey said that a superseding indictment was issued in Elgindy’s case on June
13,2003, and a trial date has been set for January 12, 2004, He said he does not know if
the FBI ever interviewed Elgindy.*

? [Press reports state that at 2 May 2002 pre-trial detention hearing, AUSA Breen stated, “Perhaps Mr.
Elgindy had pre-knowledge of the September 1) attacks. Instead of trying to report it, he tried to profit
from it Hettena, Seth, “Judge Disregards Prosecutor’s Suggestion Accused Swindler Knew Sept. 11
Anacks Were Coming,” AP, May 25,2002. A magis;me judge chose to ignore these remarks. /d. Later
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Commodities and Treasury Securities
Mackey said the CFTC took the lead in investigating potential suspicious trading
in commodities and U.S. Treasury securities. He said the CFTC informed the FBI that
any relevant trading could be explained, and there were no suspicious trades warranting
further investigation. Among other things, the CFTC said it reported investigating a tip

from Secret Service concerning potential unusual trading in S-year Treasufy notes during

. late ;ﬂiggusl or early Upon i the CFTC ined this trading to

be unremarkable and not warranting further investigation. The FBI did not independently
verify any ‘of the CFTC’s investigative findings.

Sumsmiary and Conclusion of Mackey’s Role

On Octdber 9, Mackey prepared a summary of his team’s trading investigation to
date." It is reproduced in full in the chronology he provided. On October 20, 2003, he
rezumed‘to his assig;ir\enl at Quantico. His chronology states that his team was folded
into an expanded Intem;tmnzl Financial Team, under team leader SSA Pat Ford and that
information developed as 4 result of the Team’s trading investigation was assigned to
SSA James McNally, one ofMackey's Deputies.

New York Investigation.

Agents[ —_ JndT_ From the New York F.O. briefed us on
their work in the trading invcsligalion;:Imok the lead during the briefing. He
explained that he anr;:‘who had relevant experience, were tasked to run down

the leads provided by the SEC concerning potentially suspicious trading prior to

press reports notes that Elgindy was ultimately released to home detention, and that prosecutors “quickly
dropped” the allegation he had advance knowledge of 9/11. Calbreath, Dean, “Stock Trader Elgindy out of
Jail, Will be Under House Arrest,” Copley News Service, September 11,2002 Elgindy resides in San
Diego. /d]
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September 11. He said the SEC provided a “boiled down” spreadsheet of trades in airline
.. or fnsurance stocks requiring further inquiry. These trades included both option and
stock and were primarily made by hedge funds or other institutional investors.

[ Jwd[ Jan down all these leads, conducting 25-30 interviews of traders.

Upon investigation, none of the trades proved suspicious.

Asanexanple]Kescribed a trader who took substantial position in put

options in AIG Tnsurance Co., just before 9/11. Viewed in isolation, this trade looked

Upon i ion, however, the FBI ined the trade had been made by
& fund manager to hedge a long:position of 4.2 miltion shares in the AIG common stock.
Because the fund had a very low tak {msis in the stock, seiling it would create massive tax
cohsequences. Ths, the fur;d;managsr chose to hedge his position through a put option
purchase. Afer 9/11the fund profited substantially from its investment in puts. At the
same'time, however, the fund suffered a substantial loss on the common stock.

[ Feid most of the interviews he and[____|did were in New York,

although a few were outside of New York and conducted telephonically. To the
knowledge of everyone prescn!,:mDere the only agents following
these leads from the SEC by interviewing traders, although Mackey suggested the SEC
may have contacted other field offices directly. They said they were not asked to
investigate any off-shore accounts.  Upon investigation, all of the trades checked out,
and they developed no evidence of any trading linked to 9/11. Morcover, they asked the
fund managers or other traders about the identity of their clients and whether the clients
provided suggested trades. In all cases, they satisfied themselves that the trading was

legitimate.

9
Unclassified
Commission Sensitive



Unclassified
Commission Sensitive

Copies of documents relating to the New York F.O. investigation, including a

“simmary, 302s, and other documents, were provided, Bates-stamped, Request 5-13, 176-
27,
Bosto_n Investigation
SSA Greg Ruppert, an attorney with securities fraud experience, briefed us.on the
involvement of the Boston office in the trading investigation. He said his office was
responsible for m;o ‘primary leads.
First, they rece{ve_d atip. gbout a suspicious purchase of 5,000 shares on

September 10, 2001, in Viisage T chnologies, a facial iti chnology company

in Western Massachusetts that’a(‘guably stood to benefit from 9/11. The purchaser,

: was of Lebanese d’escenl and-had at one time worked at the Saudi

America Bank/Citibank in London. Wbrking through the London Legat, the FBI

arranged for the London police to inlewieD He explained that he bought the
stock on a tip by his broker, which Ruppert believed the FBI corroborated (although he
could not recall how it corroborated this information). Moreovér:was

pletely ive with the investigation, and i igation revealed him to have a

net worth in the range of $10 million. In sum, the investigation revealed no connection
with 9/11.

The other lead Boston followed concerned a tip that an investment company
called Wellington Management allegedly held an account on behalf of Usama bin Ladin,
with a value of $100 million. Upon investigation, which involved the SEC and an

AUSA, as well as the FBI, it was determined that Wellington held an account on behalf
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of other members of the bin Ladin family, who invested through an offshore company.*
‘The investigation revealed that the bin Ladin initial investment was $6 million and that
the account’s value never exceeded $8 miltion. There is no evidence the account was
linked to Usama, Al-Qaeda, or terrorism.

Documents related to the Boston investigation were provided at Request No. 5-
13,274-302.

Hard-Drive Restoration

We asked about persistent press reports that a certain damaged hard-drives had
been recovered from the WTC site and sent to Germany, where a company was working
to restore them. These press reports contend that large volumes of suspicious
transactions flowed through computers housed in the WTC on the morning of 9/11 as part
of some illicit but ill-defined effort to profit from the attacks. The assembled agents
expressed no knowledge of the reported hard-drive recovery effort or the alleged scheme.
Moreover, one of the New York agents pointed out, from personal experience, that
everything at the WTC was pulverized to near power, making it extremely unlikely that
any hard-drives survived to the extent they data be recovered.

Foreign Wrap-up

In response to our questioning, Lormel said he was confident that no foreign
agency found any evidence of 9/11-related trading overseas. He said the FBI received
good cooperation from almost every relevant agency, and none of them presented any
evidence of any illicit trading. He did note, the Swiss were somewhat recalcitrant to
share information, in keeping with their historical practice. As to Germany, he said the

* [Documents provided by the FBI reveal the actual investor was Globe Administration, Ltd., which
manages corporate money for the Saudi Bin Laden Group. See Req 5-13, 300-302, FD-302 re interview of
Wellington Management International, LLP employee M. Coll.]
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FBI had considerable contacts and a good spirit of cooperation with their German
counterparts, and the Germans never presented any evidence of illicit trading. Neither
Lormel nor anyone else present could offer an explanation for the early remarks of the

German Central Banker, except to state that the evidence did not bear out his comments.

Conclusion

The agents present stated that at present there is no open investigation related to
the trading issue and that no case was ever referred for prosecution. As far as the FBI is
concerned, there was no evidence ever found of any trading with advance knowledge of
the 9/11 attacks.[____htated that urading in advance of an affack would be a
very stupid strategy because of the paper-intensive nature of any secdrities trade. In his
view, a clear paper trail would exist with respect to any trade, maki;xg ita very risky

strategy for any terrorist to attempt.
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PART FIVE
THE “WAR ON TERROR”
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SUBVERTING THE CONSTITUTION

The Justice Department’s Secret Plan

Six weeks after 9/11, Bush'’s Justice Department wrote up a long memo with the subject line: “Authority for Use of Military Force to Combat
Terrorist Activities Within the United States.” As you'll see from the excerpts, the whole concept basically shreds our Bill of Rights. In short,
“legal and constitutional rules regulating law enforcement activity are not applicable.” The military could even “attack civilian targets, such as

apartment buildings, offices, or ships where suspected terrorists were thought to be.” And later, “First Amendment speech and press rights
may also be subordinated to the overriding need to wage war successfully.”

Where does it say that, if you call something “terrorism,” the Constitution and the Bill of Rights can be made null and void? All they've got to
do is say the word and they can put you under surveillance without a warrant. To me, this smacks of an attack on the foundations of democracy

that plays right into the hands of terrorists. It also sets a precedent for the kinds of tactics we went on to see at Abu Ghraib, Guantanamo, and
elsewhere.

U.S. Department of Justice

Office of Legal Counsel

Washingion, D.C. 10530
October 23,2001

MEMORANDUM FOR ALBERTO R. GONZALES
COUNSEL TO THE PRESIDENT

WILLIAM J. HAYNES, II

GENERAL COUNSEL
DEPARTMENT OF DEFENSE

FROM: John C. Yoo
Deputy Assistgfy Attorngy/ General

Robert J. Delahunty ﬂ//jlmmg

Special Counsel

RE: Authority for Use of Military Force To Combat Terrorist Activities
Wi United States

You have asked for our Office’s views on the authority for the use of military force to
prevent or deter terrorist activity inside the United States. Specifically, you have asked whether
the Posse Comitatus Act, 18 U.S.C. § 1385 (1994), limits the ability of the President to engage
the military domestically, and what constitutional standards apply to its use. We conclude that
the President has ample constitutional and statutory authority to deploy the mili
international or foreign terrorists operating within the United States. We further believe that the
use of such military force generally is consistent with constitutional standards, and that it need
not follow th cedures that govern law enforcement operations.

Our analysis falls into five parts. First, we review the President’s constitutional powers
to respond to terrorist threats in the wake of the September 11, 2001 attacks on the World Trade
Center and the Pentagon. We consider the constitutional text, structure and history, and
interpretation by the executive branch, the courts and Congress. These authorities demonstrate
that the President has ample authority to deploy military force against terrorist threats within the
United States.

Second, we assess the legal consequences of S.J. Res. 23, Pub. L. No. 107-40, 115 Stat.
224 (2001), which authorized the President to use force to respond to the incidents of September
11. Enactment of this legislation recognizes that the President may deploy military force
domestically and to prevent and deter similar terrorist attacks.

Third, we examine the Posse Comitatus Act, 18 U.S.C. § 1385, and show that it only
applies to the domestic use of the Armed Forces for law enforcement purposes, rather than for

the performance of military functions. The Posse Comitatus Act itself contains an exception that
allows the use of the military when constitutionally or statutorily authorized, which has occurred
in the present circumstances.

Fourth, we turn to the question whether the Fourth Amendment would apply to the use of
the military domestically against foreign terrorists. Although the situation is novel (at least in the
nation’s recent experience), we think that the better view is that the Fourth Amendment would
not apply in these circumstances. Thus, for example, we do not think that a military commander
carrying out a raid on a terrorist cell would be required to demonstrate probable cause or to
obtain a warrant.

Fifth, we examine the consequences of assuming that the Fourth Amendment applies to
domestic military operations against terrorists. Even if such were the case, we believe that the
courts would not generally require a warrant, at least when the action was authorized by the
President or other high executive branch official. The Government’s compelling interest in
protecting the nation from attack and in prosecuting the war effort would outweigh the relevant
privacy interests, making the search or seizure reasonable.

L

This, then, is armed conflict between a nation-state and an elusive, clandestine group or
network of groups striking unpredictably at civilian and military targets both inside and outside

? See generally Sean D. Murphy, Contemporary Practice of the United States Relating to International Law, 93 Am.
3. Int'I L. 161 (1999); Ruth Wedgwood, Responding fo Terrorism: The Strikes Against Bin Laden, 24 Yale J. Int'1 L
559 (1999).

> On September 12, 2001, the North Adlantic Council of the North Atlantic Treaty Organization (“NATO") agreed
that the September 11 attack was directed from abroad against the United States, and decided that it would be
regarded as an action covered by article 5 of the 1949 NATO Treaty, which states that an armed attack against one
or more of the Allies in Burope or North America shall be considered an attack against them all. Press Release,
NATO, Statement by the North Atlantic Council, available at
hittp://www.nato.int/docw/update/2001/1001/610022 htm.  Article $ of the NATO Treaty provides that if an armed
attack against a NATO member occurs, each of them will assist the Party attacked “by taking forthwith, individually
or in concert with the other Parties, s ion s it deems necessary, including the use of armed force.” North
Atlantic Treaty, Apr. 4, 1949, art, 5, 63 St 1,224, 34 UNTSS. 243, 246.

2

* 1t is true, howev

at a condition of “war” has been found to exist for various legal purposes in armed conflicts
es and entities that lacked essential atiributes of statchood, such as Indian bands, see
180 USS. 261, 265, 267 (1901) and insurrections threatening Western legations, see
, 136 F. 445, 449 (C.C.D. Kan. 1905) (Boxer Rebellion).




the United States. Because the scale of the violence involved in this conflict removes it from the
sphere of operations designed to enforce the criminal laws, legal and constitutional rules
regulating law enforcement activity are not applicable, or at least not mechanically so. As a
result, the uses of force contemplated in this conflict are unlike those that have occurred in
America's other recent wars. Such uses might include, for example, targeting and destroying a
hijacked civil aircraft in circumstances indicating that hijackers intended to crash the aircraft into
a populated area; deploying troops and military equipment to monitor and control the flow of
traffic into a city; attacking civilian targets, such as apartment buildings, offices, or ships where
suspected terrorists were thought to be; and employing electronic surveillance methods more
powerful and sophisticated than those available to law enforcement agencies. These military
operations, taken as they may be on United States soil, and involving as they might American
citizens, raise novel and difficult questions of constitutional law.

Conclusion. The text and history of the Constitution, supported by the interpretations of
past administrations, the courts, and Congress, show that the President has the independent, non-
statutory power to take military actions, domestic as well as foreign, if he determines such

actions to be necessary to respond to the terrorist attacks upon the United States on September
11, 2001 and before.

. Lower courts, however, have held that due
to the President’s constitutional superiority in foreign affairs, and the unsuitability of foreign
affairs questions for judicial resolution, he could engage in warantless searches of foreign
powers or their agents for national security purposes. See, e.g., United States v. Truong Dinh
Hung, 629 F.2d 908, 913, 915 (4th Cir. 1980) United States v. Butenko, 494 F.2d 593 (en banc),
cert. denied, 419 U.S. 881(1974); United States v. Brown, 484 F.2d 418 (1973), cert. denied, 415
U.S. 960 (1974).

Enacted in 1978, FISA created a special procedure by which the Government may obtain
warrants for foreign intelligence work on the basis of judicial review of an application for such a
warrant that had been approved by the Attorney General. In support of such an application, the
Government is required to certify, among other things, that “the purpose” of the proposed search
or surveillance is “to obtain foreign intelligence information,” 50 U.S.C. § 1804(a)(7)(B). In
reviewing the application, therefore, the FISA courts have been required to consider whether
“the government is primarily attempting to form the basis for a criminal prosecution,” Truong
Dinh Hung, 629 F.2d at 915, or is indeed acting for the purpose of obtaining foreign intelligence.
Distinguishing between “law ™ and “foreign intelligence” seems, if anything, more
difficult than distinguishing between “law " and “military” functions. Yet the FISA
courts seem to have found little difficulty in applying the statute’s “purpose” test™* This, we
believe, reflects the care and circumspection with which the executive branch itself reviews and
prepares FISA applications, and the courts” justified confidence in the executive branch’s self-
monitoring. Likewise here, we believe that the courts will defer to the executive branch’s
rep i that the dep) of the Armed Forces furthers military purposes, if the
executive institutes and follows careful controls.

We believe that the Department of Defense could take steps to make clear that a
- deployment of troops is for a military, rather than a law enforcement, purpose. The object of
such steps would be to emphasize that a specific military operation is intended to counter a
terrorist attack, thus furthering a national security purpose, rather than to apprehend suspects or
to secure evidence for a criminal prosecution. Any criteria or procedures for distinguishing
domestic counter-terrorist military jons from operations i ing the Armed Forces that
have primarily a law enforcement character would, of course, have to be framed, interpreted and
applied in a manner that would not inhibit military effectiveness. Furthermore, domestic uses of
the Armed Forces for military purposes in counter-terrorist actions may also promote the goals of
the anti-terrorism portions of the U.S. criminal code. It also bears emphasizing again that it rests
within the President’s di ion to ine when certain ci — such as the
probability that a terrorist attack will succeed, the number of lives at risk, the available window
of opportunity to stop the terrorists, and the other exigencies of the moment — justify using the
military to intervene.




In our view, however well suited the warrant and probable cause requirements may be as
applied to criminal investigations or to other law enforcement activities, they are unsuited to the
demands of wartime and the military necessity to successfully prosecute a war against an enemy.
In the circumstances created by the September 11 attacks, the Constitution provides the
Government with expanded powers to prosecute the war effort. The Supreme Court has held that
when hostilities prevail, the Government “may summarily requisition property immediately

needed for the prosecution of the war. . . . As a measure of public protection the property of
alien enemies may be seized, and property believed to be owned by enemies taken without prior
determination of its true ownership. . . . Even the personal liberty of the citizen may be

temporarily restrained as a measure of public safety.” Yakus v. United States, 321 U.S. 414, 443
(1944) (citations omitted). “[I]n times of war or insurrection, when society’s interest is at its
peak, the Government may detain individuals whom the Government believes to be dangerous.”
United States v. Salerno, 481 U.S. 739, 748 (1987); see also id. at 768 (Stevens, J., dissenting)
(“{It is indeed difficult to accept the proposition that the Government is without power to detain
a person when it is a virtual certainty that he or she would otherwise kill a group of innocent
people in the immediate future.”). Thus, in Moyer v. Peabody, 212 U.S. 78 (1909), the Court
rejected a due process claim by an individual jailed for two and a half months without probable
cause by the State Governor in time of insurrection. As Justice Holmes wrote, “[w]hen it comes
to a decision by the head of the state upon a matter involving its life, the ordinary rights of
individuals must yield to what he deems the necessities of the moment.” Id. at 85. Thus, the
Supreme Court has recognized that the Government’s compelling interests in wartime justify
restrictions on the scope of individual liberty.

First Amendment speech and press rights may also be subordinated to the overriding
need to wage war successfully. ““When a nation is at war many things that might be said in time
of peace are such a hindrance to its effort that their utterance will not be endured so long as men
fight and that no Court could regard them as protected by any constitutional right.” . .. No one
would question but that a government might prevent actual obstruction to its recruiting service or
the publication of the sailing dates of transports or the number and location of troops.” Near v.
Minnesota ex rel. Olson, 283 U.S. 697, 716 (1931) (citation omitted); cf. Snepp v. United States,
444 U S. 507, 509 n.3 (1980) (recognizing that “[tJhe Government has a compelling interest in
protecting both the secrecy of information important to our national security and the appearance
of confidentiality so essential to the effective operation of our foreign intelligence service”).
Accordingly, our analysis must be informed by the principle that “while the constitutional
structure and controls of our Government are our guides equally in war and in peace, they must
be read with the realistic purposes of the entire instrument fully in mind.” Lichter, 334 U.S. at
782; see also United States v. Verdugo-Urquidez, 494 U.S. 259, 277 (1990) (Kennedy, J.,
concurring) (“[W]e must interpret constitutional protections in light of the undoubted power of
the United States to take actions to assert its legitimate power and authority abroad.”); McCall v.
McDowell, 15 F. Cas. 1235, 1243 (C.C.D. Cal. 1867) (No. 8,673) (The Constitution is “a
practical scheme of government, having all necessary power to maintain its existence and
authority during peace and war, rebellion or invasion™).

The current campaign against terrorism may require even broader exercises of federal
power domestically. Terrorists operate within the continental United States itself, and escape

d ion by i within the ic society and economy. While, no doubt,
these terrorists pose a direct military threat to the national security, their methods of infiltration
and their surprise attacks on civilian and governmental facilities make it difficult to identify any
front line. Unfortunately, the terrorist attacks of September 11 have created a situation in which
the battlefield has occurred, and may occur, at dispersed locations and intervals within the
American homeland itself. As a result, efforts to fight terrorism may require not only the usual
wartime regulations of domestic affairs, but also military actions that have normally occurred
abroad.

B.
In light of the well-settled ding that ituti ints must give way in
some respects to the exigencies of war, we think that the better view is that the Fourth
Amendment does not apply to d ic military operations designed to deter and prevent further

terrorist attacks. First, it is clear that the Fourth Amendment has never been applied to military
operations overseas. In Verdugo-Urquidez, the Supreme Court reversed the court of appeals’
holding that the Fourth Amendment applied extraterritorially to a law enforcement operation.
The Court pointed out the untenable consequences of such a holding for our Government’s
military operations abroad:

The rule adopted by the Court of Appeals would apply not only to law
enforcement operations abroad, but also to other foreign policy operations which
might result in “searches or seizures.” The United States frequently employs
Armed Forces outside this country — over 200 times in our history - for the
protection of American citizens or national security. . . . Application of the
Fourth d to those ci could signi ly disrupt the ability
of the political branches to respond to foreign situations involving our national
interest. Were respondent to prevail, aliens with no attachment to this country
might well bring actions for damages to remedy claimed violations of the Fourth
Amendment in foreign countries or in intemational waters. . . . [T]he Court of
Appeals’ global view of [the Fourth Amendment’s] applicability would plunge
[the political branches] into a sea of uncertainty as to what might be reasonable in
the way of searches and seizures conducted abroad.

494 U.S. at 273-74 (citations omitted). Here, the Court demonstrated its practical cencern that
the Fourth Amendment not be interpreted and applied to military and foreign policy operations
abroad. If things were otherwise, both political leaders and military commanders would be
severely consu'amed if they were requued to assess the “reasonableness™ of any military

d, and the of our forces would be drastically impaired. To
apply the Fourth Amendment to overseas military operations would represent an extreme over-
judicialization of warfare that would interfere with military effectiveness and the President’s
constitutional duty to prosecute a war successfully.




Id. at 245-47 (citation omitted); ¢f. Katz v. United States. 389 U.S. 347, 364 (1967) (White, J.,
concurring) (“We should not require the warrant p and the i °s jud; if the
President of the United States or his chief legal officer, the Attomney General, has considered the
requirements of national security and authorized electronic surveillance as reasonable.”).

State and federal court decisions reviewing the deployment of military force domestically
by State Governors to quell civil disorder and to protect the public from violent attack have
repeatedly noted that the constitutional protections of the Bill of Rights do not apply to military
operations in the same way that they apply to peacetime law enforcement activities. Thus, the
courts have explained that “[w]ar has exigencies that cannot readily be enumerated or described,
which may render it necessary for a commanding officer to subject loyal citizens, or persons who
though believed to be disloyal have not acted overtly against the government, to deprivations that
would under ordinary circumstances be illegal.” Commonwealth ex rel. Wadsworth v. Shortall,
55 A. 952, 955 (Pa. 1903) (holding that in time of domestic disorder the shooting by a sentry of
an approaching man who would not halt was not illegal). “[W]hatever force is requisite for the
defense of the community or of individuals is also lawful. The principle runs through civil life,
and has a twofold application in war — externally against the enemy, and intemnally as a
justification for acts that are necessary for the common defense, however subversive they may be
of rights which in the ordinary course of events are inviolable.” Hatfield, 81 S.E. at 537 (internal
quotations omitted) (upholdin§ the Governor’s seizure of a newspaper printing press during a
time of domestic insurrection).”

C.

Our view that the Fourth Amendment does not apply to domestic military operations
receives support from federal court cases involving the destruction of property. In a line of cases
arising from several wars, the federal courts have upheld the authority of the Government, acting
under the imperative military necessity, to destroy property even when it belongs to United
States citizens and even when the action occurs on American soil. Such destruction of property
might constitute a seizure under the Fourth Amendment. Moreover, the courts have held, even if
such seizures might otherwise constitute “takings” under the Fifth Amendment, the exigent
circumstances in which they occurred absolve the Government from liability. The cases
articulate a general rule that “the government cannot be charged for injuries to, or destruction of,
private property caused by military operations of armies in the field.” United States v. Pacific

3 See also Powers Mercantile Co., 7 F. Supp. at 868 (upholding the seizure of a factory to prevent a violent attack
by a mob and noting that “{u}nder military rule, constitutional rights of individuals must give way to the necessities
of the situation; and the deprivation of such rights, made necessary in order to restore the community to order under
the law, cannot be made the basis for injunction or redress”); Swope, 28 P.2d at 7 (upholding the seizure and
detention of a suspected fomenter of domestic insurrection by the “military arm of the government,” noting that
“there is no limit [to the executive’s power to safeguard public order] but the necessities and exigency of the
situation” and that “in this respect there is no difference between a public war and domestic insurrection”)
(emphasis added) (quotations and citation omitted); /n re Moyer, 85 P. 190, 193 (Colo. 1904) (“The arrest and
detention of an insurrectionist, either actually engaged in acts of violence or in aiding and abetting other to commit
such acts, violates none of his constitutional rights.”); In re Boyle, 57 P. 706, 707 (Idaho 1899) (upholding the
seizure and detention of a suspected rebel during time of domestic disorder).

RR. Co, 120 US. 227, 239 (1887)° Although these decisions arise under the Fifth
Amendment rather than the Fourth, we think that they illuminate the Government’s ability to
“search” and “seize” even innocent United States persons and their property for reasons of
overriding military necessity. For if wartime necessity justifies the Government’s decision to
destroy property, it certainly must also permit the Government to temporarily search and seize it.

In United States v. Caltex, Inc. (Philippines), 344 U.S. 149 (1952), plaintiffs had owned
oil facilities in the Philippine Islands (then a United States territory) at the time of the Japanese
attack on Pear]l Harbor. In the face of a rapidly deteriorating military situation in the western
Pacific, United States military authorities ordered the destruction of those facilities. On
December 31, 1941, while Japanese troops were entering Manila, Army personnel demolished
the facilities. “All unused petroleum products were destroyed, and the facilities rendered useless
to the enemy. The enemy was deprived of a valuable logistic weapon.” Id. at 151. Although the
Government voluntarily paid compensation for certain losses after the war, it refused to pay for
the destruction of the terminal facilities. Quoting its earlier decision in Pacific R.R. Co., 120
U.S. at 234, the Court denied compensation under the Fifth Amendment:

The destruction or injury of private property in battle, or in the bombardment of
cities and towns, and in many other ways in the war, had to be borne by the
sufferers alone, as one of its consequences. Whatever would embarrass or impede
the advance of the enemy, as the breaking up of roads, or the burning of bridges,
or would cripple and defeat him, as destroying his means of subsistence, were
lawfully ordered by the commanding general. Indeed, it was his imperative duty
to direct their destruction. The necessities of the war called for and justified this.
The safety of the state in such cases overrides all considerations of private loss.

Caltex, 344 U S. at 153-54. The Court further observed that the “principles expressed” in Pacific
R.R. Co. were

neither novel nor startling, for the common law had long recognized that in times
of imminent peril — such as when fire threatened a whole community — the
sovereign could, with immunity, destroy the property of a few that the property of
many and the lives of many more could be saved.

Id. at 154. The Court summed up its conclusion:

The short of the matter is that this property, due to the fortunes of war, had
become a potential weapon of great significance to the invader. It was destroyed,
not appropriated for subsequent use. It was destroyed that the United States might
better and sooner destroy the enemy.

* See also Heflebower v. United States, 21 Ct. Cl. 228, 237-38 (1886) (“[TThere is a distinction to be drawn between
property used for Government purposes and property estroyed for the public safety. . . . [Tf the taking, using, or
occupying was in the nature of destruction for the general welfare or incident fo the inevitable ravages of war, such
2s the ‘march of roops, the conflict of armies, the destruction of supplies, and whether brought about by casualty or
authority, and whether on hostile or national territory, the loss, in the absence of positive legislation, must be borne
by him on whom it falls, and no obligation to pay can be imputed to the Government.”).



The terse language of the Fifth Amendment is no comprehensive promise
that the United States will make whole all who suffer from every ravage and
burden of war. This Court has long recognized that in wartime many losses must
be attributed solely to the fortunes of war, and not to the sovereign.

Id. at 155-56.”7 Likewise, in Juragua Iron Co. v. United States, 212 U.S. 297 (1909), the court
held that the United States owed no compensation to a United States corporation for the
destruction of its property in a province of Cuba during the Spanish-American War. In that case,
United States troops were endangered by the prevalence of yellow fever, and the military
commander found it necessary to destroy all facilities, including the plaintiff’s, which might
contain fever germs.”® Further, even after a Cuban city had capitulated and was under the control
of United States forces during the Spanish-American War, the area was still considered “enemy’s
country,” and property belonging to its residents, even if they were United States nationals, was
held liable to d seizure, ion or destruction for military needs. See Herrera
v. United States, 222 U.S. 558, 569 (1912). ~

Conclusion

We conclude that the President has both constitutional and statutory authority to use the
armed forces in military operations, against terrorists, within the United States. We believe that
these operations generally would not be subject to the constraints of the Fourth Amendment, so
long as the armed forces are undertaking a military function. Even if the Fourth Amendment
were to apply, however, we believe that most military operations would satisfy the Constitution’s
reasonableness requirement and continue to be lawful.
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NO MORE RULE OF LAW

President Bush’s Justification for Torture

A few months after September 11, President Bush sent out a “mass memo” that lays out why the al Qaeda and Taliban detainees were
unlawful combatants” and so the Geneva Convention calling for humane treatment of POWSs did not apply to them. Well, if they're not covered
by an international agreement, shouldn’'t they be covered by the laws of the United States and our Constitution and Bill of Rights? My point

being, this situation has to fall under somebody’s law. How they can come up with this limbo, inbetween, “make up your own rules” idea is
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beyond belief. But | guess that's why you have lawyers, because every lawyer reads the law differently.
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NO FREEDOM OF THE PRESS
The Military’s Astounding “Media Ground Rules” for Guantanamo

Talk about infringement on the freedom of the press! When | came across these Media Ground Rules that had to be signed off on before
anyone can gain access to where the detainees are being held at Guantanamo, | was shocked. By the time you memorized all these rules-and-
regulations, you'd be so uptight you squeaked. What “policy?” This is the biggest snow job I've ever seen. If the media has to follow those rules,
they're not even allowed to ask a question. The Guantanamo brass could have saved all that paper by taking one big sheet and stamping in
large letters: MEDIA NOT ALLOWED.

I would have loved to adopt that identical policy when | was governor of Minnesota, with what | used to call “the Minnesota jackals.” Let me put
those rules up right outside the governor’s reception room where the media comes in, all those pages as to what you have to abide by. How
would that have gone over?

So forget about providing the public any insight into what’s really going on behind the gates of our Naval Station. Which, as you'll see in the
documents that follow, was enough to raise the hair on the back of anyone’s head. (Presuming the head was still intact.)

A. Scope and Purpose of the Ground Rules

1. This policy establishes procedures with respect to media visits to Naval Station
Guantanamo Bay, Cuba, (GTMO) and the media coverage of military commission
proceedings. The Defense Department will facilitate media access (o the maximum
extent possible, in an effort to encourage open reporting and promote transparency,
consistent with the Military C i Act and ing rules and lati
and the need to protect operational and national security, and comply with international
treaty obligations.

2. The ground rules are established to protect operational security and to ensure the
security of personnel, as well as the integrity of military commission proceedings. They
are also designed to provide guidance to News Media Representatives (NMR) concerning
what information will be deemed to be “protected information” for purposes of these
ground rules.

3. NMRs must agree to abide by the following rules as a condition of access to
GTMO and military commission proceedings. Failure to comply with these ground rules
could result in permanent expulsion of the NMR and/or removal of the parent news
organization from further access to GTMO or to military commissions. Permanent
removal of a news organization may occur where there have been repeated violations by
various NMRs affiliated with the organization, or there are other strong indications that
the organization does not intend to abide by the ground rules.

4. The receipt of this document does not guarantee media travel or access to GTMO
operations and activities. Permitted presence on GTMO does not imply unlimited access
to personnel or facilities.

5. The Office of the Assistant Secretary of Defense for Public Affairs OASD (PA) is
responsible for the devel and i ion of media ground rules at
Guantanamo Bay. Any questions regarding their implementation should be directed to
OASD (PA). These ground rules will be reviewed periodically and updated as
appropriate. Any recommendations for changes should be submitted to OASD (PA).

6. Nothing in these ground rules affects criminal liability under any other provision
of law.

B. Release Authority

Consistent with the media ground rules that are outlined here, the Department of
Defense is the sole release authority for all military information contained in all media
(e.g., audio visual, photography, graphics, sketches, etc.) gathered or produced within the
Joint Task Force Guantanamo area of operation.
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C. Protected Information

1. Protected Information necessarily includes classified information. Protected
Information also includes (i) information the disclosure of which could reasonably be
expected to cause damage to the national security, including intelligence or law
enforcement sources, methods, or activities, or jeopardize the physical safety of
individuals, and (ii) information subject to a properly-issued protective order by an
official authorized to issue such orders by law or regulation.

2. NMRs shall not publish, release, publicly discuss, or share information gathered
at GTMO, or in transit to or from GTMO on transportation provided by DoD (or other
U.S. government entities), that is Protected Information for purposes of these ground
rules.

3. ANMR will not be considered in violation of these ground rules for re-publishing
what otherwise would be idered Protected ion, where that i was
legitimately obtained in the course of newsgathering independent of any receipt of
information while at GTMO, or while transiting to or from GTMO on transportation

provided by DoD (or other U.S. government entities).

4. While at GTMO, and in Lransl( to and rrom GTMO, NMRs may be exposed to
aspects of d: ion and base the discl of which must be avoided for
reasons of national security, force ion and )it with i i treaty
obligations. These operations are part of the base operations that the general public is
not invited or permitted to view. As a result, JTF-GTMO has designated aspects of these
operations whose disclosure is not permitted, and NMRs at GTMO will be required, as a
condition of their visits, to safeguard this information, which will be deemed Operational
Protected Information. Operational Protected Information, as determined by JTF-GTMO,
is identified in these ground rules.

D. General Photography and Video Li

1. At no time during a media visit is communication (verbal, written or other) with a
detainee allowed. Attempting to communicate with a detainee and photographing or
taking video of a detainee’s attempts to communicate with members of the media are
prohibited. If detainees become agitated at the presence of media, the media may be
asked to leave for the safety and security of the detainees, NMR and the guard force.

2. Photographs or video shall not be taken of the following:

a. Frontal facial views, profiles, % views, or any view revealing a detainee’s
identity.

b. Identifiable JTF-GTMO personnel, without their consent.

c.  Deliberate views of security protocols including security cameras, metal
detectors, locks, keys, gates, reinforced doors or other security measures.
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d.  The JTF-GTMO coastline between the Windmill Beach entry gate, east to
Kittery Beach; this restriction includes views of Camp Iguana and the security
gate from Windmill Beach and views of the tactical observation post from
Kittery Beach.

e. ic views (an unot dor plete view of an area) of ITF-GTMO
camp facilities and Office of Military Commissions (OMC) facilities that reveal
access roads, facilities layout, security borders or locations of security
checkpoints.

f. Views of Checkpoint Roosevelt and Checkpoint Houston or observation post
“New York”.

g. Deliberate views of fuel, water, electrical power or ammunition processing or
storage facilities from within their enclosed boundaries including close-up views
of valves, electrical power panels, fuel or water distribution pipes or fittings.

h. Deliberate views of antennas, RADAR or communications facilities or
equipment from within their marked boundaries.

i.  Bunker facilities on either side of AV-34/Courtroom One.

j. Military Convoys arriving or departing OMC facilities or JTF-GTMO
operational arca.

E. Operational Security Review

1. NMRs will submit all still and video imagery taken at JTF-GTMO to a security
review. Media members are responsible to ensure video imagery can be played to
television or played back on camera. To this end, media members are responsible for
providing compatible video format playback device for material review.

2. An operational security review (OPSEC) of visual recordings will be conducted
daily, as required, or at a minimum prior to departure from JTF-GTMO. All images and
video are required to be screened prior to upload into any laptop and prior to release.

3. During the OPSEC review, imagery that is determined to be in violation of these
ground rules will be deleted or cropped to achieve compliance. For photographs, the
NMR may request two (2) images per person per day be cropped to meet security
requirements. Cropping is defined as cutting off the parts of a digital photograph deemed
to be in violation. Blurring, smudging, fading, superimposing a black line or spot over
certain parts of a photograph, or any other digital manipulation is not a substitution for
cropping.

4. Photos selected for cropping will be moved from NMR's photo storage media
(c.g.. SD card) and saved onto a government computer. The original photo will be deleted
from the NMR storage media and stored on the government computer until the final
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disposition of the photograph has been decided. The photos will then be cropped by a
JTF-GTMO PA representative on the government computer, renamed and saved back to
the government computer. The newly created file will then be transferred back to the
NMR storage device. There is no appeal of JTF-GTMO's proposed cropping; if the NMR
disagrees with the proposed cropping, the cropped image will be deleted and the original
photo may be appealed to the JTF-GTMO CDR (or his or her designated military
representative other than the JTF-GTMO PAO).

5. For videos, the NMR must bring his or her editing equipment to GTMO. The
NMR will edit his or her video to meet security requirements in the presence of a JTF-
GTMO PA representative. The editing process should take no longer then 10 minutes per
day per NMR video. Disputed sections of video must be edited and stored while the JTF-
GTMO PA decision is being appealed. For NMR who do not have such video editing
capability, approval or deletion are the only options.

6. If the NMR disagrees with the judgment of the JTE-GTMO PAO that the
photograph or video image is in violation of these ground rules, the NMR may request
that a copy of the image (in compatible format) be forwarded for appeal to the JTF-
GTMO CDR (or his or her designated military representative other than the JTF-GTMO
PAO) who will have no more than 24 hours to review the photograph and render a final
decision as to whether the photograph will be approved for publication. If the JTF-
GTMO CDR (or his or her designated military representative other than the ITF-GTMO
PAO) concurs with the judgment of the JTF-GTMO PAO then the image will be deleted.

F. Additional Rules and Procedures Specific to Military Commissions

1. The Defense Department will facilitate media access to military commissions to
the maximum extent possible, in an effort to encourage open reporting and promote
transparency, consistent with the Military Commissions Act and accompanying rules and
regulations, and the need to protect operational and national security, and comply with
international treaty obligations. In order to facilitate maximum access consistent with
security requirements, the following Media Ground Rules have been established.

2. OASD (PA) is the sole approval authority for visits by media personnel in

junction with military ion proceedings. OASD (PA) will coordinate media,
briefings, interviews, and communications support in connection with commission
proceedings.

3. In cach military commission proceeding, the military judge will specify in
advance what information is considered Protected Information for purposes of that
proceeding. Such information, in the absence of an inadvertent disclosure, shall not be
released to the media. Protected Information necessarily includes classified information.
Protected Information, for purposes of commission proceedings, also includes (i)
information the disclosure of which could reasonably be expected to cause damage (o the
national security, i ing i i or law ent sources, methods, or
activities, or jeopardize the physical safety of individuals, and (ii) information subject to
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a properly-issued protective order by an official authorized to issue such orders by law or
regulation.

4. If Protected Information is inadvertently disclosed during a session, NMRs are
urged to respect any temporary media embargo issued by the military judge until any
disputes about the status of the information are resolved.

5. While at GTMO to attend military commission proceedings, and in transit to and
from GTMO for that purpose, NMRs may be exposed to aspects of detention and base
operations the disclosure of which must be avoided for reasons of national security, force

ion and iance with i fonal treaty obligations. These operations are not
an inherent part of the public proceedings that occur in the military commissions, but
rather are part of the base operations that the general public is not invited or permitted to
view. As aresult, JTF-GTMO has designated aspects of these operations whose
disclosure is not permitted, and NMRs at GTMO will be required, as a condition of their
visits, to safeguard this information, which will be deemed Operational Protected
Information.

3. Open Sessions. This will be the standard posture for most commission sessions
and allows for maximum openness. The military judge will normally allow Open
Proceedings when no Protected Information is being discussed and there is a low risk of
inadvertent disclosure of Protected Information. During Open Sessions, no fewer than 11
media representatives will be allowed in the courtroom. Media will be appropriately
debriefed if Protected Information is inadvertently disclosed during a courtroom session
and will be urged not to use the inft ion. The ining media ives will be
allowed to view sessions via CCTV in the viewing area of the GTMO MOC.

4. Open Sessions With Delay. In some cases, the military judge may determine that
there is a signi tisk of Protected Infc ion being i discussed or
inadvertently disclosed. In such cases involving Courtroom One, all media will view the
proceedings from the GTMO MOC, where they will receive a feed from the CCTV. The
CCTV feed will have a delay to allow security officers to interrupt the feed in the event
of the disclosure of Protected Information. In such cases involving Courtroom Two,
where the media and public observe proceedings from behind a glass partition, there will
be a delay in the transmission of the audio portion of the proceedings to allow security
officers to interrupt the feed in the event of the disclosure of Protected Information.
These sessions are designed to continue to permit media access when a session would
otherwise be closed.

5. Closed Sessions. The military judge will normally order Closed Sessions, or
portions of Sessions, only when Protected Information is planned to be discussed.
During Closed Sessions, no CCTV feed will be provided and no media will be in the
courtroom. Procedural information on the session will be provided to the media members
whenever possible, though some details may be excluded. It is anticipated that this
procedure will only be used when absolutely necessary, and in accordance with the

of the Military Commissions Act. Whenever possible, a brief summary of
unclassified information will be provided at the end of a closed session.
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TORTURE TECHNIQUES

The Detainees at Guantanamo

We all saw the horrendous photos and videos from Abu Ghraib prison in Iraq. Not as well known are the Department of Defense’s “Counter-
Resistance Strategies” for the detainees being held at our Guantanamo base in Cuba. The first document here is DOD’s official request for
approval of various methods under several categories. The second has Rumsfeld’s signature, along with his personal handwritten note that
says: “However, | stand for 8—10 hours a day. Why is standing limited to 4 hours?” He’s a real stand-and-deliver guy, | guess.

I simply find this appalling that the United States of America would engage in the practice of torture. We’re supposed to be the country
everyone else looks up to. When you participate in this kind of behavior, forget that! When it happens to us, we’ll have no reason to bitch,
because if we practice torture the other side will too. The laws of humanity ought to be higher than the laws of war, don't you think?

The card they're playing, from Rumsfeld on down, is that somehow Guantanamo isn’t on this earth, because it’s not in the U.S. or | guess
anywhere outside our base in Cuba. Is this some sort of Land of Oz? We treat Charles Manson better than we do the detainees at
Guantanamo, and yet the detainees have never been convicted of anything. They never stood trial, never had their day in court. But | guess

Manson'’s different because he’s an American citizen.
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DRUG ABUSE

A Medical Experiment on the Detainees

If you thought government experiments in behavior control ended in the 1970s, guess again. It's recently come out that the Pentagon forced all
the detainees at Guantanamo prison to take high doses of a drug called mefloquine. Supposedly it's used to combat malaria, but that didn’t

seem to make any difference. Our military brass knew that mefloquine had severe side effects, like suicidal thoughts, hallucinations, and
anxiety.

To me, this shows the continuing influence of those “experts” we brought here from Germany after World War Two. Here you have doctors

stating that you need to know the complete background of the patient before using this substance—and they're injecting these people with this
drug as soon as they’re checked in!

The first document here, from 2002, shows that “standard inprocessing orders for detainees” included 1,250 mg of mefloquine, five times

higher than the dose given to people as a preventative. And it's being given not for its intended purpose, but to study its intended side effects!
I'm speechless. What ever happened to the physician’s oath to “do no harm”?

In 2010, Seton Hall University School of Law’s Center for Policy & Research released a study about all this, and I'm including the Executive
Summary.
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Drug Abuse: An exploration of the government’s use of mefloquine at Guantanamo

Seton Hall University School of Law

Center for Policy and Research
Executive Summary

Mefloquine is an antimalarial drug that has long been known to cause severe neuropsychological adverse effects such as anxiety, paranoia,
hallucinations, aggression, psychotic behavior, mood changes, depression, memory impairment, convulsions, loss of coordination (ataxia),
suicidal ideation, and possibly suicide, particularly in patients with a history of mental illness. A prescribing physician must exercise caution and
informed judgment when weighing the risks and potential benefits of prescribing the drug. To administer this drug with its severe potential side
effects without a malaria diagnosis and without taking a patient's mental health history is not medically justified. Yet as a matter of official policy,
the standard operating procedure implemented by the United States military at Guantanamo Bay was to administer high doses of mefloquine
to detainees whether or not any use of the drug was medically appropriate and without consideration of the detainees’ mental health.

It is clear that the military employed a medically inappropriate treatment regime at Guantanamo Bay (GTMO). ltis less clear why, although the
available evidence supports several possible conclusions. In view of the continued and unexplained refusal of the government to release full
medical records for all detainees, it is not possible to determine whether this conduct was gross malpractice or deliberate misuse of the drug.
In either case, it does not appear plausible from the available evidence that mefloquine was given to treat malaria. This suggests a darker
possibility: that the military gave detainees the drug specifically to bring about the adverse side effects, either as part of enhanced interrogation
techniques, experimentation in behavioral modification, or torture for some other purpose. While this Report does not reach a conclusion about
the actual motives for this course of conduct, it does explore the legal rules that would apply were it determined that mefloquine was
administered not to treat malaria but rather to exploit the neuropsychiatric effects of the drug.

Findings:

This Report demonstrates that the U.S. military routinely administered doses of mefloquine to detainees upon their arrival at GTMO without
medical justification:

m 1250 mg of mefloquine was given to all detainees as a standard measure during inprocessing.

m Mefloquine is used for treatment of malaria only in mild to moderate cases of infection with the p. vivax or p. falciparum parasite.

m At GTMO, mefloquine was given to detainees before testing them for malaria, without regard for whether the detainee actually had
malaria at all, let alone whether he carried one of the parasites treatable by mefloquine.

m The standard of care rejects administering mefloquine to persons with a history of mental illness or a family history of mental iliness,
due to a greatly increased risk of severe adverse side effects for such persons.

m At GTMO, mefloquine was given to detainees without regard to prior mental health history or family mental health history.

This Report further demonstrates that the U.S. military knew, and any competent medical professional would have known, of the severe side
effects caused by mefloquine:

m Mefloquine was first developed by the United States military.

m Mefloquine is a quinolone, a drug family the CIA experimented with under a project called MKULTRA that studied psychotropic drugs
for behavioral modification for use as a weapon and interrogation tool.

m As of 2002, Roche USA, the manufacturer of mefloquine under the brand name Lariam, warned of its contraindications and at least
some of its severe side effects on the drug’s package insert.

m Beginning at least as early as 1990, multiple peer-reviewed medical studies documented the severe adverse effects associated with
mefloquine.



While it is impossible to make definitive conclusions as to the purposes for this policy without additional information, particularly detainee
medical records, the available evidence may support one of several possible conclusions:
m Gross medical malpractice: If government intended this mefloquine regime for malaria treatment and control, it was done in a manner
that jeopardized the health and perhaps the lives of the detainees and that violated basic standards of medical care.
m Mefloquine was given in order to bring about the adverse effects for one of three reasons. Any of these would likely satisfy the legal
definition of torture as articulated by the Department of Justice in 2002.
o 0 As part of a program of enhanced interrogation, the psychotropic effects of mefloquine may have been intended as an aid to
breaking a detainee’s resistance. This would be the psychological equivalent of waterboarding.
o 0 As part of an experimental study to gather data on the side effects of mefloquine.
o 0 As a punitive measure.

Methodology

This Report documents the administration of mefloquine to detainees and establishes that the U.S. military’s administration was a violation of
normal standards of medical care. The Center for Policy and Research at Seton Hall School of Law typically issues reports based on
government documents. In this case, however, that has proved impossible because the government has continually refused to release
detainee’s medical records to the detainees or their attorneys. The only medical record available is that of ISN 693.

Additionally, two pages of the inprocessing form for ISN 760 are available and were analyzed. In order to supplement these sources, the
Center’'s Research Fellows analyzed other publicly-available documents. These include contemporaneous statements by government
authorities regarding malaria treatment practices at GTMO, Standard Operating Procedures, and published, peer reviewed medical studies.

*kk

l. Mefloquine was not given to detainees in a manner consistent with malaria treatment. Mefloquine is an antimalarial drug that can be used for
prophylaxis or for treatment with different dosages and administration for each. The dosage administered and the timing of each dose of
mefloquine to detainees suggests that the military may have used it for treatment purposes without first ascertaining whether the detainee
actually had malaria. It is highly likely that the military was treating uninfected individuals with high doses of a dangerous drug.

The prophylactic dosage of mefloquine, 250 mg, is much smaller than the treatment dose given to GTMO detainees, 1250 mg, and is
administered once per week as opposed to the single dose1 used for treatment purposes.2 Severe adverse side effects do occur during
prophylactic use, but adverse effects during use for treatment are far more common and more severe, probably due to the larger dosage. Use
of meﬂoquéilne, even when used to treat a confirmed case of the disease, is contraindicated® when the patient has a history of certain
disorders.

Detainees were given 1250 mg of mefloquine during inprocessing at GTMO; 750 mg as an initial dose and 500 mg 12 hours later.® There is no
indication that the routine administration of mefloquine to arriving detainees considered each detainee’s medical history.6 Administering the
drug at the higher treatment dose without previously determining the need for any treatment was a dramatic departure from the accepted
standard of medical care.” Doctors have widely prescribed mefloquine, commercially sold as Lariam by manufacturer Roche USA, throughout
the United States and elsewhere as a prophylactic against malaria infection. 10 Mefloquine can cross the blood-brain barrier,’ and has a
relatively long half-life at 15 to 33 days until elimination.!? This means that the drug can enter brain tissue and remains in the body for a long
period of time. As Dr. G. Richard Olds, an internationally recognized tropical disease specialist and Founding Dean of the University of
California at Riverside School of Medicine, told the Center, “Mefloquine is fat soluble and as a result it does build up in the body and has a very
long half-life. This is important since a massive dose of this drug is not easily corrected and the ‘side effects’ of the drug could last for weeks or
months.” Dr. Olds’s view is well supported by the medical literature reviewed by the Center for this Report.

A. Side Effects Can Be Severe

Mefloquine, at any dose, is known to cause adverse neuropsychiatric effects such as anxiety, paranoia, hallucinations, aggression, psychotic
behavior, mood changes, depression, memory impairment, convulsions, loss of coordination (ataxia), suicidal ideation, and possibly suicide.
As many as 25% of persons who have taken mefloquine reported such severe side effects.’® These neuropsychiatric side effects are more
prevalent and more severe in patients with a history of certain disorders and conditions or when taken in combination with certain medications,
requiring careful prescribing that is dependent on a thorough and complete review of each patient's medical history-16

*kk

IIl. Mefloquine Was Given to Detainees Without Regard for Necessity or Contraindications

Upon a detainee’s arrival at GTMO, military personnel administered 1250 mg of mefloquine to each detainee as part of standard in-processing
orders, according to GTMO Medical Standard Operating Procedures (SOPs).48 This is corroborated in practice by government medical
records for two detainees.4? Very few medical records have ever been released for GTMO detainees, and those the government has released
are heavily redacted and may be incomplete.?0 Based on the documents that are available, however, it is clear that detainees have been given
a high dose of this powerful anti-malarial drug that potentially causes severe neuropsychological side effects. Since the dosage far exceeds the
recommended dose for prophylactic purposes, the only medical justification would be particularized reason to believe the detainees were
suffering from malaria. Further, while at least some detainees were tested for malaria, the mefloquine was seemingly administered in advance
of and without regard to the results of the test. In any event, there does not appear to have been any individualized assessment of medical and
psychological history prior to mefloquine administration for the purpose of avoiding administration to detainees with contraindications to
mefloquine, which would render the administration of the drug inappropriate even if malaria infection were confirmed.

*kk

B. The Standard In-processing Orders Form

Mefloquine was given to each detainee as a matter of standard procedure without waiting for the results of any test for malaria. This is further
made clear by an examination of the “Standard In-processing Orders” form, presumably applied uniformly for all detainees.?* The form includes
administration of mefloquine at the 1250 mg dosage, split into two distributions: “750 mg PO [taken orally] now, 500 mg PO in 12 hours.”85



The form is structured as a checklist, with numbered items circled as they were completed. The first item on the listis “1. Mefloquine,” followed
by the dosage.66 On both ISN 693’s form and ISN 760’s form, number “1.” is circled, indicating the mefloquine dose was administered.5’

*kk

C. No Malaria In Cuba

According to the Centers for Disease Control and Prevention, there is no malaria in Cuba.?? “Malaria is not a threat in Guantanamo Bay,”
according to an official memorandum on the “Department of Defense Operational Use of Mefloquine.”! U.S. military personnel and contractors
are not prescribed any anti-malarial medication for assignment to GTMO.92
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ENHANCED INTERROGATION
The Paper Trail on the CIA’s Destruction of 92 Torture Videos

On April 15, 2010, a FOIA lawsuit filed by the ACLU managed to pry out of the CIA a series of documents related to the destruction of ninety-
two videos of “enhanced interrogation” of al Qaeda detainees, in particular Abu Zabaydah, who’d been transferred to a “black prison” in
Thailand in 2002. He ended up being waterboarded eighty-three times in a month, deprived of sleep for days on end, subjected to extreme
cold while being held naked in his cell, and forced to listen to near-deafening levels of music.

What you're about to read is an inside look at how and why the CIA decided that these videos had to be wiped out—even though the many
redactions made by the Agency make you wonder what else is being covered up. The first memo is from October 2002, when the CIA began
discussing the sensitivity of these “interrogation sessions.” The next document describes the destruction of the ninety-two video tapes that took
place on November 9, 2005.

The next day, two emails were sent to CIA Executive Director Dusty Foggo by someone who's never been identified. (Foggo later got
convicted of bribery in the scandal involving California Congressman Duke Cunningham). The emails show, among other things, that the CIA
interrogator was the very one who wanted the tapes destroyed.

All this is pretty self-explanatory. Clearly they could never allow the American people to see what they're doing to these detainees so you
destroy the evidence. But what looms even larger is that there was evidence, and of such a nature that required it to be destroyed. That tells you
how bad it must have been.

The destruction of the tapes was approved by Jose Rodriguez Jr., who headed up Clandestine Services for the CIA. In November 2010,
federal prosecutor John Durham announced he was not going to charge Rodriguez for authorizing the videotapes’ disappearance. Rodriguez
attorney called his client “an American hero, a true patriot who only wanted to protect his people and his country.”

You be the judge.
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RECORD THE NEXT DAY'S THE SAME TAPE. THUS, IN EFFECT,
THE SINGLE TAPE IN USE] [#ILL CONTAIN ONLY ONE DAY'S
WORTH OF INTERROGATION SE: (A SPECIFIC EXCEPTION TO THIS

TIMETABLE MAY BE MADE WHERE REQUIRED IN THE CASE OF A PARTICULAR
DAY'S SESSION.)

3. HQS' IS CONFIDENT THAT. UNDERSTANDS THE REASONING
BEHIND ABOVE POLICY ENSURE THE
PROTECTION LL ADVISE
DETAILS OF THE DEPLO} EPARATELY .

THANK YOU AND BEST REGARDS.

END OF MESSAGE SEGRET-

(12/28/,07) TCG: AB383



‘700 secerr s ORTSS Toromy /v
Document:| NOV 2005
Subject: EYES ONLY FO DESTRUCTION O [ VIDEO TAPES

ACTION,

EYESONLY,

TO: PRIGRITY DIRECTOR.

rox: [ R

SUBJECT: EYES ONLY FOR N - DESTRUCTION OIS VIDEO TAPES

REF:
8|

1. ACTION REQUIRED: FYT.
2. PER REF A, ALL S2(BBIVIOEC TAPES WERE DESTROYED ON 09

NOVEMBER, DESTRUCTION ACTIVITY WAS INITIATED AT 0910HRS AND
COMPLETED AT 1230HRS. .

. FiLe: SN

oo el i ol

$ubject: EYES ONLY FORMBEE- DDO APPROVAL TO DEsmov-aDEO
APES . :

Top EN/MR

2007-808-1G001857

SECREFAHR

Attachment classified as above. Classification of transmittal
document ({when Separated from attachment): SEGRET

11/10/2005 05:48 PH4 T Dty Foo0o NN

Subjsct: short backgrounder

Dusty - at both the DO update and vight afler the G-7 the Issue of the Abu.2ubaydah tapes ware
discussad. You may recall these concam the tapes which wére mads during his interrogations mv
and belng held by the jof that country. It was recommended to prévious DO management thal
tapes be dealoyed. This was after the il had raviewed them and deemied that transcripts were an
curate raflection of what happaned and they ware no longer neaded from thelr peispactive ?
Forwhatever raasori It sesms, previoys BOasked
taw and &3 & result ol Cold fedl and did rot otdor them-destroyed. Currant
ot wanting - smartly- to continue-ta'b igs Wos send n 3 cabls.
asking for guidanca® He did so.” Guldance Just sent - tleared By i, DDO and -toldhim to.
destray. Ho did so. Rizzo found out todiay this had occurred as was upset-- épparently because he had
not been consulted - riot stire-1f thare was enother reason. He. raised at DO update byt was 'calmed’ (only
slightly) when told| had.approved. Jode ralsed with Porter and myself andjilfater G-7 and
explalnod hat he (jogs) falt 1t was extremely-important to dastroy the tapes and that 1 ther wes any heat
he would take it {PG laughed and.sld tha actually, 1t would be he, PG; who would take the.hsat) PG,
howver, agraed with the deolsion. As Josa sall, thé. heat ffom destoying is nothing compared to vhat it
would be if the tapes ever got into public domain- he sald that aut of context, they would make us ook
lerrible; it would-be ‘devastating 1o iss. Allin theToom agreed hut noted fhat we needed to find oyt Rizzds
comcern and whether ft was substantive or just belfigi‘left ouL' Jase wes gelng to pursue this. ‘Bolisve
this Is end of it, bui In case it comes up, you riged the background: i .

11/10/2005.07:25 PM 2 Ousty Fop TR

Subject: short backgroundes - part 2

Jose about ‘clearing’ witr M and @ (my bet) o Jose misstated the tacts. (itis not withatt televance
that figured prominently in the tapes, aojfilifwas n charge of SN ot the time and cleaity would
wanl the tapes destroyed) Rizzols clearly upset, bacause he was on the hook to notify Harrat Miers of
the status of the tapes because it was she who hod asked 10 be advised before any action was teken
Apparently, Rizzo cafled Harriet this aftemoon and she was fivid, which he sald was actually unusual for
her. Rizzo does not think this Is likely to Just go away. Rizzo has advlm-ollhls tatest ‘wrinkle."
Sounds like we will regroup on Monday.






6 0

AN ORDERED BEHEADING

Decapitation of a Detainee by U.S. Forces in Iraq

And you think these officially sanctioned policies didn’t rub off on our troops on the ground in Iraq? | wish | could say that was the case. When

WikiLeaks released some 400,000 documents about the ongoing war in Iraq, they contained some pretty grim disclosures, including this one
about American forces decapitating an Iragi on order of their higher-ups. You can only go by what the document says as to whether this really
happened or not, but it's definitely disturbing to read and think about.

___ DETAILED DESCRIPTION OF EVENT: ON 25MAY09, MAJOR ____ (SWAT CDR)AND COL(__ ) TOLD -
LEADERSHIP THAT THEY WERE GOING TO DELIVER TWO DETAINEES TO____ IN THE NORTH BECAUSE
THERE WAS MORE INCRIMINATING EVIDENCE ON THE TWO DETAINEES IN ___ THAN IN HADITHAH.
WHILE ___ NORTH, MAJ ___ HIS CONVOY TO PULL OVER AND TRANSFER THE TWO DETAINEES TO HIS
UNCLE AND FOUR BROTHERS. ACCORDING TO COL, IP FOUND ONE OF THE DETAINEES
DECAPITATED AND THE OTHER WAS RELEASED BY MAJ ' ___ MEMBERS. MAJ___ CURRENTLY IN IP
CUSTODY.

OVER A YEAR AGO MAJ ___ RELIEVED AS HADITHAH SWAT CDR DUE TO HIS ALLEGED INVOLVEMENT IN
THE RAPING OF A FEMALE LOCAL NATIONAL. THE BEHEADED DETAINEE IS REPORTED TO BE THE
BROTHER OF THE RAPED FEMALE WHO ALLEGEDLY KILLED MAJ'___ IN RETALIATION FOR THE RAPING
OF HIS :

HN/MMA
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EMBASSY CABLES
The State Department’s Take on Drug Money Leaving Afghanistan

The WikiLeaks cache of State Department cables contains quite a few about our war in Afghanistan, but none more revealing than what our
diplomats really know about the country’s president, Hamid Karzai. One secret cable talks about how he’d released 150 of the 629 detainees
that the coalition had transferred to Afghan custody since 2007—and pardoned five border police who were caught with 273 pounds of heroin
in their vehicle and already been sentenced to prison. Karzai's brother is portrayed as a corrupt drug baron.

It's time we faced facts: fighting the Taliban over there is at the same time propping up the biggest drug-based regime in the world. The
cable I'm reprinting here is all about how the money gets smuggled out of Afghanistan to countries like Dubai. And be sure to catch point
number 6, about how our Drug Enforcement folks got a bit suspicious of the Afghan vice president entering the country with $52 million early in
2009.

Monday, 19 October 2009, 13:58

S ECRETSECTION 01 OF 02 KABUL 003364

SIPDIS

DEPT PASS TO $/SRAP, S/CT, EEB, and SCA/A

FO 12958 DECL: 10/19/2019

TAGS EINV.EFIN, KTFN, PGOV, AF

SUBJECT: AFGHANISTAN: CAPITAL FLIGHT AND ITS IMPACT ON FUTURE
STABILITY

REF: A. KABUL 2791 B. KABUL 3326

Classificd By: CDDLA Ambassador L. Anthony Wayne for reasons 1.4 (b) and (d).

Summary

1. The US ambassador describes the flight od capital out of the country, including one
incident in which the then vice-president flow into Dubai with $52m in cash. According
to confidential reports, more than $190 million Ieft Kabul airport for Dubai during July,
August, and September 2009. Actual amounts could be much larger. Key passages
highlighted in yellow.

2. Read related article

1.(S) SUMMARY: Afghanistan's is a cash-based economy, relying on historic trade linkages
with neighboring and regional partners. Given Afghanistan's strategic location, ongoing conflict,
and deep involvement in illicit trade (c.g., narcotics), as well as some neighboring country
exchange policics, vast amounts of cash come and go from the country on a weekly,

y. and annual basis. Before the August 20 election, $600 million in banking system
withdrawals were reported; however, in recent months, some $200 million has flowed back into
the country. In terms ol total money leaving the country, analysts are uncertain whether it is
generated within Afghanistan or is moving through Afghanistan from other countries such as
Pakistan (Pakistan's strict currency controls makes ling through Kabul

Airport (KIA) an attractive option). Experts also do not know the ratio of licit and illicit monics
leaving the country. Given Alghanistan's general political uncertainty, lack of credible and safe
investment opportunitics, and unscttled clection, it appears that individuals moved more moncy
than normal out of the Afghan banking sector and country as a hedge before the elections. While
some of the money appears o be returning, Mission - with support from Washington agencies
and other posts in the region -- will work to closely monitor the cash movements, both as a sign
of public confidence in GIRoA and for possible illicit financial activitics. Lind summary.

Recent Trends

2.(8) While reports vary widely, records oblained from Kabul International Airport (KIA)
support suspicions large amounts of physical cash transit from Kabul to Dubai on a weekly,

monthly, and annual basis. According to confidential reports, more than $190 million left Kabul
for Dubai through KIA during July, August, and September. Actual amounts, however, could be
much larger. An official claiming first-hand knowledge recently told the Treasury Attache some

$75 million transited through KTA bound for Dubai in one day during the month of July. The
primary currencics identificd at the airport for these three months include (in declining order):
Saudi riyals, Euros, U.S. dollars, and UAE dirhams. Some Pakistani rupees and British pounds
were also declared, but in much smaller amounts. Comparatively, in 2008, app $600
million was declared at KIA and another 100 million Euros and 80 million British pounds were
declarcd bound for Dubai, according to available reports compiled by the Central Bank's
Financial Intelligence Unit. According to our sources, established couriers primarily use Pamir
Airlines, which is owned by Kabul Bank and influential Afghans such as Mahmood Karzai and
Mohammad Fahim who is President Hamid Karzai's current vice-presidential running mate.

One Factor: Election Uncase

3. (S) In an October 7 meeting, Afghan Central Bank Governor Abdul Qadeer Fitrat stressed
there are no indications of significant capital flight. He pointed to a stable exchange rate and
increasing asscts in the formal financial system as supporting his perspective. Litrat also
mentioned that the formal banking system is well capitalized and the regulatory capital ratio of
all banking institutions is above the minimum threshold (12 percent of risk-weighted asscts.)
Nevertheless, Fitrat did note the Central Bank was aware roughly $600 million had left
Afghanistan's banking system before the elections, due, he said, tainty as to the outcome of the
election and the prospects for the new government. Fitrat could not say what percentage of this
money actually left the country. (Note: Nor are there statistics showing how much was
withdrawn or transferred through the more informal hawala network. End note.) As of October 7,
more than $200 million has returned to the banking sector according to Fitrat. The Central Bank
Governor restated this figure in an October 13 meeting between Fitrat and the Coordinating
Director for Development and Liconomic Affairs (ref IB).

4.(C) Separately, and in the same timeframe as the meeting with Fitrat, CEOs from several
leading banks approached the Treasury Attache with concerns over significant cash withdrawals
and wire transfers to other accounts in Dubai and Europe. In separate meetings October 12,
several bankers reported deposits are growing and appeared positive about futurc prospects.
However, the various bankers noted widespread uncertainty about the ongoing election process
and overall sceurity situation will likely continuc to spook Afghanistan’s cxisting and potential
investors, an esult, undermine growth. One experienced banker flatly said no legitimate
business person would keep significant sums of money in Afghanistan right now given the
overwhelming risks of doing so.

KABUL 00003364 002 OF 002

Illicit Versus Licit

5. (C) Taking capital out of Afghanistan (physically through cash or value or by using wire
transfer) is not illegal, as long as it is declared. For example, formal financial flows (.g., wire




transfers) over $10,000 are recorded by banks and submitted to the Central Bank's Financial
Intelligence Unit for analysis. All 17 licensed banks submit these reports on a monthly basis.
Similarly, cash couriers transiting KIA or crossing the land border must declare carried cash if it
exceeds $20,000. This regulation is better enforced at KIA than along Afghanistan's porous
borders, which further complicates full-understanding of this already complex problem-set.

6. (S) While it is impossible to know for sure at this point, our sense is the money leaving
Afghanistan is likely a combination of illicit and licit proceeds. Drug traffickers, corrupt
officials, and to a large extent licit business owners do not benefit from keeping millions of
dollars in Afghanistan and instead are motivated (due to risk and return-on-investment) to move
value into accounts and investments outside of Afghanistan. For example, the United Arab
Emirates government revealed, as part of an ongoing Drug Enforcement Administration/Afghan
Threat Finance Cell investigation, that it had stopped Afghan Vice-President Ahmad Zia Masood
entering the country with $52 million earlier this year -- a significant amount he was ultimately
allowed to keep without revealing the money's origin or destination. Moreover, Sher Khan
Farnood, the Chairman of Kabul Bank, reportedly owns 39 properties on the Palm Jumeirah in
Dubai and has other financial interests spread widely beyond Afghanistan. (Note: Many other
notable private individuals and public officials maintain assets (primarily property) outside
Afghanistan, suggesting these individuals are extracting as much wealth as possible while
conditions permit. End note.)

Comment

7. (S) The sense among Mission elements is that significant volumes of cash leave Afghanistan
through wire transfers, the hawala network and physically through the airport. We do not know,
however, whether this money is generated within Afghanistan or brought in from other countries
such as Pakistan for transfer (Pakistan strictly enforces currency controls, making smuggling
through KTA an attractive option.) We also do not know the ratio of licit and illicit monies
leaving the country (with the former more likely to return at some point.) Given Afghanistan's
general political uncertainty, lack of credible and safe investment opportunities, and unsettled
election, we are inclined to believe several individuals moved more money than normal out of
the Afghan banking sector and country as a measure of protection before the elections. We will
continue to monitor and engage on the issue here. However, input from Washington agencies as
well as from other missions in the region will be key in developing a clearer understanding of the
composition, size, and directions of these cash flows. End comment.

EIKENBERRY
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“AFGHANISTAN’S OPIUM ECONOMY?”
A World Bank Report on Drugs

The World Bank issued a report in 2006 on “Afghanistan’s Opium Economy.” m just including the chapter summaries, but you can read the
whole thing on the World Bank website, including “Prices and Market Interactions in the Opium Economy.”

Isn'tit interesting that we’re fighting a “war on drugs,” yet over there we have no problem with this? Certainly those drugs are going to get
here eventually, again just follow the money. But obviously the Afghans involved can buy protection and continue doing their business.

Chapter |
Introduction and Overview:
and seriously affects Afg
source of corruption ai ty epre
While the chapters in this report cover diverse lnpu,\ and use different research methods, their findings are
broadly consistent and they have many common themes. This introductory chapter focuses on
methodology, main themes, chapter summaries, and conclusions and recommendations.

 sheer size and illicit nature of the opium economy mean that it infilirates
n's economy. state, society, and politics. The opium economy is a massive
: de 5

Chapter 2
Macroeconomic Impact of the Drug Economy and Counter-Narcotics Efforts: The opium economy is
equivalent to more than one-third of Afghanistan’s licit economy. Iit is the country's largest source of
export canings, and it comprises a major source of income and employment in rural areas. However,
because a lrge share of drug proceeds leave or never enter the country, and some of the rest are used for
imports, the impact of the opium economy is less than its size would suggest. Correspondingly, the harmful
macroeconomic effects of successful measures against drugs may be somewhat limited and manageable,
although monitoring is needed. The critical adverse development impact of counter-narcotics actions is on
poor farmers and rural wage laborers.

Chapter 3
Responding to the Challenge of Diversity in Opium Poppy Cultivation: This chapter argues that
diversily in rural household characteristics, asscls, and access to markets means a diverse patiern of
dependency on the opium economy. and of decision-making about whether to cultivate opium poppy under
varying local circumstances. There is also diversity in houscholds' responses to shocks Ttk elipinarion of
opium poppy cultivation in their locality, and to which degree they are able move into allernative
livelihoods, or remain dependent on opium. Households with the least assets and limited access to local
tesoutes (and, iigaion wat)and markst opporariis tnd tobothe must deperdent an o, Al of
this dive oy

with the diversity o i e han wnoruu it, and making use of the knowledge that has been gained
ahout rural households and opium cultivation in different localities

Chapter 4

Opium Trading Systems in Helmand and Ghor Provinces:This chapter looks into the next level up ~
opium traders and patterns of opiumtrade — based on fieldwork in Helmand, the dominant center of opium
production and trade in the south, and Ghor, a much more recent and marginal producer toward the west.
Geographical and climatic differences, continuity of different trading systems from the past, and drug-
related economic interactions between the two provinces, have shaped the very different size and evolution
of the opium trade. There is a case for anticipatory action in Ghor to restrict the spread of opium cultivation
in that province. A persistent theme s the engagement of key provincial and district authorities in the
opium economy, and both interdiction and eradication measures may have inadvertently contributed to key
drug industry actors and their sponsors gaining Lighter control over distribution and trade.

Chapter 5
Prices and Market Interactions in the Opium Economy: This chapter analyzes prices of opium and
opiates to assess price trends, market structure, and the degree of market integration. Opium prices in
Afghanistan have fluctuated sharply in recent years and have been volatile, reflecting supply side factors
(weather, cultivation buns) mediated somewhat by inventory adjustments. Spatial price patterns indicate
that opium markets are flexible and mobile: actions agains the opium economy can have an impact on
local markets, but they tend to encourage a shift of production and trade to other areas. Based on
economeric tests, opium markets have become less integrated in recent years, probably due to the differing
strength and effectiveness of counter-narcotics actions in different areas. Helmand and Kandahar in the
south appears (o be functioning as a “central market” for opium in Afghanistan.

Chapter 6

‘The Nexus of Drug Trafficking and Hawala in Afghanistan: This chapter explores the very important
but murky nexus between the drug industry and the informal financial transfer system (hawala). The
hawala system facilitates the transfer of dmg related funds in Afghanistan, whilé at the same time serving
as a vehicle for licit commercial tr ansactions, aid flows, and remiltances. In the settlement process hawala
dealers are heavily reliant on formal banking channels in regional countries around Afghanistan. The

positive role of the hawala system must be recognized, and through partnership and incentives it can
progressively be brought into compliance with existing registration and taxation provisions. The
international community also needs to be more diligent in its use of the hawala system to prevent its funds
from becoming intermingled with illicit transfers. But imposing stringent anti-money laundering standards
too quickly on the re-emerging formal financial sector risks alienating the Afghan people from using banks.
Anti-money laundering provisions need to be more strictly enforced for nearby countries’ banks which
support the hawala trade.

Chapter 7

Drug Trafficking and the Development of Organized Crime in Post-Taliban Afghanistan: This
chapter looks at the drug industry in Afghanistan from an organized crime perspective, focusing on its
consolidation, changing internal structure, and linkages with different levels of government. In an
environment of criminalization of narcotics, increasing albeit uneven law enforcement and eradication
campaigns, and ongoing efforts to rebuild state institutions, the drug industry in Afghanistan is becoming
increasingly consolidated. The chapter argues that at the top level, around 25-30 key traffickers, the
majority of them in southern Afghanistan, control major transactions and transfers, working closely with
sponsors in top government and political positions. The chapter concludes that there are no easy solutions
to the drug industry as an increasingly organized set of criminal activities. New analytical frameworks and
thinking will be needed, countering organized crime will require a careful balancing act, and improvements
in specialized law enforcement agencies alone will not be sufficient. Broader state-building and governance
improvements will be key.
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RETHINKING THE “WAR ON TERROR?”

The Rand Report on Terrorism

The Rand Corporation has been around forever, it seems, doing policy analysis for the government on all kinds of things. | mean, the
government is always basing policies on what the Rand people say. Well, in 2008, Rand came out with a major study titled “How Terrorist
Groups End,” look-Rand came out with a major study titled “How Terrorist Groups End,” looking at data on all such between 1968 and 2006.

Their findings apparently weren’t too heartening to our policy-makers, if they bothered to read the study. The whole war on terror notion needs
to be rethought, according to Rand, because in simple terms “countering al Qa’ida has focused far too much on the use of military force.”

If the government follows Rand on other matters, why not give them due consideration on this? Supposedly this is their job and they're the
experts. | mean, realistically, the “war on terror” is the equivalent of trying to exterminate the Hells Angels. You don’'t need the military to do it!

Here’s the two-page summary of the study, including how you can order the whole thing.

I hope after digesting all this—if you can stomach it, pardon the pun you'll agree with me that it's time to end these “phony wars on terror” and
get down to the serious business of rebuilding our own democracy from the ground up. Let me close with a quote from Theodore Roosevelt,
from his Progressive Party presidential platform in 1912:

“Behind the ostensible government sits enthroned an invisible government owing no allegiance and acknowledging no responsibility to the
people. To destroy this invisible government, to befoul this unholy alliance between corrupt business and corrupt politics is the first task of

statesmanship.”

Research Brief

How Terrorist Groups End

Implications for Countering al Qa’ida

Quida or other terrorist groups without

understanding how such groups end. While
itis clear that U.S. policymakers will need to
turn to a range of policy instruments to conduct

he United States cannor conduct an effec-
tive counterterrorism campaign against al

such campaigns—including careful police and
intelligence work, military force, poliical nego-
tiations, and economic sanctions—what is less
clear is how they should prioriize U.S. effors.

A recent RAND rescarch cffort sheds light
on this issue by investigating how terrorist
groups have ended in the past. By analyzing a
comprehensive roster of terrorist groups that
existed worldwide between 1968 and 2006, the
authors found that most groups ended because of
operations carried out by local police or intel-
ligence agencies or because they negotiated a
setdlement with their governments. Military force
was rarely the primary reason « terrorist group
ended, and few groups within this time frame
achieved victory.

These findings suggest thar the U.S.
approach to countering al Qa'ida has focused far

itary force. Instead,
policing and intelligence should be the backbone
of ULS. eforts,

too much on the use of

of the End

504072138
T 310392001
ax 31093 4818

©RanD 2008

www.rand.org

First i
of Terrorist Groups
This was the first systematic look at how terrorist
groups end. The authors compiled and analyzed a
data set of all cerrorist groups between 1968 and
2006, drawn from a terrorism-incident database
that RAND and the Memorial Institute for the
Prevention of Terrorism jointly overscc. The
authors used that data to identify the primary
reason for the end of groups and to statistically
analyze how economic conditions, regime type,
size, ideology, and group goals affected their
survival. They then conducted comparative case

Abstract

How do terrorist groups end? The evidence.
since 1968 indicates that ferrorist groups rarely
cease fo exist as a result of winning or los-

ing a military campaign. Rather, most groups
endlbecause of operations carried outlby local
police or intelligence agencies or because they
join the political process. This suggests that the
United States should pursue a counterterror-
ism strategy against ol Qaida that emphasizes

policing and intelligence gathering rather than
@ “war on ferrorism? approach tht relies
heavily on military force.

scudies of specific terrorist groups to understand
how they ended.

OF the 648 groups that were active at some
point berween 1968 and 2006, a total of 268
ended during that period. Another 136 groups
splintered, and 244 remained active. As depicted
in the figure on the next page, the authors found
that most ended for one of two reasons: They
were penetrated and eliminated by local police
and intelligence agencies (40 percent), or they
reached a peaceful political accommodation with
their government (43 percent). Most terrorist
groups that ended because of politics sought
narrow policy goals. The narrower the goals,
the more likely the group was to achieve them
through political accommadation—and thus the
more likely the government and terrorists wer to
reach a negotiared settlement.

In 10 percent of cases, terrorist groups ended
because they achieved vicrory. Military force
led to the end of terrorist groups in 7 percent of
cases. The authors found that militaries tended
0 be most cffective when used against terror-
ist groups engaged in insurgencies in which



How 268 Terrorist Groups Worldwide Ended, 19682006

Military force
7%

Victory
10%

Politics
43%

Policing
20%

the groups were large, well armed, and well organized. But
against most terrorist groups, military force was usually too
blunt an instrument.
The analysis also found that
* religiously motivated terrorist groups took longer to
eliminate than other groups bu rarely achieved their
objectives; no religiously motivated group achieved vic-
tory during the period studied.
* size significantly determined a group’s fate. Groups
exceeding 10,000 members were victorious more than
25 percent of the time, while victory was rare for groups
below 1,000 members.
* terrorist groups from upper-income countries are much
more likely to be left-wing or nationalist and much less
likely to be motivated by religion.

Police-Oriented Counterterrorism Rather Than a
“War on Terrorism”

‘What does this mean for counterterrorism efforts against al
Qa'ida? After September 11, 2001, U.S. strategy against al
Qa'ida concentrated on the use of military force. Although

the United States has employed nonmilitary instruments—
cutting off terrorist ing or providing forcign
for example—U.S. policymakers continue to refer to the

strategy as a “war on terrorism.”

But military force has not undermined al Qa'ida. As of
2008, al Qa’ida has remained a strong and competent orga-
nization. Its goal is intact: to establish a pan-Islamic caliph-
ate in the Middle East by uniting Muslims to fight infidels
and overthrow West-friendly regimes. It continues to employ
terrorism and has been involved in more terrorist attacks
around the world in the years since September 11, 2001, than
in prior years, though engaging in no successful attacks of
a comparable magnitude to the attacks on New York and
‘Washington.

Al Qa'ida’s resilience should trigger a fundamental
rechinking of U.S. strategy. Its goal of a pan-Islamic caliph-
ate leaves little room for a negotiated political settlement
with governments in the Middle East. A more effective U.S.
approach would involve a two-front strategy:

* Make policing and intelligence the backbone of U.S.
efforts. Al Qa’ida consists of a network of individuals
who need to be tracked and arrested. This requires care-
ful involvement of the Central Intelligence Agency and
Federal Bureau of Investigation, as well as their coopera-
tion with forcign police and inrelligence agencies.
Minimize the use of U.S. military force. In most opera-
tions against al Qa’ida, local military forces frequently
have more legitimacy to operate and a better understand-
ing of the operating environment than U.S. forces have.
‘This means a light U.S. military footprint or none at all.

Key to this strategy is replacing the war-on-terrorism
orientation with the kind of counterterrorism approach that
is employed by most governments facing significant ter-
rorist threats today. Calling the cfforts a war on terrorism
raises public expectations—both in the United States and
elsewhere—that there is a battlefield solution. It also tends to
legitimize the terrorists’ view that they are conducting a jihad
(holy war) against the United States and elevates them to
the status of holy warriors. Terrorists should be perceived as
criminals, not holy warriors. m
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RESOURCES FOR CURIOUS READERS

If you're interested in following the document trail in the future, there are plenty of places to look, including those listed below. | found these links
especially useful in putting together this book. It's time we used the “information age” to our advantage, in reclaiming our democracy from the
secret-keepers.

*WIKILEAKS: By the time this book is published, who knows where you'll find Julian Assange’s team? Right now, you can look at
www.mirror.wikileaks.info. They have a list of the growing number of “mirror sites” that plan to publish the State Department cables and other
documents. WikiLeaks is a nonprofit organization that launched their website in 2006 and, within their first year of existence, had a database of
over 1.2 million documents. They publish submissions of private, secret, and classified documents obtained from anonymous sources and
news leaks.

*CRYPTOME: Their website has been around since 1996, hosted in the U.S.A. “Cryptome welcomes documents for publication that are
prohibited by governments worldwide, in particular material on freedom of expression, privacy, cryptology, dual-use technologies, national
security, intelligence, and secret governance—open, secret and classified documents—but not limited to those.” They've hosted more than
54,000 files, including suppressed photos of American soldiers killed in Iraq, purported agents for Britain’s MI6, and much more. They have two
DVDs loaded with hard-to-find documents leaked by whistleblowers both government and private, available for a $25 donation. Check out
http://cryptome.org for some fascinating browsing.

*NATIONAL SECURITY ARCHIVE: This is an independent research institute and library, located on the George Washington University
campus. They are an amazing repository of government records listed by topic, historical and contemporary, from the Cuban Missile Crisis to
the war in Afghanistan and more. They get their documents by a variety of ways, including the Freedom of Information Act, Mandatory
Declassification Review, collections of presidential papers, congressional records, and court testimony. The Archive was behind the
groundbreaking legal effort to preserve millions of pages of White House email records from the Reagan, Bush, and Clinton administrations.
Check out www.nsarchive.org to find the vast amount of material that they' ve gathered.

*GOVERNMENT ATTIC: This website posts electronic copies of hundreds of interesting federal government documents obtained under the
Freedom of Information Act. They recently revamped their document menu to consist of four distinct parts: Department of Defense; Department
of Justice; Executive Branch Departments, the White House and Legislative Agencies; Independent Federal Agencies, Govt. Corporations and
State/Misc. Records. Go to: www.governmentattic.org.

*PUBLIC INTELLIGENCE: Administrator Michael Haynes tells us: “This is an international collaborative research initiative working to
facilitate equal access to information by enabling anyone to anonymously submit documents or information for online publication. In less than
two years of operation, the site has published thousands of restricted documents related to issues of national security, the war in Afghanistan,
banking and international finance, as well as government and corporate surveillance. The site maintains one of the largest collections of
documents produced by U.S. fusion centers available to the public.” Go to: http:/publicintelligence.net.

*THE MARY FERRELL FOUNDATION: This nonprofit is your best source for documents about the assassinations of the 1960s, the
Watergate scandal, and the post-Watergate investigations into intelligence abuses. The digital archive contains over 1.2 million pages of
documents, government reports, books, essays, and multimedia. Go to: www.maryferrell.org.

*OPEN THE GOVERNMENT: It's a coallition composed of journalists, consumer and “good government” groups, library groups,
environmentalists, labor and others coming together to make the federal government a more open place. They're non-partisan and include
progressives, libertarians and conservatives. Go to: www.OpenTheGovernment.org.

*OPENLEAKS: This is a new website scheduled to be up-and-running in 2011. lts founders have been closely linked to WikiLeaks in the
past, but have since parted ways and are describing themselves as more of a technological service provider to media organizations than as a
central hub for leaks. Go to: www.openleaks.org.

*DOCUMENTCLOUD: Program Director Amanda Hickman tells us: “DocumentCloud (http://www.documentcloud.org) is a catalog of
primary source documents and a free and open-source tool that reporters use to annotate, analyze, organize, and publish documents they're
reporting on. DocumentCloud’s catalog, assembled by reporters, archivists, and researchers, includes everything from FBI files to sample
ballots, Coast Guard logs to legistation, and court filings. The project is designed to help reporters publish more of their primary source
documents online, and to make those documents accessible to the general public in an indexed catalog.”



*CIA: The Central Intelligence Agency has a digital database called CREST that consists entirely of declassified documents. A finding aid is
located at: www.foia.cia.gov/search_archive.asp.

*OPEN SECRETS: This is your prime resource for tracking money in American politics and how it affects elections and public policy. It's
part of the Center for Responsive Politics. Go to: www.opensecrets.org.

*THE FEDERATION OF AMERICAN SCIENTISTS (www.fas.org) offers a rich archive of resources on national security policy. The

Federation's Secrecy News blog (www.fas.org/blog/secrecy) produces original reporting on U.S. government secret policy and provides direct
access to valuable official records that have been withheld, withdrawn or are otherwise hard to find.

*THE NATIONAL ARCHIVES (www.archives.gov) is the repository for millions of government documents, and their Archive-It FOIA
Collection lists sites that deal with FOIA requests at: www.archives.gov/ogis/foia-records.html.

Now get this—there are 407 million pages of classified documents waiting to be opened to the public at the National Archives. Mostly these
consist of a backlog of historical records more than twenty-five years old and it's a slow-moving process. But they do have a National
Declassification Center that was created by President Obama’s Executive Order at the end of 2009. For example, the CIA still has around
50,000 pages of classified records related to the Kennedy assassination. What could the CIA still be protecting after almost fifty years?

Of course, you can always file Freedom of Information Act requests yourself, and this is an important tool of democracy. There’s a report
called “Rummaging in the Government’s Attic: Lessons Learned from 1,000 FOIA Requests” from 2010, available at:
www.governmentattic.org/3docs/Rummaging_2010.pdf.

And just in case you're wondering what the feds might have on you, check out www.GetMyF Bffile.com.



