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Preface

My objective in writing this book was to produce a general, comprehensive textbook that treats all the
essential core areas of cryptography. Although many books and monographs on cryptography have been
written in recent years, the majority of them tend to address specialized areas of cryptography. On the
other hand, many of the existing general textbooks have become out-of-date due to the rapid expansion of
research in cryptography in the past 15 years.

| have taught a graduate level cryptography course at the University of Nebraska-Lincoln to computer
science students, but | am aware that cryptography courses are offered at both the undergraduate and
graduate levels in mathematics, computer science and electrical engineering departments. Thus, | tried to
design the book to be flexible enough to be useful in a wide variety of approaches to the subject.

Of course there are difficulties in trying to appeal to such a wide audience. But basically, | tried to do
things in moderation. | have provided a reasonable amount of mathematical background where it is
needed. | have attempted to give informal descriptions of the various cryptosystems, along with more
precise pseudo-code descriptions, since | feel that the two approaches reinforce each other. As well, there
are many examples to illustrate the workings of the algorithms. And in every case | try to explain the
mathematical underpinnings; | believe that it is impossible to really understand how a cryptosystem works
without understanding the underlying mathematical theory.

The book is organized into three parts. The first part, Chapters 1-3, covers private-key cryptography.
Chapters 4@E9 concern the main topics in public-key cryptography. The remaining four chapters provide
introductions to four active research areas in cryptography.

The first part consists of the following material: Chapter 1 is a fairly elementary introduction to simple
"classical" cryptosystems. Chapter 2 covers the main elements of Shannon’s approach to cryptography,
including the concept of perfect secrecy and the use of information theory in cryptography. Chapter 3 is a
lengthy discussion of theata Encryption Standard; it includes a treatment of differential cryptanalysis.

The second part contains the following material: Chapter 4 concerRSt®ublic-key Cryptosystem

together with a considerable amount of background on number-theoretic topics such as primality testing
and factoring. Chapter 5 discusses some other public-key systems, the most important Et@antihé
Systembased on discrete logarithms. Chapter 6 deals with signature schemes, su@igkathe

Signature Standard and includes treatment of special types of signature schemes such as undeniable and
fail-stop signature schemes. The subject of Chapter 7 is hash functions. Chapter 8 provides an overview of
the numerous approaches to key distribution and key agreement protocols. Finally, Chapter 9 describes
identification schemes.



The third part contains chapters on selected research-oriented topics, namely, authentication codes, secret
sharing schemes, pseudo-random number generation, and zero-knowledge proofs.

Thus, | have attempted to be quite comprehensive in the "core" areas of cryptography, as well as to

provide some more advanced chapters on specific research areas. Within any given area, however, | try to
pick a few representative systems and discuss them in a reasonable amount of depth. Thus my coverage of
cryptography is in no way encyclopedic.

Certainly there is much more material in this book than can be covered in one (or even two) semesters.
But | hope that it should be possible to base several different types of courses on this book. An
introductory course could cover Chapter 1, together with selected sections of Chapters 2E5. A second or
graduate course could cover these chapters in a more complete fashion, as well as material from Chapters
6CE9. Further, | think that any of the chapters would be a suitable basis for a "topics" course that might
delve into specific areas more deeply.

But aside from its primary purpose as a textbook, | hope that researchers and practitioners in cryptography
will find it useful in providing an introduction to specific areas with which they might not be familiar.

With this in mind, | have tried to provide references to the literature for further reading on many of the
topics discussed.

One of the most difficult things about writing this book was deciding how much mathematical background
to include. Cryptography is a broad subject, and it requires knowledge of several areas of mathematics,
including number theory, groups, rings and fields, linear algebra, probability and information theory. As
well, some familiarity with computational complexity, algorithms and NP-completeness theory is useful. |
have tried not to assume too much mathematical background, and thus | develop mathematical tools as
they are needed, for the most part. But it would certainly be helpful for the reader to have some familiarity
with basic linear algebra and modular arithmetic. On the other hand, a more specialized topic, such as the
concept of entropy from information theory, is introduced from scratch.

| should also apologize to anyone who does not agree with the phrase "Theory and Practice” in the title. |
admit that the book is more theory than practice. What | mean by this phrase is that | have tried to select
the material to be included in the book both on the basis of theoretical interest and practical importance.
So, | may include systems that are not of practical use if they are mathematically elegant or illustrate an
important concept or technique. But, on the other hand, | do describe the most important systems that are
used in practice, e.dQES and other U. S. cryptographic standards.

I would like to thank the many people who provided encouragement while | wrote this book, pointed out
typos and errors, and gave me useful suggestions on material to include and how various topics should be
treated. In particular, | would like to convey my thanks to Mustafa Atici, Mihir Bellare, Bob Blakley,

Carlo Blundo, Gilles Brassard, Daniel Ducharme, Mike Dvorsky, Luiz Frota-Mattos, David Klarner, Don
Kreher, Keith Martin, Vaclav Matyas, Alfred Menezes, Luke O’Connor, William Read, Phil Rogaway,

Paul Van Oorschot, Scott Vanstone, Johan van Tilburg, Marc Vauclair and Mike Wiener. Thanks also to
Mike Dvorsky for helping me prepare the index.

Douglas R. Stinson
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Chapter 1
Classical Cryptography

1.1 Introduction: Some Simple Cryptosystems

The fundamental objective of cryptography is to enable two people, usually referred to as Alice and Bob,
to communicate over an insecure channel in such a way that an opponent, Oscar, cannot understand what
is being said. This channel could be a telephone line or computer network, for example. The information
that Alice wants to send to Bob, which we call "plaintext," can be English text, numerical data, or anything
at all < its structure is completely arbitrary. Alice encrypts the plaintext, using a predetermined key, and
sends the resulting ciphertext over the channel. Oscar, upon seeing the ciphertext in the channel by
eavesdropping, cannot determine what the plaintext was; but Bob, who knows the encryption key, can
decrypt the ciphertext and reconstruct the plaintext.

This concept is described more formally using the following mathematical notation.

DEFINITION 1.1 A cryptosystem is a five-tuple{p-ce K,£. D) , Where the following conditions are
satisfied:

1. 'P is a finite set of possible plaintexts

2. Cis afinite set of possible ciphertexts

3. )'C , the keyspace, is a finite set of possible keys

4. Foreachll € K , there is an encryption rulee€ Eanda corresponding decryption rule

dic € D gacher ! P = Canddk : € = P are functions such thatdek (< 1>x)) =
x for every plaintex € P.

The main property is property 4. It says that if a plaint@gtencrypted usingk, and the resulting
ciphertext is subsequently decrypted usipg then the original plaintextresults.

Alice and Bob wiill employ the following protocol to use a specific cryptosystem. First, they choose a

random ke)K = K. This is done when they are in the same place and are not being observed by
Oscar, or, alternatively, when they do have access to a secure channel, in which case they can be in
different places. At a later time, suppose Alice wants to communicate a message to Bob over an insecure
channel. We suppose that this message is a string



X=I1$2....’Ifﬂ

for some integen > 1, where each plaintext symkZz P , 1<i <n. Eachx; is encrypted using the
encryption ruleex specified by the predetermined K€yHence, Alice computeg =ex (Xj</I>), 1 <
< n, and the resulting ciphertext string

Y=WY2...-Un

is sent over the channel. When Bob receivgs V. . . ¥, he decrypts it using the decryption functiqq, d
obtaining the original plaintext string,1%>. . .X,. See Figure 1.1 for an illustration of the communication
channel.

o of e
l 1

Figure1.1 The Communication Channel

Clearly, it must be the case that each encryption functipisen injective function (i.e., one-to-one),
otherwise, decryption could not be accomplished in an unambiguous manner. For example, if

y = eg(r1) = ex(z2)

where % # Xo, then Bob has no way of knowing whether y should decrygt¢o x,. Note that if

P , it follows that each encryption function is a permutation. That is, if the set of plaintexts and
ciphertexts are identical, then each encryption function just rearranges (or permutes) the elements of this
set.

1.1.1 The Shift Cipher

In this section, we will describe tiaift Cipher, which is based on modular arithmetic. But first we
review some basic definitions of modular arithmetic.

DEFINITION 1.2 Suppose a and b are integers, and m is a positive integer. Then we s/hitéveod m)
if m divides b - a. The phrase=sb (mod m) is read as "a is congruent to b modulo m." The integer m is
called the modulus.

Suppose we divide a and b by m, obtaining integer quotients and remainders, where the remainders are
betweenO0Oand m-1. Thatis,asm+rqiandb=pm+ro,whereri<m-land&rpo<m-1.

Then it is not difficult to see that=ab (mod m) if and only ifyr = ro. We will use the notation a mod m
(without parentheses) to denote the remainder when a is divided by m, i.e., the valhoe. Thus & b

(mod m) if and only if a mod m = b mod m. If we replace a by a mod m, we say that a is reduced modulo
m.



REMARK Many computer programming languages define a mod m to be the remainder in the range -m +
1,..., m-1having the same sign as a. For example, -18 mod 7 would be -4, rather than 3 as we defined
it above. But for our purposes, it is much more convenient to define a mod m always to be nonnegative.

We can now define arithmetic modquEm is defined to be the set {0, . . ., m-1}, equipped with two

operations, + and x. Addition and multiplication E!m work exactly like real addition and
multiplication, except that the results are reduced modulo m.

For example, suppose we want to compute 11 x .’Elﬁ . As integers, we have 11 x 13 =143. To
reduce 143 modulo 16, we just perform ordinary long division: 143 =8 x 16 + 15, so 143 mod 16 = 15,

and hence 11 x 13 =15 iElﬁ )

Previous| Table of Contents Next
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These definitions of addition and multiplicationEm satisfy most of the familiar rules of arithmetic. We
will list these properties now, without proof:

addition isclosed, i.e., for any@; @ € T 0+ b€ Ly,

addition iscommutative, i.e., for any@s b€ Zy, ,a+b=b+a

addition isassociative, i.e., for any®s b,c€ Em ,@+b)+c=a+({p+c)

0 is anadditive identity, i.e., for any@ = zanrt ,a+0=0+a=a

theadditive inverse of any@® € E‘m ism-a, i.e.,a+(m-a) = (ma)+a = 0 for any® = Em
multiplication isclosed, i.e., for anyﬂrb € &, ab € Zy,

multiplication iscommutative, i.e., for anyﬂw be Em ,ab =ba

N o g s~ DN

Figure 1.2 Shift Cipher

8. multiplication isassociative, i.e., for any&s bce Znp , (@b)c = a(bc)
9. 1 is amultiplicative identity, i.e., for any&® = Em ,axl=1xa=a

10. multiplicationdistributes over addition, i.e., for an@s b,c € L , (@+b)c = (ac) + (bc) and
a(b +c) (ab) + (ac).

Properties 1, 3-5 say thzm forms an algebraic structure callegraup with respect to the addition
operation. Since property 2 also holds, the group is saiddbetian.

Properties 1-10 establish trEm is, in fact, aring. We will see many other examples of groups and rings
in this book. Some familiar examples of rings include the intez'rsthe real number:R ; and the

complex numbers'g: . However, these are all infinite rings, and our attention will be confined almost
exclusively to finite rings.

Since additive inverses existzm , we can also subtract elementzzm . We definea - bin Z-m to be
a +m-b modm. Equivalently, we can compute the integerb and then reduce it modufo.



For example, to compute 11 - 18Z31 , we can evaluate 11 + 13 mod 31 = 24. Alternatively, we can first
subtract 18 from 11, obtaining -7 and then compute -7 mod 31 = 24.

We present th&hift Cipher in Figure 1.2. It is defined OVtFE?ﬁ since there are 26 letters in the English
alphabet, though it could be defined ozm for any modulusn. It is easy to see that tihift Cipher
forms a cryptosystem as defined above, dg(ek (< 1>x)) = x for every+ € EEFL

REMARK For the particular kel{ = 3, the cryptosystem is often called @&esar Cipher, which was
purportedly used by Julius Caesar.

We would use th&hift Cipher (with a modulus of 26) to encrypt ordinary English text by setting up a
correspondence between alphabetic characters and residues modulo 26 asfolo8 - 1,... Z
~ 25. Since we will be using this correspondence in several examples, let’s record it for future use:

A|B|C|D|E|F|G|H|I|J|K|L|M
oj1}2|3 4|5 |6 |7 |8|9|10]11|12

N|o|P|Q|R|S|T|V|V|W|X]|Y]|Z
Blfi15[16[17[18[19[20]21| 22232425

A small example will illustrate.
Example 1.1

Suppose the key forshift Cipher isK = 11, and the plaintext is

wewi | | meet at m dni ght .

We first convert the plaintext to a sequence of integers using the specified correspondence, obtaining the
following:

22 4 22 8 11 11 12 4 4 19
0 19 12 8 3 13 8 6 7 19

Next, we add 11 to each value, reducing each sum modulo 26:
7 15 7 19 22 22 23 15 15 4

11 4 23 19 14 24 19 17 18 4

Finally, we convert the sequence of integers to alphabetic characters, obtaining the ciphertext:

HPHTWAKPPEL EXTOYTRSE



To decrypt the ciphertext, Bob will first convert the ciphertext to a sequence of integers, then subtract 11
from each value (reducing modulo 26), and finally convert the sequence of integers to alphabetic
characters.

REMARK In the above example we are using upper case letters for ciphertext and lower case letters for
plaintext, in order to improve readability. We will do this elsewhere as well.

If a cryptosystem is to be of practical use, it should satisfy certain properties. We informally enumerate
two of these properties now.

1. Each encryption functioekx and each decryption functiatx should be efficiently computable.

2. An opponent, upon seeing a ciphertext styinghould be unable to determine the kethat was
used, or the plaintext string

The second property is defining, in a very vague way, the idea of "security." The process of attempting to
compute the ke¥, given a string of ciphertext is calledcryptanalysis. (We will make these concepts

more precise as we proceed.) Note that, if Oscar can detefiniinen he can decryptjust as Bob

would, usingdk . Hence, determining is at least as difficult as determining the plaintext stxing

We observe that thehift Cipher (modulo 26) is not secure, since it can be cryptanalyzed by the obvious
method ofexhaustive key search. Since there are only 26 possible keys, it is easy to try every possible
decryption ruledk until a "meaningful” plaintext string is obtained. This is illustrated in the following

example.

Previous Table of Conten’ts Ngxt
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Example 1.2

Given the ciphertext string

JBCRCLQRWCRVNBJ ENBWRV,
we successively try the decryption kel d4, etc. The following is obtained:

j berel grwer vnbj enbwr wn
i abgbkpgvbqunai dmavgvm
hzapaj opuapt | zhcl zupul
gyzozi not zoskygbkyt ot k
f xynyhmmsynr j xf aj xsnsj
ewxnxgl nt xngi wezi wrnri
dvw wf kl g phvdyhvgl gh
cuvkvej kpvkogucxgupkpg
bt uj udi j ouj nf t bwf t o] of
astitchinti nesavesni ne

At this point, we have determined the plaintext and we can stop. Thekey9s

On average, a plaintext will be computed after trying 26/2 = 13 decryption rules.

Figure 1.3 Substitution Cipher

As the above example indicates, a necessary condition for a cryptosystem to be secure is that an
exhaustive key search should be infeasible; i.e., the keyspace should be very large. As might be expected,
a large keyspace is not sufficient to guarantee security.

1.1.2 The Substitution Cipher

Another well-known cryptosystem is tlibstitution Cipher. This cryptosystem has been used for
hundreds of years. Puzzle "cryptograms" in newspapers are exampldsstfution Ciphers. This
cipher is defined in Figure 1.3.

Actually, in the case of th8ubstitution Cipher, we might as well takp and'c both to be the 26-letter

English alphabet. We usEEﬂ in theShift Cipher because encryption and decryption were algebraic
operations. But in thBubstitution Cipher, it is more convenient to think of encryption and decryption as



permutations of alphabetic characters.

Here is an example of a "random" permutatimnyhich could comprise an encryption function. (As
before, plaintext characters are written in lower case and ciphertext characters are written in upper case.)

alblcld|le]|f|la|lb]i]li|k]|l]|m
X|N|YATH|PIO|G[Z|Q|WIB]|T
nrap glr]s|t|ule t.r.rl.zy z
S|FILIR|C|V|M|UIE|K|J][D]|T

Thus,er(a) = X, eq(b) =N, etc. The decryption function is the inverse permutation. This is formed by
writing the second lines first, and then sorting in alphabetical order. The following is obtained:

A|B|C|D|E|F|G|H|I|J|K|L|M
d|f|r v|ie|h|lelz|z|w]|p]| t

¥
N|o|P|Q|RIS|T|U|V|W|X|Y|Z
blg|flilalnlmiuls|k|al|c]i

Hencedx(A) =d, dz(B) =1, etc.

As an exercise, the reader might decrypt the following ciphertext using this decryption function:

MGZVYZL GHCVHI MY XSSFMNHAHYCDL VHA.

A key for theSubstitution Cipher just consists of a permutation of the 26 alphabetic characters. The
number of these permutations is 26!, which is more than 4.(1°-§<, &0very large number. Thus, an
exhaustive key search is infeasible, even for a computer. However, we shall see lateulissitugion
Cipher can easily be cryptanalyzed by other methods.

1.1.3 The Affine Cipher

The Shift Cipher is a special case of tiubstitution Cipher which includes only 26 of the 26! possible
permutations of 26 elements. Another special case @ubstitution Cipher is theAffine Cipher,
which we describe now. In thfine Cipher, we restrict the encryption functions to functions of the form

e(x) = ar + b mod 26,

a, S EEE— These functions are calleffine functions, hence the namgffine Cipher. (Observe that
whena = 1, we have &hift Cipher.)

In order that decryption is possible, it is necessary to ask when an affine function is injective. In other
words, for any¥ € Zag , we want the congruence



ar + b=y (mod 26)

to have a unique solution far This congruence is equivalent to

ar =y — b (mod 26).
Now, asy varies ove EEG , SO, too, doeg - b vary overEZG . Hence, it suffices to study the congruence
ax=y (mod 26)¥ € Z26

We claim that this congruence has a unique solution for eniégnd only if gcdg, 26) = 1 (where the
gcd function denotes the greatest common divisor of its arguments). First, suppose &ha6ycd( > 1.

Then the congruen@x = 0 (mod 26) has (at least) two distinct solutionz*zﬁ , hamelyx = 0 andx =
26/d. In this case(x) = ax + b mod 26 is not an injective function and hence not a valid encryption
function.

For example, since gcd(4, 26) = 2, it follows that47 is not a valid encryption functiorandx + 13
will encrypt to the same value, for a-£, € E‘EE}-

Let's next suppose that ged@6) = 1. Suppose for sormg andx», that
azr, = axs (mod 26).
Then
a(r; — x3) = 0 (mod 26),
and thus
26 | a{z; — x2).

We now make use of a property of division: if ggdf) = 1 anda | bc, thena | c. Since 26f(x1 - X2) and
gcd@, 26) = 1, we must therefore have that

26| (z1 — z2)
i.e.,Xx1 =X (mod 26).

At this point we have shown that, if ged@6) = 1, then a congruence of the faxeE y (mod 26) has, at
most, one solution iEEE‘r . Hence, if we lex vary overEEE‘r , thenax mod 26 takes on 26 distinct values

modulo. 26. That is, it takes on every value exactly once. It follows that, fy E, Zag , the
congruencex =y (mod 26) has a unique solution for



There is nothing special about the number 26 in this argument. The following result can be proved in an
analogous fashion.

THEOREM 1.1

The congruence ax = b (modm) has a unique solution T € Em for every b e Em if and only if
gcd(a, m) = 1.

Since 26 = 2 x 13, the values@ € Ezﬁ such that gcd( 26) =1 ar@a=1, 3,5,7,9, 11, 15, 17, 19, 21,

23, and 25. The parametecan be any elementzﬂ‘- . Hence thé\ffine Cipher has 12 x 26 = 312
possible keys. (Of course, this is much too small to be secure.)

Let's now consider the general setting where the modulus\ge need another definition from number
theory.

Previous Table of Conten’ts Ngxt

Copyright © CRC Press LLC



Cryptography: Theory and Practice
by Douglas Stinson
CRC Press, CRC Press LLC

ISBN: 0849385210 Pub Date:03/17/95

Previous Table of Contenks Naxt

DEFINITION 1.3 Suppose & 1 and n= 2 are integers. If gqd, m) = 1,then we say that a and m are

relatively prime. The number of integerszm that are relatively prime to m is often denotedpby)
(function is called the Euler phi-functian)

A well-known result from number theory gives the valug(ofi) in terms of the prime power factorization
of m. (An integemp > 1 isprimeif it has no positive divisors other than 1 gndvery integem > 1 can be
factoredas a product of powers of primes in a unique way. For example, 6<=3% 5 and 98 = 2 x

72.) We record the formula fagm) in the following theorem.

THEOREM 1.2

Suppose

n
m = pr"

where the p's are distinct primes andg e 0, 1<i <n. Then

It follows that the number of keys in tiAdfine Cipher overEm is mp(m), whereg@(m) is given by the
formula above. (The number of choiceslias m, and the number of choices #®is ¢(m), where the
encryption function ig(x) = ax+ b.) For example, whem = 60,¢(60) = 2 x 2 x 4 = 16 and the number of
keys in theAffine Cipher is 960.

Let’'s now consider the decryption operation in Atitne Cipher with modulusm = 26. Suppose that
gcd@, 26) = 1. To decrypt, we need to solve the congrugicax + b (mod 26) forx. The discussion

above establishes that the congruence will have a unique squEEﬁm but it does not give us an
efficient method of finding the solution. What we require is an efficient algorithm to do this. Fortunately,
some further results on modular arithmetic will provide us with the efficient decryption algorithm we seek.



We require the idea of a multiplicative inverse.

DEFINITION 1.4 Suppost® € Ly  The multiplicative inverse of a is an elem® ™" € Zm such
that aal =al a=1 (modm).

By similar arguments to those used above, it can be showa lilaata multiplicative inverse moduioif
and only if gcdg, m) = 1; and if a multiplicative inverse exists, it is unique. Also, observe that #1,

thena=b1. If pis prime, then every non-zero elemenzﬁ' has a multiplicative inverse. A ring in which
this is true is called geld.

In a later section, we will describe an efficient algorithm for computing multiplicative inveriZmilfor

anym. However, irEEﬁ , trial and error suffices to find the multiplicative inverses of the elements
relatively prime to 26: £ = 1,31 =9, 51 =21, 71 =15, 111 = 19, 171 =23, and 25 = 25. (All of
these can be verified easily. For example, 7 x 15 ==1D%nod 26, so % = 15.)

Consider our congruenges ax + b (mod 26). This is equivalent to
ax =y — b (mod 26).

Since gcd4, 26) = 1,a has a multiplicative inverse modulo 26. Multiplying both sides of the congruence
by a1, we obtain

a!{az) = a ! (y — b) (mod 26).

Figure 1.4 Affine Cipher

By associativity of multiplication modulo 26,
a '(az) = (a 'a)r = 1z = =.
Consequentlyx = a-1(y - b) (mod 26). This is an explicit formula fer that is, the decryption function is
dly) = a~!(y — b) mod 26.

So, finally, the complete description of tA#fine Cipher is given in Figure 1.4. Let’s do a small example.
Example 1.3

Suppose that = (7, 3). As noted above;¥mod 26 = 15. The encryption function is

exl(r) =Tz + 3,



and the corresponding decryption function is
di (y) = 15(y — 3) = 15y — 19,
where all operations are performecEEG . Itis good check to verify thal (ek (< I>x)) = x for all
z € Z26 computing ir&26 , we get
dx(ex(r)) = dr(7z + 3)
=15(Tx+3)-19
=r+45-19

= I.

Figure 1.5 Vigenere Cipher

To illustrate, let's encrypt the plaintetkxdt. We first convert the lettefs o, t to residues modulo 26. These
are respectively 7, 14, and 19. Now, we encrypt:

7 x7+ 3 mod 26 = 52 mod 26 =0
7 x 14 + 3 mod 26 = 101 mod 26 =23
7 x 19+ 3 mod 26 = 136 mod 26 = 6.

So the three ciphertext characters are 0, 23, and 6, which corresponds to the alphab&iXGthivig
leave the decryption as an exercise for the reader.

1.1.4 The Vigenere Cipher

In both theShift Cipher and theSubstitution Cipher, once a key is chosen, each alphabetic character is
mapped to a unique alphabetic character. For this reason, these cryptosystems anemaiigthabetic

We now present in Figure 1.5 a cryptosystem which is not monoalphabetic, the well\Kigaware

Cipher. This cipher is named after Blaise de Vigenere, who lived in the sixteenth century.

Using the correspondenge~ 0,B - 1,...Z - 25 described earlier, we can associate eachkeigh
an alphabetic string of length, called a&eyword TheVigenere Cipher encryptam alphabetic characters
at a time: each plaintext element is equivalem &iphabetic characters.

Let's do a small example.

Example 1.4



Supposen = 6 and the keyword IGBIPHER This corresponds to the numerical equivalent (2, 8, 15, 7,
4, 17). Suppose the plaintext is the string

t hi scrypt osyst em snot secure.

We convert the plaintext elements to residues modulo 26, write them in groups of six, and then "add" the
keyword modulo 26, as follows:

19 7 8 18 2 17 24 15 19 14 18 24
2 8 15 7 417 2 8 15 7 4 17
21 15 23 25 6 8 O 23 & 21 22 15

18 19 4 12 8 18 13 14 19 18 4 2
2 8 16 7 4 17 2 8 1 7 4 17
20 1 19 19 12 9 15 22 8 25 8 19

20 17 4
2 8 15
22 25 19

The alphabetic equivalent of the ciphertext string would thus be:

VPXZG AXI VWPUBTTMIPW ZI TWZT.
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To decrypt, we can use the same keyword, but we would subtract it modulo 26 instead of adding.

Observe that the number of possible keywords of lemgthaVigenere Cipheris 26™, so even for
relatively small values ah, an exhaustive key search would require a long time. For example, if we take
m =5, then the keyspace has size exceeding 1.1 xTl0s is already large enough to preclude

exhaustive key search by hand (but not by computer).

In aVigenere Cipherhaving keyword lengtm, an alphabetic character can be mapped to one of
possible alphabetic characters (assuming that the keyword camtdistinct characters). Such a
cryptosystem is callepolyal phabetic. In general, cryptanalysis is more difficult for polyalphabetic than
for monoalphabetic cryptosystems.

1.1.5 The Hill Cipher

In this section, we describe another polyalphabetic cryptosystem calldditBgher . This cipher was

invented in 1929 by Lester S. Hill. Letbe a positive integer, and defip =C= {E'-'E}m . The idea
is to takem linear combinations of tha alphabetic characters in one plaintext element, thus producing the
m alphabetic characters in one ciphertext element.

For example, ifn = 2, we could write a plaintext elementas (X2, X2) and a ciphertext element as
(y1,Y2). Here,y1 would be a linear combination »{ andxs,, as wouldy>. We might take

11z + 32

n
y2 = 8x; + Txs.

Of course, this can be written more succinctly in matrix notation as follows:

(¥1,92) = (21, %2) ( 131 ? ) :

In general, we will take am x m matrixK as our key. If the entry in roirand columrj of K iskj;, then

we writeK = (kj ). Forx=(Xg, . . . ,Xm) € P andK = K ,we computg =ex (X) = (Y1, - - -+Ym)
as follows:



;‘Tl,l kllg kl-.l"ﬂ
kg'l kg_g g kz,m
{yl1y2$'-'1y‘ln}={xl¢$2:---t$m} = .

a a

km,l km,! LI Jil‘71'111,..1'1'1

In other wordsy = xK.

We say that the ciphertext is obtained from the plaintext by meansnehatransformation. We have to
consider how decryption will work, that is, hovean be computed from Readers familiar with linear
algebra will realize that we use the inverse marix to decrypt. The ciphertext is decrypted using the
formulax =yK 1.

Here are the definitions of necessary concepts from linear algabra.(&; ;) is an"EI X T matrix and
B = (bj k) is anm x n matrix, then we define theatrix product AB = (cj k) by the formula

e
Cik = Z @i ik

=1

for 1 4% ¢ and 1< k< n. That is, the entry in rowand columrk of AB is formed by taking thih
row of A and thekth column ofB, multiplying corresponding entries together, and summing. Noté&Bhat

is an € X T matrix.

This definition of matrix multiplication is associative (that BBYC = A(BC) but not, in general,
commutative (it is not always the case tABt= BA, even for square matricdsandB).

Them x midentity matrix, denoted by, is them x m matrix with Is on the main diagonal ants0
elsewhere. Thus, the 2 x 2 identity matrix is

1 0
w= (3 0).

I m is termed an identity matrix sinéé , = A for any € xm matrix A andl ,B =B for anym x n

matrix B. Now, theinverse matrix to anm x m matrixA (if it exists) is the matria-! such tha\A™1 =
AlAa=| m- Not all matrices have inverses, but if an inverse exists, it is unigue.

With these facts at hand, it is easy to derive the decryption formula given above.siCewe can
multiply both sides of the formula B¢, obtaining

yK 1=K '=z(KK Y=zl, ==z



(Note the use of the associativity property.)

We can verify that the encryption matrix above has an inver&26:
11 8\ _ % 18
3 7 L2311
118 7 18 _ 11 x7+8x2311x184+8x11
37/\2311/ 7 \ 3x7+7x23 3x18+7x1l
_ {261 286
— 1182131

Remember that all arithmetic operations are done modulo 26.)

since

Let’'s now do an example to illustrate encryption and decryption iHith€ipher .
Example 1.5

Suppose the key is
11 8
x=(1 3.
From the computations above, we have that
7 18
-1 __
k=5 1)

Suppose we want to encrypt the plainjeky. We have two elements of plaintext to encrypt: (9, 20)
(corresponding tgu) and (11, 24) (correspondingltg. We compute as follows:

{9,20)( 131 ? ) — (99 + 60,72 + 140) = (3,4)

and



(11,24)( ‘31 . ) = (121 + 72,88 + 168) = (11,22).

Hence, the encryption ¢dly is DELW. To decrypt, Bob would compute:
7 18
(3,4) ( 5 1 ) = (9,20)

and

7 18\
(11,22)( a3 ) = (11, 24).

Hence, the correct plaintext is obtained.

At this point, we have shown that decryption is possilikehifis an inverse. In fact, for decryption to be
possible, it is necessary th&has an inverse. (This follows fairly easily from elementary linear algebra,
but we will not give a proof here.) So we are interested precisely in those mittiegsare invertible.

The invertibility of a (square) matrix depends on the value of its determinant. To avoid unnecessary
generality, we will confine our attention to the 2 x 2 case.

DEFINITION 1.5 The determinant of the 2 x 2matrix A = (a; j) isthe value
det A = ay,1022 — a3 202,

REMARK The determinant of am x m square matrix can be computed by elementary row operations: see
any text on linear algebra.

Two important properties of determinants are that glet 1; and the multiplication rule déi) = detA
x detB.
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A real matrixK has an inverse if and only if its determinant is non-zero. However, it is important to

remember that we are working O\E‘Zﬁ . The relevant result for our purposes is that a mithas an
inverse modulo 26 if and only if gcd (det 26) = 1.

We briefly sketch the proof of this fact. First suppose that gc#(d26) = 1. Then de has an inverse in

L. Now, for<i<m, 1<j<m, defineKj; to be the matrix obtained frokaby deleting théth row and
thejth column. Define a matriK* to have as itsi(j)-entry the value (-1")”j detKj;. (K* is called the
adjoint matrix of K.) Then it can be shown that

K™l = {detﬁ']"'}i".
Hence K is invertible.
Conversely, suppod¢ has an invers& 1. By the multiplication rule for determinants, we have

1 =det§ =det{KK™!) = det K det K~1.

Hence, deK is invertible in 26

REMARK The above formula fdt -1 is not very efficient computationally, except for small values of
(saym = 2, 3). For larger m, the preferred method of computing inverse matrices would involve
elementary row operations.

In the 2 x 2 case, we have the following formula:

THEOREM 1.3

Suppose A = (ajj) isa 2 x 2matrix over Zog such that detA=aj 182 < /sus> -a1.2a2. 1< jsUB>isinvertible, Then

.."i-l ey {dEt_."—l]_l ( 2.2 —da) 2 )

—ilz.1 1.1

Let's look again at the example considered earlier. First, we have



det 131? =11 x 7—8 x 3 mod 26

77— 24 mod 26

= 53 mod 26
= 1.
Now, 1'1 mod 26 = 1, so the inverse matrix is
-1
11 8 7 18
3 7 23 11 J°
as we verified earlier.
o g
We now give a precise description of thiél Cipher over in Figure 1.6.

1.1.6 The Permutation Cipher

All of the cryptosystems we have discussed so far involve substitution: plaintext characters are replaced by different ciphertext characters. The idea of a permutation cipher is to keep
the plaintext characters unchanged, but to alter their positions by rearranging théarmibtation Cipher (also known as th€ransposition Cipher) has been in use for hundreds

of years. In fact, the distinction between Bermutation Cipher and theSubstitution Cipher was pointed out as early as 1563 by Giovanni Porta. A formal definition is given in

Figure 1.7.

As with theSubstitution Cipher, it is more convenient to use alphabetic characters as opposed to residues modulo 26, since there are no algebraic operations being performed in
encryption or decryption.

Here is an example to illustrate:

Figure 1.6 win cipher

s re—y— ey ey ey )
R I A 1) ] Wk Bl

Figure 1.7 permutation Cipher
Example 1.6

Supposen = 6 and the key is the following permutatien

Then the inverse permutatiam'l is the following:




Now, suppose we are given the plaintext
shesel | sseashel | sbyt heseashore.
We first group the plaintext into groups of six letters:
shesel | Isseas | hellsb | ythese | ashore
Now each group of six letters is rearranged according to the permutagimiding the following:
EESLSH | SALSES | LSHBLE | HSYEET | HRAEOS
So, the ciphertext is:

EESL SHSAL SESL SHBLEHSYEETHRAECS.

The ciphertext can be decrypted in a similar fashion, using the inverse permufelion

In fact, thePermutation Cipher is a special case of tiéll Cipher . Given a permutation af of the set {1, . . .m}, we can define an associatetx m permutation matriX 7T =

(ki ,j ) according to the formula

1 ifi=n(4)

kij = 0 otherwise.

(A permutation matrix is a matrix in which every row and column contains exactly one "1," and all other values are "0." A permutation matrix can be obtained from an identity matrix
by permuting rows or columns.)

It is not difficult to see that Hill encryption using the matfixT is, in fact, equivalent to permutation encryption using the permutatistoreover,
K-rp = K-,r; -1

decryption.

, i.e., the inverse matrix 07T is the permutation matrix defined by the permutaﬁéq-. Thus, Hill decryption is equivalent to permutation

For the permutatiom used in the example above, the associated permutation matrices are

o T o e T o I
e B e R e
oD D DD e
L svv= R e R e s S e
o Qe O e Y e i s
oo O o

and

== —
oo oo o
=T I Y -
o0 000
coo oo
oo 0 oo



The reader can verify that the product of these two matrices is the identity.

1.1.7 Stream Ciphers

In the cryptosystems we have studied to this point, successive plaintext elements are encrypted using theksatatkeythe ciphertext stringis obtained as follows:
Y =iyz... = ez )eg(za) .. ..
Cryptosystems of this type are often calbbatk ciphers.

An alternative approach is to use what are called stream ciphers. The basic idea is to generate axeystre2m . . , and use it to encrypt a plaintext stokngx1x2 . . .

according to the rule

Y=Yz = ey (T1)es,(x2)....

L]
A stream cipher operates as follows. Suppose is the key anat] x2 . . . is the plaintext string. The functibnis used to generaig (theith element of the

keystream), wherfj is a function of the ke, and the first - 1 plaintext characters:

zi = fil K, 21, ..., Zi1).

Vi = ezir;]

The keystream elemerj is used to encrypgj , yielding . S0, to encrypt the plaintext strird x2, . . . , we would successively compute
21,1522, Y24 - - - -

Decrypting the ciphertext stringl y2 . . . can be accomplished by successively computing
Z21,L1,22,L2 ...

Here is a formal mathematical definition:
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DEFINITION 1.6 A Stream Cipher is a tup (P.C.K, L, F,£.D) , Where the following conditions
are satisfied:

. P is a finite set of possible plaintexts
. C is a finite set of possible ciphertexts

1

2

3. K‘- , the keyspace, is a finite set of possible keys
4 is a finite set called the keystream alphabet

5

F=Unfa-disthe keystream generator. Fae i,
fi: KxP1 5L

6. For each? € L , there is an encryption rul€z (' and a corresponding decryption rule
d: €D. e;: P = C andC = P are functions such thatde, (< 1>x)) = x for every
plaintext € o

We can think of a block cipher as a special case of a stream cipher where the keystream iszongtant:
foralli=1.

Here are some special types of stream ciphers together with illustrative examples. A stream cipher is
synchronousf the keystream is independent of the plaintext string, that is, if the keystream is generated as
a function only of the kei(. In this situation, we think df as a "seed" that is expanded into a keystream
2122 . . ..

A stream cipher iperiodicwith periodd if Z;.q4 =z; for all integers = 1. TheVigenere Cipherwith
keyword lengthm can be thought of as a periodic stream cipher with pemidd this case, the key i =
(kq, - .. ,km). K itself provides the firsin elements of the keystream:=kj, 1<i<m. Then the
keystream just repeats itself from that point on. Observe that in this stream cipher settinyifperibee
Cipher, the encryption and decryption functions are identical to those usedShith€ipher: e;(x) =x
+zandd; (y)=y-z

Stream ciphers are often described in terms of binary aIphabe1F o= ": =L =1L . In this
situation, the encryption and decryption operation are just addition modulo 2:



e:(x) =z + zmod 2

and
d.(y) =y + z mod 2.

If we think of "0" as representing the boolean value "false" and "1" as representing "true," then addition
modulo 2 corresponds to the exclusive-or operation. Hence, encryption (and decryption) can be
implemented very efficiently in hardware.

Let's look at another method of generating a (synchronous) keystream. Suppose we stegt with, (
km) and letz; =k, 1<i <m (as before), but we now generate the keystream using a linear recurrence
relation of degreen:

m—1
Zitm — E CjZitj mod 2}
J=0
wherecg, . . . ,fm—1 € Zy are predetermined constants.

REMARK This recurrence is said to hadegree nsince each term depends on the previntsrms. It is
linear because;+m is a linear function of previous terms. Note that we candgke 1 without loss of

generality, for otherwise the recurrence will be of degneel.

Here, the ke consists of ther@valuesky, ... ,Km,Co, - - . ,.Cm1- If
{kls"wkm} = [:u'r"-tl}}:

then the keystream consists entirely of 0's. Of course, this should be avoided, as the ciphertext will then be
identical to the plaintext. However, if the constarys. . . ,cm.1 are chosen in a suitable way, then any

other initialization vectorks, . . . ,ky) will give rise to a periodic keystream having peridd 21. So a

"short" key can give rise to a keystream having a very long period. This is certainly a desirable property:
we will see in a later section how tifegenere Ciphercan be cryptanalyzed by exploiting the fact that the
keystream has short period.

Here is an example to illustrate.
Example 1.7

Supposen = 4 and the keystream is generated using the rule

Zi+d = 2; + Zi41 mod 2



(i = 1). If the keystream is initialized with any vector other than (0, 0, 0, 0), then we obtain a keystream of
period 15. For example, starting with (1, 0, 0, 0), the keystream is

1,0,0,0,1,0,0,1,1,0,1,0,1,1,1,....

Any other non-zero initialization vector will give rise to a cyclic permutation of the same keystream.

Another appealing aspect of this method of keystream generation is that the keystream can be produced
efficiently in hardware using lanear feedback shift registeor LFSR. We would use a shift register with
m stages. The vectok{, . . . ,km) would be used to initialize the shift register. At each time unit, the

following operations would be performed concurrently:

1. k1 would be tapped as the next keystream bit
2. ko, ... ,km would each be shifted one stage to the left
3. the "new" value ok, would be computed to be

=1
E ejkjp

J=0

(this is the "linear feedback").

i — e

= T v e

Figure 1.8 A Linear Feedback Shift Register

Figure 1.9 Autokey Cipher

Observe that the linear feedback is carried out by tapping certain stages of the register (as specified by the
constant®; having the value "1") and computing a sum modulo 2 (which is an exclusive-or). This is

illustrated in Figure 1.8, where we depict the LFSR that will generate the keystream of Example 1.7.

An example of a non-synchronous stream cipher that is known Asitibieey Cipher is given in Figure
1.9. It is apparently due to Vigenere.

The reason for the terminology "autokey" is that the plaintext is used as the key (aside from the initial
"priming key"K). Here is an example to illustrate:

Previous Table of Conten’ts Ngxt

Copyright © CRC Press LLC



Cryptography: Theory and Practice
by Douglas Sinson
CRC Press, CRC Press LLC

ISBN: 0849385210 Pub Date:03/17/95

Previous Table of Contenks Naxt

Example 1.8

Suppose the key ks = 8, and the plaintext is

rendezvous.

We first convert the plaintext to a sequence of integers:

17 4 13 3 4 25 21 14 20 18

The keystream is as follows:

8 17 4 13 3 4 25 21 14 20

Now we add corresponding elements, reducing modulo 26:

25 21 17 16 7 3 20 9 8 12

In alphabetic form, the ciphertext is:

ZVRQHDUJ 1 M

Now let’s look at how Alice decrypts the ciphertext. She will first convert the alphabetic string to the
numeric string

25 21 17 16 7 3 20 9 8 12
Then she can compute
z; = dg(25) = 25 — 8 mod 26 = 17.
Next,

£ = di7(21) = 21 — 17 mod 26 = 4,



and so on. Each time she obtains another plaintext character, she also uses it as the next keystream
element.

Of course, thé\utokey Cipher is insecure since there are only 26 possible keys.

In the next section, we discuss methods that can be used to cryptanalyze the various cryptosystems we
have presented.

1.2 Cryptanalysis

In this section, we discuss some techniques of cryptanalysis. The general assumption that is usually made
is that the opponent, Oscar, knows the cryptosystem being used. This is usually referkesidkhaf’s

principle. Of course, if Oscar does not know the cryptosystem being used, that will make his task more
difficult. But we do not want to base the security of a cryptosystem on the (possibly shaky) premise that
Oscar does not know what system is being employed. Hence, our goal in designing a cryptosystem will be
to obtain security under Kerckhoff’s principle.

First, we want to differentiate between different levels of attacks on cryptosystems. The most common
types are enumerated as follows.

Ciphertext-only
The opponent possesses a string of ciphergext,
Known plaintext
The opponent possesses a string of plainkexd@nd the corresponding ciphertext,
Chosen plaintext
The opponent has obtained temporary access to the encryption machinery.
Hence he can choose a plaintext strig@nd construct the corresponding ciphertext stging,
Chosen ciphertext
The opponent has obtained temporary access to the decryption machinery. Hence he can choose
a ciphertext stringy, and construct the corresponding plaintext stmng,

In each case, the object is to determine the key that was used. We note that a chosen ciphertext attack is
relevant to public-key cryptosystems, which we discuss in the later chapters.

We first consider the weakest type of attack, namely a ciphertext-only attack. We also assume that the
plaintext string is ordinary English text, without punctuation or "spaces." (This makes cryptanalysis more
difficult than if punctuation and spaces were encrypted.)

Many techniques of cryptanalysis use statistical properties of the English language. Various people have
estimated the relative frequencies of the 26 letters by compiling statistics from numerous novels,
magazines, and newspapers. The estimates in Table 1.1 were obtained by Beker and Piper.

On the basis of the above probabilities, Beker and Piper partition the 26 letters into five groups as follows:

E, having probability about 0.120
T,A O, I,N, S H, R, each having probabilities between 0.06 and 0.09
, L, each having probabilities around 0.04

1.
2.
3. D, L,

4. C,U,M, W, F, G, Y, P, B, each having probabilities between 0.015 and 0.028



5. V,K, J, X, Q, Z, each having probabilities less than 0.01.

It may also be useful to consider sequences of two or three consecutive letterdi graiesland
trigrams, respectively. The 30 most common digrams are (in decreasing okjeHE, IN, ER, AN, RE,
ED, ON, ES ST, EN, AT, TO, NT, HA, ND, OU, EA, NG, AS OR, T, IS ET, IT, AR, TE, SE, HI, andOF.
The twelve most common trigrams are (in decreasing oftiE)ING, AND, HER, ERE, ENT, THA,
NTH, WAS, ETH, FOR, andDTH.

letter probability letter probability

A .082 N .067
B .015 @) .075
C .028 P .019
D .043 Q .001
E 127 R .060
F .022 S .063
G .020 T .091
H .061 U .028
I .070 Vv .010
J .002 W .023
K .008 X .001
L .040 Y .020
M .024 Z .001
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1.2.1 Cryptanalysis of the Affine Cipher

As a simple illustration of how cryptanalysis can be performed using statistical data, let’s look first at the
Affine Cipher. Suppose Oscar has intercepted the following ciphertext:

Example 1.9

Ciphertext obtained from an Affine Cipher

FMXVEDKAPHFERBNDKRXRSREFMORUDSDKDVSHVUFEDK
APRKDL YEVL RHHRH

The frequency analysis of this ciphertext is given in Table 1.2.

There are only 57 characters of ciphertext, but this is sufficient to cryptanalytgnenCipher. The
most frequent ciphertext characters &¢8 occurrences]) (7 occurrencesk, H, K (5 occurrences
each), andF, S V (4 occurrences each). As a first guess, we might hypothesiZe ihtdte encryption of
e andD is the encryption df, sincee andt are (respectively) the two most common letters. Expressed
numerically, we haveg (4) = 17 andek (19) = 3. Recall thagk (x) = ax + b, wherea andb are

unknowns. So we get two linear equations in two unknowns:

da+b=17
19a + b = 3.



letter frequency letter frequency

A 2 N 1
B 1 O 1
C 0 P 2
D 7 Q 0
E 5 R 8
F 4 S 3
G 0 T 0
H 5 U 2
| 0 Y, 4
J 0 W 0
K 5 X 2
L 2 Y 1
M 2 Z 0

This system has the unique solutin 6,b =19 (in g ). But this is an illegal key, since ged@6) = 2
> 1. So our hypothesis must be incorrect.

Our next guess might be tHais the encryption of andE is the encryption of Proceeding as above, we
obtaina = 13, which is again illegal. So we try the next possibility, Bhatthe encryption of andH is

the encryption of. This yieldsa = 8, again impossible. Continuing, we supposeRatthe encryption of
e andK is the encryption of This producea = 3,b = 5, which is at least a legal key. It remains to
compute the decryption function corresponding te (3, 5), and then to decrypt the ciphertext to see if
we get a meaningful string of English, or nonsense. This will confirm the validity of (3, 5).

If we perform these operations, we halgy) = 9 - 19 and the given ciphertext decrypts to yield:

al gorithmsarequi tegeneral definitionsofarit
hnet i cprocesses

We conclude that we have determined the correct key.

1.2.2 Cryptanalysis of the Substitution Cipher

Here, we look at the more complicated situation Stbstitution Cipher. Consider the following
ciphertext:



letter frequency letter frequency

A 0 N 9
B 1 O 0
C 15 P 1
D 13 Q 4
E 7 R 10
F 11 S 3
G 1 T 2
H 4 U 5
I 5 \% 5
J 11 W 8
K 1 X 6
L 0 Y 10
M 16 Z 20

Example 1.10

Ciphertext obtained from a Substitution Cipher

Yl FOFMZRWOFYVECFMDZ PCVIVRZVWNVDZVEJ BT XCDDUMI
NDI FEFMDZCDMYZKCEYFCJ MYRNCW CSZREXCHZUNMXZ
NZUCDRIXYYSMRTMEYI FZWDYVZVYFZUMRZCRWNZDZJ J
XZWECHSMRNIVDHNCMFQCHZI MXJ ZW EJ YUCFWDINZDI R

The frequency analysis of this ciphertext is given in Table 1.3.

Previous Table of Conten’ts Naxt
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SinceZ occurs significantly more often than any other ciphertext character, we might conjecture that
dk (2) =e. The remaining ciphertext characters that occur at least ten times (eaChpafe J, M, R, Y.

We might expect that these letters are encryptions of (a subsed,af)i, n, s, h, r, but the frequencies
really do not vary enough to tell us what the correspondence might be.

At this stage we might look at digrams, especially those of the ibonZ-since we conjecture that
decrypts tee. We find that the most common digrams of this typeDate@andZW (four times each)\Z
andZU (three times each); ai¥, HZ, YZ, FZ, ZR, ZV, ZC, ZD, andZJ (twice each). SincEW occurs

four times andVZ not at all, andV occurs less often than many other characters, we might guess that
dk (W) =d. SinceDZ occurs four times andD occurs twice, we would think thBtk (D) O {r, s, t}, but it

is not clear which of the three possibilities is the correct one.

If we proceed on the assumption tHgt(Z) = e anddk (W) =d, we might look back at the ciphertext and

notice that we havéRW andRZW both occurring near the beginning of the ciphertext,Rfdccurs
again later on. Sinde occurs frequently in the ciphertext amdlis a common digram, we might try
dk (R) = n as the most likely possibility.

At this point, we have the following:

Yl FOFMZRWOFYVECFVDZ PCVIVRZWNIVDZ VEJ BT XCDDUMJ

-------- @----e---------n--d---en----e----e
NDI FEFMDZCDMYZKCEYFCJ MYRNCW CSZREXCHZUNMXZ

-e---N------ n------ ed---e---e--ne-nd-e-e--
NZUCDRJIXYYSMRTMEYI FZWDYVZVYFZUVRZCRWNZDZJ J

-ed----- n----------- e----ed------- d---e--n
XZWGCHSMRNVDHNCMFQCHZJI MXJ ZW EJ YUCFWDINZDI R

Our next step might be to tdgk (N) = h, sinceNZ is a common digram ar#N is not. If this is correct,
then the segment of plaintene - ndhe suggests thatk (C) = a. Incorporating these guesses, we have:



------ end-----a---e-a--nedh--e------a-----
YI FFMZRWOFYVECFMDZPCVIVRZWNIVDZVEJ BT XCDDUMJ

h------- ea---e-a---a---nhad-a-en--a-e-h--e
NDI FEFMDZCDMYZKCEYFCJ MYRNCW CSZREXCHZUNMXZ

he-a-n------ n------ ed- - - e---e--neandhe-e- -
NZUCDRIXYYSMRTMEY! FZWDYVZVYFZUVRZCRWNZDZJ J

-ed-a---nh---ha---a-e----ed-----a-d--he--n
XZ\WGCHSIVRNIVDHNCMFQCHZI MXJ ZW EJ YUCFWDINZDI R

Now, we might considavl, the second most common ciphertext character. The ciphertext sdgtént
which we believe decrypts tth-, suggests thdt- begins a word, sbl probably represents a vowel. We
have already accounted faande, so we expect thatk (M) =i oro. Sinceai is a much more likely

digram thareo, the ciphertext digrar@M suggests that we tdk (M) =i first. Then we have:

————— iend-----a-i-e-a-inedhi-e------a---i-
YI FOFMZRWOFYVECFMDZPCVIVRZWNIVDZVEJ BT XCDDUMJ

h----- i-ea-i-e-a---a-i-nhad-a-en--a-e-hi-e
NDI FEFVDZ CDMQZKCEYFCJ MYRNCW CSZREXCHZUNMXZ

he-a-n-----in-i----ed---e---e-ineandhe-e--
NZUCDRIXYYSMRTMEY! FZWDYVZVYFZUVRZCRWNZDZJ J

-ed-a--inhi--hai--a-e-i--ed-----a-d--he--n
XZWECHSVRNVDHNCMFQCHZI MXJ ZW EJ YUCFWDINZDI R

Next, we might try to determine which letter is encrypted. t8inceo is a common letter, we guess that
the corresponding ciphertext letter is ondof, J, Y. Y seem to be the most likely possibility, otherwise,
we would get long strings of vowels, namaty from CFM or CIM. Hence, let’s supposh=(Y) = o.

The three most frequent remaining ciphertext letter®aFe J, which we conjecture could decryptrics,
tin some order. Two occurrences of the trigfdiD suggest thadg (D) = s, giving the trigramhisin the

plaintext (this is consistent with our earlier hypothesisdigdD) 01 {r, s, t}). The segmenHNCMF could

be an encryption afhair, which would givedg (F) =r (anddg (H) =c) and so we would then hade (J)
=t by process of elimination. Now, we have:

o-r-riend-ro--arise-a-inedhise--t---ass-it
Yl FQFVEZRWQFYVECFNVDZ PCVIVRZVWWNIVDZ VEJ BT XCDDUMJ

hs-r-riseasi-e-a-orati onhadt a-en--ace-hi-e
NDI FEFVDZCDMYZKCEYFCJ MYRNCW CSZREXCHZUNMXZ

he-asnt -00-in-i-o-redso-e-ore-ineandhesett
NZUCDRJIXYYSMRTMVEY! FZWDYVZVYFZUVRZCRWNZDZJ J

-ed-ac-inhischair-aceti-ted--to-ardsthes-n
XZWGCHSIVRNIVDHNCMVFQCHZJI MXJ ZW EJ YUCFWDINZDI R



It is now very easy to determine the plaintext and the key for Example 1.10. The complete decryption is
the following:

Our friend from Paris examined his empty glass with surprise, as if evaporation had taken place while
he wasn't looking. | poured some more wine and he settled back in his chair, face tilted up towards
the sun!

lP. Mayle, A Year in Provence. A. Knopf, Inc., 1989.
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1.2.3 Cryptanalysis of the Vigenere Cipher

In this section we describe some methods for cryptanalyzindigiemere Cipher. The first step is to
determine the keyword length, which we denoterbihere are a couple of techniques that can be
employed. The first of these is the so-cakkesiski testaind the second uses ihdex of coincidence

The Kasiski test was first described by Friedrich Kasiski in 1863. It is based on the observation that two
identical segments of plaintext will be encrypted to the same ciphertext whenever their occurrence in the
plaintext isx positions apart, whepe= 0 modm. Conversely, if we observe two identical segments of
ciphertext, each of length at least three, say, then there is a good chance that they do correspond to
identical segments of plaintext.

The Kasiski test works as follows. We search the ciphertext for pairs of identical segments of length at
least three, and record the distance between the starting positions of the two segments. If we obtain several
such distancedq, do, . . ., then we would conjecture tmativides the greatest common divisor of the

di's.

Further evidence for the value mfcan be obtained by the index of coincidence. This concept was defined
by Wolfe Friedman in 1920, as follows.

DEFINITION 1.7 Suppos& =X1X»2 .. .Xp is a string of n alphabetic characters. The index of
coincidence ok, denoted {(X), is defined to be the probability that two random elememntsaoé
identical. Suppose we denote the frequencies of A, B, C, . . x,& g, f1, . . . ,fog (respectively). We

N ) I () .
can choose two elementsxah ways? For each j 0<i < 25,there are * 2/ ways of choosing both
elements to be i. Hence, we have the formula

r
“¥
-

4]

2The binomial coefficien ("‘) = n!/(k!(n - k)!) denotes the number of ways of choosing a subset of k objects from a set
of n objects.

25
Z filfi—1)

Ic[x} = =0

nin - 1)




Now, suppose is a string of English language text. Denote the expected probabilities of occurrence of the
lettersA, B, . .., 4n Table 1.1 bypg, ... ,p2s.

Then, we would expect that

25
I(x) ~ ) pi* = 0.065,

1=0

since the probability that two random elements bottAds® 2, the probability that both aiis pq 2,

etc. The same reasoning applies i$ a ciphertext obtained by means of any monoalphabetic cipher. In
this case, the individual probabilities will be permuted, but the quantity

25
2

2P

i=0

will be unchanged.

Now, suppose we start with a ciphertgxty,y» . . .yp that has been constructed by usinggenere
Cipher. Definem substrings/ 1, Y2, . . . ,ym Of y by writing out the ciphertext, by columns, in a
rectangular array of dimensionsx (n/m). The rows of this matrix are the substriggs1<i < m. If this

is done, andhn is indeed the keyword length, then e&gly i< ;sus>) should be roughly equal to 0.065. On
the other hand, if m is not the keyword length, then the substtingl look much more random, since

they will have been obtained by shift encryption with different keys. Observe that a completely random
string will have

I, = 26(1/26)° = 1/26 = 0.038.

The two values 0.065 and 0.038 are sufficiently far apart that we will often be able to determine the
correct keyword length (or confirm a guess that has already been made using the Kasiski test).

Let us illustrate these two techniques with an example.
Example 1.11

Ciphertext obtained from a Vigenere Cipher

CHREEVOAHVAERATBI AXXWI NXBEEOPHBSBQVIQEQERBW
RVXUQAKXACSXXWEAHBWGI MVIQMNKGRFVGXWI RZXW AK
L XFPSKAUT EMNDCMGT SXMXBTUI ADNGVGPSREL XNJ EL X
VRVPRTUL HDNQWIMDT YGBPHXTFALJ HASVBFXNGLLCHR
ZBWELEKMSJ I KNBHWR] GNMGJ SGLXFEYPHAGNRBI EQIT
AVRVL CRREMNDGLXRRI MGNSNRWCHRQHAEYEVTAQEBBI
PEEVIEVKAKOEVWADREMXMI BHHCHRTKDNVRZ CHRCL QOHP
WOAI | VKNRMGWOI | FKEE



First, let's try the Kasiski test. The ciphertext string CHR occurs in five places in the ciphertext, beginning
at positions 1, 166, 236, 276 and 286. The distances from the first occurrence to the other three
occurrences are (respectively) 165, 235, 275 and 285. The gcd of these four integers is 5, so that is very
likely the keyword length.

Let's see if computation of indices of coincidence gives the same conclusion. With m = 1, the index of
coincidence is 0.045. With m = 2, the two indices are 0.046 and 0.041. With m = 3, we get 0.043, 0.050,
0.047. With m = 4, we have indices 0.042, 0.039, 0.046, 0.040. Then trying m = 5, we obtain the values
0.063, 0.068, 0.069, 0.061 and 0.072. This also provides strong evidence that the keyword length is five.

Proceeding under this assumption, how do we determine the keyword? It is useful to consider the mutual
index of coincidence of two strings.

Previous| Table of Contents Next
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DEFINITION 1.8 Suppos& =x1X2 ...Xy andy =y1y» ...yy are strings of n and'ralphabetic
characters, respectively. The mutual index of coincidengently, denoted M} (X, y), is defined to be

the probability that a random elementaoif identical to a random elementyflf we denote the
frequencies of A, B, C, . .., Zxrandy by fg, f1, fog and fg, . .., f1, ..., fog, respectively, then
Ml (X, y) is seen to be

25
fif';
MI(x,y) =22,

nn'

Now, given that we have determined the valumgathe substringg; are obtained by shift encryption of
the plaintext. Suppode = k1, ko, . .. ,Km) is the keyword. Let us see if we can estinMig(y; < /1>,
yj)- Consider a random character yn and a random character iyy. The probability that both

characters are A ip_ kiP—k, , the probability that both are B P1—kiP1-k; , etc. (Note that
all subscripts are reduced modulo 26.) Hence, we estimate that

25 25
MI(yi,y;) ~ th—kiph—kj = ZI’&P!LH.-—&J--
h=0 h=0

Observe that the value of this estimate depends only on the diffefenigerkod 26, which we call the
relative shift ofy; andy;. Also, notice that

25 25
E PhPh+t = Z PhPh—t,
h=0 h=0

So a relative shift cf yields the same estimate of Mis does a relative shift of 2(€-.



We tabulate these estimates, for relative shifts ranging between 0 to 13, in Table 1.4.

relative shift expected value of Ml ¢
0 0.065
1 0.039
2 0.032
3 0.034
4 0.044
5 0.033
6 0.036
7 0.039
8 0.034
9 0.034
10 0.038
11 0.045
12 0.039
13 0.043

The important observation is that, if the relative shift is not zero, these estimates vary between 0.031 and

0.045; whereas, a relative shift of zero yields an estimate of 0.065. We can use this observation to

formulate a likely guess f(,‘f = ki = k; , the relative shift of; andy;j, as follows. Suppose we Ji,

0 .1
and consider the effect of encryptiyygby &, €1, €2, . . .. Denote the resulting strings ¥i¥ir etc. It

A | g
is easy to compute the indic"‘jIr I‘-‘{:"“yi} , 0< g< 25. This can be done using the formula

25
zf"f'i—ﬂ

Ir_' gy — i=0
MI.(x,y%) e

¢
When g =€ , the Ml should be close to 0.065, since the relative shift drwy.i is zero. However, for
values of ¢¢ 4 , the ML should vary between 0.031 and 0.045.



By using this technique, we can obtain the relative shifts of any two of the substrifigsyeaves only
26 possible keywords, which can easily be obtained by exhaustive key search, for example.

Let us illustrate by returning to Example 1.11.
Example 1.11 (Cont.)

We have hypothesized that the keyword length is 5. We now try to compute the relative shifts. By
W
computer, it is not difficult to compute the 260 val‘“, !rf[z"r” y_l} ,Where xi<j<5,0<g25. These
.l
values are tabulated in Table 1.5. For each (i, j) pair, we look for sz Te(ys, y_l} that are close to
0.065. If there is a unique such value (for a given (i, j) pair), we conjecture that

B F; value of M1.(y:,¥])
12| 028 .027 .028 .034 039 .037 .026 .025 .052

044 026 037 043 037 .043 037 028
041 041 034 037 051 045 042 036
1|3 | 039 .033 .040 .034 .028 053 .048 .033 .029 |
056 050 045 039 040 036 037 032 02T
037 036 031 037 055 029 .024 037
1|4 .034 043 025 027 .038 .049 040 .032 .029
034 039 044 044 034 030 045 044 03T
055 047 032 027 039 037 .039 .035
15[ 043 033 028 046 043 044 039 031  .026 |

030 036 040 041 024 019 048 044
028 038 044 043 047 033 026 046
23| 046 048 041 032 036 035 036 030 024
039 034 020 040 041 033 037 045
033 033 027 033 045 052 .42 030
24| 046 034 043 044 034 031 040 045 .040
048 044 033 024 028 042 039 026 .03
050 035 032 040 056 043 028 028

215 033 033 036 046 026 018 043 [.0BO I 050
020 031 045 039 037 027 026 .031 .039
040 037 041 046 045 043 035  .030
34| 038 036 .040 033 036 060 .035 .041 .029 |
058 035 035 .034 053 030 032 035  .036
036 0 028 046 032 051 032 034 .030
315 035 034 034 036 030 .043 043  .050 .025
041 051 050 .035 032 033 033 052  .031

027 030 1072 ( .033 034 032 043 027

45| 052 038 033 .038 041 043 037 048 028
028 036 032 033 032 052 034 027
039 043 027 030 039 048 .035

B

=
&5




it is the value of the relative shift.

Six such values in Table 1.5 are boxed. They provide strong evidence that the relative slaiftdyf, is
9; the relative shift of1 andys is 16; the relative shift ofy andys is 13; the relative shift ofy andys
is 7; the relative shift of3 andys is 20; and the relative shift gf andys is 11. This gives us the
following equations in the five unknowng, ko, k3, k4, Ks:

ky—Fk:=9
ky — ks = 16
ke — k3 =13
ky—ks =T
ky — ks = 20
ky — ks = 11.
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This allows us to express the fikgs in terms ok :

ks = ky + 17
ks =ky +4
ke = ky +21
ks = ky + 10,

So the key is likely to bekg, kq + 17,k1 + 4,k1 + 21,kq + 10) for somekl € Zizs. Hence, we suspect

that the keyword is some cyclic shift AREVK It now does not take long to determine that the keyword
is JANET The complete decryption is the following:

The almond tree was in tentative blossom. The days were longer, often ending with magnificent
evenings of corrugated pink skies. The hunting season was over, with hounds and guns put away for
six months. The vineyards were busy again as the well-organized farmers treated their vines and the
more lackadaisical neighbors hurried to do the pruning they should have done in November.

3p, Mayle, A Year in Provence, A. Knopf, Inc., 1989.

1.2.4 A Known Plaintext Attack on the Hill Cipher

TheHill Cipher is more difficult to break with a ciphertext-only attack, but it succumbs easily to a known
plaintext attack. Let us first assume that the opponent has determined the valeing used. Suppose

he has at least distinct pairs ofrrtuples,x; = (X1, X2j, - - - . Xm,j) andyj = Y1j,Y2j: - - - :Ym,) (1 =]

<m), such thay; =ek (xj</I>), 1 <j<m. If we define two m x m matrices X 5j(xand Y = (y;), then

we have the matrix equation Y = XK, where the m x m matrix K is the unknown key. Provided that the
matrix X is invertible, Oscar can compute K =X and thereby break the system. (If Y is not invertible,
then it will be necessary to try other sets of m plaintext-ciphertext pairs.)

Let’s look at a simple example.

Example 1.12



Suppose the plaintext friday is encrypted usimtjlh Cipher with m = 2, to give the ciphertext PQCFKU.

We have thate (5, 17) = (15, 16), g (8, 3) = (2, 5) and g (0, 24) = (10, 20). From the first two
plaintext-ciphertext pairs, we get the matrix equation

15 16\ _ (5 17
(2 5)*(3 3)H'

Using Theorem 1.3, it is easy to compute

(g 13?)*=(g 115)’
k=(26)(75)=(: %)

This can be verified by using the third plaintext-ciphertext pair.

SO

What would the opponent do if he does not know m? Assuming that m is not too big, he could simply try m
=2,3,...,until the key is found. If a guessed value of m is incorrect, then an m x m matrix found by
using the algorithm described above will not agree with further plaintext-ciphertext pairs. In this way, the
value of m can be determined if it is not already known.

1.2.5 Cryptanalysis of the LF SR-based Stream Cipher

Recall that the ciphertext is the sum modulo 2 of the plaintext and the keystreamsixg.,yz; mod 2.
The keystream is produced from, z.. . , z, using the linear recurrence relation

r"-—l

Zm+i = E CjZigy; mod 2,

3=0

where€0s -+« €m-1 € L2 (and o = 1).

Since all operations in this cryptosystem are linear, we might suspect that the cryptosystem is vulnerable
to a known-plaintext attack, as is the case withHi&Cipher. Suppose Oscar has a plaintext string
X1X2 ... % and the corresponding ciphertext stringyy . . . Y. Then he can compute the keystream

bits z = x; +y;j mod 2, I<i < n. Let us also suppose that Oscar knows the value m. Then Oscar needs
only to computeg, . . ., Gn1 in order to be able to reconstruct the entire keystream. In other words, he
needs to be able to determine the values of m unknowns.



Now, for any & 1, we have

m—1

Zyn4i = E CjZiq; mod 2,
j=0

which is a linear equation in the m unknowns. #f 2m, then there are m linear equations in m unknowns,
which can subsequently be solved.

The system of m linear equations can be written in matrix form as follows:

21 2'2 o zm

z2 z3 cee Iml
{3m+hzm+2---r-zim}m{cﬂrclr---rﬂm—-l} . : -

Zm Zm+1 .- Z2m-1

If the coefficient matrix has an inverse (modulo 2), we obtain the solution

-1
21 ) e Zm
9 £3 |
(CosClr--vyCm—1) = (Zma41, Zm+2) -\ 22m) : .
Zm  Lm+1l - Z2m-1

In fact, the matrix will have an inverse if m is the degree of the recurrence used to generate the keystream
(see the exercises for a proof). Let's illustrate with an example.

Example 1.13

Suppose Oscar obtains the ciphertext string

101101011110010

corresponding to the plaintext string

011001111111000.

Then he can compute the keystream bits:

110100100001010.



Suppose also that Oscar knows that the keystream was generated using a 5-stage LFSR. Then he would
solve the following matrix equation, which is obtained from the first 10 keystream bits:

1 1 01 0
1 01 0 0
{ﬂ.l,ﬂ.ﬂ,{]} = ECD&CI}{:‘I:CS-er:I U 1 n ﬂ 1
1 0 0 1 0
0O 01 0 0
It can be checked that
11010\ 01001
1 01 00 1 0 010
01001 — 00 001 3
1 0 010 01011
c 01 00 1 0110
This yields
01001
10010
{I’J}-Cl-‘l‘:.f—‘:-m]:{U,I.{J.ﬂ.l}] 00001
01011
10110

=(1,0,1,1,0).
Thus the recurrence used to generate the keystream is

Zi+s = Zi + Zijp3 mod 2.
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1.3 Notes

Much of the material on classical cryptography is covered in textbooks, for example Beker and Piper
[BP82] and Denning [DE82]. The probability estimates for the 26 alphabetic characters are taken from
Beker and Piper. As well, the cryptanalysis ofWigenere Cipheris a modification of the description
given in Beker and Piper.

A good reference for elementary number theory is Rosen [R093]. Background in elementary linear algebra
can be found in Anton [AN91].

Kahn’'s book "The Codebreakers" [KA67] is an entertaining and informative history of cryptography up to
1967. In it, Kahn states that tRégenere Cipheris incorrectly attributed to Vigenere.

TheHill Cipher was first described in [HI29]. Much information on stream ciphers can be found in the
book by Rueppel [RU8E].

Exercises

1.1 Below are given four examples of ciphertext, one obtained frBobatitution Cipher, one
from aVigenere Cipher, one from arAffine Cipher, and one unspecified. In each case, the task is
to determine the plaintext.

Give a clearly written description of the steps you followed to decrypt each ciphertext. This should
include all statistical analysis and computations you performed.

The first two plaintexts were taken from "The Diary of Samuel Marchbanks," by Robertson Davies,
Clarke Irwin, 1947; the fourth was taken from "Lake Wobegon Days," by Garrison Keillor, Viking
Penguin, Inc., 1985.

(a) Substitution Cipher:

EMGL OSUDCGDNCUSWY SFHNSFCYKDPUMLWGYI COXYSI PJCK
QPKUGKMECLI CA NCGACKSNI SACYKZSCKXECI CKSHYSXCG
O DPKZCNKSHI CG WWGKKGKGOLDSI LKGA USI GLEDSPWZU
GFZCCNDGYYSFUSZ CNXEQI NCGYEONEUPXEZ GACGNFGLKNS
ACl GO YCKXCJIUCI UZCFZCCNDGYYSFEUEKUZCSOCFZCCNC
I ACZEINCSHFZEJ ZEGVXCYHCI UMEKUCY



HINT F decrypts to w.

(b) Vigenere Cipher.

KCCPKBGUFDPHQT YAVI NRRTMVGRKDNBVFDETDG L TXRGUD
DKOTFMBPVCGEG. TGCKQRACQOWDNAWCRXI ZAKFTLEWRPTYC
KYVXCHKFTPONCQORHI VAJ UNETMCVSPKQDYHI VDAHCTRL
SVSKCGCZQQADZXGSFRL SWCWEJ TBHAFSI ASPRI AHKIRI UMW/
GKM TZHFPDI SPZLVLGM FPLKKEBDPGCEBSHCTJRWKBAFS
PEZQNRWKCVYCGAONWDDKACKAWBBI KFTI OVKCGGHI VLNH
FFSQESVYCLACNVRVBBI REPBBVFEXOSCDY&ZWPFDTKFQ Y
CWHIVLNH QI BTKHIVNPI ST

(c) Affine Cipher:

KQEREJEBCPPCJ CRKI EACUZBKRVPKRBCI BQCARBJ CVFCUP
KRI OFKPACUZQEPBKRXPEI | EABDKPBCPFCDCCAFI EABDKP
BCPFEQPKAZBKRHAI BKAPCCI BURCCDKDCCJ CI DFUI XPAFF
ERBI CZDFKABI CBBENEFCUPJ CVKABPCYDCCDPKBCOCPERK
| VKSCPI CBRKI JPKABI

(d) unspecified cipher:

BNVSNSI HQCEEL SSKKYERI FJ KXUVBGYKAMQLJ TYAVFBKVT
DVBPWVRIJ YYLACKYMPQSCCDL FSRL L PROYGESEBUUAL RWKM
MASAZL GLEDFJ BZAVVPXW CGJ XASCBYEHOSNMULKCEAHTQ
OKMFLEBKFXLRRFDTZXCI \BJ S| CBGAWDVYDHAVFJ XZI BKC
GJ | WVEAHT TOEWI UHKRQVVRGZBXYI REMVASCSPBNLHIMBLR
FFIELHVWEYLW STFVVYFJCVHYUYRUFSFMGESI GRLWAL SWV
NUHSI MYl TCCQPZSI CEHBCCMZFEGVJ YOCDEMVPGHVAAUM
ELCMOEHVLTI PSUYI LVGFLMMWDVYDBTHFRAYI SYSGKVSUU
HYHGGCKTMBLRX

1.2
(a) How many 2 x 2 matrices are there that are invertible Er*i*ﬁ'?

(b) Letp be prime. Show that the number of 2 x 2 matrices that are invertibhEF‘vier(p2 -
1)(p? - p).

HINT Sincep is prime,EP is a field. Use the fact that a matrix over a field is invertible if and
only if its rows are linearly independent vectors (i.e., there does not exist a non-zero linear
combination of the rows whose sum is the vector of'ajl 0

(c) Forp prime, andn= 2 an integer, find a formula for the numbemnok m matrices that are

invertible overEP .
1.3 Sometimes it is useful to choose a key such that the encryption operation is identical to the
decryption operation. In the case of thi# Cipher , we would be looking for matricés such thak
=K1 (such a matrix is calleidvolutory). In fact, Hill recommended the use of involutory matrices

as keys in his cipher. Determine the number of involutory matrices ﬁzﬁ;p in the casen= 2.



HINT Use the formula given in Theorem 1.3 and observe th# detl for an involutory matrix
over L6 |
1.4 Suppose we are told that the plaintext

br eat ht aki ng

yields the ciphertext

RUPOTENTCOSUP
where theHill Cipher is used (buiis not specified). Determine the encryption matrix.

1.5 An Affine-Hill Cipher is the following modification of &lill Cipher : Let m be a positive
integer, and definP = € = (Zas)™ | In this cryptosystem, a ké§/consists of a pail( b),
whereL is anm x minvertible matrix ove Loy , and? € (Zize)™ .Forx=(X1,....Xm) e ¥V
andK = (L, b) € K, , we computg =ek (X) = (Y1, - - - ,¥Ym) by means of the formula=xL + b.
Hence, ifL = (4i;) andb = (bq, ... ,by), then

Ha &Lz ... &Om
laa &2 ... lm

(¥1,---2¥Um) = (Z12-- .. Zm) . + (b1,...,0m).
Em,l 'Em.? 5 Em.m

Suppose Oscar has learned that the plaintext
adi spl ayedequati on
is encrypted to give the ciphertext

DSRMVBSI OPLXLJIBZULLM
and Oscar also knows that= 3. Compute the key, showing all computations.

1.6 Here is how we might cryptanalyze tH#&l Cipher using a ciphertext-only attack. Suppose that
we know thain = 2. Break the ciphertext into blocks of length two letters (digrams). Each such
digram is the encryption of a plaintext digram using the unknown encryption matrix. Pick out the
most frequent ciphertext digram and assume it is the encryption of a common digram in the list
following Table 1.1 (for exampl&H or ST). For each such guess, proceed as in the known-plaintext
attack, until the correct encryption matrix is found.

Here is a sample of ciphertext for you to decrypt using this method:



LMETXYEAGTXCTUI EMNCTXLZEWJAI SPZYVAPEW. MGQAYA
XFTCJIMSQCADAGT XL MDXNXSNPJ QSYVAPRI QSVHNOCVAXFV

1.7 We describe a special case ®Fexmutation Cipher. Letm, n be positive integers. Write out the
plaintext, by rows, inm x n rectangles. Then form the ciphertext by taking the columns of these
rectangles. For example,nf=4,n = 3, then we would encrypt the plaintext "cryptography" by
forming the following rectangle:

cryp
t ogr
aphy

The ciphertext would beCTAROPYGHPRY ."
(a) Describe how Bob would decrypt a ciphertext (given valuesifandn).
(b) Decrypt the following ciphertext, which was obtained by using this method of encryption:

MYAVRARUY! QT ENCTORAHROYWDSOYEOQUARRGDERNOGW

1.8 There are eight different linear recurrences Lz rof degree four havingg = 1. Determine

which of these recurrences give rise to a keystream of period 15 (given a non-zero initialization
vector).

1.9 The purpose of this exercise is to prove the statement made in Section 1.2.5nhatrthe
coefficient matrix is invertible. This is equivalent to saying that the rows of this matrix are linearly

independent vectors ovE"'2 .

As before, we suppose that the recurrence has the form

m—1

Zm4i = E CiZi+j mod 2.

j=0
(z1, . . .,zZm) comprises the initialization vector. Fae 1, define
= {zlli LR 1zi+m-l}'

Note that the coefficient matrix has the vectors. . . v, as its rows, so our objective is to prove
that thesen vectors are linearly independent.

Prove the following assertions:
(@) Foranyi=1,

m—1

Um+i = E CjVi4; mod 2.

j=0



(b) Chooséh to be the minimum integer such that there exists a non-trivial linear combination

of the vectorwy/q, . . . ,vy which sums to the vector (O, . . ., 0) modulo 2. Then
h=3
Uy = E V541 mod 2,
J=0

and not all thej's are zero. Observe thak m+ 1, since anyn + 1 vectors in an
m-dimensional vector space are dependent.

(c) Prove that the keystream must satisfy the recurrence

h=2
Zheldi = E ;254 mod 2

j=0

for anyi = 1.

(d) Observe that ifi < m, then the keystream satisfies a linear recurrence of degree lessg than
a contradiction. Hencd,=m+ 1, and the matrix must be invertible.
1.10 Decrypt the following ciphertext, obtained from thetokey Cipher, by using exhaustive key
search:

MAL VWWIVAFBHBUQPTSOXAL TGVWARG

1.11 We describe a stream cipher that is a modification o¥thenere Cipher. Given a keyword
(K1, ... ,Km) of lengthm, construct a keystream by the rale=K; (1<i<m),zi +m=z +1

mod 26 {=m+ 1). In other words, each time we use the keyword, we replace each letter by its
successor modulo 26. For examplé&SUMMER is the keyword, we us8JMMER to encrypt the first
six letters, we us@VNNFSfor the next six letters, and so on.

Describe how you can use the concept of index of coincidence to first determine the length of the
keyword, and then actually find the keyword.

Test your method by cryptanalyzing the following ciphertext:

I YMYSI LONRFNCOXQJ EDSHBUI BCJ UZBOLFQYSCHATPEQGQ
J EJ NGNXZWHHGWF SUKUL J QACZKKJI CAAHGKEMI AFGVKVRDO
PXNEHEKZNKFSKI FRQVHHOVXI NPHVRTJ PYWQGI WPUUVKFP
CAWPMRKKQZW. QDYAZ DRML.PBJ KJ OBW WPSEPVVQVBCRYVC
RUZAACUNMBCHDAGDI EMSZFZHAL I GKEMIJFPCI WKRMLMPI N
AYOFI REACLDTHI TDVRVBE

The plaintext was taken from "The Codebreakers," by D. Kahn, Macmillan, 1967.
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Chapter 2
Shannon’s Theory

In 1949, Claude Shannon published a paper entitled "Communication Theory of Secrecy Systems" in the
Bell Systems Technical Journahis paper had a great influence on the scientific study of cryptography.
In this chapter, we discuss several of Shannon’s ideas.

2.1 Perfect Secrecy
There are two basic approaches to discussing the security of a cryptosystem.

computational security
This measure concerns the computational effort required to break a cryptosystem. We might
define a cryptosystem to lsemputationally securi the best algorithm for breaking it requires
at leasiN operations, wherl is some specified, very large number. The problem is that no
known practical cryptosystem can be proved to be secure under this definition. In practice,
people will call a cryptosystem "computationally secure" if the best known method of breaking
the system requires an unreasonably large amount of computer time (but this is of course very
different from a proof of security). Another approach is to provide evidence of computational
security by reducing the security of the cryptosystem to some well-studied problem that is
thought to be difficult. For example, it may be able to prove a statement of the type "a given
cryptosystem is secure if a given integarannot be factored." Cryptosystems of this type are
sometimes termed "provably secure," but it must be understood that this approach only provides
a proof of security relative to some other problem, not an absolute proof of sécurity.

1 This is a similar situation to proving that a problem is NP-complete: it proves that the given problem is at
least as difficult as any other NP-complete problem, but it does not provide an absolute proof of the
computational difficulty of the problem.

unconditional security
This measure concerns the security of cryptosystems when there is no bound placed on the
amount of computation that Oscar is allowed to do. A cryptosystem is defined to be
unconditionally securd it cannot be broken, even with infinite computational resources.



When we discuss the security of a cryptosystem, we should also specify the type of attack that is being
considered. In Chapter 1, we saw that neithe6thi&t Cipher, theSubstitution Cipher nor theVigenere
Cipher is computationally secure against a ciphertext-only attack (given a sufficient amount of
ciphertext).

What we will do in this section is to develop the theory of cryptosystems that are unconditionally secure
against a ciphertext-only attack. It turns out that all three of the above ciphers are unconditionally secure if
only one element of plaintext is encrypted with a given key!

The unconditional security of a cryptosystem obviously cannot be studied from the point of view of
computational complexity, since we allow computation time to be infinite. The appropriate framework in
which to study unconditional security is probability theory. We need only elementary facts concerning
probability; the main definitions are reviewed now.

DEFINITION 2.1 SupposeX andY are random variables. We denote the probability aakes on

the value x by p(x), and the probability thvatakes on the value y by p(y). The joint probability p(x, y) is
the probability thaiX takes on the value x anfitakes on the value y. The conditional probability p(x|y)
denotes the probability that takes on the value x given thatakes on the value y. The random variables
X andy are said to be independent if p(x, y) = p(X)p(y) for all possible valueX»>aafl y ofY.

Joint probability can be related to conditional probability by the formula

p(z.y) = p(z|y)p(y)-

Interchanging« andy, we have that
p(z,y) = plylz)p(z).

From these two expressions, we immediately obtain the following result, which is known as Bayes’
Theorem.

THEOREM 2.1 (Bayes’ Theorem)

If p(y) > 0O, then

pz)p(ylz)

plzly) = ()

COROLLARY 2.2

X andY are independent variables if and only if p(x|y) = p(x) for all.x, y

Throughout this section, we assume that a particular key is used for only one encrypion. Let us suppose
that there is a probability distribution on the plaintext sppa., We denote tha priori probability that

plaintextx occurs b)FP{"‘] . We also assume that the K€ys chosen (by Alice and Bob) using some
fixed probability distribution (often a key is chosen at random, so all keys will be equiprobable, but this



need not be the case). Denote the probability thakkieychosen b;FFC{K ). Recall that the key is
chosen before Alice knows what the plaintext will be. Hence, we make the reasonable assumption that the
key K and the plaintext are independent events.

The two probability distributions cp andx: induce a probability distribution cc . Indeed, it is not

hard to compute the probabiliﬁﬂfy} that y is the ciphertext that is transmitted. For aKJ'E -K: ,
define

C(K) = {ex(z) : z € P}

That is,C(K) represents the set of possible ciphertextsi the key. Then, for eve ¥ €C , we have
that

pey)= Y. px(K)ppldk(y).
{K:weC(K)}

We also observe that, for a-’d’,E c andT € P , we can compute the conditional probability,
Pe(¥1Z) (i.e., the probability that is the ciphertext, given thats the plaintext) to be

pelylz)= > px(K)

{K:iz=dixly))

It is now possible to compute the conditional probabPE':-"W) (i.e., the probability that is the
plaintext, given thay is the ciphertext) using Bayes’ Theorem. The following formula is obtained:

polz) . px(K)
{K:iz=dxiyl}

pe(K)pp{d(y))
[K-yeCik)}

pe{zly) =

Observe that all these calculations can be performed by anyone who knows the probability distributions.
We present a toy example to illustrate the computation of these probability distributions.

Example 2.1

LetP? = {0} ith prla) = 1/4,pp(b) = 3/4 | K = {Ki, K3, Kz} it
pc(K1) = 1/2,pc(K2) = p(Ks) = 1/4 | C = {112=3r4},and suppose the
encryption functions are defined to E-’ﬁ(ﬂ) = I‘EKI(!}) = 2;;

exs{a) = 2,ex,(b) = 3; ; and€ks (@) = 3, ek, (b) =4 s cryptosystem can be
represented by the followirgncryption matrix



a b
K (1 2
Ko |2 3
K3 4

We now compute the probability distributiPC . We obtain

pe(l) = 5
peld) = 15

Now we can compute the conditional probability distributions on the plaintext, given that a certain
ciphertext has been observed. We have:

prlal) = 1 peldl) = 0
pral2) = & D) = 3
poa®) = 7 o) = 3
pplald) = 0 pr(bl4) = 1.

We are now ready to define the concept of perfect secrecy. Informally, perfect secrecy means that Oscar
can obtain no information about plaintext by observing the ciphertext. This idea is made precise by
formulating it in terms of the probability distributions we have defined, as follows.
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DEFINITION 2.2 A cryptosystem has perfect secrecy if PP{ZIY) = pp(2)tor a1 T € P,y €C
That is, the a posteriori probability that the plaintext is x, given that the ciphertext y is observed, is
identical to the a priori probability that the plaintext is x.

In Example 2.1, the perfect secrecy property is satisfied for the ciphertext 3, but not for the other three
ciphertexts.

We next prove that thghift Cipher provides perfect secrecy. This seems quite obvious intuitively. For, if

we are given any ciphertext elem¥ € Z2 , then any plaintext eleme® € Zyg is a possible

decryption ofy, depending on the value of the key. The following theorem gives the formal statement and
proof using probability distributions.

THEOREM 2.3

Suppose the 26 keys in the Shift Cipher are used with equal probability 1/26.Then for any plaintext
probability distribution, the Shift Cipher has perfect secrecy.

PROOF Recalltha? = € = K = Zigg , and for &= K < 25, the encryption rulek isek (X) =x +
K mod 26{-"-7 S EEE) . First, we compute the distributh,p"f LetT € Zﬂﬂ : then

pey) = Y pc(K)pp(de(y))

EEEM
1
= > —pp(y-K)
26
KEE'E-EI-
1
= % z pr(y — K).
Kediag

Now, for fixedy, the valuey - K mod 26 comprise a permutationz?ﬂ ,andPP isa probability
distribution. Hence we have that



Consequently,

for any¥ € Zz6
Next, we have that

pelylz) = pely — = mod 26)
_ 1
26
for everyx, y, since for every, y the unique keK such thatk (X) =y isK =y - x mod 26. Now, using
Bayes’ Theorem, it is trivial to compute

prlx)pelylx)
pe(y)

()55

28
= pp(x),

pelzly) =

so we have perfect secrecy.

So, theShift Cipher is "unbreakable" provided that a new random key is used to encrypt every plaintext
character.

Let us next investigate perfect secrecy in general. First, we observe that, using Bayes’ Theorem, the
condition thatPP{ZlY) = Pr(Z) tor = € Poy € C g equivalent wPelyle) = pe(¥) for ai
reEP,yel, Now, let us make the reasonable assumptiorpﬂfﬂ) > 0 for all

y €C(ifpe(y) =0 ihen ciphertexy is never used and can be omitted fiC%). Fix any® € P . For
each¥ € €  we havePe(#z) = pely) > 0 Hence, for eac¥ € c , there must be at least one key
such thaeg (x) =vy. It follows thatJ"':| 2 |C| . In any cryptosystem, we must thcl 2 |P| since each

encoding rule is an injection. In the boundary (“CI - 1{:1 — |'P| , We can give a nice characterization
of when perfect secrecy can be obtained. This characterization is originally due to Shannon.



THEOREM 2.4

Suppose (P,C,K,E,D)isa cryptosystem where ”Cl = I€] = 1P| Thenthe cryptosystem provides
perfect secrecy if and only if every key is used with equal probability 1/1X] every T € P  and every
yeC , thereisa unique key K such that ek (x) = .

PROOF Suppose the given cryptosystem provides perfect secrecy. As observed above,Z € P
and¥ € C there must be at least one keguch thatk (x) =y. So we have the inequalities:

I€] = {ex(z) : K € K}
< |K]-

But we are assuming thl,ql =|X] . Hence, it must be the case that

{ex (z) : K € K}| = |K],

That is, there do not exist two distinct ké§/s andK o such tha® K2 (J*] =¥ Hence, we have
shown that for an¥ € P and¥ € ¢ , there is exactly one kdé¢/such thatk (x) = .

Figure 2.1 One-time Pad

Denote™ = IX| LetP=1{zi:1<i<n} 5ngfixal € C . We can name the ke, Ko,...,Kp,

in such a way theefﬁ{ri] = B 1 Stin . Using Bayes' theorem, we have

pe(ylzi)pr(z;)
pc(y)

_ p(Ki)pp (i)

pcly)

pr(zily) =

Consider the perfect secrecy conditPP{Zily) = pr(Zi) From this, it follows that
p,;(ﬂ';) - Fc{!-') , for 1<i < n. This says that the keys are used with equal probability (na®¢ (.'v') ).
But since the number of keyslm , we must have thP& (K) = 1/|K] for everyK =3 o

Conversely, suppose the two hypothesized conditions are satisfied. Then the cryptosystem is easily seen to
provide perfect secrecy for any plaintext probability distribution, in a similar manner as the proof of
Theorem 2.3. We leave the details for the reader.



One well-known realization of perfect secrecy isWeenam One-time Pad which was first described by
Gilbert Vernam in 1917 for use in automatic encryption and decryption of telegraph messages. It is
interesting that th®ne-time Padwas thought for many years to be an "unbreakable" cryptosystem, but
there was no proof of this until Shannon developed the concept of perfect secrecy over 30 years later.

The description of th®ne-time Padis given in Figure 2.1.

Using Theorem 2.4, it is easily seen that@res-time Padprovides perfect secrecy. The system is also
attractive because of the ease of encryption and decryption.

Vernam patented his idea in the hope that it would have widespread commercial use. Unfortunately, there
are major disadvantages to unconditionally secure cryptosystems suclOagitime Pad The fact that

1| = |P] means that the amount of key that must be communicated securely is at least as big as the
amount of plaintext. For example, in the case ofQhe-time Pad we requiren bits of key to encrypt

bits of plaintext. This would not be a major problem if the same key could be used to encrypt different
messages; however, the security of unconditionally secure cryptosystems depends on the fact that each key
is used for only one encryption. (This is the reason for the term "one-time" in the One-time Pad.)

For example, th®ne-time Padis vulnerable to a known-plaintext attack, sikcean be computed as the
exclusive-or of the bitstringsandek (X). Hence, a new key needs to be generated and communicated over

a secure channel for every message that is going to be sent. This creates severe key management problem
which has limited the use of tii@ne-time Padin commercial applications. However, tBae-time Pad

has seen application in military and diplomatic contexts, where unconditional security may be of great
importance.

The historical development of cryptography has been to try to design cryptosystems where one key can be
used to encrypt a relatively long string of plaintext (i.e., one key can be used to encrypt many messages)
and still maintain (at least) computational security. One such systemDath&ncryption Standard,

which we will study in Chapter 3.
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2.2 Entropy

In the previous section, we discussed the concept of perfect secrecy. We restricted our attention to the
special situation where a key is used for only one encryption. We now want to look at what happens as
more and more plaintexts are encrypted usingémeekey, and how likely a cryptanalyst will be able to
carry out a successful ciphertext-only attack, given sufficient time.

The basic tool in studying this question is the idea of entropy, a concept from information theory
introduced by Shannon in 1948. Entropy can be thought of as a mathematical measure of information or
uncertainty, and is computed as a function of a probability distribution.

Suppose we have a random varia¥leshich takes on a finite set of values according to a probability
distributionp(X). What is the information gained by an event which takes place according to distribution
p(X)? Equivalently, if the event has not (yet) taken place, what is the uncertainty about the outcome? This
guantity is called the entropy #f and is denoted biyl(X).

These ideas may seem rather abstract, so let's look at a more concrete example. Suppose our random
variableX represents the toss of a coin. The probability distributipthisad$ = p(tails) = 1/2. It would

seem reasonable to say that the information, or entropy, of a coin toss is one bit, since we could encode
headsby 1 andails by 0, for example. In a similar fashion, the entropy ofdependent coin tossesis

since then coin tosses can be encoded by a bit string of lemgth

As a slightly more complicated example, suppose we have a random vArihbletakes on three
possible valueg1, x», X3 with probabilities 1/2, 1/4, 1/4 respectively. The most efficient "encoding" of

the three possible outcomes is to encogdeas 0, to encode, as 10 and to encodg as 11. Then the
average number of bits in an encodingKak

1 1 1 3

2x1+4>¢2+4x2—2
The above examples suggest that an event which occurs with probaBildgr2be encoded as a bit string
of lengthn. More generally, we could imagine that an event occurring with probgbititight be encoded
by a bit string of length approximately - log. Given an arbitrary probability distributiqny, p2, ...,pn
for a random variabl¥, we take the weighted average of the quatities > [mgto be our measure of
information. This motivates the following formal definition.



DEFINITION 2.3 Suppos« is a random variable which takes on a finite set of values according to a
probability distribution §X). Then, the entropy of this probability distribution is defined to be the quantity

i)
H(X)=-)_ pilog; p;

=1

If the possible values of arex;, 1<i < n, then we have

H(X) =~ p(X =z;)log, p(X = z,).

i=1

REMARK Observe that log p; is undefined ip; = 0. Hence, entropy is sometimes defined to be the
relevant sum over all the non-zero probabilities. Sincg lig x log> x = 0, there is no real difficulty

with allowingp; = 0 for some. However, we will implicitly assume that, when computing the entropy of
a probability distributiorp;, the sum is taken over the indigesuch thap; # 0. Also, we note that the

choice of two as the base of the logarithms is arbitrary: another base would only change the value of the
entropy by a constant factor.

Note that ifp; = 1hfor 1<i < n, thenH(X) = log, n. Also, it is easy to see thd({X) = 0, andH(X) = 0
if and only ifp; = 1 for some andp; = 0 for allj #1i.

Let us look at the entropy of the various components of a cryptosystem. We can think of the key as being a

random variabl& that takes on values according to the probability distribu?’X, and hence we can
compute the entroph(K). Similarly, we can compute entropidéP) andH(C) associated with plaintext
and ciphertext probability distributions, respectively.

To illustrate, we compute the entropies of the cryptosystem of Example 2.1.
Example 2.1 (Cont.)
We compute as follows:

lo l—gln §
g24 4 524

=
X2
I

i | o ||

(-2) - (tog,3-2)

=2 2(log, 3)
= (.81.



Similar calculations yieltH(K) = 1.5 ancH(c) ~ 1.85
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2.2.1 Huffman Encodings and Entropy

In this section, we discuss briefly the connection between entropy and Huffman encodings. As the results
in this section are not relevant to the cryptographic applications of entropy, it may be skipped without loss
of continuity. However, this discussion may serve to further motivate the concept of entropy.

We introduced entropy in the context of encodings of random events which occur according to a specified
probability distribution. We first make these ideas more precise. As b¥f@ey random variable which
takes on a finite set of values, gn(X) is the associated probability distribution.

An encoding of X is any mapping
f:X = {0,1},

where {0, 1}* denotes the set of all finite strings of 0’s and 1's. Given a finite list (or string) of eyents
...Xp, we can extend the encoding f in an obvious way by defining

flzr.ozn) = flm) || ... || F(za)
where || denotes concatenation. In this way, we can thinksod mapping
f:X* = {0,1}".

Now, suppose a string ... Xy is produced by anemoryless source such that eack; occurs according to
the probability distribution oiX. This means that the probability of any string... X is computed to be
p(x1) % ... %Xp(xp). (Notice that this string neawt consist of distinct values, since the source is
memoryless. As a simple example, consider a sequemcwsdes of a fair coin.)

Now, given that we are going to encode strings using the mappirig important that we are able to
decode in an unambiguous fashion. Thus it should be the case that the ehisodijegtive.

Example 2.2

Suppos&X ={a, b, ¢, d}, and consider the following three encodings:



f(b) = 10 f(e) = 100 f(d) = 1000
glb) = 10 gle) = 110 g(d) = 111
hit) = 01 hic) = 10 h(d) 5 |

Il

It can be seen thé&kndg are injective encodings, blatis not. Any encoding usinigcan be decoded by
starting at the end and working backwards: every time a 1 is encountered, it signals the end of the current
element.

An encoding using can be decoded by starting at the beginning and proceeding sequentially. At any
point where we have a substring that is an encodimglpfc, or d, we decode it and chop off the
substring. For example, given the string 10101110, we decodeblthtn 10 tdo, then 111 tal, and
finally O toa. So the decoded stringhbda.

To see thah is not injective, it suffices to give an example:
R{ac) = h(ba) = 010.

From the point of view of ease of decoding, we would prefer the encgdafy This is because decoding
can be done sequentially from beginning to eryisfused, so no memory is required. The property that
allows the simple sequential decodingga$ called the prefix-free property. (An encodungs prefix-free

if there donot exist two elements, y [0 X, and a string O {0, 1}* such thatg(x) = g(y) ||z)

The discussion this point has not involved entropy. Not surprisingly, entropy is related to the efficiency of
an encoding. We will measure the efficiency of an encotdaisgwe did before: it is the weighted average

length (denoted b;eff} ) of an encoding of an elementXf So we have the following definition:

(=3 p@)lf),

TEX
where Y| denotes the length of a stripng

Now, our fundamental problem is to find an injective encodirthat minimize<£(f) . There is a
well-known algorithm, known as Huffman’s algorithm, that accomplishes this goal. Moreover, the
encodingf produced by Huffman’s algorithm is prefix-free, and

H(X) < &f) < H(X) + 1.

Thus, the value of the entropy provides a close estimate to the average length of the optimal injective
encoding.

We will not prove the results stated above, but we will give a short, informal description of Huffman’s
algorithm. Huffman’s algorithm begins with the probability distribution on th&sanhd the code of each
element is initially empty. In each iteration, the two elements having lowest probability are combined into
one element having as its probability the sum of the two smaller probabilities. The smaller of the two



elements is assigned the value "0" and the larger of the two elements is assigned the value "1." When only
one element remains, the coding for ea€hX can be constructed by following the sequence of elements
"backwards" from the final element to the initial elerment

This is easily illustrated with an example.
Example 2.3

Suppos&X ={a, b, ¢, d, € has the following probability distributiomp(a) = .05,p(b) = .10,p(c) = .12,
p(d) = .13 andp(e) = .60. Huffman’s algorithm would proceed as indicated in the following table:

[a[blecld]e]
05[.10].12].13] 60
01

15 A2 .13 | .60

.25 60

This leads to the following encodings:

X f(x)
a 000
b 001
o 010
d 011
e 1

Thus, the average length encoding is

Uf)=05x3+.10x3+.12x3+.13x3+.60x1
= 1.8.

Compatre this to the entropy:



H(X) = .2161 + .3322 + .3671 + .3842 + .4422
= 1.7402.
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2.3 Properties of Entropy

In this section, we prove some fundamental results concerning entropy. First, we state a fundamental
result, known as Jensen’s Inequality, that will be very useful to us. Jensen’s Inequality involves concave
functions, which we now define.

DEFINITION 2.4 A real-valued function f is concave on an interval | if

z+y\ . fl=)+ )
d (T) 27y

for all x, yO I. fis strictly concave on an interval | if

1(242) > LE2316)

forall x, yd I, x#y.
Here is Jensen’s Inequality, which we state without proof.
THEOREM 2.5 (Jensen’s Inequality)

Suppose f is a continuous strictly concave function on the interval I,

n
zﬂi =1,
i=1

andg >0, 1<i<n.Then

Zﬂ:‘f(ﬂi] 4§ Eﬂim'i 3
i=1 i=1



where x O |, 1<i < n. Further, equality occurs if and only if>x= ... =xp.

We now proceed to derive several results on entropy. In the next theorem, we make use of the fact that the
function logy X is strictly concave on the interval @). (In fact, this follows easily from elementary

calculus since the second deriviative of the logarithm function is negative on the intesyjdl (O,
THEOREM 2.6

Suppos« is a random variable having probability distribution po»>, pn, wherep; >0, 1<i<n. Then
H(X) < log2 n, with equality if and only ifjp=1h, 1<i<n.

PROOF Applying Jensen'’s Inequality, we have the following:

H(X)=-)_pilogypi

=1

n 1
=5 pilogy —

= 1
< MH';L (p.- x —)
i=1 P
= logg n.
Further, equality occurs if and onlygf = 1h, 1<i<n.
THEOREM 2.7
H (X, Y) < H(X) + H(Y), with equality if and only iK andY are independent events

PROOF Suppos& takes on valuesj, 1<i<m, andY takes on valueg;, 1<j < n. Denotep; =p(X =
Xj), 1<i<m, andg; =p(Y =yj), 1<j<n. Denoterj =p(X =Xj,Y =yj), 1<i<m, 1<j<n (this is the
joint probability distribution).

Observe that

(1<i<m)and



(1 <j <n). We compute as follows:

m

HX)+ H(Y) =~ [ Y pilogapi + ) 0108, ¢;

i=]1 §=1

i

= - Z Zr,, log, pi + Z Z”r: logy q;

i=1 y=1 i=1i=1

n

b4
- Z Z rij logs pig;.

i=l j=1

On the other hand,

m n
H(X,Y) ==Y rilog,i.

=1 j=1

Combining, we obtain the following:

H(X,Y) - H(X)- H(Y) = Z Zr,_, mg;2 o Z Z ri; logy pig;

i=1 j=1 =1 j=1

= Z Z Tij 1||:||gJ Pdj

i=1 j=lI

i
< logy Z ZPH;"J
i=1 j=1
= 1{)52 1
= ).
(Here, we apply Jensen’s Inequality, using the fact thatjtteeform a probability distribution.)

We can also say when equality occurs: it must be the case that there is a canatanthap; gj/r<
SUB>jj =cfor alli, j. Using the fact that

n

ZZ"*J = ZEW}; =1,

d=1 =1 =1 i=1



it follows thatc = 1. Hence, equality occurs if and only jf = p;q;, i.e., if and only if
p(X =2z, Y =y;) =p(X = 2:)p(Y = p;),
1<i<m, 1<j<n. But this says that andY are independent.

We next define the idea of conditional entropy.

DEFINITION 2.5 SupposeX andY are two random variables. Then for any fixed value Y,afie get a
(conditional) probability distribution (Xly). Clearly,

H(X|y) = =Y _ plaly) log, p(z|y).

We define the conditional entropy>]Y) to be the weighted average (with respect to the probabilities
p(y)) of the entropies EX|y) over all possible values y. It is computed to be

HX|Y) = =3 3" plylp(zly) log, plz|y).

The conditional entropy measures the average amount of informationabwttis revealed by.
The next two results are straightforward; we leave the proofs as exercises.

THEOREM 2.8

H(X, Y) = H(Y) + H(X]Y).

COROLLARY 2.9

H(X]Y) < H(X), with equality if and only if X and Y are independent.
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2.4 Spurious Keys and Unicity Distance

In this section, we apply the entropy results we have proved to cryptosystems. First, we show a
fundamental relationship exists among the entropies of the components of a cryptosystem. The conditional
entropyH(K|C) is called thékey equivocationand is a measure of how much information about the key is
revealed by the ciphertext.

THEOREM 2.10

Letrp1 C,K,E,Dpe a cryptosystem. Then
H(K|C) = H(K) + H(P) - H(C).

PROOF First, observe thai(K, P, C) =H(C|K, P) + H(K, P). Now, the key and plaintext determine the
ciphertext uniquely, sincg= ek (x). This implies thaH(C|K, P) = 0. HenceH(K, P, C) = H(K, P). But
K andP are independent, $&(K, P) = H(K) + H(P). Hence,

H(K,P,C) = H(K,P) = H(K) + H(P).

In a similar fashion, since the key and ciphertext determine the plaintext uniqueky=ic (y)), we
have thaH(PIK, C) = 0 and hencel(K, P, C) =H(K, C).

Now, we compute as follows:

H(K|C)

H(K,C) - H(C)

= H(K,P,C) - H(C)

= H(K) + H(P) - H(C),
giving the desired formula.
Let us return to Example 2.1 to illustrate this result.

Example 2.1 (Cont.)



We have already computh{P} ~ 0.81, H(K) = 1.5 andH{C) ~ 183 Theorem 2.10 tells

us thal""r“":ll‘:::-|| ~ 1.5+ 0.81 — 1.85 &= 0.46)  This can be verified directly by applying the
definition of conditional entropy, as follows. First, we need to compute the probalp(Kigf), 1<i < 3,
1<j<4. This can be done using Bayes’ Theorem, and the following values result:

p(Kill) = 1 p(K2[l) = 0 p(Ks|1) = 0
6 1
p(Kil2) = - pKa[2) = 3 p(Ks2) = 0
. 3 1
p(K{[3) = 0 p(K2|3) = i plK3[3) = i
p(Kil4) = 0 p(K2[4) = 0 p(Ksl4) = L
Now we compute
1 7 1 3
H(K|C) = 2 x 0+ 75 x 059+ 2 x 0.81 + 5 x 0= 0.46,

agreeing with the value predicted by Theorem 2.10.

Suppose‘:ﬂ C,K,E,D) the cryptosystem being used, and a string of plaintext

IL1re...Tn

is encrypted with one key, producing a string of ciphertext
y] '1?_,'3 e yﬂ: :

Recall that the basic goal of the cryptanalyst is to determine the key. We are looking at ciphertext-only
attacks, and we assume that Oscar has infinite computational resources. We also assume that Oscar knows
that the plaintext is a "natural” language, such as English. In general, Oscar will be able to rule out certain
keys, but many "possible" keys may remain, only one of which is the correct key. The remaining possible,
but incorrect, keys are callsgurious keys

For example, suppose Oscar obtains the ciphertext $tidyJW which has been obtained by encryption
using a shift cipher. It is easy to see that there are only two "meaningful" plaintext strings, mamnely
andarena corresponding respectively to the possible encryption kdys5) andW (= 22). Of these two
keys, one will be the correct key and the other will be spurious. (Actually, it is moderately difficult to find
a ciphertext of length 5 for tHehift Cipher that has two meaningful decryptions; the reader might search
for other examples.)



Our goal is to prove a bound on the expected number of spurious keys. First, we have to define what we
mean by the entropy (per letter) of a natural langliageéhich we denotél| . H| should be a measure of

the average information per letter in a "'meaningful” string of plaintext. (Note that a random string of
alphabetic characters would have entropy (per letter) equal jczﬁu ~ 4.70 .) As a "first-order"
approximation tdH |, we could takéd(P). In the case whelleis the English language, we get

H(P} ~ 4.19 by using the probability distribution given in Table 1.1.

Of course, successive letters in a language are not independent, and correlations among successive letters
reduce the entropy. For example, in English, the letter "Q" is always followed by the letter "U." For a
"second-order" approximation, we would compute the entropy of the probability distribution of all

digrams and then divide by 2. In general, deRfeto be the random variable that has as its probability
distribution that of alh-grams of plaintext. We make use of the following definitions.
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DEFINITION 2.6 Suppose L is a natural language. The entropy of L is defined to be the quantity

. H({P"
H; = lim (P7)
n—oco 71
and the redundancy of L is defined to be
Hp
Rp=1— ——,
log |P]

REMARK H| </sus> measures the entropy letter of the language L. A random language would have
entropy log I:'nl . So the quantity Rmeasures the fraction of "excess characters," which we think of as
redundancy.

In the case of the English language, a talE:)uI?tion_of a large number of digrams and their frequencies
would produce an estimate for PR). H(P*)/2 = 3.90 is one estimate obtained in this way. One could
continue, tabulating trigrams, etc. and thus obtain an estimate forifact, various experiments have

yielded the

empirical result that 1.& H__ < 1.5. That is, the average information content in English is something like
one to one and a half bits per letter!

Using 1.25 as our estimate of Hyives a redundancy of about 0.75. This means that the English language

is 75% redundant! (This is not to say that one can arbitrarily remove three out of every four letters from
English text and hope to still be able to read it. What it does mean is that it is possible to find a Huffman
encoding of n-grams, for a large enough value of n, which will compress English text to about one quarter
of its original length.)

Given probability distributions oﬁ: andpﬂ , we can define the induced probability distributior‘gfr.1
, the set of n-grams of ciphertext (we already did this in the case n = 1). We have léBftnduk a
random variable representing an n-gram of plaintext. Similarly, défhéo be a random variable
representing an n-gram of ciphertext.



Given yJ C", define
K(y)={K e K:3x € P", ppn(x) > 0,ex(x) = y}.

That is, K¢) is the set of keys K for whigtis the encryption of a meaningful string of plaintext of length
n, i.e., the set of "possible" keys, given thestthe ciphertext. Iy is the observed sequence of ciphertext,
then the number of spurious keys isy)K{ 1, since only one of the "possible" keys is the correct key. The
average number of spurious keys (over all possible ciphertext strings of length n) is derﬁ,"kdlby

value is computed to be

SH_ZP(F“K )I=-1)

yEeCn
=Y pNIEY)I- Y ply)
yeCn YEC™
=Y pIK(y) -1
yecn

From Theorem 2.10, we have that

H(K|C™) = H(K) + H(P™) — H(C").

Also, we can use the estimate

H(P") = nHy =n(l — Ry)log, [P,
provided n is reasonably large. Certainly,
H(C") < nlog, |C].
Then, illc| = |P| , it follows that
H(K|C") > H(K) — nRy log, |P]. (2.1)

Next, we relate the quantity KIC") to the number of spurious ke;?J’,* We compute as follows:



H(K|C") = Y ply)H(Kly)

yeCn

< Y ply)logg |K(y)l

yeon

< logy Y p(y)IK ()l
yecn

= log, (3, + 1),
where we apply Jensen’s Inequality (Theorem 2.5) with f(x) = Jogr'hus we obtain the inequality
H(K|C") < logy(5n + 1). (2.2)

Combining the two inequalities (2.1) and (2.2), we get that
log, (3 + 1) 2 H(K) — nRg log, |P|.

In the case where keys are chosen equiprobably (which maximi£s #¢ have the following result.
THEOREM 2.11
Supposép‘ C.K,E, D}

denote the redundancy of the underlying language. Then given a string of ciphertext of length n, where n
is sufficiently large, the expected number of spurious .'\S\J’}s,satisfies

|X]
*n 2 [pRe ~

is a cryptosystem Whel€| = 1" and keys are chosen equiprobably. Let R

o KI/PIPRe — 1 ally qu -
The quantit approaches 0 exponentially quickly as n increases. Also, note that the

estimate may not be accurate for small values of n, especially siR€§/hifnay not be a good estimate
for H if nis small.

We have one more concept to define.

DEFINITION 2.7 The unicity distance of a cryptosystem is defined to be the value of n, dengged by n

at which the expected number of spurious keys becomes zero; i.e., the average amount of ciphertext
required for an opponent to be able to uniquely compute the key, given enough computing time.

If we setn = 0 in Theorem 2.11 and solve for n, we get an estimate for the unicity distance, namely



. _logy K|
| | N o e et
Ry log, |P|

iz = !
As an example, consider tBabstitution Cipher. In this cryptosystenl.?! =26 and|'!‘cE 261 LIf
we take R = 0.75, then we get an estimate for the unicity distance of

ng = 88.4/(0.75 x 4.7) = 25.

This suggests that, given a ciphertext string of length at least 25, (usually) a unique decryption is possible.
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2.5 Product Cryptosystems
Another innovation introduced by Shannon in his 1949 paper was the idea of combining cryptosystems by

forming their "product.” This idea has been of fundamental importance in the design of present-day
cryptosystems such as tBata Encryption Standard, which we study in the next chapter.

For simplicity, we will confine our attention in this section to cryptosystems in VC = P :
cryptosystems of this type are calladiomor phic. Supposesl = (P,P.K:1,.&, D) and

(82 = (P, P, K2,&2,D2) 3re two endomorphic cryptosystems which have the same plaintext (and
ciphertext) spaces. Then the producEgfandS,, denoted bys; x So, is defined to be the cryptosystem

(‘p:P:K:I * EE}E:ID}'

A key of the product cryptosystem has the fotm (K 1, K»), wheref 1 € Kiand2 € Ka. The
encryption and decryption rules of the product cryptosystem are defined as follows: Rér=e@¢<h,
K2), we have an encryption rubg defined by the formula

ek, .K)(T) = exy(ex, (2)),
and a decryption rule defined by the formula

d{”; K2 [U} = d“: :I.":'."-H'J' (y}}

That is, we first encrypt with EKI , and then "re-encrypt" the resulting ciphertext \EKE' .
Decrypting is similar, but it must be done in the reverse order:

dixe, )€k, k) (2)) = dik, ko) (€K, (€K, (2)))
= dk, (dx, (ex,(ex, (2))))
= dk, (€K, (7))

= I.



Recall also that cryptosystems have probability distributions associated with their keyspaces. Thus we

need to define the probability distribution for the keysp(::ef the product cryptosystem. We do this in a
very natural way:

p (K, K3) = pe, (K x pi, (K2).

CFy
I

O, i
amam
-

=i

Figure 2.2 Multiplicative Cipher

In other words, chood€1 using the distributiopl’cl , and then independently chod&g using the
distributionPK 2 .

Here is a simple example to illustrate the definition of a product cryptosystem. Suppose we define the
Multiplicative Cipher as in Figure 2.2.

SupposeM is theMultiplicative Cipher (with keys chosen equiprobably) a8ds theShift Cipher (with
keys chosen equiprobably). Then it is very easy to sedltha is nothing more than th&ffine Cipher
(again, with keys chosen equiprobably). It is slightly more difficult to show&hkad¥l is also theAffine
Cipher with equiprobable keys.

Let's prove these assertions. A key in 8teéft Cipher is an elemerj‘!{r € Zog , and the corresponding
encryption rule i®k (X) =x + K mod 26. A key in théultiplicative Cipher is an elemertt = EEE
such that gcdy, 26) = 1; the corresponding encryption ruled¢x) = ax mod 26. Hence, a key in the
product cipheM x S has the formg, K), where

€(a,k}(z) = ax + K mod 26.

But this is precisely the definition of a key in th#fine Cipher. Further, the probability of a key in the
Affine Cipher is 1/312 = 1/12 x 1/26, which is the product of the probabilities of thekagdK,
respectively. Thup x Sis theAffine Cipher.

Now let's considefs x M. A key in this cipher has the forrK,(a), where

eik.a)(*) = a(x + K) = az + aK mod 26.

Thus the keyK, a) of the product ciphe$ x M is identical to the keya( aK) of theAffine Cipher. It
remains to show that each key of &ki@ine Cipher arises with the same probability 1/312 in the product
cipherS x M. Observe thaaK = K1 if and only ifK =a 1K (recall that gcd, 26) = 1, so a has

multiplicative inverse). In other words, the key K1) of theAffine Cipher is equivalent to the key

-1
(a K< /SUB>,a) of the product cipheB x M. We thus have a bijection between the two key spaces. Since each key is equiprobable,
we conclude tha® x M is indeed théffine Cipher.



We have shown thal x S=Sx M. Thus we would say that the two cryptosysteoramute. But not all pairs of cryptosystems commute;
it is easy to find counterexamples. On the other hand, the product operation isasboagsive: (S1 %X S2) x S3 =S1 x (S2 x S3).

If we take the product of an (endomorphic) cryptosyssemith itself, we obtain the cryptosyste®x S, which we denote bg2. If we

take then-fold product, the resulting cryptosystem is denote@ByWe callS" aniterated cryptosystem.

A cryptosystens is defined to bédempotent if s2=s Many of the cryptosystems we studied in Chapter 1 are idempotent. For example,
the Shift, Substitution, Affine, Hill, Vigenere andPermutation Ciphers are all idempotent. Of course, if a cryptosystis idempotent,

then there is no point in using the product sy as it requires an extra key but provides no more security.

If a cryptosystem is not idempotent, then there is a potential increase in security by iterating several times. This idea isDatd in the
Encryption Standard, which consists of 16 iterations. But, of course, this approach requires a non-idempotent cryptosystem to start with.
One way in which simple non-idempotent cryptosystems can sometimes be constructed is to take the product of two different (simple)
cryptosystems.

REMARK It is not hard to show that§1 andS2 are both idempotent and they commute, tBe¢rnx S2 will also be idempotent. This
follows from the following algebraic manipulations:

(S; X 82) % (8; x83) =8, x(S2 x8,) xS,
=8, x (8; x S3) x S;
=(S; x8;) % (S2 x Sy)
=85, x8,.
(Note the use of the associative property in this proof.)

So, ifS1 andS2 are both idempotent, and we w&1t x S2 to be non-idempotent, then it is necessary$1aandS2 not commute.

Fortunately, many simple cryptosystems are suitable building blocks in this type of approach. Taking the product of substitution-type
ciphers with permutation-type ciphers is a commonly used technique. We will see a realization of this in the next chapter.
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2.6 Notes

The idea of perfect secrecy and the use of entropy techniques in cryptography was pioneered by Shannon
[SH49]. Product cryptosystems are also discussed in this paper. The concept of entropy was defined by
Shannon in [848]. Good introductions to entropy, Huffman coding and related topics can be found in the
books by Welsh [W88] and Goldie and Pinch [GP91].

The results of Section 2.4 are due to Beauchemin and Brassard [BB88], who generalized earlier results of
Shannon.

Exercises

2.1 Letn be a positive integer. Batin squareof ordern is ann x n arrayL of the integers 1, ..n
such that every one of the n integers occurs exactly once in each row and each calufm of
example of a Latin square of order 3 is as follows:

1 2 3
3 1 2
2 3 1

Given any Latin squark of ordern, we can define a related cryptosystem. Take
P=C=K={1,.,n} Forici< n, the encryption rule; is defined to be; (j) = L(i, j).
(Hence each row df gives rise to one encryption rule.)

Give a complete proof that this Latin square cryptosystem achieves perfect secrecy.

2.2 Prove that théffine Cipher achieves perfect secrecy.
2.3 Suppose a cryptosystem achieves perfect secrecy for a particular plaintext probability
distributionpg. Prove that perfect secrecy is maintainedafoy plaintext probability distribution.

2.4 Prove that if a cryptosystem has perfect secrech o |C| = |P| , then every ciphertext is
equally probable.
2.5 Suppos« is a set of cardinality, where X < n < 2K*1 andp(x) = 1h for allx O X.

(a) Find a prefix-free encoding of, sayf, such thaf(f) =k +2 — 2°*!/n



HINT < /SMALL> Encode ¥*1 - n elements oK as strings of lengtk, and encode the remaining elements as
strings of lengthk + 1.

(b) llustrate your construction for= 6. Comput(ﬁf} andH(X) in this case.
2.6 Suppos«X ={a, b, c, d, has the following probability distributiorp(a) = .32,p(b) = .23,p(q) = .20,p(d) = .15 and
p(e) = .10. Use Huffman’s algorithm to find the optimal prefix-free encoding. @ompare the length of this encoding to
H(X).
2.7 Prove thaH(X, Y) =H(Y) + H(X]Y). Then show as a corollary thHa¢X|Y) < H(X), with equality if and only iX
andY are independent.
2.8 Prove that a cryptosystem has perfect secrecy if and dA{{P|€) = H(P).
2.9 Prove that, in any cryptosystehi(K |C) = H(P|C). (Intuitively, this result says that, given a ciphertext, the
opponent’s uncertainty about the key is at least as great as his uncertainty about the plaintext.)

2.10 Consider a cryptosystem in whif® = {a,b,ch K = {K1, Ka. K3} and € = {1,2,3,4}
Suppose the encryption matrix is as follows:

[a & ¢
Ky|1 2 3
K,|2 3 4
Kil3 4 1

Given that keys are chosen equiprobably, and the plaintext probability distribution is

prla) = 1/2, pp(b) = 1/3, pelc) = 1/6 computad(P), H(C), H(K), H(K|C) andH(P(C).

2.11 ComputeH(K|C) andH(K|P, C) for theAffine Cipher.
2.12 Consider &/igenere Cipherwith keyword lengthm. Show that the unicity distance i1/, whereR| is the

redundancy of the underlying language. (This result is interpreted as follovgsdEnotes the number of alphabetic
characters being encrypted, then the "length" of the plaintext/ig, since each plaintext element consistmof
alphabetic characters. So, a unicity distance Rf 1¢orresponds to a plaintext consisting®R|_ alphabetic characters.)
2.13 Show that the unicity distance of tHél Cipher (with anm x m encryption matrix) is less thaw/R_ (Note that

the number of alphabetic characters in a plaintext of this Ienglﬁ/iEL< /1>))

_— . . . - nlo. . . .
2.14 ASubstitution Cipherover a plaintext space of size n ||J'C| = n. Stirling’s formula gives the following
estimate for n!:

n! ~ \;‘Z?m(E)

e

(a) Using Stirling’s formula, derive an estimate of the unicity distance @ubstitution Cipher

(b) Let m=1 be an integer. The-gram Substitution Cipheis theSubstitution Cipherwhere the plaintext (and
ciphertext) spaces consist of all’Pém-grams. Estimate the unicity distance of thgram Substitution Cipheif
RL = 0.75.

2.15 Prove that the&hift Cipheris idempotent.
2.16 Suppos& is theShift Cipher (with equiprobable keys, as usual) &gl is theShift Cipherwhere keys are

chosen with respect to some probability distribu K (which need not be equiprobable). Prove tBatx So = S1.
2.17 Suppos&1 andS2 areVigenere Cipherswith keyword lengths m m2 respectively, where m> m2.
(&) 1fm2 | my, then show thap x S1 = S1.
(b) One might try to generalize the previous result by conjecturindShat S1 = S3, whereS3 is theVigenere
Cipherwith keyword length lcm(m m2). Prove that this conjecture is false.



HINT 11721 ?-é I] mod np, then the number of keys in the product cryptosyStem S1 is than the number
of keys infS3.
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Chapter 3
The Data Encryption Standard

3.1 Introduction

On May 15, 1973, the National Bureau of Standards published a solicitation for cryptosystems in the
Federal Register. This lead ultimately to the development dbalte Encryption Standard, or DES,

which has become the most widely used cryptosystem in the \RdiEBlwas developed at IBM, as a
moadification of an earlier system knownld3CIFER. DES was first published in the Federal Register of
March 17, 1975. After a considerable amount of public discudsie8,was adopted as a standard for
"unclassified" applications on January 15, 199ES has been reviewed by the National Bureau of
Standards (approximately) every five years since its adoption. Its most recent renewal was in January
1994, when it was renewed until 1998. It is anticipated that it will not remain a standard past 1998.

3.2 Description of DES

A complete description dES is given in the Federal Information Processing Standards Publication 46,
dated January 15, 197DES encrypts a plaintext bitstringof length 64 using a kdyg which is a bitstring

of length 56, obtaining a ciphertext bitstring which is again a bitstring of length 64. We first give a
"high-level" description of the system.

The algorithm proceeds in three stages:

1. Given a plaintexx, a bitstringxg is constructed by permuting the bitsxaiccording to a (fixed)
initial permutationlP. We writexg = IP ) =LgRg, whereL g comprises the first 32 bits &f and
Rp the last 32 bits.

2. 16 iterations of a certain function are then computed. We corhpRie

Figure 3.1 One round of DES encryption



1<i <16, according to the following rule:
L; = Ri—,
By = Ly @ f(Rieq, Ky,

whereld denotes the exclusive-or of two bitstrings a function that we will describe later, afgl,
Ko, ... ,K1g are each bitstrings of length 48 computed as a function of thi€. Kéctually, each
Kj is a permuted selection of bits fraf) K1, Ko, . .. ,K1g comprises th&ey scheduleOne round
of encryption is depicted in Figure 3.1

3. Apply the inverse permutation 1Pto the bitstringR16L 16< /sUB>, obtaining the cipherteyt That isy =
IP'l(R16L< /I> 16). Note the inverted order ofilg and R16.

The function f takes as input a first argument A, which is a bitstring of length 32, and a second argument J that is a bitstring of length 48,
and produces as output a bitstring of length 32. The following steps are executed.

1. The first argument A is "expanded" to a bitstring of length 48 according to a fixed expansion function E. E(A) consists of the 32
bits from A, permuted in a certain way, with 16 of the bits appearing twice.

Figure 3.2 The DES f function

2. Compute E(AD J and write the result as the concatenation of eight 6-bit strings BB I>B 3B4< I1>B5Bg<

I>B7Bg.

3. The next step uses eightboxesy, . . . ,Sg. EachS is a fixed 4 x 16 array whose entries come
from the integers O - 15. Given a bitstring of length six,Bjay by by < 1>b3bs< 1>bsbg, we
computeS; (Bj) as follows. The two bitb; bg determine the binary representation of a rafS; (0

<r < 3), and the four bitepbz< I>bsbs determine the binary representation of a colerohS; (0

< c< 15). ThenS;(Bj) is defined to be the ent§(r, c), written in binary as a bitstring of length

four. (Hence, eacB; can be thought of as a function that accepts as input a bitstring of length two

and one of length four, and produces as output a bitstring of length four.) In this fashion, we compute
Cj =Si(Bj</I>),1<j<8.
4. The bitstring C = GC2< I>C 3C4< I>C5Cg< I>C7Cg of length 32 is permuted according to a
fixed permutation P. The resulting bitstringJP(s defined to b&A, J).
Thef function is depicted in Figure 3.2. Basically, it consists of a substitution (using an S-box) followed

by the (fixed) permutation P. The 16 iteration$ obmprise a product cryptosystem, as described in
Section 2.5.
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In the remainder of this section, we present the specific functions uB&sSin

The initial permutation IP is as follows:

IP

58 50 42 34 26 18 10

60 52 44 36 28 20 12

62 54 46 38 30 22 14

64 56 48 40 32 24 16

57 49 41 33 25 17 9

59 51 43 35 27 19 11

61 53 45 37 29 21 13

N o] WPl MDD

63 55 47 39 31 23 15

This means that the 58th bit>fs the first bit of IPX); the 50th bit ok is the second bit of IR), etc.

The inverse permutation 1P is:



Ip-t
40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25
The expansion function E is specified by the following table:
E bit-selection table

32 1 2 3 4 5

4 5 6 7 8 9

8 9 10 11 12 13

12 13 14 15 16 17

16 17 18 19 20 21

20 21 22 23 24 25

24 25 26 27 28 29

28 29 30 31 32 1
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The eight S-boxes and the permutation P are now presented:

S1
14 4 13 1 2 15 11 8 3 10 6 12 5 9 0
0 15 7 4 14 2 13 1 10 6 12 11 9 5 3
4 1 14 8 13 6 2 11 15 12 9 7 3 10 5
15 12 8 2 4 9 1 7 5 11 3 14 10 0 6

S2
15 1 8 14 6 11 3 4 9 7 2 13 12 0 5
3 13 4 7 15 2 8 14 12 0 1 10 6 9 11
0 14 7 11 10 4 13 1 5 8 12 6 9 3 2
13 8 10 1 3 15 4 2 11 6 7 12 0 5 14

S3
10 0 9 14 6 3 15 5 1 13 12 7 11 4 2
13 7 0 9 3 4 6 10 2 8 5 14 12 11 15
13 6 4 9 8 15 3 0 11 1 2 12 5 10 14
1 10 13 0 6 9 8 7 4 15 14 3 11 5 2

N N R 0
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16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 8 24 14
32 27 3 9
19 13 30 6
22 11 4 25
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Finally, we need to describe the computation of the key schedule from the Retually, K is a bitstring

of length 64, of which 56 bits comprise the key and 8 bits are parity-check bits (for error-detection). The

bits in positions 8, 16, . . ., 64 are defined so that each byte contains an odd number of 1's. Hence, a single
error can be detected within each group of 8 bits. The parity-check bits are ignored in the computation of
the key schedule.

1. Given a 64-bit ke¥, discard the parity-check bits and permute the remaining bitsaotording
to a (fixed) permutation PC-1. We will write PCH) (= CqgDg, whereCg comprises the first 28 bits
of PC-1K) andDg the last 28 bits.

2. Fori ranging from 1 to 16, compute

C,; = LS;‘(C:?—I)
D = LS;{D_ 1),

andK; = PC-2C;iDj). LS; represents a cyclic shift (to the left) of either one or two positions,

depending on the value bfshift one position if = 1, 2, 9 or 16, and shift two positions otherwise.
PC-2 is another fixed permutation.

The key schedule computation is depicted in Figure 3.3.

The permutations PC-1 and PC-2 used in the key schedule computation are as follows:



PC-1

57 49 41 33 25 17 9

10 2 59 51 43 35 27

19 11 3 60 52 44 36

63 55 47 39 31 23 15

14 6 61 53 45 37 29

21 13 5 28 20 12 4

Figure 3.3 Computation of DES key schedule

PC-2
14 17 11 24 1 5
3 28 15 6 21 10
23 19 12 4 26 8
16 7 27 20 13 2

41 52 31 37 a7 55

30 40 51 45 33 48

44 49 39 56 34 53

46 42 50 36 29 32

We now display the resulting key schedule. As mentioned above, each round uses a 48-bit key comprised
of 48 of the bits irK. The entries in the tables below refer to the bits that are used in the various
rounds.



Round 1

Ol

10 51 34 60 49 17 33 57 2 9 19 4
3 35 26 25 44 58 59 1 36 27 18 4
22 28 39 54 37 4 47 30 5 53 23 2
61 21 38 63 15 20 45 14 13 62 55 3
Round 2
2 43 26 52 41 9 25 49 59 1 11 3
60 27 18 17 36 50 51 58 57 19 10 3
14 20 31 46 29 63 39 22 28 45 15 2
53 13 30 55 7 12 37 6 5 54 47 2
Round 3
51 27 10 36 25 58 9 33 43 50 60 1
44 11 2 1 49 34 35 42 41 3 59 1
61 4 15 30 13 47 23 6 12 29 62
37 28 14 39 54 63 21 53 20 38 31
Round 4
35 11 59 49 9 42 58 17 27 34 44
57 60 51 50 33 18 19 26 25 52 43
45 55 62 14 28 31 7 53 63 13 46 2
21 12 61 23 38 47 5 37 4 22 15 5
Round 5
19 60 43 33 58 26 42 1 11 18 57 5
41 44 35 34 17 2 3 10 9 36 27 5
29 39 46 61 12 15 54 37 47 28 30
5 63 45 7 22 31 20 21 55 6 62 3




Round 6

3 44 27 17 42 10 26 50 60 2 41 3P
25 57 19 18 1 51 52 59 58 49 11 34
13 23 30 45 63 62 38 21 31 12 14 5p
20 47 29 54 6 15 4 5 39 53 46 2p

Round 7
52 57 11 1 26 59 10 34 44 51 25 1P

9 41 3 2 50 35 36 43 42 33 60 1B
28 7 14 29 47 46 22 5 15 63 61 3p

4 31 13 38 53 62 55 20 23 37 30 J

Round 8
36 41 60 50 10 43 59 18 57 35 9 B
58 25 52 51 34 19 49 27 26 17 44 P
12 54 61 13 31 30 6 20 62 47 45 2B
55 15 28 22 37 46 39 4 7 21 14 5B
Round 9
57 33 52 42 2 35 51 10 49 27 1 6p
50 17 44 43 26 11 41 19 18 9 36 5p

4 46 53 5 23 22 61 12 54 39 37 1b

47 7 20 14 29 38 31 63 62 13 6 4p
Round 10

41 17 36 26 51 19 35 59 33 11 50 an

34 1 57 27 10 60 25 3 2 58 49 43

55 30 37 20 7 6 45 63 38 23 21 6p

31 54 4 61 13 22 15 47 46 28 53 2p




Round 11

[92)

Ol

(=)

=

Ol

25 1 49 10 35 3 19 43 17 60 34 5
18 50 41 11 59 44 9 52 51 42 33 2
39 14 21 4 54 53 29 47 22 7 5 4
15 38 55 45 28 6 62 31 30 12 37 1
Round 12
9 50 33 50 19 52 3 27 1 44 18 4
2 34 25 60 43 57 58 36 35 26 17 1
23 61 5 5 38 37 13 31 6 54 20 3
62 22 39 29 12 53 46 15 14 63 21 2
Round 13
58 34 17 43 3 36 52 11 50 57 2 2
51 18 9 44 27 41 42 49 19 10 1 6
7 45 20 39 22 21 28 15 53 38 4 1
46 6 23 13 63 37 30 62 61 47 5 1
Round 14
42 18 1 27 52 49 36 60 34 41 51
35 2 58 57 11 25 26 33 3 59 50 4
54 29 4 23 6 5 12 62 37 22 55 6
30 53 7 28 47 21 14 46 45 31 20 6
Round 15
26 2 50 11 36 33 49 44 18 25 35 5
19 51 42 41 60 9 10 17 52 43 34 5
38 13 55 7 53 20 63 46 21 6 39 4
14 37 54 12 31 5 61 30 29 15 4 4




Round 16

18 59 42 3 57 25 41 36 10 17 27 5D
11 43 34 33 52 1 2 9 44 35 26 4p
30 5 a7 62 45 12 55 38 13 61 31 3

6 29 46 4 23 28 53 22 21 7 63 3P
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Decryption is done using the same algorithm as encryption, starting astkthe input, but using the key
schedulK 16, . . . ,K1 in reverse order. The output will be the plaintext

3.2.1 An Example of DES Encryption
Here is an example of encryption using MeS. Suppose we encrypt the (hexadecimal) plaintext
0123456789ABCDEF
using the (hexadecimal) key
133457799BBCDFFL1.
The key, in binary, without parity-check bits, is
<TT>00010010011010010101101111001001101101111011011111111000.

Applying IP, we obtairLg andRg (in binary):

Lo = 11001100000000001100110011111111
Ly =Ry = 11110000101010101111000010101010

The 16 rounds of encryption are then performed, as indicated.



E(Ro) 0111101000010101010101010111101000010101010:0101

Ky 00011011000000101110111111111100011 1000001110010
E(Ry) @ f 011000010001011110111010100001100110010100100111
S-box outputs 01011100100000101011010110010111

J{Re. Ky) = 00100011010010101010100110111011
Lz=R; = 11101111010010100110010101000100
E(Ry) 011101011110101001010100001100001010101000001001

K2 011110011010111011011001110110111100100111100101
E(R)® K; = 000011000100010010001101111010110110001111101100

S-box outputs 11111000110100000011101010101110
F(Ri, K2) = 00111100101010111000011110100011
Ly=R: = 11001 11101110000
E(R;) 111001011000000000000010101110101110100001010011

K 010101011111110010001010010000101100111110011001

E(Rz)® Ka 10110000011111001000100011111000001001 1111001010
$-box outputs 00100111000100001110000101101111
f(Ra, Ks) 010011010001011001101110101 10000
Lys=Rs = 10100010010111000000101111110100

wann

E(lts) = 010100000100001011111000000001010111111110101001

K¢ = 011100101010110111010110116110110011010100011101

E(Ra)@®Ks = 001000101110111100101110110111100100101010110100
S-box outputs 00100001111011011001111100111010
f(Rs,Kq) = 10111011001000110111011101001100
Ls =Ry = 011101110010001 1000101

E(fa) 101110101110100106000100000000000000001000001010

Ks 011111001110110000000111111010110101001110101000

E(Rs)®Ks = 110001 11110101 110100010
S-box outputs 01010000110010000011000111101011
f(Rq, K5) = 00101000000100111010110111000011
Ls=Rs = 10001010010011111010011000110111

E(Rz) 110001010100001001011111110100001100000110101111

Ky 011000111010010100111110010100000111101100101111

E(Rs)® Ke = 101001101110011101100001100000001011101010000000
5-box outputs 010000011111001101001 10000111101
FlRs, Kg) = 10011110010001011100110100101100
Ly =Re = 11101001011001111100110101101001

E{Re) = 111101010010101100001111111001011010101101010011

Kr 111011001000010010110111111101100001100010111100

E(Rs)® K: = 000110011010111110111000000100111011001111101111
S-box outputs 00010000011 101010100000010101101
f(Re, Kr) = 10001100000001010001110000100111

Ls = Rz = 00000110010010101011101000010000

E(Ry) = 000000001100001001010101010111110100000010100000 |
Ks = 111101111000101000111010110000010011101111111011
E(R;)® Ks = 111101110100100001101111100111100111101101011021

S-box outputs 01101100000110000111110010101110

f(Re, Kg) = 00111100000011101000011011111001
Ly =Rs = 11010101011010010100101110010000
E(Rs) = 011010101010101101010010101001010111110010100001
Ks = 111000001101101111101011111011011110011110000001
E(Rs)@ Ko = 100010100111000010111001010010001001101 100100000

S-box outputs 00010001000011000101011101110111

f(Ra, Ks) = 00100010001101100111110001101010
Liw=Rs = 00100100011111001100011001111010
E(Rq) 000100001000001111111001011000001100001111110100

Kia 101100011111001101000111101110100100011001001111
E(R)@® Ko = 101000010111000010111110110110101000010110111011
S-box outputs 11011010000001000101 001001110101

f(Rs, K10) = 01100010101111001001 110000100010
Ly =Ry = 10110111110101011101011110110010
E{Ri9) = O0I0110101111111010101011111010101111110110100101
Kpo o= 001000010101111111010011110111101101001 110000110
E(Ryw)® Kn = 0D111101110100001011 11000601101000010111000100011

S-box cutputs 0111001 1000001011101000100000001

flRw, Ky) = 11100001000001001111101000000010
Lz =Ry = 11000101011110000011110001111000
E{Ru1} 011000001010101111110000000111111000001 111110001
K 011101010111000111110101100101000110011111101001
E(Rn)® Kz = 00010101110110100000010110001011111001000001 1000
S-box outputs 01111011100010110010011000110101
f(Ru, Kiz) = 11000010011010001100111111101010
Lis =Ry = 01110101101111010001100001011000
E(Ryy) = 001110101011110111111010100011110000001011110000 |
Ky = 100101111100010111010001111110101011 101001000001
E(Rp)@ K3 = 101011010111100000101011011101011011100010110001

S-box oulputs 10011010110100011000101101001111

Sf(Riz, K13} = 11011101101110110010100100100010
Lis =Ry = 00011000110000110001010101011010
E(Riz) = 000011110001011000000110100010101010101011110100
Ky = 010111110100001110110111111100101110011100111010
E{Ru)®Ku = 10101101100010111 10111001110

S-box outputs 01100100011110011001101011110001

f(Rix, K1) = 10110111001100011000111001010101
Lis = Ry = 1100001010001 1001001011000001101
E(Ri) = 11100000010101000101 1001010010101 10000000101 1011
Kys = 101111111001000110001101001111010011111100001010
E(Ri)®Kis = 010111111100010111010100011101111111111101010001

S-box outputs 10110010111010001000110100111100
f{Ris, Kis) 01011011100000010010011101101110
Lis =Ry 010000110100001000110010001 10100

E(Ris) 0010000001 10101000000100000110100100000110101000
K 110010110011110110001011000011100001011111110101
E(Ris) ® Kis 11101011010101111000111100010100010101100101 1101
S-box outputs 10100111100000110010010000101001
f(Ris,Kis) = 11001000110000000100111110011000
Rie = 00001010010011001101100110010101




Finally, applying IP! to R16L 16< /sUB>, we obtain the ciphertext, which (in hexadecimal form) is:

85E813540F0ABA405.

3.3 The DES Controversy

WhenDES was proposed as a standard, there was considerable criticism. One objdaE&ctincerned the S-boxes. All computations in

DES, with the exception of the S-boxes, &rear, e.g., computing the exclusive-or of two outputs is the same as forming the exclusive-or

of two inputs and then computing the output. The S-boxes, being the non-linear component of the cryptosystem, are vital to its security (We
saw in Chapter 1 how linear cryptosystems, such as the Hill Cipher, could easily be cryptanalyzed by a known plaintext attack.) However,
the design criteria of the S-boxes are not completely known. Several people have suggested that the S-boxes might contain hidden
"trapdoors" which would allow the National Security Agency to decrypt messages while maintainDg3$hat'secure.” It is, of course,

impossible to disprove such an assertion, but no evidence has come to light that indicates that trap#8als in fact exist.

In 1976, the National Security Agency (NSA) asserted that the following properties of the S-boxes are design criteria:

PO Each row of each S-box is a permutation of the integers O, . . ., 15.

P1 No S-box is a linear or affine function of its inputs.

P2 Changing one input bit to an S-box causes at least two output bits to change.

P3 For any S-box and any inpygtS(x) andS(x 0 001100) differ in at least two bits (hetés a bitstring of length 6).

Two other properties of the S-boxes were designated as "caused by design criteria” by NSA.

P4 For any S-box, for any input and fore, f O {0, 1}, S(x) # S(x 0 11ef00).

P5 For any S-box, if one input bit is fixed, and we look at the value of one fixed output bit, the number of inputs for which this
output bit equals 0 will be "close to" the number of inputs for which the output bit equals 1. (Note that if we fix the value of either the
first or sixth input bit, then 16 inputs will cause a particular output bit to equal 0 and 16 inputs will cause the output to equal 1. For
the second through fifth input bits, this will not be true, but the resulting distribution will be "close to" uniform. More precisely, for
any S-box, if the value of any input bit is fixed, then the number of inputs for which any fixed output bit has the value 0 (or 1) is
always between 13 and 19.)

It is not publicly known if further design criteria were used in the construction of the S-boxes.

The most pertinent criticism &ES is that the size of the keyspacé,Gz is too small to be really secure. Various special-purpose machines
have been proposed for a known plaintext attack, which would essentially perform an exhaustive search for the key. That is given a 64-bit
plaintextx and corresponding ciphertextevery possible key would be tested until a Keguch thaek (x) =y is found (and note that

there may be more than one such K¢y

As early as 1977, Diffie and Hellman suggested that one could build a VLSI chip which couloatwysQJer second. A machine with
106 chips could search the entire key space in about a day. They estimated that such a machine could be built for about $20,000,000.

At the CRYPTO '93 Rump Session, Michael Wiener gave a very detailed design of a key search machine. The machine is based on a key
search chip which is pipelined, so that 16 encryptions take place simultaneously. This chip can tgskéys per second, and can be

built using current technology for $10.50 per chip. A frame consisting of 5760 chips can be built for $100,000. This wouldESdeya

to be found in about 1.5 days on average. A machine using 10 frames would cost $1,000,000, but would reduce the average search time to
about 3.5 hours.

3.4 DES in Practice

Even though the description DES is quite lengthy, it can be implemented very efficiently, either in hardware or in software. The only
arithmetic operations to be performed are exclusive-ors of bitstrings. The expansion function E, the S-boxes, the permutations IP and P, and
the computation dK1, K2, ... ,K16 can all be done in constant time by table look-up (in software) or by hard-wiring them into a circuit.



Current hardware implementations can attain extremely fast encryption rates. Digital Equipment Corporation announced at CRYPTO '92
that they have fabricated a chip with 50K transistors that can encrypt at the rate of 1 Gbit/second using a clock rate of 250 MHz! The cost of
this chip is about $300. As of 1991, there were 45 hardware and firmware implementabi@%tbéat had been validated by the National

Bureau of Standards.

One very important application BfES is in banking transactions, using standards developed by the American Bankers Assbd&&isn.
used to encrypt personal identification numbers (PINs) and account transactions carried out by automated teller machineg A3 Ms).
also used by the Clearing House Interbank Payments System (CHIPS) to authenticate transactions involving ovelr?ﬂsn)e'f waek.

DESis also widely used in government organizations, such as the Department of Energy, the Justice Department, and the Federal Reserve
System.
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3.4.1 DES Modes of Operation

Four modes of operation have been developeDES. el ectronic codebook mode (ECB), cipher
feedback mode (CFB), cipher block chaining mode (CBC) andoutput feedback mode (OFB).

ECB mode corresponds to the usual use of a block cipher: given a seguence . of 64-bit plaintext
blocks, eackx; is encrypted with the same kKy producing a string of ciphertext blockg,ys . . ..

In CBC mode, each ciphertext blogkis x-ored with the next plaintext blogk., before being encrypted
with the keyK. More formally, we start with a 64-bit initialization vector IV, and defige= IV. Then we
constructyy, Yo, . . . from the rulg; = ek (Yi-1< /SMALL> U xi), i 2 1. The use of CBC mode is depicted in Figure 3.4.

0

[

s [ Cul

Figure 3.5 CFB mode

In OFB and CFB modes, a keystream is generated which is then x-ored with the plaintext (i.e., it operates as a stream cipher, cf. Section
1.1.7). OFB is actually a synchronous stream cipher: the keystream is produced by repeatedly encrypting a 64-bit initialization vector, IV.
We definezg = IV, and then compute the keystreane? . . . from the rulgj =eK (zj-1< /[SMALL>). i 2 1. The plaintext sequence

X1X2 . ..is then encrypted by computipg=xj O zj,i= 1.



In CFB mode, we start withg = IV (a 64-bit initialization vector) and we produce the keystream elerpet encrypting the previous
ciphertext block. That izj =eK (yj-1),i= 1. Asin OFB modeyj =xj O zj,i = 1. The use of CFB is depicted in Figure 3.5 (note that
the DES encryption functiorek is used for both encryption and decryption in CFB and OFB modes).

There are also variations of OFB and CFB mode c#Heit feedback modes @k < 64). We have described the 64-bit feedback modes
here. 1-bit and 8-bit feedback modes are often used in practice for encrypting data one bit (or byte) at a time.

The four modes of operation have different advantages and disadvantages. In ECB and OFB modes, changing one 64-bit plaintext block,
Xj, causes the corresponding ciphertext blg¢kto be altered, but other ciphertext blocks are not affected. In some situations this might be
a desirable property. For example, OFB mode is often used to encrypt satellite transmissions.

On the other hand, if a plaintext blogk is changed in CBC and CFB modes, thgrand all subsequent ciphertext blocks will be affected.

This property means that CBC and CFB modes are useful for purposes of authentication. More specifically, these modes can be used to
produce anessage authentication code, or MAC. The MAC is appended to a sequence of plaintext blocks, and is used to convince Bob that
the given sequence of plaintext originated with Alice and was not tampered with by Oscar. Thus the MAC guarantees the integrity (or
authenticity) of a message (but it does not provide secrecy, of course).

We will describe how CBC mode is used to produce a MAC. We begin with the initialization vector IV consisting of all zeroes. Then
construct the ciphertext blockg , . . . ,yn with keyK, using CBC mode. Finally, define the MAC toyag. Then Alice transmits the

sequence of plaintext blocks] . . .xn, along with the MAC. When Bob receives, . . .xn, he can reconstrugty, . . . ,yn using the
(secret) ke, and verify that/ is the same as the MAC that he received.

Note that Oscar cannot produce a valid MAC since he does not know tKebletyg used by Alice and Bob. Further, if Oscar intercepts a
sequence of plaintext blockg .. .xp, and changes one or more of them, then it is highly unlikely that Oscar can change the MAC so that
it will be accepted by Bob.

It is often desirable to combine authenticity and secrecy. This could be done as follows: Alice first lsgsd&kg@yoduce a MAC fox1 .
..Xn. Then she definesn+1 to be the MAC, and she encrypts the sequence. .xp+1 using a second ke 2, yieldingy1 ...yn+1.
When Bob receiveg] . ..yn+1, he first decrypts (using 2) and then checks thap+1 is the MAC forx1 .. .xn usingK1.

Alternatively, Alice could us& 1 to encryptx1 .. .Xn, obtainingy1 . ..yn, and then usk 2 to produce a MA@ n+1 fory1 ...yn.
Bob would use& 2 to verify the MAC, and then ud€] to decryptyq1 .. .yn.
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3.5 A Time-memory Trade-off

In this section, we describe an interesting time-memory tradeoff for a chosen plaintext attack. Recall that
in a chosen plaintext attack, Oscar obtains a plaintext-ciphertext pair produced using the (unknéwn) key
So Oscar has andy, wherey = ek (), and he wants to determile

A feature of this time-memory trade-off is that it does not depend on the "structdESoh any way.
The only aspects @ES that are relevant to the attack are that plaintexts and ciphertexts have 64 bits,
while keys have 56 bits.

I R TN T T e ST |
Kas & xgy & & Xy
Lifpty A Sow ) bk W]

Figure 3.6 Computation oX (i, j)

We have already discussed the idea of exhaustive search: given a plaintext-ciphertext paiPéry all 2
possible keys. This requires no memory but, on aver&jekeys will be tried before the correct one is
found. On the other hand, for a given plaintexDscar could precompugg = ex () for all 256 keysK,

and construct a table of ordered payg ,(K), sorted by their first coordinates. At a later time, when Oscar

obtains the ciphertextwhich is an encryption of plaintext he looks up the valuein the table,

immediately obtaining the key. Now the actual determination of the key requires only constant time, but
we have a large memory requirement and a large precomputation time. (Note that this approach would
yield no advantage in total computation time if only one key is to be found, since constructing the table
takes at least as much time as an exhaustive search. The advantage occurs when several keys are to be
found over a period of time, since the same table can be used in each case.)

The time-memory trade-off combines a smaller computation time than exhaustive search with a smaller
memory requirement than table look-up. The algorithm can be described in terms of two paramaeters

t, which are positive integers. The algorithm requireadaction function R which reduces a bitstring of
length 64 to one of length 5@ (night just discard eight of the 64 bits, for example.)Xle¢ a fixed

plaintext string of length 64. Define the functig,(Kﬂ} = R{EKG (‘T}] for a bitstringk g of length
56. Note thag is a function that maps 56 bits to 56 bits.

In the pre-processing stage, Oscar chooseandom bitstrings of length 56, denotéd, 0),
Oscar computeX(i, j) for 1<j <t according to the recurrence relatdfi, j) = g (X(i, j - 1)),
<j <t, as indicated in Figure 3.6.

1<i<
1<i<

m.
m, 1



Then Oscar constructs a table of ordered ga#gX(i, t), X(i, 0)), sorted by their first coordinate (i.e.,
only the first and last columns ¥fare stored).

At a later time, Oscar obtains a ciphertgxthich is an encryption of the chosen plaintegas before).
He again wants to determike He is going to determine i is in the firstt columns of the arra¥, but he
will do this by looking only at the tablg

Figure 3.7 DES time-memory trade-off

Suppose tha =X (i, t -j) for somg, 1<j <t (i.e., suppose th#t is in the firstt columns ofX). Then it is
clear thag! (K) =X (i, t), whereg! denotes the function obtained by iteratipg times. Now, observe
that

¢ (K) = ¢ (g(K))
= ¢ (Rlex(z)
= ¢’ (R(y)).

Suppose we computg, 1<j <t, from the recurrence relation

o R(y]l lfj =1
Yi= glys-1) if2<j<t

Then it follows thay; = X(i, t) if K =X(i, t - ). However, note that; = X(i, t) is not sufficient to ensure
thatK = X(i, t - j). This is because the reduction funct®is not an injection: The domain Bfhas

cardinality 24 and the range d® has cardinality 26, so, on average, there ar@ 2 256 pre-images of
any given bitstring of length 56. So we need to check whegthey ; - j) (X), to see ifX(i, t - j) is indeed

the key. We did not store the vald@, t - j), but we can easily re-compute it froffi, 0) by iterating theg
functiont - j times.

Oscar proceeds according to the algorithm presented in Figure 3.7.

By analyzing the probability of success for the algorithm, it can be shown '-‘?’lt:“:r =~ N= gos ,
then the probability thd = X(i,t - j) for somd, j is about 0.81/N. The factor 0.8 accounts for the fact

that the numberX(i,t) may not all be distinct. It is suggested that one shouldfit &% t == N”E’ and
construct aboul 1’3 tables, each using a different reduction funcBolf this is done, the memory
requirement is 112 K2/3 bits (since we need to store N#/3 integers, each of which has 56 bits). The
precomputation time is easily seen toQ{&\).

The running time is a bit more dificult to analyze. First, note that step 3 can be implemented to run in
(expected) constant time (using hash coding) or (worst-caseD(imgm) using a binary search. If step 3

is never satisfied (i.e., the search fails), then the running ti@e\i¢'3). A more detailed analysis shows

that even when the running time of steps 4 and 5 is taken into account, the expected running time increases



by only a constant factor.
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3.6 Differential Cryptanalysis

One very well-known attack dDES is the method of "differential cryptanalysis" introduced by Biham

and Shamir. This is a chosen-plaintext attack. Although it does not provide a practical method of breaking
the usual 16-rounBES, it does succeed in breakiBgS if the number of rounds of encryption is

reduced. For instance, 8-rouB&S can be broken in only a couple of minutes on a small personal
computer.

We will now describe the basic ideas used in this technique. For the purposes of this attack, we can ignore
the initial permutation IP and its inverse (it has no effect on cryptanalysis). As mentioned above, we
consideDES restricted tan rounds, for various values nk 16. So, in this setting, we will regat@Rg

as the plaintext, and, R, as the ciphertext, in arroundDES. (Note also that we are not inverting
LnRn.)

Differential cryptanalysis involves comparing the x-or (exclusive-or) of two plaintexts to the x-or of the
¥ *
corresponding two ciphertexts. In general, we will be looking at two plairtgRg andLﬂRﬁ with a

i i Friy T - E
specified x-or valuc[’ﬂRu = Lofy & Ly Rj . Throughout this discussion, we will use prime
markings () to indicate the x-or of two bitstrings.

DEFINITION 3.1 Let § be a particular S-bokl <] < 8). Consider an (ordered) pair of bitstrings of

length six, sa;iEﬁ B.;] - We say that the inputor (of §) is B; & ”; and the outpux-or (of §) is
S (B7) & 5;087)

Note that an input x-or is a bitstring of length six and an output x-or is a bitstring of length four.
6 / . "
DEFINITION 3.2 For any Bj € (Z2) , define the se‘l'"'[ﬂjzI to consist of the ordered pai':Bif B_,]
#
having input x-o1~"J .

It is easy to see that any :‘:""[B;j contains £ = 64 pairs, and that

A(BY) = {(B,,B; & B!) : B; € (£2)°}.



/ I
For each pair iI‘l{‘BJ:I , We can compute the output x-or§fand tabulate the resulting distribution.

There are 64 output x-ors, which are distributed amdhg 26 possible values. The non-uniformity of
these distributions will be the basis for the attack.

Example 3.1

Suppose we consider the first S-b8x, and the input x-or 110100. Then
A(110100) = {(000000, 110100}, (000001, 110101},...,(111111,001011)}.

For each ordered pair in the 2€110100), we compute output x-or®f. For example$S; (000000) =
E1s = 1110 and51(110100) = 9¢ = 1001, so the output x-or for the pair (000000, 110100) is 0111.

If this is done for all 64 pairs i(110100), then the following distribution of output x-ors is obtained:

0c00 | 0001 § 0010 | 0O11 | 0100 | 0101 | 0110 | 0111
0 8 16 6 2 0 0 12

1000 | 1001 | 1010 | 1012 | 1100 | 1101 | 1110 | 1111
6 0 0 0 0 8 0 6

In Example 3.1, only eight of the 16 possible output x-ors actually occur. This particular example has a

B

!
very non-uniform distribution. In general, if we fix an S-txand an input x-0™7, then on average, it

turns out that about 75 - 80% of the possible output x-ors actually occur.

It will be convenient to have some notation to describe these distributions and how they arise, so we make
the following definitions.

B C

r
DEFINITION 3.3 For 1<j < 8, and for bitstrings ; of length six anc="# of length four, define

IN;(B:,C) = {B; € (Z2)° : S;(B;) ® 5;(B; ® BL) = C'}
and

N, (B}, C) = {IN (B}, CL)l.
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Figure 3.8 Possible inputs with input x-or 110100

r l ¥ !
Nj EB C ) counts the number of pairs with input x-or equcﬂ.rcwhlch have output x-or equal c i for
the S-boxS;. The actual pairs having the specified input x-ors and giving rise to the specified output x-ors

IN;(B},C}) Ch)/2

r
can be obtained from the ¢ Observe that this set can be partitioned ~ h E

pairs, each of which has (input) X-0r equa :).

Observe that the distribution tabulated in Example 3.1 consists of the values
Ny (110100, Cy), € € (Zy)° . The set:,‘er{llmmﬂ 'GD are listed in Figure 3.8.

For each of the eight S-boxes, there are 64 possible input x-ors. Thus, there are 512 distributions which
can be computed. These could easily be tabulated by computer.

Recall that the input to the S-boxes in roumgiformed a$3 = E [J J, whereE = E(R;.1) is the expansion
of Rj.1 andJ =K consists of the key bits for roundNow, the input x-or (for all eight S-boxes) can be
computed as follows:

BOB =(EaJ)®(E" @ J)
- E®E".

It is very important to observe that the input x-or does not depend on the k&y(Hitsvever, the output
x-or certainly does depend on these key bits.)

We will write each oB, E andJ as the concatenation of eight 6-bit strings:
B = B,B;B3B,B;B¢B; By
E = El E-g E3E4 EE,EE E—,- Eg
J = yJaJzJyJsJg J1Js,

and we writeB* and E* in a similar way. Let us suppose for the moment that we know the v&juasd

;. C = §;(By) @ S;(B})

i for somg, 1<j < 8, and the value of the output x-or . Then it must be

the case that



E, @ J; € IN}(E;,CY),

where®i = Ei ® Ef

Suppose we define a gest as follows:

- ¥
DEFINITION 3.4 Suppose ;EandEJ' are bitstrings of length six, ar-"i is a bitstring of length four.
Define

test;(Ej, E}, C}) = {B, ® E; : B; € IN;(E},C})},

where®s = Ei ® Ef

IN;(E;,CY

That is, we take the x-or &j with every element of the s
The following result is an immediate consequence of the discussion above.
THEOREM 3.1

Suppose Fand Ej

] PR : 3 "
Ey = E;® E} Then the key bitsj Joccur in the set teg

I
are two inputs to the S-box,&nd the output x-or for;Ss Gj . Denote

(Ej B}, C))

T ' ' L f
Observe that there will be exac“f—"'“g:'1 C3) bitstrings of length six in the sts} (E;. E}, C)) ; the
correct value of; must be one of these possibilities.

Example 3.2

SupposeEl = 000001, Ef = 110101 and C] = 1101 . SinceN7 (110100, 1101) = 8, there will
be exactly eight bitstrings in the gest; (000001, 110101, 1101). From Figure 3.8, we see that

IN;(110100, 1101) =
{000110,010000, 010110, 011100, 100010, 100100, 101000, 110010}.

Hence,
test, (000001,110101, 1101) =
{000111,010001,010111,011101, 100011, 100101, 101001, 110011 }.
If we have a second such tri;Elr E}, ¢ , then we can obtain a secondtsst; of possible values for

the keybits inJ1. The true value a¥1 must be in the intersection of both sets. If we have several such
triples, then we can quickly determine the key bit31inOne straightforward way to do this is to maintain



an array of 64 counters, representing the 64 possibilities for the six key bjtsArcounter is
incremented every time the corresponding key bits occur intastgfor a particular triple. Giveh

triples, we hope to find a unique counter which has the ¥athis will correspond to the true value of the
keybits inJq.

3.6.1 An Attack on a 3-round DES

Let's now see how the ideas of the previous section can be applied in a chosen plaintext attack of a
3-roundDES. We will begin with a pair of plaintexts and corresponding ciphertexts:

LoRo. LG, L3R3 gngL3F3  we can expreks as follows:
Ry = Lo ® f(Rz, K3)
= R & f(Ra2, K3)
= Lo @ f(Hy, K,) @ f(Ra, K3).
13 can be expressed in a similar way, and hence

2 = Lo @ f(Ro, K1) @ f(Rg, K1) ® f(Rz, K3) ® f(R;, K3).

— * .
Now, suppose we have chosen the plaintexts S(Rﬂ,— Rﬁ , 1.e., so that

R, =00...0.

Figure 3.9 Differential attack on 3-round DES

Then.ﬂﬁ'~lii:.*I"':'I'.:I = .ﬂ:HG!Hl] and so

5= Lo @ f(Ro, K3) & f(R3, K3).

[ ¥
At this point,Hﬁ is known since it can be computed from the two ciphertexts~orid known since it

can be computed from the two plaintexts. This means that we can ccf{,REr KS) S f': 21 Kﬂ]
from the equation

f(Re, K3) @ f(R;, K3) = Ry & Ly,

Now, f(R2, K3) = PC) andf{R:Ea Kj3) = P(C*) , whereC andC*, respectively, denote the two
outputs of the eight S-boxes (recall that P is a fixed, publicly known permutation). Hence,



P(C) & P(C*) = Ry & L},
and consequently
C'=CaC" =P YR,o L) (3.1)

This is the output x-or for the eight S-boxes in round three.
Now, R, =Lg3 and RE = LE are also known (they are part of the ciphertexts). Hence, we can compute

E = E(L;) (3.2)
and

E* = E(L3}) (3.3)

using the publicly known expansion function E. These are the inputs to the S-boxes for round three. So,
we now knowk, E*, andC' for the third round, and we can proceed, as in the previous section, to
construct the setesty, . . .,testg of possible values for the key bitsdn, . . . ,Jg.

A pseudo-code description of this algorithm is given in Figure 3.9. The attack will use several such triples
E, E*, C'. We set up eight arrays of counters, and thereby determine the 48kbitstire key for the third

round. The 56 bits in the key can then be computed by an exhaustive searchfof tl862possibilities
for the remaining eight key bits.

Let's look at an example to illustrate.
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Example 3.3

Suppose we have the following three pairs of plaintexts and ciphertexts, where the plaintexts have the
specified x-ors, that are encrypted using the same key. We use a hexadecimal representation, for brevity:

plaintext ciphertxt
748502CD38451097 03C70306D8A09F10
3874756438451097 78560A0960E6D4CB
486911026ACDFF31 45FA285BE5ADC730
375BD31F6ACDFF31 134F7915AC253457
357418DA013FECS86 D8A31B2F28BBC5CF
12549847013FEC86 0F317AC2B23CB944

From the first pair, we compute the S-box inputs (for round 3) from Equations (3.2) and (3.3). They are:

£ = 000000000111111000001110100000000110100000001100
E* =101111110000001010101100006001010100000001010010.

The S-box output x-or is calculated using Equation (3.1) to be:

C' =10010110010111010101101101100111.

From the second pair, we compute the S-box inputs to be

E = 101000001011111111110100000101010000001011110110
E* =100010100110101001011110101111110010100010101010



and the S-box output x-or is

C' = 10011100100111000001111101010110.
From the third pair, the S-box inputs are
E =111011110001010100000110100011110110100101011111
E*® = 000001011110100110100010101111110101011000000100
and the S-box output x-or is

C' =11010101011101011101101100101011,

Next, we tabulate the values in the eight counter arrays for each of the three pairs. We illustrate the

. , . . : Bl =101111
procedure with the counter array fbr from the first pair. In this pair, we ha*1 and
¢ = 1001, The set

TN, (101111,1001) = {000000, 000111, 101000, 101111},
SinceE41 = 000000, we have that
Ji € test; (000000, 101111, 1001) = {000000, 000111, 101000, 101111},

Hence, we increment the values 0, 7, 40, and 47 in the counter ardgy for

The final tabulations are now presented. If we think of a bit-string of length six as being the binary
representation of an integer between 0 and 63, then the 64 values correspond to the counts of O, 1, . . ., 63.
The counter arrays are as follows:

J1

o r| O] O
o] Ol O] ©
o] Ol O] ©
o] Ol O] ©
o »r| O] O
o] O O] ©
o] O O] ©
o] O »,| O
o O »,| O
o] O O] ©
o] O O] ©
Pl Wl ol o

1
0
0
0

o|lo| ol
ol r| Rr| R
o|lo| | O




Jo

J3

Jg

Jg

Je




J7

Js

Previous Table of Conten’ts Naxt

Copyright © CRC Press LLC



Cryptography: Theory and Practice
by Douglas Stinson
CRC Press, CRC Press LLC

ISBN: 0849385210 Pub Date:03/17/95

Previous Table of Contenks Naxt

In each of the eight counter arrays, there is a unique counter having the value 3. The positions of these
counters determine the key bitslip, . . . ,Jg. These positions are (respectively): 47, 5, 19, 0, 24,7, 7, 49.

Converting these integers to binary, we obtjin. . . ,Jg:

Jp = 101111
J, = 000101
Jz =010011
Ja4 = 000000
Js = 011000
Jg = 000111
J7 = 000111
Jg = 110001.

We can now construct 48 bits of the key, by looking at the key schedule for round 3. It follol$ #sat
the form

0001101 0110001 01?0170 1200100
0101001 0000?20 111?117 2100011
where parity bits are omitted and "?" denotes an unknown key bit. The complete key (in hexadecimal,
including parity bits), is:
1A624C89520DECA6.

3.6.2 An Attack on a 6-round DES

We now describe an extension of these ideas to a probabilistic attack on a ®E&iithe idea is to
carefully choose a pair of plaintexts with a specified x-or, and then to determine the probabilities of a
specified sequence of x-ors through the rounds of encryption. We need to define an important concept
now.



DEFINITION 3.5 Let n= 1 be an integer. An n-round characteristic is a list of the form
Lo, Ry, Ly, Ry, pys o, Ly, Ry, P,
which satisfies the following properties:
1 Li=R_forl<i<n

2. Letl<i<n,andletl, Rj1 and"{f-hl1 Ry, be chosen such thi—-1 @ Ly, = Li,
and Ri @& R, = R;—l . Suppose |, R andL:s Ri' are computed by applying one round of

#

DES encryption. Then the probability th-,[ifﬂ:*' L= L‘i andHI’:E R:T = R; is precisely p.
(Note that this probability is computed over all possidduples J=J1 .. .Jg.)

The probability of the characteristic is defined to be the product p = p. . xpp.

REMARK Suppose we choog), Rg andLE: REI o) tha1L'J & LE = LEJ andflo  fg = R;: and

we applyn rounds oDES encryption, obtaining. 1, . .. ,L, andRq, . . . Ry. Then we cannot claim that
the probability thals & Li = L angfi @ B} = R for alli (1<i<n)ispy x. .. xpy. This is
because the 48-tuples in the key sche#ule. . . . K, are not mutually independent. (If these

48-tuples were chosen independently at random, then the assertion would be true.) But we nevertheless
expectpq X ... xpy to be a fairly accurate estimate of this probability.

We also need to recognize that the probabiljtiel a characteristic are defined with respect to an

arbitrary (but fixed) pair of plaintexts having a specified x-or, where the 48 key bits for one rdda8 of
encryption vary over all 48 possibilities. However, a cryptanalyst is attempting to determine a fixed (but
unknown) key. He is going to choose plaintexts at random (such that they have specified x-ors), hoping
that the probabilities that the x-ors during theunds of encryption agree with the x-ors specified in the
characteristic are fairly close g, . . .pn, respectively.

As a simple example, we present in Figure 3.10 a 1-round characteristic which was the basis of the attack

on the 3-roundES (as before, we use hexadecimal representations). We depict another 1-round
characteristic in Figure 3.11.

Let’'s look at the characteristic in Figure 3.11 in more detail. WiiRg, K1) and-f[nar Ky) are

*x
computed, the first step is to expaRg and RD . The resulting x-or of the two expansions is

001100...0.

Figure 3.11 Another 1-round characteristic



So the input x-or t&; is 001100 and the input x-ors for the other seven S-boxes are all 000000. The
output x-ors foISy throughSg will all be 0000. The output x-or f@; will be 1110 with probability
14/64 (since it can be computed thit (001100, 1110) = 14). So we obtain

C' = 11100000000000000000000000000000
with probability 14/64. Applying P, we get
P(C) @ P(C*) = 00000000100000001000001000000000,

¥
which in hexadecimal is 008082¢§) When this is x-ored witLU , we get the specifie‘Tl with
probability 14/64. Of coursLt = Hp always.

The attack on the 6-rouiRES is based on the 3-round characteristic given in Figure 3.12. In the 6-round
i il R L*RE LeRg i
attack, we will start witt=241» Sgfigs | sRe and ™6 , Where we have chosen the plaintexts so
| T '
that o = 4008000016 4ngfg = 04000000,¢ . We can expredlg as follows:

RE = La {Df(RE-Kﬁ)
= Rq q}f(Rﬁ-:Kﬁ]
=Ly ® f(R3, K4) @ f(Rs, Kg).

L e R

Figure 3.12 A 3-round characteristic

-
R can be expressed in a similar way, and hence we get

Rg =Ly @ f(Ra, Ka) @ f(R3, Ks) © f(Rs, Ke) © f(Rg, Ke).  (3.4)
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(Note the similarity with the 3-round attack.)

R:l is known. From the characteristic, we estimate L.r5= 04000000, ¢ and R;. = 400800005

with probability 1/16. If this is in fact the case, then the input x-or for the S-boxes in round 4 can be
computed by the expansion function to be:

001000000000000001010000 . . .0.

The input x-ors foS,, Sg, Sg, S7 andSg are all 000000, and hence the output x-ors are 0000 for these

five S-boxes in round 4. This means that we can compute the output x-ors of these five S-boxes in round 6
from Equation (3.4). So, suppose we compute

ClCLCHCLCECLCHCL = PY(RY @ 0400000044
133~~~ T~H G

where eaclt; is a bitstring of length four. Then with probability 1/16, it will be the case that

] af i i

2 ('[:" C C':' and{:a are respectively the output x-ors®f, Sg, Sg, S7 andSg in round 6. The
inputs to these S-boxes in round 6 can be computedEe Hes, Eg, E7 andEg, and
E‘E- E.;- E.;, E; andE:; , where

EyE;E3E EsFEgEy Ex = E(R5) = E(Lg)
and
EYEyESE ES EgE7 Ey = E(R;) = E(Lg)
can be computed from the ciphertexts, as indicated in Figure 3.13.

We would like to determine the 30 key bitslis, J5, Jg, J7 andJg as we did in the 3-round attack. The

problem is that the hypothesized output x-or for round 6 is correct only with probability 1/16. So 15/16 of
the time we will obtain random garbage rather than possible key bits. We somehow need to be able to
determine the correct key from the given data, 15/16 of which is incorrect. This might not seem very
promising, but fortunately our prospects are not as bleak as they initially appear.



DEFINITION 3.6 Suppose Lo Ly = Ly and flo & Hy = Ry . We say that the pair of plaintexts
L* Bt o LI =L
LoRp and *n: isright pair with respect to a characteristic if -~ i — Hiand

Ri & R} = Rjy gl i, 1<i<n. Thepair is defined to be a wrong pair, otherwise.

g e o

Figure 3.13 Differential attack on 6-round DES

We expect that about 1/16 of our pairs are right pairs and the rest are wrong pairs with respect to our
3-round characteristic.

Our strategy is to computsg, Ej , and ; , as described above, and then to deter®st; (Ej, E;*C;:'
,forj=2,5, 6, 7, 8. If we start with a right pair, then the correct key bits forJq:aAzHi be included in

the setest;. If the pair is a wrong pair, then the value~ifwill be incorrect, and it seems reasonable to
hypothesize that each gest; will be essentially random.

We can often identify a wrong pair by this methodtest| | = 0, for any J {2, 5, 6, 7, 8}, then we
necessarily have a wrong pair. Now, given a wrong pair, we might expect that the probabititgt fhat |

0 for a particulay is approximately 1/5. This is a reasonable assumption Nj(E5: C3) = ltest;|
rET Yy —
mentioned earlier, the probability ¥ (E5.C5) =0

and, as
is approximately 1/5. The probability that all five

testj’s have positive cardinality is estimated to-8% = .33 , S0 the probability that at least dest;

has zero cardinality is about .67. So we expect to eliminate about 2/3 of the wrong pairs by this simple
observation, which we call tHdtering operation. The proportion of right pairs that remain after filtering
is approximately

1

16 _ 1
1 15 1 -
wt Xy B
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Example 3.4

Suppose we have the following plaintext-ciphertext pair:

plaintext ciphertext
86FA1C2B1F51D3BE 1E23ED7F2F553971
C6F21C2B1B51D3BE 296DE2B687AC6340

Observe thaL::J = 40080000, and Rf:, = (4000000, . The S-box inputs and outputs for round 6
are computed to be the following:

E; | E | C
111100 | 010010 | 1101
111101 | 111100 | 0001
011010 | 000101 | 0010
101111 | 010110 | 1100
111110 | 101100 | 1101

oo =1 &1 O bd| s

Then, the setestj are as follows:

j !ﬁ&‘ti

3 [ 14, 15, 26, 30, 32, 33, 48, 59
D

6 7.24,36,41, 54,50

7

8 34,35,48,49

We see that bottests andtest7 are empty sets, so this pair is a wrong pair and is discarded by the
filtering operation.



Now suppose that we have a pair such tbstq | >0forj =2,5, 6, 7, 8, so that it survives the filtering

operation. (Of course, we do not know if the pair is a right pair or a wrong pair.) We say that the bitstring
J2J5<1>JgJ7< I>Jg of length 30 isuggested by the pair ifJ; [ testj forj = 2, 5, 6, 7, 8. The number of

suggested bitstrings is
H |test;|.

j€{2,5,6,7,8}

It is not unusual for the number of suggested bitstrings to be quite large (for example, greater than 80000).

Suppose we were to tabulate all the suggested bitstrings obtained frmalre that were not discarded
by the filtering operation. For every right pair, the correct bitstindg < I>JgJ7< I>Jg will be a

suggested bitstring. This correct bitstring will be counted aldlitG3times. Incorrect bitstrings should
occur much less often, since they will occur essentially at random and the? @sgibilities (a very
large number).

It would get extremely unwieldy to tabulate all the suggested bitstrings, so we use an algorithm that
requires less space and time. We can encodéstiyas a vectolj of length 64, where thiéh coordinate

of Tj is set to 1 (for & i < 63) if the bitstring of length six that is the binary representationsah the set
testj; and thdth coordinate is set to 0 otherwise (this is essentially the same as the counter array
representation that we used in the 3-round attack).

For each remaining pair, construct these vectors as described above, and naT;a, frre® 5,6,7,8,1
<i<N. Forl O{1, ...,N}, we say that isallowable if for eachj 00 {2, 5, 6, 7, 8}, there is at least one
coordinate equal td||in the vector
i
2T

iel

If the ith pair is a right pair for everny(] I, then the sdtis allowable. Hence, we expect there to be an
allowable set of size (approximately)/a6, which we hope will suggest the correct key bits and no other.
It is a simple matter to construct all the allowable kbismeans of a recursive algorithm.

Example 3.5

We did some computer runs to test this approach. A random sample of 120 pairs of plaintexts with the
specified x-ors was generated, and these were encrypted using the same (random) key. We present the 12(
pairs of ciphertexts and corresponding plaintexts in hexadecimal form in Table 3.1.

When we compute the allowable sets, we ohtaiallowable sets of cardinalify for the following
values:



Ty
111
180
231
255
210
120

45

10

S D00~ B W

The unique allowable set of size 10 is
{24, 29, 30, 48, 50, 52, 55, 83, 92, 118}.

In fact, it does arise from the 10 right pairs. This allowable set suggests the correct keybitddodg,
J7 andJg and no others. They are as follows:

Jo = 011001
Js = 110000
Js = 001001
J7 = 101010
Js = 100011

o TR
— B - s @
— =

=

Figure 3.14 Another 3-round characteristic

Note that all the allowable sets of cardinality at least 6, and all but three of the allowable sets of cardinality

10y oy _
5, arise from right pairs, sin«,(,a} = 252 and( i } = Mifore<i< 10.

This method yields 30 of the 56 key bits. By means of a different 3-round characteristic, presented in
Figure 3.14, it is possible to compute 12 further key bits, namely thdgeandJ4. Now only 14 key bits

remain unknown. Since!? = 16384 is quite small, an exhaustive search can be used to determine the
remaining 14 key bits.

The entire key (in hexadecimal, including parity-check bits) is:

34E9F71A20756231.



As mentioned above, the 120 pairs are given in Table 3.1. In the second column, a * denotes that a pair is
a right pair, while a ** denotes that the pair is an identifiable wrong pair and is discarded by the filtering

operation. Of the 120 pairs, 73 are identified as being wrong pairs by the filtering process, so 47 pairs
remain as "possible" right pairs.
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3.6.3 Other examples of Differential Cryptanalysis

Differential cryptanalysis techniques can be used to aBR&&with more than six rounds. An 8-round

DES requires 24 chosen plaintexts, and 10-, 12-, 14- and 16-rddi8s can be broken with?4, 231,

239 and 27 chosen plaintexts, respectively. The attacks on more than 10 rounds are probably not

practical at this time.

Several substitution-permutation product ciphers other@ZBare also susceptible (to varying degrees)
to differential cryptanalysis. These cryptosystems include several substitution-premutation cryptosystems

that have been proposed in recent years, such as FEAL, REDOC-II, and LOKI.

pair right pair? plaintext ciphertext
1 i 86FA1C2B1F51D3BE 1E23ED7F2F553971
C6F21C2B1B51D3BE 296DE2B687AC6340
2 * EDCA39EC935E1ACD OF847EFE90466588
ADCC39EC975E1ACD 93EB84839F374440B
3 b 9468A0BE00166155 3D6A906A6566D0BF
D460A0BE04166155 3BC3B236398379E1
4 el DAFF2B18A5A8AAC8 26B14738C2556BA4
94F72B18A1A8AAC8 15753FDE86575A8F
5 09DOF2CF277AF54F 15751F4F11308114
49D8F2CF237AF54F 6046A7C863F066AF
6 CBC7157240D415DF 7FCDC300FB9698E5
8BCF157244D415DF 522185DD7E47DA3A
7 0D4A1E84890981C1 E7COB01E32557558
4D421E848D0981C1 912C6341A69DF295
8 o 6CE6B2A9B8194835 75D52E028A5C48A3
2CEEB2A9BC194835 6C88603B48E5A8CE
9 i 799F63C3C9322C1A A6DA322B8F2444B5
399763C3CD322C1A 6634AA9DF18307F4




10 *x 1B36645E381EDF48 1F91E295D559091B
S5B3E645E3CLEDF48 D094FC12C02C17CA
11 85CA13F50B4ADBB9 ED108EE7397DDEOA
C5C213F50F4ADBB9 3F405F4A3E254714
12 * 7963A8EFD15BCAAL 8C714399715A33BA
396BASBEFD55BCAAL C344C73CCOTEAACA
13 7BCFF7BCA455E6G5E 475A2D0459BCCE6G2
3BC7F7BCAOS5EGSE 8E94334AEF359EF8
14 0C505CEDB499218C D3C66239E89CC076
4C585CEDB099218C 9A316E801EE18EB1
15 6C5EA056CDCI91A14 BC7EBA159BCA94EG
2C56A056C9C91A14 67DB935C21FF1A8D
16 *x 6622A441A0D32415 35F8616FEBAG2883
262AA441A4D32415 4313E1925F5B64BC
17 CO333C994AFF1CO9 D46A4CF1C0221B11
803B3C994EFF1C99 D22B42DB150E2CES8
18 9E7B2974FO0E1AGE 172D286D9606EGFE
DE732974F40E1AGE 2217A91F8CA27D27
19 *x CF592897BFD70C7E FB892B59E7DCE7EC
8F512897BBD70C7E C328B765E1CC6653
20 E976CF19124A9FAl 905BF24188509FA6
A97ECF19164A9FAL 9ADDBAOC23DD724F
21 *x 5C09696E7363675D 92D60ES5C71801A99
1C01696E7763675D DDO0908A4FEB168F
22 * A8145AB3C1B2C7DE F68FCIF805648478B
E81C5AB3C5B2C7DE 510041B5711B8132
23 47DF6A0BB1787159 52E36C4ACA22EAS5A2
07D76A0BB5787159 373EAFD503F68DE4
24 * 7CE65464329B4EGD 832A9D7032015D9F
3CEE5464369B4EGD 85E2CE665571E99C
25 * 421FB6ADO5791BA7 D1E730BA1DB565E7
0217B6AD91791BA7 188E61735FAAF3CE
26 *x C58E9A361368FFD6 795EB9D30CAEG879
85869A361768FFD6 26D37ACA867ACC61




27 w* DDB6B6CT4CBEA4E2  CC3B6915COA348DF
9DBEB6C7488EA4E2  104C2394555645F0
28 wx 43DBID2F483CA585  E3E4DA503D1B9396
03D39D2F4C3CA585  4EA02CD061332443
29 * 855A309F96FEASEA  85ADBE9E352AFAFA
C552309F92FEASEA  929D22370ACABB0D
30 * AB3CA25B02BD18C8  OF7D768E9203F786
EB34A25B06BD18C8  A1313BC26A99D353
31 ok A9F7A6F4ATCO0EO6  F26B385E6BAO57FD
EOFFA6F4A3CO0EO6  203D8384F8F54D19
32 o 688BIACD856D1312  C41DI9CL07BAEF76
28839ACD816D1312  6CC817CA025A7DAC
33 w 76BF0621003D4CD9  BBE1F95AFCIE052A
36B70621C43D4CD9  561F4801F2EB0C63
34 ok 014CF8D1F981B8EE  D27091C4314CBFES
4144F8DIFDBIBSEE  B7976D6AS0E3DRB61
35 w* 487D66EDE0405F8C  8136325C0AEB84CE
087566EDE4405F8C  8C638BC4495B69A0
36 wx DDCA47093A362521  51040CF16B600FAA
9DC247093E362521  7FC75515AC3CAAF9
37 w A5A9DB4A3996F6D9  F2004B854AE6CA6C
05A1D34A3D96F6D9  546825016B03D193
38 w 295D2FBFBO0875EA  A309DF027E69C265
69552FBFB40875EA  4F633FFBI5A0CLLE
39 964C8B98D590D524  1FF1D0271D6F6CL8
D6448B98D190D524  8CF2D8DA401EBFCOF
40 60383D2BAF0836BC  10A82D55FC480640
20303D2BAB0836BC  602346173581EF79
41 wx 5CF8D539A22A1CAD  92685D806FBE8738
1CFOD539A62A1CAD  17006DAB2D28081C
42 FO5167CAB6565609  C52E2EB27446054E
B95967CAB2565609  0C219F686840E57A
43 49F1C83615874122  2680C8ECDF5E51CD
09F9C83611874122  5022A7B69IBAE75SEF




44 *x ACB2EC1941B03765 D6B593460098DECS
ECBAEC1945B03765 D3190A0200FC6B9B
45 CCCC129D5CB55ECD 3AD22B7EF59EODSE
8CC4129D58B55ECD A48CO2CBECL7E430
46 * 917FF8E2EE6B78D5 EF847E058DB71724
D177F8E2EAGB78D5 F243F0554A00E4C5
a7 *x 51DBCF028E96DEOO 574897CA1EE73885
11D3CF028A96DEOO 9FOFDOASB2C2B5FD
48 * 2094942E093463CE 59F6A018C6A0D820
609C942E0D3463CE 799FE001432346C0
49 *x 50FB0723D7CD1081 16AF758395EA3A7D
10F30723D3CD1081 CDCB23392D144BED
50 * 740815A4F6CDCABB 4A84D2EDAD9351AB
340015A4F2CDCABB 5923D04CE94D6111
51 * EDA46A1AE93735DC 0B302A51B7E5476A
ADACGA1AED3735DC S5F817FO0ABC770E75
52 * 08BC39B766B2C128 DFBSF3F500BC0100
48B439B762B2C128 B7B9FEDBACO3EBFA
53 *x A74E29BBA98F2312 A2B352B7F922E8DA
E74629BBAD8F2312 D6BCAB89CED2DEAC
54 * D6F50D31EE4EG8AB 4D464847065C0938
96FDOD31EAAEGS8AB 7554D87AEDCE5634
55 * 06191AA594891CF5 649C1D084F920F9E
46111AA590891CF5 BE12A10384365E19
56 SEA7TEFD557946962 15E664293F4D77EE
1EAFEFD553946962 E23396A758DCOCEG
57 *x 41FB7704781CC88A 8ABD385C441FD6CE
01F377047C1CC88A 06DE8D55777AB65C
58 *x 9689B9123F7C5431 E1E63120742099BB
D681B9123B7C5431 1AF88A2CF6649A4A
59 6F25032B4A309BFE 48FES50DE774288D7
2F2D032B4E309BFE 47950691260D5E10
60 *x D8C4B02DSESBF1E9 F34D565E6AE85683
98CCB02D8A8BF1E9 A4D2DB548622A8ES




61 *x F663E8CCEES6805B 51BD62C9D5D0F0BB
B66BESCCEA86805B D2ABB0O3CF9D26COA
62 *x 428B29BFDFA838DB 006D62A65761089F
028329BFDBA838DB 9FD73EF6124B0C11
63 * 04BE2D22D81EDC66 26D99536D99B5707
44B62D22DC1EDC66 94144EBDAOCDEBS5
64 *x 667B779123A3EF80 5D09CBF2CE7ES5AG9
2673779127A3EF80 5EFF8BFCA7BAA152
65 *x BC86D401D6572438 EO5572AAASF6C377
FCBED401D2572438 3C670BCA55144F61
66 *x 6FESE9547659E401 2C465BF6F52F864C
2FEDE9547259E401 B71D106444F95F31
67 *x 27D3BAC6453BE3DE 8F160E29000461CD
67DBBAC6413BE3DE 2A6660F46487F885
68 *x 1D864E7642A7023A 65F91EEBFD8A9C05
SDBE4AE7646A7023A 84761791B3C36661
69 *x 5256CA6894707CBA 91527F9349ABCF15
125ECA6890707CBA 30F28F06A7BOA35A
70 *x C05383B8EFCD2BD7 710B6EC61BF63E9C
805B83B8EBCD2BD7 53AC029D8E0179D5
71 S0EB21CA13F9A96E 26D95BAADEACS5CF
10E321CA17F9A96E 8FO01A90F638AFFF6
72 *x 60EB1229ACDI0EDC 3890EE8B567782F96
20E31229A8D90EDC EE404DF7BE537589
73 8E9A17D17B173B99 885C3933627EDEFO
CE9217D17F173B99 B7ABB6DF5835E962
74 6EC8CD0802C98817 A985ADFB1FEE013C
2ECDCD0806C98817 0428DE024B7E4604
75 *x 1E81712FF1145C06 417E667A99B3CFAS
S5EB89712FF5145C06 5C24AA056EB1ADBA
76 * DF3C5C13311AEC7C BF01675096F1CA8A
9F345C13351AEC7C 243D99BCE12DB864
77 *x 7C34472994127C2D 713915DA311A7CF4
3C3C472990127C2D E9733D11D787E20B




78 w* 37304DABA75EAFB3  EFB5C37FA0238ADF
77384DABA35EAFB3  A728F7407AF958B3
79 DO3A16E4C2D8B54B  423FCDAC24CEFEDD
903216E4C6D8B54B  047D8595DB4D372E
80 o 8CED882B5D91832E  0006E2DE3AF5C2B5
CCE5882B5991832E  OOF6AAIED614001B
81 w 1BBOEGC79EFBECA1  E9AED4363915775A
5BBSE6C7T9AFBECA1  655BCA8F1FFB5165
82 D41B8346DA9E2252  34F5EO0BCC5B042EA
94138346DE9E2252  702D2CA8CDBE5173
83 * 02A9D0A0A91F6304  E2F1C10E59AF07C5
42A1DOA0ADIF6304  BDEE6AAOOF25F840
84 w 841B3E27C8F0A561  2B288E554D712C92
CA133E27CCFOA561  FF8609COE7301162
85 wr CDFOASDGEE909185  5D661834D1C76324
8DF8ABDGEA909185  22034D57D21FFB56
86 w* AC31ACB54F44EA34  BDO16309AEDBIBBL
0C39ACB54B44EA34  C72EEDCAFA1D9312
87 DB3FC0703C972930  296ABCFBFO1DF991
9B37CD7038972930  CA4700686F9F83A2
88 E4B362BFDBA7CFDI  20FDAF335F25B1DA
A4BB62BFD2A7CFDL  008C24D75E14ACBD
89 F234232A0E0A4A28  90CFD699F2DEC5BD
B23C232A0A0A4A28  2918D3DEOC1B689C
90 5 71265345A5874004  3052CE3CE88710AE
312E5345A1874004  38FOFC685DF30564
91 o 3E6364548C857110  OE8581E42COFECGF
7E6B645488857110  4DD1751861EC5529
92 * 464FBEDBD78900A7  90F5F9ADEDED627A
0647BEDBD38900A7  2EF4C540425E339B
93 * 373B75F847480BB0  5408B964F8442D16
773375F843480BB0  805287D52599E9F0
94 ** D714E87810DE97AC  4EC4D623108FA909
971CE87814DE97AC  0AA0725CED10D6A3




95 B9B5932EF54B2C60 4B438B3CCF36DEC9
FOBDO32EF14B2C60 054C6A337709280D

96 *x 2F283C38D2E4E1DD 83515FB6DFEA90B8
6F203C38D6E4E1DD 09BCCAFF38C78C23

97 * 1EBSADAAA3BBD575 21A1E04813616E42
SEBOADAA47BBD575 D044BA3F25DFD02A

98 *x 3164AA5454D9F991 9382C6C1883F1038
716CAAS450D9F991 5CDFEDAFF2117DEC

99 D78C1C5C6F2243D2 1CCEBO91EO30EGAG
97841C5C6B2243D2 4DA2CD67CC449B21

100 BBE212A7D3CE3D14 2917C207B4D93EOD
FBEA12A7D7CE3D14 A01D50E5A2B902D8

101 ** 104917795E98D0FB 40916A71385C2803
504117795A980D0FB 413FD26EF671F46D

102 *x 4DDA114D6EFEEEB4 2E2C65E1D5CBAC31
0DD2114D6AFEEEB4 A16FFO3BCO913ED6

103 EOBED7B285BFOAT77 5D9EFEFFOAD10490
A0B6D7B281BFOA77 4C6CALFAC36A8ESB

104 ** OAE1555FA1716214 378400BCED39EB81
4AE9555FA5716214 A1EO0C758BD8912C2

105 * 4657C26790FCB354 588BA079B2E7ED20
065FC26794FCB354 DA90827AEED7A41F

106 ** 32BD719B0DC1B091 F3477C7552BCB05D
72B5719B09C1B091 EFF444449D66BE9E

107 * 0992F8C8C73A9BFE 9F3FFDOF158295F6
499AF8C8C33A9BFE C138358DCECC8FC7

108 02C3F061A237BBEB AC28B0307127EA7C
42CBF061A637BBEB 3FF1DAEDOEOFCBCS

109 ** 80E529E69EDEG827 1DF1DB7B66BA1AF1
COED29EG69ADEG827 15700151A5804549

110 B5S5E84630067B8D5 88321611FF9DA421
F55684630467B8D5 90649DTEACFO91F9A

111 2749C2EBC603BFF2 A62B23A7348E2C3A
6741C2EBC203BFF2 EB760A09C7FF5153




112 ** CACSE14DACSDOFFS ABC2312FBFDO4DF5
84CDE14D485D9FF5 D2BB5954E5062D53
113 ** 1566BA21F2647E18 A247EDO988457CB78
556EBA21F6647E18 S5E99F231005F5249
114 * 2D093D426D922F92 5DF62030B9F23AE9
6D013D4269922F92 5D92DA1FA3D0O7BA1
115 004518468E0C96C3 F28D85FF7E84F38F
404D18468A0C96C3 52541B0443053C57
116 * 437B70A98AE03344 04B3FBF9823B4CF7
037370A98EE03344 14EBEC79DAD3093E
117 2D01F1073D3E375B F10B3E1EE356226C
6D09F107393E375B 6FF26DASE3525B62
118 * 66573DD7EOD7F110 F2F26204C29FES1E
265F3DD7E4AD7F110 083A4ECES7E429AC
119 0846DB9538155201 F120DOD2AE788057
484EDB953C155201 00CC914A33034782
120 ABB34FC195C820D1 5F17AE066B50FC81
EBBB4FC191C820D1 2858DD63A2FA4B53
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3.7 Notes and References

A nice article on the histo®ES is by Smid and Branstad [SB92]. Federal Information Processing
Standards (FIPS) publications concerndigS include the following: description ®ES [NBS77];
implementing and usinBES [NBS81]; modes of operation 8fES [NBS80]; and authentication using
DES [NBS85].

Some properties of the S-boxes are studied by Brickell, Moore, and Purtill [ BMP87].

The DECDES chip is described in [E93]. Wiener’s key search machine was described at CRYPTO '93
[W194].

The time-memory trade-off fADES is due to Hellman [B80]. A more general time-memory trade-off is
presented by Fiat and Naor in [FN91].

The technique of differential cryptanalysis was developed by Biham and Shamir [BS91] (see algd [BS93
and their book [BS93], where cryptanalysis of other cryptosystems is also discussed). Our treatment of
differential cryptanalysis is based largely on [BS93].

Another new method of cryptanalysis that can be used to &taglkand other similar cryptosystems is
the linear cryptanalysis of Matsui j\®4, MA94A].

Descriptions of other substitution-permutation cryptosystems can be found in the following sources:
LUCIFER [FE73]; FEAL [MI9 1]; REDOC-II [CW91]; and LOKI [BKPS90].

Exercises

3.1 Prove thaDES decryption can be done by applying ES encryption algorithm to the

ciphertext with the key schedule reversed.

3.2 LetDES(x, K) represent the encryption of plaintextith keyK using theDES cryptosystem.
Suppose = DES (%, K) andy' = DES (c(x), c¢(K)), wherec(Dl denotes the bitwise complement of its
argument. Prove that = c(y) (i.e., if we complement the plaintext and the key, then the ciphertext is
also complemented). Note that this can be proved using only the "high-level” descrifiigs of

the actual structure of S-boxes and other components of the system are irrelevant.

3.3 One way to strengthdDES is bydouble encryptionGiven two keysK 1 andK 5, define

U= EKy {.EKI {‘T}} (of course, this is just the productES with itself). If it happened that the

encryption functioreK? ' was the same as the decryption funcd*‘fi , thenK 1 andK» are said



to bedual keys(This is very undesirable for double encryption, since the resulting ciphertext is
identical to the plaintext.) A key gelf-dualif it is its own dual key.
(a) Prove that ifCq is either all 0’'s or all 1's anD g is either all 0's or all 1's, thel is

self-dual.
(b) Prove that the following keys (given in hexadecimal notation) are self-dual:

0101010101010101
FEFEFEFEFEFEFEFE< BR>1F1F1F1FOEOEOEOE
EOEOEOEOF1F1F1F1

(c) Prove thatifCo =0101...01 0r 1010... 10 (in binary), then the x-or of the bitst@ngs
andCq7.is 1111 ... 11, for ¥i < 16 (a similar statement holds for the’s).
(d) Prove that the following pairs of keys (given in hexadecimal notation) are dual:

E001E001F101F101 OLlEOQ01E001F101F1

FE1FFE1IFFEOEFEOE  LFFEIFFEOEFEOEFE

EO1FEO1FF10EF10E 1FEO1FEOOEF10EF1<
[ TT>

3.4 A message authentication code (MAC) can be produced by using CFB mode, as well as by using
CBC mode. Given a sequence of plaintext blocks . .x,, suppose we define the initialization

vector IV to bex;. Then encrypks . . .X, using keyK in CFB mode, obtaining . . .yn.1 (note
that there are only - 1 ciphertext blocks). Finally, define the MAC todye(y-1< /1>). Prove that

this MAC is identical to the MAC produced in Section 3.4.1 using CBC mode.
3.5 Suppose a sequence of plaintext blocks, X. x,, is encrypted using DES, producing ciphertext

blocks yi ... },. Suppose that one ciphertext block, sayig/transmitted incorrectly (i.e., some 1's

are changed to O’s and vice versa). Show that the number of plaintext blocks that will be decrypted
incorrectly is equal to one if ECB or OFB modes were used for encryption; and equal to two if CBC
or CFB modes were used.

3.6 The purpose of this question is to investigate a simplified time-memory trade-off for a chosen

plaintext attack. Suppose we have a cryptosystem in wr=C=K , Which attains perfect

secrecy. Then it must be the case ex(z) = ek, (x) implies K = K; . Denote

P =Y ={m, ..ux} Letxbe afixed plaintext. Define the function g- ¥ by the rule g(y) =

ey(x). Define a directed graph G having vertex set Y, in which the edge set consists of all the directed
edges of the form (yg(y;)), 1<i<N.

(a) Prove that G consists of the union of disjoint directed cycles.
(b) Let T be a desired time parameter. Suppose we have a set of elemenis Z.= {z,} O

Y such that, for every elemently Y, either y is contained in a cycle of length at most T, or
there exists an elementz y; such that the distance from o z (in G) is at most T. Prove
that there exists such a set Z such that



2N

so |Z] is O(N/T)

(c) For each z 0 Z, define g" (z) to be the element ysuch that d (y;) = zj, where d is

the function that consists of T iterations of g. Construct a table X consisting of the ordered pairs
(7, g’ (z)), sorted with respect to their first coordinates.

A pseudo-code description of an algorithm to find K, given y $9, is presented in Figure

3.15. Prove that this algorithm finds K in at most T steps. (Hence the time-memory trade-off is
O(N).)

Figure 3.15 Time-memory trade-off

T e ——
[T )
S o

fam—n

Figure 3.16 Differential attack on 4-round DES

(d) Describe a pseudo-code algorithm to construct the desired set Z in time O(NT) without
using an array of size N.
3.7 Compute the probabilities of the following 3-round characteristic:

Ly = 00200008 Ry = 00000400,

Ly = 00000400:6 Ry = 00000000¢ p="7
L; = 00000000 R, = 000004006 p=7
Ly = 00000400, Ry = 00200008, p=17?

3.8 Here is a differential attack on a 4-rouBdES. It uses the following characteristic, which is a
special case of the characteristic presented in Figure 3.10:

Lh = 200000006 Rh = 000000006
L} = 000000006 R, = 200000006 p=1

(a) Suppose that the following algorithm presented in Figure 3.16 is used to compute gets test
.. . tesg. Show that g tesf for 20 j [ 8.
(b) Given the following plaintext-ciphertext pairs, find the key bits.J. , k.



plaintext ciphertext
18493AC485B8D9A0 E332151312A18B4F
38493AC485B8D9A0 87391C27E5282161
482765DDD7009123 B5DDD8339D82D1D1
682765DDD7009123 81F4B92BD94B6FDS8
ABCDO098733731FF1 93A4B42F62EA59E4
8BCD098733731FF1 ABA494072BF411E5
13578642AAFFEDCB FDEB526275FB9D94
33578642AAFFEDCB CC8F72AAE685FDB1

(c) Compute the entire key (14 key bits remain to be determined, which can be done by
exhaustive search).
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Chapter 4
The RSA System and Factoring

4.1 Introduction to Public-key Cryptography

In the classical model of cryptography that we have been studying up until now, Alice and Bob secretly
choose the kell. K then gives rise to an encryption rele and a decryption ruldk . In the

cryptosystems we have seen sodigr,is either the same ag, or easily derived from it (for example,

DES decryption is identical to encryption, but the key schedule is reversed). Cryptosystems of this type
are known agrivate-key systems, since exposureapf renders the system insecure.

One drawback of a private-key system is that it requires the prior communication of é&eyeen

Alice and Bob, using a secure channel, before any ciphertext is transmitted. In practice, this may be very
difficult to achieve. For example, suppose Alice and Bob live far away from each other and they decide
that they want to communicate electronically, using e-mail. In a situation such as this, Alice and Bob may
not have access to a reasonable secure channel.

The idea behind public-key system is that it might be possible to find a cryptosystem where it is
computationally infeasible to determidg giveneg. If so, then the encryption ruég could be made

public by publishing it in a directory (hence the term public-key system). The advantage of a public-key
system is that Alice (or anyone else) can send an encrypted message to Bob (without the prior
communication of a secret key) by using the public encryptioregléob will be the only person that

can decrypt the ciphertext, using his secret decryptiordiule

Consider the following analogy: Alice places an object in a metal box, and then locks it with a
combination lock left there by Bob. Bob is the only person who can open the box since only he knows the
combination.

The idea of a public-key system was due to Diffie and Hellman in 1976. The first realization of a
public-key system came in 1977 by Rivest, Shamir, and Adleman, who invented the wellFk&8wn
Cryptosystemwhich we study in this chapter. Since then, several public-key systems have been proposed,
whose security rests on different computational problems. Of these, the most important are the following:



RSA
The security oRSA is based on the difficulty of factoring large integers. This system is described in
Section 4.3.

Merkle-Hellman Knapsack
This and related systems are based on the difficulty of the subset sum problem (which is
NP-complete); however, all of the various knapsack systems have been shown to be insecure (with
the exception of th€hor-Rivest Cryptosystemmentioned below). See Chapter 5 for a discussion of
this cryptosystem.

IThe NP-complete problems are a large class of problems for which no polynomial-time algorithms are known.

McEliece
TheMcEliece Cryptosystemis based on algebraic coding theory and is still regarded as being
secure. It is based on the problem of decoding a linear code (which Ratsmmplete). (See
Chapter 5.)

ElGamal
TheElGamal Cryptosystemis based on the difficulty of the discrete logarithm problem for finite
fields. (See Chapter 5.)

Chor-Rivest
This is also referred to as a "knapsack” type system, but it is still regarded as being secure.

Elliptic Curve
ThekElliptic Curve Cryptosystems are modifications of other systems (such as the ElGamal
Cryptosystem, for example) that work in the domain of elliptic curves rather than finite fields. The
Elliptic Curve Cryptosystems appear to remain secure for smaller keys than other public-key
cryptosystems. (See Chapter 5.)

One very important observation is that a public-key cryptosystem can never provide unconditional
security. This is because an opponent, on observing a ciphgrbaxt encrypt each possible plaintext in
turn using the public encryption ruég until he finds the unique such thay = ek (x). Thisx is the

decryption ofy. Consequently, we study the computational security of public-key systems.

It is helpful conceptually to think of a public-key system in terms of an abstraction called a trapdoor
one-way function. We informally define this notion now.

Bob’s public encryption functiorgk , should be easy to compute. We have just noted that computing the

inverse function (i.e., decrypting) should be hard (for anyone other than Bob). This property of being easy

to compute but hard to invert is often called éhe-way property. Thus, we desire th&t be an
(injective) one-way function.

One-way functions play a central role in cryptography; they are important for constructing public-key
cryptosystems and in various other contexts. Unfortunately, although there are many functions that are
believed to be one-way, there currently do not exist functions that can be proved to be one-way.



Here is an example of a function which is believed to be one-way. Suppotdee product of two large
primesp andg, and leth be a positive integer. Then defif,: Zin = Ln 10 be

f(z) = 2z mod n.

(For a suitable choice #fandn, this is in fact th&RSA encryption function; we will have much more to
say about it later.)

If we are to construct a public-key cryptosystem, then it is not sufficient to find a one-way function. We do
not wantek to be a one-way function from Bob’s point of view, since he wants to be able to decrypt
messages that he receives in an efficient way. Thus, it is necessary that Bob possgskes,avhich

consists of secret information that permits easy inversie off hat is, Bob can decrypt efficiently

because he has some extra secret knowledge lb8ot we say that a function igrapdoor one-way

function if it is a one-way function, but it becomes easy to invert with the knowledge of a certain trapdoor.

We will see in Section 4.3 how to find a trapdoor for the fundtidefined above. This will lead to the
RSA Cryptosystem
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4.2 More Number Theory

Before describing holRSA works, we need to discuss some more facts concerning modular arithmetic
and number theory. Two fundamental results that we require are the Euclidean algorithm and the Chinese
remainder theorem.

4.2.1 The Euclidean Algorithm

We already observed in Chapter 1 1En is a ring for any positive integar We also proved there that

be Z, has a multiplicative inverse if and only if gbd() = 1, and that the number of positive
integers less thamand relatively prime ta is @(n).

The set of residues moduidhat are relatively prime tois denotedn " . Itis not hard to see thén "
forms an abelian group under multiplication. We already have stated that multiplication mégulo

associative and commutative, and that 1 is the multiplicative identity. Any elenfn " will have a

multiplicative inverse (which is also Z, ). FinalIy,En' is closed under multiplication singg is
relatively prime tan whenevewx andy are relatively prime ta (prove this!).

At this point, we know that ar{Z € Zn" hasa multiplicative inverse; 1, but we do not yet have an
efficient algorithm to compute. Such an algorithm exists; it is called the extended Euclidean
algorithm.

First, we describe the Euclidean algorithm, in its basic form, which is used to compute the greatest
common divisor of two positive integers, sgyandr 1, whererg >r 1. The Euclidean algorithm consists

of performing the following sequence of divisions:

T = @qTry + T2, < 1re <.y
r = (2T + T3, 0 < rs < (]
Tm—-2 = @m-1Tm-1 1 Tm, 0< Tm < Tm—1

Tm—1 = QmTm-



Then it is not hard to show that
ged(ro,m) = ged(ry,m2) = ... = ged(Tm—1,Tm) = Tm.
Hence, it follows that gcdf, r1) =rpm.

Since the Euclidean algorithm computes greatest common divisors, it can be used to determine if a
positive integeb < n has a multiplicative inverse moduipby starting withr o =n andr4 =b. However,

it does not compute the value of the multiplicative inverse (if it exists).

Now, suppose we define a sequence of nunthets, . . .,ty, according to the following recurrence
(where theg;’s are defined as above):

t‘.{; = 0

tl == 1

t_-; = f,j_z — q_j—lt_;iv—l mod To, ]fj :"j 2.

Then we have the following useful result.

THEOREM 4.1

For 0<j<m, wehavethat rj =t;ri</sus> (moa), where the gj’sand rj’s are defined asin the Euclidean algorithm, and
thetj’s are defined in the above recurrence.

PROOF The proof is by induction ojn The assertion is trivially true fpr= 0 and = 1. Assume the assertion is truejferi - 1 andi - 2,
wherei = 2; we will prove the assertion is true fori. By induction, we have that

Ti_a =1t;—a7 (mﬂd T'u)
and
ri_1 = t;—17; (mod ry).

Now, we compute:

Ti =Ti-2 —qi—-1Ti1

ti—aT1 — gi—1ti—1ry (mod rop)

(ti—2 — gi—1ti—1 )1 (mod ro)

tiry (mod rg).

Hence, the result is true by induction.



The next corollary is an immediate consequence.

COROLLARY 4.2

Suppose gcdf Q,r1) =1.Thentm :rl'l modr Q.

Now, the sequence of numbegs, t1, . . .tm can be calculated in the Euclidean algorithm at the same time gjsstand therj’s. In

Figure 4.1, we present the extended Euclidean algorithm to compute the inersediflon, if it exists. In this version of the algorithm,
we do not use an array to keep track ofdjis, rj’s andt;’s, since it suffices to remember only the "last" two terms in each of these

sequences at any point in the algorithm.
In step 10 of the algorithm, we have written the expressiotefgrin such a way that the reduction moduolis done with a positive
argument. (We mentioned earlier that modular reductions of negative numbers yield negative results in many computer languages; of

course, we want to end up with a positive result here.) We also mention that at step 12, it is always thelcasetiad n) (this is the
result proved in Theorem 4.1).

Here is a small example to illustrate:
Example 4.1

Suppose we wish to compute"aleod 75. The Extended Euclidean algorithm proceeds as follows:

To=2x28+19 step 6
T3 x28mod 75 =19 step 12
28=1x19+4+9 step 16
3x28mod75=9 step 12
19=2x9+1 step 16
67=x28mod75=1 step 12
9=9x1 step 16

Hence, 281 mod 75 = 67.

Figure 4.1 Extended Euclidean algorithm
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4.2.2 The Chinese Remainder Theorem

The Chinese remainder theorem is really a method of solving certain systems of congruences. Suppose
m1, ...,m, are pairwise relatively prime positive integers (that is, ggd i) = 1 ifi #j). Suppose,
.. .,ar are integers, and consider the following system of congruences:

T = a; (mod m;)

T = a; (mod my)

z = a, (mod m,).

The Chinese remainder theorem asserts that this system has a unique solutiorvhoghyloc my x . . .
x m;. We will prove this result in this section, and also describe an efficient algorithm for solving systems
of congruences of this type.

It is convenient to study the functi®™ * Epg = By X% ... X Zm, | which we define as follows:
m(z) = (£ mod m,, ...,z mod m,).
Example 4.2

Suppose = 2,m1 =5 andm, = 3, soM = 15. Then the function has the following values:

m(0) = (0,0) w(1) = (1,1) m(2) = (2,2)
m(3) = (3,0) m4) = (4,1) m(5) = (0,2)
w(6) = (1,0) (7)) = (2,1) m(8) = (3,2)
7(9) = (4,0) 7(10) = (0,1) a(ll) = (1,2)
7(12) = (2,0) r(13) = (3,1) m(1d) = (4,2).



Proving the Chinese remainder theorem amounts to proving that this funetehave defined is a
bijection. In Example 4.2 this is easily seen to be the case. In fact, we will be able to give an explicit
general formula for the inverse functiont.

For 1<i <r, define

Then it is not difficult to see that
ged(M;,m;) =1

for 1<i<r. Next, for 1<i <r, define

Yi = Mt'_l mod m;.
(This inverse exists since gddi(, m;j) = 1, and it can be found using the Euclidean algorithm.) Note that

M;y; = 1 (mod m;)
forigi<r.
Now, define a functioi® * Lppy X oo X By, = Ep ollows:

r
Py vy Gp) = Zangyf mod M.
i=1

We will show that the functiop = 1, i.e., it provides an explicit formula for solving the original system
of congruences.

DenoteX =p(a1, .. .,ar), and let k= j <r. Consider a termajM;y< svaLL>i in the above summation,
reduced modulon;: If i =], then

a; My = a; (mod m;)
since
Mfyi =1 (Iﬂﬁd m,,;).

On the other hand, if# j, then



a; M;y; = 0 (mod m;)

sincem; | M; in this case. Thus, we have that

T
X = E a; M;y; (mod m;)
i=]
= a; (mod m;).
Since this is true for gj] 1<j <r, Xis a solution to the system of congruences.

At this point, we need to show that the solutiois unique moduld. But this can be done by simple
counting. The functiomtis a function from a domain of cardinalty to a range of cardinalityl. We
have just proved thatis a surjective (i.e., onto) function. Hentanust also be injective (i.e.,
one-to-one), since the domain and range have the same cardinality. It followssthdtijection andr!
= p. Note also thatr'? is a linear function of its argumerds, . . . ,a;.

Here is a bigger example to illustrate.
Example 4.3

Suppose = 3,mq = 7,m» =11 andnz = 13. TherM = 1001. We computil| = 143,M> =91 andM 3
= 77, and they, = 5,y, = 4 andy3 = 12. Then the functiom " : &z % Z11 % Ziz = Zyoor is the
following:

:'T_J'({Il,ﬂ.z.,ﬂg} = 715a; + 364a, + 924a4 mod 1001.

For example, ik=5 (mod 7)x= 3 (mod 11) anat = 10 (mod 13), then this formula tells us that
T=T15%x5+ 364 x 3+ 924 x 10 mod 1001
= 13907 mod 1001
= 894 mod 1001.
This can be verified by reducing 894 modulo 7, 11 and 13.
For future reference, we record the results of this section as a theorem.
THEOREM 4.3 (Chinese Remainder Theorem)

Supposent, . . .,m, are pairwise relatively prime positive integers, and supagse. .,a, are integers.
Then, the system afcongruences =a; (modm;) (1<i <r) has a unique solution modb=mq x . ..
x m;, which is given by



r= Zr:ﬂiMiyi mod M,

whereM; =M/m; andy; =M; "1 modm;, for 1<i<r.
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4.2.3 Other Useful Facts

We next mention another result from elementary group theory, called Lagrange’s Theorem, that will be
relevant in our treatment of tlRSA Cryptosystem For a (finite) multiplicative groufs, define theorder

of an elemeng O G to be the smallest positive integeisuch thag™ = 1. The following result is fairly
simple, but we will not prove it here.

THEOREM 4.4 (Lagrange)
Suppose G is a multiplicative group of order n, ahd@ Then the order df dividesn.
For our purposes, the following corollaries are essential.

COROLLARY 4.5

ifh € Zn" | thenb®" =1 (modn).

PROOF &n' is a multiplicative group of ordep(n).
COROLLARY 4.6 (Fermat)

Suppose is prime an(b € Zp ThenbP =b (modp).

PROOF If pis prime, thermp(p) =p - 1. So, fold # 0 (modp), the result follows from Corollary 4.5. For
b =0 (modp), the result is also true sinc€ & 0 (modp).

At this point, we know that ip is prime, therkp is a group of ordep - 1, and any element Zp" has
order dividingp - 1. However, ifp is prime, then the gro@p is in factcyclic: there exists an element

a € p' having order equal to- 1. We will not prove this very important fact, but we do record it for
future reference:

THEOREM 4.7
If p is prime, therlp is a cyclic group

An elementr having ordep - 1 is called grimitive element modulp. Observe that is a primitive
element if and only if



{ai:ﬂiiip—2}=3p'.

Now, suppos@ is prime andx is a primitive element modulm Any elemen® € Zy" can be written a8
=a', where i <p- 2, inaunique way. It is not difficult to prove that the orde ofa’ is

S p=1
ged(p — 1,1)

Thusp is itself a primitive element if and only if gqui{ 1,i) = 1. It follows that the number of primitive
elements modulp is @(p - 1).

Example 4.4

Suppose = 13. By computing successive powers of 2, we can verify that 2 is a primitive element modulo
13:

2mod 13 =1
2! mod 13 =2
22 mod 13 = 4
2* mod 13 = 8
2 mod 13 =3
Pmod13=6
2% mod 13 = 12
2" mod 13 = 11
2®mod13=9

P®mod13=5
2'% mod 13 = 10
2 mad 13 = 7.

The element Ris primitive if and only if gcd( 12) = 1; i.e., ifand only if= 1, 5, 7 or 11. Hence, the
primitive elements modulo 13 are 2, 6, 7 and 11.

........ e

s

Figure 4.2 RSA Cryptosystem



4.3 The RSA Cryptosystem

We can now describe tiRSA Cryptosystem This cryptosystem uses computation :En , Wheren is
the product of two distinct odd primpsandg. For suchn, note thatp(n) = (p- 1) @ - 1).

The formal description of the cryptosystem is given in Figure 4.2. Let’s verify that encryption and
decryption are inverse operations. Since

ab = 1 (mod ¢(n)),
we have that
ab=tg(n) +1
for some integet= 1. Suppose thiZ € Ln" ; then we have
(Ib:}ﬂ = pté(n)+1 (mod n)

(z?"))tz (mod n)

Il

= 1'z (mod n)
= z (mod n),

as desired. We leave it as an exercise for the reader to showPtyfst/gUP>=x (modn) if z € Z\Ln"

Here is a small (insecure) example of R®A Cryptosystem

Example 4.5

Suppose Bob choosps= 101 andy = 113. Them = 11413 andpyn) = 100 x 112 = 11200. Since 11200 §5227, an integeb can be used
as an encryption exponent if and onlp i not divisible by 2, 5 or 7. (In practice, however, Bob will not fagtoy. He will verify that
gcd@(n), b) = 1 using the Euclidean algorithm.) Suppose Bob chdpse3533. Then the Extended Euclidean algorithm will yield

b~ ! = 6597 mod 11200.

Hence, Bob'’s secret decryption exponera #6597.

Bob publishes1 = 11413 andb = 3533 in a directory. Now, suppose Alice wants to send the plaintext 9726 to Bob. She will compute

07263%%33 mod 11413 = 5761

and send the ciphertext 5761 over the channel. When Bob receives the ciphertext 5761, he uses his secret decryption exponent to compute

576197 mod 11413 = 9726.



(At this point, the encryption and decryption operations might appear to be very complicated, but we will discuss efficient algorithms for
these operations in the next section.)

The security oRSA is based on the hope that the encryption funajonx) = x0 modn is one-way, so it will be computationally
infeasible for an opponent to decrypt a ciphertext. The trapdoor that allows Bob to decrypt is the knowledge of the facterpmtion
Since Bob knows this factorization, he can comg@é = (p - 1)(q - 1) and then compute the decryption exponent a using the Extended
Euclidean algorithm. We will say more about the securitfR ®A later on.
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4.4 Implementing RSA

There are many aspects of R8A Cryptosystemto discuss, including the details of setting up the
cryptosystem, the efficiency of encrypting and decrypting, and security issues. In order to set up the
system, Bob follows the steps indicated in Figure 4.3. How Bob carries out these steps will be discussed
later in this chapter.

One obvious attack on the cryptosystem is for a cryptanalyst to attempt tonfd€tbirs can be done, it is
a simple manner to compupn) = (p - 1)(g - 1) and then compute the decryption exporendm b
exactly as Bob did. (It has been conjectured that bre&@@nyis polynomially equivalerftto factoringn,
but this remains unproved.)

2Two problems are said to Ipelynomially equivalent if the existence of a polynomial-time algorithm for either problem
implies the existence of a polynomial-time algorithm for the other problem.

Figure 4.3 Setting up RSA

Hence, if theRSA Cryptosystemis to be secure, it is certainly necessary thapg must be large enough

that factoring it will be computationally infeasible. Current factoring algorithms are able to factor numbers
having up to 130 decimal digits (for more information on factoring, see Section 4.8). Hence, it is
recommended that, to be on the safe side, one should ghaodg to each be primes having about 100
digits; thenn will have 200 digits. Several hardware implementatiorR®A use a modulus which is 512

bits in length. However, a 512-bit modulus corresponds to about 154 decimal digits (since the number of
bits in the binary representation of an integer i &g times the number of decimal digits), and hence it

does not offer good long-term security.

Leaving aside for the moment the question of how to find 100 digit primes, let us look now at the
arithmetic operations of encryption and decryption. An encryption (or decryption) involves performing
one exponentiation moduto Sincen is very large, we must use multiprecision arithmetic to perform

computations ilzn , and the time required will depend on the number of bits in the binary representation
of n.



Supposea hask bits in its binary representation; i.k 5 [log> n] + 1. Using standard "grade-school"
arithmetic techniques, it is not difficult to see that an addition okt integers can be done in time
O(k), and a multiplication can be done in ti®&?2). Also, a reduction modulo of an integer having at
most X bits can be performed in tin@(k2) (this amounts to doing long division and retaining the
remainder). Now, suppose t: ¥ € Zn (where we are assuming that @, y<n - 1). Thenxy modn

can be computed by first calculating the prodgatwhich is a &-bit integer), and then reducing it modulo
n. These two steps can be peformed in tdie?). We call this computatiomodular multiplication.

it

Figure 4.4 The square-and-multiply algorithm to compxfemodn

We now considemodular exponentiation, i.e., computation of a function of the fosxfi modn. As noted
above, both the encryption and the decryption operatioRSAare modular exponentiations.
Computation ok® modn can be done using- 1 modular multiplications; however, this is very
inefficient if c is large. Note that might be as big ap(n) - 1, which is exponentially large comparedto

The well-known "square-and-multiply" approach reduces the number of modular multiplications required
to computex® modn to at mos2£ , wheref is the number of bits in the binary representation &ince

£ <k , it follows thatx® modn can be computed in tim@(k3). Hence RSA, encryption and

decryption can both be done in polynomial time (as a functignwhich is the number of bits in one
plaintext (or ciphertext) character).

Square-and-multiply assumes that the exporesdy, is represented in binary notation, say

(-1

b= b2,

i=0

wherebi = 0or 1,0 £ 4 = £ = 1 The algorithm to compute= x? modn is presented in Figure

4.4. It is easy to count the number of modular multiplications performed by the square-and-multiply
algorithm. There are alwa;f;squarings performed (step 3). The number of modular multiplications in step
4 is equal to the number of 1’s in the binary representatibnwefiich is an integer between 0 bid

Thus, the total number of modular multiplications is at |€zsnd at mos2€ .

We will illustrate the use of square-and-multiply by returning to Example 4.5.
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Example 4.5 (Cont.)

Recall thaih = 11413, and the public encryption exponeit 153533. Alice encrypts the plaintext 9726
by computing 9728°33 mod 11413, using the square-and multiply algorithm, as follows:

i bj z

11 1 12 x 9726 = 9724

10 1 97262 x 9726 = 2659
9 0 2659 = 5634
8 1 56342 x 9726 = 9167
7 1 91672 x 9726 = 4958
6 1 4958 x 9726 = 7781
5 0 77832 = 6298
4 0 62982 = 4629
3 1 4629 x 9726 = 10185
2 1 1018% x 9726 = 104
1 0 1052 = 11025
0 1 1102% x 9726 = 5761

Hence, as stated earlier, the ciphertext is 5761.

It should be emphasized that the most efficient current hardware implementafR®4 athieve
encryption rates of about 600 Kbits per second (using a 512 bit maguasscompared to 1 Gbit per
second foDES. Stated another walRSA, is roughly 1500 times slower th&ES.



At this point we have discussed the encryption and decryption operatiddSAotn terms of setting up
RSA, the generation of the primpsandq (Step 1) will be discussed in the next section. Step 2 is
straightforward and can be done in tidglog n)2). Steps 3 and 4 involve the Euclidean algorithm, so
let's briefly consider its complexity.

Suppose we compute the greatest common divisgy ahdr 1, whererg >r 1. In each iteration of the
algorithm, we compute a quotient and remainder, which can be done iB((logr )2). If we can

obtain an upper bound on the number of iterations, then we will have a bound on the complexity of the
algorithm. There is a well-known result, known as Lamé’s Theorem, that provides such a bound. It asserts
that if sis the number of iterations, thégn > < rg, wheref; denotes théh Fibonacci number. Since

B

f!:""" 9 3

it follows thatsis O(log rg).

This shows that the running time of the Euclidean algorith@{({®g n)3). (Actually, a more careful
analysis can be used to show that the running time is, indfgtag n)2).)

4.5 Probabilistic Primality Testing

In setting up thé&kSA Cryptosystem it is necessary to generate large (e.g., 80 digit) "random primes." In
practice, the way this is done is to generate large random numbers, and then test them for primality using a
probabilistic polynomialtime Monte Carlo algorithm such as the Solovay-Strassen or Miller-Rabin

algorithm, both of which we will present in this section. These algorithms are fast (i.e., annrtagdye

tested in time that is polynomial in legn, the number of bits in the binary representation)pbut there

is a possibility that the algorithm may claim thas prime when it is not. However, by running the
algorithm enough times, the error probability can be reduced below any desired threshold. (We will
discuss this in more detail a bit later.)

The other pertinent question is how many random integers (of a specified size) will need to be tested until
we find one that is prime. A famous result in number theory, called the Prime number theorem, states that
the number of primes not exceediXgs approximatel\N/In N. Hence, ifp is chosen at random, the

probability that it is prime is about 1/m For a 512 bit modulus, we hal/Inp = 1/177 Thatis, on
average, of 177 random integeref the appropriate size, one will be prime (of course, if we restrict our
attention to odd integers, the probability doubles, to about 2/177). So it is indeed practical to generate
sufficiently large random numbers that are "probably prime," and hence it is practical to seR8gthe
Cryptosystem We proceed to describe how this is done.

A decision problenis a problem in which a question is to be answered "yes" or "nprbBabilistic

algorithm is any algorithm that uses random numbers (in contrast, an algorithm that does not use random
numbers is called deterministicalgorithm). The following definitions pertain to probabilistic algorithms

for decision problems.
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DEFINITION 4.1 A yes-biased Monte Carlo algorithm is a probabilistic algorithm for a decision
problem in which a "yes" answer is (always) correct, but a "no" answer may be incorrect. A
no-biased Monte Carlo algorithm is defined in the obvious way. We say that a yes-biased Monte
Carlo algorithm has error probability equal to O if, for any instance in which the answer is "yes," the
algorithm will give the (incorrect) answer "no" with probability at m@st(This probability is computed
over all possible random choices made by the algorithm when it is run with a given input.)

The decision problem calleédompositesis described in Figure 4.5.

Note that an algorithm for a decision problem only has to answer "yes" or "no." In particular, in the case of
the problenComposites we do not require the algorithm to find a factorization in the case that
composite.

We will first describe the Solovay-Strassen algorithm, which is a yes-biased Monte Carlo algorithm for
Compositeswith error probability 1/2. Hence, if the algorithm answers "yes," thercomposite;
conversely, ifn is composite, then the algorithm answers "yes" with probability at least 1/2.

e o :

Figure 4.5 Composites

[ = e s i e
[iert
Ee] ey

Figure 4.6 Quadratic Residues

Although the Miller-Rabin algorithm (which we will discuss later) is faster than Solovay-Strassen, we
begin by looking at the Solovay-Strassen algorithm because it is easier to understand conceptually and
because it involves some number-theoretic concepts that will be useful in later chapters of the book. We
begin by developing some further background from number theory before describing the algorithm.

DEFINITION 4.2 Suppose is an odd prime anxis an integer, ¥ x<p - 1.xis defined to be a
quadratic residue modulo p if the congruenée&#88001;x (modp) has a solutior¥ € E’P X IS

defined to be guadratic non-residuemodulo p itt 0 (modp) and x is not a quadratic residue
modulo p

Example 4.6

The quadratic residues modulo 11 are 1, 3, 4, 5 and 9. Note: D&t 1, ¢5)2 = 3, ¢2)2 = 4, ¢4)2 =
5 and £3)2 = 9 (where all arithmetic is i&11 ).



The decision probler@uadratic Residuesis defined in Figure 4.6 in the obvious way.

We prove a result, known &siler’s criterion that will give rise to a polynomialtime deterministic
algorithm forQuadratic Residues

THEOREM 4.8 (Euler’s Criterion)

Let p be an odd prime. Then x is a quadratic residue modulo p if and only if
2'P=1/2 = 1 (mod p).

PROOF First, suppose =y?2 (modp). Recall from Corollary 4.6 that ffis prime, thenxP! = 1 (modp)
for any¥ #0 (modp). Thus we have

P12 = (42)(#=1)/2 (;m0d p)

= 3"~ ! (mod p)

I

Conversely, suppose€P1)/2 = 1 (modp). Letb be a primitive element modup Thenx =b' (modp) for
somei. Then we have

pP=1)/2 = [bi){p—wﬂ (mod p)
= p*P=1)/2 (mod p).

Sinceb has ordep - 1, it must be the case thgat 1 dividesi(p - 1)/2. Hencei is even, and then the square
roots ofx are+h'’2.

Theorem 4.8 yields a polynomial-time algorithm @uadratic Residues by using the
"square-and-multiply” technique for exponentiation mogul®he complexity of the algorithm will be

O((log p) 3).

We now need to give some further definitions from number theory.

il
DEFINITION 4.3 Suppos is an odd prime. For any integar= 0, we define the Legendre sym(F)
as follows:

1 ifa is a quadratic residue modulo p
—1 if a is a quadratic non-residue modulo p.

I

(ﬂ) 0 ifa=0(mod p)



We have already seen tedP1)/2 = 1 (modp) if and only ifa is a quadratic residue moduolf a is a
multiple ofp, then it is clear tha (P12 = 0 (modp). Finally, if a is a quadratic non-residue modpjo
thena(P1/2 = -1 (modp) sinceaP?! = 1 (modp). Hence, we have the following result, which provides an
efficient algorithm to evaluate Legendre symbols:

THEOREM 4.9
Suppos@ is an odd prime. Then

(E) = a'»/2 (mod p).

Next, we define a generalization of the Legendre symbol.

DEFINITION 4.4 Suppose is an odd positive integer, and the prime power factorizationi®f
a
P1°" ... Pk Let a> Obe an integer. The Jacobi symI{ﬂ} is defined to be

(&)-11(2)"

f=1
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Example 4.7

6278
Consider the Jacobi symt(,ﬁ) . The prime power factorization of 9975 is 9975 = 357 x 19.

Thus we have
(52?3) B (ﬁi?ﬁ) (62?3)2 (62?3) (Eﬂ?ﬂ)
9975)  \ 3 5 7 19

-0 6 &)
= (-1)(-1)*(-1)(-1)
= -1,

= u[“'l}.l'r-"!

Supposen > 1 is odd. Iin is prime ther{%} (modn) for any a. On the other handnifs

. . {E} =u["_1“._a . . .
composite, it may or may not be the case‘n/ — (modn). If this equation holds, themis

called an Euler pseudo-prime to the base a. For example, 91 is an Euler pseudo-prime to the base 10, since

(;—?) = —1 = 10*® mod 91.

However, it can be shown that, for any odd compasiteis an Euler pseudo-prime to the bader at

most half of the integers a such that A< n - 1 (see the exercises). This fact shows that the
Solovay-Strassen primality test, which we present in Figure 4.7, is a yes-biased Monte Carlo algorithm
with error probability at most 1/2. At this point it is not clear that the algorithm is a polynomial-time
algorithm. We already know how to evaluat&"1)’2 modn in time O((log n)3), but how do we compute

a
Jacobi symbols efficiently? It might appear to be necessary to first factioice the Jacobi symb(n} is
defined in terms of the factorization mfBut, if we could facton, we would already know if it is prime,
so this approach ends up in a vicious circle.

Fortunately, we can evaluate a Jacobi symbol without factaringusing some results from number
theory, the most important of which is a generalization of the law of quadratic reciprocity (property 4
below). We now enumerate these properties without proof:



Figure 4.7 The Solovay-Strassen primality test for an odd integer

1. If nis an odd integer and; =my (modn), then

( ) ( I )
ﬂ ﬂ )

2y _ 1 ifn=+£1(mod 8)
n) 1 -1 ifn=+3(mod8).

3. If nis an odd integer then

Eei =)
n / \n n/'
In particular, ifm = 2Kt, wheret is odd, then
(m) {2 *
n! \n nj)’

4. Supposén andn are odd integers. Then

(E)_{ —%;n’!-) ifm=n=23(mod 4)

n L) otherwise.
Example 4.8

7411
As an illustration of the application of these properties, we evaluate the Jacobi (;uﬂajlas follows:



ml) _ _(‘-:i 83 1 P
9283) 7411 Y propery
(172 : ,
= =311 ¥ properiy
2 \' /17

= - (ﬁ) (741 1) U property )
117

= = (Hll) by property 2
7411

= _(117) by property 4
40

= = (I_Ff') by property |
2N\ (5

= - (Tﬁ) (m) by property 3

= (2 b 2

= |a= Y property

117
= (?) by property 4
2
= (5) by property |
= -1 by property 2

Notice that we successively apply properties 4, 1, 3, and 2 in this computation.

In general, by applying these four properties, it is possible to compute a Jacobi (%}bnlpolynomial

time. The only arithmetic operations that are required are modular reductions and factoring out powers of
two. Note that if an integer is represented in binary notation, then factoring out powers of two amounts to
determining the number of trailing zeroes. So, the complexity of the algorithm is determined by the
number of modular reductions that must be done. It is not difficult to show that aD(tagsh) modular
reductions are performed, each of which can be done inQ{heg n)2). This shows that the complexity

is O((log n)3), which is polynomial in log. (In fact, the complexity can be shown to@(glog n)2) by

more precise analysis.)

Suppose that we have generated a random numdoed tested it for primality using the Solovay-Strassen
algorithm. If we have run the algorithmtimes, what is our confidence thais prime? It is tempting to
conclude that the probability that such an integisrprime is 1 - 2. This conclusion is often stated in
both textbooks and technical articles, but it cannot be inferred from the given data.



We need to be careful about our use of probabilities. We will define the following random vasdables:
denotes the event

"a random odd integer of a specified size is composite,"
andb denotes the event
"the algorithm answergis prime’m times in succession."

It is certainly the case thptob(bja) < 2"™M. However, the probability that we are really interested is
prob(alb), which is usually not the same @eb(bla).

We can computprob(alb) using Bayes’ theorem (Theorem 2.1). In order to do this, we need to know
prob(a). Supposeé < n < 2N. Applying the Prime number theorem, the number of (odd) primes between
N and N is approximately

2N N N

2N InN "IN
T

s

el T
Inn

Since there ar’V/2 = n/2 oqq integers betwedwhand 2, we will use the estimate

2
obla) = 1 — —.
probia) Inn
Then we can compute as follows:
_ prob(bla)prob(a)
P = e oh(B)
prob(bla)prob(a)

~ prob(bla)prob(a) + prob(b|a)prob(a)
prob(bla) (1 — =
prob(bla) (1 — TE???} - Eg;
__ prob(bla)(lnn — 2)
prob(bla)(lnn — 2) + 2

2~ Inn - 2)
= 2m(lnn-2)+2
Inn-2

Inn — 2 4 2m+1’



Note that in this computatioﬁ,. denotes the event

U - R L . 1L L
o | sttt | Syreaptt?
(R I R R o L

Figure 4.8 Error probabilities for the Solovay-Strassen test

"a random odd integeris prime."

It is interesting to compare the two quantitiesn(ini2)/(Inn - 2 + 21y and 2™ as a function ofin.
Suppose thert == B g 2TV , since these are the sizes of primes that we seek for R&AINThen
the first function is roughly 175/(175 +%1). We tabulate the two functions for some valuesaf

Figure 4.8.

Although 175/(175+9"1) approaches zero exponentially quickly, it does not do so as quicki{fam?2
practice, however, one would taketo be something like 50 or 100, which will reduce the probability of

error to a very small quantity.

We conclude this section with another Monte Carlo algorithnCtmnpositeswhich is known as the
Miller-Rabin algorithm (it is also known as the "strong pseudo-prime test"). This algorithm is presented in
Figure 4.9. It is clearly a polynomial-time algorithm: an elementary analysis shows that its complexity is
O((log n)3), as in the case of the Solovay-Strassen test. In fact, the Miller-Rabin algorithm performs better
in practice than the Solovay-Strassen algorithm.

We show now that this algorithm cannot answeis"composite” ih is prime, i.e., the algorithm is
yes-biased.
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THEOREM 4.10
The Miller-Rabin algorithm foCompositesis a yes-biased Monte Carlo algorithm

PROOF We will prove this by assuming the algorithm answaris 'tomposite" for some prime integer

and obtain a contradiction. Since the algorithm answeis ¢omposite," it must be the case @™ #F1

(modn). Now consider the sequence of valbdassted in the algorithm. Sinbeas squared in each

k=1
iteration of thefor loop, we are testing the value™ @*™,...,.a* ™

is composite,” we conclude that

. Since the algorithm answerns "

a®™ # —1 (mod n)

forO<i<k-1.

Figure 4.9 The Miller-Rabin primality test for an odd integer
Now, using the assumption thats prime, Fermat's theorem (Corollary 4.6) tells us that
a2 ™ =1 (mod n)

k=1
sincen- 1= Xm Thena® ™isa square root of 1 moduho Sincen is prime, there are only two

square roots of 1 modulg namely+1 modn. This can be seen as followsis a square root of 1 modulo
nif and only if
n|(z—1)z+1).

Sincen is prime, eithen | (x- 1) (i.e.,x=1 (modn)) orn| x + 1) (i.e..x = 1 (modn)).

We have that

g 'm Z —1 (mod n),



so it follows that

a2”'™ =1 (mod n).

2&:-2

Thentt ™ must be a square root of 1. By the same argument,

a2 T'm =1 (mod n).

Repeating this argument, we eventually obtain
a™ =1 (mod n),

which is a contradiction, since the algorithm would have answerisdgtime" in this case.

It remains to consider the error probability of the Miller-Rabin algorithm. Although we will not prove it
here, the error probability can be shown to be, at most, 1/4.

4.6 Attacks On RSA

In this section, we address the question: are there possible attdRB#\arther than factoring? Let us
first observe that it is sufficient for the cryptanalyst to comgute For, if n andg(n) are known, and is
the product of two primeg, g, thenn can be easily factored, by solving the two equations

n=pq
¢(n) =(p—1)(g—1)

for the two "unknownsp andg. If we substitutey = n/p into the second equation, we obtain a quadratic
eqguation in the unknown valye

p? —(n—¢(n)+1)p+n=0.

The two roots of this equation will lpeandq, the factors oh. Hence, if a cryptanalyst can learn the value
of @(n), then he can factorand break the system. In other words, compupnyis no easier than
factoringn.

Here is an example to illustrate.
Example 4.9

Suppose the cryptanalyst has learnedrnraB4773093 ang(n) = 84754668. This information gives rise
to the following quadratic equation:



p® — 18426p + 84773093 = 0.

This can be solved by the quadratic formula, yielding the two roots 9539 and 8887. These are the two
factors ofn.

4.6.1 The Decryption Exponent

We will now prove the very interesting result that any algorithm which computes the decryption exponent
a can be used as a subroutinediacle) in a probabilistic algorithm that factansSo we can say that
computing a is no easier than factormgdowever, this does not rule out the possibility of breaking the
cryptosystem without computirey

Notice that this result is of much more than theoretical interest. It tells us #hatrévealed, then the
valuen is also compromised. If this happens, it is not sufficient for Bob to choose a new encryption
exponent; he must also choose a new modulus

The algorithm we are going to describe is a probabilistic algorithm of the Las Vegas type. Here is the
definition:

DEFINITION 4.5 Suppos® < [1 < 1is a real number. A Las Vegas algorithm is a probabilistic

algorithm such that, for any problem instance I, the algorithm may fail to give an answer with some
probability O (i.e., it can terminate with the message "no answer"). However, if the algorithm does return
an answer, then the answer must be correct

REMARK Las Vegas algorithm may not give an answer, but any answer it gives is correct. In contrast, a
Monte Carlo algorithm always gives an answer, but the answer may be incorrect.

If we have a Las Vegas algorithm to solve a problem, then we simply run the algorithm over and over
again until it finds an answer. The probability that the algorithm will return "no answéries in
succession i§]M. The average (i.e., expected) number of times the algorithm must be run in order to
obtain an answer is in fact 1/(11) (see the exercises).

Suppose tha is a hypothetical algorithm that computes the decryption exparfemtn b andn. We will
describe a Las Vegas algorithm that usess an oracle. This algorithm will factemwith probability at
least 1/2. Hence, if the algorithm is mmtimes, them will be factored with probability at least 1 - 172

The algorithm is based on certain facts concerning square roots of 1 mpatleren = pqis the product
of two distinct odd primes. Recall that the congruerfce 1 (modp) has two solutions modujm namely
x = +1 modp. Similarly, the congruence? = 1 (modg) has two solutions, nameky= +1 modq.

Now, sincex? = 1 (modn) if and only ifx2 = 1 (modp) andx? = 1 (modq), it follows thatx? &#8810; 1
(modn) if and only ifx2 = 1 modp andx = +1 modq. Hence, there are four square roots of 1 modplo
and they can be found using the Chinese remainder theorem. Two of these solutienslaneodn;
these are called the trivial square roots of 1 mogulthe other two square roots are called non-trivial,
and they are negatives of each other modulo



Here is a small example to illustrate.
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Example 4.10

Supposea = 403 = 13 x 31. The four square roots of 1 modulo 403 are 1, 92, 311 and 402. The square root
92 is obtained by solving the systera 1 (mod 13)x = -1 (mod 31) using the Chinese remainder

theorem. Having found this non-trivial square root, the other non-trivial square root must be 403 - 92 =
311. It is the solution to the systeds -1 (mod 13)x =1 (mod 31).

Suppos« is a non-trivial square root of 1 moduloThen we have
nl|{z-1)(z+1),

but n divides neither factor on the right side. It follows that geel(,n) = p orq (and similarly, gcd( - 1,
n) = p orq). Of course, a greatest common divisor can be computed using the Euclidean algorithm,
without knowing the factorization of. Hence, knowledge of a non-trivial square root of 1 modulo
yields the factorization af with only a polynomial amount of computation. This important fact is the
basis of many results in cryptography.

In Example 4.10 above, gcd(93,403) = 31 and gcd(312,403) = 13.

In Figure 4.10, we present an algorithm which, using the hypothetical alg@itsra subroutine,
attempts to facton by finding a non-trivial square root of 1 moduo(Recall thatA computes the
decryption exponent a corresponding to the encryption expbnente first do an example to illustrate
the application of this algorithm.

Example 4.11

Supposea = 89855713b = 34986517 and = 82330933, and the random value 5. We have

ab—1 = 2% x 360059073378795.
In step 6y = 85877701, and in step M5 1. In step 12, we compute
ged (85877702, n) = 9103.

This is one factor af; the other i$/9103 = 9871.



Let's now proceed to the analysis of the algorithm. First, observe that if we are lucky enough tavchoose
to be a multiple op or g, then we can factar

Figure 4.10 Factoring algorithm, given the decryption exporent

immediately. This is detected in step 2wifs relatively prime ta, then we computer”, w2, w4, .. .,
by successive squaring, until

w?T =1 (mod n)
for somet. Since

ab— 1= 2% = 0 (mod ¢(n)),

A
we know tha‘lllnFE Y= 1 (modn). Hence, thavhile loop terminates after at masiterations. At the

end of thewhile loop, we have found a valwg such thats = 1 (modn) but o Z1 (modn). If vg =-1
(modn), then the algorithm fails; otherwisg; is a non-trivial square root of 1 moduwi@nd we are able
to factorn (step 12).

The main task facing us now is to prove that the algorithm succeeds with probability at least 1/2. There are
two ways in which the algorithm can fail to factor

1. w" =1 (modn) (step 7)
2. w*'" = ~1 (modn) for somet, 0<t<s- 1 (step 11)

We haves + 1 congruences to consider. If a random valug a solution to at least one of these 1
congruences, then it is a "bad" choice, and the algorithm fails. So we proceed by counting the number of
solutions to each of these congruences.

First, consider the congruenaé = 1 (modn). The way to analyze a congruence such as this is to
consider solutions modujwand modulay separately, and then combine them using the Chinese
remainder theorem. Observe tRa 1 (modn) if and only ifx= 1 (modp) andx = 1 (modgq).

So, we first considen” =1 (modp). Sincep is prime,gp. is a cyclic group by Theorem 4.7. lggebe a
primitive element modulp. We can writav =g for a unique integew, 0 u<p - 2. Then we have

w = 1 {mod p)
g"" =1 (mod p)
(p-1) | ur.
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Let us write
p—1=2'p
wherep is odd, and
g—1=2¢
whereq is odd. Since
¢(n) = (p—1)(g—1)| (ab—1) = 2",
we have that
2iipq | 2°r.
Hence
1+7<s
and
piqy |

Now, the conditionff - 1) | jur becomes % |ur. Sincepy |r andr is odd, it is necessary and sufficient
that 2 |u. Henceu =k2', 0< k< p; - 1, and the number of solutions to the congruevice 1 (modp)

isp1.

By an identical argument, the congruemcde= 1 (modq) has exactlyl solutions. We can combine any
solution modulg with any solution modulq to obtain a unique solution moduipusing the Chinese
remainder theorem. Consequently, the number of solutions to the congnderé¢modn) isp1q4.< /P>

The next step is to consider a congrue*-t-uErr = —1 (modn) for a fixed valud (where Ost<s- 1).
Again, we first look at the congruence modpland then modulq (note thaw? " = —1 (modn) if and
r = ol - 2 —

only if w =1 (modp) andu* © = —1 (modq). First, consideur © = —1 (modp). Writingw =



gy, as above, we get
g“f" = —1 (mod p).
Sinceg® /2 = -1 (modp), we have that

P=l tsdin—1)

(p=1) | (uE'r-pgl)

ulr =

2(p—1) | (w2''r - (p-1)).
Sincep-1= 2 p1, we get
2%y | (u2tie = 2'p,).

Taking out a common factor pf; , this becomes

2i+1 | (uz;ﬂr s 2‘) ,
1

Now, if t 2 i, then there can be no solutions sinte-3 2t+1 but2*' /2" on the other hand, fiki - 1,
thenu is a solution if and only ifi is an odd multiple of -1 (note that/p4 is an odd integer). So, the

number of solutions in this case is

p-1 L s
gi—t=1 % 9 2;.
By similar reasoning, the congruemf"zi " = —1(modq) has no solutions if> j, and 2q1 solutions ift
i
<j - 1. Using the Chinese remainder theorem, we see that the number of squ‘lLrz = -1 (mod
n) is

0 ift > min{i,j}
Em’pl!h ift = rl]iﬂ{i?j} - 1.

Now, t can range from 0 te- 1. Without loss of generality, suppdsej; then the number of solutions is
0 if t=i. The total number of "bad" choices foiis at most

) 221’._1
g +pga(l +22+2“'+...+22'_2} =mfq (1+ 3 )

_ ‘2+2“
=mnd 3 3 )"



Recall thap - 1 = 2p1 andg- 1 =2q4. Now,j =i =1 sopiq; < n/4. We also have that
g <2 pg = (p=1){g=1} < n.

Hence, we obtain

T
+ -

(Eﬁ_‘” <
i3 T3 3

Rla o2

Since at mostn(- 1)/2 choices fow are "bad," it follows that at least { 1)/2 choices are "good" and
hence the probability of success of the algorithm is at least 1/2.

4.6.2 Partial Information Concerning Plaintext Bits

The other result we will discuss concerns partial information about the plaintext that might be "leaked" by
anRSA encryption. Two examples of partial information that we consider are the following:

1. giveny = ek (X), computeparity(y), whereparity(y) denotes the low-order bit &f
2. giveny = ek (x), computehalf(y), wherehalf(y) = 0 if 0< x < n/2 andhalf(y) =1 ifn/2 <x<n- 1.

We will prove that, gively = ek (x), any algorithm that computearity(y) or half(y) can be used as an

oracle to construct an algorithm that computes the plairt&&hat this means is that, given a ciphertext,
computing the low-order bit of the plaintext is polynomially equivalent to determining the whole
plaintext!

First, we prove that computingarity(y) is polynomially equivalent to computiralf(y). This follows
from the following two easily proved identities (see the exercises):

half(y) = parity(y = ex(2) mod n) {(4.1)
parity(y) = half(y x ex(27") mod n) (42)

and from the multiplicative ruleg (x1)< I>ex (X2) = ek (X1X2< /suB>).

We will show how to compute=dK (y), given a hypothetical algorithm (oracle) which compuia§y). The algorithm is presented in
Figure 4.11. In steps 2-4, we compute

yi = half(y % (ex(2))) = halflex (x x 2')),

for 0<i < log2 n. We observe that



half (ex(z)) =0 & z € [{:-, ’2—")

half (ex(22)) =0 & z € [ﬂ‘ E) & {“‘ 3ﬂ)

24
half (e (42)) =0 & z € {[}, g) U [; %) U [g %“) i [%*-31 %) ‘

and so on. Hence, we can firthy a binary search technique, which is done in steps 7-11. Here is a small example to illustrate.

Figure 4.11 Decrypting RSA ciphertext, given an oracle domputing half(y)
Example 4.12

Supposen = 1457,b = 779, and we have a ciphertgxt 722.eK (2) is computed to be 946. Suppose, using our oracleaffrthat we

obtain the following valueg; in step 3 of the algorithm:

i [0]1]2]3]4]
L0101

LI'I'I I 1

Then the binary search proceeds as shown in Figure 4.12. Hence, the plaik#ej@d8.55] = 999.

1
0
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4.7 The Rabin Cryptosystem

In this section, we describe tRabin Cryptosystem which is computationally secure against a
chosen-plaintext attack provided that the modulegpq cannot be factored. The system is described in
Figure 4.13.

i il e
DL BT R
TR | LOG2T5 | G700
TIED | DLLGD | 10TRTE
(LR8OSR W ]
OQ0GE | DHEG | 10006
5656 | O7RGT | 1D01GE
amge | e | g
(I L TR TR L K]
0300 | DGEAL | LD].GD
A A | LODE A | D0 ga
A | A | ELH
FEE4 | DL | S9LSD

Figure 4.12 Binary search for RSA decryption

L'\.!-.n'll?'d!-l—‘\'—l-‘\-i:-!

We will show that the encryption functi@y is not an injection, so decryption cannot be done in an
unambiguous fashion. In fact, there are four possible plaintexts that could be the encryption of any given

ciphertext. More precisely, let be one of the four square roots of 1 modulbet-£ € &n . Then, we
can verify the following equations:

w (o8- -D D)
o2~

B* B?
il i et A
=z + HBr+ 1 i
=EI‘E+BI
= ex{x).

(Note that all arithmetic is being done&in , and division by 2 and 4 is the same as multiplication"by 2
and 41 modulon, respectively.)



The four plaintexts that encrypt ég (X) arex, X - B, w(x + B/2) - B/2 and ex(x + B/2) - B/2, wherew is a

non-trivial square root of 1 modulo In general, there will be no way for Bob to distinguish which of
these four possible plaintexts is the "right" plaintext, unless the plaintext contains sufficient redundancy to
eliminate three of these four possible values.

Figure 4.13 Rabin Cryptosystem

Let us look at the decryption problem from Bob’s point of view. He is given a ciphgidext wants to
determinex such that

z* + Bz = y (mod n).

This is a quadratic equation in the unknawiVe can eliminate the linear term by making the substitution
X1 =X+ B/2, or equivalentlyx = x4 - B/2. Then the equation becomes

2 B?
73 — B +%—|—Bx1 —?—yzﬂ[mﬂdnL
or
B‘.&
i = — *v (mod n).

If we defineC == B2 /4 +y, then we can rewrite the congruence as

2 = C (mod n).

So, decryption reduces to extracting square roots maddibis is equivalent to solving the two
congruences

7} = C (mod p)
and
x; = C (mod g).

(There are two square roots@imodulop and two square roots modwdoUsing the Chinese remainder
theorem, these can be combined to yield four solutions modwe can use Euler’s criterion to
determine ifC is a quadratic residue moduldand modula). In fact,C will be a quadratic residue
modulop and modula if encryption was performed correctly. But Euler’s criterion does not help us find
the square roots of C; it yields only an answer "yes" or "no."



Whenp = 3 (mod 4), there is a simple formula to compute square roots of quadratic residuespnodulo
SupposeC is a quadratic residue apé 3 (mod 4). Then we have that

(£CPHINH2 = olp+/2 (od p)
= ' N2 (mod p)
= C (mod p).
Here we again make use of Euler’s criterion, which says tiaisifa quadratic residue modylpthen
cP-1)/2 = 1 (modp). Hence, the two square roots of 7 modalare+C(P*1/4 modp. In a similar

fashion, the two square roots of 7 modglare+C (@14 modq. It is then straightforward to obtain the
four square rootg1, of C modulon using the Chinese remainder theorem.

REMARK It is interesting that fgp = 1 (mod 4) there is no known polynomial-time deterministic
algorithm to compute square roots of quadratic residues mpdiilere is a polynomial-time Las Vegas
algorithm, however.

Once we have determined the four possible values;fowe compute from the equatiol = x1 - B/2 to
get the four possible plaintexts. This yields the decryption formula

FiE B
dg(y) = 1||.I'T+!4'- 7
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Example 4.13

Let’s illustrate the encryption and decryption procedures foR#i®n Cryptosystemwith a toy example.
Supposan =77 =7 x 11 an® = 9. Then the encryption function is

exlz) = z% + 92 mod 77
and the decryption function is
dily) = 1+ y—43 mod 77.

Suppose Bob wants to decrypt the cipheryext22. It is first necessary to find the square roots of 23
modulo 7 and modulo 11. Since 7 and 11 are both congruent to 3 modulo 4, we use our formula:

2307+ =92 =4 mod T

| i
Figure 4.14 Factoring a Rabin modulus, given a decryption oracle

and
23t11+1)/1 = 13 = 1 mod 11.

Using the Chinese remainder theorem, we compute the four square roots of 23 modulo#I0te3e
mod 77. Finally, the four possible plaintexts are:

10— 43 mod 77 = 44

67 — 43 mod 7T =24

32 — 43 mod 77 = 6

45— 43 mod V7T = 2.

It can be verified that each of these plaintexts encrypts to the ciphertext 22.



We now discuss the security of tRabin Cryptosystem We will prove that any hypothetical decryption
algorithmA can be used as an oracle in a Las Vegas algorithm that factors the nmoditluprobability
at least 1/2. This algorithm is depicted in Figure 4.14.

There are several points of explanation needed. First, observe that

.
y—E‘-‘H ,2 L]

: . T = 2
so a value will be returned in step 3. Next, we look at step 4 and nott = T (modhn). It follows
thatxq = +r (modn) orx1 =xwr (modn), wherew is one of the non-trivial square roots of 1 modultn

the second case, we have

n|{xy =r){zy +r),

butn does not divide either factor on the right side. Hence, computation ofged( n) (or gcdkq - r,
n)) must yield eithep or g, and the factorization af is accomplished.

Let’'s compute the probability of success of this algorithm, over-all choices for the random value
For two non-zero residueg andr», define

7L ~rg & 7 =l (mod n).

It is easy to see that~r for allr;rq1 ~ro impliesro ~rq; andrq ~ro andro ~r3 together implyr1 ~
r3. This says that the relation ~ is equivalence relation. The equivalence classesﬁa:\{u} all have
cardinality four: the equivalence class contaimningthe set

[r] = {*r, 2wr mod n},

wherew is a non-trivial square root of 1 moduio

In the algorithm presented in Figure 4.14, any two valiegshe same equivalence class will yield the
same valug. Now consider the valuereturned by the orackk when givery. We have

[u] = {Zv, twy}.

If r =y, then the algorithm fails; while it succeeds # +wy. Sincer is chosen at random, it is equally
likely to be any of these four possible values. We conclude that the probability of success of the algorithm
is 1/2.

It is interesting that thRabin Cryptosystemis provably secure against a chosen plaintext attack.

However, the system is completely insecure against a chosen ciphertext attack. In fact the algorithm in
Figure 4.14, that we used to prove security against a chosen plaintext attack, also can be used to break the
Rabin Cryptosystemin a chosen ciphertext attack! In the chosen ciphertext attack, the Aiiacle

replaced by Bob’s decryption algorithm.



4.8 Factoring Algorithms

There is a huge amount of literature on factoring algorithms, and a careful treatment would require more
pages than we have in this book. We will just try to give a brief overview here, including an informal
discussion of the best current factoring algorithms and their use in practice. The three algorithms that are
most effective on very large numbers are the quadratic sieve, the elliptic curve algorithm and the number
field sieve. Other well-known algorithms that were precursors include Pollard’s rho-methpd and
algorithm, Williams’p + 1 algorithm, the continued fraction algorithm, and of course, trial division.

Throughout this section, we suppose that the intedfeat we wish to factor is oddrial division consists

of dividing n by every odd integer up L\‘(EJ .1f n< 1012, say, this is a perfectly reasonable factorization
method, but for largem we generally need to use more sophisticated techniques.

ok s e i i

Figure 4.15 Thep - 1 factoring algorithm
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4.8.1 Thep - 1 Method

As an example of a simple algorithm that can sometimes be applied to larger integers, we describe
Pollard’sp - 1 algorithm, which dates from 1974. This algorithm, presented in Figure 4.15, has two inputs:
the (odd) integen to be factored, and a "bounB: Here is what is taking place in the 1 algorithm:

Suppose is a prime divisor oh, andq < B for every prime poweq | (0 - 1). Then it must be the case that

(p-1)| B!
At the end of thdor loop (step 2),
a = 2 (mod n),
o)
a=2% (mod p)
sincep | n. Now,
2P=1 = 1 (maod p)
by Fermat’'s theorem. Sincp { 1) | B!, we have that
a = 1 (mod p)
(in step 3). Thus, in step 4,
plla=-1)
and
pln,

SO



pld=ged(a-1,n).

The integed will be a non-trivial divisor oh (unlessa = 1 in step 3). Having found a non-trivial facthr
we would then proceed to attempt to fact@ndn/d if they are composite.

Here is an example to illustrate.
Example 4.14

Supposen = 15770708441. If we apply tipe- 1 algorithm withB = 180, then we find that =
11620221425 in step 3, adds computed to be 135979. In fact, the complete factorizationrd
primes is

1770708441 = 135979 x 115979,
in this case, the factorization succeeds because 135978 has only "small" prime factors:
135978 =2 x 3 x 131 x 173.

Hence, by takind = 173, it will be the case that 135978 | B!, as desired.

In the algorithm, there a®- 1 modular exponentiations, each requring at most,2Bgodular
multiplications using square-and-multiply. The gcd computation can be done i®(flog n)3) using the
Euclidean algorithm. Hence, the complexity of the algorith@(E log B(log n)2 + (logn)3). If the

integerB is O((log n)') for some fixed integdr then the algorithm is indeed a polynomial-time algorithm;
however, for such a choice Bfthe probability of success will be very small. On the other hand, if we

increase the size & drastically, say w’ﬁ , then the algorithm will be successful, but it will be no faster
than trial division.

Thus, the drawback of this method is that it requireshave a prime factqrsuch thap - 1 has only
"small" prime factors. It would be very easy to construdR&# modulusn = pq which would resist
factorization by this method. One would start by finding a large ppimmguch thap = 2p1 + 1 is also
prime, and a large prinmg; such thag=2q4 + 1 is also prime (using one of the Monte Carlo primality

testing algorithms discussed in Section 4.5). Them®& modulusn = pqg will be resistant to
factorization using thp - 1 method.

The more powerful elliptic curve algorithm, developed by Lenstra in the mid-1980’s, is in fact a
generalization of thp - 1 method. We will not discuss the theory at all here, but we do mention that the
success of the elliptic curve method depends on the more likely situation that an integer "¢gdsesto”

only "small" prime factors. Whereas the 1 method depends on a relation that holds in the Q,E'mrihe
elliptic curve method involves groups defined on elliptic curves maualulo



4.8.2 Dixon’s Algorithm and the Quadratic Sieve

Dixon’s algorithm is based on a very simple idea that we already saw in connection Wtbthe
Cryptosystem Namely, if we can fine £ £y (modn) such thax? =y?2 (modn), then gcdX - y, n) is
a non-trivial factor of.

The method usesfactor base, which is a sel3 "small” primes. We first obtain several integesuch

that all the prime factors o modn occur in the factor basB . (How this is done will be discussed a bit
later.) The idea is to then take the product of several of #esesuch a way that every prime in the
factor base is used an even number of times. This then gives us a congruence of the desfretyt§pe
(modn), which (we hope) will lead to a factorizationrof

We illustrate with a carefully contrived example.
Example 4.15

Supposer = 15770708441 (this was the samthat we used in Example 4.14). Let
B ={2,3,5,7.11,13} consider the three congruences:

8340934156% = 3 % 7 (mod n)
12044942944% = 2« 7 % 13 (mod a)
2YTIT00011% = 2 = 3 x 13 (mod n).

If we take the product of these three congruences, then we have

(8340934156 = 12044942044 x 2773700011)° = (2 x 3 x 7 % 13)? (mod n).

Previous Table of Conten’ts Ngxt

Copyright © CRC Press LLC



Cryptography: Theory and Practice
by Douglas Sinson
CRC Press, CRC Press LLC

ISBN: 0849385210 Pub Date:03/17/95

Previous Table of Contenks Naxt

Reducing the expressions inside the parentheses maduéhave
9503435785% = 546° (mod n).
Then we compute

£cd(9503435785 — 546, 15770708441) = 115759,

finding the factor 115759 of.

suppose we have obtain€tongruences:
it = p™ x p°% ... % pa”® (mod n),
for 1<j < C. For each, consider the vector
a; = (my; mod 2,...,ap; mod 2) € (Z2)7.

If we can find a subset of ttzg’s that sum modulo 2 to the vector (0, . . ., 0), then the product of the
corresponding;’s will use each factor i3 an even number of times.

We illustrate by returning to Example 4.15, where there exists a dependence everCtkdRighthis
case.

Example 4.15 (Cont.)

The three vectoraq, as, az are as follows:

ey = (0,1,0,1,0,0)
o= (1,0,0,1,0,1)
as = (1,1,0,0,0,1),

It is easy to see that



ay + as +az = (0,0,0,0,0,0) mod 2.

This gives rise to the congruence we saw earlier that successfully fattored

Observe that finding a subset of B&ectorsa, . . . ,ac that sums modulo 2 to the all-zero vector is

nothing more than finding a linear dependence (iE,?e) of these vectors. Provid€i> B, such a linear
dependence must exist, and it can be found easily using the standard method of Gaussian elimination. The
reason why we tak€ > B + 1 is that there is ho guarantee that any given congruence will yield the
factorization ofn. Approximately 50% of the time it will turn out that £y (modn). Butif C>B + 1,

then we can obtain several such congruences (arising from different linear dependencies aapts)g the

Hopefully, at least one of the resulting congruences will yield the factorization.

It remains to discuss how we obtain integgrsuch that the valueg 2 modn factor completely over the

factor baseB . There are several methods of doing this. One common approach is the Quadratic Sieve due

to Pomerance, which uses integers of the #£7 = i+ vn) i =12, The name "quadratic
sieve" comes from a sieving procedure (which we will not describe here) that is used to determine those

Xj's that factor oveB :

There is, of course, a trade-off hereB = |B| is large, then it is more likely that an integiarfactors

over[3 . But the largeB is, the more congruences we need to accumulate before we are able to find a
dependence relation. The optimal choiceBas approximately

«‘/Ev"lnnlnlnﬂ’

and this leads to an expected running time of

0 (e{|+o{1}]~£|nn]n1n n)

The number field sieve is a more recent factoring algorithm from the late 1980’s. It alsoridwtors
constructing a congruengé =y?2 (modn), but it does so by means of computations in rings of algebraic
integers.

4.8.3 Factoring Algorithms in Practice

The asymptotic running times of the quadratic sieve, elliptic curve and number field sieve are as follows:



quadratic sieve 9] (E“"'E’[l}]"'-"innlnln n)

elliptic curve G(E““‘ﬂ“i}'\#ﬂnpln In p)

number field sieve O (e“-“*‘?ilm'" n) (Inn ﬂ?’”)

The notatioro(1) denotes a function ofthat approaches 0 as- o, andp denotes the smallest prime
factor ofn.

In the worst case? == +/Tt and the asymptotic running times of the quadratic sieve and elliptic curve
algorithms are essentially the same. But in such a situation, quadratic sieve generally outperforms elliptic
curve. The elliptic curve method is more useful if the prime factonsaoé of differing size. One very

large number that was factored using the elliptic curve method was the Fermat 2?1,1,',,,-,,1 in 1988
by Brent.

For factoringRSA moduli (wheren = pq, p, q are prime, ang andq are roughly the same size), the
guadratic sieve is currently the most successful algorithm. Some notable milestones have included the
following factorizations. In 1983, the quadratic sieve successfully factored a 69-digit number that was a
(composite) factor of 221 - 1 (this computation was done by Davis, Holdridge, and Simmons). Progress
continued throughout the 1980’s, and by 1989, numbers having up to 106 digits were factored by this
method by Lenstra and Manasse, by distributing the computations to hundreds of widely separated
workstations (they called this approach "factoring by electronic mail").

More recently, in April 1994, a 129-digit number knowrR&$A-129 was factored by Atkins, Graff,
Lenstra, and Leyland using the quadratic sieve. (The nurR8#s100,RSA-110, . . . RSA-500 are a

list of RSA moduli publicized on the Internet as "challenge" numbers for factoring algorithms. Each
numberRSA-d is ad-digit number that is the product of two primes of approximately the same length.)
The factorization oRSA-129 required 5000 MIPS-years of computing time donated by over 600
researchers around the world.

The number field sieve is the most recent of the three algorithms. It seems to have great potential since its
asymptotic running time is faster than either quadratic sieve or the elliptic curve. It is still in

developmental stages, but people have speculated that number field sieve might prove to be faster for
numbers having more than about 125-130 digits. In 1990, the number field sieve was used by Lenstra,

Lenstra, Manasse, and Pollard to fa«f‘*p — 1 into three primes having 7, 49 and 99 digits.
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4.9 Notes and References

The idea of public-key cryptography was introduced by Diffie and Hellman in 1976. Although fDI376
the most cited reference, the conference paper [DH76] actually appeared a bit earlR8AThe
Cryptosystemwas discovered by Rivest, Shamir and Adleman [RSA78].Ri@n Cryptosystemwas
described in Rabin [R79]; a similar provably secure system in which decryption is unambiguous was
found by Williams [W80]. For a general survey article on public-key cryptography, we recommend Diffie
[D192].

The Solovay-Strassen test was first described in [SS77]. The Miller-Rabin test was givereihdinvi

[RA80]. Our discussion of error probabilities is motivated by observations of Brassard and Bratley
[BB88A, 88.6] (see also [BBCGP88]). The best current bounds on the error probability of the Miller-Rabin
algorithm can be found in [DLP93].

The material in Section 4.6 is based on the treatment by Salox2@, [$. 143-154]. The factorization
of n given the decryption exponent was proved in [DE84]; the results on partial information revealed by
RSA s from [GMT82].

As mentioned earlier, there are many sources of information on factoring algorithms. Pomeraates[P
a good survey on factoring, and Lenstra and Lenstra [LL90] is a good article on nhumber-theoretic
algorithms in general. BressoudHq809] is an elementary textbook devoted to factoring and primality
testing. Cryptography textbooks that emphasize number theory include Koblitz [KO94] and Kranakis
[KR86]. Lenstra and Lenstra [LL93] is a monograph on the number field sieve.

Exercises 4.7-4.9 give some examples of protocol failures. For a nice article on this subject, see Moore
[M092].

Exercises

4.1 Use the Extended Euclidean algorithm to compute the following multiplicative inverses:
(a) 171 mod 101
(b) 3571 mod 1234
(c) 31251 mod 9987.

4.2 Solve the following system of congruences:



r =12 (mod 25)
9 (mod 26)

=2} (mod 27).

I

i

I

4.3 Solve the following system of congruences:

13r = 4 {mod 99)
15r = 56 (mod 101).

HINT First use the Extended Euclidean algorithm, and then apply the Chinese remainder theorem.

4.4 Here we investigate some properties of primitive roots.
(a) The integer 97 is prime. Prove that 0 is a primitive root modulo 97 if and only;*lﬂL2 #1
(mod 97) anc™* # (mod 97).
(b) Use this method to find the smallest primitive root modulo 97.
(c) Suppos® is prime, ang - 1 has prime power factorization

p—1= HPiEiT

=1

where thep;’s are distinct primes. Prove that O is a primitive root modulp if and only if
21" 21 (modp) for L<i<n.

4.5 Suppose that = pg, wherep andq are distinct odd primes amth =1 (mod p -1)(q - 1)). The
RSA encryption operation igx) = x? modn and the decryption operationd§y) =y modn. We

proved thatl(e(x)) =xif T € Zn" . Prove that the same statement is true for € L, .

HINT Use thr fact that; = x> (modpq) if and only ifxq =x2 (modp) andx; =x» (modq). This
follows from the Chinese remainder theorem.

4.6 Two samples oRSA ciphertext are presented in Tables 4.1 and 4.2. Your task is to decrypt
them. The public parameters of the systemmaxel8923 andb = 1261 (for Table 4.1) and= 31313
andb = 4913 (for Table 4.2). This can be accomplished as follows. First, fagtdrich is easy
because it is so small). Then compute the expanfrom @(n), and, finally, decrypt the ciphertext.
Use the square-and-multiply algorithm to exponentiate madulo

In order to translate the plaintext back into ordinary English text, you need to know how alphabetic
characters are "encoded" as elemen&n1. Each element of

12423 11524 7243 7459 14303 6127 10964 16399
9792 13629 14407 18817 18830 13556 3159 16647
5300 13951 81 8986 8007 13167 10022 17213



2264
12693
12161
13236
15061

2620

3533

3460
12867
12192

2430

7913

796

9792

56

4277

2364
16979

1367

2186
18676

2364
11748

9522
18628

2951

961
9553
13071
5300
12347
6276
13842
9886
13203
56
9741
6246
195
14251
4118
10617
15570
15404
2512
9433
4782
6789
14616
14838
14326
722

17459
18194
16900
13951

7817
8500
7537
8687
5102
2471

11675

14301
9872
1498
11302
874
3460
6127

14407
13293
11374
11634
11453

7437
9175
15334

4101
3830
7233
8850
7946
201
12259
4481
4742
15334
424
1144
16979
11296
5988
13211
9886
9872
5053
7555
446
4493
17666
3880
9061
841

2999
2664
8270
12129
11675
8850
18110
11231
5053
841
6686
9056
15404
1105
3363
11821
9988
3652
1521
13618
4165
4063
925
11476
650
15610

14569
13998
17086
6091
13924
11178
44
7547
15407
13995
738
15967
14130
4502
15827
3090
3798
14838
297
13000
11634
4576
56
8305
18110
2443

17183
12501
9792
18110
13892
16477
2364
11383
2976
17592
13874
7328
9105
16979
6928
18110
1158
7437
10935
6490
3846
17955
4118
5102
8720
11056

15827
18873
14266
3332
18031
10161
15570
17910
9330
13297
8168
13203
2001
1105
4191
44
9872
2540
17137
5310
14611
7965
18031
2999
15404
2186



Ln represents three alphabetic characters as in the following examples:

DOG — 3x26°4+14%x2646 = 2398
CAT — 2x26°+0%x26+19 = 1371
ZZZ — 25x26°+4+25x26+4+25 = 17575.

You will have to invert this process as the final step in your program.

The first plaintext was taken from "The Diary of Samuel Marchbanks," by Robertson Davies, 1947,
and the second was taken from "Lake Wobegon Days," by Garrison Keillor, 1985.

4.7 This exercise exhibits what is callegratocol failure. It provides an example where ciphertext

can be decrypted by an opponent, without determining the key, if a cryptosystem is used in a careless
way. (Since the opponent does not determine the key, it is not accurate to call it cryptanalysis.) The
moral is that it is not sufficient to use a "secure" cryptosystem in order to guarantee "secure"
communication.

Suppose Bob has &5A Cryptosystemwith a large modulus for which the factorization cannot
be found in a reasonable amount of time. Suppose Alice sends



6340 8309 14010 8936 27358 25023 16481 25809

23614 7135 24996 30590 27570 26486 30388 9395
27584 14999 4517 12146 29421 26439 1606 17881
25774 7647 23901 7372 25774 18436 12056 13547
7908 8635 2149 1908 22076 7372 8686 1304
4082 11803 5314 107 7359 22470 7372 22827
15698 30317 4685 14696 30388 8671 29956 15705
1417 26905 25809 28347 26277 7897 20240 21519
12437 1108 27106 18743 24144 10685 25234 30155
23005 8267 9917 7994 9694 2149 10042 27705
15930 29748 8635 23645 11738 24591 20240 27212
27486 9741 2149 29329 2149 5501 14015 30155
18154 22319 27705 20321 23254 13624 3249 5443
2149 16975 16087 14600 27705 19386 7325 26277
19554 23614 7553 4734 8091 23973 14015 107
3183 17347 25234 4595 21498 6360 19837 8463
6000 31280 29413 2066 369 23204 8425 7792
25973 4477 30989

a message to Bob by representing each alphabetic character as an integer between 0 and-25 (i.e., A
0, B « 1, etc.), and then encrypting each residue modulo 26 as a separate plaintext character.
(a) Describe how Oscar can easily decrypt a message which is encrypted in this way.
(b) lllustrate this attack by decrypting the following ciphertext (which was encrypted using an
RSA Cryptosystemwith n = 18721 andb = 25) without factoring the modulus:

365, 0, 4845, 14930, 2608, 2608, 0.

4.8 This exercise illustrates another example of a protocol failure (due to Simmons) inRBAnNg
it is called thecommon modulus protocol failure. Suppose Bob hasRBA Cryptosystemwith
modulusn and decryption exponeht , and Charlie has &RSA Cryptosystemwith (the same)

modulusn and decryption exponeht. Suppose also that ged(, bo) = 1. Now, consider the
situation that arises if Alice encrypts the same plaintéatsend to both Bob and Charlie. Thus, she
computes¥t = =" modn and¥: = ** modn, and then she sengs to Bob andy, to Charlie.



Suppose Oscar intercepts andy», and performs the computations indicated in Figure 4.16.
(a) Prove that the valug computed in step 3 of Figure 4.16 is in fact Alice’s plaintexthus,

Oscar can decrypt the message Alice sent, even though the cryptosystem may be "secure.
(b) lllustrate the attack by computimgy this method ih = 18721b1 =43,by = 7717y =

12677 and/, = 14702.

4.9 We give yet another protocol failure involviRgA. Suppose that three users in a network, say
Bob, Bart and Bert, all have public encryption exponbnts3.

Figure 4.16 RSA common modulus protocol failure

Let their moduli be denoted Iny; , no, n3. Now suppose Alice encrypts the same plaintartsend
to Bob, Bart and Bert. That is, Alice compuyes= x3 modn , 1<i < 3. Describe how Oscar can
computex, givenyq, Y2 andys, without factoring any of the moduli.

4.10 A plaintextx is said to béixed if ek (X) =x. Show that, for th&@SA Cryptosystem the number
of fixed plaintextsT € £n " is equal to gcd(- 1,p - 1) x gcdb -1, q - 1).

HINT Consider the system of two congrueneg$x) = x (modp), ek (X) = x (modq).

4.11 Suppose is a deterministic algorithm which is given as inpuR&8A modulusn, an

encryption exponeris, and a ciphertext A will either decrypty or return no answer. Supposing that
there ard](n - 1) ciphertexts whiclA is able to decrypt, show how to uses an oracle in a Las
Vegas decryption algorithm having success probabhility

HINT Use the multiplicative property ®SA thatek (X1)< I>ek (x2) = ek (x1< I>x2), where all
arithmetic operations are moduio

4.12 Write a program to evaluate Jacobi symbols using the four properties presented in Section 4.5.
The program should not do any factoring, other than dividing out powers of two. Test your program
by computing the following Jacobi symbols:

(ﬁlﬂ) (2[]964) ( 1234567 )
987/ "\ 1987 / "\ 11111111/
4.13 Forn =837, 851 and 1189, find the number of bases 6 such,tisaan Euler pseudo-prime to

the basd.
4.14 The purpose of this question is to prove that the error probability of the Solovay-Strassen

primality test is at most 1/2. LZn" denote the group of units moduioDefine

G(n) = {a .y (%) = a2 (mod n)} |




(a) Prove thaG(n) is a subgroup @ Hence, by Lagranges theoren@(n) # &n”  then

| & n— 1
2 - 2

IG(n)| <

(b) Supposa = pk g, wherep andq are oddp is prime,k> 2, and gcdg, q) = 1. Leta=1 +
pkl q. Prove that

(E) % a™ V% (mod n).

HINT Use the binomial theorem to compat&1)/2.

(c) Supposa=p1, .. .ps, Where the;’s are distinct odd primes. Suppase u (modp1) and
a=1 (modp2ps .. .ps), Whereu is a quadratic non-residue modplp (note that such aa
exists by the Chinese remainder theorem). Prove that

(E) = —1 (mod n),

mn

but

a'® % = 1 (mod paps...p,),

SO
a1t 2 _1 (mod n).

(d) If nis odd and composite, prove thatn)| < (n - 1)/2.
(e) Summarize the above: prove that the error probability of the Solovay-Strassen primality test
is at most 1/2.
4.15 Suppose we have a Las Vegas algorithm with failure probahility
(a) Prove that the probability of first achieving success onttheial isp,, = 0"1(1 - 0).

(b) The average (expected) number of trials to achieve success is

o0

D _(m X pa).

n=1
Show that this average is equal to 1/(0) -

(c) Letd be a positive real number less than 1. Show that the number of iterations required in
order to reduce the probaility of failure to at most



log, &

]nEE '
4.16 Suppose Bob has carelessly revealed his decryption exponerd tol#39 in arRSA
Cryptosystemwith public keyn = 36581 andb = 4679. Implement the probablistic algorithm to
factorn given this information. Test your algorithm with the "random" chorees9983 andv =
13461. Show all computations.
4.17 Prove Equations 4.1 and 4.2 relating the functi@hisandparity.
4.18 Suppos® =199,g = 211 and = 1357 in theRabin Cryptosystem Perform following
computations.

(a) Determine the four square roots of 1 modylwheren = pq.
(b) Compute the encryption= ek (32767).

(c) Determine the four possible decryptions of this given cipheytext
4.19 Factor 262063 and 9420457 using phel method. How big dodd have to be in each case to
be successful?
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Chapter 5
Other Public-key Cryptosystems

In this chapter, we look at several other public-key cryptosystemd<£[Gaamal Cryptosystemis based

on theDiscrete Logarithm problem, which we will have occasion to use in numerous cryptographic
protocols throughout the rest of the text. Thus we devote a considerable amount of time to discussion of
this important problem. In later sections, we give relatively brief treatments of some other well-known
public-key cryptosystems. These include ElGamal-type systems based on finite fields and elliptic curves,
the (brokenMerkle-Hellman Knapsack Cryptosystemand thavicEliece Cryptosystem

5.1 The ElGamal Cryptosystem and Discrete Logs

The EIGamal Cryptosystemis based on thBiscrete Logarithm problem. We begin by describing this
problem in the setting of a finite fiedp , Wherep is prime, in Figure 5.1. (Recall that the multiplicative

groupzr is cyclic, and a generator Ly is called a primitive element.)

TheDiscrete Logarithm problem inzn has been the object of much study. The problem is generally
regarded as being difficult [f is carefully chosen. In particular, there is no known polynomial-time
algorithm for theDiscrete Logarithm problem. To thwart known attacksshould have at least 150
digits, andb - 1 should have at least one "large" prime factor. The utility obteerete Logarithm
problem in a cryptographic setting is that finding discrete logs is (probably) difficult, but the inverse
operation of exponentiation can be computed efficiently by using the square-and-multiply method
described earlier. Stated another way, exponentiation mepdsila one-way function for suitable primes

p.

ElGamal has developed a public-key cryptosystem based @idtrete Logarithm problem. This
system is presented in Figure 5.2.

TheElGamal Cryptosystemis non-deterministic, since the ciphertext depends on both the plairaeett
on the random valuechosen by Alice. So there will be many ciphertexts that are encryptions of the same
plaintext.

Figure 5.1 The discrete logarithm problem Zy



Figure 5.2 ElGamal Public-key Cryptosystem=p

Informally, this is how thé&lGamal Cryptosystemworks. The plaintext is "masked" by multiplying it
by BK, yieldingy». The valuax K is also transmitted as part of the ciphertext. Bob, who knows the secret

exponent a, can compud¥ from BX. Then he can "remove the mask" by dividingby BK to obtainx.

A small example will illustrate.
Example 5.1
Suppose = 2579,a = 2,a = 765, and hence

A = 2" mod 2579 = 949.

Now, suppose that Alice wishes to send the messagE299 to Bob. Sal = 853 is the random integer
she chooses. Then she computes

T = 28 mod 2579

= 435
and

yz = 1209 x 9495 mod 2579
= 2396.

When Baob receives the ciphertgxt (435, 2396), he computes

T = 2396 x (43575~ mod 2579
= 1299,

which was the plaintext that Alice encrypted.

5.1.1 Algorithms for the Discrete Log Problem

Throughout this section, we assume thi prime anda is a primitive element modujm We takep and
a to be fixed. Hence thBiscrete Logarithm problem can be phrased in the following form: Given

g e ZP. , find the unique exponeat 0< a< p - 2, such thatt® =3 (modp).



Clearly, theDiscrete Logarithm problem can be solved by exhaustive searé(p) time andO(1) space
(neglecting logarithmic factors). By precomputing all possible valifesand sorting the ordered paigs (
a @ moodp) with respect to their second coordinates, we can solve the discrete log proBliEyntime
with O(p) precomputation an@(p) memory (again, neglecting logarithmic factors). The first non-trivial
algorithm we describe is a time-memory trade-off due to Shanks.

Figure 5.3 Shanks’ algorithm for the discrete logarithm problem

Shanks’ Algorithm

Denote™ = [VP =T  Shanks’ algorithm is presented in Figure 5.3. Some comments are in order. First,
steps 1 and 2 can be precomputed, if desired (this will not affect the asymptotic running time, however).
Next, observe that if(y) OLq and {,y) OL», then

mj

a™ =y = fa"",
o)
a™ti =g
as desired. Conversely, for aiywe can write
log, 8 =mj +1,
where < j,i <m- 1. Hence, the search in step 5 will be successful.

It is not difficult to implement the algorithm to run@(m) time withO(m) memory (neglecting
logarithmic factors). Note that step 5 can be done with one (simultaneous) pass through each of the two
listsLq andL.

Here is a small example to illustrate.

Example 5.2

Suppose = 809, and we wish to find lag525. So we have = 3, = 525 anc’ = [v808] =28 Then

a*? mod 809 = 99.

First, we compute the ordered pajrs9@ mod 809) for & j < 28. We obtain the list



(0, 1)
(5, 329)
(10, 644)
(15, 727)
(20, 528)
(25, 586)

(1, 99)
(6, 211)
(11, 654)
(16, 781)
(21, 496)
(26, 575)

which is then sorted to produtg .

(2, 93)

(7, 664)
(12, 26)
(17, 464)
(22, 564)
(27, 295)

Previous

Table of Conten’ts Ne

(3, 308)

(8, 207)
(13, 147)
(18, 632)
(23, 15)
(28, 81)

Xt

(4, 559)
(9, 268)
(14, 800)
(19, 275)
(24, 676)
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The second list contains the ordered pajr§Z5 x (3')'1 mod 809), &k j < 28. Itis as follows:

(0, 525) (1, 175) (2, 328) (3, 379) (4, 396)
(5, 132) (6, 44) (7, 554) (8, 724) (9, 511)
(10, 440) (11, 686) (12, 768) (13, 256) (14, 355)
(15, 388) (16, 399) (17, 133) (18, 314) (19, 644)
(20, 754) (21, 521) (22, 713) (23, 777) (24, 259)
(25, 356) (26, 658) (27, 489) (28, 163)

After sorting this list, we gdt 5.

Now, if we proceed simultaneously through the two sorted lists, we find that (10, 644) isud (19,
644) is inL». Hence, we can compute

logs 525 = 29 x 10 + 19
= 309.

As a check, it can be verified that indeet¥%= 525 (mod 809).

The Pohlig-Hellman Algorithm

The next algorithm we study is the Pohlig-Hellman algorithm. Suppose

k
p=1=]]n,
i=1
where theP;’s are distinct primes. The valae= logy B is determined (uniquely) modufo- 1. We first

observe that if we can compuienodf‘i“ for each, 1<i <k, then we can computemod @ - 1) by the
Chinese remainder theorem. So, let's supposegtisgprime,



p—1=0(mod g°)
and
p—=1%0(mod ¢g°*').
We will show how to compute the value
r = a mod ¢°,

where 0< x< q° - 1. We can expressin radixq representation as
e=1 )
T Eu.--:}'.
i=0
where O aj <q-1for0<i<c-1. Also, observe that we can exprass

a=z+¢%s

for some integes.

The first step of the algorithm is to compaig. The main observation is that
Bir=1Mae = glr=1190/9 (mad p).
To see this, note that
glr=1/a = glp-1)z+a"s)/q (mod p),
so it suffices to show that

alP-ME=+a"2) /e = (P-1)a0/4 (mod p).

This will be true if and only if

(p—1)(z + ¢°5) - (p — 1)aqg
q

(mod p—1).

However, we have



p=liz+ygs) (p-la p=-1

q q )
P

e=1
={p-1) (Zn,--a"‘ +q""’a)

=0 (mod p - 1),

which was what we wanted to prove.
Hence, we begin by computifdP-1/d modp. If

P19 = 1 (mod p),
thenag = 0. Otherwise, we successively compute

v =a® " mod p,4* mod p,. ..,

until

4t = glr-1fe (mod p)
for somei. When this happens, we haag =i.
Now, if c = 1, we're done. Otherwise> 1, and we proceed to determang To do this, we define

by = Ba™*°
and denote
z; = log, 4, mod g°.

It is not hard to see that

z) = qu‘.

Hence, it follows that



ﬁllp—[‘.'h? = alP=laifq (mod p).
So, we will computdd; P-1/92 modp, and then find such that
v = &P (mod p).
Then we hava =i.
If c =2, we are now finished; otherwise, we repeat this pracemore times, obtainingp,...,ac1.

A pseudo-code description of the Pohlig-Hellman algorithm is given in Figure 5.4. In this algoriihn,
primitive element modulg, g is prime,

p—1=0 (mod ¢%)
and
p—1%0(mod ¢°*').

The algorithm calculatesy,...,ac.1, where

c—1
log, Bmod o = Y _aig'.
=0

We illustrate the Pohlig-Hellman algorithm with a small example.

1 AR e

I-:igt;re 5.4 Pohlig-Hellman algorithm to compute lg§ modq®
Example 5.3
Suppose = 29; then

n=p-1=28 =27,

Supposear = 2 andB = 18, so we want to determiae= log, 18. We proceed by first computiagnod 4
and then computing a mood 7.

We start by setting = 2 andc = 2. First,

Yo =1



and

T = a*¥2 mod 29
= 2 pd 20

I
B
e

Next,

8 = 0% mod 29
= 18" mod 29
= 28

Henceag = 1. Next, we compute
51 = Gerr ! mod 29
=9,
and

3,%%/% mod 29 = 97 mod 29
= 28.

Since

T = 28 mod 20,

we havea1 = 1. Hencea= 3 (mod 4).

Next, we setj = 7 andc = 1. We have
A%/T mod 20 = 18* mod 29
=25
and

7 = o*¥7 mod 29
= 2* mod 25
= 16.

Then we would compute



v = 24

3 = T
v4 = 2b.
Henceag =4 anda< 4 (mod 7).
Finally, solving the system
a=3{mod4)
a =4 {mod 7)

using the Chinese remainder theorem, weagell (mod 28). That is, we have computed)ldd in
Lo to be 11.

The Index Calculus Method

The index calculus method for computing discrete logs bears considerable resemblence to many of the
best factoring algorithms. We give a very brief overview in this section. The methodfasies base,

which, as before, is a B3 of "small” primes. SupposE - {pl P2y - pﬂ} . The first step (a
preprocessing step) is to find the logarithms ofBhimes in the factor base. The second step is to
compute a discrete log of a desired elenfienising the knowledge of the discrete logs of the elements in
the factor base.

In the precomputation, we constr@t B + 10 congruences modybp as follows:

IJ—

a™ =p"p" .. pp"® (mod p),
1<j < C. Notice these congruences can be written equivalently as

rj =ay;log,p+ ... +ap;log, ps (mod p - 1),

1<j<C. GivenC congruences in th® "unknowns" logy p; (1<i < B), we hope that there is a unique

solution modul@ - 1. If this is the case, then we can compute the logarithms of the elements in the factor
base.

How do we generate congruences of the desired form? One elementary way is to take a random value

computea®* modp, and then determine @ modp has all its factors i3 (using trial division, for
example).
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Now, given that we have already successfully carried out the precomputation step, we compute a desired
logarithm logy B by means of a Las Vegas type probabilistic algorithm. Choose a random sieges

<p- 2) and compute

v = fa’® mod p.

Now attempt to factoy over the factor basl3 . If this can be done, then we obtain a congruence of the
form

c o]

Ba® = p " pa™ ... pp®® (mod p).

This can be written equivalently as

log, B+s=c1log,py + ...+ cplog, pp (mod p—1).
Since everything is now known except §d§ we can easily solve for lgg.
Here is a small, very artificial, example to illustrate the two steps in the algorithm.

Example 5.4

Suppose = 10007 anax = 5 is the primitive element used as the base of logarithms mpdaigppose
we takeP = {2:3,5,7} as the factor base. Of course 4o = 1, so there are three logs of factor base
elements to be determined.

Some examples of "lucky" exponents that might be chosen are 4063, 5136 and 9865.

With x = 4063, we compute

5% mod 10007 =42=2x3 x 7.
This yields the congruence

logs 2 + logg 3 + log, 7 = 4063 (mod 10006).



Similarly, since

5°136 mod 10007 = 54 = 2 x 3°

and
59865 mod 10007 =180 =3* x 7,

we obtain two more congruences:

logs 2 + 3log; 3 = 5136 (mod 10006)

and

Jlogs 3 + logs 7 = 9865 (mod 10006).

We now have three congruences in three unknowns, and there happens to be a unique solution modulo
10006, namely log 2 = 6578, log 3 = 6190 and log 7 = 1301.

Now, let's suppose that we wish to find p§451. Suppose we choose the "random" expasem736,
and compute

0451 x 5776 mmod 10007 = 8400.

Since 8400 = 93152</SMALL>71 ¢3ci0rs ove\B , we obtain

logs 9451 = 4logg 2 + log, 3 + 2logg 5 + log, 7 = s mod 10006
=4 % 6578+ 6190 + 2 x 1+ 1301 = 7736 mod 10006
= 6057.

To verify, we can check thaf@987 = 9451 (mod 10007).

Heuristic analyses of various versions of the algorithm have been done. Under reasonable assumptions, the asymptotic running time of the

O ({'L'“ +af{l}}/Inpinin p}
precomputation i
0 (EI: L/24a{l})+/In plnlnp)

, and the time to find an individual discrete phase log is

5.1.2 Bit Security of Discrete Logs

We now look at the question of partial information about discrete logs. In particular, we consider whether individual bits of a discrete
logarithm are easy or hard to compute. To be precise, consider the problem presented in Figure 5.5, which itre Balptioblem.

|
R R P
'k i e o o o B

Figure 5.5 ith bit of discrete logarithm



We will first show that computing the least significant bit of a discrete logarithm is easy. In other wiords, iheith Bit problem can be
solved efficiently. This follows from Euler’s criterion concerning quadratic residues mpdwlwerep is prime.

Consider the mappin-{ . E’-l'. g Eﬂ- defined by
f(z) = =* mod p.
Denote by QRY) the set of quadratic residues modpldhen
QR(p) = {£* mod p: z € Z,°}.
First, observe thd({x) = f(p - X). Next note that
w® = 2? (mod p)
if and only if
pl(w—z)(w + ),
which happens if and only if
w = +r (mod p).
It follows that
17~ )| =2

for everyy O QR(p), and hence

Bt
IQR(p)| = “—.

That is, exactly half the residuesziIJ are quadratic residues and half are not.

Now, suppose is a primitive element CEF . Thena @ 0 QR(p) if ais even. Since the( 1)/2 elementst 0 modp, a 2 modp,..., O p-3
modp are all distinct, it follows that

QR(p) = {a* mod p: 0 < i < (p - 3)/2}.

Hence 3 is a quadratic residue if and only if IggB is even, that is, if and onlylit] (8) = 0. But we already know, by Euler’s criterion,
thatf is a quadratic residue if and only if

=112 = 1 (mod p).

So we have the following efficient formula to calculatg (B):



0 if ge-1/2 = 1 (mod p)
1 otherwise.

Ls{ﬁ}={

Let’'s now consider the computationlof () for values of exceeding 1. Suppose
p—1=2%

wheret is odd. Then it can be shown that it is easy to conlpu(f) if i <s. On the other hand, computibgy+1 (B) is (probably) difficult,
Zp

in the sense that any hypothetical algorithm (or oracle) to coriggte () could be used to find discrete logarithm:

We shall prove this result in the case 1. More precisely, ip =3 (mod 4) is prime, then we show how any oracle for computing)

can be used to solve tBéscrete Logproblem inEJ!1 .

Recall that, if3 is a quadratic residue EI‘ andp = 3 (mod 4), then the two square root@ahodulop arex B(p+l)/4 modp. Itis also
important that, for anf3 # 0,

L\(8) # Lilp - B)
if p=3 (mod 4). We see this as follows. Suppose
a® = (mod p);
then
attr=-1/2 = _g (mod p).

Sincep = 3 (mod 4), the integep¢ 1)/2 is odd, and the result follows.

Now, suppose thdt = a & for some (unknown) even exponentThen either
BlrrI/e = qa/2 (mod p)
or
_ﬂlp-l-l}f! = u-:f? [mm:l F:l-
We can determine which of these two possibilities is correct if we know thelval(®), since
L2(8) = Ly(a®"?).

This fact is exploited in our algorithm, which we present in Figure 5.6.

At the end of the algorithm, thg's comprise the bits in the binary representation ofldd that is,

log, 3 = }:.'-:.-2".

i>0



We will work out a small example to illustrate the algorithm.

Figure 5.6 Computing discrete logs EP for p=3 (mod 4), given an oracle fap ()
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Example 5.5

Suppose = 19,a = 2 andB = 6. Since the example is so small, we can tabulate the valugs(gfand

]
Lo (y) for all ¥ € E15I . (In generall.1 can be computed efficiently using Euler’s criterion aads
an oracle.) These values are given in Table 5.1. The algorithm now proceeds as shown in Figure 5.7.

Hence, log 6 = 1113 = 14, as can easily be verified.

It is possible to give formal proof of the algorithm’s correctness using mathematical induction. Denote

z=log, B = Zmﬂ".

i>0

Fori = 0, define

= lziIJ

Also, defineg to be the value dd in step 2 of the algorithm; and, fioe 1, defineB; to be the value @@
in step 11 during thih iteration of thavhile loop. It can be proved by induction that

B = o™ (med p)

y L1(V) L2(v) y L1(v) L2(v) y L1(Y) L2(v)
1 0 0 7 0 1 13 1 0
2 1 0 8 1 1 14 1 1
3 1 0 9 0 0 15 1 1
4 0 1 10 1 0 16 0 0
5 0 0 11 0 0 17 0 1
6 0 1 12 1 1 18 1 0
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Figure 5.8 The discrete logarithm problemfgs o}

for alli = 0. Now, with the observation that
Y=Y
it follows that

ziv1 = La(Bs),

i = 0. Since

xo = L1(4),

the algorithm is correct. The details are left to the reader.

5.2 Finite Field and Elliptic Curve Systems

We have spent a considerable amount of time looking &idweete Logarithm problem and the
factoring. We will see these two problems again and again, underlying various types of cryptosystems and
cryptographic protocols. So far, we have considere®iberete Logarithm problem in the finite field

Zp , but it is also useful to consider the problem in other settings. This is the theme of this section.

TheElGamal Cryptosystemcan be |mplemented in any group whereDisxrete Logproblem is

intractible. We used the multiplicative grozp but other groups are also suitable candidates. First, we
phrase th®iscrete Logarithm problem in a general (finite) grow@® where we will denote the group



operation by2 . This generalized version of the problem is presented in Figure 5.8.

It is easy to define aBlGamal Cryptosystemin the subgroup in a similar fashion as it was originally

described irE‘ir“I . This is done in Figure 5.9. Note that encryption requires the use of a random integer k
such that & k< [H| - 1. However, if Alice does not know the order of the subgkblghe can generate an
integerk such that & k< |G| - 1, and encryption and decryption will work without any changes. Also note
that the groupss need not be an abelian group (of coutiss abelian since it is cyclic).

Let's now turn to the "generalize@iscrete Logproblem. The subgroup generated by any [ G is of
course a cyclic group of ordet|| So any version of the problem is equivalent, in some sense, to the
Discrete Logproblem in a cyclic group. However, the difficulty of thescrete Logproblem seems to
depend in an essential way on the representation of the group that is used.

As an example to illustrate a representation where the problem is easy to solve, consider the additive
cyclic groupZn , and suppose gat(n) = 1, soa is a generato, (E‘n . Since the group operation is
addition modula, an "exponentiation" operation2, corresponds to multiplication ymodulon.
Hence, in this setting, tHeiscrete Logproblem is to find the integersuch that

aa = 3 (mod n).

Since gedg, n) = 1,a has a multiplicative inverse modutpand we can compute'l modn easily using
the Euclidean algorithm. Then we can solvedoobtaining

log, A = fa~! mod n.
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We previously discussed tidscrete Logproblem in the multiplicative grOL;EP , Wherep is prime.

This group is a cyclic group of ordpr 1, and hence it is isomorphic to the additive grEp,—l . By the
discussion above, we know how to compute discrete logs efficiently in this additive group. This suggests

that we could solve thBiscrete Logproblem inZP by "reducing" the problem to the the easily solved
formulation inip—1

E ]
Let us think about how this could be done. The statemer(zﬂ,,= x} is isomorphic t({E‘:--- 1,+)
means that there is a bijection

@:Z," = Fpy
such that
¢(zy mod p) = (¢(z) + $(y)} mod (p — 1).

It follows easily that

$(a® mod p) = ag(a) mod (p — 1},
so we have that

8 = a® (mod p) ¢ ag(a) = ¢(F) (mod p - 1).

Hence, solving foa as described above, we have that

log, 8 = ¢(8)(¢(a)) ™" mod (p—1).

Consequently, if we have an efficient method of computing the isomorghigran we would have an

efficient algorithm to compute discrete IogsZF . The catch is that there is no known general method to
efficiently compute the isomorphisgifor an arbitrary prim@. Even though we know the two groups in
question are isomorphic, we do not know an efficient algorithm to explicitly describe the isomorphism.

This method can be applied to tRescrete Logproblem in any grouf®. If there is an efficient method of

computing the isomorphism betweldrandzlffl , then the discrete log problem@described above can
be solved efficiently. Conversely, it is not hard to see that an efficient method of computing discrete logs



yields an efficient algorithm to compute the isomorphism between the two groups.

This discussion has shown that Discrete Logproblem may be easy or (apparently) difficult, depending
on the representation of the (cyclic) group that is used. So it may be useful to look at other groups in the
hope of finding other settings where iscrete Logproblem seems to be intractible.

Two such classes of groups are

1. the multiplicative group of the Galois field Gi*(
2. the group of an elliptic curve defined over a finite field.

We will discuss these two classes of groups in the next subsections.

5.2.1 Galois Fields

We have already discussed the fact z‘hﬁs a field ifp is prime. However, there are other examples of
finite fields not of this form. In fact, there is a finite field wilelements ify = p" wherep is prime and

> 1 is an integer. We will now describe very briefly how to construct such a field. First, we need several
definitions.

DEFINITION 5.1 Suppose p is prime. Defitgﬁ[mi to be the set of all polynomials in the indeterminate
X. By defining addition and multiplication of polynomials in the usual way (and reducing coefficients
modulo p), we construct a ring

For £(2),9(z) € Zp[x] | \we say that f(x) divides g(x) (notation: f(x) | g(x)) if there e4{%) € Zp|z]
such that

g9(z) = q(z) f(z).
For f(z) € Ep{*‘-’] , define deg(f), the degree of f, to be the highest exponent in a term of f

Suppose(k), g(x), h{z) € Zp[z] ang degf) =n=> 1. We define

g{z) = h(z) (mod f(z))

f(z) | (g(x) — h(z))-
Notice the resemblance of the definition of congruence of polynomials to that of congruence of integers.

We are now going to define a ring of polynomials "mod(ty' which we denote b?‘P{WlfU{z}) . The
construction o ZelZl/ (F{£)) from Zsl] is based on the idea of congruences mof{¥)and is
analogous to the construction zm fromE :



Supposaledf) = n. If we divideg(x) by f(x), we obtain a (uniquejuotientq(x) and remainder(x), where
g(z) = qlz) f(z) + r(z)
and

deg(r) < n.

This can be done by usual long division of polynomials. Hence any polynorzp[”] is congruent
modulof(x) to a unique polynomial of degree at mostl.

Now we define the elements Zp[#}/(f(}) t0 pe theo" polynomials ir&p[2] of degree at most- 1.
Addition and multiplication irEp[I]f{f[i‘]} is defined as ilzp[‘“] , followed by a reduction modulo
f(x). Equipped with these operatim?fp[ﬂ]ﬂf[z” is a ring.

Recall tha@m is a field if and only ifmis prime, and multiplicative inverses can be found using the

Euclidean algorithm. A similar situation holds Zplz]{(f(z)) . The analog of primality for polynomials
is irreducibility, which we define as follows:

DEFINITION 5.2 A polynomial flz} € Zplz] s said to be irreducible if there do not exist
polynomials f1{€}; f2{x) € Zpl2] gch that

f(z) = filz}falz),
where deff1) > 0and deg(f») > 0.

A very important fact is thzzl'[”]”ﬂm” is a field if and only if(x) is irreducible. Further,

multiplicative inverses “Z,,[I]f{f(z]l] can be computed using a straightforward modification of the
(extended) Euclidean algorithm.

Here is an example to illustrate the concepts described above.
Example 5.6

Let’s attempt to construct a field having eight elements. This can be done by finding an irreducible

polynomial of degree three Z|=] . It is sufficient to consider the polynomials having constant term
equal to 1, since any polynomial with constant term 0 is divisibbednd hence is reducible. There are
four such polynomials:



@) =2"+1
folzy =2 +z +1
fs@) =a® +2% +1
fag) =2 +22 + 2+ 1.
Now, f1 (X) is reducible, since
P Hl=(z+1)z2+z+1)
(remember that all coefficients are to be reduced modulo 2). #ls$s reducible since
L+ +z+1=(z+ 1)z +1).

However,fo(X) andf3(x) are both irreducible, and either one can be used to construct a field having eight
elements.

Let us usé» (X), and thus construct the fieZale]/(z® + =+ 1)} The eight field elements are the eight
polynomials 0, 1x, X + 1,x2, x2 + 1,x2 +x andx? +x + 1.

To compute a product of two field elements, we multiple the two polynomials together, and reduce
modulox3 +x + 1 (i.e., divide bk3 +x + 1 and find the remainder polynomial). Since we are dividing

by a polynomial of degree three, the remainder will have degree at most two and hence is an element of
the field.
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For example, to comput&q + 1)(x2 +x + 1) in Lo[a)/(=* + = + 1) | e first compute the product in
Zo[z] | which isx4 +x3 +x + 1. Then we divide by3 + x + 1, obtaining the expression

Pttt +l=(2+0)(+24+ 1) +2 + 2.

Hence, in the fielZalz}/(2® + 2 + 1) , we have that
(#Z2+1)(z2+z+1) =2+

Below, we present a complete multiplication table for the non-zero field elements. To save space, we write
a polynomialasx?2 +aj X +ag as the ordered tripeyaq ag.

001 010 011 100 101 110 111
001|001 010 011 100 101 110 111
010 | 010 100 110 oO11 001 111 101
011 {011 110 101 111 100 001 O10
100 | 100 011 111 110 010 101 001
101 | 101 001 100 010 111 011 110
110 | 110 111 001 101 011 010 100
111 ({111 101 010 001 110 100 O11

Computation of inverses can be done by using a straightforward adaptation of the extended Euclidean
algorithm.

Finally, the multiplicative group of the non-zero polynomials in the field is a cyclic group of order seven.
Since 7 is prime, it follows that any non-zero field element is a generator of this group, i.e., a primitive
element of the field.

For example, if we compute the powerspive obtain



l"’:l‘

=1
P=r+l
=P
= rz+l
f=z"41

2 =1,

which comprise all the non-zero field elements.

It remains to discuss existence and uniqueness of fields of this type. It can be shown that there is at least

one irreducible polynomial of any given degree 1 in EF[I] . Hence, there is a finite field wip’
elements for all primgs and all integers = 1. There are usually many irreducible polynomials of degree

nin Lyp|x] . But the finite fields constructed from any two irreducible polynomials of degtaa be
shown to be isomorphic. Thus there is a unique finite field of any8iZp prime,n = 1), which is

denoted by GF("). In the cas@ = 1, the resulting field Gj is the same thing EEP . Finally, it can be
shown that there does not exist a finite field witlements unless=p" for some primg and some
integern> 1.

We have already noted that the multiplicative gr- J': (p prime) is a cyclic group of order- 1. In fact,
the multiplicative group of any finite field is cyclic: GH()\{0} is a cyclic group of ordep™ - 1. This
provides further examples of cyclic groups in which the discrete log problem can be studied.

In practice, the finite fields GF{9 have been most studied. Both the Shanks and Pohlig-Hellman discrete
logarithm algorithms work for fields GF{2. The index calculus method can be modified to work in these
fields. The precomputation time of the index calculus algorithm turns out to be

'

0 (Eu.mmau}]n*”unn}m)

and the time to find an individual discrete log is

0 (Eu.ugs+o{mn‘-’3{|n n}m) ,

However, for large values of(sayn > 800), the discrete log problem in GRfds thought to be
intractible provided 2 - 1 has at least one "large" prime factor (in order to thwart a Pohlig-Hellman
attack).



5.2.2 Elliptic Curves

We begin by defining the concept of an elliptic curve.

DEFINITION 5.3 Let p > 3beprime. The eliptic curvey? =x3 + ax + b over Zp isthe set of solutions
(2,v) € Zp X Ep 1 the congruence

v? = 2% + az + & (mod p), (5.1)

where a,ﬁ €Zy are constants such that 4a3 + 272 # 0 (modp), together with a special point O called
the point at infinity.

1Equation 5.1 can be used to define an elliptic curve over any fiel"GFor p > 3 prime. An elliptic curve over
GF(2") or GF(3") is defined by a slightly different equation.

An elliptic curveE can be made into an abelian group by defining a suitable operation on its points. The
operation is written additively, and is defined as follows (where all arithmetic operations are performed in

E’P : Suppose
P = (z1,1)
and
Q@ = (z2,y2)
are points oie. If xo =xq andy, = -y, thenP +Q=0 ; otherwiseP + Q = (x3, y3), where
S£Lg = )‘2 — I — Ig
y3 = A(x1 — 23) — 11,
and
H, if P£Q
3z’ +a

2y TP=Q.

Finally, define



P+O=0+P=P

for all P O E. With this definition of addition, it can be shown tEat an abelian group with identity
elemem@ (most of the verifications are tedious but straightforward, but proving associativity is quite
difficult).

Note that inverses are very easy to compute. The invergeyf({vhich we write as ¥ y) since the
group operation is additive) ig, ¢y), for all (x, y) O E.

Let us look at a small example.
Example 5.7

Let E be the elliptic curvg? =x3 +x+ 6 overdi11 . Let's first determine the points & This can be

done by looking at each possil® = E11 , computingk® +x + 6 mod 11, and then trying to solve
Equation 5.1 foy. For a giverx we can test to seeif=x3 +x + 6 mod 11 is a quadratic residue by
applying Euler’s criterion. Recall that there is an explicit formula to compute square roots of quadratic
residues modulp for primesp = 3 (mod 4). Applying this formula, we have that the square roots of a
guadratic residue are

+2(11+0/4 104 11 = +2? mod 11.

The results of these computations are tabulated in Table 5.2.
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ThusE has 13 points on it. Since any group of prime order is cyclic, it followgetisatsomorphic to

Z3 , and any point other than the point at infinity is a generatir 8tippose we take the generator

(2, 7). Then we can compute the

X x3+x+6 mod 11 in QR(11)? y
0 6 4,7
1 8 no 5,6
2 5 no 2.9
3 3 yes 2.9
4 8 yes 38
5 4 no 2.9
6 8 yes ’
7 4 no

yes
S 579 yes< BR>no
10 4 yes

"powers" ofa (which we will write as multiples af, since the group operation is additive). To compute

20 = (2, 7) + (2, 7), we first compute

A=(3x24+1)(2x 7" mod 11
=2x% 3! mod 11
=2 % 4d mod 11

= §.

Then we have

zazﬂ"r—E—Emad 11
=5

and




¥s = 8(2-5)— 7mod 11
=32,
so & (5, 2).

The next multiple would bedB3= 20 + a = (5, 2) + (2, 7). Again, we begin by computXxigwhich in this
situation is done as follows:

A= (7-2){2-5)"" mod 11
=5x 8" mod 11
=5x Tmod 11
-3,

Then we have

23 =22 —5—-2mod 11

=8
and
ya=2(5—-8) - 2mod 11
=3,
so 3 = (8, 3).

Continuing in this fashion, the remaining multiples can be computed to be the following:

a = (27 = (52) w = (83)
4a = (10,2) B o= (3,6) & = (7.9
a = (7.2 & = (35 ™ = (10,9)

100 = (8,8) 1 = (59) 120 = (2,4)

Hencea = (2.7) is indeed a primitive element.

Z

An elliptic curveE defined ove™p (p prime,p > 3) will have roughlyp points on it. More precisely, a
well-known theorem due to Hasse asserts that the number of poitsvbich we denote byE satisfies
the following inequality

p+1-2P<#E<p+1+2,/p



Computing the exact value oE#s more difficult, but there is an efficient algorithm to do this, due to
Schoof. (By "efficient" we mean that it has a running time that is polynomial io. I8ghool’s algorithm
has a running time @((log p) ) bit operations and is practical for primebkaving several hundred
digits.)

Now, given that we can comput&#ve further want to find a cyclic subgroupfn which the discrete
log problem is intractible. So we would like to know something about the structure of theegup
following theorem gives a considerable amount of information on the group struckire of

THEOREM 5.1
L

such that E is isomorphic to Zny X Ly Further, N2 [n1 andnz | (p- 1).

Let E be an eliptic curve defined over /¢ , where pisprime, p > 3. Then there exist integers nl and n2

Hence, if the integens; andn, can be computed, then we know tBdtas a cyclic subgroup isomorphic

Z

to “mu that can potentially be used as a setting tdl@amal Cryptosystem

Note that ifny = 1, therE is a cyclic group. Also, ifEis a prime, or the product of distinct primes, then
E must be a cyclic group.

The Shanks and Pohlig-Hellman algorithms apply to the elliptic curve logarithm problem, but there is no
known adaptation of the index calculus method to elliptic curves. However, there is a method of exploiting
an explicit isomorphism between elliptic curves and finite fields that leads to efficient algorithms for

certain classes of elliptic curves. This technique, due to Menezes, Okamoto and Vanstone, can be applied
to some particular examples within a special class of elliptic curves called supersingular curves that were
suggested for use in cryptosystems. If the supersingular curves are avoided, however, then it appears that
an elliptic curve having a cyclic subgroup of size abd&P2will provide a secure setting for a

cryptosystem, provided that the order of the subgroup is divisible by at least one large prime factor (again,
to guard against a Pohlig-Hellman attack).

Let's now look at an example &lGamal encryption using the elliptic curve of Example 5.7.
Example 5.8
Suppose that = (2, 7) and Bob’s secret "exponentais 7, so
B="Ta=(72).
Thus the encryption operaton is

ex(z, k) = (k(2,7),z + k(7,2)),

wherex [ E and O0< k< 12, and the decryption operation is



di (1, 12) = y2 — Tin.

Suppose that Alice wishes to encrypt the mesgag€l0, 9) (which is a point dB). If she chooses the
random valué = 3, then she will compute

= 3{2|T)
= (8,3)
and
vz = (10,9) + 3(7,2)
= (10,9) + (3,5)
= (10,2).
Hencey = ((8, 3), (10, 2)). Now, if Bob receives the cipherigxie decrypts it as follows:
x=(10,2) - 7(8,3)

= (10,2) - (3,5)
= (10,2) + (3.6)
= (10,9).

Hence, the decryption yields the correct plaintext.

There are some practical difficulties in implementindged#@amal Cryptosystemon an elliptic curve.

This system, when implementedzﬁ (or in GF@") with n > 1) has a message expansion factor of two.

An elliptic curve implementation has a message expansion factor of (about) four. This happens since there
are approximatelp plaintexts, but each ciphertext consists of four field elements. A more serious problem
is that the plaintext space consists of the points on the Eviared there is no convenient method known

of deterministically generating points &n
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A more efficient variation has been found by Menezes and Vanstone. In this variation, the elliptic curve is
used for "masking," and plaintexts and ciphertexts are allowed to be arbitrary ordered pairs of (nonzero)
field elements (i.e., they are not required to be poiniS)oimhis yields a message expansion factor of

two, the same as in the origir@iGamal Cryptosystem TheMenezes-Vanstone Cryptosysteris

presented in Figure 5.10.

If we return to the curvg? =x3 +x + 6 overzll , we see that thiglenezes-Vanstone Cryptosystem
allows 10 x 10 = 100 plaintexts, as compared to 13 in the original system. We illustrate encryption and
decryption in this system using this same curve.

Example 5.9
As in the previous example, suppose that (2, 7) and Bob’s secret "exponentais 7, so
B=a=(1,2).

Suppose Alice wants to encrypt the plaintext

= (21,22) = (9,1)
(note thaix is not a point oic), and she chooses the random véleet. First, she computes

vo = ka =6(2,7) = (7,9)

and

kB = 6(7,2) = (8,3),
soc; =8 andcy =3.
Next, she calculates

yr=czymodp=8x9mod 1l =6

and



Y2 = c2Tamod p=3 x 1 mod 11 = 3.

o CF T TP T T,
e kb erd o} A8 Ly

Fr—
oy By ! 2 e

...........

........

Figure 5.10 Menezes-Vanstone Elliptic Curve Cryptosystem

The ciphertext she sends to Bob is
¥ = (yo. v1,¥2) = ((7,9),6,3).
When Bob receives the ciphertgxte first computes
(c1,¢2) = ayo = 7(7,9) = (8,3),
and then

x = (y10, " mod p, y2cz ! mod p)
= (6 x 8" mod 11,3 x 37! mod 11)
= (6 x 7 mod 11,3 x 4 mod 11)
= (0,1).

Figure 5.11 Subset summ problem

Hence, the decryption yields thee correct plaintext.

5.3 The Merkle-Hellman Knapsack System

The well-knownMerkle-Hellman Knapsack Cryptosytem was first described by Merkle and Hellman
in 1978. Although this cryptosystem, and several variants of it, were broken in the early 1980’s, it is still
worth studying for its conceptual elegance and for the underlying design technique.

The term "knapsack” is actually a misnorhetthe system is based on tBebset Sumproblem which is
presented in Figure 5.11.

2The Knapsack problem, as it is usually defined, is a problem involving selecting objects with given weights and profits
in such a way that a specified capacity is not exceeded and a specified target profit is attained




The Subset Sumproblem, as phrased in Figure 5.11, deaision problenti.e., we are required only to
answer "yes" or "no"). If we rephrase the problem slightly, so that in any instance where the answer is
"yes" we are required to find the desired vegt@iwvhich may not be unique), then we hawaearch

problem

5 AT

i T
5o

M P —

Figure 5.12 Algorithm for solving a superincreasing instance of the subset sum problem

The Subset Sum(decision) problem is one of the so-called NP-complete problems. Among other things,
this means that there is no known polynomial-time algorithm that solves it. This is also the case for the
Subset Sunmsearch problem. But even if a problem has no polynomial-time algorithm to solve it in
general, this does not rule out the possibility that certain special cases can be solved in polynomial time.
This is indeed the situation with tlseibset Sum problem

We define a list of sizess{, . . . ,sy) to besuperincreasingf
i-1
&5 = z-ﬁ.;
i=1

for 2<j < n. If the list of sizes is superincreasing, then the search version ®iiiset Sumproblem can
be solved very easily in tinf@(n), and a solutiox (if it exists) must be unique. The algorithm to do this is
presented in Figure 5.12.

Suppose s =5, . . . ,Sp) is superincreasing, and consider the function

e : {0,1}" = {U;---.i*ﬁ}

defined by the rule
b}
EH{II.! " '|Iﬂ} = E:isi-
=1

Is e5 a possible candidate for an encryption rule? Sgrisesuperincreasin@g is an injection, and the

algorithm presented in Figure 5.12 would be the corresponding decryption algorithm. However, such a
system would be completely insecure since anyone (including Oscar) can decrypt a message that is
encrypted in this way.

The strategy therefore is to transform the list of sizes in such a way that it is no longer superincreasing.
Bob will be able to apply an inverse transformation to restore the superincreasing list of sizes. On the other
hand Oscar, who does not know the transformation that was applied, is faced with what looks like a
general, apparently difficult, instance of the subset sum problem when he tries to decrypt a ciphertext.



One suitable type of transformation ismadular transformationThat is, a prime modulysis chosen
such that

i
P> ZH].
i=1

as well as a multiplies, where I<a<p - 1. Then we define

t; = as; mod p,

1<i<n. Thelist of sizes= (t1,...tn< /I>) will be the public key used for encryption. The values a, p

used to define the modular transformation are secret. The complete descriptiovef kheHellman
Knapsack Cryptosystem is given in Figure 5.13.

The following small example illustrates the encryption and decryption operationshtetkie-Hellman
Cryptosystem.

Example 5.10

Suppose
s = (2,5,9,21,45, 103, 215, 450, 946)
is the secret superincreasing list of sizes. Suppose p = 2003 and a = 1289. Then the public list of sizes is

t = (575,436, 1586, 1030, 1921, 569, 721, 1183, 1570).

Now, if Alice wants to encrypt the plaintext x = (1,0, 1, 1,0, 0, 1, 1, 1), she computes
y = 575+ 1586 + 1030 + 721 + 1183 + 1570 = 6665.

When Bob receives the ciphertext y, he first computes

z=a"'ymodp
= 317 x 6665 mod 2003
= 1643.

Then Bob solves the instance Is; £) of theSubset Sum problem using the algorithm presented in Figure
5.12. The plaintext (1, 0,1, 1, 0,0, 1, 1, 1) is obtained.




By the early 1980’s, thilerkle-Hellman Knapsack Cryptosystem had been broken by Shamir. Shamir
was able to use an integer programming algorithm of Lenstra to break the system. This allows Bob’s
trapdoor (or an equivalent trapdoor) to be discovered by Oscar, the cryptanalyst. Then Oscar can decrypt

messages exactly as Bob does.
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5.4 The McEliece System

TheMcEliece Cryptosystemuses the same design principle asMeekleHellman Cryptosystem:

decryption is an easy special case of an NP-complete problem, disguised so that it looks like a general
instance of the problem. In this system, the NP-complete problem that is employed is decoding a general
linear (binary) error-correcting code. However, for many special classes of codes, polynomial-time
algorithms are known to exist. One such class of codes, the Goppa codes, are used as the basis of the
McEliece Cryptosystem

We begin with some essential definitions.

DEFINITION 5.4 Let k, n be positive integers, k< n. An [n, K] code, C, is a k-dimensional subspace of
(Za)™ , the vector space of all binary n-tuples.

A generating matrix for an [n, k] code, C, isak x n binary matrix whose rows form a basis for C.

n
Let x, Y€ (Z2) ,wherex = (X1, ... Xp)andy=(y1 , ...,yn). Definethe Hamming distance

dix, ¥y} =|{i:1<i<n,z #w}l

i.e., the number of coordinatesin which x and y differ.

Let C bean [n, K] code. Define the distance of C to be the quantity
d(C) = min{d(x,y) : x,y € C,x # y}.
An [n, K] code with distance d is denoted as an [n, k, d] code.

The purpose of an error-correcting code is to correct random errors that occur in the transmission of
(binary) data through a noisy channel. Briefly, this is done as followss beta generating matrix for an
[n, k, d] code. Supposk is the binaryk-tuple we wish to transmit. Then Ali@acodes x as then-tupley =
XG, and transmity through the channel.

Now, suppose Bob receives thupler, which may not be the sameyadHe will decode r using the
strategy ohearest neighbor decoding. In nearest neighbor decoding, Bob finds the codew/aiftat has
minimum distance to. Then he decodestoy’, and, finally, determines thetuplex’ such thay’ = x'G.

Bob is hoping thay' =y, sox’ =x (i.e., he is hoping that any transmission errors have been corrected).



It is fairly easy to show that if at most { 1)/2 errors occurred during transmission, then nearest neighbor
decoding does in fact correct all the errors.

Let us think about how nearest neighbor decoding would be done in pr&itiee|, so if Bob compares
r to every codeword, he will have to examirfev&ctors, which is an exponentially large number
compared td. In other words, this obvious algorithm is not a polynomial-time algorithm.

Another approach, which forms the basis for many practical decoding algorithms, is based on the idea of a
syndrome. Aparity-check matrix for an , k, d] codeC having generating matri@ is an 6-k) xn0-1

matrix, denoted by, whose rows form a basis for the orthogonal compleme@t which is denoted by

CO and called thélual code to C. Stated another way, the rowstbfire linearly independent vectors, and

GHT is ak x (n - k) matrix of zeroes.

: n , . .
Given a vectoT € (Z2) , we define theyndrome of r to beHr T. A syndrome is a column vector with
n - k components.

The following basic results follow immediately from linear algebra.

THEOREM 5.2

Suppose C isan [n, k] code with generating matrix G and parity-check matrix H. Then % € (Z2)" isa
codeword if and only if

Hx™

0
Further: if X € C. € € (Z2)" andr =x +e thenHr T =HeT.

Think of e as being the vector of errors that occur during transmission of a codewdrenr represents
the vector that is received. The above theorem is saying that the syndrome depends only on the errors, and
not on the particular codeword that was transmitted.

This suggests the following approach to decoding, knovegrasome decoding: First, computes = Hr T.

If sis a vector of zeroes, then decaodesr. If not, then generate all possible error vectors or weight 1 in
turn. For each suof computeHeT. If, for any of these vectoes it happens thatle =s, then decode

tor - e. Otherwise, continue on to generate all error vectors of weight 2[{d.-. 1)/ If at any time

He' =s, then we decodetor - e and quit. If this equation is never satisfied, then we conclude that more
than{d - 1)/2Z0errors have occurred during transmission.

By this approach, we can decode a received vector in at most

i (T) L (ud—ﬂlwzJ)



steps.

This method will work on any linear code. For certain specific types of codes, the decoding procedure can
be speeded up. However, a decision version of nearest neighbor decoding is in fact an NP-complete
problem. Thus no polynomial-time algorithm is known for the general problem of nearest neighbor
decoding (when the number of errors is not boundeddy1)/2).

As was the case with the subset sum problem, we can identify an "easy" special case, and then disguise it
so that it looks like a "difficult" general case of the problem. It would take us too long to go into the theory
here, so we will just summarize the results. The "easy" special case that was suggested by McEliece is to
use a code from a class of codes known a&tppa codes. These codes do in fact have efficient

decoding algorithms. Also, they are easy to generate, and there are a large number of inequivalent Goppa
codes with the same parameters.
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The parameters of the Goppa codes have therior@™, d = 2 + 1 andk = n - mt. For a practical
implementation of the public-key cryptosystem, McEliece suggested takin$0 and = 50. This gives
rise to a Goppa code that is a [1024, 524, 101] code. Each plaintext is a binary 524-tuple, and each
ciphertext is a binary 1024-tuple. The public key is a 524 x 1024 binary matrix.

e e —T
A e s
e

Fig"ur;: 5.14 McEliece Cryptosystem

A description of théMicEliece Cryptosystemis given in Figure 5.14.

We present a ridiculously small example to illustrate the encoding and decoding procedures.
Example 5.11

The matrix

Lo 0 S e T e
B o B e e
(R N e I
— £

0 1
1 1
0 0
0 1

Lo R e B e

is a generating matrix for a [7, 4, 3] code, known Bsiaming code. Suppose Bob chooses the matrices

1
0
1
1

Lo T e T e
L T

1
1
0
1

and



( 010000 0}
O 001000
0 00D 00O 1
P=|1000U0U00
0 01 00 O0CO
0 00 O0O0T1O0

\0 00010 O0)

Then, the public generating matrix is

1 11 1 000
=] 1100100
1 001101
01 01110

Now, suppose Alice encrypts the plaintgxt (1, 1, 0, 1) using as the random error vector of weight 1 the
vectore= (0, 0, 0, 0, 1, 0, 0). The ciphertext is computed to be

=xG'+e
1111000

_ 1100100

_{111!'[}!1} lﬂﬁ'llﬂl +{U:ﬂiul[}\11ﬂl[}]
0101110

=(0,1,1,0,0,1,0) + (0,0,0,0,1,0,0)
=(0,1,1,0,1,1,0).

When Baob receives the ciphertgxthe first computes

y =yP™!

/0001000
1000000
0000100

=(0,1,1,0,1,1,0) | 0100000

0000001

0000010

\0010000/

= (1,0,0,0,1,1,1).

Next, he decryptgq to getxq = (1, 0, 0, 0, 1, 1, 0) (note theg # e due to the multiplication bip-1).



Next, Bob forms<g = (1, 0, 0, 0) (the first four componentsxqf).

Finally, Bob calculates

This is indeed the plaintext that Alice encrypted.

5.5 Notes and References

The ElIGamal Cryptosystemwas presented in [B5]. The Pohlig-Hellman algorithm was published in
[PH78], and the material concerning individual bits of B&crete Logarithm problem is based on
Peralta [R86]. For further information on thRiscrete Logarithm problem, we recommend the articles
by LaMacchia and Odlyzko [LO91] and McCurley ¢90].

The main reference book for finite fields is Lidl and Niederreiter [LN83]. McElieae8[lis a good
textbook on the subject, and a research monograph on applications of finite fields was published by
Menezest al. [MBGMVY93]. A recent article on thBiscrete Logarithm problem in GF(2) is Gordon
and McCurley [GM93].

The idea of using elliptic curves for public-key cryptosystems is due to Koblit@{Kand Miller [MI86].
Menezes [M93] is a monograph on elliptic curve cryptosystems. See also Menezes and Vanstone
[MV93] and Koblitz [K094]. For an elementary treatment of elliptic curves, see Silverman and Tate
[ST92]. The Menezes-Okamoto-Vanstone reduction of discrete logarithms from elliptic curves to finite
fields is given in [MOV94] (see also [883]).

The Merkle-Hellman Cryptosystem was presented in [MH78]. This system was broken by Shamir

[SH84], and the "iterated" version of the system was broken by Brickell [BR85]. A different

knapsack-type system, due to Chor and Rivest [CR88], has not been broken. For more information, see the
survey article by Brickell and Odlyzko [BO92].

The most important reference book for coding theory is MacWilliams and Sloane [MS77] There are many
good textbooks on coding theory, e.g., Hoffretial. [HLLPRW91] and Vanstone and van Oorschot

[VV89]. The McEliece Cryptosystemwas first described in [RI78]. A recent article discussing the

security of this cryptosystem is by Chabaudi9G].

Exercises

5.1 Implement Shanks’ algorithm for finding discrete Iogarithmzm, wherep is prime andx is a
primitive element. Use your program to find leg 12375 ingﬂdﬁﬂl and log; 248388 inds458000

5.2 Implement the Pohlig-Hellman algorithm for finding discrete Iogarithnzrn wherep is prime



anda is a primitive element. Use your program to finddd$p63 in4428703 and logo 12611 in
L3113

5.3 Find logs 896 in Znros using the algorithm presented in Figure 5.6, givenlth@) = 1 for[3
=25, 219 and 841, and, () = 0 for3 = 163, 532, 625 and 656.
5.4 Decrypt theElGamal ciphertext presented in Table 5.3. The parameters of the systpm arc

31847,a0 =5,a= 7899 an@ = 18074. Each element fzn represents three alphabetic characters as
in Exercise 4.6.

The plaintext was taken from "The English Patient,” by Michael Ondaatje, Alfred A. Knopf, Inc.,
New York, 1992.

P
5.5 Determine which of the following polynomials are irreducible (E? EE} 2k

5.6 The field GF(2) can be constructed Lolz)/(z° +2* + 1) perform the following
computations in this field.

(a) Computex? +x2) x (x3 +x + 1).

(b) Using the extended Euclidean algorithm, compxfet(x2)-1

(c) Using the square-and-multiply algorithm, comprAe.
5.7 We give an example of tieGamal Cryptosystemimplemented in GF(®). The polynomial

340y 2< /SUP>+1 s irreducible owza[x] and hencm;[z],l"{:"' +2z° +1) is the field GF(@). We can associate the 26
?t(etters of the alphabet with the 26 nonzero field elements, and thus encrypt ordinary text in a convenient way. We will use a
lexicographic ordering of the (nonzero) polynomials to set up the correspondence. This correspondence is as follows:

A & 1 B & 2 C & =z

D & z2+41 E & 42 F & 2z

G & 241 H & 2r+2 I & 2°

J & 2'+1 K & 842 L & z*+z

M & z24z+1 N & 24+z+2 0O & z%+2z
P & z'+42r+1 Q < zi+2r+2 R & 22

S & 22°+1 T & 222+2 U & 22%°4z
V & 2224241 W & 2224242 X & 22242z
Y & 2242241 Z & T4 42

Suppose Bob uses=x anda = 11 in an EIGamal system; thr= x + 2. Show how Bob will decrypt the following string of
ciphertext:

(K, H) (P X) (N, K) (H,R) (T,F) (V. Y) (E, H) (F, A) (T, W) (J, D)(U, J)



(3781, 14409)
(54000, 31486)
(31590, 26470)
(16160, 3129)
(30555, 24611)
(1616, 14170)
(14130, 22010)
(26004, 25056)
(29538, 5408)
(1777, 8737)
(23258, 3468)
(8836, 25898)
(10422, 5552)
(25115, 10840)
(23418, 22058)
(198886, 22344)
(21563, 7891)
(24271, 8480)
(30499, 14423)
(24875, 17641)
(3576, 4630)
(3149, 7400)
(21541, 19004)
(17561, 11884)
(26521, 5803)
(28327, 19237)

(31552, 3930)
(19936, 721)
(3781, 14409)
(301, 17252)
(20501, 2922)
(4294, 2307)
(25910, 19663)
(5400, 31486)
(3149, 7400)
(26117, 14251)
(26052, 20545)
(8794, 17358)
(1777, 8737)
(14130, 22010)
(24139, 9580)
(21600, 25505)
(28250, 21321)
(26592, 25457)
(5839, 24179)
(1777, 8737)
(26664, 27572)
(8951, 29435)
(5865, 29526)
(2209, 6107)
(14884, 14280)
(15313, 28649)

(27214, 15442)
(27765, 29284)
(15898, 30844)
(24689, 7776)
(13659, 5015)
(2320, 29174)
(19557, 10145)
(9526, 3019)
(9396, 3058)
(7129, 18195)
(21958, 5713)
(1777, 8737)
(3780, 16360)
(16081, 16414)
(173, 17075)
(27119, 19921)
(28327, 19237)
(9660, 7939)
(12846, 6598)
(18825, 19671)
(27011, 29164)
(2059, 3977)
(10536, 6941)
(10422, 5552)
(4328, 8635)

5.8 LetE be the elliptic curvg? =x3 +x + 28 defined ovez'” .
(a) Determine the number of points Bn
(b) Show thak is not a cyclic group.

(5809, 30274)
(29820, 7710)
(19048, 12914)
(28856, 15720)
(5740, 31233)
(3036, 20132)
(18899, 27609)
(12962, 15189)
(27149, 20535)
(25302, 10248)
(346, 31194)
(25038, 12483)
(11685, 133)
(28580, 20845)
(2016, 18131)
(23312, 16906)
(15313, 28649)
(10267, 20623)
(9284, 27858)
(31306, 11929)
(22763, 8992)
(16258, 30341)
(1777, 8737)
(19371, 21005)
(28250, 21321)



(c) What is the maximum order of an elemernEtFind an element having this order.
5.9 LetE be the elliptic curvg2 =x3 +x + 13 defined ovezﬂl . It can be shown tha&#= 34 and (9, 10) is an element of

L] L
order 34 irE. TheMenezes-Vanstone Cryptosysterdefined orE will have as its plaintext spawz-ﬂ X EIH . Suppose
Bob'’s secret exponent &= 25.
(a) Compute8 = aa.
(b) Decrypt the following string of ciphertext:
((4,9), 28, 7), (19, 28), 9, 13), ((5,22), 20, 17), ((25, 16), 12, 27).
(c) Assuming that each plaintext represents two alphabetic characters, convert the plaintext into an English word. (Here we
will use the correspondenée~ 1, ...,Z » 26, since 0 is not allowed in a (plaintext) ordered pair.)
5.10 Suppose thMerkle-Hellman Cryptosystem has as its public list of sizes the vector

t = (1394, 1256, 1508, 1987, 439, 650, 724, 339, 2303, 810).

Suppose Oscar discovers tpat 2503.
(a) By trial and error, determine the value a such that th@'l:lsttmodp is a permutation of a superincreasing list.
(b) Show how the ciphertext 5746 would be decrypted.

5.11 It can be shown that the mattikshown below is a parity-check matrix for a [15, 7, 5] code called a BCH code.

/1000100110101 1 1\
01 0 0611010111100
001 0601101011110
g—| 000100110101 111
1 0001 1 00O0CTI1T1O0TQ0TUO0T1
0 001 1 0O0O0CT1T1O0OUD0ODTG 011
0 01 01 0O0T1O0T1O0O0T1TC0 1
ku111101111n1111)

Decode, it possible, each of the following received vectorsing the syndrome decoding method.
(®r=(,10000000000,0,0,0).
(b)r=(,1,0,1,12,1,1,0,1,0,1,1,0,0, 0).
(©r=(,0,1,01,0,0,1,0,1,1,0,0,0, 0).
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Chapter 6
Signature Schemes

6.1 Introduction

In this chapter, we studyignature schemes, which are also called digital signatures. A "conventional”
handwritten signature attached to a document is used to specify the person responsible for it. A signature
is used in everyday situations such as writing a letter, withdrawing money from a bank, signing a contract,
etc.

A signature scheme is a method of signing a message stored in electronic form. As such, a signhed message
can be transmitted over a computer network. In this chapter, we will study several signature schemes, but
first we discuss some fundamental differences between conventional and digital signatures.

First is the question of signing a document. With a conventional signature, a signature is physically part of
the document being signed. However, a digital signature is not attached physically to the message that is
signed, so the algorithm that is used must somehow "bind" the signature to the message.

Second is the question of verification. A conventional signature is verified by comparing it to other,

authentic signatures. For example, when someone signs a credit card purchase, the salesperson is suppose
to compare the signature on the sales slip to the signature on the back of the credit card in order to verify
the signature. Of course, this is not a very secure method as it is relatively easy to forge someone else’s
signature. Digital signatures, on the other hand, can be verified using a publicly known verification
algorithm. Thus, "anyone" can verify a digital signature. The use of a secure signature scheme will prevent
the possibility of forgeries.

Another fundamental difference between conventional and digital signatures is that a "copy" of a signed
digital message is identical to the original. On the other hand, a copy of a signed paper document can
usually be distinguished from an original. This feature means that care must be taken to prevent a signed
digital message from being reused. For example, if Bob signs a digital message authorizing Alice to
withdraw $100 from his bank account (i.e., a check), he only wants Alice to be able to do so once. So the
message itself should contain information, such as a date, that prevents it from being reused.

A signature scheme consists of two componerggrang algorithm and averification algorithm. Bob

can sign a messageusing a (secret) signing algorithsig. The resulting signatueg(x) can subsequently
be verified using a public verification algorithrar. Given a pairX, y), the verification algorithm returns
an answer "true" or "false" depending on whether the signature is authentic.



Here is a formal defintion of a signature scheme.

DEFINITION 6.1 Asignatureschemeisafive-tuplefpuA1ﬁ--n*~q1 V) , where the following conditions
are satisfied:

1. P isafinite set of possible messages

2. Aisafinite set of possible signatures

3. K , the keyspace, is a finite set of possible keys

4. Foreach X € K , thereis a signing algorithm s € S and a corresponding verification
algorithmvery € V Each sigk : P — A and ver g PxA_ {true, false}are

functions such that the following equation is satisfied for every message Z € P and for every
signaturey € A -

B true rfy - .ﬂg{i"}
ver(z,y) = { false iy # sig(x).

For everyff € K , the functionsigk andver k should be polynomial-time functiongr g will be a
public function anagigk will be secret. It should be computationally infeasible for Oscar to "forge" Bob's

signature on a messagerlhat is, giverx, only Bob should be able to compute the signatuech that

ver(x, y) = true. A signature scheme cannot be unconditionally secure, since Oscar can test all possible
signaturey for a message using the public algorithrver, until he finds the right signature. So, given
sufficient time, Oscar can always forge Bob’s signature. Thus, as was the case with public-key
cryptosystems, our goal is to find signature schemes that are computationally secure.

As our first example of a signhature scheme, we observe thBSAg@ublic-key cryptosystem can be used
to provide digital signatures. See Figure 6.1.

Thus, Bob signs a messagasing theRSA decryption ruledk . Bob is the only person that can create the
signature sincdk =sigk is secret. The verification algorithm uses Rf®A encryption ruleex . Anyone
can verify a signature sineg is public.

Note that anyone can forge Bob’s signature on a "random" messggesmputingk = ek (y) for somey;
theny =sigk (). One way around this difficulty is to require that messages contain sufficient redundancy

that a forged signature of this type does not correspond to a "meaningful" mesgagpt with a very
small probability. Alternatively, the use of hash functions in conjunction with signature schemes will
eliminate this method of forging (cryptographic hash functions will be discussed in Chapter 7).

FPrHep e ey iy oy T
B = i o )l

e L L L D

Figure 6.1 RSA Signature Scheme



Finally, let's look briefly at how we would combine signing and public-key encryption. Suppose Alice
wishes to send a signed, encrypted message to Bob. Given a plairtéce would compute her
signaturey = sig ajice (X), and then encrypt bothandy using Bob’s public encryption functi@ggp,
obtainingz = eggp (X, ¥). The ciphertext would be transmitted to Bob. When Bob recexdse first
decrypts it with his decryption functiaggp to get &, y). Then he uses Alice’s public verification

function to check thater pjice (X, ) = true.
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What if Alice first encrypted, and then signed the result? Then she would compute
z = eBob(Z) and y = $ig ;e (2).

Alice would transmit the paiiz(y) to Bob. Bob would decry@ obtainingx, and then verify the signature
y onx usingver ajice . One potential problem with this approach is that if Oscar obtains apgiof this

type, he could replace Alice’s signatyrby his own signature

y, - S‘Igﬂscar [z} .

(Note that Oscar can sign the ciphertexteggp(X) even though he doesn’'t know the plaintextThen, if
Oscar transmitsz(y') to Bob, Oscar’s signature will be verified by Bob usmgoscar, and Bob may infer

that the plaintexx originated with Oscar. Because of this potential difficulty, most people recommend
signing before encrypting.

Figure 6.2 EIGamal Signature Scheme

6.2 The ElIGamal Sighature Scheme

We now describe thElGamal Signature Schemewhich was described in a 1985 paper. A modification

of this scheme has been adopted as a digital signature standard by the National Institute of Standards and
Technology (NIST). Th&lGamal Schemeis designed specifically for the purpose of signatures, as

opposed t&RSA, which can be used both as a public-key cryptosystem and a signature scheme.

TheElGamal Signature Schemas non-deterministic, as was tBéGamal Public-key Cryptosystem

This means that there are many valid signatures for any given message. The verification algorithm must be
able to accept any of the valid signatures as authentic. The descriptiorEt@®#meal Signature Scheme

is given in Figure 6.2.

If the signature was constructed correctly, then the verification will succeed, since



ﬁ’*-f’ = a®Tat? (mod p)
a® (mod p),

where we use the fact that
ay + ké =z (mod p—1).

Bob computes a signature using both the secret @glwiich is part of the key) and the secret random
numberk (which is used to sign one message T he verification can be accomplished using only public
information.

Let's do a small example to illustrate the arithmetic.
Example 6.1
Suppose we take= 467,0 = 2,a=127; then

A =a"modp

= 2'*" mod 467
= 132,

Suppose Bob wants to sign the messagd 00 and he chooses the random vilae213 (note that
gcd(213, 466) = 1 and 218mod 466 = 431). Then

v = 2%1% mod 467 = 29
and
0 = (100 — 127 x 29)431 mod 466 = 51.
Anyone can verify this signature by checking that

13229295! = 189 (mod 467)

and
2100 = 189 (mod 467).

Hence, the signature is valid.

Let's look at the security of tHelGamal Signature SchemeSuppose Oscar tries to forge a signature for
a given message without knowinga. If Oscar chooses a valyand then tries to find the corresponding
8, he must compute the discrete logarithmylog'B-Y< SMALL> ‘on the other hand, if he first choogeand then tries

to findy, he is trying to "solve" the equation



B879* = o® (mod p)

for the "unknown'y. This is a problem for which no feasible solution is known; however, it does not seem to be related to any well-studied
problem such as tHaiscrete Logarithm problem. There also remains the possibility that there might be some way to cympdde
simultaneously in such a way thgt §) will be a signature. No one has discovered a way to do this, but conversely, no one has proved that
it cannot be done.

If Oscar choosegandd and then tries to solve far he is again faced with an instance of[Ehigcrete Logarithm problem, namely the
computation of log Byy6< /SUP>. Hence, Oscar cannot sign a "random" message using this approach. However, there is a method by

which Oscar can sign a random message by chogsingndx simultaneously: Suppos@nd] are integers, 8i <p-2,0<j<p- 2, and
gcd(, p - 1) = 1. Then perform the following computations:

v=a'# modp
= =" mod (p-1)
z = =7ij"! mod (p - 1),
wherej 1is computed modul(- 1) (this is where we require th&be relatively prime t@ - 1).
We claim thaty, o) is a valid signature for the messag@his is proved by checking the verification condition:
By = g7(a'#)""" (mod p)
= a7 g7 (mod p)
= a7 (mod p)

= a® [mod p).
We illustrate with an example.

Example 6.2

As in the previous example, suppgse 467,00 = 2 andB = 132. Suppose Oscar chooses99 and = 179; then 1 mod - 1) =151. He
would compute the following:

299132179 mod 467

Y — = 117
d = =117x 151 mod 466 = 41
r = 99 x 41 mod 466 = 3J3l.

Then (117, 41) is a valid signature for the message 331, as may be verified by checking that

132"7117*! = 303 (mod 467)

and

2°%1 = 303 (mod 467).

Hence, the signature is valid.



Here is a second type of forgery, in which Oscar begins with a message previously signed by Bob. wappoaevalid signature for a
message. Then it is possible for Oscar to sign various other messages. Stppese] are integers, & h,i,j <p- 2, and gcdiy-jo, p -
1) = 1. Compute the following:

A=7"a' modp
p = 8A(hy = 58)7 mod (p - 1)
z' = Alhz 4 i8)(hy = 58)" " mod (p- 1),

where hy-j6)'1 is computed modulg(- 1). Then, it is tedious but straight-forward to check the verification condition:

(]
A = a® (mod p).
Hence &, ) is a valid signature fot'.
Both of these methods produce valid forged signatures, but they do not appear to enable an opponent to forge a signature on a message of
his own choosing without first solving a discrete logarithm problem. Hence, they do not seem to represent a threat to the security of the
ElGamal Signature Scheme
Finally, we mention a couple of ways in which Ei&amal Schemecan be broken if it is used carelessly (these are further examples of

protocol failures, some of which were discussed in the exercises of Chapter 4). First, the randemsealue computing a signature
should not be revealed. Forkifs known, it is a simple matter to compute

a=(x—ké)y " mod (p—1).

Of course, onca is known, then the system is broken and Oscar can forge signatures at will.
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Another misuse of the system is to use the same katusigning two different messages. This also
makes it easy for Oscar to compatand hence break the system. This can be done as follows. Suppose
(v, 01) is a signature or; and §, d»2) is a signature or,. Then we have

B74% = o®' (mod p)
and

B19% = a** (mod p).
Thus

a® "% = %1% (mod p).
Writing y = a K, we obtain the following equation in the unknokvn
a7 = gklhi=d2) (mod p),
which is equivalent to
&, — &z = k(4 — d2) (mod p—1).

Now letd=gcd 1 -02,p-1). Sinced | (p- 1) andd | @1 - d2), it follows thatd | (x1 - X2). Define

I;___Il—iz
d
8 — 2
§ =
d
N Lk
=

Then the congruence becomes:



z' = ké' (mod p').
Since gcdy', p') = 1, we can compute
e=(4")"! mod p'.
Then value ok is determined modulp' to be
k=z'e mod p'.
This yieldsd candidate values fdx
k=2z2'e+ip' mod (p-1)

for somei, 0<i<d- 1. Of thesal candidate values, the (unique) correct one can be determined by testing
the condition

v = o (mod p).

6.3 The Digital Signature Standard

TheDigital Signature Standard (or DSS is a modification of th&lGamal Signature Schemelt was
published in the Federal Register on May 19, 1994 and adopted as a standard on December 1, 1994
(however, it was first proposed in August, 1991). First, we want to motivate the changes that are made to
ElGamal, and then we will describe how they are accomplished.

In many situations, a message might be encrypted and decrypted only once, so it suffices to use any
cryptosystem which is known to be secure at the time the message is encrypted. On the other hand, a
signed message could function as a legal document such as a contract or will, so it is very likely that it
would be necessary to verify a signature many years after the message is signed. So it is important to take
even more precautions regarding the security of a signature scheme as opposed to a cryptosystem. Since
the EIGamal Schemeis no more secure than tBbéscrete Logarithm problem, this necessitates the use of

a large modulup. Certainlyp should have at least 512 bits, and many people would argue that the length

of p should be 1024 bits in order to provide security into the foreseeable future.

However, even a 512 bit modulus leads to a signature having 1024 bits. For potential applications, many
of which involve the use of smart cards, a shorter signature is desD&3enodifies theElGamal
Schemein an ingenious way so that a 160-bit message is signed using a 320-bit signature, but the

computations are done using a 512-bit modpluehe way that this done is to work in a subgrou,zp,'f
of size 2180, The assumed security of the scheme is based on the belief that finding discrete logarithms in

this specified subgroup &y’ is secure.

The first change we make is to change the "-" to a "+" in the definitidnsaf



8 = (x +ay)k™" mod (p—1).
This changes the verification condition to the following:
a® 3" = 4* (mod p). (6.1)

If gcd(x +ay,p - 1) = 1, therd mod p - 1) exists, and we can modify condition (6.1), producing the
following:

a®"' 375" = 4 (mod p). (6.2)

Now here is the major innovation in tB&S We suppose thatis a 160-bit prime such that| (p - 1),
anda is aqgth root of 1 modul. (It is easy to construct such anLeta g be a primitive element (,EI" ,

and definex = a g (p-1)/a< /SMALL> modp.) ThenB andy will also begth roots of 1. Hence, any exponentsiof andy can be

reduced modulg without affecting verification condition (6.2). The tricky point is thappears as an exponent on the left side of (6.2),

and again < but not as an exponent < on the right side of (6.2)y &oréduced modulq, then we must also reduce the entire left side of

(6.2) modulag in order to perform the verification. Observe that (6.1) will not work if the extra reductions ntpaieaone. The complete
description of théSSis given in Figure 6.3.

Notice that is necessary trﬁ ?é 0 (modg) since the valug-1 modq is needed to verify the signature (this is analogous to the
requirement that gcd(p-1) = 1 when we modified (6.1) to obtain (6.2)). If Bob computes a \s#u@ (modaq) in the signing algorithm, he
should reject it and construct a new signature with a new rakddfe should point out that this is not likely to cause a problem in practice:
the probability thad = 0 (modq) is likely to be on the order of':zlGO, so for all intents and purposes it will almost never happen.

Figure 6.3 Digital Signature Standard
Here is a small example to illustrate.

Example 6.3

Suppose we takg= 101 angp = 781 + 1 = 7879. 3 is a primitive eIementETB?ﬂ , SO we can take

a = 378 mod 7879 = 170.

Suppose = 75; then
B = a® mod 7879 = 4567.

Now, suppose Bob wants to sign the messag@2 and he chooses the random vélaes0, so



k! mod 101 = 99.

Then
v = (170° mod 7879) mod 101
= 2518 mod 101
=94
and

d = (22 4+ 75 x 94)99 mod 101
=g7.

The signature (94, 97) on the message 22 i verified by the following computations:
57! =977 mod 101 = 25
e; = 22 x 25 mod 101 = 45
eo = 94 x 25 mod 101 = 27
(170*°4567%" mod 7879) mod 101 = 2518 mod 101 = 94.

Hence, the signature is valid.

When theDSSwas proposed in 1991, there were several criticisms put forward. One complaint was that the selection process by NIST was
not public. The standard was developed by the National Security Agency (NSA) without the input of U. S. industry. Regardless of the
merits of the resulting scheme, many people resented the "closed-door" approach.

Of the technical criticisms put forward, the most serious was that the size of the npdakifixed at 512 bits. Many people would prefer

that the modulus size not be fixed, so that larger modulus sizes could be used if desired. In reponse to these comments, NIST altered the
description of the standard so that a variety of modulus sizes are allowed, namely, any modulus size divisible by 64, in the range from 512
to 1024 bits.
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Another complaint about tHeSSwas that signatures can be generated considerably faster than they can
be verified. In contrast, RSA is used as a signature scheme and the public verification exponent is very
small (say 3, for example), then verification can be performed much more quickly than signing. This leads
to a couple of considerations concerning the potential applications of the signature scheme:

1. A message will only be signed once. On the other hand, it might be necessary to verify the
signature many times over a period of years. This suggests that a faster verification algorithm would
be desirable.

Figure 6.4 Lamport Signature Scheme

2. What types of computers are likely to be doing the signing and verifying? Many potential
applications involve smart cards, with limited processing power, communicating with a more
powerful computer. So one might try to design a scheme so that fewer computations are likely to be
done by a card. But one can imagine situations where a smart card would generate a signature, and
other situations where a smart card would verify a signature, so it is difficult to give a definitive
answer here.

The response of NIST to the question of signature generation/verification times is that it does not really
matter which is faster, provided that both can be done sufficiently quickly.

6.4 One-time Signatures

In this section, we describe a conceptually simple way to construct a one-time signature scheme from any
one-way function. The term "one-time" means that only one message can be signed. (The signature can be
verified an arbitrary number of times, of course.) The description of the scheme, knowhas plogt

Signhature Schemeis given in Figure 6.4.

Informally, this is how the system works. A message to be signed is a kingolg. Each bit is signed
individually: the value; ; corresponds to thiéh bit of the message having the vale= 0, 1). Eaclz;

is the image of;j under the one-way functidnTheith bit of the message is signed using the preimage
yij of thezjj corresponding to thigh bit of the message. The verification consists simply of checking that
each element in the signature is the preimage of the appropriate public key element.



We illustrate the scheme by considering one possible implementation using the exponentiation function
f(xX) = a* modp, wherea is a primitive element modulm

Example 6.4

7879 is prime and 3 is a primitive elemen®7879 . Define

f(z) = 3 mod 7879,

Suppose Bob wishes to sign a message of three bits, and he chooses the six (secret) random numbers

.0 = 5831
1,1 =735
Y20 = 803
Yo1 = 2467
Y30 = 4285
ys. = 6449.

Then he computes the images of yiseunder the functioift

z1.0 = 2009
z1,1 = 3810
230 = 4672
zp1 = 4721
23,0 = 268

z31 = §731.

Thesez's are published. Now, suppose Bob wants to sign the message
e B H].
The signature fox is

(11,15 U2,1, ¥2.0) = (735, 2467, 4285).

To verify this signature, it suffices to compute the following:



37 mod 7879 = 3810
32467 mod 7879 = 4721
312%5 mod 7879 = 268,

Hence, the signature is valid.

Oscar cannot forge a signature because he is unable to invert the one-way fuocilotain the secret

y's. However, the signature scheme can be used to sign only one message. For, given signatures for two
different messages, it is (usually) an easy matter for Oscar to construct signatures for further messages
(different from the first two).

For example, suppose the messages (0, 1, 1) and (1, 0, 1) are both signed using the same scheme. The
message (0, 1, 1) would have as its signature the tyiplg ¢2 1, ¥3,1), and the message (1, 0, 1) would

be signed withy(1 1, 2,0, ¥3,1)- Given these two signatures, Oscar can manufacture signatures for the
messages (1, 1, 1) (namely; 4, 2,1, ¥3,1)) and (0, 0, 1) (namelyy{ o, ¥2,0. ¥3,1))-

Even though this scheme is quite elegant, it is not of great practical use due to the size of the signatures it
produces. For example, if we use the modular exponentiation function, as in the example above, then a
secure implementation would require thdte at least 512 bits in length. This means that each bit of the
message is signed using 512 bits. Consequently, the signature is 512 times as long as the message!

We now look at a modification due to Bos and Chaum that allows the signatures to be made somewhat
shorter, with no loss of security. In thamport Scheme the reason that Oscar cannot forge a signature
on a (second) message, given a signature on one message, isysatdhresponding to one message are
never a subset of thés corresponding to another (distinct) message.

Suppose we have a Brof subsets of a sésuch thaBz € B only if B4 =B», for allBq, B, C B:

. ThenB is said to satisfy th8perner property. Given a seB of even cardinality 2, it is known that the
2n
maximum size of a sd3 of subsets oB having the Sperner property u] . This can easily be obtained

by taking all then-subsets oB: clearly non-subset is contained in anothresubset.

Now suppose we want to sigrkdit message, as before, and we choolsege enough so that

ot < (?n)‘
n
Let B = 2h and letB denote the set afsubsets oB. Let{0:1}* =+ B pe a publicly known injection.

Then we can associate each possible message witbubset ir3 . We will have 2 y'sand 2 Zs, and
each message will be signed witly’'s. The complete description of tB®s-Chaum Schemés given in
Figure 6.5.
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The advantage of tHRos-Chaum Schemés that signatures are shorter than withltasport Scheme

For example, suppose we wish to signh a message of six bitk .6), Since 2 = 64 anc'[ﬂ =70 we
can taken = 4. This allows a six-bit message to be signed withy@uias opposed to six witbamport .
As well, the key is shorter, consisting of eiglstas opposed to twelve wittamport.

A o s g P 4401 At e
T B v e

Figure 6.5 Bos-Chaum Signature Scheme

TheBos-Chaum Schemeequires an injective functiapthat associates ansubset of a2set with each
possible binark-tuplex = (x4, ...,Xk). We present one simple algorithm to do this in Figure 6.6.

Applying this algorithm withx = (0, 1, 0, 0, 1, 1), for example, yields
#(z) = {2,4,6,8).

In general, how big ia in theBos-Chaum Schemes compared tk? We need to satisfy the inequality

ok & {9"] . . . .
= bn /! If we estimate the binomial coefficient

(). )
n) ~ (nh)?

using Stirling’s formula, we obtain the quant2’"/v@1 _After some simplification, the inequality
becomes

i By lngzénﬂ'}

Figure 6.6 Computation ofpin the Bos-Chaum Scheme



Asymptatically,n is aboutk/2, so we obtain an almost 50% reduction in signature size by using the
Bos-Chaum Scheme

6.5 Undeniable Signatures

Undeniable signatures were introduced by Chaum and van Antwerpen in 1989. They have several novel
features. Primary among these is that a signature cannot be verified without the cooperation of the signer,
Bob. This protects Bob against the possibility that documents signed by him are duplicated and distributed
electronically without his approval. The verification will be accomplished by means of a
challenge-and-response protocol.

But if Bob’s cooperation is required to verify a signature, what is to prevent Bob from disavowing a
signature he made at an earlier time? Bob might claim that a valid signature is a forgery, and either refuse
to verify it, or carry out the protocol in such a way that the signature will not be verified. To prevent this
from happening, an undeniable signature scheme incorpordites/@val protocol by which Bob can

prove that a signature is a forgery. Thus, Bob will be able to prove in court that a given forged signature is
in fact a forgery. (If he refuses to take part in the disavowal protocol, this would be regarded as evidence
that the signature is, in fact, genuine.)

Thus, an undeniable signature scheme consists of three components: a signing algorithm, a verification
protocol, and a disavowal protocol. First, we present the signing algorithm and verification protocol of the
Chaum-van Antwerpen Undeniable Signature Schemia Figure 6.7.

Figure 6.7 Chaum-van Antwerpen Undeniable Sighature Scheme

We should explain the roles pfandq in this scheme. The scheme Iive:zn; however, we need to be

able to do computations in a multiplicative subgr@uef Zyp” of prime order. In particular, we need to be
able to compute inverses moduB,|which is why@| should be prime. It is convenient to tgke 29 + 1
whereq is prime. In this way, the subgro@is as large as possible, which is desirable since messages
and signatures are both element&of

We first prove that Alice will accept a valid signature. In the following computations, all exponents are to
be reduced modulg. First, observe that

d=c"" (mod p)

= yh1a7 gese” (mod p).



Since
3 = a” (mod p),
we have that

8*" = a (mod p).

Similarly,
y = z" (mod p)
implies that
¥ =z (mod p).
Hence,
d = z*' a* (mod p),
as desired.

Here is a small example.
Example 6.5

Suppose we take= 467. Since 2 is a primitive element 2 4 is a generator @, the quadratic residues
modulo 467. So we can take= 4. Supposa = 101, then

3 = a® mod 467 = 449,
Bob will sign the message= 119 with the signature

y = 119" mod 467 = 129.

Now, suppose Alice wants to verify the signatur8uppose she chooses the random valyes38,e, =

397. She will compute = 13, whereupon Bob will respond with= 9. Alice checks the response by
verifying that

119°%4%97 = 9 (mod 467).

Hence, Alice accepts the signature as valid.

We next prove that Bob cannot fool Alice into accepting a fradulent signature as valid, except with a very
small probability. This result does not depend on any computational assumptions, i.e., the security is
unconditional.



THEOREM 6.1

Ify # z* (modp), then Alice will accept y as a valid signature for x with probability 1/g.

PROOF First, we observe that each possible challeng@responds to exacttyordered pairse , €2)

(this is becausg andp are both elements of the multiplicative graspf prime ordeg). Now, when Bob
receives the challengg he has no way of knowing which of thgossible ordered pairey, e2) Alice

used to construct We claim that, i¥ #z° (modp), then any possible resporgsél G that Bob might
make is consistent with exactly one of thpossible ordered paireq, €2).

Sincea generatess, we can write any element Gfas a power afi, where the exponent is defined

uniquely modulay. So writec =a', d =al, x=aX, and¥ = @ where®+J» k€€ Lg and all
arithmetic is modul@. Consider the following two congruences:

¢ = y°' 52 (mod p)
d = 2 a®? (mod p).
This system is equivalent to the following system:

i = fey + aey (mod q)

j = ke, + e2 (mod g).
Now, we are assuming that
y Z z (mod p),
so it follows that

£ # ak (mod q).

Hence, the coefficient matrix of this system of congruences modws non-zero determinant, and thus
there is a unique solution to the system. That is, e is the correct response for exactly one of the
g possible ordered paire, €2), Consequently, the probability that Bob gives Alice a respdtisat will

be verified is exactly &j and the theorem is proved.
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We now turn to the disavowal protocol. This protocol consists of two runs of the verification protocol and
is presented in Figure 6.8.

Steps 1-4 and steps 5-8 comprise two unsuccessful runs of the verification protocol. Step 9 is a
"consistency check" that enables Alice to determine if Bob is forming his responses in the manner
specified by the protocol.

The following example illustrates the disavowal protocol.
Example 6.6

As before, suppose= 467,0 = 4,a = 101 and3 = 449. Suppose the message 286 is signed with the
(bogus) signaturg = 83, and Bob wants to convince Alice that the signature is invalid.

Figure 6.8 Disavowal protocol

Suppose Alice begins by choosing the random vadyes 45,e, = 237. Alice computes = 305 and Bob
responds witld = 109. Then Alice computes

286454237 mod 467 = 149.

Since 149 109, Alice proceeds to step 5 of the protocol.

Now suppose Alice chooses the random valyes 125,f, = 9. Alice compute€ = 270 and Bob
responds witlD = 68. Alice computes

28612%4° mod 467 = 25.

Since 25 68, Alice proceeds to step 9 of the protocol and performs the consistency check. This check
succeeds, since

(109 x 4~237)12% = 188 (mod 467)



and
(68 x 47%)% = 188 (mod 467).

Hence, Alice is convinced that the signature is invalid.
We have to prove two things at this point:

1. Bob can convince Alice that an invalid signature is a forgery.
2. Bob cannot make Alice believe that a valid signature is a forgery except with a very small
probability.

THEOREM 6.2
Ify & z° (modp), and Alice and Bob follow the disavowal protocol, then
(da—*2)"" = (Da~2)*" (mod p).
PROOF Using the facts that
d=c"" (mod p),
¢ = y*' 5% (mod p)
and
8 = a® (mod p),

we have that

{dﬂf—“j‘r’

(wer o)™ cr"”)f' (mod p)
oo B g higmh (mod p)
y1¢ figeafig=eafi (mod p)
¥ Nt (mad p).

= =t — 1 2
A similar computation, using the facts t? = €% (mod p), C = yh pf (modp) andB=a?
(modp), establishes that

(Da~'2)% = ynﬂ"h (mod p),



so the consistency check in step 9 succeeds.

Now we look at the possibility that Bob might attempt to disavow a valid signature. In this situation, we
do not assume that Bob follows the protocol. That is, Bob might not condtadD as specified by the
protocol. Hence, in the following theorem, we assume only that Bob is able to produced\said&s

which satisfy the conditions in steps 4, 8, and 9 of the protocol presented in Figure 6.8.

THEOREM 6.3
Supposey = x2 (modp) and Alice follows the disavowal protocol. If
d #Z 2 a®? (mod p)
and
D # zf'a’* (mod p),
then the probability that
(da~*2)" # (Da™'2)*" (mod p)
isl-14.
PROOF Suppose that the following congruences are satisfied:
y = z% (mod p)
d # 2 a®* (mod p)
D # 2o’ (mod p)
{da~*2)* = (Da~1?)** (med p).
We will derive a contradiction.

The consistency check (step 9) can be rewritten in the following form:
D = do"* a’? (mod p),
where
dp = d/*1a~*2/¢1 mod p
is a value that depends only on steps 1-4 of the protocol.

Applying Theorem 6.1, we conclude tlyas a valid signature fatg with probability 1 - 1¢. But we are
assuming thay is a valid signature fot. That is, with high probability we have



2 = do® (mod p),
which implies thak =dg.
However, the fact that
d # z% a®? (mod p)

means that

z # d'/*1a~*3/%1 (mod p).
Since

do = d"/" a**/% (mod p),
we conclude that # dg and we have a contradiction.

Hence, Bob can fool Alice in this way with probability1/

6.6 Fail-stop Signatures

A fail-stop signature scheme provides enhanced security against the possibility that a very powerful
adversary might be able to forge a signature. In the event that Oscar is able to forge Bob’s signature on a
message, Bob will (with high probability) subsequently be able to prove that Oscar’s signature is a
forgery.

In this section, we describe a fail-stop signature scheme constructed by van Heyst and Pedersen in 1992.
This is a one-time scheme (only one message can be signed with a given key). The system consists of
signing and verification algorithms, as well as a "proof of forgery" algorithm. The description of the
signing and verification algorithms of than Heyst and Pedersen Fail-stop Signature Schense

presented in Figure 6.9.

It is straightforward to see that a signature produced by Bob will satisfy the verification condition, so let's
turn to the security aspects of this scheme and how the fail-stop property works. First we establish some
important facts relating to the keys of the scheme. We begin with a definition. Two/keys, (a1, ao,

b1, b2) and (772,81, 83,51, 52) are said to bequivalent if "1 = M and¥2 = T2+ . Itis easy to see that
there are exactlg? keys in any equivalence class.

We establish several lemmas.
LEMMA 6.4

Suppose K and K' are equivalent keys and suppose that ver g (X, y) = true.Then ver ' (X, y) = true.



PROOF SUPPOSK = (y1, V2, a1, az, by, by) andk’ = (¥1+ 12 982,01, 53 ), where
71 = a® §° mod p = &1 §° mod p

and
72 = a® % mod p = a® A% mod p.

Supposeis signed using(, producing the signatuse= (y1, y2), where

¥ = a; + b mod g,
f2 = as + b mod q.

Now suppose that we verifyusingK':
a¥ gv? = aa'. +zb) ﬂa;ﬂb; [mnd p}
= a1 3*2(a™ §%)* (mod p)
my2" (mod p).

Thus,y will also be verified using('.

| e

[P e B
-
-
=
& measkusy
ko e By

e d - e i B A

Figure 6.9 van Heyst and Pedersen Fail-stop Signature Scheme

LEMMA 6.5

Suppose K isa key andy =sigk (X). Then there are exactly g keys K' equivalent to K such that y = sigk:
(%)

PROOF Suppose&/1 andys are the public components i§f We want to determine the number of 4-tuples
(a1, a5, by, by) such that the following congruences are satisfied:



1 = a™ 3" (mod p)
12 = &” #% (mod p)
Y1 = ay + by (mod ¢)
y2 = az + zbs (mod gq).
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Sincea generatess, there exist unique exponelf‘:1 162,80 € Eﬁ' such that
M =™ (mod p),

72 = ™ (mod p)
and

B = a" (mod p).

Hence, it is necessary and sufficient that the following system of congruences be satisfied:

€1 = a; + agas (mod q)
¢z = by + agbe (mod ¢)
1 = 6 + zb; (mod gq)

¥2 = az + b (mod g).

This system can, in turn, be written as a matrix equathE*?n as follows:

1 ng 0 0 a) (851
0 0 1 ap Qs _ Cg
1 0 = 0 b || wn
0 1 0 = bz 2

Now, the coefficient matrix of this system can be seen to havelramiee: Clearly, the rank is at least

Z

three since rows 1, 2 and 4 are linearly independent™ ?erAnd the rank is at most three since

Ltherank of a matrix is the maximum number of linearly independent rows it contains

ry + zry — r3 — agrq = (0,0,0,0),



wherer; denotesth row of the matrix.

Now, this system of equations has at least one solution, obtained by using kheSkage the rank of the
coefficient matrix is three, it follows that the dimension of the solution space is 4 - 3 = 1, and there are
exactlyq solutions. The result follows.

By similar reasoning, the following result can be proved. We omit the proof.
LEMMA 6.6

SupposeKisakey, y =sigk (X), and ver g (X, y') = true,where X' # x. Then there is at most one key K’
equivalent to K such that y = sigk' (X) and y' =sigk: (X).

Let's interpret what the preceding two lemmas say about the security of the scheme. Givenahatlid
signature for messagethere arel possible keys that would have signedith y. But for any messagé
# X, theseg keys will producey different signatures oxi. Thus, the following theorem results.

THEOREM 6.7

Giventhat sigk (X) =y and X' # x, Oscar can compute sigk (x') with probablity 1/g.

Note that this theorem does not depend on the computational power of Oscar: the stated level of security is
obtained because Oscar cannot tell which pbssible keys is being used by Bob. So the security is
unconditional.

We now go on to look at the fail-stop concept. What we have said so far is that, given a sygorature

message, Oscar cannot compute Bob’s signatyiren a different messageé It is still conceivable that
Oscar can compute a forged signatyire siggk (') which will still be verified. However, if Bob is given a

valid forged signature, then with probability 1 g b can produce a "proof of forgery." The proof of
forgery is the valueg = logy B, which is known only to the central authority.

So we assume that Bob possesses ayayf') such thater g (X, y') = true and/” # sigk (X). That is,
172" = a¥ f*% (mod p),

{ I H'} . . ( ! [ )
wherey" = ( Yi:Y2). ). Now, Bob can compute his own signaturexomamelyy' = ( Y1, ¥2/s ), and
it will be the case that

n® =a¥ g% (mod p).
Hence,

aVi ¥z = oV g¥a (mod p).



Writing g =a modp, we have that
a¥i taovs = ¥ +e0¥%: (mod p),
or
vy +aoys =y + agyy (mod q).
This simplifies to give

yy — ¥ = aolys — v3) (mod g).

! F.i' 2
Now, ¥2 # V2 (modaq) sincey is a forgery. Hencefﬁ\"':! - v2) )"1 modq exists, and
ao = log, B = (¥i — v1)(¥s — vy)~" mod q.

Of course, by accepting such a proof of forgery, we assume that Bob cannot compute the discrete
logarithm logy B by himself. This is a computational assumption.

Finally, we remark that the scheme is a one-time scheme since BolKsclgyeasily be computed if two
messages are signed uskug

We close with an example illustrating how Bob can produce a proof of forgery.

Example 6.7

Suppose = 3467 =2 x 1733 + 1. The element 4 has order 1733 Zsaer" . Suppose thag = 1567,
o)

8 = 4997 mod 3467 = 514.

(Recall that Bob knows the valuescofindf3, but notag.) Suppose Bob forms his key usiag = 888,a»
=1024,b1 =786 ando =999, so

v = 45885141021 mod 3467 = 3405
and
va = 4786514999 mod 3467 = 2281.

Now, suppose Bob is presented with the forged signature (822, 55) on the message 3383. This is a valid
signature since the verification condition is satisfied:



3405 x 2281%%3 = 2282 (mod 3467)
and
4%225145° = 2282 (mod 3467).

On the other hand, this is not the signature Bob would have constructed. Bob can compute his own
signature to be

(888 + 3383 x 786 mod 1733, 1024 + 3383 x 999 mod 1733) = (1504, 1291).

Then, he proceeds to calculate the secret discrete log
ap = (822 — 1504)(1291 - 55)~! mod 1733 = 1567.

This is the proof of forgery.

6.7 Notes and References

For a nice survey of signature schemes, we recommend Mitchell, Piper, and Wild [MPW92]. This paper
also contains the two methods of forgil§samal signatures that we presented in Section 6.2.

TheElGamal Signature Schemavas presented in EIGamally85]. TheDigital Signature Standard

was first published by NIST in August 1991, and it was adopted as a standard in December 1994
[NBS94]. There is a lengthy discussionbSand the controversy surrounding it in the July 1992 issue
of the Communications of the ACM. For a response by NIST to some of the questions raised, see [SB93].

TheLamport Schemeis described in the 1976 paper by Diffie and Hellman [DH76]; the modification by
Bos and Chaum is in [BC93]. The undeniable signature scheme presented in Section 6.5 is due to Chaum
and van Antwerpen [ZA90]. The fail-stop signature scheme from Section 6.6 is due to van Heyst and
PedersenfHP93].

Some examples of well-known "broken" signature schemes includgnipesSchnorr-Shamir Scheme
[OSS85] (broken by Estesal. [EAKMMS86]); and theBirational Permutation Schemeof Shamir

[SH94] (broken by Coppersmith, Stern, and Vaudenay [CSV94]). FigBiGN is a signature scheme

due to Fujioka, Okamoto, and Miyaguchi [FOM91]. Some versions of the scheme were broken, but the
variation in [FOM91] has not been broken.
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Exercises

6.1 Suppose Bob is using tB#Gamal Signature Schemeand he signs two messaggsandxs»
with signaturesy 01) and §, d2), respectively. (The same value fopccurs in both signatures.)
Suppose also that g&d( - 62, p- 1) = 1.

(a) Describe hovk can be computed efficiently given this information.
(b) Describe how the signature scheme can then be broken.
(c) Suppose = 318470 =5 andB = 25703. Perform the computationkofinda, given the
signature (23972, 31396) for the messageB990 and the signature (23972, 20481) for the
message = 31415.
6.2 Suppose | implement tli§Gamal Signature Schemewith p = 318470 =5 andB = 26379.
Write a computer program which does the following.
(a) Verify the signature (20679, 11082) on the messag20543.
(b) Determine my secret exponeatusing the Shanks time-memory tradeoff. Then determine
the random valuk used in signing the message
6.3 Suppose Bob is using tB#Gamal Signature Schemes implemented in Example 6= 467,
o =2 andB = 132. Suppose Baob has signed the messagE00 with the signature (29, 51).
Compute the forged signature that Oscar can then form by lusid@2,i = 45 and = 293. Check
that the resulting signature satisfies the verification condition.
6.4 Prove that the second method of forgery orBl@&amal Signature Schemedescribed in
Section 6.2, also yields a signature that satisfies the verification condition.
6.5 Here is a variation of tHelGamal Signature SchemeThe key is constructed in a similar

manner as before: Bob choo® € Zz” 10 be a primitive elemend,is a secret exponentf0a<p -
2) such that gcda(p - 1) = 1, ang3 = a @ modp. The keyK = (a, a, B), wherea and are public
anda s secret. Le¥ € &p pe a message to be signed. Bob computes the sigaaije= (y, 0),

where
k
¥=a modp
and
§=(z—kvy)a~' mod (p-1).
The only difference from the originBElGamal Schemes in the computation a. Answer the

following questions concerning this modified scheme.
(a) Describe how a signaturg §) on a messagewould be verified using Bob’s public key.



(b) Describe a computational advantage of the modified scheme over the original scheme.
(c) Briefly compare the security of the original and modified scheme.
6.6 Suppose Bob uses tBSSwith = 101,p=7879,a = 170,a= 75 and3 = 4567, as in Example
6.3. Determine Bob’s signature on the messag&?2 using the random vallke= 49, and show how
the resulting signature is verified.

6.7 In theLamport Scheme suppose that twietuples,x andx’, are signed by Bob. L& = d(z,2)

denote the number of coordinates in whidmdx' differ. Show at Oscar can now sigf — 2 new
messages.

6.8 In theBos-Chaum Schemavith k = 6 andn = 4, suppose that the messages(0, 1, 0, 0, 1, 1)

andx =(1, 1,0, 1, 1, 1) are signed. Determine the new messages that be signed by Oscar, knowing
the signatures oxandx'.

6.9 In theBos-Chaum Schemgsuppose that twietuplesx andx’ are signed by Bob. Let

¢ = [¢{z) U #(z')|- Show that Oscar can now sils) = 2 new messages.

6.10 Suppose Bob is using tldhaum-van Antwerpen Undeniable Signature Schemas in

Example 6.5. That i = 467,a = 4,a= 101 and3 = 449. Suppose Bob is presented with a signature
y = 25 on the message= 157 and he wishes to prove it is a forgery. Suppose Alice’s random
numbers areq = 46,e, = 123,f1 =198 and, = 11 in the disavowal protocol. Compute Alice’s

challenges¢ andd, and Bob'’s responseS,andD, and show that Alice’s consistency check will
succeed.

6.11 Prove that each equivalence class of keys iP#@uersen-van Heyst Fail-stop Signature
Schemecontaingy? keys.

6.12 Suppose Bob is using tRedersen-van Heyst Fail-stop Signature Schemeherep = 3467,
o =4,ag = 1567 an@ = 514 (of course, the value af is not known to Bob).

(a) Using the fact thadg = 1567, determine all possible keys
K = (71,72,a1,az2,b1,b2)
such thasigk (42) = (1118, 1449).

(b) Suppose thaigk (42) = (1118, 1449) andgk (969) = (899, 471). Without using the fact
thatag = 1567, determine the value Kf(this shows that the scheme is a one-time scheme).

6.13 Suppose Bob is using tRedersen-van Heyst Fail-Stop Signature Schemngth p = 5087,a
= 25 and3 = 1866. Suppose the key is

K = (5065, 5076, 144, 874, 1873, 2345).

Now, suppose Bob finds the signature (2219, 458) has been forged on the message 4785.
(a) Prove that this forgery satisfies the verification condition, so it is a valid signature.
(b) Show how Bob will compute the proof of forgeay,, given this forged signature.
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Chapter 7
Hash Functions

7.1 Signatures and Hash Functions

The reader might have noticed that the signature schemes described in Chapter 6 allow only "small"
messages to be signed. For example, when usirigSBea 160-bit message is signed with a 320-bit
signature. In general, we will want to sign much longer messages. A legal document, for example, might
be many megabytes in size.

A naive attempt to solve this problem would be to break a long message into 160-bit chunks, and then to
sign each chunk independently. This is analogous to encrypting a long string of plaintext by encrypting
each plaintext character independently using the same key (e.g., ECB modeksihe

But there are several problems with this approach in creating digital signatures. First of all, for a long
message, we will end up with an enormous signature (twice as long as the original message in the case of
theDSS. Another disadvantage is that most "secure" sighature schemes are slow since they typically use
complicated arithmetic operations such as modular exponentiation. But an even more serious problem
with this approach is that the various chunks of a signed message could be rearranged, or some of them
removed, and the resulting message would still be verified. We need to protect the integrity of the entire
message, and this cannot be accomplished by independently signing little pieces of it.

The solution to all of these problems is to use a very fast parlyftographic hash function, which will
take a message of arbitrary length and produnessage digest of a specified size (160 bits if tl¥ESSis
to be used). The message digest will then be signed. FDISBdhe use of a hash functibris depicted
diagramatically in Figure 7.1

When Bob wants to sign a messaghe first constructs the message digesh(x), and then computes
the signaturg = sigk (2). He transmits the ordered pair §) over the channel. Now the verification can

be performed (by anyone) by first reconstructing the message digaét) using the public hash
functionh, and then checking thegr k (z, y) = true.

. . .._._ ]
v e |-rl-\'.|: 18 s
=G N ':‘ Ll B

Figure 7.1 Signing a message digest



7.2 Collision-free Hash Functions

We have to be careful that the use of a hash funbt@wes not weaken the security of the signature
scheme, for it is the message digest that is signed, not the message. It will be necdssausatmsfy
certain properties in order to prevent various forgeries.

The most obvious type of attack is for an opponent, Oscar, to start with a valid signed message (
wherey =sigk (h(x)). (The pair X, y) could be any message previously signed by Bob.) Then he computes

z=h(x) and attempts to fing # x such thah(x') = h(x). If Oscar can do thisx/, y) would be a valid
signed message, i.e.fargery. In order to prevent this type of attack, we require hitestisfy the
following collision-free property:

DEFINITION 7.1 Let x be a message. A hash function h isweakly collision-free for x if it is
computationally infeasible to find a message X' # x such that h(x’) = h(x).

Another possible attack is the following: Oscar first finds two messagessuch that(x) = h(x’). Oscar
then givesx to Bob and persuades him to sign the message diggsobtainingy. Then &', y) is a valid
forgery.

This motivates a different collision-free property:

DEFINITION 7.2 A hash function hisstrongly collision-freeif it is computationally infeasible to find
messages x and X' such that X' # x and h(x') = h(x).

Observe that a hash functibris strongly collision-free if and only if it in computationally infeasible to
find a message such thah is not weakly collision-free fax.

Here is a third variety of attack. As we mentioned in Section 6.2, it is often possible with certain signature
schemes to forge signatures on random message dig8sigpose Oscar computes a signature on such a
randomz, and then he finds a messagguch thakz = h(x). If he can do this, thex,(y) is a valid forgery.

To prevent this attack, we desire thatatisfy the same one-way property that was mentioned previously

in the context of public-key cryptosystems andltamport Signature Scheme

DEFINITION 7.3 A hash function h is one-way if, given a message digest z, it is computationally
infeasible to find a message x such that h(x) =z

We are now going to prove that the strongly collision-free property implies the one-way property. This is
done by proving the contrapositive statement. More specifically, we will prove that an arbitrary inversion
algorithm for a hash function can be used as an oracle in a Las Vegas probabilistic algorithm that finds
collisions.

This reduction can be accomplished with a fairly weak assumption on the relative sizes of the domain and
range of the hash function. We will assume for the time being that the hash fimncXon Z, whereX

andZ are finite sets an&||= 2[Z|. This is a reasonable assumption: If we think of an elemefiasfbeing
encoded as a bitstring of length {o{X| and an element @& as being encoded as a bitstring of lengthplog

|Z|, then the message digest h(x) is at least one bit shorter than the messa@eventually, we will be
interested in the situation where the message doxgiimfinite, since we want to be able to deal with
messages of arbitrary length. Our argument also applies in this situation.)



We are assuming that we have an inversion algorithrin. fbhat is, we have an algorithtnwhich
accepts as input a message digés, and finds an elemei(z) O X such thah(A(2) =z

We prove the following theorem.
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THEOREM 7.1

Suppose hX - Zis a hash function whei| and |Z] are finite andX| = 2[Z|. Suppos&\ is an inversion
algorithm for h. Then there exists a probabilistic Las Vegas algorithm which finds a collision for h with
probability at leastl/2.

PROOF Consider the algorithi presented in Figure 7.2. CleaByis a probabilistic algorithm of the Las
Vegas type, since it either finds a collision or returns no answer. Thus our main task is to compute the
probability of success. For amy] X, definex ~ x4 if h(X) =h(x1). It is easy to see that ~ is an

equivalence relation. Define
(] =-[;l.:1 eEX:z~x1}.

Each equivalence clasq fonsists of the inverse image of an elemerd, & the number of equivalence
classes is at mogi|| Denote the set of equivalence classe€.by

Now, suppose is the element ok chosen in step 1. For thisthere are ]| possiblex1’s that could be
returned in step 3.4 - 1 of thesexy’s are different fronx and thus lead to success in step 4. (Note that

the algorithmA does not know the representative of the equivalence class{ was chosen in step 1.)
So, given a particular choice] X, the probability of success isq|[- 1)/|[X]|.

Figure 7.2 Using an inversion algorithm A to find collisions for a hash fundtion

The probability of success of the algoritfrs computed by averaging over all possible choicex:for
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Hence we have constructed a Las Vegas algorithm with success probability at least 1/2.

Hence, it is sufficient that a hash function satisfy the strongly collision-free property, since it implies the
other two properties. So in the remainder of this chapter we restrict our attention to strongly collision-free
hash functions.

7.3 The Birthday Attack

In this section, we determine a necessary security condition for hash functions that depends only on the
cardinality of the seZ (equivalently, on the size of the message digest). This necessary condition results
from a simple method of finding collisions which is informally known asilteday attack This

terminology arises from the so-calleothday paradoxwhich says that in a group of 23 random people,

at least two will share a birthday with probability at least 1/2. (Of course this is not a paradox, but it is
probably counter-intuitive). The reason for the terminology "birthday attack™ will become clear as we
progress.

As before, let us suppose thatX - Zis a hash functiori andZ are finite, andq| = 2[Z|. DenoteX| =
mand Z| =n. It is not hard to see that there are at Ieastllisions < the question is how to find them. A
very naive approach is to chodseandom distinct elements ,... xk< /1> 0O X, compute z= h(x;), 1<

< k, and then determine if a collision has taken place (by sorting thefar example).

This process is analogous to throwing k balls randomly into n bins and then checking to see if some bin
contains at least two balls. (The k balls correspond to the k rang@maxd the n bins correspond to the

n possible elements of Z.)

We will compute a lower bound on the probability of finding a collision by this method. This lower bound
will depend on k and n, but not on m. Since we are interested in a lower bound on the collision
probability, we will make the assumption b=z} = mfn for all 20 2. (This is a reasonable
assumption: if the inverse images are not approximately equal, then the probability of finding a collision
will increase.)



Since the inverse images are all (roughly) the same size ang shere& chosen at random, the resulting
Zi's can be thought of as random (not necessarily distinct) elements of Z. But it is a simple matter to
compute the probability that k random elements.zz< /I> [ Z are distinct. Consider thg '3 in the
order z,...,z< /I>. The first choice 7 is arbitrary; the probability that z # z1 is 1 - 1/n; the

probability that z is distinct from z1 and,zis 1 - 2/n, etc.

Hence, we estimate the probability of no collisions to be

k-1 :
1 2 k-1 i
n n n ; n
i=1
If x is a small real number, thel — & 82 €™ F | This estimate is derived by taking the first two terms of

the series expansion

2 3
-z _ 1 _ e
e =1 m+2! 3]

Then our estimated probability of no collisions is

So we estimate the probability of at least one collision to be
—k{k—1
l—e > :

If we denote this probability by, then we can solve for k as a function of n &nd

=l fe=1

g~ 4n =1l—¢
—.-‘c(k—l]w
Tmln{l €)
k* —k ~2nln ;
l—c¢

If we ignore the term -k, then we estimate

k:sw‘Enln 1 P
1—¢




If we taked = .5, then our estimate is

k= 1.17\/n.

So this says that hashing just o**./'ﬁ random elements of X yields a collision with a probability of 50%.
Note that a different choice @fleads to a different constant factor, but k will still be proportionaﬁ-

If X is the set of all human beings, Y is the set of 365 days in a non-leap year (i.e., excluding February 29),
and h(x) denotes the birthday of person x, then we are dealing with the birthday paradox. Taking n = 365
in our estimate, we gk = 22.3. Hence, as mentioned earlier, there will be at least one duplicated

birthday among 23 random people with probability at least 1/2.
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This birthday attack imposes a lower bound on the sizes of message digests. A 40-bit message digest
would be very insecure, since a collision could be found with probability 1/2 with just 8¥¢aout a

million) random hashes. It is usually suggested that the minimum acceptable size of a message digest is
128 bits (the birthday attack will require ovét*2hashes in this case). The choice of a 160-bit message
digest for use in thBSSwas undoubtedly motivated by these considerations.

Figure 7.3 Chaum-van Heijst-Pfitzmann Hash Function

7.4 A Discrete Log Hash Function

In this section, we describe a hash function, due to Chaum, van Heijst, and Pfitzmann, that will be secure
provided a particular discrete logarithm cannot be computed. This hash function is not fast enough to be of
practical use, but it is conceptually simple and provides a nice example of a hash function that can be
proved secure under a reasonable computational assumptioGh@bm-van Heijst-Pfitzmann Hash

Function is presented in Figure 7.3. We now prove a theorem concerning the security of this hash
function.

THEOREM 7.2

Given one collision for th€haum-van Heijst-Pfitzmann Hash Functionh, the discrete logarithiogy
B can be computed efficiently

PROOF Suppose we are given a collision
h(I] 3 ..".72) = h[:ﬂg, 334).,
where k1, X2) #Z (X3, X4). So we have the following congruence:
a®! %2 = a®3 5% (mod p),

or



a®1 7 = 3%47F2 (mod p).
Denote
= gtd{:ﬁ':.; —~ T, P — 1)

Sincep - 1 = 3y andq is prime, it must be the case thidil {1,2,q,p - 1}. Hence, we have four possibilities
for d, which we will consider in turn.

First, suppose that= 1. Then let

y = (24 — 22)”" mod (p—1).
We have that
= B*¢=*2)¥ (mod p)

= o*1773) (mod p),

f=}
|

so we can compute the discrete logarithmylddas follows:
log, 8 = (x1 — 23)(24 — x2)™" mod (p—1).
Next, suppose that= 2. Sincep - 1 = 23 whereq is odd, we must have god( - X2, ) = 1. Let
y = (x4 — 22)”" mod q.
Now
(g4 —x2)y = kg + 1

for some integek, so we have

ﬂ(=4-=z}y = gret! (mod p)

= (—1)*8 (mod p)
= +43 (mod p),

since



g% = —1 (mod p).
So we have
ﬁ{I‘I_I?}y — fl.{xl_xa)y (m{)d p:}

+43 (mod p).

It follows that
log, 8 = (z1 — z3)y mod (p— 1)
or
log, 8 = (z1 — z3)y + g mod (p — 1).

We can easily test which of these two possibilities is the correct one. Hence, as in the tase have
calculated the discrete logarithm |ogg.

The next possibility is that = g. But
0<z2<¢g—-1
and
0 <4 < q— 1:
SO
~(g- 1)< zg—zg<q—1
So it is impossible that ged - x2,p - 1) =q; in other words, this case does not arise.

The final possibility is thad = p - 1. This happens only ¥, =x4. But then we have
T1 /%2 — T3 AT
a®! 3%2 = a2 3% (mod p),

SO

Iy

= a”*® (mod p),



andx1 =x3. Thus k2, X2) = (X3, X4), a contradiction. So this case is not possible, either.

Since we have considered all possible valuesd,fare conclude that the hash functiois strongly
collision-free provided that it is infeasible to compute the discrete logarithgnfag Zp :

We illustrate the result of the above theorem with an example.
Example 7.1

Suppose = 12347 (s@ = 6173),0 = 2 and3 = 8461. Suppose we are given the collision
&5692ﬁ1d4 = aﬂliﬂ*ﬁﬂl-’l (mﬁd 1234-?}

Thusxq = 5692 x> = 144,x3 = 212 andk4 = 4214. Now, gcdXy - X2, p-1) = 2, so we begin by
computing

y = (x4 — )" mod g
= (4214 — 144)* mod 6173
4312.

Next, we compute

y = (x; —z3)y mod (p— 1)
= (5692 — 212)4312 mod 12346
= 11862.

Now it is the case that lggP I {y, ¥ +qmod f - 1)}. Since

a¥ mod p = 2'1%2 mod 12346 = 9998,

we conclude that
log, B =1y"+gmod (p—1)
— 11862 + 6173 mod 12346
= 5689.



As a check, we can verify that
23689 = 8461 (mod 12347).

Hence, we have determined [p@.

7.5 Extending Hash Functions

So far, we have considered hash functions with a finite domain. We now study how a strongly
collision-free hash function with a finite domain can be extended to a strongly collision-free hash function
with an infinite domain. This will enable us to sign messages of arbitrary length.

Supposén :(E?}m = ':EE}I is a strongly collision-free hash function, where t + 1. We will useh
to construct a strongly collision-free hash functin X — ':E‘I}L , Where

X =@

We first consider the situation whare>t + 2.

We will think of elements oK as bit-stringsx] denotes the length &f(i.e., the number of bits ix), andx
||y denotes the concatenation of the bit-strixngsdy. Supposex| =n >m. We can expressas the
concatenation

=z |22 | ... | zk,
where
|Z1] = |z2| = ... = g1 | =m -t -1
and
lzgl =m -t —1—d,

where cd<m-t - 2. Hence, we have that

mn
k_[m—t—ly

We defineh* (x) by the algorithm presented in Figure 7.4.



Figure 7.4 Extending a hash functidntoh* (m=>1t + 2)

Denote

ye)=wm vzl --- || Yes1-

Observe thayy is formed fronxy by padding on the right witth zeroes, so that all the blocks(1<i <
k) are of lengthm -t - 1. Also, in step 3yk+; Should be padded on the left with zeroes so yiat | =m -
t-1.

In order to hashk, we first construcy(x), and then "process" the blocks, y2,...¥Yk+1< /SUB> in a
particular fashion. It is important that y(¥) y(X) whenever % X. In fact, y., is defined in such a way

that the mappinff' iz y{a‘.} will be an injection.

The following theorem proves that h* is secure provided that h is secure.
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THEOREM 7.3

it t
Suppose h{z"-t} e ':E"ﬁ] is a strongly collision-free hash function, where i+ 2. Then the

o i i
function H : Uit (22)" = (Z2) , as constructed in Figure 7.4, is a strongly collision-free hash
function

PROOF Suppose that we can fikd X' such thab*(x) = h*(x'). Given such a pair, we will show how we
can find a collision foh in polynomial time. Sincé is assumed to be strongly collision-free, we will
obtain a contradiction, and thbswill be proved to be strongly collision-free.

Denote

) =wi vl - - || yrtr

and

y@) =vi vz - Nl vy

wherex andx' are padded witd andd' O’s, respectively, in step 2. Denote the values computed in steps 4

i I
and 5 byg1,... Ok+1< /suB> anc?1 ' 7 1 Fee , respectively.

We identify two cases, depending on whether ongiet[K'| (modm-t-1).
[}
case 1.11:| i |J: |(modm-t- 1).

o
Hered # d' andylk_"l -'ié y'H' I we have



hige I 11| yx+1) = gr4
= h'(z)
= h'(z")
= Ge+1
= h(gy I 1 | ygsa),

Wk+1 # y;-g-l_

which is a collision foh since
case 2Jx| = X'| (modm-t - 1).
It is convenient to split this into two subcases:
case 2ajx| = K|.

Yr+1

£
- =1
Here we havék - e and Y1 . We begin as in case 1:

hige | 11| yx+1) = grs
= h*(z)
= h*(z')
= Gk+1
= k(g | 11l Yhgr)-
Gk F O g

h(ge—1 I 1 || yx) = gk
= g
= h(gr—1 I 11| wz)-

— , a———
Either we find a collision foh, or Fk-1 = G- and?’IIIlr o
backwards, until finally we obtain

&
- Q]._ . Then we have

i
yk . Assuming we do not find a collision, we continue working



R0 || 1) = o1

!

—_ gl
= h(0"" || 1),

i — gl I
i = L= 1
If ?J" ?E Jl , then we find a collision fdn, so we assumly] i . But then?"It Yi for 1<i<k+ 1, soy(x) =y(X). But
this impliesx = X' since the mapping: £t y(I:] is an injection. Since we assumed X', we have a contradiction.

L [T T ]

Figure 7.5 Extending a hash functidgntoh” (m = t+ 1)

case 2b:x| # [x|.

Without loss of generality, assumg p K|, so"‘f } k . This case proceeds in a similar fashion as case 2a. Assuming we find no
collisions forh, we eventually reach the situation where

h[UHl ” 1) =q
= Jt—k+1
= h(gp_x | 1|l Yp_p11)-

Ge_e |l 1] Vel

But the ¢ + 1)st bit of ¢+l [ly1 is a 0 and thet ¢+ 1)st bit of* is a 1. So we find a collision fox

Since we have considered all possible cases, we have the desired conclusion.
The construction of Figure 7.4 can be used only whert + 2. Let's now look at the situation where m+=1. We need to use a different

construction foh*. As before, suppose||=n >m. We first encode in a special way. This will be done using the funcfidefined as
follows:

fl0)=90
f(1) =01
The algorithm to construtt (X) is presented in Figure 7.5.

i =
The encodingI ry y{I} , defined in step 1, satisfies two important properties:

1. If x# X, theny(x) # y(X) (i.e., TR y(I] is an injection).

2. There do not exist two strings# X' and a string such thay(x) =z ||y(x'). (In other words, no encoding ipastfixof another
encoding. This is easily seen because each sipidegins with 11, and there do not exist two consecutive 1's in the remainder of
the string.)



THEOREM 7.4

Suppose hl:E"';!:J‘t-F1 - [:ﬂl)t
UZes (Z2)' = (Z2)!

is a strongly collision-free hash function. Then the functfon h

, as constructed in Figure 7.5, is a strongly collision-free hash function

PROOF Suppose that we can find X such that* (x) = h* (X). Denote
y(z) =yiy2.- Uk
and
y(') = nys. - Y.
We consider two cases.
case 1:k =.£ .

As in Theorem 7.3, either we find a collision foror we obtairy =y'. But this impliesx =X, a contradiction.

k£l

case 2.

Without loss of generality, assurg: > k . This case proceeds in a similar fashion. Assuming we find no collisiohsvier
have the following sequence of equalities:

Yk = Uy

Ye—1 = El';_1

Y= Uy —kt1°
But this contradicts the "postfix-free" property stated above.
We conclude thdt* is collision-free.
We summarize the two constructions of in this section, and the number of applicatioreedid to comput#, in the following theorem.
THEOREM 7.5

SupDOSeh{EE}m =k ':E"‘E]t

collision-free hash function

is a strongly collision-free hash function, where i+ 1. Then there exists a strongly

R (@) - (22)'



The number of times h is computed in the evaluation of h* is at most

m—1

2n+2 ifm=t+1,

14 (72| mzte

where [x] =n

7.6 Hash Functions from Cryptosystems

So far, the methods we have described lead to hash functions that are probably too slow to be useful in practice. Another approach is to use

C. K. E.,D)

an existing private-key cryptosystem to construct aﬁash fu&ction. LE us suppooc‘;‘..m'

P L i e T
cryptosystem. For convenience, let us assume also uia: {ng . Here we should hawe> 128, say, in order to
prevent birthday attacks. This precludes ushss (as does the fact that the key lengtD&S is different from the plaintext length).

is a computationally secure

Suppose we are given a bitstring

= ||z || -.. [l z&,

=i 2" 1<i <
Where'r i € (E‘;} i 1 i S k . (If the number of bits i is not a multiple of, then it will be necessary to padn some
way, such as was done in Section 7.5. For simplicity, we will ignore this now.)

The basic idea is to begin with a fixed "initial valggy = IV, and then construgf ,...gk< /> in order by a rule of the form

gi = f(zi,9:21),

where f is a function that incorporates the encryption function of our cryptosystem. Finally, define the message digeigt h(x) = g
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Several hash functions of this type have been proposed, and many of them have been shown to be insecure
(independent of whether or not the underlying cryptosystem is secure). However, four variations of this
theme that appear to be secure are as follows:

gi = €g,_,{(zi) &z

9i = €, (T:) ® Z; B g

9i =€y, (i B gi-1) D i

gi = €g,_ (@ gi—1) DT D gi-1.

PR

Figure 7.6 ConstructingVl in MD4

7.7 The MD4 Hash Function

TheMD4 Hash Function was proposed in 1990 by Rivest, and a strengthened version,Ma8ledvas
presented in 1991. Tt&ecure Hash Standardor SHS) is more complicated, but it is based on the same
underlying methods. It was published in the Federal Register on January 31, 1992, and adopted as a
standard on May 11, 1993. (A proposed revision was put forward on July 11, 1994, to correct a "technical
flaw" in the SHS)) All of the above hash functions are very fast, so they are practical for signing very long
messages.

In this section, we will descriddD4 in detail, and discuss some of the modifications that are employed in
MD5 and theSHS.

Given a bitstring, we will first produce an array
M = M[O)M[1]... M[N - 1],

where eactM[i] is a bitstring of length 32 arld= 0 mod 16. We will call eackl[i] aword. M is
constructed fronx using the algorithm presented in Figure 7.6.



In the construction df1, we append a single 1 xpthen we concatenate enough 0's so that the length
becomes congruent to 448 modulo 512, and finally we concatenate 64 bits that contain the binary
representation of the (original) lengthxofreduced modulo #, if necessary). The resulting strifghas
length divisible by 512. So when we braédkup into 32-bit words, the resulting number of words, denoted
by N, will be divisible by 16.

Now we proceed to construct a 128-bit message digest. A high-level description of the algorithm is
presented in Figure 7.7. The message digest is constructed as the concatenation of the fauBwords

andD, which we refer to aegisters. The four registers are initialized in step 1. Now we process the array

M 16 words at a time. In each iteration of the loop in step 2, we first take the "next" 16 wigrdsof

store them in an array (step 3). The values of the four registers are then stored (step 4). Then we perform
three "rounds" of hashing. Each round consists of one operation on each of the 16 Wdvds ill

describe these operations in more detail shortly). The operations done in the three rounds produce new
values in the four registers. Finally, the four registers are updated in step 8 by adding back the values that
were stored in step 4. This addition is defined to be addition of positive integers, reduced m#édulo 2

i
T
T
—
anaa
Fans

Figure 7.7 The MD4 hash function

The three rounds iNMD4 are different (unlikddES, say, where the 16 rounds are identical). We first

describe several different operations that are employed in these three rounds. In the following description,
X andY denote input words, and each operation produces a word as output. Here are the operations
employed:

XAY  bitwise “and"of X and ¥

XvY  biwise“orof X and ¥

Xa@Y  bitwise “xor” of X and ¥

X bitwise complement of X

X +Y  integer addition modulo 2%

X <« s circular left shift of X by s positions (0 < 5 < 31)

Note that all of these operations are very fast, and the only arithmetic operation that is used is addition
modulo 22, If MD4 is actually implemented, it will be necessary to take into account the underlying
architecture of the computer it is run on in order to perform addition correctly. Suppmse [>azay

are the four bytes in a word. We think of eaglas being an integer in the range 0,...,255, represented in
binary. In abig-endian architecture (such as a Sun SPARCstation), this word represents the integer

31224 .= ﬂrgzlﬁ i ﬂg?a + ay4.



In alittle-endian architecture (such as the Intel 80xxx line), this word represents the integer
24 6 8
Ay +{1321 + az2” + aj.

MD4 assumes a little-endian architecture. It is important that the message digest is independent of the
underlying architecture. So if we wish to D4 on a big-endian computer, it will be necessary to
perform the addition operatioh+ Y as follows:

1. Interchangexq andx4; X2 andxs; y1 andy4; andy, andys.

2. ComputeZ =X +Y mod 22
3. Interchange andzs; andz, andzj.

Rounds 1, 2, and 3 &iD4 respectively use three functiohg andh. Each off, g andh is a bitwise
boolean function that takes three words as input and produces a word as output. They are defined as
follows:

f(X,Y,Z2) = (XAY)V((=X) A 2)
g X, Y, Z)=(XAY)V(XAZ)V(Y AZ)
MX,Y,Z)=XoY o Z

The complete description of Rounds 1, 2 and BID# are presented in Figures 7.8-7.10.

MD4 was designed to be very fast, and indeed, software implementations on Sun SPARCSstations attain
speeds of 1.4 Mbytes/sec. On the other hand, it is difficult to say something concrete about the security of
a hash function such 84D4 since it is not "based" on a well-studied problem such as factoring or the
Discrete Logproblem. So, as is the case WIIES, confidence in the security of the system can only be
attained over time, as the system is studied and (one hopes) not found to be insecure.

Figure 7.8 Round 1 of MD4

AlthoughMD4 has not been broken, weakened versions that omit either the first or the third round can be
broken without much difficulty. That is, it is easy to find collisions for these two-round versitiahf

A strengthened version MD4, calledMD5, was proposed in 199MD5 uses four rounds instead of

three, and runs about 30% slower théid4 (about .9 Mbytes/sec on a SPARCstation).
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The Secure Hash Standards yet more complicated, and slower (about .2 Mbytes/sec on a
SPARCstation). We will not give a complete description, but we will indicate a few of the modifications
employed in th&HS

1. SHSis designed to run on a big-endian architecture, rather than a little-endian architecture.
2. SHSproduces a 5-register (160-bit) message digest.

E R

Figure 7.9 Round 2 of MD4

3. SHSprocesses the message 16 words at a time, asAixkesHowever, the 16 words are first
"expanded" into 80 words. Then a sequence of 80 operations is performed, one on each word.

The following "expansion function" is used. Given the 16 wo{@3,..., X[15], we compute 64 more
words by the recurrence relation

Xil=XF-3oX[j-8|oX[j-14]aX[j-16,16<j<79. (7.1)

The result of Equation 7.1 is that each of the wd{d$]...., X[79] is formed as the exclusive-or of a
predetermined subset of the woi|6],...,X[15].

For example, we have
X[16] = X[0] & X[2] & X[8] & X[13]
X(17) = X[1}& X[3] @ X[9] ® X[14]
X[18] = X[2] ® X{4] & X[10] @ X[15]
X[19] = X[0) @ X[2 & X[3] & X[5] & X[8] & X[11] & X[13]



Bk Arar

Figure 7.10 Round 3 of MD4

X[79) = X[1) @ X[4] ® X[5

& X[8] & X[9] & X[12] & X[13].

The proposed revision of tl8HS concerns the expansion function. It is proposed that Equation 7.1 be
replaced by the following:

Xl = (X[ -3|aX[j-8)&Xj-14]aX[j-16)) <« 1,16 < j £ 79. (7.2)
As before, the operatiorﬁi{‘( 1 means a circular left shift of one position.

7.8 Timestamping

One difficulty with signature schemes is that a signing algorithm may be compromised. For example,
suppose that Oscar is able to determine Bob’s secret ex@oimetme DSS Then, of course, Oscar can

forge Bob’s signature on any message he likes. But another (perhaps even more serious) problem is that
the compromise of a signing algorithm calls in to question the authenticity of all messages signed by Bob,
including those he signed before Oscar stole the signing algorithm.

i

1w - Ll
1 ey il
i .

s 1 Bl o by

Figure 7.11 Timestamping a signature on a message

Here is yet another undesirable situation that could arise: Suppose Bob signs a message and later wishes t
disavow it. Bob might publish his signing algorithm and then claim that his signature on the message in
guestion is a forgery.

The reason these types of events can occur is that there is no way to determine when a message was
signed. This suggests that we consider waysr@stamping a (signed) message. A timestamp should

provide proof that a message was signed at a particular time. Then, if Bob’s signing algorithm is
compromised, it would not invalidate any signatures he made previously. This is similar conceptually to
the way credit cards work: if someone loses a credit card and notifies the bank that isssued it, it becomes
invalid. But purchases made prior to the loss of the card are not affected.

In this section, we will describe a few methods of timestamping. First, we observe that Bob can produce a
convincing timestamp on his own. First, Bob obtains some "current" publicly available information which
could not have been predicted before it happened. For example, such information might consist of all the
major league baseball scores from the previous day, or the values of all the stocks listed on the New York
Stock Exchange. Denote this informationpup.



Now, suppose Bob wants to timestamp his signature on a messslgeassume thétis a publicly

known hash function. Bob will proceed according to the algorithm presented in Figure 7.11. Here is how
the scheme works: The presence of the informatitimeans that Bob could not have produgdefore

the date in question. And the fact tlgas published in the next day’s newspaper proves that Bob did not
computey after the date in question. So Bob’s signatuisebounded within a period of one day. Also
observe that Bob does not reveal the mesgagthis scheme since onbjis published. If necessary, Bob

can prove that was the message he signed and timestamped simply by revealing it.

T Y
8y B g

H

PO

r

Figure 7.12 Timestamping4y, Yn, IDn)

It is also straightforward to produce timestamps if there is a trusted timestamping service available (i.e., an
electronic notary public). Bob can compate h(x) andy = sigk (2) and then send,(y) to the

timestamping service, or TSS. The TSS will then append théddael sign the triplez(y, D). This

works perfectly well provided that the signing algorithm of the TSS remains secure and provided that the
TSS cannot be bribed to backdate timestamps. (Note also that this method establishes only that Bob signed
a message before a certain time. If Bob also wanted to establish that he signed it after a certain date, he
could incorporate some public informatipub as in the previous method.)

If it is undesirable to trust the TSS unconditionally, the security can be increased by sequentially linking
the messages that are timestamped. In such a scheme, Bob would send an ordersy, iiBdb)) to

the TSS. Here is the message digest of the messagéds Bob'’s signature og and ID(Bob) is Bob's
identifying information. The TSS will be timestamping a sequence of triples of this form. Denatg by (

Yn. IDy) thenth triple to be timestamped by the TSS, and/Jetenote the time at which timeh request is
made.

The TSS will timestamp theth triple using the algorithm in Figure 7.12. The quaritityis "linking
information" that ties thath request to the previous onkg(will be taken to be some predetermined
dummy information to get the process started.)

Now, if challenged, Bob can reveal his messageand thery,, can be verified. Next, the signatigg of

the TSS can be verified. If desired, thenJDor IDp+1 can be requested to produce their timestamps,
(Ch-1:Sn1, IDp) and Cp+1, Sn+1s ID e 2), respectively. The signatures of the TSS can be checked in

these timestamps. Of course, this process can be continued as far as desired, backwards and/or forwards.
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7.9 Notes and References

The discrete log hash function described in Section 7.4 is due to Chaum, van Heijst, and Pfitzmann
[CvHP92]. A hash function that can be proved secure provided that a compositenrdageot be
factored is given by Gibson [891] (see Exercise 7.4 for a description of this scheme).

The material on extending hash functions in Section 7.5 is based on Damgaéd. [Similar methods
were discovered by Merkle [E90].

For infomation concerning the construction of hash functions from private-key cryptosystems, see Preneel,
Govaerts, and Vandewalle [PGV94].

TheMD4 hashing algorithm was presented in Rives®R and theSecure Hash Standards described

in [NBS93]. An attack against two of the three rounds1b¥ is given by den Boer and Bossalaers
[DBB92]. Other recently proposed hash functions inchdesh [MOI90] andSnefru [ME9SQA].
Timestamping is discussed in Haber and Stornetta [HS91] and Bayer, Haber, and Stornetta [BHS93].

A thorough survey of hashing techniques can be found in Preneel, Govaerts, and Vandewalle [PGV93].

Exercises

7.1 Supposér : X - Yis a hash function. For amy1 Y, let

h™'(y) = {x : h(z) = y}

and denots, = h~1(y)|. Define
N = |{{z1,72} : h(z1) = h(z2)}]

Note thatN counts the number of unordered pairXithat collide undeh. Answer the following:

(a) Prove that
Z dy = |X]1

yeY



so the mean of tlm), 'sis

(b) Prove that

(c) Prove that

SNE_ X[
E[Sv -5) = 2N+ |XI—|Y,—1+

¥EY

Figure 7.13 Hashing 4n bits tom bits

(d) Using the result proved in part (c), prove that

L (1X]?
> 2L xrd
”-2(|r| | I)

Further, show that equality is attained if and only if

X
Y

foreveryy O Y.
7.2 As in Exercise 7.1, suppobe X - Y is a hash function, and let

RN y) = {z: h(z) = y}

for anyy O Y. LetO denote the probability tha{x 1) = h(x»), wherex1 andx, are random (not
necessarily distinct) elementsXfProve that

€ > =,
~ Y]

with equality if and only if



b ()] = ‘fiI'

for everyy 01'Y.

7.3 Suppose = 150830 = 154 and3 = 2307 in theChaum-van Heijst-Pfitzmann Hash
Function. Given the collision

a3 G556 = (1459 9954 (1104 ),

compute log, B.

7.4 Suppos@ = pg, wherep andq are two (secret) distinct large primes such giratZp1 + 1 andq
=2q41 + 1, wherep1 andq; are prime. Suppose thatis an element of ordep2q4 in Y/ (this is

the largest order of any element@on " ). Define a hash functiam: {1,...n2} - Y/ by the rule
h(x) =a* modn.

Now, suppose that= 603241 andl = 11 are used to define a hash functiaf this type. Suppose
that we are given three collisions furh(1294755) =h(80115359) =h(52738737). Use this
information to facton.

" 2m E
7.5 Supposdnq :{"ﬂ?] =+ (L2)" s a strongly collision-free hash function.
(a) Definehsy :{E’ﬁ}am = (£2)™ as in Figure 7.13. Prove tha is strongly collision-free.

(b) For an integer > 2, define a hash functidn : (Z2)*'™ —* (£2)™ recursively fromh; -1, as
indicated in Figure 7.14. Prove thatis strongly collision-free.

7.6 Using the (original) expansion function of tBEIS, Equation 7.1, express each§16],..., X[79]
in terms ofX[0]...., X[15]. Now, for each paiX[i], X[j],

TP TR T
] W

Figure 7.14 Hashing 2 m bits tom bits

where 1<i <j < 15, use a computer program to deternije which denotes the numberXfk]'s

(16< k= 79) such thak[i] andX[j] both occur in the expression f&fk]. What is the range of values
Aij?
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Chapter 8
Key Distribution and Key Agreement

8.1 Introduction

We have observed that public-key systems have the advantage over private-key systems that a secure
channel is not needed to exchange a secret key. But, unfortunately, most public-key systems are much
slower than private-key systems suclD&sS, for example. So, in practice, private-key systems are

usually used to encrypt "long" messages. But then we come back to the problem of exchanging secret
keys.

In this chapter, we discuss several approaches to the problem of establishing secret keys. We will
distinguish between key distribution and key agreent@stdistribution is defined to be a mechanism
whereby one party chooses a secret key and then transmits it to another party oKpadgsement

denotes a protocol whereby two (or more) parties jointly establish a secret key by communicating over a
public channel. In a key agreement scheme, the value of the key is determined as a function of inputs
provided by both parties.

As our setting, we have an insecure network o$ers. In some of our schemes, we will hatreisied
authority (denoted by TA) that is reponsible for such things as verifying the identities of users, choosing
and transmitting keys to users, etc.

Since the network is insecure, we need to protect against potential opponents. Our opponent, Oscar, might
be apassive adversary, which means that his actions are restricted to eavesdropping on messages that are
transmitted over the channel. On the other hand, we might want to guard against the possibility that Oscar
is anactive adversary. An active adversary can do various types of nasty things such as the following:

1. alter messages that he observes being transmitted over the network
2. save messages for reuse at a later time
3. attempt to masquerade as various users in the network.

The objective of an active adversary might be one of the following:

1. to fool U and V into accepting an "invalid" key as valid (an invalid key could be an old key that
has expired, or a key chosen by the adversary, to mention two possibilities)
2. to make U or V believe that they have exchanged a key with other when they have not.



The objective of a key distribution or key agreement protocol is that, at the end of the protocol, the two
parties involved both have possession of the sam&kagd the value df is not known to any other

party (except possibly the TA). Certainly it is much more difficult to design a protocol providing this type
of security in the presence of an active adversary as opposed to a passive one.

We first consider the idea &y predistribution in Section 8.2. For every pair of users {U, V}, the TA
chooses a random k& v =Ky y and transmits it "off-band” to U and V over a secure channel. (That

is, the transmission of keys does not take place over the network, since the network is not secure.) This
approach is unconditionally secure, but it requires a secure channel between the TA and every user in the
network. But, of possibly even more significance is the fact that each user must-stdteys, and the

bl
TA needs to transmit a total (2} keys securely (this is sometimes called e problem"). Even for
relatively small networks, this can become prohibitively expensive, and thus it is not really a practical
solution.

In Section 8.2.1, we discuss an interesting unconditionally secure key predistribution scheme, due to
Blom, that allows a reduction in the amount of secret information to be stored by the users in the network.
We also present in Section 8.2.2 a computationally secure key predistribution scheme based on the
discrete logarithm problem.

A more practical approach can be describeohd$ne key distribution by TA. In such a scheme, the TA
acts as &ey server. The TA shares a secret kiy; with every user U in the network. When U wishes to

communicate with V, she requestseasion key from the TA. The TA generates a session Kegnd sends
it in encrypted form for U and V to decrypt. The well-knolderberos system, which we describe in
Section 8.3, is based on this approach.

If it is impractical or undesirable to have an on-line TA, then a common approach is tkeyse a

agreement protocol. In a key agreement protocol, U and V jointly choose a key by communicating over a
public channel. This remarkable idea is due to Diffie and Hellman, and (independently) to Merkle. We
describe a few of the more popular key agreement protocols. A variation of the original protocol of Diffie
and Hellman, modified to protect against an active adversary, is presented in Section 8.4.1. Two other
interesting protocols are also discussedMié¢ scheme is presented in Section 8.4.2 andfreult

scheme is covered in Section 8.4.3.

8.2 Key Predistribution

i
In the basic method, the TA genere[,z]skeys, and gives each key to a unique pair of users in a network
of n users. As mentioned above, we require a secure channel between the TA and each user to transmit
these keys. This is a significant improvement over each pair of users independently exchanging keys over

a secure channel, since the number of secure channels required has been red|(g]edbfrmﬁut ifnis

large, this solution is not very practical, both in terms of the amount of information to be transmitted
securely, and in the amount of information that each user must store securely (namely, the secret keys of
the other othen - 1 users).



Thus, it is of interest to try to reduce the amount of information that needs to be transmitted and stored,
while still allowing each pair of users U and V to be able to (independently) compute a se&rgt\key

An elegant scheme to accomplish this, calledBiloen Key Predistribution Scheme is discussed in the
next subsection.
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8.2.1 Blom’s Scheme

As above, we suppose that we have a networkuskers. For convenience, we suppose that keys are

chosen from a finite fieltzﬂI , Wherep = nis prime. Lek be an integer, 2 k>n - 2. The valud is the
largest size coalition against which the scheme will remain secure. BhotimeScheme the TA will

transmitk + 1 elements CE‘F to each user over a secure channel (as opposedlian the basic key
predistribution scheme). Each pair of users, U and V, will be able to computKg key Ky y, as

before. The security condition is as follows: any set of at osers disjoint from {U, V} must be unable
to determine any information abddt, v (note that we are speaking here about unconditional security).

We first present the special case of Blom’s scheme vkrere Here, the TA will transmit two elements

of L to each user over a secure channel, and any individual user W will be unable to determine any
information abouKy v if W # U, V. Blom’s scheme is presented in Figure 8.1. We illustratBithea

Schemewith k = 1 in the following example.
Example 8.1

Suppose the three users are U, V angpW 17, and their public elements agg = 12,ry =7 andry =
1. Suppose that the TA chooses 8,b = 7 andc = 2, so the polynomidlis

flz,y) =8+ T(z +y) + 2zy.
Theg polynomials are as follows:

gu(z) =7+ l4z

Figure 8.1 Blom Key Distribution Schemé & 1)



gv(z) =6+4z
gw(z) = 15+ 9z.

The three keys are thus

Kyv=3
Kyw =
Ky w =10

U would computKy v as
gulry) =7+ 14 x Tmod 17=3
V would computeKy v as
gv(ry) =6+4 x 12 mod 17 = 3.
We leave the computation of the other keys as an exercise for the reader.
We now prove that no one user can determine any information about the key of two other users.
THEOREM 8.1

The Blom Schemewith k = 1isunconditionally secure against any individual user.

PROOF Let’'s suppose that user W wants to try to compute the key
KU,\-’ =a-+ b'[:'i"u + r‘v} + cryry mod p.
The values y andry are public, bug, b andc are unknown. W does know the values
aw = a+ brw mod p
and
bw = b+ erw mod p
since these are the coefficients of the polynogil(x) that was sent to W by the TA.

What we will do is show that the information known by W is consistent with any possiblef € ,EP
of the keyKy v. Hence, W cannot rule out any valuesKqy v . Consider the following matrix equation

(in &p);



._.

>
o
=
Il

s .

bw

=]

0 1 ™

The first equation represents the hypothesis"',:,‘,','-L1"'Ir = ¢ ; the second and third equations contain the
information that W knows aboat b andc from gy (X).

The determinant of the coefficient matrix is
i
rw’ +ryry — (ry + ry)rw = (rw = ry)(rw = ry),

where all arithmetic is done EF . Sinceryw #ry andry #ry, it follows that the coefficient matrix
has non-zero determinant, and hence the matrix equation has a unique solatibndoin other words,
any possible valuf of Ky,v is consistent with the information known to W.

On the other hand, a coalition of two users, say {W, X}, will be able to determine am{kgywhere
{W, X} n{U,V} = By and x together know that

aw = a + brw
bw = b+ crw
ax = a+ brx
by =b+ery.

Thus they have four equations in three unknowns, and they can easily compute a unique sadution for
andc. Once they knowva, b andc, they can form the polynomi&lk, y) and compute any key they wish.

It is straightforward to generalize the scheme to remain secure against coalitionkof s&enly thing
that changes is step 2. The TA will use a polynofal) having the form

ko &
fAz,y) = ZZ a; ;z'y’ mod p,

i=0 j=0

where®i,j € Zp 0 <1 S k0 <5 < k},andai_j =a;; for alli,j. The remainder of the
protocol is unchanged.



8.2.2 Diffie-Hellman Key Predistribution

In this section, we describe a key predistribution scheme that is a modification of the well-known
Diffie-Hellman key exchange protocol that we will discuss a bit later, in Section 8.4. We call this the
Diffie-Hellman Key Predistribution Scheme The scheme is computationally secure provided a problem
related to thdiscrete Logarithm problem is intractible.

We will describe the scheme O\E'F , Where p is prime, though it can be implemented in any finite group
in which theDiscrete Logarithm problem is intractible. We will assume that a is a primitive element of

Lp , and that the valugsanda are publicly known to everyone in the network.

In this scheme, ID(U) will denote certain identification information for each user U in the network, e.g.,
his or her name, e-mail address, telephone number, or other relevant information. Also, each user U has a
secret exponeraty (where (2 ay <p - 2), and a corresponding public value

bu = a"¥ mod P.

The TA will have a signature scheme with a (public) verification algonitmn, and a secret signing
algorithmsigrta . Finally, we will implicitly assume that all information is hashed, using a public hash

function, before it is signed. To make the procedures easier to read, we will not include the necessary
hashing in the description of the protocols.

Certain information pertaining to a user U will be authenticated by mearsedifecate which is issued
and signed by the TA. Each user U will have a certificate

C(U) = (ID(U), by, sigra (ID(U), b)),

whereby is formed as described above (note that the TA does not need to know the agj)e/of

certificate for a user U will be issued when U joins the network. Certificates can be stored in a public
database, or each user can store his or her own certificate. The signature of the TA on a certificate allows
anyone in the network to verify the information it contains.

Itis very easy for U and V to compute the common key

auay

Kyyv =a mod p,

as shown in Figure 8.2.
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We illustrate the algorithm with a small example.

Example 8.2

Suppose = 25307 anax = 2 are publicly knowng(is prime andx is a primitive root modul@). Suppose
U choosesy = 3578. Then she computes

by = a®¥ mod p
= 23578 mod 25307
= 6113,
which is placed on her certificate. Suppose V choages 19956. Then he computes
by = a®™ mod p
= 219958 mod 25307
= 7984,

aaaaa

Figure 8.2 Diffie-Hellman Key Predistribution
which is placed on his certificate.
Now U can compute the key
Kyv =by"™ modp
= 7984%5™ mod 25307
= 3604,



and V can compute the same key
Kyyv = by™ mod p
= 6113'99%¢ mod 25307
= 3694.

Let us think about the security of this scheme in the presence of a passive or active adversary. The
signature of the TA on users’ certificates effectively prevents W from altering any information on
someone else’s certificate. Hence we need only worry about passive attacks. So the pertinent question is:
Can a user W computéy v if W # U, V? In other words, givea® modp anda @' modp (but notay

noray ), is it feasible to comput@?Y2V modp? This problem is called thgiffie-Hellman problem, and

it is formally defined (using an equivalent but slightly different presentation) in Figure 8.3. It is clear that
Diffie-Hellman Key Predistribution is secure against a passive adversary if and only if the
Diffle-Hellman problem is intractible.

Figure 8.3 The Diffie-Hellman problem

If W could determiney from by, or if he could determinay from by, then he could computey v
exactly as U (or V) does. But both these computations are instance®addhete Logproblem. So,

provided that th®iscrete Logproblem inzlﬂ is intractible Diffie-Hellman Key Predistribution is

secure against this particular type of attack. However, it is an unproven conjecture that any algorithm that
solves theDiffie-Hellman problem could also be used to solve Eligcrete Logproblem. (This is very

similar to the situation witRSA, where it is conjectured, but not proved, that breaki8é\ is

polynomially equivalent to factoring.)

By the remarks made above, Difie-Hellman problem is no more difficult than tigiscrete Log
problem. Although we cannot say precisely how difficult this problem is, we can relate its security to that
of another cryptosystem we have already studied, nameBi@&amal Cryptosystem

THEOREM 8.2
Breaking the EIGamal Cryptosystemis equivalent to solving the Diffie-Hellman problem.

PROOF First we recall hoviElGamal encryption and decryption work. The keyis (p, a, a, ), where
B =02 modp (ais secret ang, a, andp are public). For a (secret) random nurr,","‘f € Lp-y ,

exlz, k) = (y1,42),
where

1 = af mod p



and

Yz = zA* mod P.

For¥1: 492 € Zp°

di(¥1,¥2) = y2(1n*)”" mod p.

Suppose we have an algoritiro solve theDiffie-Hellman problem, and we are given BEtGamal
encryption {1, y2). We will apply the algorithnd\ with inputsp, a, y1, andp. Then, we obtain the value

A"[p?ﬂﬁyl‘.lﬁ} :A{p?a,ﬂ-k’&ﬂ}
= o** mod p
= #* mod p.

Then, the decryption o¥/¢, y2) can easily be computed as

z = y2(8*)"! mod p.

Conversely, suppose we have an algorihthat perform&€lGamal decryption. That isB takes as inputs
p, a, B, y1, andy,, and computes the quantity

lo -1
z = y2(1'°%=7) ! mod p.
Now, given input$, a, 3, andy for theDiffie-Hellman problem, it is easy to see that

B(p,a,8,7,1)7" = 1((v'%€=?)~")"" mod p
= 7%= " mod p,
as desired.

8.3 Kerberos

In the key predistribution methods we discussed in the previous section, each pair of users can compute
one fixed key. If the same key is used for a long period of time, there is a danger that it might be
compromised. Thus it is often preferable to use an on-line method in which a new session key is produced
every time a pair of users want to communicate (this property is &aildeshness).

If on-line key distribution is used, there is no need for any network user to store keys to communicate with
other users (each user will share a key with the TA, however). Session keys will be transmitted on request
by the TA. It is the responsibility of the TA to ensure key freshness.



Kerberos is a popular key serving system based on private-key cryptography. In this section, we give an
overview of the protocol for issuing session keyKd@mberos. Each user U shares a se®&S keyK

with the TA. In the most recent versionkKxérberos (version V), all messages to be transmitted are
encrypted using cipher block chaining (CBC) mode, as described in Section 3.4.1.

W e 0 i ——
1 P o s 3 e s i, e Tt

Figure 8.4 Transmission of a session key using Kerberos

As in Section 8.2.2, ID(U) will denote public identification information for user U. When a request for a
session key is sent to the TA, the TA will generate a new random session key K. Also, the TA will record
the time at which the request is made &sestamp, T, and specify théfetime, L, during whichK will be

valid. That is, the session k&yis to be regarded as a valid key from tiim® timeT + L. All this

information is encrypted and transmitted to U and (eventually) to V. Before going into more details, we
will present the protocol in Figure 8.4.

The information transmitted in the protocol is illustrated in the following diagram:

ex,(K,ID(V),T,L) ex (ID(U),T)
TA Eﬁv{K: ID(U), T, L) ey (K,ID(U), T, L)

L

LY
L

ex(T + 1)

]
L]

We will now explain what is going on in the various steps of the protocol. Although we have no formal
proof thatKerberos is "secure" against an active adversary, we can at least give some informal motivation
of the features of the protocol.
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As mentioned above, the TA generated, andL in step 2. In step 3, this information, along with ID(V),
is encrypted using the ké§, shared by U and the TA to form; . Also, K, T, L, and ID(U) are

encrypted using the kd$,, shared by V and the TA to form,. Both these encrypted messages are sent
to U.

U can use her key to decrypt , and thus obtaiK, T, andL. She will verify that the current time is in the

interval fromT to T + L. She can also check that the sessionkkbgs been issued for her desired
communican¥ by verifying the information ID(V) decrypted from; .

Next, U will relaymy to V. As well, U will use the new session Keyo encryptl and ID (U) and send
the resulting messages to V.

When V receivesn, andmg from U, he decrypte, to obtainT, K, L and ID(U). Then he uses the new
session keK to decryptms and he verifies that and ID(U), as decrypted from, andmg, are the
same. This ensures V that the session key encrypted withia the same key that was used to encrypt
m3. Then V useX to encrypfT + 1, and sends the result back to U as message

When U receivemy, she decrypts it using and verifies that the resultTs+ 1. This ensures U that the

session keK has been successfully transmitted to V, sikeeas needed in order to produce the message
my.

It is important to note the different functions of the messages transmitted in this protocol. The messages
m4, andms are used to provide secrecy in the transmission of the sessi#h @eythe other handns

andmy are used to provideey confirmation, that is, to enable U and V to convince each other that they
possess the same session Keln most key distribution schemes, (session) key confirmation can be
included as a feature if it is not already present. Usually this is done in a similar fashion as it is done in
Kerberos, namely by using the new session key K to encrypt known quantitigsriberos, U use«K to
encrypt ID (U) andr, which are already encryptedrimy. Similarly, V useK to encrypfl + 1.

The purpose of the timestariand lifetimeL is to prevent an active adversary from storing "old"
messages for retransmission at a later time (this is catlgaay attack). This method works because
keys are not accepted as valid once they have expired.




Figure 8.5 Diffie-Hellman Key Exchange

One of the drawbacks #ferberos is that all the users in the network should have synchronized clocks,
since the current time is used to determine if a given sessidf iseyalid. In practice, it is very difficult
to provide perfect synchronization, so some amount of variation in times must be allowed.

8.4 Diffie-Hellman Key Exchange

If we do not want to use an on-line key server, then we are forced to use a key agreement protocol to
exchange secret keys. The first and best known key agreement profiti¢islellman Key Exchange

We will assume that is prime,a is a primitive element cEp , and that the valugsanda are publicly
known. (Alternatively, they could be chosen by U and communicated to V in the first step of the protocol.)
Diffie-Hellman Key Exchangeis presented in Figure 8.5.

At the end of the protocol, U and V have computed the same key
K = a®* mod p.

This protocol is very similar tDiffie-Hellman Key Predistribution described earlier. The difference is
that the exponentsy anday of users U and V (respectively) are chosen anew each time the protocol is

run, instead of being fixed. Also, in this protocol, both U and V are assured of key freshness, since the
session key depends on both random exporgnsnday, .

8.4.1 The Station-to-station Protocol
Diffie-Hellman Key Exchangeis supposed to look like this:

a®u

-

U - v

r
]

Unfortunately, the protocol is vulnerable to an active adversary who usatsualer-in-the-middle attack.

There is an episode dhe Lucy Show in which Vivian Vance is having dinner in a restaurant with a date,
and Lucille Ball is hiding under the table. Vivian and her date decide to hold hands under the table. Lucy,
trying to avoid detection, holds hands with each of them and they think they are holding hands with each
other.

An intruder-in-the-middle attack on tisffie-Hellman Key Exchangeprotocol works in the same way.
W will intercept messages between U and V and substitute his own messages, as indicated in the
following diagram:

oy 't
U r w

v v

-

-

B



At the end of the protocol, U has actually established the secrﬂ:ﬂU,“" with W, and V has

¥
established a secret kqaﬂm’ with W. When U tries to encrypt a message to send to V, W will be able
to decrypt it but V will not. (A similar situation holds if V sends a message to U.)

Clearly, it is essential for U and V to make sure that they are exchanging messages with each other and not
with W. Before exchanging keys, U and V might carry out a separate protocol to establish each other’s
identity, for example by using one of the identification schemes that we will describe in Chapter 9. But

this offers no protection against an intruder-in-the-middle attack if W simply remains inactive until after U
and V have proved their identities to each other. Hence, the key agreement protocol should itself
authenticate the participants’ identities at the same time as the key is being established. Such a protocol
will be calledauthenticated key agreement.
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We will describe an authenticated key agreement protocol which is a modificabiffiedHellman Key
Exchange The protocol assumes a publicly known priprend a primitive elememnt, and it makes use of
certificates. Each user U will have a signature scheme with verification algestlyrand signing

algorithmsigy . The TA also has a signature scheme with public verification algovighiip, . Each user
U has a certificate

C(U) = (ID(U), very, sigra (ID(U), very)),

where ID(U) is identification information for U.

B s ks s e | by 5

........

Figure 8.6 Simplified Station-to-station Protocol

The authenticated key agreement known asthgon-to-station Protocol(or STSfor short) is due to
Diffie, Van Oorschot, and Wiener. The protocol we present in Figure 8.6 is a slight simplification; it can
be used in such a way that it is conformant with the 1SO 9798-3 protocols.

The information exchanged in the simplifid S protocol(excluding certificates) is illustrated as
follows:

v

e o

a®, sigy(a®V, a®v)

sigu(a®,a®v)

Let’'s see how this protects against an intruder-in -the-middle attack. As before, W will ma
a
and replace it witlcx ay . W then receive@®”"  stgv(a®, a ) from V. He would like to replace



£ & 5 £
%V with @®V as before. However, this means that he must also re?,‘gﬂﬂw ,a"v) by
sigv(a®,a®) Unfortunately for W, he cannot compute V'’s signaturnfﬂfa”f @) since he
doesn’t know V’s signing algorithisigy, . Similarly, W is unable to repla(,s,':gﬂiam' » OV ) py

S’fﬂ'u{ﬂn” S b | because he does not know U’s signing algorithm.

This is illustrated in the following diagram:

ﬂal.l EE:J
oy g ay p0U) = ; av o4 av a1 F
U il' :339"’(& & ) - W ) Q ,Stgv{ﬂ , O U) Vv
sigu(@®’, a®v) sa'gg(cr“b,a“"} = 7

LY
[

It is the use of signatures that thwarts the intruder-in-the-middle attack.

The protocol, as described in Figure 8.6, does not provide key confirmation. However, it is easy to modify
so that it does, by defining

yv = ex(sigv(a®,a))
in step 4 and defining
yu = ex(sigy(a®,av))

in step 6. (As irKerberos, we obtain key confirmation by encrypting a known quantity using the new
session key.) The resulting protocol is known asSiiagion-to-station Protocol We leave the remaining
details for the interested reader to fill in.

8.4.2 MTI Key Agreement Protocols

Matsumoto, Takashima, and Imai have constructed several interesting key agreement protocols by
modifying Diffie-Hellman Key Exchange These protocols, which we cMITI protocols, do not require
that U and V compute any signatures. Theytaoepass protocols since there are only two separate
transmissions of information performed (one from U to V and one from V to U). In contraST $he
protocol is a three-pass protocol.

We present one of thdTI protocols. The setting for this protocol is the same aBiffie-Hellman Key
Predistribution . We assume a publicly known primppend a primitive elemermt. Each user U has an ID
string, ID(U), a secret exponeat (0<ay <p - 2), and a corresponding public value

by = a®¥ mod p.



The TA has a signature scheme with a (public) verification algonthry, and a secret signing
algorithmsigTa .

| . — ——

R AT i

[ Tty

= e IO

Figure 8.7 Matsumoto-Takashima-Imai Key Agreement Protocol

Each user U will have a certificate
C(U) = (ID(U), by, sigra (ID(U), by)),
whereby is formed as described above.

We present the MTI key agreement protocol in Figure 8.7. At the end of the protocol, U and V have both
computed the same key

K = g"™vevtrveu mad .
We give an example to illustrate this protocol.
Example 8.3
Suppose = 27803 anar = 5 are publicly known. Assume U choosgs = 21131, then she will compute

by = 5°'1%! mod 27803 = 21420

which is placed on her certificate. As well, assume V chomges 17555. Then he will compute

by = 5'7°%® mod 27803 = 17100

which is placed on his certificate.

Now suppose that U choosgg = 169; then she will send the value
sy = 5'%% mod 27803 = 6268

to V. Suppose that V chooseg = 23456; then he will send the value

sy = 523456 mod 27803 = 26759

to U.



Now U can compute the key
Kyyv = sv"Wby™ mod p
= 26759*'1%117100'%° mod 27803
= 21600,
and V can compute the key
Kyyv =su™by" modp
= 6268'7°%°21420734%¢ mod 27803
= 21600,

Thus U and V have computed the same key.
The information transmitted during the protocol is depicted as follows:
C(U),a™ mod p

u C(V),a™ mod p X

ra
L1

Let’s look at the security of the scheme. It is not too difficult to show that the securityMTthprotocol
against a passive adversary is exactly the same &éftieeHellman problem < see the exercises. As with
many protocols, proving security in the presence of an active adversary is problematic. We will not
attempt to prove anything in this regard, and we limit ourselves to some informal arguments.

Here is one threat we might consider: Without the use of signatures during the protocol, it might appear
that there is no protection against an intruder-in-the-middle attack. Indeed, it is possible that W might alter
the values that U and V send each other. We depict one typical scenario that might arise, as follows:

C(U),a™ C(U),a"v

"

C(V),a"™ L C(V),a™

g

1"?

In this situation, U and V will compute different keys: U will compute
K = q"ev+Tveu mod p.

while V will compute



i
K = a"u“‘-""’"‘v U mod p.

However, neither of the key computations of U or V can be carried out by W, since they require
knowledge of the secret exponeats anday , respectively. So even though U and V have computed

different keys (which will of course be useless to them), neither of these keys can be computed by W
(assuming the intractibility of thBiscrete Logproblem). In other words, both U and V are assured that
the other is the only user in the network that could compute the key that they have computed. This
property is sometimes calléahplicit key authentication.
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8.4.3 Key Agreement Using Self-certifying Keys

In this section, we describe a method of key agreement, due to Girault, that does not require certificates.
The value of a public key and the identity of its owner implicitly authenticate each other.

TheGirault Schemecombines features ®SA and discrete logarithms. Suppase pg, wherep = 2p1

+1,0=2971 +1, andp, q, p1, andql are all large primes. The multiplicative grczjn isomorphic to
Ep- K Eq'

. The maximum order of any eIememEn is therefore the least common multiplepof1

andq- 1, or »101. Leta be an element of ordep2q4. Then the cyclic subgroup Zp generated by
o is a suitable setting for tHaiscrete Logarithm problem.

In theGirault Scheme the factorization ofi is known only to the TA. The valuesanda are public, but
p, g, p1, andq are all secret. The TA chooses a puBI®A encryption exponent, which we will denote

by e. The corresponding decryption exponehis secret (recall that= e®1 mod o ()).

Each user U has an ID string ID(U), as in previous schemes. A user U oldaliireertifying public key,
pu., from the TA as indicated in Figure 8.8. Observe that U needs the help of the TA to rgdddse

also that
by = pu® +ID(U) mod n
can be computed fromy and ID(U) using publicly available information.

TheGirault Key Agreement Protocol is presented in Figure 8.9. The information transmitted during the
protocol is depicted as follows:

ID(U), py,a™ mod n
U iDihpr.eVmedn ¥

b

..........

i Pl e

Figure 8.8 Obtaining a self-certifying public key from the TA



At the end of the protocol, U and V each have computed the key

K = a™ovtveu mod n.
Here is an example of key exchange using@hault Scheme
Example 8.4

Suppose = 839 andy = 863. Them = 724057 and @ = 722356. The element= 5 has orderf2,q1 =
a(n)/2. Suppose the TA choosgs 125777 as thRSA decryption exponent; thes= 84453.

Suppose U has ID(U) = 500021 aag = 111899. Theib = 488889 angy = 650704. Suppose also
that V has ID(V) = 500022 aral, = 123456. Theby = 111692 angy = 683556.

Now, U and V want to exchange a key. Suppose U chogses56381, which means thay = 171007.
Further, suppose V chooseg = 356935, which means thay = 320688.

Then both U and V will compute the same key 42869.

Let's consider how the self-certifying keys guard against one specific type of attack. Since thbyalues
pu., and ID(U) are not signed by the TA, there is no way for anyone else to verify their authenticity
directly. Suppose this information is forged by W (i.e., it is not produced in cooperation with the TA), who

#
wants to masquerade as U. If W starts with ID(U) and a fake quethen there is no way for her to
! ) ¥
compute the exponeau correspondin¢ U if the Discrete Logproblem is intractible. Withol®U
computation cannot be performed by W (who is pretending to be U).

s o i i iy, B Y T B gt

ey

e el s

Figure 8.9 Girault Key Agreement Protocol

The situation is similar if W acts as an intruder-in-the-middle. W will be able to prevent U and V from
computing a common key, but W is unable to duplicate the computations of either U or V. Thus the
scheme provides implicit key authentication, as didMf¢ protocol.

An attentive reader might wonder why U is required to supply the agJu® the TA. Indeed, the TA can
computepy directly frombyy, without knowingay . Actually, the important thing here is that the TA
should be convinced that U knows the valuegfbefore the TA computgsy for U.

We illustrate this point by showing how the scheme can be attacked if the TA indiscriminately issues
public keyspy to users without first checking that they possess the &gJueorresponding to thebry .

!
Suppose W chooses a fake ve®U. and computes the corresponding value



u = a®v mod n.

Here is how he can determine the corresponding public key
o
py = (by — ID(U))" mod n.

W will compute

w = bl — ID(U) + ID(W)
and then give|b:v'+' and ID(W) to the TA. Suppose the TA issues the public key
pw = (bw — ID(W))* mod n
to W. Using the fact that
(by — ID(W) = by = ID(U) (mod n ).

it is immediate that

r ]

Pw = Pu-
Now, at some later time, suppose U and V execute the protocol, and W substitutes information as follows:

ID(U), py,a™ mod n ID(U), ply,a™ mod n
U ID(V),pv,a™ mod n W ID(V),pv,a™ mod n v

L

Now V will compute the key

K' = a™ovtrvey mod
whereas U will compute the key

K = ™Y T7V mod n.

W can comput&' as

K' = sy (py® + ID(V))"V mod n.



Thus W and V share a key, but V thinks he is sharing a key with U. So W will be able to decrypt messages
sent by V to U.

8.5 Notes and References

Blom presented his key predistribution scheme irBfid. Generalizations can be found in Bluretal.
[BDSHKVY93] and Beimel and Chor [BC94].

Diffie and Hellman presented their key exchange algorithm in [DH76]. The idea of key exchange was
discovered independently by Merkle EV8]. The material on authenticated key exchange is taken from
Diffie, van Oorschot, and Wiener [DVW92].

Version V ofKerberos is described in [KN93]. For a recent descriptive articl&erberos, see Schiller
[SC94].

The protocols of Matsumoto, Takashima, and Imai can be found in [MTI86]. Self-certifying key
distribution was introduced by Girault [@21]. The scheme he presented was actually a key
predistribution scheme; the modification to a key agreement scheme is based on [RV94].
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Two recent surveys on key distribution and key agreement are Rueppel and Van Oorschot [RV94] and van
Tilburg [VT93].

Exercises
8.1 Suppose thBlom Schemewith k = 1 is implemented for a set of four users, U, V, W and X.

Suppose that = 7873,ry = 2365,ry 6648,r\ywy = 1837 and x = 2186. The secrgtpolynomials
are as follows:

gu(z) = 6018 4+ 6351z
gviz) = 3749 + 7121z
gw(z) = 7601 + 7802z
gx(z) = 635 + 6828z,

(a) Compute the key for each pair of users, verifying that each pair of users obtains a common
key (thatisKyy =Ky u, etc.).

(b) Show how W and X together can compiiigy .

8.2 Suppose thBlom Schemewith k = 2 is implemented for a set of five users, U, V, W, X and Y.
Suppose thgt =97,ry = 14,ry =38,ryw =92,rx =69 andy = 70. The secregj polynomials are
as follows:

gu(zx 15 + 15z + 2z°

gv(z

)=

) = 95 + 77z + 83z?
gw(z) = 88 + 32z + 182°

)

) =

l;'x(:t: = 62 + 91z + 59z°
gx(z) = 10 + 82z + 5227,



(a) Show how U and V each will compute the k&yy =Ky u.
(b) Show how W, X and Y together can compiiigy .

8.3 Suppose that U and V carry out idfie-Hellman Key Exchangewith p = 27001 anax = 101.
Suppose that U choosag = 21768 and V chooses;, 9898. Show the computations performed by

both U and V, and determine the key that they will compute.
8.4 Suppose that U and V carry out &l Protocol wherep = 30113 andt = 52. Suppose that U
hasay = 8642 and choosesg) = 28654, and V hasy = 24673 and chooseg = 12385. Show the
computations performed by both U and V, and determine the key that they will compute.
8.5 If a passive adversary tries to compute thekkepnstructed by U and V by using thid'|
protocol, then he is faced with an instance of what we might terii Theproblem, which we
present in Figure 8.10. Prove that any algorithm that can be used to sdWel tipeoblem can be
used to solve thBiffie-Hellman problem, and vice versa.
8.6 Consider thé&irault Schemewherep = 167,q = 179, and hence= 29893. Suppose = 2 and
e=11101.
(&) Computed.
(b) Given that ID(U) = 10021 araly = 9843, computby andpy. Given that ID(V) = 10022
anday = 7692, computby andpy .
(c) Show howby can be computed fromy and ID(U) using the public exponematSimilarly,
show howby can be computed fromy and ID(V).

[ e R A

i oo I i

Figure 8.10 The MTI problem

(d) Suppose that U choosgg = 15556 and V choosey = 6420. Computsy andsy, and
show how U and V each compute their common key.
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Chapter 9
Identification Schemes

9.1 Introduction

Cryptographic methods enable many seemingly impossible problems to be solved. One such problem is
the construction of secure identification schemes. There are many common, everyday situations where it is
necessary to electronically "prove" one’s identity. Some typical scenarios are as follows:

1. To withdraw money from an automated teller machine (or ATM), we use a card together with a
four-digit personal identification number (PIN).

2. To charge purchases over the telephone to a credit card, all that is necessary is a credit card
number (and the expiry date).

3. To charge long-distance telephone calls (using a calling card), one requires only a telephone
number together with a four-digit PIN.

4. To do a remote login to a computer over a network, it suffices to know a valid user name and the
corresponding password.

In practice, these types of schemes are not usually implemented in a secure way. In the protocols
performed over the telephone, any eavesdropper can use the identifying information for their own
purposes. This could include the person who is the recipient of the information; many credit card "scams"
operate in this way. An ATM card is somewhat more secure, but there are still weaknesses. For example,
someone monitoring the communication line can obtain all the information encoded on the card’s
magnetic strip, as well as the PIN. This could allow an imposter to gain access to a bank account. Finally,
remote computer login is a serious problem due to the fact that user IDs and passwords are transmitted
over the network in unencrypted form. Thus they are vulnerable to anyone who is monitoring the
computer network.

The goal of an identification scheme is that someone "listening in" as Alice identifies herself to Bob, say,
should not subsequently be able to misrepresent herself as Alice. Furthermore, we should try to guard
against the possibility that Bob himself might try to impersonate Alice after she has identified herself to
him. In other words, Alice wants to be able to prove her identity electronically without "giving away" her
identifying information.



Figure 9.1 Challenge-and-response protocol

Several such identification schemes have been discovered. One practical objective is to find a scheme that
is simple enough that it can be implemented on a smart card, which is essentially a credit card equipped
with a chip that can perform arithmetic computations. Hence, both the amount of computation and the
memory requirements should be kept as small as possible. Such a card would be a more secure alternative
to current ATM cards. However, it is important to note that the "extra" security pertains to someone
monitoring the communication line. Since it is the card that is "proving" its identity, we have no extra
protection against a lost card. It would still be necessary to include a PIN in order to establish that it is the
real owner of the card who is initiating the identification protocol.

In later sections, we will describe some of the more popular identification schemes. But first, we give a
very simple scheme that can be based on any private-key cryptosysteBES.glhe protocol, which is
described in Figure 9.1, is calledtzallenge-and-response protocol. In it, we assume that Alice is
identifying herself to Bob, and Alice and Bob share a common secrdf kefich specifies an

encryption functioreg .

We illustrate this protocol with a small example.
Example 9.1

Alice and Bob use an encryption function which does a modular exponentiation:
ex(z) = %% mod 167653.

Suppose Bob’s challengexs= 77835. Then Alice responds wigh= 100369.

Virtually all identification schemes are challenge-and-response protocols, but the most useful schemes do
not require shared keys. This idea will be pursued in the remainder of the chapter.

9.2 The Schnorr Identification Scheme

We begin by describing tHe&chnorr Identification Scheme which is one of the most attractive practical
identification schemes. The scheme requires a trusted authority, which we denote by TA. The TA will
choose parameters for the scheme as follows:

1. pis a large prime (i.ep = 2 512) such that the discrete log problen®s" is intractible.

2. qis a large prime divisor gf - 1 (i.e.,q= 2 149).

3. € Zy" has ordeq (such arx can be computed as the-(1)/gth power of a primitive element).

4. A security parameter t such that; > 2t. For most practical applicatiortss 40 will provide

adequate security.

5. The TA also establishes a secure signature scheme with a secret signing atigrithemd a

public verification algorithnver T4 .

6. A secure hash function is specified. As usual, all information is to be hashed before it is signed. In



order to make the protocols easier to read, we will omit the hashing steps from the descriptions of the
protocols.

The parameterng, q, anda, the public verification algorithmer 1o and the hash function are all made
public.

A certificate will be issued to Alice by the TA. When Alice wants to obtain a certificate from the TA, the
steps in Figure 9.2 are carried out. At a later time, when Alice wants to prove her identity to Bob, say, the
protocol of Figure 9.3 is executed.

As mentioned above s a security parameter. Its purpose is to prevent an impostor posing as Alice, say
Olga, from guessing Bob’s challengeFor, if Olga guessed the correct value,afhe could choose any
value fory and compute

¥ = a’v" mod p.

She would give Boly in step 1, and then when she receives the challersie would supply the valye
she has already chosen. Thlyamould be verified by Bob in step 6.

Figure 9.2 Issuing a certificate to Alice

The probability that Olga will guess the value abrrectly is 2t if r is chosen at random by Bob. Thus,

= 40 should be a reasonable value for most applications. (But notice that Bob should choose his challenge
r at random every time Alice identifies herself to him. If Bob always used the same challgageOlga

could impersonate Alice by the method described above.)
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Basically, there are two things happening in the verification protocol. First, the signature s proves the
validity of Alice’s certificate. Thus Bob verifies the signature of the TA on Alice’s certificate to convince
himself that the certificate itself is authentic. This is essentially the same way that certificates were used in
Chapter 8.

The second part of the protocol concerns the secret nianbke valuea functions like &IN in that it
convinces Bob that the person carrying out the identification protocol is indeed Alice. But there is an
important difference from a PIN: in the identification protocol, the valueigiot revealed. Instead Alice
(or more accurately, Alice’s smart card) "proves" that she/it knows the vaduea sfep 5 of the protocol

by computing the valugin response to the challengessued by Bob. Since the value of a is not revealed,
this technique is called@oof of knowledge.

Figure 9.3 The Schnorr identification scheme

The following congruences demonstrate that Alice will be able to prove her identity to Bob:

a¥y" = a** "y (mod p)

= a5 (mod p)

a* (mod p)

7 (mod p).

Thus Bob will accept Alice’s proof of identity (assuming he is honest), and the protocol is said to have the
completeness property.

Here is a small (toy) example illustrating the challenge-and-response aspect of the protocol.

Example 9.2

Suppose = 88667, = 1031 and = 10. The elemert = 70322 has ordeyin L, Suppose Alice’s
secret exponent B= 755; then



v=a “modp
= 70322'%31 755 mod 88667
= 13136.

Now suppose Alice choosks= 543. Then she computes

v = a* mod p
= T0322°%% mod BR667
= 84109.

and sendy to Bob. Suppose Bob issues the challenge 000. Then Alice computes
y = k+ar mod g
= 543 + 755 x 1000 mod 1031
= 851
and sendy to Bob. Bob then verifies that

84109 = 70322%113136'%° (mod 88667).

So Bob believes that he is communicating with Alice.

Next, let's consider how someone might try to impersonate Alice. An imposter, Olga, might try to
impersonate Alice by forging a certificate

C'{Alice) = (ID{Alice),v', s"),

whereV' # v. Buts is supposed to be a signature of (ID (Aliag), and this is verified by Bob in step 3 of
the protocol. If the signature scheme of the TA is secure, Olga will not be able to forge a sgjnature
which will subsequently be verified by Bob.

Another approach would be for Olga to use Alice’s correct certificate, whicfhigce) = (ID(Alice), v,

s) (recall that certificates are not secret, and the information on a certificate is revealed each time the
identification protocol is executed). But Olga will not be able to impersonate Alice unless she also knows
the value ofa. This is because of the "challengdh step 4. In step 5, Olga would have to compgutsut

y is a function of.. The computation of from v involves solving a discrete log problem, which we

assume is intractible.

We can prove a more precise statement about the security of the protocol, as follows.



THEOREM 9.1

Suppose Olga knows a value y for which she has probability O = 1/21 of successfully impersonating
Alice in the verification protocol. Then Olga can compute a in polynomial time.

PROOF For a fractiori] of the 2 possible challengeas Olga can compute a valyavhich will be
accepted in step 6 by Bob. Sirides 1/2 1, we have that 20, and therefore Olga can compute values
Y1,Y2, 1 andro such that

1 # y2 (mod q)
and

¥ = a¥ v = a¥v™ (mod p).

It follows that
a¥tT¥2 = 27" (mod p).
Sincev =a "2, we have that
y1 — y¥2 = a(r —72) (mod gq).

Now, 0 <f, -r1| <2 andqg > 2! is prime. Hence gcdg - r1, q) = 1, and Olga can compute

a=(y1 —y2)(r1 —r2)"" mod g,
as desired.

The above theorem proves that anyone who has a non-negligible chance of successfully executing the
identification protocol must know (or be able to compute in polynomial time) Alice’s secret exponent a.
This property is often referred to smindness.

We illustrate with an example.
Example 9.3

Suppose we have the same parameters as in Exampbe=988667,0= 1031t = 10,a = 703220 = 755
andv = 13136. Suppose Olga learns that

a¥%1y1000 = 554,19 (mod p).

Then she can compute



a = (851 — 454)(1000 — 19)~" mod 1031 = 755,
and thus discover Alice’s secret exponent.

We have proved that the protocol is sound and complete. But soundness and completeness are not
sufficient to ensure that the protocol is "secure." For example, if Alice simply revealed the value of her
exponenta to prove her identity to Olga (say), the protocol would still be sound and complete. However, it
would be completely insecure, since Olga could subsequently impersonate Alice.

This motivates the consideration of the secret information released to a verifier (or an observer) who takes
part in the protocol (in this protocol, the secret information is the value of the exppn@ant hope is

that no information abowt can be gained by Olga when Alice proves her identity, for then Olga would be
able to masquerade as Alice.

In general, we could envision a situation whereby Alice proves her identity to Olga, say, on several
different occasions. Perhaps Olga does not choose her challenges (i.e., the valines @ndom way.
After several executions of the protocol, Olga will try to determine the valas@&he can subsequently
impersonate Alice. If Olga can determine no information about the valbyofaking part in a
polynomial number of executions of the protocol and then performing a polynomial amount of
computation, then we would be convinced that the protocol is secure.

It has not been proven that t8ehnorr Schemes secure. But in the next section, we present a
modification of theSchnorr Scheme due to Okamoto, that can be proved to be secure given a certain
computational assumption.
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The Schnorr Schemewas designed to be very fast and efficient, both from a computational point of view
and in the amount of information that needs to be exchanged in the protocol. It is also designed to
minimize the amount of computation performed by Alice. This is desirable because in many practical
applications, Alice’s computations will be performed by a smart card with low computing power, while
Bob’s computations will be performed by a more powerful computer.

For the purpose of discussion, let's assume that ID (Alice) is a 512-bit stafsgp comprises 512 bits,
and s will be 320 bits if thBSSis used as a signature scheme. The total size of the cert@igdiee)
(which needs to be stored on Alice’s smart card) is then 1344 bits.

Let us consider Alice’'s computations: step 1 requires a modular exponentiation to be performed; step 5

comprises one modular addition and one modular multiplication. It is the modular exponentiation that is

computationally intensive, but this can be precomputed offline, if desired. The online computations to be
performed by Alice are very modest.

It is also a simple matter to calculate the number of bits that are communicated during the protocol. We
can depict the information that is communicated in the form of a diagram:

C,vy

-

Alice L Bob
y

e
¥

Alice gives Bob 1344 + 512 = 1856 bits of information in step 2; Bob gives Alice 40 bits in step 4; and
Alice gives Bob 140 bits in step 6. So the communication requirements are quite modest, as well.

[ R R ——

free
B e oy s e . iy iy S
P TR rrp—
.
-
[ minla

Figure 9.4 Issuing a certificate to Alice



9.3 The Okamoto Identification Scheme

In this section, we present a modification of 8enorr Schemedue to Okamoto. This modification can
be proved secure, assuming the intractibility of computing a particular discrete Iogarzﬁm in

To set up the scheme, the TA chogsesdq as in theSchnorr Scheme The TA also chooses two

element@1; @2 € Zp" poth having ordeg. The value® = log,,, aa g kept secret from all the
participants, including Alice. We will assume that it is infeasible for anyone (even a coalition of Alice and
Olga, say) to compute the valaeAs before, the TA chooses a signature scheme and hash function. The
certificate issued to Alice by the TA is constructed as described in Figure 9.@kahwto

Identification Schemeis presented in Figure 9.5.

Here is an example of tligkamoto Scheme
Example 9.4

As in previous examples, we will take= 88667, = 1031, and = 10. Supposa ; = 58902 ana» =
73611 (botho 1 anda» have ordeq in E‘F“r ). Now, suppose 1 = 846 andx» = 515; therv = 13078.

S

Figure 9.5 The Okamoto identification scheme

Suppose Alice chooség = 899 ank, = 16; theny = 14574. If Bob issues the challenge 489 then
Alice will respond withy1 = 131 and/> = 287. Bob will verify that

58002'*173611%%713078% = 14574 (mod 88667).

So Bob will accept Alice’s proof of identity.

The proof that the protocol is complete (i.e., that Bob will accept Alice’s proof of identity) is
straightforward. The main difference between Okamoto’s and Schnorr’'s scheme is that we can prove that

the Okamoto Schemeds secure provided that the computation of the discrete Iogamgm @2 s
intractible.

The proof of security is quite subtle. Here is the general idea: As before, Alice identifies herself to Olga
polynomially many times by executing the protocol. We then suppose (hoping to obtain a contradiction)
that Olga is able to learn some information about the values of Alice’s secret exgonamiga 5. If this

is so, then we will show that (with high probability) Alice and Olga together will be able to compute the
discrete logarithm c in polynomial time. This contradicts the assumption made above, and proves that
Olga must be unable to obtain any information about Alice’s exponents by taking part in the protocol.



The first part of this procedure is similar to the soundness proof f&ctieorr Scheme
THEOREM 9.2

Suppose Olga knows a value y for which she has probability O = 1/21 of successfully impersonating
Alice in the verification protocol. Then, in polynomial time, Olga can compute values b4 and b» such that

v =a; ey (mod p).

PROOF For a fractiori] of the 2 possible challengeas Olga can compute valugs, y», z1, Z2, r ands
withr #sand

v = mMas¥?" = o M ae™v® (mod p).

Define

by = (y1 - z1)(r -9 modg
and

by = (y2 - z2)(r -9 modg.
Then it is easy to check that

v=a; ay % (mod p),
as desired.
We now proceed to show how Alice and Olga can together compute the value of

THEOREM 9.3

Suppose Olga knows a value y for which she has probability 0 = 1/21 of successfully impersonating
Alicein the verification protocol. Then, with probability 1 - 1/q,Alice and Olga can together compute

1084, @2 i polynomial time.
PROOF By Theorem 9.2, Olga is able to determine vahieandb, such that

U= r_’rl_h‘

ary b (mod p).
Now suppose that Alice reveals the valugsanda » to Olga. Of course

v =1 T (mod p),



so it must be the case that
a1 ™" = 3" (mod p).
Suppose thai(, a,) # (b1, b2). Then &, - by)™1 modq exists, and the discrete log
¢ = log, a2 = (a1 — )b —ay) ™" mod ¢

can be computed in polynomial time.
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There remains to be considered the possibility tatd>) = (b1, b2). If this happens, then the value of ¢
cannot be computed as described above. However, we will arguathab] = (b1, b2) will happen

only with very small probability &j, so the procedure whereby Alice and Olga comput#l almost
surely succeed.

Define
A={(a),03) € Zy x Zy : o "%y 792 = ay "% ay”% (mod p)}.

That is,.rd. consists of all the possible ordered pairs that could be Alice’s secret exponents. Observe that

A={(ay —cBas +0):0 €2},

where® = I{’Em a2 ThysA consist ofg ordered pairs.

The ordered paiit(; , b») computed by Olga is certainly in the At we will argue that the value of the
pair (b1, by) is independent of the value of the paif (a2) that comprises Alice’s secret exponents.
Since &1, a») was originally chosen at random by Alice, it must be the case that the probabiligsthat (

ap) = (b1, bp)is 1h.

So, we need to say what we meanly, ©02) being "independent” ok, a»). The idea is that Alice’s

pair @1, a») is one of they possible ordered pairs in the .rd.t, and no information about which is the
"correct" ordered pair is revealed by Alice identifying herself to Olga. (Stated informally, Olga knows that
an ordered pair frorA comprises Alice’s exponents, but she has no way of telling which one.)

Let’s look at the information that is exchanged during the identification protocol. Basically, in each
execution of the protocol, Alice chooseg ®lga chooses an and Alice revealy, andy» such that

¥ = a1 o v" (mod p).
Recall that Alice computes

¢ =k +a;r mod g



and
Y2 = ka2 + azr mod g,
where
v = a; " a* mod p.
But note thak, andko are not revealed (nor aag anday).

The particular quadruple,(r, y1, y2) that is generated during one execution of the protocol appears to
depend on Alice’s ordered paa4(, as), sincey; andy, are defined in terms @f; anda,. But we will
show that each such quadruple could equally well be generated from any other ordered pair
(al,a3) € A 710 see this, Suppo(a'l a3) € A, ie,a =a —df and@z = az + @

where 0 8 < q- 1. We can expresg andy- as follows:

=k +ar
=k + (a) +cO)r
= (ky + rcf) + ayr,
and

Y2 = ka2 + aar
= ko + (al, - O)r

= (ko — rf) + ajr,

where all arithmetic is performed Ly  That is, the quadruplg,(,y1.Y< smaLL>2) iS also consistent with

the ordered pa':ﬂ;l ,ay) using the random choickl = k1 +rell gnqky = k2 — 18 produce (the
same)y. We have already noted that the valuekioéndk, are not revealed by Alice, so the quadruple
(V,r.Y1.¥Y< smaLL>2) Yields no information regarding which ordered pai.rdnAIice is actually using for
her secret exponents. This completes the proof.

This security proof is certainly quite elegant and subtle. It would perhaps be useful to recap the features of
the protocol that lead to the proof of security. The basic idea involves having Alice choose two secret

exponents rather than one. There are a totqpairs in the seA that are "equivalent" to Alice’s pair
(a1, a»). The fact that leads to the ultimate contradiction is that knowledge of two different p.rd.rs in

provides an efficient method of computing the discrete logarithfstice, of course, knows one pair.rd.
; and we proved that if Olga can impersonate Alice, then Olga is able to compute z.r‘,ia/irh'ru:h (with

high probability) is different from Alice’s pair. Thus Alice and Olga together can find two pa.,e‘,'i.sdumd
computec, which provides the desired contradiction.



Here is an example to illustrate the computatio!®8a: @2 by Alice and Olga.

Example 9.5

As in Example 9.4, we will take = 88667, = 1031 and = 10, and assume that 13078.
Suppose Olga has determined that

131 HEEETUJB'E} 890 3{}3,{:199

) =01 oo (mod p).

Then she can compute
by = (131 - 890)(489 - 199% mod 1031 = 456
and

b, = (287 - 303)(489 - 199 mod 1031 = 519.
Now, using the values @f; anda> supplied by Alice, the value

c = (846 - 456)(519 - 515) mod 1031 = 613

is computed. This valueis in fact!®a; @2 as can be verified by calculating
58902613 mod 88667 = 73611.

Finally, we should emphasize that, although there is no known proof tHthherr Schemes secure

(even assuming that the discrete logarithm problem is intractible), neither is there any known weakness in
the scheme. Actually, tHfechnorr Schememight be preferred in practice to tb&amoto Schemesimply
because it is somewhat faster.
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9.4 The Guillou-Quisquater Identification Scheme

In this section, we describe another identification scheme, due to Guillou and Quisquater, that is based on
RSA.

The set-up of the scheme is as follows: The TA chooses two ppiaresdg and forms the product= pg.

The values op andq are secret, whila is public. As is usually the cageandq should be chosen large
enough that factoring is intractible. Also, the TA chooses a large prime intégehich will function as a
security parameter as well as being a public RSA encryption exponent; to be specific, let us supgpose that
is a 40-bit prime. Finally, the TA chooses a signature scheme and hash function.

The certificate issued to Alice by the TA is constructed as described in Figure 9.6. When Alice wants to
prove her identity to Bob, say, the protocol of Figure 9.7 is executed. We will prove that the
Guillou-Quisquater Schemeis sound and complete. However, the scheme has not been proved to be
secure (even assuming that R®A cryptosystem is secure).

B P et s i, S ke
[ |
L T S T e |

[ -

Figure 9.7 The Guillou-Quisquater identification scheme

Example 9.6

Suppose the TA choosps= 467 andy = 479, san = 223693. Suppose also thet 503 and Alice’s secret
integeru = 101576. Then she will compute

1% mod n

v=(u
= (101576~ ')°%* mod 223693

= BUBBS.



Now, let's assume that Alice is proving her identity to Bob and she chkes£87485; then she gives
Bob the value

= k® mod n
= 187485%%° mod 223693
= 24412.
Suppose Bob responds with the challenge375. Then Alice will compute
y = ku” mod n
= 187485 x 101576°7° mod 223693
= 93725
and gives it to Bob. Bob then verifies that
24412 = 8§9888%7993725°% (mod 223693).
Hence, Bob accepts Alice’s proof of identity.

As is generally the case, proving completeness is quite simple:

= (u®)"(ku")? (mod n)
= u " k""" (mod n)

= k® (mod n)

= v (mod n).

wryb

Now, let us consider soundness. We will prove that the scheme is sound provided that it is infeasible to
computeu fromv. Sincev is formed fromu by RSA encryption, this is a plausible assumption to make.

THEOREM 9.4

Suppose Olga knows a value y for which she has probability 00 > 1b of successfully impersonating Alice
in the verification protocol. Then, in polynomial time, Olga can compute u.

PROOF For somey, Olga can compute valugs, y2,r1, ro withrq #ro, such that

v=v"y " = vy, (mod n).



Suppose, without loss of generality, that>r 5. Then we have

T = {yg,.r‘yljb (mod n).

Since 0 <r1 -ro <bandbis prime;t = (r1 - r»)™r modb exists, and it can be computed in polynomial
time by Olga using the Euclidean algorithm. Hence, we have that

VT = (o /yy)" (mod n).
Now,
(ry —ra)t =fb+1
for some positive integef:, so

v = (y2 /)" (mod n),

or equivalently,

v = (y2/3)"(v1)* (mod n).

Now raise both sides of the congruence to the ptowemodq(n), to get the following:
=1 __ Fres B 4
u = (y2/1n) (v™") (mod n).

Finally, compute the inverse modulpof both sides of this congruence, to obtain the following formula
for u:

u = (y1/y2)'v’ mod n.
Olga can use this formula to computa polynomial time.

Example 9.7

As in the previous example, suppose that223693p = 503,u = 101576 and¢ = 89888. Suppose Olga
has learned that

v191103386° = v¥7°93725" (mod n).

She will first compute



t=(ry —re)”"! mod b
(401 — 375)~" mod 503

!

= 445.
Figure 9.8 Issuing a value to Alice
Next, she calculates
_ (r1 —ra)t —1
= b
_ (401 — 375)445 — 1
B 503
= 23.

Finally, she can obtain the secret valuzs follows:

u = (y1/y2)'v" mod n
= (103386/93725)**°89888%% mod 223693
= 101576.

Thus Alice’s secret exponent has been compromised.

9.4.1 Identity-based Identification Schemes

The Guillou-Quisquater Identification Schemecan be transformed into what is known as an

identity-based identification scheme. This basically means that certificates are not necessary. Instead, the
TA computes the value ofas a function of Alice’s ID string, using a public hash functiavith range

Zn . This is done as indicated in Figure 9.8. The identification protocol now works as described in Figure
9.9. The valuer is computed from Alice’s ID string via the public hash functiom order to carry out

the identification protocol, Alice needs to know the valug,afhich can be computed only by the TA
(assuming that thRSA cryptosystem is secure). If Olga tries to identify herself as Alice, she will not
succeed because she does not know the value of

s

et

Figure 9.9 The Guillou-Quisquater identity-based identification scheme



9.5 Converting Identification to Signature Schemes

There is a standard method of converting an identification scheme to a signature scheme. The basic idea is
to replace the verifier (Bob) by a public hash functlorin a signature scheme obtained by this approach,
the message is not hashed before it is signed; the hashing is integrated into the signing algorithm.

We illustrate this approach by converting 8e&hnorr Schemeinto a signature scheme. See Figure 9.10.
In practice, one would probably take the hash fundtitmbe theéSHS with the result reduced moduio
Since theSHS produces a bitstring of length 160 anis a 160-bit prime, the modutpreduction is
necessary only if the message digest produced byHiSexceeds); and even in this situation it is
necessary only to subtragfrom the result.

In proceeding from an identification scheme to a signature scheme, we replaced a 40-bit challenge by a
160-bit message digest. 40 bits suffice for a challenge since an impostor needs to be able to guess the
challenge in order to precompute a response that will be accepted. But in the context of a signature
scheme, we need message digests of a much larger size, in order to prevent attacking the scheme by
finding collisions in the hash function.

Other identification schemes can be converted to signature schemes in a similar fashion.

Figure 9.10 Schnorr Signature Scheme
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9.6 Notes and References

The Schnorr Identification Schemeis from [91], theOkamoto Schemewas presented in K®3], and
the Guillou-Quisquater Schemecan be found in [GQ88]. Another scheme that can be proved secure
under a plausible computational assumption has been given by Brickell and McCurley [BM92].

Other popular identification schemes include Fege-Fiat-Shamir SchemgFFS88] (see also [FS87])
and Shamirs?ermuted Kernel SchemgSH90]. TheFeige-Fiat-Shamir Schemas proved secure using
zero-knowledge techniques (see Chapter 13 for more information on zero-knowledge proofs).

The method of constructing signature schemes from identification schemes is due to Fiat and Shamir
[FS87]. They also describe an identity-based version of their identification scheme.

Surveys on identification schemes have been published by Burmester, Desmedt, and Beth [BDB92] and de
Waleffe and Quisquateb]VQ93].

Exercises

9.1 Consider the following possible identification scheme. Alice possesses a secret pegywhere

p andg are prime ang = q = 3 (mod 4). The valuasand ID(Alice) are signed by the TA, as usual,
and stored on Alice’s certificate. When Alice wants to identify herself to Bob, say, Bob will present
Alice with a random quadratic residue modnjsayx. Then Alice will compute a square roodf x

and give it to Bob. Bob then verifies thet = x (modn). Explain why this scheme is insecure.

9.2 Suppose Alice is using tf8chnorr Schemewhereq = 1201,p = 122503f = 10 andx = 11538.

(a) Verify thata has ordeqin "F‘* .

(b) Suppose that Alice’s secret exponerd #357. Compute.

(c) Suppose thda = 868. Computg.

(d) Suppose that Bob issues the challangé01. Compute Alice’s responge

(e) Perform Bob’s calculations to verify
9.3 Suppose that Alice uses t8ehnorr Schemewith p, g, t anda as in Exercise 9.2. Now suppose
thatv = 51131, and Olga has learned that

3 148 15

Ki
a v o ]_Ul{]'f'

Il

(mod p).



Show how Olga can compute Alice’s secret expoaent

9.4 Suppose that Alice is using tlkamoto Schemewith g = 1201,p = 122503t = 10,04 =
60497 andx, = 17163.
(a) Suppose that Alice’s secret exponentsagre 432 anday = 423. Compute.
(b) Suppose thdt; = 389 anck, = 191. Computg.
(c) Suppose that Bob issues the challange21. Compute Alice’s responsg, andys.
(d) Perform Bob’s calculations to verify; andy,.
9.5 Suppose that Alice uses tB&amoto Schemewith p, g, t, a1, anda > as in Exercise 9.4.
Suppose also that= 119504.

(a) Verify that

70 1 77 _ 248 _ 883 992
T L B (

ay mod p).

(b) Use this information to compute b1 and b2 such that

—by =bz —

T = v (mod p).

(c) Now suppose that Alice reveals tlaat= 484 anch, = 935. Show how Alice and Olga

together will computn,mgm a2
9.6 Suppose that Alice is using taiillou-Quisquater Schemewith p = 503,q = 379, and = 509.
(a) Suppose that Alice’s secnet= 155863. Compute
(b) Suppose thdt=123845. Compute
(c) Suppose that Bob issues the challanget87. Compute Alice’s response,
(d) Perform Bob’s calculations to verify
9.7 Suppose that Alice is using tlaiillou-Quisquater Schemewith n = 199543p = 523 and/ =
146152. Suppose that Olga has discovered that

*°°101360° = v**736056° (mod n).

Show how Olga can compute
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Chapter 10
Authentication Codes

10.1 Introduction

We have spent a considerable amount of time studying cryptosystems, which are used to obtain secrecy.
An authentication code provides a method of ensuringtbgrity of a message, i.e., that the message has

not been tampered with and that it originated with the presumed transmitter. Our goal is to achieve this
authentication capability even in the presence of an active opponent, Oscar, who can observe messages in
the channel and introduce messages of his own choosing into the channel. This goal is accomplished in the
"private-key" setting whereby Alice and Bob share a secretkdyefore any message is transmitted.

In this chapter, we study codes that provide authentication but no secrecy. In such a code, a key is used to
compute an authentication tag which will enable Bob to check the authenticity of the message he receives.
Another application of an authentication code is verify that data in a large file has not been tampered with.
An authentication tag would be stored with the data; the key used to generate and verify the authenticator
would be stored separately, in a "secure" area.

We should also point out that, in many respects, an authentication code is similar to a signature scheme or
to a message authentication code (MAC). The main differences are as follows: The security of an
authentication code is unconditional, whereas signature schemes and MACs are studied from the point of
view of computational security. Also, when an authentication code (or a MAC) is used, a message can be
verified only by the intended receiver. In comparison, anyone can verify a signature using a public
verification algorithm.

We now give a formal definition of the terminology we use in the study of authentication codes.

DEFINITION 10.1 An authentication code is a four-tuple (S, AK,E) , Where the following conditions
are satisfied:

1. & isafinite set of possible source states

[
s :-—-I:m-

Figure 10.1 Impersonation by Oscar



2. A isafinite set of possible authentication tags
3. K, the keyspace, is a finite set of possible keys.

4. For each X € K | thereisan authentication rule €k : S—= A,
The message set isdefinedtobe M = 8 x A |

REMARK Note that a source state is analogous to a plaintext. A message consists of a plaintext with an
appended authentication tag; it could be more precisely referred sigaschmessage. Also, an
authentication rule need not be an injective function.

In order to transmit a (signed) message, Alice and Bob follow the following protocol. First, they jointly
choose a random k(K € K . This is done in secret, as in a private-key cryptosystem. At a later time,
suppose that Alice wants to communicate a sources € & to Bob over an insecure channel. Alice
computesa = ek (s) and sends the messagea)) to Bob. When Bob receives, @), he computea’ =

ek (9). If 8 =a, then he accepts the message as authentic; otherwise, he rejects it.

We will study two different types of attacks that Oscar might carry out. In both of these attacks, Oscar is
an "intruder-in-the-middle." These attacks described are as follows:

Impersonation
Oscar introduces a messaggaj into the channel, hoping to have it accepted as authentic by Bob.
This is depicted in Figure 10.1.

Substitution
Oscar observes a messagea in the channel, and then changes itstp), wheres # s, again
hoping to have it accepted as authentic by Bob. Hence, he is hoping to mislead Bob as to the source
state. This is depicted in Figure 10.2.

Associated with each of these attacks deaeption probability, which represents the probability that
Oscar will successfully deceive Bob, if he (Oscar) follows an optimal strategy. These probabilities are
denoted byPd( (impersonation) anBdq (substitution). In order to compuelg andPd, we need to

specify probability distributions o& andX . These will be denoted tPS andPK | respectively. We

assume that the authentication code and these two probability distributions are known to Oscar. The only
information that Alice and Bob possess that is not known to Oscar is the value of te Keig, is

analogous to the way that we studied the unconditional security of private-key cryptosystems.

[

Figure 10.2 Substitution by Oscar
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10.2 Computing Deception Probabilities

In this section, we look at the computation of deception probabilities. We begin with a small example of
an authentication code.

Example 10.1

Suppose
S=A=123
and
K: = E:; X Eg.
For eacHi.J) € K and eacls € S, define
€ij(s) =1s + j mod 3.

It will be useful to study thauthentication matrix, which tabulates all the valueg(s). For each key

K € K andforeacls € &, place the authentication tag (s) in rowK and columrs of al| % |8]
matrix M. The arrayM is presented in Figure 10.3.

Suppose that the key is chosen at randomPx{K) = 1/9 for eact K € K . We do not specify the
probability distributiorP’§ since it turns out to be immaterial in this example.

Let’s first consider an impersonation attack. Oscar will pick a source state s, and attempt to guess the
"correct” authentication tag. Denote Ky the actual key being used (which is unknown to Oscar). Oscar

will succeed in deceiving Bob if he guesses the*0 = €Kq (s) However, for ans € & and

a € A | itis easy to verify that there are exactly three (out of nine) authenticatio/C € K such
thatek (s) = a. (In other words, each symbol occurs three times in each column of the authentication
matrix.) Hence, it follows tha®dg = 1/3.



key [[O[1]2
(GO jjojojo
TRV R
o2 lz2jz2j2
(Layfloji1iz
Lnjifzio
(L2 2]1001
2,0 (10211
Zl1jojz2
22yl 211]0

Figure 10.3 An authentication matrix

Substitution is a bit more complicated to analyze. As a specific case, suppose Oscar observes the message
(0, 0) in the channel. This does give Oscar some information about the key: he now knows that

K, € {(0,0),(1,0),(2,0)}.

Now suppose Oscar replaces the message (0, 0) with the message (1, 1). Then, he will succeed in his
deception if and only iKg = (1, 0). The probability tha€ is the key is 1/3, since the key is known to be

in the set {(0, 0), (1, 0), (2, 0)}.

A similar analysis can be done for any substitution that Oscar might make. In general, if Oscar observes
the messages(a), and replaces it with any messaged’) wheres # s, then he deceives Bob with

probability 1/3. We can see this as follows. Observatios, @) festricts the key to one of three

possibilities. Then, for each choice f, &), there is one key (out of the three possible keys) under which
a is the authentication tag fer.

Let’'s now discuss how to compute the deception probabilities in general. First, we cBdgidas
above, leK o denote the key chosen by Alice and Bob.5 € & anda € A | definepayoff (s, a) to be
the probability that Bob will accept the messag@) as being authentic. It is not difficult to see that

payoff (s,a) = prob(a = ek, (s))
= Z p(K).

{KeK:ex(s)=a}

That is,payoff (s, a) is computing by selecting the rows of the authentication matrix that haveagntry
columns, and summing the probabilities of the corresponding keys.

In order to maximize his chance of success, Oscar will chgpgesuch thapayoff (s, a) is a maximum.
Hence,

Pdy = max{payoff(s,a) : s € S,a € A}. (10.1)

Note thatPdg does not depend on the probability distribuil?S .



Pd is more difficult to compute, and it may depend on the probability distribPSin Let's first
consider the following problem: Suppose Oscar observes the messgga the channel. Oscar will

substitute somes( &) for (s, a), wheres # s. Hence, fos,8 €S, 8# 8 , andt, a' € A , we define
payoff (s, &’; s, a) to be the probability that a substitution gfg) with (s, &) will succeed in deceiving
Bob. Then we can compute the following:

payoff (s',a'; 5,a) = prob(a’ = ek, (s')|a = ex,(s))
_ probla’ = ex,(s') Aa = ek, (s))
probla = ek, (s))

¥, pr(K)

(KeK:ex(s)=a,ex (&' )=a"}

>, px(K)

{KeEK:ex(s)=a}
¥, pr(K)
{Kek:ex(s)=a,.ex(s')=a"}
payoff (s,a)

It

*

The numerator of this fraction is found by selecting the rows of the authentication matrix that have the
valuea in columns and the valu@' in columns, and summing the probabilities of the corresponding
keys.

Since Oscar wants to maximize his chance of deceiving Bob, he will compute
Ps.a = max{payoff (s',a’;5,a) : s' € 8,5 # 5',a’ € A}.

The quantityps 5 denotes the probability that Oscar can deceive Bob with a substitution, gives) dhat (
is the message observed in the channel.

Now, how do we compute the deception probabiitlyy ? Evidently, we have to compute a weighted

average of the quantiti€s; 5 with respect to the probabiliti A4 (s,a) of observing messages §) in
the channel. That is, we calculd&d; to be

Pdi= Y pm(s,a)psa. (10.2)
(s,a)EM



key [1[2]3]4
1 H1infngz
Z |212]1]2
EN N EREI AN
Figure 10.4 An authentication matrix

The probability distributiol?M is as follows:
pm(s,a) = ps(s) x px(als)
= ps(s) x Z pe(K)
{KeK:ex(s)=a}

= ps(s) x payoff (s, a).

In Example 10.1,
payoff (s,a) = 1/3

for all s, a, soPdg = 1/3. Also, it can be checked that

payoff (s',a';s,a) = 1/3

foralls s, a, a,s#s. HencePd; = 1/3 for any probability distributioP's . (In general, thoughrd4
will depend orPS )

Let’s look at the computation &dg andPd for a less "regular” example.
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Example 10.2
Consider the authentication matrix of Figure 10.4. Suppose the probability distributiSandX are
ps(i) = 1/4,
1<i<4;and
pic(1) = 1/2,px(2) = px(3) = 1/4.
The valuegayoff (s, a) are as follows:
payoff (1,1) = 3/4
payoff (1,2) = 1/4
payoff (2,1) = 1/2
payoff (2,2) = 1/2
payoff (3,1) = 3/4
payoff (3,2) = 1/4
payoff (4,1) = 1/4
payoff (4,2) = 3/4.

Hence Pdg = 3/4. Oscar’s optimal impersonation strategy is to place any of the messages (1, 1), (3, 1) or
(4, 2) into the channel.

Now we turn to the computation Bl1. First, we present the various valyagoff (s, & s, a) in the
form of a matrix. The entry in rovg,(a) and columng, &) is the valugayoff (s, @'; s, a).



(L) (1L,2)[(2) (2,2) | (3,1) 32|41 (4,2
1,1) 273 1/3 | 2/3 1/3 | 1/3  2/3
(1,2) 0 1 1 0 1 0
0| 1 0 0 1 0 1
(2,2) | 172 1/2 12 1/2 | 142 1/2
(3,1) | 2/3 1/3 | 2/3 1/3 0 1
3.2)| 1 0 0 1 1 0
@1 | 1 0 0 i 0 1
42| 2/3 13| 2/3 1/3] 1 0

Thus we have 1 = 2/3,p2 2 = 1/2, andps 5 = 1 for all othess, a. It is then a simple matter to evaluate

Pdq = 7/8. An optimal substitution strategy for Oscar is as follows:

This strategy indeed yieldxd, = 7/8.

The computation dPd; in Example 10.2 is straightforward but lengthy. We can in fact simplify the
computation oPd; by observing that we divide by the quanpayoff (s, a) in the computation gfs 5,

and then later multiply bgayoff (s, a) in the computation d?d;. Of course, these two operations cancel
each other out. Suppose we define

B

4s,a = Max

(1,1) = (2,1)
(1,2) = (2,2)
(2,1) = (1,1)
(2,2) = (1,1)
(3,1) = (4,2)
(3,2) = (1,1)
(4,1) = (1,1)

(4,2) = (3,1).

{KeK:ex(s)=a,ex(s')=a'}

for all s, a. Then we have the following more concise formulaFoy :

p(K):s'€ 8,8 #£3,d € A




Pdy= ) ps(s)dsa- (10.3)
(s,a)eM

10.3 Combinatorial Bounds

We have seen that the security of an authentication code is measured by the deception probabilities.
Hence, we want to construct codes so that these probabilities are as small as possible. But other
considerations are also important. Let's consider the various objectives that we might strive for in an

authentication code:

1. The deception probabilitidady andPd; must be small enough to obtain the desired level of

security.
2. The number of source states must be large enough so that we can communicate the desired

information by appending an authentication tag to one source state.
3. The size of the key space should be minimized, since the value of the key must be communicated
over a secure channel. (Note that the key must be changed every time a message is communicated, as

is done with théne-time Pad)

In this section, we determine lower bounds on the deception probabilities, which will be computed in
terms of other parameters of the code. Recall that we have defined an authentication code to consist of a

four-tuple{‘s- AK,E) Throughout this section, we will dendAl =€
Suppose we fix a source st§ € & . Then we can compute:

> payoff(s,a) = Y. px(K)

a€A a€A {KeK:ek (s)=a}

Y pc(K)

Kek
= 1.

Hence, for evers € & | there exists an authentication &{g) such that

payoff (s, a(s)) > %

The following theorem follows easily.

THEOREM 10.1



uppose (S, AK,£) is an authentication code. Then Pdo 2 1/¢ ,Wheref = |Al Further,
Pdop = 1/€f and only if

> p(K) =

{KeK:ek(s)=a}

(10.4)

| =

forevays €5, a € A

Now, we turn our attention to substitution. Suppose ws, fixands, wheres # s. Then we have the

following:
> pe(K)
Z payoff (s',a';s,a) = {KeK:ex(s)=a,ex(s')=a'}
a'eA a'€A Z pﬁ:(K}

{KEE:ER fﬂ]:f]}

> pi(K)

{KeK:ex(s)=a}

> m(K)

{KeK:ex(s)=a}
=l B}

So, there exists an authentication &4g, s, a) such that

payoff (s',ad'(s, s,a);8,0) >

oy |

The next theorem follows as a consequence.
THEOREM 10.2

uppose (8, AK.E) is an authentication code. Then Pd 2 1/¢ ,WhereE = | Al Further,
Pdy = 1/€ it and only if



)3 px(K)

{KeK:ek(s)=a,ex(s')=a'}

¥ px(K)

{KeK:ex(s)=a}

e | b=t

=. (10.5)

for every 8:8' € S,8' #5,a,0' € A
PROOF We have

Pd, = Z PM(S}G)Fs.n
(s,a)EM

> E : PMm {31 ﬂ']
i {
(s,a)eM
1
E -
Further, equality occurs if and onlyPs.a = 1/€ for ever 6, a). But this is in turn equivalent to the
condition thaayeff (s',a';s,a) = 1/€ 1 every 6, a).
Combining Theorems 10.1 and 10.2, we get the following:

THEOREM 10.3
Suppose':'s--’i-x:»ﬂ is an authentication code, whereE = | Al Then Pdo = Pdy = 1/€ jf gng only
if
1
2. pe(K) = 5 (10.6)
{KeK:ek(s)=a,ex(s')=a'}
for every 8:8' € S,8' #s,a,a' € A

PROOF Equations (10.4) and (10.5) imply Equation (10.6). Conversely, Equation (10.6) implies
Equations (10.4) and (10.5).

If the keys are equiprobable, then we obtain the following corollary:



COROLLARY 104

uppose (5, A, K, £E) is an authentication code where £ = |A , and keys are chosen equiprobably.
Then Pdo = Pdy = 1/¥ it and only if

K]

{K € K:ek(s) =a,ex(s’)=a'}| = 7

(10.7)

for every 8:8' € 5,8' # s, a,0' € A

10.3.1 Orthogonal Arrays

In this section, we look at the connections between authentication codes and certain combinatorial
structures called orthogonal arrays. First, we give a definition.

[0 0 0
11 1
z 2 2
0 1 2
1 20
2 0 1
021
1 0 2
/& 1 0}

Figure 10.5 An OA(3, 3, 1)

DEFINITION 10.2 An orthogonal array OA(n, k, A) isaAn? x k array of n symbols, such that in any
two columns of the array every one of the possible n? pairs of symbols occursin exactly A rows.

Orthogonal arrays are well-studied structures in combinatorial design theory, and are equivalent to other

structures such as transversal designs, mutually orthogonal Latin squares and nets.

In Figure 10.5, we present an orthogonal array OA(3, 3, 1) which is obtained from the authentication
matrix of Figure 10.3. Any orthogonal array Q¥\k, A) can be used to construct an authentication code
with Pdg = Pd; = 1/h, as stated in the following theorem.

THEOREM 10.5

uppose thereis an orthogonal array OA(n, k, A). Then there is an authentication cdS, ALK, £) ,
wherelS| = k A = n, |K| = An® andpdy =Pd; = 1h.

PROOF Use each row of the orthogonal array as an authentication rule with equal probahiif).1/(
The correspondences are as follows:



orthogonal array | authentication code
row authentication rule
column source state
symbol authentication tag

Since Equation (10.7) is satisfied, we can apply Corollary 10.4, obtaining a code with the stated properties.
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10.3.2 Constructions and Bounds for OAs

Suppose that we construct an authentication code from an, QA{. The parametear determines the
number of authenticators (i.e., the security of the code), while the par&mudetermines the number of
source states the code can accommodate. The paramelaies only to the number of keys, which is
AnZ. Of course, the cage= 1 is most desirable, but we will see that it is sometimes necessary to use
orthogonal arrays with higher values)of

Suppose we want to construct an authentication code with a specified soS-eaet a specified
security levell (i.e., so thaPdg < [0 andPd4 < ). An appropriate orthogonal array will satisfy the

following conditions:

1. n>1/0
2. k=S| (observe that we can always delete one or more columns from an orthogonal array and the

resulting array is still an orthogonal array, so we do not rew',i‘f, o |51 )
3. A is minimized, subject to the two previous conditions being satisfied.

Let’s first consider orthogonal arrays with= 1. For a given value @i we are interested in maximizing
the number of columns. Here is a necessary condition for existence:

THEOREM 10.6
Suppose there existsan OA(n, k, 1). Thenk<n+ 1.

PROOF LetA be an OA, k, 1) on symbol seX={0, 1, , n- 1}. Supposetis a permutation oX, and
we permute the symbols in any columnAadccording to the permutation The result is again an O@y\(

k, 1). Hence, by applying a succession of permutations of this type, we can assume without loss of
generality that the first row & is (00 0).

We next show that each symbol must occur exactly n times in each coldn@lodose two columns, say
c andc’, and letx be any symbol. Then for each symkolthere is a unique row éfin whichx occurs in
columnc andx’ occurs in columm'. LettingX' vary overX, we see that occurs exactly times in column
C.

Now, since the first row is (00 0), we have exhausted all occurrences of ordered pairs (0, 0). Hence, no
other row contains more than one occurrence of 0. Now, let us count the number of rows containing at
least one 0O: the total is 1kfn - 1). But this total cannot exceed the total number of rowds which is

n2. Hence, 1 «(n - 1)< n?, sok<n + 1, as desired.



We now present a construction for orthogonal arrays Mwithl in whichk = n. This is, in fact, the
construction that was used to obtain the orthogonal array presented in Figure 10.5.

THEOREM 10.7

Suppose p is prime. Then there exists an orthogonal array OA(p, p, 1).

PROOF The array will be @2 x p array, where the rows are indexedEﬁ; % &y and the columns are
indexed byEﬂ . The entry in rowi(j) and columrx is defined to b&x + ) modp.

Suppose we choose two columrsy, X #y, and two symbolg, b. We want to find a (unique) row, {)
such that occurs in columx andb occurs in columiy of row (, j). Hence, we want to solve the two
eguations

a=1r+J

b

i+

for the unknowns andj (where all arithmetic is done in the fieln ). But this system has the unique
solution

i=(a—b)(z—y)" ! modp
j =a—1ir mod p.

Hence, we have an orthogonal array.

We remark that any OA(n, 1) can be extended by one column to form anrQA¢ 1, 1) (see the
Exercises). Hence, using Theorem 10.7, we can obtain an infinite class of OA’s that meet the bound of
Theorem 10.6 with equality.
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Theorem 10.6 tells us that> 1 ifk > n + 1. We will prove a more general result that places a lower bound
onA as a function oh andk. First, however, we derive an important inequality that we will use in the
proof.

LEMMA 10.8

Suppose by, , bmy arereal numbers. Then

m m 2
my b2> (S b .
i=1 i=1

PROOF Apply Jensen’s Inequality (Theorem 2.5) witk) = x2 anda; = 1/m, 1<i < m. The functiorf is
continuous and concave, So we obtain

m 2 m
b; b;
= E e < - i A ,
i=1 m =1 n

which simplifies to give the desired result.
THEOREM 10.9
Suppose there exists an OA(n, k, A). Then

kin—1)+1

?1_2

A2

PROOF LetA be an OA, k, A) on symbol seX ={0, 1,, n - 1}, where, without loss of generality, the
first row of A (00 0) (as in Theorem 10.6).

Let us denote the set of rowsAwby TR letr ; denote the first row, and Ry = R\{r1} For any row
r of A, denote by, the number of occurrences of O in rowt is easy to count the total number of

occurrences of 0 i1 . Since each symbol must occur exaatitimes in each column &, we have that



Now, the number of times the ordered pair (0, 0) occurs in roR1is

ZIT(Ir'IJ: ZI,E— Z-’-—"r

refly reR, refRy
- 2
=) z-k(An-1)
!I"ER]

Applying Lemma 10.8, we obtain

er > .ic()m.—l))1

-1
reR,

and hence

) ze(z-1)2 (k()‘";_ “D° _kon-).

o An¢ —1

On the other hand, in any given pair of columns, the ordered pair (0, 0) occurs in Exaeiy Since
there are&k(k - 1) ordered pairs of columns, it follows that the exact number of occurrences of the ordered

pair (0, 0) in rows if%1is ( - Lk(k - 1). We therefore have

(A= Dk(k —1) > “‘f‘;:?}i = =13,

and hence
(A = Dk(k = 1) + k(An — 1)) (An? = 1) > (k(An — 1))2.
If we divide out a factor df, we get
(Ak — k — A+ An)(An? — 1) > k(An — 1)2.

Expanding, we have



Akn® — Mkn® = Xn? + X0 = Ak + k+ A — An > A%kn® — 20kn + k.
This simplifies to give
~X2n® 4+ X203 > AEen® + Ak — A+ An — 2)kn,
or
A2(n® —=n?) > Mk(n =12 +n—1).
Finally, taking out a factor df(n - 1), we obtain
An® > k(n—-1)+1,
which is the desired bound.

Our next result establishes the existence of an infinite class of orthogonal arrays that meet the above bound
with equality.

THEOREM 10.10

SQuppose pisprimeand d = 2 is an integer. Then thereis an orthogonal array OA(p, (p9 - 1)/(p - 1),
pd-2)_

d
PROOF Denote b)(EP} the vector space of alttuples ove|zljl . We will constructy, an OAp,(p¢ -

d
D/p- 1), pd'z) in which the rows and columns are indexed by certain vect&zwﬂjI . The entries of

. A . , R=(Z,)¢. .
will be elements o*# . The set of rows is defined to /! : the set of columns is

C={lci,---1¢a) € (Zp)*:Fj,0<j<d- 1,6, =...=¢; =0,¢541 = 1}.

. . d -l . .
R consists of all vectors r[EP) , so|R| = P . C consists of all non-zero vectors that have the first
non-zero coordinate equal to 1. Observe that

=]

€l =27

¥

and that no two vectors C are scalar multiples of each other.

Now, for eact € R and eacl € C | define

A(F,8) =T 5,



whereldenotes the inner product of two vectors (reduced maijulo

We prove thaf\ is the desired orthogonal array. &€ € C be two distinct columns, and I*:¥ € &p
. We will count the number of roT such tha#(7+#) = Z and4(¥.2) = ¥ penote
F=(riry....rah b= (b, ba,....04) gng€ = (e1,€2.....¢4  The two equations

T b=2z.7 €=y can be written as two linear equation:,EPl:
b]?"l +...+bdi‘d=$

Ty +...+Ccgrg = V.

¢ 000w 0Dn
10101 a0t
¢ 110001l
1 ¥ 001 1D
001111
l ol i1 o110
a1 101100
1 17001 0 0%

Figure 10.6 An OA(2, 7, 2)

This is a system of two linear equations indnenknowns 1, rqg. Sinceb and € are not scalar
multiples, the two equations are linearly independent. Hence, this system has a solution space of

dimensiond - 2. That is, the number of solutions (i.e., the number of rows in wdckurs in columib
andy occurs in columiC ) isp92, as desired.

Let's carry out a small example of this construction.
Example 10.3

Suppose we take= 2,d = 3. Then we will construct an OA(2, 7, 2). We have
R = {000,001,010,011,100,101,110,111}
and
¢ = {001, 010,011,100, 101,110, 111}.
The orthogonal array in Figure 10.6 results.

10.3.3 Characterizations of Authentication Codes

To this point, we have studied authentication codes obtained from orthogonal arrays. Then we looked at
necessary existence conditions and constructions for orthogonal arrays. One might wonder whether there
are better alternatives to the orthogonal array approach. However, two characterization theorems tell us
that this is not the case if we restrict our attention to authentication codes in which the deception
probabilities are as small as possible.



We first prove the following partial converse to Theorem 10.5:

THEOREM 10.11

2

suppose (8: A, K, €] s an authentication code where 4l = 1 and Pdg = Pd; = 1h. Then K| = n*
Further, Kl = n® if and only if there is an orthogonal array OA (n, k, 1)where [S] =k and
pe(K) = 1/n? gy everykey K € K .

PROOF Fix two (arbitrary) source stategnds, s# s, and consider Equation (10.6). For each ordered
pair (@, @) of authentication tags, define

Koo ={K €K :ex(s) =a,ex(s') =a'}).

Thenl®Xa.a'l > 0 for every pair 4, &). Also, then2, sets"-a.a' are disjoint. HencdX| = n* |
Now, suppose thdXl = n* ThenlXa.a'l = 1for every pair4, a), and Equation (10.6) tells us that
pe(K) = 1/n% every keyK € K .

It remains to show that the authentication matrix forms an orthogonal array KDAJ. Consider the

columns indexed by the source staesds. SincelKa.a'l = 1for every @, @), we have every ordered
pair occurring exactly once in these two columns. Siweads are arbitrary, we see that every ordered
pair occurs exactly once in any two columns.

The following characterization is more difficult; we state it without proof.

THEOREM 10.12

Suppose (S, A, K, €] is an authentication code where S| = & |4l = n gng Pdg =Pd1 = 1h. Then
IK| = k(n=1)+1 Fyrther, IK| = k{n = 1) + 1 if and only if there is an orthogonal array OA(n, k, A),
whereA = (k(n - 1) + 1)h2, and (K} = 1/(k{n = 1) + 1) for every key K € K .

REMARK Notice that Theorem 10.10 provides an infinite class of orthogonal arrays that meet the bound
of Theorem 10.12 with equality.
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10.4 Entropy Bound

In this section, we use entropy techniques to obtain bounds on the deception probabilities. The first of
these is a bound dedg.

THEOREM 10.13
Suppose that (S, A, K, £) js an authentication code. Then
log Pdo > H(K|M) — H(K).
PROOF From Equation (10.1), we have
Pdy = max{payoff (s,a) : s € §,a € A}.
Since the maximum of the valupayoff (s, a) is greater than their weighted average, we obtain
Pdy> > pm(s,a)payoff (s,a).
seES,acd
Hence, by Jensen’s inequality (Theorem 2.5), we have

log Pdy > log Z pm(s,a)payoff (s, a)
sES,ac.A

> Y pumls,a)log payoff (s, a).
sES,acA

Recalling from Section 10.2 that

P (S,ﬂ) e p-S(S) X pﬂyﬂﬁ{sa 3}1



we see that

log Pdo > Y ps(s)payoff (s, a)log payoff (s, a).
sES,acA

Now, we observe th:Payeff (s,a) = pa(als) (i.e., the probability thad is the authenticator, given that
is the source state). Hence,

logPdo > Y ps(s)palals)logpa(als)
sES,a€A

= —H(A|S),

by the definition of conditional entropy. We complete the proof by showing @ |S) = H(K|M) -
H(K). This follows from basic entropy identities. On one hand, we have

H(K,A,S) = H(K|A,S) + H(A|S) + H(S).
On the other hand, we compute
H(K,A,S) = H(AIK,S) + H(K,S)
= H(K) + H(8),

where we use the facts th&¢A|K, S) = 0 since the key and source state uniquely determine the
authenticator, anH(K, S) = H(K) + H(S) since the source and key are independent events.

Equating the two expressions td(K, A, S), we obtain

—H(A|S) = H(K|A,S) - H(K).

But a message = (s, a) is defined to consist of a source state and an authenticatcM = & x A).
Hence H(KJ|A, S) = H(K|M) and the proof is complete.

There is a similar bound fétd, which we will not prove here. It is as follows:
THEOREM 10.14

Suppose that (8,4, K, ) jsan authentication code. Then

log Pdy > H(K|M?) — H(K|M).



We need to define what we mean by the random varidBleSuppose we authenticate two distinct
source states using the same Keyn this way, we obtain an ordered pair of message

(my,ma) € M x M |n order to define a probability distribution M % M | it is necessary to
define a probability distribution ¢ x & , with the stipulation theP$ «s(5,8) = 0 for everys € &
(that is, we do not allow source states to be repeated). The probability distribuloiaodS * S will
induce a probability distribution c;M % M | in the same way that the probability distributionskcin
andS induce a probability 0M .

As an illustration of the two bounds, we consider our basic orthogonal array construction and show that
the bounds of Theorems 10.13 and 10.14 are both met with equality. First, it is clear that

H(K) = log An®,

since each of then? authentication rules are chosen with equal probability. Let's next turn to the
computation oH(K|M). If any messagm = (s, a) is observed, this restricts the possible keys to a subset
of sizeAn. Each of thes&n keys is equally likely. Hencé{(K|m) = logAn, for any message. Then, we

get the following:

HKM) = Y pm(m)H(K|m)
me M

= ) pm(m)logAn
meM

log An.

Thus we have
H(K|M) — H(K) = log An — log An* = —logn = log Pdy,
so the bound is met with equality.
If we observe two messages which have been produced using the same key (and different source states),
then the number of possible keys is reduced tdsing similar reasoning as above, we have that
H(K|M 2) = logA. Then
H(K|M?) - H(K|M) = log A — log An = — logn = log Pd,,

so this bound is also met with equality.

10.5 Notes and References

Authentication codes were invented in 1974 by Gilbert, MacWilliams, and Sloane [GMS74]. Much of the
theory of authentication codes was developed by Simmons, who proved many fundamental results in the
area. Two useful survey articles by Simmons areéJ[sand [$88]. Another good survey is Massey

[MAS86].



The connections between orthogonal arrays and authentication codes has been addressed by several
researchers. The treatment here is based on three papers by Sti88&pNE90] and [§92]. Orthogonal

arrays have been studied for over 45 years by researchers in statistics and in combinatorial design theory.
For example, the bound in Theorem 10.9 was first proved by Plackett and Berman in 1945 in [PB45].
Many interesting results on orthogonal arrays can be found in various textbooks on combinatorial design
theory such as Beth, Jungnickel, and Lenz [BJL85].

Finally, the use of entropy techniques in the study of authentication codes was introduced by Simmons.

The bound of Theorem 10.13 was first proved in Simmorg5]sa proof of Theorem 10.14 can be found
in Walker [WA90].
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Exercises

10.1 ComputePdg andPd; for the following authentication code, represented in matrix form:

[ key [1]2]3] 4
1 1123
2 17213711
3 211371
4 2131112
s 3721113
6 [[3]3]z2]]

The probability distributions o0& andX are as follows:

ps(1) = ps(4) = 1/6,ps(2) = ps(3) = 1/3
px(l) = px(6) = 1/4,px(2) = px(3) = px(4) = px (5) = 1/8.

What are the optimal impersonation and substitution strategies?

10.2 We have seen a construction for an orthogonal arrap@AL) whenp is prime. Prove that
this OA(, p, 1) can always be extended by one extra column to form ap, @A(1, 1). lllustrate
your construction in the cape= 5.

10.3 Suppos&\ is an OAQ1, k, A1) on symbol set {1, , n1} and suppos® is an OAQ2, k, A2)

on symbol set {1, , np}. We constructC, an OAQ 1N o< ;suB>,k A1 A2) on symbol set {1, , n1} x {1, ,

n2}, as follows: for each rowq = (x1, , xk) of Aand for each row1 =(y1, , Yyk) of B, define a row

b= ({Z1,41)s+ <+ (Thi Y ))
of C. Prove thaC is indeed an OA(1 n2,k, A1 A2).

10.4 Construct an orthogonal array OA(3, 13, 3).
10.5 Write a computer program to comptité<), H(K[M) andH(K|M 2) for the authentication code from Exercise 10.1. The
probability distribution on sequences of two sources is as follows:



ps2(1,2) = ps2(1,3) = ps2(1,4) = 1/18
Ps2(2,1) = ps2(2,3) = ps2(2,4) = 1/9
ps2(3,1) = ps2(3,2) = ps2(3,4) = 1/9
ps2(4,1) = ps2(4,2) = ps2(4,3) = 1/18
Compare the entropy bounds Ralg andPd1 with the actual values you computed in Exercise 10.1.

e (kim)

HINT To comput , use Bayes’ formula

_ pm(mlk)pr (k)

m Tmn
We already know how to calculaE:M{ ) .To comoutep'“[

pam(mlk) = ps(s) gPaa(mlk) =0

k
| } , writem = (s, a) and then observe that

if ek(s) =a, an otherwise.

pic (k|my, m2)

To compute , use Bayes’ formula

Paz(m1, ma|k)px (k)

klmy,ms) =
pre( ki, M) = = v bm,mia)

Pz {ml ' m?} can be calculated as follows: write] = (s1,a1) andm2 =(s2, a2). Then

Prz(mi, m2) = ps2(s1, 82) X Z pr(K).
{KeK:ep(s1)=a1.ex(s2)=a2}

o . s (my, malk
(Note the similarity with the computation pfm).) To computep-"""l( i 2; :I

) , observe that
Pagz(my, maolk) = pga(s1,s2) ifex(s1) = ay

andek(s2) =a2, and
Pagz(my, malk) =0

, otherwise.
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Chapter 11
Secret Sharing Schemes

11.1 Introduction: The Shamir Threshold Scheme

In a bank, there is a vault which must be opened every day. The bank employs three senior tellers, but they
do not trust the combination to any individual teller. Hence, we would like to design a system whereby

any two of the three senior tellers can gain access to the vault, but no individual teller can do so. This
problem can be solved by means akaret sharing schemthe topic of this chapter.

Here is an interesting "real-world" example of this situation: Accordifgnie-Magaziné, control of
nuclear weapons in Russia involves a similar "two-out-of-three" access mechanism. The three parties
involved are the President, the Defense Minister and the Defense Ministry.

1 Time Magazine, May 4, 1992, p. 13

We first study a special type of secret sharing scheme called a threshold scheme. Here is an informal
definition.

DEFINITION 11.1 Lett, w be positive integersstw. A (t, w) -threshold scheme is a method of sharing
a key K among a set of w participants (denote Py, in such a way that any t participants can compute
the value of K, but no group of t - 1 participants can do so.

Note that the examples described above are (2, 3)-threshold schemes.

The value oK is chosen by a special participant calleddbaler The dealer is denoted Byand we

assume? € P whenD wants to share the kégamong the participants P , he gives each
participant some partial information calledlzare The shares should be distributed secretly, so no
participant knows the share given to another participant.

At a later time, a subset of participaH C P wil pool their shares in an attempt to compute the key

K. (Alternatively, they could give their shares to a trusted authority which will perform the computation for
them.) If B| = t, then they should be able to compute the valu€ &g a function of the shares they
collectively hold; if B| <t, then they should not be able to compte



Figure 11.1 The Shamirt{ w)-threshold scheme Lp

We will use the following notation. Let
P={F:1<i<w}

be the set ofv participantsk is thekey sefi.e., the set of all possible keys); #54s theshare sefi.e.,
the set of all possible shares).

In this section, we present a method of constructingvg-threshold scheme, called tBaamir
Threshold Schemewhich was invented in 1979. LK =2, wherep>w + 1 is prime. Also, let

S=12p Hence, the key will be an elemenip , as will be each share given to a participant. The
Shamir threshold scheme is presented in Figure 11.1. In this scheme, the dealer constructs a random
polynomiala(x) of degree at most- 1 in which the constant term is the kigy Every participanP;

obtains a pointj, yj) on this polynomial.

Let's look at how a subs@&of t participants can reconstruct the key. This is basically accomplished by
means of polynomial interpolation. We will describe a couple of methods of doing this.

Suppose that participarﬂ: RS Pit want to determin&. They know that

vi, = a(x;, ),

1<j<t, where®(Z) € Zp[Z] s the (secret) polynomial chosen bySincea(x) has degree at mast
1, a(x) can be written as

a(z) =ap+a1z+...+a12'!,
where the coefficientag, . . . ,a;.1 are unknown elements Zp , andag =K is the key. Since
yi; = alzi) , 1<j <t, B can obtairt linear equations in theunknownsag, . . . ,as.1, where all

arithmetic is done i» . If the equations are linearly independent, there will be a unique solutioagand
will be revealed as the key.

Here is a small example to illustrate.
Example 11.1

Suppose thgt = 17,t = 3, andw = 5; and the publig-co-ordinates arg; =i, 1<i < 5. Suppose thdd =
{P1, P3, Ps} pool their shares, which are respectively 8, 10, and 11. Writing the polyna(xjias



a(z) = ag + a;x + azz?,

and computing@(1), a(3) anda(5), the following three linear equationsEl? are obtained:
ag +a; +az =8
ag + 3a; + 9a; = 10
11.

Il

ap + Ha; + 8a;

This system does have a unique solutioZ17: @0 = 13.ay = 10.and a2 = 2 T key s
thereforeK =ag = 13.

Clearly, it is important that the systemtdinear equations has a unique solution, as in Example 11.1. We
show now that this is always the case. In general, we have

y’; -— ﬂ'{z!l }‘
1<j<t, where
1

a(r) =ap+aiz+ ...+ a7

and

ﬂn:f{.

The system of linear equations Ev ) is the following:

ag + a1 Zi, + 6%, % + ... + 617,
Qo+ a1Zi, + 622, + .. a2y,

I
e e
5

L P

ag + a1z, + azx, -‘I-...+-‘.'I:..|,.'l?..',"-l = ¥i,-

This can be written in matrix form as follows:

a Yiy

1 =, z,° ... a1 Yi,



Now, the coefficient matrid is a so-called Vandermonde matrix. There is a well-known formula for the
determinant of a Vandermonde matrix, namely

det A = H (ziy, — x:,) mod p.
1<j<k<t

r

Recall that the;'s are all distinct, so no ter o Ti in this product is equal to zero. The product is

computed irn , Wherep is prime, which is a field. Since the product non-zero terms in a field is always
non-zero, we have that d&tz 0. Since the determinant of the coefficient matrix is non-zero, the system
has a unique solution over the fidip . This establishes that any groupt pfrticipants will be able to
recover the key in this threshold scheme.
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What happens if a group bf 1 participants attempt to compu¢€ Proceeding as above, they will obtain
a system of - 1 equations it unknowns. Suppose they hypothesize a vafutor the key. Since the key

isag = a(0), this will yield &th equation, and the coefficient matrix of the resulting systenegfiations

in t unknowns will again be a Vandermonde matrix. As before, there will be a unique solution. Hence, for
every hypothesized valyg) of the key, there is a unique polynomagh(x) such that

1<j<t-1, and such that
Yo = ay,(0).

Hence, no value of the key can be ruled out, and thus a gréuf gfarticipants can obtain no
information about the key.

We have analyzed the Shamir scheme from the point of view of solving systems of linear equations over

Zp . There is an alternative method, based on the Lagrange interpolation formula for polynomials. The
Lagrange interpolation formula is an explicit formula for the (unique) polynafxpbf degree at most
that we computed above. The formula is as follows:

a@=3w JI

=1 Pckor ko)
It is easy to verify the correctness of this formula by substit® ? Ti; - all terms in the summation
vanish except for thgh term, which iMi; Thus, we have a polynomial of degree at nhedt which

contains the ordered pair:(“’ij »¥i;) , 1<j <t. We already proved above that this polynomial is unique,
so the interpolation formula does yield the correct polynomial.

A groupB of t participants can compugx) by using the interpolation formula. But a simplification is
possible, since the participantsBrdo not need to know the whole polynormaét). It is sufficient for

them to compute the constant tekns a(0). Hence, they can compute the following expression, which is
obtained by substituting= 0 into the Lagrange interpolation formula:

t 3
K= Z'gr.-j H qu.

J=1 1Sk<tkes T T



Suppose we define

Ty
b= H Ti, — Ti,
ISkStkgtj Y

1<j<t. (Note that these values bj can be precomputed, if desired, and their values are not secret.) Then
we have

i
K= Ebjyh.

j=1
Hence, the key is a linear combination of tishares.

To illustrate this approach, let's recompute the key from Example 11.1.
Example 11.1 (Con't.)

The patrticipants® 1, P3, Pg} can computéy, bo, andbg according to the formula given above. For
example, they would obtain
o I3zIy

(x3 — =1 )(z5 — 1)
=3x5x%(-2)"" x (—4)"" mod 17
= 4.

b mod 17

Similarly,b, = 3 andog = 11. Then, given shares 8, 10, and 11 (respectively), they would obtain
K=4x8+3x10+ 11 x 11 mod 17 = 13,

as before.

The last topic of this section is a simplified construction for threshold schemes in the speciattase
This construction will work for any key sK = Zm with § = &m . (For this scheme, it is not

required thatn be prime, and it is not necessary timet w + 1.) If D wants to share the k«{f € Zm :
he carries out the protocol of Figure 11.2.

Figure 11.2 A (t, t)-threshold scheme Zin,

Observe that theparticipants can compukeby the formula

t
K= Zy; mod m.



Cant - 1 participants comput€? Clearly, the first - 11 participants cannot do so, since they redeive

independent random numbers as their shares. Consider thgarticipants in the sPA{A} , Where i
<t- 1. Thesd - 1 participants possess the shares

Miveo oo Mi=1aMiklo- -2 Mi=1

and
=1
K- zyi.
i=1

By summing their shares, they can compQtey;. However, they do not know the random vajygand
hence they have no information as to the valu¢. @onsequently, we have @atj-threshold scheme.

11.2 Access Structures and General Secret Sharing

In the previous section, we desired that taf/thew participants should be able to determine the key. A
more general situation is to specify exactly which subsets of participants should be able to determine the
key and which should not. LEtbe a set of subsets P : the subsets ifi are those subsets of

participants that should be able to compute thekéy.called araccess structurand the subsets hare
calledauthorized subsets

Let K be the key set and I& be the share set. As before, when a déaleants to share a key
K € K  hewil give each participant a share frSn At a later time a subset of participants will
attempt to determink from the shares they collectively hold.

DEFINITION 11.2 A perfect secret sharing scheme realizing the access struiciara method of
sharing a key K among a set of w participants (denotep By in such a way that the following two
properties are satisfied:

1. If an authorized subset of participan-ﬁ, cP pool their shares, then they can determine the
value of K.

2. If an unauthorized subset of participa\B, cP pool their shares, then they can determine
nothing about the value of K.

Observe that &,(w)-threshold scheme realizes the access structure

[BCP:|B| 2t}

Such an access structure is calledrasholdaccess structure. We showed in the previous section that the
Shamir scheme is a perfect scheme realizing the threshold access structure.

We study the unconditional security of secret sharing schemes. That is, we do not place any limit on the
amount of computation that can be performed by an unauthorized subset of participants.



Suppose thaB O T andBECCTP, Suppose the subgetwants to determink. SinceB is an

authorized subset, it can already deterniinklence, the subs€tcan determin& by ignoring the shares

of the participants i€\B. Stated another way, a superset of an authorized set is again an authorized set.
What this says is that the access structure should satigfyoth@oneproperty:

fBeland BCCCP.thenC el

In the remainder of this chapter, we will assume that all access structures are monotone.
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If I is an access structure, t@nl I is aminimal authorized subsetK O T wheneve|~r‘tl €B. A 5‘5 B
. The set of minimal authorized subset$ a$ denoted o and is called thbasis of I'. Sincel” consists of

all subsets oP that are supersets of a subset in the agi$ is determined uniquely as a function of
I o. Expressed mathematically, we have

Fr={CCP:BCC,Bel}
We say thaf is theclosure of I' g and write
I' = ¢l(I).
Example 11.2

P={P,P,FF)

Suppose and

Ty = {{P1, P2, P}, {P1, Ps, Py}, { P2, F3}}.
Then

[ =To| J{{P, Po. Ps} A Pa, Pa, P} APy, P2, Py, P} )
Conversely, given this access structuyé is easy to see thBfy consists of the minimal subsetdin

In the case of &,(w)-threshold access structure, the basis consists of all subsets of (exaattigipants.

11.3 The Monotone Circuit Construction

In this section, we will give a conceptually simple and elegant construction due to Benaloh and Leichter
that shows that any (monotone) access structure can be realized by a perfect secret sharing scheme. The
idea is to first build a monotone circuit that "recognizes" the access structure, and then to build the secret
sharing scheme from the description of the circuit. We call thisxtinetone circuit construction.

Suppose we have a boolean cir€@jitwith w boolean inputst1, . . . Xy (corresponding to the
participantP 4, . . . ,Py), and one boolean outpyt, The circuit consists of "or" gates and "and" gates;
we do not allow any "not" gates. Such a circuit is callewaotone circuit. The reason for this



nomenclature is that changing any inpufrom "0" (false) to "1" (true) can never result in the output

changing from "1" to "0." The circuit is permitted to have arbitrary fan-in, but we require fan-out equal to
1 (that is, a gate can have arbitrarily many input wires, but only one output wire).

If we specify boolean values for theinputs of such a monotone circuit, we can define

B‘:ml!*'wij e {H:¢i= 1}1

i.e., the subset (P corresponding to the true inputs. Supp8se a monotone circuit, and define

F[G] — {B{I],...,Iu.] 4 C{x;.....mw] = 1},

whereC (x1, . . . ,Xy) denotes the output @, given inputx, . . . ,Xy. Since the circui€ is monotone,
it follows thatl(C) is a monotone set of subsets P,

It is easy to see that there is a one-to-one correspondence between monotone circuits of this type and
boolean formulae which contain the opera/ g"and") ancV ("or"), but do not contain any negations.

If I is @ monotone set of subsetsPf, then it is easy to construct a monotone cir€wstuch thaf (C) =
. One way to do this is as follows. Leg be the basis df. Then construct theisunctive normal form

boolean formula

V (A P

Belo FicB

In Example 11.2, where
To={{A,.PAL{P P PP R} )
we would obtain the boolean formula
(PELAP, APV (PLAPsAP) V(P2 A P). (11.1}

Each clause in the boolean formula corresponds to an "and" gate of the associated monotone circuit; the
final disjunction corresponds to an "or" gate. The number of gates in the cirEuyjf is 1.

SupposeC is any monotone circuit that recogniZegnote thalC need not be the circuit described above.)
We describe an algorithm which enalzghe dealer, to construct a perfect secret sharing scheme that
realized”. This scheme will use as a building block the){schemes constructed in Figure 11.2. Hence,

we take the key set to K = Zm for some integem.

The algorithm proceeds by assigning a vur,(,w} €K to every wirdWV in the circuitC. Initially, the
output wireWg;; of the circuit is assigned the valldethe key. The algorithm iterates a number of times,

until every wire has a value assigned to it. Finally, each participaistgiven the list of valuegW) such



thatW s an input wire of the circuit which receives ingut

A description of the construction is given in Figure 11.3. Note that, whenever@ gat® "and" gate

having (say} input wires, we share the "kef(\Wg) among the input wires using tatj-threshold
scheme.

Let's carry out this procedure for the access structure of Example 11.2, using the circuit corresponding to
the boolean formula (11.1).

Previous Table of Conten’ts Ngxt

Copyright © CRC Press LLC



Cryptography: Theory and Practice
by Douglas Sinson
CRC Press, CRC Press LLC

ISBN: 0849385210 Pub Date:03/17/95

Previous Table of Contenks Naxt

Example 11.3

We illustrate the construction in Figure 11.4. Suppg6sethe key. The valuK is given to each of the
three input wires of the final "or" gate. Next, we consider the "and" gate corresponding to the clause

PyAPy APy The three input wires are assigned valgsas, K - a1 - ap, respectively, where all
arithmetic is done i&m . In a similar way, the three input wires correspondir ':"l, APsATy gre
assigned valudsy, bo, K - bq - bs. Finally, the two input wires correspondingﬁ APy gre assigned

valuesci, K - ¢c1. Note thataq, a2, b1, bo andcq are all independent random value:&m . If we look
at the shares that the four participants receive, we have the following:

1. P4 receivesa 1, bq.

2. P> receivesar, Cq.

3. P3 received, K-c;.

4. Py receiveX -ajg -az,K-bq -bs.

Figure 11.3 The monotone circuit construction

Thus, every participant receives two elemeni&m’ as his or her share.

Let's prove that the scheme is perfect. First, we verify that each basis subset can sompate
authorized subse®;, P2, P4} can compute

K=a +a + (K = a; —= az) mod m.
The subsetP1, P3, P4} can compute

K=b+b+ (K -b —b) mod m.



Finally, the subsetR,, P3} can compute

K=c¢;+ (K —-c¢)modm.

Figure 11.4 A monotone circuit

Thus any authorized subset can compyteo we turn our attention to the unauthorized subsets. Note that
we do not need to look at all the unauthorized subsets. Byr,ahdB, are both unauthorized subsets,

B € B; , andB» cannot comput#, then neither caB1 computeK. Define a subseB € P tobe a

maximal unauthorized subsettf; O T for all B, 2B.B #B . It follows that it suffices to verify

that none of the maximal unauthorized subsets can determine any informatioK.aHerg, the maximal
unauthorized subsets are

{Fh-ﬁ?}l{Fhﬁ}l{Plrpl}l{ﬁlpl}'{ﬁipll‘

In each case, it is easy to see thanannot be computed, either because some necessary piece of "random
information is missing, or because all the shares possessed by the subset are random. For example, the
subset P1, P2} possesses only the random valagsbq, as, c1. As another example, the subskg{

P4} possesses the shafes, K-cq,K-aj -az,K-bq - bsy. Since the values a@f;, a1, a2, andbq are

unknown random valuek cannot be computed. In each possible case, an unauthorized subset has no
information about the value &.

We can obtain a different scheme realizing the same access structure by using a different circuit. We
illustrate by returning again to the access structure of Example 11.2.

Example 11.4

Suppose we convert the formula (11.1) to the so-called conjunctive normal form:
{P] UP-;:IJ'\{P| Vpg:lﬂltpzvpg.}ﬂipgVP;}ﬂ{PgVP{}. (11.2)

(The reader can verify that this formula is equivalent to the formula (11.1).) If we implement the scheme
using the circuit corresponding to formula (11.2), then we obtain the following:

1. Pq receivesay, as.

2. P, receivesaq, ag, aq4.

3. P3 receivesay, a3, K-aj -az -asz -aa.
4. P4 receivesay, K-aq -az -az -ay.



We leave the details for the reader to check.

We now prove that the monotone circuit construction always produces a perfect secret sharing scheme.
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THEOREM 11.1

Let C be any monotone boolean circuit. Then the monotone circuit construction yields a perfect secret
sharing scheme realizing the access structure I' (C).

PROOF We proceed by induction on the number of gates in the cclfitC contains only one gate, then
the result is fairly trivial: IfC consists of one "or" gate, then every participant will be given the key. This
scheme realizes the access structure consisting of all non-empty subsets of participaatssists of a
single "and" gate withinputs, then the scheme is thg)-threshold scheme presented in Figure 11.2.

Now, as an induction assumption, suppose that there is an iptegesuch that, for all circuits with

fewer thanj gates, the construction produces a scheme that rela{i@es.et C be a circuit on gates.
Consider the "last" gat€, in the circuit; againG could be either an "or" gate or an "and" gate. Let's first
consider the case whe@is an "or" gate. Denote the input wireGdy W;, 1<i <t. Thesd input wires
are the outputs dgfsub-circuits ofC, which we denot€;, 1<i <t. Corresponding to eadd;, we have a

(sub-)scheme that realizes the access struCthreby induction. Now, it is easy to see that
t
rec) = Jre.
i=1

Since evernyV; is assigned the kdy, it follows that the scheme realizZe€C), as desired.

The analysis is similar i& is an "and" gate. In this situation, we have

[
r(c)=(re.
i=l

Since the keK is shared among thieviresW; using a {, t)-threshold scheme, it follows again that the
scheme realizes(C). This completes the proof.

Of course, when an authorized subBetyants to compute the key, the participant8 imeed to know the
circuit used byD to distribute shares, and which shares correspond to which wires of the circuit. All this
information will be public knowledge. Only the actual values of the shares are secret. The algorithm for
reconstructing the key involves combining shares according to the circuit, with the stipulation that an
"and" gate corresponds to summing the values on the input wires rm@orlovided these values are all
known), and an "or" gate involves choosing the value on any input wire (with the understanding that all
these values will be identical).



11.4 Formal Definitions

In this section, we will give formal mathematical definitions of a (perfect) secret sharing scheme. We
represent a secret sharing scheme by a sistofoution rules. A distribution rule is a function

f:P= 6.

A distribution rule represents a possible distribution of shares to the participantsf(Rheigthe share
given toPj, 1<i<sw.

Now, for eactK € K , letFK be a set of distribution ruleF K will be distribution rules corresponding
to the key having the valu€ The sets of distribution ruf—‘f are public knowledge.

Next, define

F=J Fx.
Kex

F is the complete set of distribution rules of the schen K € K is the value of the key thBxwishes
to share, the® will choose a distribution rulf € Fx , and use it to distribute shares.

This is a completely general model in which we can study secret sharing schemes. Any of our existing
schemes can be described in this setting by determining the possible distribution rules which the scheme
will use. The fact that this model is mathematically precise makes it easier to give definitions and to
present proofs.

It is useful to develop conditions which ensure that a set of distribution rules for a scheme realizes a
specified access structure. This will involve looking at certain probability distributions, as we did
previously when studying the concept of perfect secrecy. To begin with, we suppose that there is a

probability distributior PX on K | Further, for ever;f{ € K., D | D will choose a distribution rule in
-FK according to a probability distributicPFx

Given these probability distributions, it is straightforward to compute the probability distribution on the
list of shares given to any subset of participants, B (authorized or unauthorized). This is done as follows.

SupposeB € P Define
S(B)={fls: feF},

where the functiof| g denotes the restriction of the distribution riite B. That is,”" ‘B=S is
defined by

fa(F) = J(F)



for all P; O B. Thus,‘s(ﬁjI is the set of possible distributions of shares to the participaBts in
The probability distribution 0S(B) | denotec PS(BY | is computed as follows: Lfa € S(B)  Then

psm)(fe) = 3 px(K) 2 prx(J)-

KeX (feFu:/Mlo=fu}

Also

ps(p)(fBlK) = > prx (),
{feFk:Nlo=Ia}

for all 8 € S(B) gng K € K|

Here now is a formal definition of a perfect secret sharing scheme.
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DEFINITION 11.3 Supposé is an access structure a|},- = UkexFk is a set of distribution rules.

TheF is a perfect secret sharing scheme realizing the access striicpuovided that the following two
properties are satisfied:

1. For any authorized subset of participa\B € P | there do not exist two distribution rules

[
f € Fk and f e Fyx with K# K’, such that fg = f| g. (That is, any distribution of shares to
the participants in an authorized subset B determines the value of the key.)
2. For any unauthorized subset of participa,ﬂ,g P and for any distribution of shares
fe € Sp. px(K|fs) = px(K) ¢ everyll € K (Thatis, the conditional probability
distribution onk , given a distribution of shareg fto an unauthorized subset B, is the same as the

a priori probability distribution orkC . In other words, the distribution of shares to B provides no
information as to the value of the key.)

&5
- -
___I!

ettt . |
i
e

L e o e el

Figure 11.5 Distribution rules for a secret sharing scheme

Observe that the second property in Definition 11.3 is very similar to the concept of perfect secrecy; this
similarity is why the resulting secret sharing scheme is termed "perfect.”

Note that the probabilit;”"'ﬂ:“:"'|f1'1‘:F can be computed from probability distributions exhibited above using
Bayes’ theorem:

psiey(felK)pc(K)
psipy(fB)

re(K|fe) =

Let us now illustrate these definitions by looking at a small example.

Example 11.5



We will present the distribution rules for the scheme constructed in Example 11.4 when it is implemented
in £2 . Each ofF0 and 71 contains 16 equiprobable distribution rules. For conciseness, we replace a

binaryk-tuple by an integer between 0 arffi-21. If this is done, the F0 andF1 are as depicted in
Figure 11.5, where each row represents a distribution rule.

This yields a perfect scheme for any probability distribuPX on the keys. We will not perform all the
verifications here, but we will look at a couple of typcial cases to illustrate the use of the two properties in
Definition 11.3.

The subsetR,, P3} is an authorized subset. Thus the sharesRhaandP3 receive should (together)
determine a unique key. It can easily be checked that any distribution of shares to these two participants
occurs in a distribution rule in at most one of the Fosand¥1 . For example, iP» has the share 3 and

P3 has the share 6, then the distribution rule must be the eighth Fo.imd thus the key is O.

On the other hand® = {P1, P>} is an unauthorized subset. It is not too hard to see that any distribution of

shares to these two participants occurs in exactly one distribution Fo.amd in exactly one distribution
rule in F1 . That is,

1
psg)(fB|K) = 16

for anyfﬁ‘ € S(B) and forK = 0, 1. Next, we compute
psplfe) = D pelK) Y prf)
Kek (JEFu:flnafn}

: 1
nP\\:U‘f] X1z

I
al=

Now, we use Bayes’ theorem to compP’C':HLfﬂ‘? :

psimfu|K)px (K)
psey(fo)

pe(K|fe) =

& % pe(K)
T
relK),

so the second property is satisfied for this suBset

Similar computations can be performed for other authorized and unauthorized sets, and in each case the
appropriate property is satisfied. Hence we have a perfect secret sharing scheme.



11.5 Information Rate

The results of Section 11.3 prove that any monotone access structure can be realized by a perfect secret
sharing scheme. We now want to consider the efficiency of the resulting schemes. In the dase of a (
w)-threshold scheme, we can construct a circuit corresponding to the disjunctive normal form boolean

’ w—1
formula which will have1 + [;” gates. Each participant will recei( t—1 )elements o&im as his or
her share. This seems very inefficient, since a Shamij-(hreshold scheme enables a key to be shared
by giving each participant only one "piece" of information.

In general, we measure the efficiency of a secret sharing scheme by the information rate, which we define
now.

DEFINITION 11.4 Suppose we have a perfect secret sharing scheme realizing an access diructure
The information rate for Pis the ratio

- log, K| _
" log, |S(P)|

(Note thatS{F%) denotes the set of possible shares thamijht receive; of cours$(F:} € 5. The
information rate of the scheme is denotegland is defined as

p=min{p; : 1 <i < w}.

The motivation for this definition is as follows. Since the Kegomes from a finite sif | we can think
of K as being represented by a bit-string of Ier!352,|":| , by using a binary encoding, for example. In a
similar way, a share given B} can be represented by a bit-string of ler'o8z [S(F)I _ Intuitively, P;

receivesi©8z I5(P)l pits of information (in his or her share), but the information content of the key is
log; IK| pits. Thusp; is the ratio of the number of bits in a share to the number of bits in the key.

Example 11.6

Let's look at the two schemes from Section 11.2. The scheme produced in Example 11.3 has

log,m 1

p= log, m? 2’

However, in Example 11.4, we get a scheme with

_ logam 1

P~ log,m? — 3



Hence, the first implementation is preferable.

In general, if we construct a scheme from a cir€uitsing the monotone circuit construction, then the
information rate can be computed as indicated in the following theorem.
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THEOREM 11.2

Let C be any monotone boolean circuit. Then there is a perfect secret sharing scheme realizing the access
structurel (C) having information rate

p=max{l/r;:1<i< w}
where r denotes the number of input wiresQ@arrying the input x.
With respect to threshold access structures, we observe that the Shamir scheme will have information rate
1, which we show below is the optimal value. In contrast, an implementatiomn, @f)gl{reshold scheme
w—1
using a disjunctive normal form boolean circuit will have information”[ -1) , Which is much lower

(and therefore inferior) if 1 €<w.

Obviously, a high information rate is desirable. The first general result we provegsstiian any
scheme.

THEOREM 11.3
In any perfect secret sharing scheme realizing an access striictore 1.

PROOF Suppose we have a a perfect secret sharing scheme that realizes the acces$ stratBire
o and choose any participadt O B. DefineB’ = B\{ Pj}. Let ¢ € S(B) Now,B 0T, so the

distribution of shareg|g' provides no information about the key. Hence, for JHK eX , there is a

distribution ruled™ € Fx such thagX |g'< /SMALL> =glB'. SinceB 01T, it must be the case thgk Pj) # gk (Pj) if

Bl z IK]

K#£K'. Hence,lSl: and thup < 1.

Sincep = 1 is the optimal situation, we refer to such a schenm@eahscheme. The Shamir schemes are ideal schemes. In the next section,
we present a construction for ideal schemes that generalizes the Shamir schemes.

11.6 The Brickell Vector Space Construction

In this section, we present a construction for certain ideal schemes knowrBaskbE vector space construction

Z

i
Supposé is an access structure, .smd':s"l'l'ﬁ'-‘-| denote the vector space of @fluples ove™¥# , wherep is prime andl = 2. Suppose there

exists a function



d
¢:P = (Zp)
which satisfies the property

(1,0,...,0) € (¢(F;) : P, € By & BeT. (11.3)

Figure 11.6 The Brickell scheme

In other words, the vector (1, 0, . . ., 0) can be expressed as a linear combination of the vectors ip(fg sBtj{C] B} if and only if B
is an authorized subset.

Now, suppose there is a functipithat satisfies Property (11.3). (In general, finding such a function is often a matter of trial and error,

though we will see some explicit constructions of suitable functydos certain access structures a bit later.) We are going to construct an

K

&= (o1,...,04) € Z;" , define a distribution s € Fa, , where
fa(z) =a- ¢(z)

for every EP , and the operatior'is the inner product modulm

ideal secret sharing scheme wi = S(P) =Zp, 1 £ 2% 71 gistribution rules of the scheme are as follows: for every vector

Note that eac -FH containspd'l distribution rules. We will suppose that each probability diStriblpF" is equiprobable:
=, -1
prclf) = ]‘,rpd for every-f € TH . The Brickell scheme is presented in Figure 11.6

We have the following result.

THEOREM 11.4

Supposep satisfies Property (11.3). Then the sets of distribution l}:ﬁ.l K € K: , comprise an ideal scheme that realiges

PROOF First, we will show that iB is an authorized subset, then the participanBsdan comput&. Since
(1000 ,U) L= {(ﬁ{Pi} Py € B)

we can write
(1,0,...,0) = > cip(P)
{i:PieB}

where eacl® € 'E’P . Denote bysj the share given Bj. Then



whereﬁ is an unknown vector chosen byand
K —_ ﬂll ‘__E+ {I’D‘f"jﬂ)

By the linearity of the inner product operation,

K

I

> ca-¢(P)
{ nFeER }
Thus, it is a simple matter for the participant8ito compute
i = E CiSj.
{i:.Pi EE}

What happens B is not an authorized subset? Denote by e the dimension of the sulipade Pj O BO(note that < |B|). Choose any

K = K:,and consider the system of equations:
¢ P;) -a=s,YFeB
(1,0,...,0)-@ = K,

~1]

This is a system of linear equations in thenknownsa1, . . . ,ad. The coefficient matrix has ram+ 1, since
(1,0,...,0) € (6(P,) : P; € B)

Provided the system of equations is consistent, the solution space has dirdemsidn(independent of the value K. It will then follow
that there are precisenﬂ‘el distribution rules in eac*-'rK that are consistent with any possible distribution of sharBsBy a similar

computation as was performed in Example 11.5, we sep"‘:EK”ﬁ} = -"-’C{K} for every-lﬁnF € K , wherefg(Pj) =sj for all
Pi OB.

Why is the system consistent? The first |B| equations are consistent, since th ettosen byD is a solution. Since
(1,0,...,0) & (¢(F;) : P; € B)

(as mentioned above) the last equation is consistent with the first |B| equations. This completes the proof.

It is interesting to observe that the Shariwj-threshold scheme is a special case of the vector space construction. To see this=define
and let

¢(P1) = (15 ﬂ:iimizi el 'J"T'r'l"-t-l)



for 1<i <w, wherexj is thex-coordinate given t®. The resulting scheme is equivalent to the Shamir scheme; we leave the details to the
reader to check.

Here is another general result that is easy to prove. It concerns access structures that have as a basis a collection of pairs of participants that
forms a complete multipartite graph. A graphe (V, E) with vertex se¥V and edge sé is defined to be aomplete multipartite grapt

the vertex se¥ can be partitioned into subs'vl LI | H such that %, y} O Eif and only ifx O Vi, y O Vj, wherei # . The sets
Kjﬂ:....‘ﬂ.; if IH' = ﬂl.l- 1 i: i‘ 5 'E

Vi are callecparts The complete multipartite graph is denotec . A complete

multipartite graptK1 . . 1(with f parts) is in fact omplete grapland is denote',ﬁ:-'fI .
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THEOREM 11.5

Suppose G = (V, E) isa complete multipartite graph. Then thereis an ideal scheme realizing the access
structure cl (E) on participant set V.

PROOF Let Vi Rl Vf be the parts db. Let Il'-' R 74 be distinct elements &op , where
p2E |etd=2. For every participantd V;, define@(v) = (xj, 1).

It is straightforward to verify Property (11.3). By Theorem 11.4, we have an ideal scheme.

To illustrate the application of these constructions, we will consider the possible access structures for up to
four participants. Note that it suffices to consider only the access structures in which the basis cannot be
partitioned into two non-empty subsets on disjoint participant sets. (For ex@rppte{ P1, P2}, { P3,

P4}} can be partitioned as 1, P»2}} O {{ P3, P4}} so we do not consider it.) We list the

non-isomorphic access structures of this type on two, three, and four participants in Table 11.1 (the
guantitiesp* are defined in Section 11.7).

Of these 18 access structures, we can already obtain ideal schemes for ten of them using the constructions
we have at our disposal now. These ten access structures are either threshold access structures or have a
basis which is a complete multipartite graph, so Theorem 11.5 can be applied. One such access structure is
# 9, whose basis is the complete multipartite giaph ». We illustrate in the following example.

Example 11.7

For access structure # 9, take 2,p = 3, and definep as follows:

¢(F) = (0,1)



subsets in g p* comments

1 P1P2< /SMALL> 1 (2, 2)-threshold
2. P1P2</SMALL>.P2P3 1 robtKi2

3. P1P2< /[SMALL>,P2P3,P1P3 1 (2, 3)-threshold
4. P1P2< /SMALL>P3 1 (3, 3)-threshold
5. P1P2< /SMALL>,P2P3,P3P4 2/3

6. P1P2< /SMALL>,P1P3,P1P4 1 ro0K1,3

7. P1P2< /SMALL>.P1P4,P2P3,P3P4 1 ro0K2,2

8. P1P2< /SMALL>,P2P3,P2P4,P3P4 2/3

9. P1P2< /SMALL>,P1P3,P1P4,P2P3,P2P4 1 rooki,i,2
10. P1P2< /SMALL>,P1P3,P1P4,P2P3,P2P4,P3P4 1 (2, 4)-threshold
11. P1P2< /SMALL>P3,P1P4 1

12. P1P 3P4,P1P2,P2P3 2/3

13. P1P3</SMALL>P4.,P1</SMALL>P2,P2P3,P2P4 2/3

14. P1P2< /SMALL>P3,P1P2<I>P4 1

15. P1P2< /SMALL>P3,P1P2<I>P4,P3P4 1

16. P1P2< /SMALL>P3,P1P2<1>P4,P1P3</SuB>P4 1

17. P1P2< /ISMALL>P3,P1P2<I1>P4,P1P3<I>P4,P2P3<I>P4 1 (3, 4)-threshold
18. P1P2< /SMALL>P3P4< /SMALL> 1 (4, 4)-threshold

$(F:) =(1,1)
QE{P;:] = {Ei 1}
#(Fy) = (2,1).
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Applying Theorem 11.5, an ideal scheme results.

Eight access structures remain to be considered. It is possibleao hmeapplications of the vector
space construction to construct ideal schemes for four of these: # 11, # 14, # 15 and # 16. We present the
constructions for # 11 and # 14 here.

Example 11.8

For access structure # 11, take 3,p = 3, and defingp as follows:
¢(F) = (0,1,0)
$(P2) = (1,0,1)
() = (0,1,-1)
#(Fs) = (1,1,0).

First, we have

¢(P1} = ‘t’{PI} = [l,l,ﬂ} = {{]: I:D:I

= (1,0,0).
Also,
¢(Ps) + ¢(F5) — ¢(F1) = (1,0,1) + (0,1, -1) - (0,1,0)
= (1,0,0).
Hence,
(1,0,0) € (¢(F1),¢(P2), $(Ps))
and

(1,0,0) € ($(P1), (Py))-



Now, it suffices to show that
(1,0,0) & (¢(F;) : P; € B)

if B is a maximal unauthorized subset. There are three such sBltedie consideredH4, P>}, { P1,
P3}, and {P2, P3, P4}. In each case, we need to establish that a system of linear equations has no
solution. For example, suppose that

(1,0,0) = a2d(P2) + azd(Ps) + asd(Fs),

where®21@3,84 € Ly This is equivalent to the system

o+ aq4 = 1
az3+aq4 =20
!12-{13=ﬂ.

The system is easily seen to have no solution. We leave the other two Buloséke reader to consider.
Example 11.9
For access structure # 14, take 3,p = 2 and definep as follows:

#(P1) = (0,1,0)

&(P) = (1,0,1)

#(P3) = (0,1,1)

#(Py) = (0,1,1).

Again, Property (11.3) is satisfied and hence an ideal scheme results.

Constructions of ideal schemes for the access structures # 15 and # 16 are left as exercises. In the next

section, we will show that the remaining four access structures cannot be realized by ideal schemes.

11.7 An Upper Bound on the Information Rate

Four access structures remain to be considered: # 5, # 8, # 12, and # 13. We will see in this section that in

each case, there does not exist a scheme having informatigrer2i8.

Denote byp* = p* (I') the maximum information rate for any perfect secret sharing scheme realizing a

specified access structure The first result we present is an entropy bound that will lead to an upper
bound orp* for certain access structures. We have defined a probability distritP*:,lrmnr ; the

entropy of this probability distribution is denote@ ). We have also denoted 13‘5{51 the probability
distribution on the shares given to a suIB, C P. . We will denote the entropy of this probability



distribution byH(B).

We begin by giving yet another definition of perfect secret sharing schemes, this time using the language
of entropy. This definition is equivalent to Definition 11.3.

DEFINITION 11.5 Supposel isan access structure and F isaset of distribution rules, Then F isa
perfect secret sharing scheme realizing the access structure I provided that the following two properties
are satisfied:

1. For any authorized subset of participants BCP H(KB)=0
2. For any unauthorized subset of participantsB € P, H(K[B) = H(K) .

We will require several entropy identities and inequalities. Some of these results were given in Section 2.3
and the rest are proved similarly, so we state them without proof in the following Lemma.

LEMMA11.6

Let X, Y and Z be random variables. Then the following hold:

H(XY) = HX|Y) + H(Y) (11.4)
H(XY|Z) = H(X|YZ) + H(Y|Z) (11.5)
H(XY|Z) = H(Y|XZ) + H(X|Z) (11.6)
H(X[Y) >0 (11.7)
H(X|Z) > H(X|YZ) (11.8)
H(XY|Z) > H(Y|Z) (11.9)

We next prove two preliminary entropy lemmas for secret sharing schemes.

LEMMA 11.7
Suppose ™ isan access structure and F isaset of distribution rulesrealiziing I'.
SupposeBOTrand AU B € I where B P, Then

H(A|B) = H(K) + H(A|BK).

PROOF From Equations 11.5 and 11.6, we have that



H(AK|B) = H(A|BK) + H(K|B)
and
H(AK|B) = H(K|AB) + H(A|B),
SO
H(A|BK) + H(K|B) = H(K|AB) + H(A|B).
Since, by Property 2 of Definition 11.5, we have
H(K|[B) = H(K),
and, by Property 1 of Definition 11.5, we have
H(K|AB) = 0,
the result follows.
LEMMA 11.8

SupposeI™ is an access structure and F isaset of ditribution rulesrealizing I'. Suppose AuB¢rl ,
where 43 B € P. ThenH (AB) =H (ABK).

PROOF As in Lemma 11.7, we have that
H(A|BK) + H(K|B) = H(K|AB) + H(A|B).

Since

H(K|B) = H(K)
and

H(K|AB) = H(K),
the result follows.
We now prove the following important theorem.
THEOREM 11.9

Suppose ™ is an access structure such that



(WX} {X, Y}, {WY,2}eT

and

{(W,Y}L{X},{W,Z} ¢T.

Let F be any perfect secret sharing schemerealizing I'. Then H (XY) = 3H (K).

PROOF We establish a sequence of inequalities:

H(K) =  H(Y|WZ)-H(Y|WZK) by Lemma 11.7
< H(Y|WZ) by (11.7)
< HYW) by (11.8)
= H(Y|WK) by Lemma 11.8
< H(XY|WK) by (11.9)
= HX|WK) + H(YWXK) by (11.5)
< HX|WK) +H(Y[XK) by (11.8)
= HXW) - H(K) +H(Y[X) - H(K) by Lemma 11.7
< H(X) - H(K) +H(Y[X) - H(K) by (11.7)
= H(XY) - 2H(K) by (11.4).

Hence, the result follows.

COROLLARY 11.10

Supposethat I is an access structure that satisfies the hypotheses of Theorem 11.9. Suppose the Le keys
are equally probable. Then p < 2/3.

PROOF Since the keys are equiprobable, we have
H(K) = log, |K|.
Also, we have that
H(XY) < H(X) + H(Y)

< log, |S(X)| + logg |S(Y)].

By Theorem 11.9, we have that



H(XY) > 3H(K).
Hence it follows that
log, |S(X)] + log, |S(Y)] = 3log, K|

Now, by the definition of information rate, we have

log, |K|
= logy [S(X)]

and

log, |K|
= logy [S(Y)]

It follows that

3log, |K] < logy [S(X)] + log, [S(Y)]

< log, | K| i log, |K|
p p
log, |K|

=g—2

p

Hencep < 2/3.

For the access structures # 5, # 8, # 12, and # 13, the hypotheses of Theorem 11.9 are satisfiptl. Hence,

< 2/3 for these four access structures.

We also have the following result concernpfgn the case where the access structure has albgsis

which is a graph. The proof involves showing that any connected graph which is not a multipartite graph
contains an induced subgraph on four vertices that is isomorphic to the basis of access structure # 5 or # 8.

If G =(V, E)is a graph with vertex s&tand edge s, and¥1 €V , then thenduced subgraph

G[V1] is defined to be the grapi{, E1), where

E, ={we E,u,ve }.
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THEOREM 11.11

Suppose G is a connected graph that is not a complete multipartite graph. Let I (G) be the access structure
that isthe closure of E, where E isthe edge set of G. Then p*(I'(G)) < 2/3.

PROOF We will first prove that any connected graph that is not a complete multipartite graph must
contain four verticew, X, y, z such that the induced subgrapjw, x, vy, Z] is isomorphic to either the basis
of access structure # 5 or # 8.

Let GC denote the complement 6f SinceG is not a complete multipartite graph, there must exist three
verticesx, y, z such thaky, yz 0 E(GC) andxz O E(G). Define

d = min{dg(y, z),dc(y, z)},

wheredg denotes the length of a shortest pattQ)jrbetween two vertices. Thele 2. Without loss of
generality, we can assume thlat dg (y, X) by symmetry.

Let
Yo, ¥Y1y---3Yd—1,2T

be a path i, wherey, =y. We have that

Ya—22,Yd—22 € E(GC)
and
Yd—2Yd—1,Yd—1%,22 € E(G)
It follows thatG[y 4.2, Yd-1. X, Z] is isomorphic to the basis of access structure # 5 or # 8, as desired.

So, we can assume that we have found four vemicgsy, z such that the induced subgrapjw, X, y, Z]

is isomorphic to either the basis of access structure #5 or # 8. N(ﬁ"'-, ket any scheme realizing the
access structufe(G). If we restrict the domain of the distribution rules g ¥, y, Z, then we obtain a

schemeF" realizing access structure # 5 or # 8. It is also obvious®(F') 2 p(F) . since
PIF') £2/3 it follows thatP(F) < 2/3 | This completes the proof.



Sincep* = 1 for complete multipartite graphs, Theorem 11.11 tells us that it is never the case that 2/3 <
< 1 for any access structure that is the closure of the edge set of a connected graph.

11.8 The Decomposition Construction

We still have four access structures in Table 11.1 to consider. Of course, we can use the monotone circuit
construction to produce schemes for these access structures. However, by this method, the best we can do
is to obtain information ratg = 1/2 in each case. We can get 1/2 in cases # 5 and # 12 by using a

disjunctive normal form boolean circuit. For cases # 8 and # 13, a disjunctive normal form boolean circuit
will yield p = 1/3, but other monotone circuits exist which allow us to agtarl/2. But in fact, it is

possible to construct schemes witkr 2/3 for each of these four access structures, by employing
constructions that use ideal schemes as building blocks in the construction of larger schemes.

We present a construction of this type called the "decomposition construction." First, we need to define an
important concept.

DEFINITION 11.6 SupposeTl isan access structure having basisT . Let K be a specified key set. An

ideal Ko~ decomposition of ' g consistsof aset {I" 1, . . .I" n} such that the following properties are
satisfied:

1. TeCToforl <k <n
2. Uk Te=To
3. for 1< k< n, there exists an ideal scheme with key set K , on the subset of participants

=) B
Ber
for the access structure having basisT .

Given an ideakC -decomposition of an access structiuygve can easily construct a perfect secret sharing
scheme, as described in the following theorem.

THEOREM 11.12

SupposeI™ isan access structure having basis I . Let K be a specified key set, and suppose {I 1,...I n<
K

/SUB>} isanideal -decomposition of I'. For every participant Pj, define

R;=|{k: P € P}|

Then there exists a perfect secret sharing scheme realizing I, having information rate p 1/R,where

R=max{R;:1<1i<w}



k
PROOF For 1< k< n, we have an ideal scheme realizing the access structure witl Rasisth key se\IFC , having:r as its set of

K

distribution rules. We will construct a scheme realidingvith key se™ . The set of distribution rule“:".: is cgnstructed according to the

. . o e F __
following recipe. Suppose wants to share a ké§. Then, for 1< k< n, he chooses a random distribution r‘f.c K and distributes
the resulting shares to the participants X

We omit the proof that the scheme is perfect. However, it is easy to compute the information rate of the resulting scheme. Since each of the
component schemes is ideal, it follows that

|S(P3)] = K|

forl<i<w. So

e L
L Ri:-

and

1
max{R; : 1 <: < w}’

p:

which is what we were required to prove.

{

Although Theorem 11.12 is useful, it is often much more useful to employ a generalization in which 'weidaabx: -decomposition!s

of ' g instead of just one. Each of L{ﬂ decompositions is used to share a key chosen’womThus, we build a scheme with key o"l:m
. The construction of the scheme and its information rate are as stated in the following theorem.
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THEOREM 11.13 (Decomposition Construction)

Supposé is an access structure having baBig, andf 21 is an integer. LeK: be a specified key set,

andfor1l £J7 <€ , suppose the‘;[::'-1I = {050+ Tim;} is an ideal decomposition bfy. Let Pjx
denote the participant set for the access struclyie For every participant P, define

¢
Bi=3 |{k:F e Pigll

j=1

Then there exists a perfect secret sharing scheme realiZahaying information rat? = E/R where

R=max{R;:1<i< w}.

PROOF For:l n O I - and 1< k< n, we have an ideal scheme realizing the access structure with basis

. . k. o ,
[k, with key sew'c , havmgfj as its set of distribution rules. We construct a scheme realizing

with key sevi'::""r . The set of distribution rule-?'- is constructed according to the following recipe.
Suppose wants to share a kc{{ = (Ki,...,K) Thenforl €J < € ang 1<ks n, he

Ijxk E }.jlk
chooses a random distribution " K; and distributes the resulting shares to the participants in
'F'J E
The information rate can be computed in a manner similar to that of Theorem 11.12.
Let's look at a couple of examples.

Example 11.10

Consider access structure # 5. The basis is a graph that is not a complete multi-partite graph. Therefore we
know from Theorem 11.11 that < 2/3.

Let p be prime, and consider the following two idEP -decompositions:



Dy = {T11,11.2},

where
Fia = {{P, R}
Ti2 = {{P2, Ps},{Ps, Pi}},
and
Dy = {I'2,1, 2.2},
where

Fza = {{P, P}, {P, Ps}}
22 = {{P31Pi}}~

Each decomposition consists oka and aK », so they are indeed ideZ'P -decompositions. Either of
them yields a scheme with= 1/2. However, if we "combine" them by applying Theorem 11.13 with
£=2 , then we get a scheme wijth= 2/3, which is optimal.

One implementation of the scheme, using Theorem 11.5, is as fodowil.choose four random

2
elements (independently) froz‘P , sayb11, b12, b21, andbos. Given a ke;fﬁh K2) € (Zy) ,D
distributes shares as follows:

1. Pq receivedq1, boq.
2. Po receivedq1 +Kq,b12, b1 +Ko.
3. P3 receiveds +Kq, boq, bos.
4. P4 receivedip, boy +Ko.
(All arithmetic is performed ilzP J)
Example 11.11

Consider access structure # 8. Agaih< 2/3 by Theorem 11.11, and two suitable ideal compositions will
yield an (optimal) scheme wigh= 2/3.

Take‘IIC = E‘P for any primep = 3, and define two ideax: -decompositions to be:
Dy = {1, T2}

where



Iia = {{H,P}}
[0 = {{P, P3},{Pa, P}, {Ps, Pi}},

and
Dy = {21,122},

where

L2y = {{P, P2}, {Pa, P3}, (P2, P4 }}
[a2 = {{Ps, Fs}}.

1:',1 consists of & » and aK 3, and P2 consists of &, and &K 3, so both are ideaK
-decompositions. Applying Theorem 11.13 \Af =2 , we get a scheme with= 2/3.

One implementation, using Theorem 11.5, is as foll@wwill choose four random elements

2
(independently) fron’P . saybyy, by, bpy, andbay. Given a ked K1: K2) € (Zp)? b gistributes
shares as follows:

1. P1 receivedig +Kq, bpg +Ko.

2. P> receivedq1, b12, bo1.

3. P3 receivedhqo +K1,bo1 +Ko, bos.

4. P4 receivedir + 2K1,bo1 + Ko, boy +Ko.

(All arithmetic is performed iIEP

To this point, we have explained all the information in Table 11.1 except for the vajpteoaccess
structures # 12 and # 13. These values arise from a more general version of the decomposition
construction which we do not describe here; see the notes below.

11.9 Notes and References

Threshold schemes were invented independently by BlaklegdBand Shamir [$79]. Secret sharing for
general access structures was first studied in Ito, Saito, and Nishizeki [ISN87]; we based Section 11.2 on
the approach of Benaloh and Leichter [BL90]. The vector space construction is due to Brk8@A[B

The entropy bound of Section 11.7 is proved in Capoeedll.[CDGV93], and some of the other material
from this section is found in Blundz al.[BDSV93].

In this chapter, we have emphasized a linear-algebraic and combinatorial approach to secret sharing. Some
interesting connections with matroid theory can be found in Brickell and Davenport [BD91]. Secret

sharing schemes can also be constructed using geometric techniques. Simmons has done considerable
research in this direction; we refer tag3A] for an overview of geometric techniques in secret sharing.

Further discussion of these topics, as well as constructions for schemes having information rate 2/3 for



access structures # 12 and # 13, can be found in the expository paper by Stinson [ST92A].
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Exercises

11.1 Write a computer program to compute the key for a Shaymj-(hreshold scheme

implemented irE'iJI . That is, given publicx-coordinatesxy, Xo, . . . ,Xt, andt y-coordinatey, . . .

, Yt, compute the resulting key. Use the Lagrange interpolation method, as it is easier to program.
(a) Test your program ip = 31847t =5 andw = 10, with the following

shares:

X1 = 413 Y1 = 25439
X2 = 432 Y2 = 14847
X3 = 451 y3 = 24780
X4 = 470 ya = 5910
X5 = 489 Y5 = 12734
X6 = 508 Y1 = 12492
X7 = 527 Y2 = 12555
Xg = 546 Y3 = 128578
X9 = 565 Y4 = 20806
X10 = 584 Y5 = 21462

Verify that the same key is computed by using several different subsets of five shares.

(b) Having determined the key, compute the share that would be given to a participant with
x-coordinate 10000. (Note that this can be done without computing the whole secret polynomial
a(x).)
11.2 A dishonest dealer might distribute "bad" shares for a Shamir threshold scheme, i.e., shares for
which differentt-subsets determine different keys. Givennafihares, we could test the consistency

w
of the shares by computing the key for every one o( t ) t-subsets of participants, and verifying



that the same key is computed in each case. Can you describe a more efficient method of testing the
consistency of the shares?

11.3 For access structures having the following bases, use the monotone circuit construction to
construct a secret sharing scheme with informationoraté./3.

(@) Mo ={{P1,P2}, {P2,P3}, {P2,Pa}, {P3, P4a}}
(b) rO = {{ Plv P3! P4}1 { Pl! PZ}! { P2’ P3}a{ P2< /SUB>,P4}}.
() ro={P1.,P2}{P1,P3}{P2,P3,P4},{P2,P4,P5},{P3,P4,P5}}
11.4 Use the vector space construction to obtain ideal schemes for access structures having the following bases:
(@ ro={P1,P2,P3}{P1,P2,P4},{P3,P4}}.
() ro={{P1,P2,P3},{P1,P2,P4}{Pi1</sus>pr3, P4y

(©r0={P1.P2}{P1,P3}L{P2,P3}{P1,P4,P5}{P2, P4, P5}
11.5 Use the decomposition construction to obtain schemes with specified information rates for access structures having the following bases:

@ r0={rP1,P3,P4},{P1,P2},{P2,P3}}, p=3I5.
(b) TO={P1.P3,P4},{P1,P2},{P2,P3}L{P2<sus>pd4y, p=4r.
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Chapter 12
Pseudo-random Number Generation

12.1 Introduction and Examples

There are many situations in cryptography where it is important to be able to generate random numbers,
bit-strings, etc. For example, cryptographic keys are to be generated at random from a specified keyspace,
and many protocols require random numbers to be generated during their execution. Generating random
numbers by means of coin tosses or other physical processes is time-consuming and expensive, so in
practice it is common to usgpaeudo-random bit generat¢or PRBG). A PRBG starts with a short

random bit-string (a "seed") and expands it into a much longer "random-looking" bit-string. Thus a PRBG
reduces the amount of random bits that are required in an application.

More formally, we have the following definition.

DEFINITION 12.1 Letk f be positive integers such tr‘E 2 k+ l(wheref is a specified

polynomial function of k)A (k, P»' - pseudo-random bit generator (more brieﬂ)[,*"?t P»' -PRBG) is a
function-‘r - {Eﬂ]k = {Eﬂ' that can be computed in polynomial time (as a function of k). The input
S0 € (E‘z)k is called the seed, and the out,f{sﬂ} € {E‘E]E is called a pseudo-random bit-string.

The functionf is deterministic, so the bit-stririfgg) is dependent only on the seed. Our goal is that the
pseudo-random bit-strinfgsg) should "look like" truly random bits, given that the seed is chosen at

random. Giving a precise definition is quite difficult, but we will try to give an intuitive description of the
concept later in this chapter.

One motivating example for studying this type PRBG is as follows. Recall the concept of perfect secrecy
that we studied in Chapter 2. One realization of perfect secrecy@titime Pad where the plaintext

and the key are both bitstrings of a specified length, and the ciphertext is constructed by taking the bitwise
exclusive-or of the plaintext and the key. The practical difficulty ofQhe-time Padis that the key,

which must be randomly generated and communicated over a secure channel, must be as long as the
plaintext in order to ensure perfect secrecy. PRBGs provide a possible way of alleviating this problem.
Suppose Alice and Bob agree on a PRBG and communicate a seed over the secure channel. Alice and Bob
can then both compute the same string of pseudo-random bits, which will be usexdeatrae Pad

Thus the seed functions as a key, and the PBRG can be thought of as a keystream generator for a stream
cipher.



Figure 12.1 Linear Congruential Generator

We now present some well-known PRBGs to motivate and illustrate some of the concepts we will be
studying. First, we observe that a linear feedback shift register, as described in Section 1.1.7, can be
thought of as a PRBG. Giverk#it seed, an LFSR of degreean be used to produce as many“as R-

1 further bits before repeating. The PRBG obtained from an LFSR is very insecure: we already observed
in Section 1.2.5 that knowledge of arkyc@nsecutive bits suffice to allow the seed to be determined, and
hence the entire sequence can be reconstructed by an opponent. (Although we have not yet defined
security of a PRBG, it should be clear that the existence of an attack of this type means that the generator
is insecure!)

Another well-known (but insecure) PRBG, called lthreear Congruential Generator, is presented in
Figure 12.1. Here is a very small example to illustrate.

Example 12.1

We can obtain a (5, 10)-PRBG by takiMig= 31,a = 3 andb = 5 in theLinear Congruential Generator.

If we consider the mappir§ H* 38 + O mod 31, thell3 =3 13 | and the other 30 residues are
permuted in a cycle of length 30, namely 0, 5, 20, 3, 14, 16, 22,9, 1, 8, 29, 30, 2, 11, 7, 26, 21, 6, 23, 12,
10, 4, 17, 25, 18, 28, 27, 24, 15, 19. If the seed is anything other than 13, then the seed specifies a starting
point in this cycle, and the next 10 elements, reduced modulo 2, form the pseudo-random sequence.

seed sequence

0| 1010001101

0100110101

1101010001

0001101001

1100101101

0100011010

1000110010

0101000110

1001101010
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12| 0011001011

13} 1111111111

14| 0011010011

15| 1010100011

16| 0110100110

17| 1001011010

18| 0101101010

19| 0101000110

20| 1000110100

21| 0100011001

22| 1101001101

23| 0001100101

24| 1101010001

25| 0010110101

26| 1010001100

27| 0110101000

28| 1011010100

29| 0011010100

30| 0110101000

The 31 possible pseudo-random bit-strings produced by this generator are illustrated in Table 12.1.

We can use some concepts developed in earlier chapters to consrtruct PRBGs. For example, the output
feedback mode of DES, as described in Section 3.4.1, can be thought of as a PRBG; moreover, it appears
to be computationally secure.
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Figure 12.2 RSA Generator
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Another approach in constructing very fast PRBGs is to combine LFSRs in some way that the output looks
less linear. One such method, due to Coppersmith, Krawczyk and Mansour, is céibdrtkiag
Generator. Suppose we have two LFSRs, one of degfeand one ok,. We will require a total ok +

ko bits as our seed, in order to initialize both LFSRs. The first LFSR will produce a sequence of bits, say
a1, a», , and the second produces a sequence of bifsbo, .Then we define a sequence of
pseudo-random bits; , zo, by the rule

23 = Q4

wherei is the position of thkth 1 in the sequende;, bo, . These pseudo-random bits comprise a

subsequence of the bits produced by the first LFSR. This method of pseudo-random bit generation is very
fast and is resistent to various known attacks, but there does not seem to be any way to prove that it is
secure.

In the rest of this chapter, we will investigate PRBGs that can be proved to be secure given some plausible
computational assumption. There are PRBGs based on the fundamental problems of factoring (as it relates
to theRSA public-key cryptosystem) and tlescrete Logarithm problem. A PRBG based on tRSA

encryption function is shown in Figure 12.2, and a PRBG based @idtrete Logarithm problem is

discussed in the exercises.

We now give an example of tRSA Generator.



I Sj Zj
0 75634
1 31483 1
2 31238 O
3| 51968 0
4| 39796 0
5 28716/ 0
6| 14089 1
7 5923 1
8 44891 1
9/ 62284 0O
10 11889 1
11 43467 1
12 71215 1
13 10401 1
14 77444 0
15| 56794 0
16 78147 1
17 72137 1
18 89592 0
19| 29022 0
20| 13356 O

Example 12.2

Supposer = 91261 = 263 x 34 = 1547, andg = 75364. The first 20 bits produced by RSA
Generator are computed as shown in Table 12.2. Hence the bit-string resulting from this seed is

10000111011110011000.



12.2 Indistinguishable Probability Distributions

There are two main objectives of a pseudo-random number generator: it should be fast (i.e., computable in
polynomial time as a function &j and it should be secure. Of course, these two requirements are often
conflicting. The PRBGs based on linear congruences or linear feedback shift registers are indeed very fast.
These PRBGs are quite useful in simulations, but they are very insecure for cryptographic applications.

Let us now try to make precise the idea of a PRBG being "secure." Intuitively, a skifigis
produced by a PRBG should look "random." That is, it should be impossible in an amount of time that is

polynomial ink (equivalently, polynomial ipf) to distinguish a string & pseudo-random bits produced
by a PRBG from a string & truly random bits.

This motivates the idea of distinguishability of probability distributions. Here is a definition of this
concept.

1)
DEFINITION 12.2 Suppose pg and p; are two probability distributions on the set (Eﬂ of bit-strings
- {74
oflengthf Let A '['52] =2 {{], l}beaprobabilistic algorithmthat runsin polynomial time (as a
function of f ). Lete > 0.Forj =0, 1,define

Ealp)= 3. pilaeeaz) xplAlz,. 020 = Wiz, 20).
2y, .z )l Ea)f

We say that A is an e-distinguisher of pg and pq provided that

|EA(po) — Ea(m)| 2 €,

and we say that pg and p; are e-distinguishable if there exists an e-distinguisher of pg and p1.

REMARK If A is a deterministic algorithm, then the conditional probabilities
p(A(21,-..,2¢0) = 1|(21,-.-,2¢))

always have the value of 0 or 1.

The intuition behind this definition is as follows. The algoritArtries to decide if a bit-string

(215045 zf} of Iengthf is more likely to have arisen from probability distributppor from
probability distributiorpg. This algorithm may use random numbers if desired, i.e., it can be probabilistic.

The outpuwA(?—'h . represents the algorithm’s guess as to which of these two probability
distributions is more likely to have produm{z],.: .-y Zt)  The quantityea (pj) represents the average
(i.e., expected) value of the outputAobver the probability distributiop;, forj = 0, 1. This is computed

by summing over all possible sequen{z,l,: .2y Zt) the product of the probability of ttf, -tuple

(#1,---12¢) and the probability thak answers "1" when give{i‘l: .oy Zt) as iNputA is an
e-distinguisher provided that the values of these two expectations are atdpast
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The relevance to PRBGs is as follows. Consider the seque £ it produced by the PRBG. There are
2t possible sequences, and if the bits were chosen independently at random, eactzgfsbqsences

would occur with equal probabili@ﬁt . Thus a truly random sequence corresponds to an equiprobable
distribution on the set of all bit-strings of Iengfh. Suppose we denote this probability distributiorphy

Now, consider sequences produced by the PRBG. Suppose a k-bit seed is chosen at random, and then the
PRBG is used to obtain a bit-string of Ienfh Then we obtain a probability distribution on the set of all
bit-strings of Iengttf , which we denote by . (For the purposes of illustration, suppose we make the

simplifying assumption that no two seeds give rise to the same sequence of bits. The?ffcpfdshm'ble

sequences, sequences each occur with probability,l/@nd the remaininz'\r — Qk sequences never
occur. So, in this case, the probability distributignis very non-uniform.)

Even though the two probability distributiopg andp1 may be quite different, it is still conceivable that
they might bee-distinguishable only for small values ofThis is our objective in constructing PRBGs.

Example 12.3

Suppose that a PRBG only produces sequences in which effgms have the value 0 a/2 bits
have the value 1. Define the functiarby

1 if{zy,...,2¢) has £f2 bits equal 1o 0
0 otherwise.

Alzy...,z) = {
In this case, the algorithi is deterministic. It is not hard to see that

t
Ealpo) = I:g_:}

and

Eﬁ(pl) =1

It can be shown that



. G
dm =p-=0,

Hence, for any fixed value ef< 1,pg andp4 aree-distinguishable il is sufficiently large.

12.2.1 Next Bit Predictors

Another useful concept in studying PRBGs is that of a next bit predictor, which works as follotse Let
a(k: f:' -PRBG. Suppose we have a probabilistic algoriBymwhich takes as input the firist bits
produced by (given an unknown seed), say, , zj.1, and attempts to predict the next#it The value

i can be any value such tlﬂ,', "_f- i ":_: £—-1 . We say thaB; is ane-next bit predictoiif Bj can
predict thdth bit of a pseudo-random sequence with probability at least d,/@/herec > 0.

We can give a more precise formulation of this concept in terms of probability distributions, as follows.
£

We have already defined the probability distribuggnon (EEJ induced by the PRB& We can also

look at the probability distributions induced bgn any of thef pseudo-random output bits (or indeed on

any subset of thesfeoutput bits). So, fo.l i: i i: ’e , we will can think of théth pseudo-random
output bit as a random variable that we will denote;by

In view of these definitions, we have the following characterization of a next bit predictor.

THEOREM 12.1

Letf be e“‘: £) .PRBG. Then the probabilistic algorithBy is ane-next bit predictor for f if and only if

> 1
mlz1, ...y 2i-1) % plzi = Bil(21,...,2i-1)) 2 5 ¥
f‘h---.h—;}Eﬂzq].'—l

PROOF The probability of correctly predicting tiih bit is computed by summing over all possilble (
1)-tuples ¢1, , z.1)the product of the probability that the- (1)-tuple, £1,, zj.1) is produced by the

PRBG and the probability that tité bit is predicted correctly given thie-(1)-tuple, ¢1, , Zzj.1).

The reason for the expression 1/2 i this definition is that any predicting algorithm can predict the next

bit of a random sequence with probability 1/2. If a sequence is not random, then it may be possible to
predict the next bit with higher probability. (Note that it is unnecessary to consider algorithms that predict
the next bit with probability less than 1/2, because in this case an algorithm that replaces every prediction
by 1 -z will predict the next bit with probability greater than 1/2.)

We illustrate these ideas by producing a next-bit predictor fdritfear Congruential Generator of
Example 12.1.



Example 12.1 (Cont.)

For anyi such that ki< 9, DefineB;(2) =1 -z That is,B; predicts that a 0 is most likely to be followed
9
by a 1, and vice versa. It is not hard to compute from Table 12.1 that each of these p&dista&2

-next bit predictor (i.e., they predict the next bit correctly with probability 20/31).

We can use a next bit predictor to construct a distinguishing algotittam shown in Figure 12.3. The
input to algorithmA is a sequence of bitz,]- - bl Zg , andA calls the algorithnB; as a
subroutine.

Figure 12.3 Constructing a distinguisher from a next bit predictor
THEOREM 12.2

Supposd; is ane-next bit predictor for thU‘: E:' -PRBG f. Let p be the probability distribution

¢ ¢
induced or{E‘lj by f, and let p be the uniform probability distribution czi) . ThenA, as described
in Figure 12.3, is ar-distinguisher of p and .

PROOF First, observe that

.A.(Zl,...,ﬁ,f] =1 B,-"(Zl,.....z,-"..,lj = 2.

Also, the output oA is independent of the valueszi-'l“ 1y---y 2L . Thus we can compute as
follows:

Eatp)= ¥ pilziee..z) x p(A = 121,000 20)
(21 -sme)E(Ln)*

= E ﬁ[-v'-!.--*tzi:lKF{A=1I{IIP"I31]}

{2z )E ()
= 2 plzay ) < p(Bi = zil(z,...05))
(2102 )E(Ea )

- E Pllza“‘“'xi-l}xp(!"=Bij{=li“-n3-i-l}}
(51vtie )€}

1
:"-+E1
it
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On the other hand, any predic®y will predict theith bit of a truly random sequence with probability
1/2. Then, it is not difficult to see thEf, (pg) = 1/2. HenceHa (pg) - Ea (P1)]| = €, as desired.

One of the main results in the theory of pseudo-random bit generators, due to Yao, is that a next bit
predictor is auniversaltest. That is, a PRBG is "secure" if and only if there does not exashext bit

predictor except for very small valuessofTheorem 12.2 proves the implication in one direction. To

prove the converse, we need to show how the existence of a distinguisher implies the existence of a next
bit predictor. This is done in Theorem 12.3.

THEOREM 12.3

£
Supposé\, is ane-distinguisher of p and py, where p is the probability distribution induced ((Eﬂ
£
by the(k: F) -PRBG f, and p is the uniform probability distribution O(EE) . Then for some i
1 S L {_: £~ 1 , there exists aff‘f—next bit predictoB; for f.

y £
PROOF For{:I E t ii E , defineg; to be a probability distribution C(Eﬂ where the first bits are
generated usinfj and the remaining — 1 bits are generated at random. Thqgs= pg and
e — 1 . We are given that

|Ea(g0) — Ealqe)| > e

By the triangle inequality, we have that

¢
|Ea(g0) = Ea(ge)l € 3 |Ealgi-1) - Ealgi)l.

=]
Hence, it follows that there is at least one viks 1 i: i S 'e , such that

IE.A(EII-I} — EA{?I}I =

o] ™



Without loss of generality, we will assume that
€
Ea(qi-1) — Eal(gi) 2 7

We are going to construct &@h bit predictor (for this specified value idf The predicting algorithm is
probabilistic in nature and is presented in Figure 12.4. Here is the idea behind this construction. The

predicting algorithm in fact produces fntuple according to the probability distributign. 1, given that

Z1,, Zji-1</smaLL>are generated by the PRBGAfanswers "0," then it thinks that tfa—tuple was most
likely generated according to the probability distribution jlow g.q and g differ only in that the ith bit

is generated at random in_g, whereas it is generated according to the PRBG; irHgnce, whei

answers "0," it thinks that the ith bit,,as what would be produced by the PRBG. Hence, in this case we
take z as our prediction of the ith bit. K answers "1," it thinks that, s random, so we take 1 as

our prediction of the ith bit.

We need to compute the probability that the ith bit is predicted correctly. ObserveAtsatsivers "0,"
then the prediction is correct with probability

P (Zil{zh voay 3’:‘-—1})1

[T e
|0 b B e
|1 s

| O PR

Figure 12.4 Constructing a next bit predictor from a distinguisher

where p is the probability distribution induced by the PRBGA inswers "1," then the prediction is
correct with probability

1 -P1(3i|f~"-‘1;---=2i—1})-

For brevity, we denot? = (zl yoy z-‘f} . In our computation, we will make use of the fact that

qilz)
e

gi—1(z) x palzil(zr,... . 5ica)) =

This can be proved easily as follows:

gi-i{zr,- - 2 x pulzil(n, . .. 7))

1
= gi=1(20 s 2im1) X gy X pulEil(z, 00 zia))

1
= m[z],---szi] ® EF:;TT

s gilzL,. . 0 30)
e



Now we can perform our main computation:

plzi = Bilz, . . 2}

= 3 (@A =0ls) x prail(nn, . 2i-1))
sE(Ly)

+plA = 1z) x (1= po(x](2,.-..2-1)))

= ¥ Bpazom+ T el xpA=1k)
g ({Zy) w5 (L)t

- E @np{a:u:}

se{Eq)*

- 1 - Eaxlq)
B 2

+ Exlgi-1) = Ealgi)

E
+ Ealgi-1) = %"'—’

B3l = B3] —

{
2 +E1

which was what we wanted to prove.

12.3 The Blum-Blum-Shub Generator

In this section we describe one of the most popular PRBGs, due to Blum, Blum, and Shub. First, we review
some results on Jacobi symbols from Section 4.5 and other number-theoretic facts from other parts of
Chapter 4.

Suppose p and g are two distinct primes, and let n = pq. Recall that the Jacobi symbol

0 ifgediz,n)>1

©)-1 1 H)=() =1 (s)- (5 =

- ~1 ifoneof (2) and () is 1 and the other s —1.
Denote the quadratic residues modulo n by QR (n). That is,
QR(n) = {z2mod n: z € Z.}.
Recall that x is a quadratic residue modulo n if and only if
3)-6) =

Define

QRn) = {z € Z\QR() : () =1}



Thus

aren = {z ez (2) = (2) = 1]

An elemen® € QR(“] is called a pseudo-square modulo n.

TheBlum-Blum-Shub Generator, as well as some other cryptographic systems, is based on the

Quadratic Residues problem defined in Figure 12.5. (In Chapter 4, we definedner atic Residues

problem modulo a prime and showed that it is easy to solve; here we have a composite modulus.) Observe
that theQuadratic Residues problem requires us to distinguish quadratic residues modulo n from
pseudo-squares modulo n. This can be no more difficult than factoring n. For if the factorization n = pq

El =1 . ,
can be computed, then it is a simple matter to con{,;‘]\t,esay. Given the{,n} =1 , it follows that x is a

guadratic residue if and only (5} =

o proig =t s g 11 Formm bt = 1
vl e i

Figure 12,5 Quadratic Residues

[y Ty e
e e e e et £ L

15t e O P 3

Figure 12.6 Blum-Blum-Shub Generator

There does not appear to be any way to solv&traglratic Residues problem efficiently if the
factorization of n is not known. So this problem appears to be intractible if it is infeasible to factor n.
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TheBlum-Blum-Shub Generator is presented in Figure 12.6. The generator works quite simply. Given a

seedsg 0 QR(n), we compute the sequerSl 7925000y 5¢ by successive squaring modulo
and then reduce eash modulo 2 to obtaig; . It follows that

Zi= (suzi mod 1:) mod 2,



[ Si Zj
0 20749

1 143135 1
2 177671 1
3 97048 O
4 89992 0
5 174051 1
6 80649 1
7 45663 1
8 69442 0
9 186894 O
10 177046 0O
11 137922 0
12| 123175 1
13 8630 0
14| 114386 0
15 14863 1
16 133015 1
17 106065 1
18 45870 0O
19 137171 1
20 48060 O

We now give an example of tB8S Generator.
Example 12.4

Supposen = 192649 = 383 x 503 arsg = 10135% modn = 20749. The first 20 bits produced by the
BBS Generatorare computed as shown in Table 12.3. Hence the bit-string resulting from this seed is



11001110000100111010.

Here is a feature of ti@BS Generatorthat is useful when we look at its security. Sincepq wherep =
g = 3 mod 4, it follows that for any quadratic residu¢here is a unique square rootxahat is also a
guadratic residue. This square root is calledotiecipal square root of. It follows the mapping

I > Iz modn used to define thBBS Generatoris a permutation on QRY), the set of quadratic
residues modula.

12.3.1 Security of the BBS Generator

In this section, we look at the security of BIBS Generatorin detail. We begin by supposing that the

pseudo-random bits produced by Bi#S Generatoraree-distinguishable fronf random bits and then
see where that leads us. Throughout this seatiemq, wherep andq are primes such that= g =3 mod
4, and the factorization = pq is unknown.

We have already discussed the idea of a next bit predictor. In this section we consider a similar concept
that we call grevious bit predictor. A previous bit predictor for(k: F:‘ -BBS Generatorwill take as

inputf pseudo-random bits produced by the generator (as determined by an unknown randpnilseed
QR(n)), and attempt to predict the valmg = sg mod 2. A previous bit predictor can be a probabilistic
algorithm, and we say that a previous bit prediBtgris ans-previous bit predictor if its probability of
correctly guessingg is at least 1/2 €, where this probability is computed over all possible segds

We state the following theorem, which is similar to Theorem 12.3, without proof.

THEOREM 124

£
Suppose A, isan e-distinguisher of p1 and pg, where p1 isthe probability distribution induced on (EE}
£
by the(k: f) -BBS Generator, f, and pg is the uniform probability distribution on (EEJ . Then there
existsan (ffﬂ -previous bit predictor B for f.

We now show how to use 1[".“5} -previous bit predictoB g, to construct a probabilistic algorithm that

distinguishes quadratic residues modufoom pseudo-squares modulo n with probability 1£ Fhis
algorithmA, presented in Figure 12.7, udkg as a subroutine, or oracle.

THEOREM 12.5

Suppose B isan e-previous bit predictor for the “‘f: F:‘ -BBS Generatorf. Then the algorithm A, as
described in Figure 12.7, determines quadratic residuosity correctly with probability at least 1/2 +e,

where this probability is computed over all possibleinputs € € QR(n) UQR(n)

o =
PROOF Sincen = pq andp = q = 3 mod 4, it follows tha{,T) =1lg5-1€ Qrf-(”] . Hence, if
(%) = Lthen the principal square rasg = x2 isx if x 0 QR(); and x if £ € QR(n) gyt



(—z mod n) mod 2 # (z mod n) mod 2,

so it follows that algorithmd\ gives the correct answer if and onlyBify correctly predictz. The result
then follows immediately.

Bew 1 B i [ =
B e o e e e

Figure 12.7 Constructing a quadratic residue distinguisher from a previous bit predictor

Theorem 12.5 shows how we can distinguish pseudo-squares from quadratic residues with probability at
least 1/2 +. We now show that this leads to a Monte Carlo algorithm that gives the correct answer with

probability at least 1/2 &. In other words, for an® € QR(n) UQR(n) , the Monte Carlo algorithm

gives the correct answer with probabilty at least 1¢2Note that this algorithm is ambiased algorithm

(it may give an incorrect answer for any input) in contrast to the Monte Carlo algorithms that we studied in
Section 4.5 which were all biased algorithms.

The Monte Carlo algorithm Ais presented in Figure 12.8. It calls the previous algorithm A as a
subroutine.
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THEOREM 12.6

Suppose that algorithy determines quadratic residuosity correctly with probability at |d#8t+¢.
Then the algorithr 1, as described in Figure 12.8, is a Monte Carlo algorithmQoradratic Residues

with error probability at most/2 +¢.

PROOF For any given inpt® € QR(n) UQR(n)  the effect of step 2 in algorithan, is to produce

an elemenx’ that is a random elementQR{”] U QR(’”} whose status as a quadratic residue is
known.

The last step is to show that any (unbiased) Monte Carlo algorithm that has error probability at most 1/2 +
€ can be used to construct an unbiased Monte Carlo algorithm with error probability &f fooanyd >

0. In other words, we can make the probability of correctness arbitrarily close to 1. The idea is to run the
given Monte Carlo algorithmra + 1 times, for some integar, and take the "majority vote" as the

answer. By computing the error probability of this algorithm, we can also semkdeyends o®. This
dependence is stated in the following theorem.

Figure 12.8 A Monte Carlo algorithm for Quadratic Residues
THEOREM 12.7

Supposé\ 1 is an unbiased Monte Carlo algorithm with error probability at mb@t+¢. Suppose we run
A1 n=2m+ 1times on a given instance |, and we take the most frequent answer. Then the error
probability of the resulting algorithm is at most

(1 - 4e2)™
s

PROOF The probability of obtaining exactlycorrect answers in thetrials is at most



(G969

The probability that the most frequent answer is incorrect is equal to the probability that the number of
correct answers in thetrials is at mosi. Hence, we compute as follows

£ (1) G-

() G- EO )

= (1 = 4¢)™ (% -e)
(1~ 4¢®)™
< TR

as required.

Suppose we want to lower the probability of error to some \&alutere 0 b < 1/2 -. We need to
choosem so that

(1 - 4e2)™

5 <4,

Hence, it suffices to take

[ 1+4log,d "
"= ||

Then, if algorithmA is run 2n + 1 times, the majority vote yields the correct answer with probability at
least 1 3. It is not hard to show that this valuemis at most/(3¢2) for some constamt Hence, the
number of times that the algorithm must be run is polynomialdaid 1¢.

Example 12.5



Suppose we start with a Monte Carlo algorithm that returns the correct answer with probability at least .55,
soe = .05. If we desire a Monte Carlo algorithm in which the probability of error is at most .05, then it
suffices to taken = 230 anch = 461.

Let us combine all the reductions we have done. We have the following sequence of implications:

P | O S Y P

) s e e 0, it

Since it is widely believed that there is no polynomial-time Monte Carlo algorith@ufadratic
Residueswith small error probability, we have some evidence thaBBi® Generatoris secure.

We close this section by mentioning a way of improving the efficiency @B% Generator. The
seqguence of pseudo-random bits is constructed by taking the least significant bitsyf edmdre

i
si = 80° modn. Suppose instead that we extractrhieast significant bits from ead). This will

improve the efficiency of the PRBG by a factongfbut we need to ask if the PRBG will remain secure.
It has been shown that this approach will remain secure provideu thiaty, log, n. So we can extract

about log logo n pseudo-random bits per modular squaring. In a realistic implementationBB$he

~ 1n160 N .
Generator, Tt &= 10 , SO we can extract nine bits per squaring.

12.4 Probabilistic Encryption

Probabilistic encryption is an idea of Goldwasser and Micali. One motivation is as follows. Suppose we
have a public-key cryptosystem, and we wish to encrypt a single bit,#.€.0r 1. Since anyone can
computeek (0) andek (1), itis a simple matter for an opponent to determine if a ciphgriexn

encryption of 0 or an encryption of 1. More generally, an opponent can always determine if the plaintext
has a specified value by encrypting a hypothesized plaintext, hoping to match a given ciphertext.

The goal of probabilistic encryption is that "no information” about the plaintext should be computable
from the ciphertext (in polynomial time). This objective can be realized by a public-key cryptosystem in
which encryption is probabilistic rather than deterministic. Since there are "many" possible encryptions of
each plaintext, it is not feasible to test whether a given ciphertext is an encryption of a particular plaintext.

Here is a formal mathematical definition of this concept.

DEFINITION 12.3 A probabilistic public-key cryptosystem is defined to be a six-tuple

(Pr Cs ,IC1 f, D: R} Wherep is the set of plaintextcI is the set of ciphertexlfc is the keyspagce
R is a set of randomizers, and for each KJ e X EK €& is a public encryption rule and
dK €D is a secret decryption role. The following properties should be satisfied:

1. Each€k : P x R = € anadi : C — P are functions such that



di (EK (b, T)) =b

for every plaintexb = pandeveryf e R.(In particular, this implies that
eff{mir} ;6 ﬁj{(:ﬂ', f‘,) Ifﬂ: # z! )

2. Lete be a specified security parameter. For any il € K and for anyT € ?" , define a
probability distribution fx x on(::II , where [x x(y) denotes the probability that y is the ciphertext
given that K is the key and x is the plaintext (this probability is computed o & R ). Suppose
%,z €P JXEX, and € K Thenthe probability distributionsiy and p¢ x are not
e-distinguishable
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Here is how the system works. To encrypt a plainteghoose a randomizt™ € R and computy =
ek (x,r). Any such valug = ek (x,r) can be decrypted to Property 2 is stating that the probability

distribution of all encryptions of cannot be distinguished from the probability distribution of all
encryptions ok’ if X' # x. Informally, an encryption of "looks like" an encryption of . The security

parametee should be small: in practice we would want to ¢ = ‘-'”Rl for some smait > 0.
We now present th&oldwasser-Micali Probabilistic Public-key Cryptosystemin Figure 12.9. This

system encrypts one bit at a time. A 0 bit is encrypted to a random quadratic residuemmadulst is
encrypted to a random pseudo-square moduWwhen Bob recieves an element

y € QR(n) U QR(“:]‘ he can use his knowledge of the factorization taf determine whether(d
QR(n) or whethe® € QR{n) He does this by computing

(&) = )~ mod

then

¥y _ 1
yEQR{n}ﬁ(F) 1

Figure 12.9 Goldwasser-Micali Probabilistic Public-key Cryptosystem

A more efficient probabilistic public-key cryptosystem was given by Blum and Goldwasser. The

Blum-Goldwasser Probabilistic Public-key Cryptosystems presented in Figure 12.10. The basic idea

is as follows. A random seag generates a sequencefapsuedorandom bi‘zl Bmmim ) Ze using the

BBS Generator. Thez;'s are used as a keystream, i.e., the are exclusive-ored Wf‘rpihintext bits to
a4l

form the ciphertext. As well, tr{E + ljst elemen#i+1 = S0 modhn is transmitted as part of the

ciphertext.



When Baob receives the ciphertext, he can comq;;ﬂfaeom‘é’rf +1 , then reconstruct the keystream, and

finally exclusive-or the keystream with tfaciphertext bits to obtain the plaintext. We should explain how
Bob derivessg from Sf+1 . Recall that eacky_; is the principal square root sf. Now,n = pg with p =
g = 3 mod 4, so the square roots of any quadratic residusdulop are+x (P14, Using properties of

Jacobi symbols, we have that
(xip+1]f4) (E):pﬂm
P P

= 1.

It follows thatx(P*1)/4 is the principal square root imodulop. Similarly, x(@1)/4 is the principal square
root of x modulog. Then, using the Chinese remainder theorem, we can find the principal squarexroot of
modulon.

Figure 12.10 Blum-Goldwasser Probabilistic Public-key Cryptosystem

]f-l-:

will
be the principaﬁ“‘ Lst root ofx moduloq. since®s has ordep - 1, we can reduce the exponent

More generallyz!(P+? WO il be the principa2£+ L$t root ofx modulop andz!(P+1)/4

14+
((p + 1)/ modulop - 1 in the computatioz ™+ /9 1odp. In a similar fashion, we can

41
reduce the expone{{ff + l}fr‘” moduloq - 1. In Figure 12.10, having obtained the principal
2!:"4-1

sl roots of £+ 1 modulop and modulay (steps 1-4 of the decryption process), the Chinese
remainder theorem is used to compute the prin&“’ L5t root ofS £+ 1 modulon.

Here is an example to illustrate.

Example 12.6

Suppose = 192649, as in Example 12.4. Suppose further that Alice choes28749 and wants to
encrypt the 20-bit plaintext string

r =11010011010011101101.

She will first compute the keystream



z = 11001110000100111010,
exactly as in Example 12.4, and then exclusive-or it with the plaintext, to obtain the ciphertext

y = 00011101010111010111
which she transmits to Bob. She also computes
531 = $20° mod n = 94739

and sends it to Bob.

Of course Bob knows the factorizatior= 383 x 503, sop(+ 1)/4 = 96 and( + 1)/4 = 126. He begins by
computing

ay = ((p+1)/4) mod (p— 1)
= 96%' mod 382
= 266
and
az = ((g +1)/4)*" mod (g - 1)
= 126*! mod 502
= 486.
Next, he calculates
by = $21"" mod p
= 94739%%® mod 383
= 67
and
by = 521" mod ¢
= 94739*%¢ mod 503
= 126.



Now Bob proceeds to solve the system of congruences

r = 67 (mod 383)
r = 126 (mod 503)

to obtain Alice’s seed = 20749. Then he constructs Alice’s keystream frofinally, he exclusive-ors
the keystream with the ciphertext to get the plaintext.

12.5 Notes and References

A lengthy treatment of PRBGs can be found in the book by KranakBgK See also the survey paper by
Lagarias [la90].

The Shrinking Generator is due to Coppersmith, Krawczyk, and Mansour [CKM94]; another practical
method of constructing PBRGs using LFSRs has been given by Gunt&8][Gor methods of breaking
theLinear Congruential Generator, see Boyar [B89].

The basic theory of secure PRBGs is due to YaBPp{, who proved the universality of the next bit test.

Further basic results can be found in Blum and Micali [BM84]. BB& Generatoris described in

[BBS86]. The security of th®uadratic Residuesproblem is studied by Goldwasser and Micali [GM84],

on which we based much of Section 12.3.1. We have, however, used the approach of Brassard and Bratley
[BB88A, Section 8.6] to reduce the error probability of an unbiased Monte Carlo algorithm.

Properties of th&@SA Generator are studied in Alexi, Chor, Goldreich, and Schnorr [ACGS88]. PRBGs
based on thBiscrete Logarithm problem are treated in Blum and Micali [BM84], Long and Wigderson
[LW88], and Hastad, Schrift, and Shamir [HSS93]. A sufficient condition for the secure extraction of
multiple bits per iteration of a PRBG was proved by Vazirani and Vazirani [VV84].

Figure 12.11 Discrete Logarithm Generator

The idea of probabilistic encryption is due to Goldwasser and Micali [GM84BItm-Goldwasser
Cryptosystemis presented in [BG85].
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Exercises

12.1 Consider théinear Congruential Generator defined bys; = (asj.; +b) modM. Suppose that

M =ga + 1 wherea is odd andj is even, and suppose thet 1. Show that the next bit predictor
Bi(2 = 1 -zfor thei bit is ane-next bit predictor, where

1 s gla+1)
2 2M
12.2 Suppose we have &BA Generatorwith n = 36863 b = 229 and seespy = 25. Compute the

first 100 bits produced by this generator.
12.3 A PRBG based on tHeiscrete Logarithm problem is given in Figure 12.11. Suppgse
21383, the primitive element= 5 and the seest) = 15886. Compute the first 100 bits produced by

this generator.
12.4 Suppose that Bob has knowledge of the factorizatiepq in theBBS Generator.
(a) Show how Bob can use this knowledge to computesafrpm so with X multiplications

modulo@(n) and X multiplications modula, wheren hask bits in its binary representation. (If
i is large compared tg then this approach represents a substantial improvement over the
multiplications required to sequentially compsge , s;.)

(b) Use this method to compuggggg if N = 59701 = 227 x 263 arsgy = 17995.
E1866663F17FDBD1DC8C8FD2EEBC36AD7F53795DBA3COCE22D
COA9C7E2A56455501399CA6B98AED22C346A529A09C1936C61
ECDE10B43D226EC683A669929F2FFB912BFA96A8302188C083
46119E4F61AD8D0829BD1 CDE1E37DBA9BCE65F40COBCE48A80
0B3D087D76ECD1805C65D9DB730B8D0943266D942CF04D7D4AD
76BFA891FA21BE76F767F1D5DCC7E3F1D86E39A9348B3

12.5 We proved that, in order to reduce the error probability of an unbiased Monte Carlo algorithm
from 1/2 - to §, whered + € < 1/2, it suffices to run the algorithmtimes, where



1+ log, d
log,(1 — 4€2)

Prove that this value @his O(1/(32).

12.6 Suppose Bob receives some ciphertext which was encrypted wilutheGoldwasser
Probabilistic Public-key Cryptosystem The original plaintext consisted of English text. Each
alphabetic character was converted to a bitstring of length five in the obvious wa®0000,B -
00001, , Z - 11001. The plaintext consisted of 236 alphabetic characters, so a bitstring of length
1180 resulted. This bitstring was then encrypted. The resulting ciphertext bitstring was then
converted to a hexadecimal representation, to save space. The final string of 295 hexadecimal
characters is presented in Table 12.4. Adggg1 = 20291 is part of the ciphertext, ame 29893 is

Bob’s public key. Bob’s secret factorizationrois n = pg, wherep = 167 andy = 179.

Your task is to decrypt the given ciphertext and restore the original English plaintext, which was
taken from "Under the Hammer," by John Mortimer, Penguin Books, 1994.
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Chapter 13
Zero-knowledge Proofs

13.1 Interactive Proof Systems

Very informally, a zero-knowledge proof system allows one person to convince another person of some
fact without revealing any information about the proof. We first discuss the idea of an interactive proof
system. In an interactive proof system, there are two participants, Peggy and Vic. Pegpsoietrend

Vic is theverifier. Peggy knows some fact, and she wishes to prove to Vic that she does.

It is necessary to describe the kinds of computations that Peggy and Vic will be allowed to perform, and
also to describe the interaction that takes place. It is convenient to think of both Peggy and Vic as being
probabilistic algorithms. Peggy and Vic will each perform private computations, and each of them has a
private random number generator. They will communicate to each other through a communication
channel. Initially, Peggy and Vic both possess an irplihe object of the interactive proof is for Peggy

to convince Vic thakx has some specified property. More preciselyjll be a yes-instance of a specified
decision problem II.

The interactive proof, which is a challenge-and-response protocol, consists of a specified number of
rounds. During each round, Peggy and Vic alternately do the following:

1. receive a message from the other party
2. perform a private computation
3. send a message to the other party.

A typical round of the protocol will consist of ehallenge by Vic, and aesponse by Peggy. At the end of
the proof, Vic eitherccepts or rejects, depending on whether or not Peggy successfully replies to all of
Vic’s challenges. We define the protocol to baraeractive proof system for the decision problem I if

the following two properties are satisfied whenever Vic follows the protocol:

el B S

o et B vk 1 Py 1. e i o 2, PO

Figure 13.1 Graph Isomorphism

completeness
If x is a yes-instance of the decision problem I, then Vic will always accept Peggy’s proof.



soundness
If x is a no-instance of Il, then the probability that Vic accepts the proof is very small.

We will restrict our attention to interactive proof systems in which the computations performed by Vic can
be done in polynomial time. On the other hand, we do not place any bound on the computation time
required by Peggy (informally, Peggy is "all-powerful").

We begin by presenting an interactive proof system for the probl&raph Non-isomorphism. The
Graph Isomorphism problem is described in Figure 13.1. This is an interesting problem since no
polynomial-time algorithm to solve it is known, but it is not known to be NP-complete.

We will present an interactive proof system which will allow Peggy to "prove" to Vic that two specified
graphs are not isomorphic. For simplicity, let us supposdéihandG», each have vertex set {1, n}.

The interactive proof system f@raph Non-isomorphismis presented in Figure 13.2.
We present a toy example.
Example 13.1

Supposés1 = (V, Eq) andG, = (V, E2), whereV = {1, 2, 3, 4},E1 = {12, 14, 23, 34} andE>, = {12, 13,
14, 34}.

Suppose in some round of the protocol that Vic gives Peggy thelgrali, E3), where E3 = {13, 14,
23, 24} (see Figure 13.3). The graph H is isomorphic to G1 (one isomorphisrifto@, is the
permutation (1 3 4 2)). So Peggy answers "1."

It is easy to see that this proof system satisfies the completeness and soundness prdperigesotf
isomorphic toG», thenj will equali in every round, and Vic will accept with probability 1. Hence, the
protocol is complete.

Figure 13.2 An interactive proof system for Graph Non-isomorphism
L L] Hd 1.&..'1

e

L] +

i X
[

Figure 13.3 Peggy’s non-isomorphic graphs and Vic's challenge

On the other hand, suppose t@at is isomorphic tds». Then any challenge graphsubmitted by Vic is
isomorphic to botls; andG». Peggy has no way of determining if Vic constructed H as an isomorphic
copy ofG1 or of Gp, so she can do no better than make a guedsor 2 for her response. The only way
that Vic will accept is if Peggy is able to guessathoices of made by Vic. Her probability of doing



this is 2". Hence, the protocol is sound.

Notice that Vic's computations are all polynomial-time. We cannot say anything about Peggy’s
computation time since tharaph Isomorphism problem is not known to be solvable in polynomial time.

However, recall that we assumed that Peggy has infinite computing power, so this is allowed under the
“"rules of the game."
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13.2 Perfect Zero-knowledge Proofs

Although interactive proof systems are of interest in their own right, the most interesting type of
interactive proof is a zero-knowledge proof. This is one in which Peggy convinces \Ai@tisgesses

some specified property, but at the end of the protocol, Vic still has no idea of how to prove (himself) that
x has this property. This is a very tricky concept to define formally, and we present an example before
attempting any definitions.

In Figure 13.4, we present a zero-knowledge interactive pro@rigph Isomorphism. A small example
will illustrate the workings of the protocol.

Example 13.2

Supposés1 = (V, Eq1) andGo = (V, E»), where V = {1, 2, 3, 4}, E1 ={12, 13, 14, 34} and E2 = {12, 13,
23, 24}. One isomorphism fro@» to G1 is the permutation = (4 1 3 2).

Now suppose in some round of the protocol that Peggy chooses the pernuta{dd 1 3). Theid has
edge set {12, 13, 23, 24} (see Figure 13.5).

If Vic's challenge ig = 1, then Peggy gives Vic the permutatioand Vic checks that the image®§
underttis H. If Vic's challenge is = 2, then Peggy gives Vic the compositpa 1T

p=mocog=(3214),_ (3 21 4) and Vic checks that the imag&ef underp is H.

Completeness and soundness of the protocol are easy to verify. It is easy to see that the probablity that Vic
accepts is 1 i6G4 is isomorphic ta@G,. On the other hand, &1 is not isomorphic t&, then the only

way for Peggy to deceive Vic is for her to correctly guess the vaha Vic will choose in each round,
and write a (random) isomorphic copy®f on the communication tape. Her probability of correctly

guessing Vic’s1 random challenges is2

Figure 13.4 A perfect zero-knowledge interactive proof system for Graph Isomorphism



A L [T

'\_: ",\ ) |"\..
g —g e Y

Figure 13.5 Peggy’s isomorphic graphs

All of Vic's computations can be done in polynomial time (as a function of n, the number of vertices in
G andG»). Although it is not necessary, notice that Peggy’s computations can also be done in

polynomial time provided that she knows the existence of one permutation a such that the Bage of
undero isG1 .

Why would we refer to this proof system as a zero-knowledge proof? The reason is that, although Vic is
convinced tha6G4 is isomorphic taG», he does not gain any "knowledge" that would help him find a
permutationo that carriesso to G4 . All he sees in each round of the proof is a random isomorphic copy

H of the graph& 1 andG», together with a permutation that carrig@s toH or G, toH (but not both!).

But Vic can compute random isomorphic copies of these graphs by himself, without any help from Peggy.
Since the graphd are chosen independently and at random in each round of the proof, it seems unlikely
that this will help Vic find an isomorphism fro@1 to G».

Let us look carefully at the information that Vic obtains by participating in the interactive proof system.
We can represent Vic's view of the interactive proof by meangrahscript that contains the following
information:

1. the graph$&1 andG»

2. all the messages that are transmitted by both Peggy and Vic
3. the random numbers used by Vic to generate his challenges.

Hence, a transcripi for the above interactive proof Graph Isomorphism would have the following
form:

T = ((G1,G2); (Hy,i1,m); -5 (Hnytnypn)) -

The essential point, which is the basis for the formal definition of zero-knowledge proof, is that Vic (or
anyone else) can forge transcripts < without participating in the interactive proof < that "look like" real
transcripts. This can be done provided that the input gi@phendG» are isomorphic. Forging is
accomplished by means of the algorithm presented in Figure 13.6. The forging algorithm is a
polynomial-time probabilistic algorithm. In the vernacular of zero-knowledge proofs, a forging algorithm
is often called @mulator.
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The fact that a simulator can forge transcripts has a very important consequence. Anything that Vic (or
anyone else) can compute from the transcript could also be computed from a forged transcript. Hence,
participating in the proof system does not increase Vic's ability to perform any computation; and in
particular, it does not enable Vic himself to "prove" BBatandG, are isomorphic. Moreover, Vic

cannot subsequently convince someone elsexhatndG, are isomorphic by showing them the
transcriptT, since there is no way to distinguish a legitimate transcript from one that has been forged.

We still have to make precise the idea that a forged transcript "looks like" a real one. We give a rigorous
definition in terms of probability distributions.

Figure 13.6 Forging algorithm for transcripts for Graph Isomorphism

DEFINITION 13.1 Suppose that we have a polynomial-time interactive proof system for a decision
problem II, and a polynomial-time simulator S. Denote the set of all possible transcripts that could be

produced as a result of Peggy and Vic carrying out the interactive proof with a yes-instarT(ﬂ‘: ,]" Y,
and denote the the set of all possible forged transcripts that could be produced Ef'ﬂ"':hyFor any
transcriptT e T{z) : let P7 (T} denote the probability that T is the transcript produced from the
interactive proof. Similarly, ol € F(z) ,let PF(T) denote the probability that T is the (forged)
transcript produced by S. Suppose {T(z) = Flz) , and for an;T € T(z) , suppose that

pr(T} = px(T) (In other words, the set of real transcripts is identical to the set of forged transcripts,
and the two probability distributions are identical.) Then we define the interactive proof system to be
perfect zero-knowledge for Vic.

Of course we can define zero-knowledge however we like. But it is important that the definition captures
our intuitive concept of what "zero-knowledge" should mean. We are saying that an interactive proof
system is zero-knowlege for Vic if there exists a simulator that produces transcripts with an identical
probability distribution to those produced when Vic actually takes part in the protocol. (This is a related

but stronger concept than that of indistinguishable probability distributions that we studied in Chapter 12.)
We have observed that a transcript contains all the information gained by Vic by taking part in the
protocol. So it should seem reasonable to say that whatever Vic might be able to do after taking part in the
protocol he could equally well do by just using the simulator to generate a forged transcript. We are
perhaps not defining "knowledge" by this approach; but whatever "knowledge" might be, Vic doesn’t gain
any!



We will now prove that the interactive proof system@vaph Isomorphism is perfect zero-knowledge
for Vic.

THEOREM 13.1
The interactive proof system f@raph Isomorphism is perfect zero-knowledge for Vic.

PROOF Suppose thab, andG, are isomorphic graphs arvertices. A transcript (real or forged)
containan triples of the formH, i, p), wherei = 1 or 2,p is a permutation of {1, , n}, andH is the
image ofG; under the permutatigm Call such a triple ®alid triple and denote bR the set of all valid

triples. We begin by computir@l , the number of valid triples. Evidem]?ﬂ = 2xn! gince each choice
of i andp determines a unique graph

In any given round, sgy of the forging algorithm, it is clear that each valid triptei( p) occurs with
equal probability 1/(2 x!). What is the probability that the valid triplel (i, p) is thejth triple on a real
transcript? In the interactive proof system, Peggy first chooses a random pernmugattbthen computes
H to be the image db1 underrt. The permutatiop is defined to betif i = 1, and it is defined to be the

composition of the two permutatiomsandp if i = 2.

We are assuming that the valud &f chosen at random by Vic.ilE 1, then alh! permutationg are
equiprobable, since = 1tin this case antt was chosen to be a random permutation. On the other hand, if

i =2, then p It p=mo ag, p, wherertis random and is fixed. In this case as well, every
possible permutatiop is equally probable. Now, since the two cdsed and 2 are equally probable, and
each permutatiop is equally probable (independent of the valud,adnd since andp together

determineH, it follows that all triples i are equally likely.

Since a transcript consists of the concatenationindependent random triples, it follows that

1

priT) =psr(T) = @xnn

for every possible transcript

The proof of Theorem 13.1 assumes that Vic follows the protocol when he takes part in the interactive
proof system. The situation is much more subtle if Vic does not follow the protocol. Is it true that an
interactive proof remains zero-knowledge even if Vic deviates from the protocol?

In the case oGraph Isomorphism, the only way that Vic can deviate from the protocol is to choose his
challenges in a non-random way. Intuitively, it seems that this does not provide Vic with any
"knowledge." However, transcripts produced by the simulator will not "look like" transcripts produced by
Vic if he deviates from the protocol. For example, suppose Vic choesksn every round of the proof.
Then a transcript of the interactive proof will haye= 1 for 1< < n; whereas a transcript produced by

the simulator will havej = 1 for 1<j < n only with probability 2",



The way around this difficulty is to show that, no matter how a "cheating" Vic deviates from the protocol,

there exists a polynomial-time simulator that will produce forged transcripts that "look like" the transcripts
produced by Peggy and (the cheating) Vic during the interactive proof. As before, the phrase "looks like"
is formalized by saying that two probability distributions are identical.

Here is a more formal definition.
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DEFINITION 13.2 Suppose that we have a polynomial-time interactive proof system for a given decision
problem II. Let V* be any polynomial-time probabilistic algorithm that (a possibly cheating) verifier uses

to generate his challenges. (That is, V* represents either an honest or cheating verifier.) Denote the set of
all possible transcripts that could be produced as a result of Peggy and V* carrying out the interactive

proof with a yes-instance x of Il IT{V': z) Suppose that, for every such V*, there exists an expected
polynomial-time probabilistic algorithm S* = S*(V*) (the simulator) which will produce a forged

transcript. Denote the set of possible forged transcriptf [F‘:I}. For any transcript

Te T{V': z) , let PT(T') denote the probability that T is the transcript produced by V* taking part in
the interactive proof. Similarly, I € Flz)  1etpF(T) denote the probability that T is the (forged)
transcript produced by S*. Suppose t7 (V") = F(V*,z) and for amyT € T(V*",2)  suppose

that PEv=({T) = pr,v=(T) . Then the interactive proof system is said to be perfect zero-knowledge
(without qualification).

In the special case whev® is the same as Vic (i.e., when Vic is honest), the above definition is exactly
the same as what we defined as "perfect zero-knowledge for Vic."

In order to prove that a proof system is perfect zero-knowledge, we need a generic transformation which
will construct a simulato8* from anyV*. We proceed to do this for the proof system@aph

Isomorphism. The simulator will play the part of Peggy, uswias a "restartable subroutine.”

Informally, S* tries to guess the challengethatV* will make in each roungl That is,S" generates a

random valid triple of the fornHj, ij, pj), and then executes the algoritMnto see what its challenge
is for round. If the guess; is the same as the challenge(as produced by*), then the triplel;, ij,
Pj) is appended to the forged transcript. If not, then this triple is disca8tgdesses a new challenge

and the algorithnv* is restarted after resetting its "state" to the way it was at the beginning of the current
round. By the term "state" we mean the values of all variables used by the algorithm.

We now give a more detailed description of the simulation algoi®hmt any given time during the
execution of the prograivf*, the current state of* will be denoted by statst). A pseudo-code
description of the simulation algorithm is given in Figure 13.7.

It is possible that the simulator will run forever, if it never happend that'; . However, we can show
that the average running time of the simulator is polynomial, and that the two probability distributions
pxv+(T) andPT.v=(T} are identical.
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Figure 13.7 Forging algorithm for V* for transcripts for Graph Isomorphism
THEOREM 13.2
The interactive proof system fGraph Isomorphism is perfect zero-knowledge

PROOF First, we observe that, regardless of hdvgenerates its challenges, the probability that the
guesd; of S is the same as the challenggeis 1/2. Hence, on averad#,will generate two triples for

every triple that it concatenates to the forged transcript. Hence, the average running time is polynomial in
n.

The more difficult task is to show that the two probability distributP*,v* (T) andPT.v=(T)} are

identical. In Theorem 13.1, where Vic was honest, we were able to compute the two probability
distributions and see that they were identical. We also used the fact that Hiplgsy generated in

different rounds of the proof are independent. However, in the current setting, we have no way of
explicitly computing the two probability distributions. Further, triples generated in different rounds of the
proof need not be independent. For example, the challengéthedsents in rounfimay depend in some
very complicated way on challenges from previous rounds and on the way Peggy replied to those
challenges.

The way to handle these difficulties is to look at the probability distributions on the possible partial
transcripts during the course of the simulation or interactive proof, and proceed by induction on the

number of rounds. For9j < n, we define probability distributior TV *.j andPF.V*.7 on the set of
partial transcript: 74 that could occur at the end of roindlotice thalPT,V*,n = PT,V* and

DF.V+n = PF,V* Hence, if we can show that the two distributiP TV *+3 andPF.V=.j are
identical for allj, then we will be done.

The casg = 0 corresponds to the beginning of the algorithm; at this point the transcript contains only the
two graphs51 andG». Hence, the probability distributions are identical wherD. We use this for the

start of the induction.

We make an inductive hypothesis that the two probability distribuP T,V *.j=1 andPF.V*,j—1
on 73-1 are identical, for some= 1. We now prove that the two probability distributi(stV' +J and
PF.v=j onTj are identical.
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Consider what happens during royraf the interactive proof. The probability that's challenge’; =1
is some real number, and the probability that his challenge= 2 is 1 p1, wherep; depends on the

state of the algorithrir* at the beginning of round We noted earlier that in the interactive proof, all
possible graphbl are chosen by Peggy with equal probability. As well, any permutatimeurs with
equal probability, independent of the valugef since all permutations are equally likely for either

possible challenge;. Hence, the probability that tlji triple on the transcript i$i( i, p) ispy/ntif i =1,
and (1 pq)/ntif i =2.

Next, let's do a similar analysis for the simulation. In any given iteration aotffeatloop, S* will
choose any grapH with probability 1h!. The probability that; = 1 andv*'s challenge is 1 ip1/2; and

the probability that; = 2 andv*’s challenge is 2 is (1p1)/2. In each of these situationsl, {j, p) is

written as thgth triple on the transcript. With probability 1/2, nothing is written on the tape during any
given iteration of theepeatloop.

Let us first consider the cage= 1. As mentioned above, the probability thi&is challenge is 1 ip; .

The probability that a tripleH, 1, p) is written as thgth triple on the transcript during tfth iteration of
therepeatloop is

P
2€ x n!’

Hence, the probability thab( 1, p) is thejth triple on the transcript is

11
iy (1+—+—+...) =2

2 xnl 2 4 n!

&

The casej = 2 is analyzed in a similar fashion: the probability thitd, p) is written as théth triple on
the transcript is (1 p1)/n!

Hence, the two probability distributions on the partial transcripts at the end ofjratsmitientical. By

induction, the two probability distributicPF, v+ (T') andpr.v-(T) are identical, and the proof is
complete.



It is interesting also to look at the interactive proof systenGfaph Non-isomorphism. It is not too

difficult to prove that this proof is perfect zero-knowledge if Vic follows the protocol (i.e., if Vic chooses
each challenge graph to be a random isomorphic co@y afherei = 1 or 2 is chosen at random).

Further, provided that Vic constructs each challenge graph by taking an isomorphic copy & gitiner

G, the protocol remains zero-knowledge even if Vic chooses his challenges in a non-random fashion.

However, suppose that our ubiquitous troublemaker, Oscar, gives aHytaptic which is isomorphic to
one ofG1 or Gy, but Vic does not know whicB; is isomorphic tdH. If Vic uses thidH as one of his
challenge graphs in the interactive proof system, then Peggy will give Vic an isomorphism he didn’t
previously know, and (possibly) couldn’t figure out for himself. In this situation, the proof system is
(intuitively) not zero-knowledge, and it does not seem likely that a transcript could be forged by a
simulator.

Figure 13.8 A perfect zero-knowledge interactive proof system for Quadratic Residues

It is possible to alter the proof Gfraph Non-isomorphismso it is perfect zero-knowledge, but we will
not go into the details.

We now present some other examples of perfect zero-knowledge proofs. A perfect zero-knowledge proof
for Quadratic Residues(modulon = pg, wherep andq are prime) is given in Figure 13.8. Peggy is

proving thatx is a quadratic residue. In each round, she generates a random quadraticy msiisends

it to Vic. Then, depending on Vic's challenge, Peggy either gives Vic a square yoat afsquare root of

It is clear that the protocol is complete. To prove soundness, observexttsand@t a quadratic residue,

then Peggy can answer only one of the two possible challenges since, in thidaspjadratic residue

if and only ifxy is not a quadratic residue. So Peggy will be caught in any given round of the protocol with
probability 1/2, and her probability of deceiving Vic in all jog rounds is onl\?_ o8 R = 1/m (The

reason for having logn rounds is that the size of the problem instance is proportional to the number of
bits in the binary representationmmfwhich is log n. Hence, the deception probability for Peggy is

exponentially small as a function of the size of the problem instance, as in the zero-knowledge proof for
Graph Isomorphism.)

Perfect zero-knowledge for Vic can be shown in a similar manner as was d@ragborlsomorphism.
Vic can generate a triplg,(i, 2) by first choosing andz, and then defining



y = 2%(z*)"! mod n.

Triples generated in this fashion have exactly the same probability distribution as those generated during
the protocol, assuming Vic chooses his challenges at random. Perfect zero-knowledge (for an\é&jbitrary
is proved by following the same strategy as@oaph Isomorphism. It requires building a simulat&*

that guesseg*’s challenges and keeps only the triples where the guesses are correct.

We now present one more example of a perfect zero-knowledge proof, this one for a decision problem
related to thd®iscrete Logarithm problem. The problem, which we c&libgroup Membership is
defined in Figure 13.9. Of course, the intelgéf it exists) is just the discrete logarithm [&f

We present a perfect zero-knowledge proofSobgroup Membershipin Figure 13.10. The analysis of
this protocol is similar to the others that we have looked at; the details are left to the reader.

il e it i s i T |l
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Figure 13.10 A perfect zero-knowledge interactive proof system for Subgroup Membership
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13.3 Bit Commitments

The zero-knowledge proof system féraph Isomorphism is interesting, but it would be more useful to

have zero-knowledge proof systems for problems that are known to be NP-complete. There is theoretical
evidence that perfect zero-knowledge proofs do not exist for NP-complete problems. However, we can
describe proof systems that attain a slightly weaker form of zero-knowledgeccafiaatational

zero-knowledge. The actual proof systems are described in the next section; in this section we describe the
technique of bit commitment that is an essential tool used in the proof system.

Suppose Peggy writes a message on a piece of paper, and then places the message in a safe for which she
knows the combination. Peggy then gives the safe to Vic. Even though Vic doesn’'t know what the

message is until the safe is opened, we would agree that Peggyridted to her message because she

cannot change it. Further, Vic cannot learn what the message is (assuming he doesn’t know the
combination of the safe) unless Peggy opens the safe for him. (Recall that we used a similar analogy in
Chapter 4 to describe the idea of a public-key cryptosystem, but in that case, it was the recipient of the
message, Vic, who could open the safe.)

Suppose the message is abbit 0 or 1, and Peggy encryjiitsn some way. The encrypted formtofs
sometimes calledlalob and the encryption method is callediscommitment scheme. In general, a bit
commitment scheme will be a functiébn{0, 1} x X - Y, whereX andY are finite sets. An encryption of
b is any valud(b, x), x 0 X. We can informally define two properties that a bit commitment scheme
should satisfy:

concealing
For a bitb = 0 or 1, Vic cannot determine the valuébdfom the blokf(b, X).

binding
Peggy can later "open" the blob, by revealing the valueustd to encrygt, to convince Vic thab
was the value encrypted. Peggy should not be able to open a blob as both a 0 and a 1.

If Peggy wants to commit any bitstring, she simply commits every bit independently.

One way to perform bit commitment is to use @wdwasser-Micali Probabilistic Cryptosystem

described in Section 12.4. Recall that in this systempg, wherep andq are primes, anm € QR{n)
The integers andm are public; the factorizatiom= pq is known only to Peggy. In our bit commitment

scheme, we hat =Y = E'n' and



f(b, z) = m®z? mod n.

Peggy encrypts a valleby choosing a randomand computing = f(b, X); the valuey comprises the
blob.

Later, when Peggy wants to opgrshe reveals the valubsandx. Then Vic can verify that

y = mbz? (mod n).

Let us think about the concealing and binding properties. A blob is an encryption of 0 or of 1, and reveals
no information about the plaintext valu@rovided that th€@uadratic Residuesproblem is infeasible
(we discussed this at length in Chapter 12). Hence, the scheme is concealing.

Is the scheme binding? Let us suppose not; then

mz,? = z2°% (mod n)

for someZf1, T2 € Ln"  But then

m = (zez11)? (mod n),

which is a contradiction sin¢™ € QR(n)

We will be using bit commitment schemes to construct zero-knowledge proofs. However, they have
another nice application, to the problentaoin-flipping by telephone. Suppose Alice and Bob want to

make some decision based on a random coin flip, but they are not in the same place. This means that it is
impossible for one of them to flip a real coin and have the other verify it. A bit commitment scheme
provides a way out of this dilemma. One of them, say Alice, chooses a randprartdltcomputes a blob,

y. She givey to Bob. Now Bob guesses the valudpind then Alice opens the blob to revealhe

concealing property means that it is infeasible for Bob to conipgiteeny, and the binding property

means that Alice can’t "change her mind" after Bob reveals his guess.

We now give another example of a bit commitment scheme, this time basedscite¢ée Logarithm

problem. Recall from Section 5.1.2 thapif 3 (mod 4) is a prime such that Descrete Logarithm

problem infp is infeasible, then the second least significant bit of a discrete logarithm is secure. Actually,
it has been proved for primpss 3 (mod 4) that any Monte Carlo algorithm for 8econd Bitproblem

having error probability 1/2 £ with [0 > 0 can be used to solve thescrete Logproblem infp . This

much stronger result is the basis for the bit commitment scheme.

This bit commitment scheme will have= {1, , p- 1} andY = Zp" . The second least significant bit
of an integex, denoted by SLBq), is defined as follows:



_ [ 0 ifz=0,1(mod 4)
SLB(""’)—{1 if z = 2,3 (mod 4).

The bit commitment scheniés defined by
_ a® mod p if SLB(z) =b
Fbie) = { e~ mod p if SLB(z) # b.

In other words, a bib is encrypted by choosing a random element having second Iasabd raisingx
to that power modulp. (Note that SLBg - x)  SLB (X) sincep =3 (mod 4).)

The scheme is binding, and by the remarks made above, it is concealing providedDistréte
Logarithm problem in&p is infeasible.
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13.4 Computational Zero-knowledge Proofs

In this section, we give a zero-knowledge proof system for the NP-complete decision pBoajm
3-Colorability , which is defined in Figure 13.11. The proof system uses a bit commitment scheme; to be
specific, we will employ the bit commitment scheme presented in Section 13.3 that is based on
probabilistic encryption. We assume that Peggy knows a 3-colpng graphs, and she wants to

convince Vic that is 3-colorable in a zero-knowledge fashion. Without loss of generality, we assume
thatG has vertex séf = {1, , n}. Denotem = |[E|. The proof system will be described in terms of a
commitment schemke: {0, 1} x X - Y which is made public. Since we want to encrypt a color rather than
a bit, we will replace the color 1 by the two bits 01, the color 2 by 10 and the color 3 by 11. Then we
encrypt each of the two bits representing the color by dsing

ey 1
e« Y o bt s |
1 R LT B L

Figure 13.11 Graph 3-Colorability

The interactive proof system is presented in Figure 13.12. Informally, what happens is the following. In
each round, Peggy commits a coloring that is a permutation of the fixed capoXigrequests that

Peggy open the blobs corresponding to the endpoints of some randomly chosen edge. Peggy does so, and
then Vic checks that the commitments are as claimed and that the two colors are different. Notice that all
Vic’s computations are polynomial-time, and so are Peggy’s, provided that she knows the existence of one
3-coloring@.

Here is a very small example to illustrate.
Example 13.3

Supposés is the graphy(, E), where
V ={1,2,3,4,5}
and

FE = {12,14,15, 23, 34,45}.



Suppose that Peggy knows the 3-colonghereq@(1) = 1,¢(2) = @4) = 2 andp(3) = ¢(5) = 3. Suppose
also that the bit commitment scheme is definefftas) = 15689Px2< /SMALL> 11154 321389, where =0, 1 and
z € Zaaiase

Suppose that Peggy chooses the permutatiofl 3 2) in some round of the proof. Then she computes:

1‘31=1

Figure 13.12 A computational zero-knowledge interactive proof system for Graph 3-colorability

Cg=3

C3

I

C4

I

2
3
Cs 2

She will encode this coloring in binary as the 10-tuple
0111101110

and then compute commitments of these ten bits. Suppose that she does this as follows:



x| f(bx)
147658 | 176593
318856 | 205585
14497 | 189102
285764 | 294039
128589 | 230968
228569 | 77477
53369 | 305090
194634 | 276484
202445 | 292707
177561 | 290599

et e ) bt ek e el V)

=

Then Peggy gives Vic the ten valdés x) computed above.

Next, suppose that Vic chooses the edge 34 as his challenge. Then Peggy opens four blobs: the two that correspond to vertex 3 and the two
that correspond to vertex 4. So Peggy gives Vic the ordered pairs

(b, x) = (1,128589), (0, 228569), (1,53369), (1,194634).

Vic will first check that the two colors are distinct: 10 encodes color 2 and 11 encodes color 3, so this is all right. Next, Vic verifies that the
four commitments are valid and hence this round of the proof is completed successfully.

As in previous proof systems we have studied, Vic will accept a valid proof with probability 1, so we have completeness. What is the
probability that Vic will accept i is not 3-colorable? In this case, for any coloring, there must be at least onpseethat andj have
the same color. Vic’s chances of choosing such an edge are atted®edgy’s probability of fooling Vic in ath? rounds is at most

2
m
2]
m

Since (1 - ”h)m - el asm o, there exists an integerg such that (1 - 1) M < 2/e for m= m0. Hence

m:
(1 =1fm)™ < (2fe)™ form = mo _gjnce (2¢) M approaches zero exponentially quickly as a functian f[E|, we have
soundness as well.

Let’s now turn to the zero-knowledge aspect of the proof system. All that Vic sees in any given round of the protocol is an encrypted
3-colouring ofG, together with the two distinct colours of the endpoints of one particular edge, as previously committed by Peggy. Since
the colors are permuted in each round, it seems that Vic cannot combine information from different rounds to reconstruct the 3-coloring.

The proof system is not perfect zero-knowledge, but it does provide a weaker form of zero-knowledgengaliati onal
zero-knowledge. Computational zero-knowledge is defined exactly as perfect zero-knowledge, except that the relevant probability
distributions of transcripts are required only to be polynomially indistinguishable (in the sense of Chapter 12) rather than identical.

We begin by showing how transcripts can be forged. We give an explicit algorithm that will forge transcripts that cannot be distinguished
from those produced by an honest Vic. If Vic deviates from the protocol, then it is possible to construct a simulator which uses the
algorithmV* as a restartable subroutine to construct forged transcripts. Both forging algorithms follow the pattern of the related algorithms
for theGraph Isomorphism proof system.



Here, we consider only the case where Vic follows the protocol. A tran¥dopthe interactive proof déraph 3-colorability would have
the form

(G; Ay ...  Ap2),

whereAj consists of @ blobs computed by Peggy, the edgechosen by Vic, the colors assigned by Peggy in rgted andv, and the

four random numbers used by Peggy to encrypt the colors of these two vertices. A transcript is forged by means of the forging algorithm
presented in Figure 13.13.

Proving (computational) zero-knowledge for Vic requires showing that the two probability distributions on transcripts (as produced by the
Vic taking part in the protocol, and as produced by the simulator) are indistinguishable. We will not do this here, but we will make a couple
of comments. Notice that the two probability distributions are not identical. This is because virtuallfRgllstie a forged transcript are

blobs encrypting 1; whereas tRgj’s on a real transcript will (usually) be encryptions of more equal numbers of 0’s and 1's. However, it is
possible to show that the two probability distributions cannot be distinguished in polynomial time, provided that the underlying bit
commitment scheme is secure. More precisely, this means that the probability distribution on blobs encryptimgecwidistinguishable

from the probability distribution on blobs encrypting caddf ¢ # d.

Readers familiar with NP-completeness theory will realize that, having given a zero-knowledge proof for one particular NP-complete
problem, we can obtain a zero-knowledge proof for any other problem in NP. This can be done by applying a polynomial transformation
from a given problem in NP to ti@&raph 3-coloring problem.

A 5 g 4 L) g s

ey i T

Figure 13.13 Forging algorithm for transcripts for Graph 3-colorability
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13.5 Zero-knowledge Arguments

Let us recap the basic properties of the computational zero-knowledge prGo&pdr 3-colorability

presented in the last section. No assumptions are needed to prove completeness and soundness of the
protocol. A computational assumption is needed to prove zero-knowledge, namely that the underlying bit
commitment scheme is secure. Observe that if Peggy and Vic take part in the protocol, then Vic may later
try to break the bit commitment scheme that was used in the protocol (for example, if the scheme based on
guadratic residuosity were used, then Vic would try to factor the modulus). If at any future time Vic can
break the bit commitment scheme, then he can decrypt the blobs used by Peggy in the protocol and extract
the 3-coloring.

This analysis depends on the properties of the blobs that were used in the protocol. Although the binding
property of the blobs is unconditional, the concealing property relies on a computational assumption.

An interesting variation is to use blobs in which the concealing property is unconditional but the binding
property requires a computational assumption. This leads to a protocol that is known as a zero-knowledge
argument rather than a zero-knowledge proof. The reader will recall that we have assumed up until now
that Peggy is all-powerful; in a zero-knowledge argument we will assume that Peggy’s computations are
required to be polynomial-time. (In fact, this assumption creates no difficulties, for we have already
observed that Peggy’s computations are polynomial-time provided she knows one 3-col@ting of

Let us begin by describing a couple of bit commitment schemes of this type and then examine the
ramifications of using them in the protocol féraph 3-coloring.

The first scheme is (again) based onGhmdratic Residuesproblem. Suppose = pg, wherep andq are
prime, and let O QR() (note that in the previous schemavas a pseudo-square). In this scheme
neither the factorization of nor the square root ofi should be known to Peggy. So either Vic should
construct these values or they should be obtained from a (trusted) third party.

Let X = Zpn" andyY = QR({), and define
f(b,z) = mPz? mod n.

As before, Peggy encrypts a valuby choosing a randomand computing the blop=f(b, X). In this
scheme all the blobs are quadratic residues. Furthey, @@R(n) is both an encryption of 0 and an
encryption of 1. For suppose= x2 modn andm = k2 modn. Then



y = f(0,z) = f(1,zk™" mod n).

This means that the concealing property is achieved unconditionally. On the other hand, what happens to
the binding property? Peggy can open any given blob both as a 0 and as a 1 if and only if she can compute
k, a square root af. So, in order for the scheme to be (computationally) binding, we need to make the
assumption that it is infeasible for Peggy to compute a square noo{léfPeggy were all-powerful, then

she could, of course, do this. This is one reason why we are now assuming that Peggy is computationally
bounded.)

As a second bit commitment scheme of this type, we give an example of a scheme basBisoretbe
Logarithm problem. Lep be a prime such that the discrete log probIeEp Nis infeasible, letx be a
primitive element oZp" and let? € Zp"  The value of3 should be chosen by Vic, or by a trusted third
party, rather than by Peggy. This scheme will pX =1{0,....p=1LY =E" andfis defined by

f(b,z) = B%a* mod p.

It is not hard to see that this scheme is unconditionally concealing, and it is binding if and only if it is
infeasible for Peggy to compute the discrete logarithrg IBg

Now, suppose we use one of these two bit commitment schemes in the protG@raipfoi3-colorability .

It is easy to see that the protocol remains complete. But now the soundness condition depends on a

computational assumption: the protocol is sound if and only if the bit commitment scheme is binding.

What happens to the zero-knowledge aspect of the protocol? Because the bit commitment scheme is
unconditionally concealing, the protocol is now perfect zero-knowledge rather than just computational
zero-knowledge. Thus we have a perfect zero-knowledge argument.

property zero-knowledge proof zero-knowledge argument
completeness unconditional unconditional
soundness unconditional computational
zero-knowledge computational perfect
binding blobs unconditional computational
concealing blobs computational unconditional

Whether one prefers an argument to a proof depends on the application, and whether one wants to make a
computational assumption regarding Peggy or Vic. A comparison of the properties of proofs and
arguments is summarized in Table 13.1. In the column "zero-knowledge proof," the computational
assumptions pertain to Peggy’s computing power; in the column "zero-knowledge argument,” the
computational assumptions refer to Vic’'s computing power.



13.6 Notes and References

Most of the material in this chapter is based on Brassard, Chaum, and Crépeau [BCC88] and on Goldreich,
Micali, and Wigderson [GMW91]. The bit commitment schemes we present, and a thorough discussion of
the differences between proofs and arguments, can be found in [BCC88] (however, note that the term
"argument” was first used in [BC90]). Zero-knowledge proofsHi@ph Isomorphism, Graph
Non-isomorphismandGraph 3-colorability can be found in [GMW91]. Another relevant paper is
Goldwasser, Micali, and Rackoff [GMR89], in which interactive proof systems are first defined formally.
The zero-knowledge proof f@uadratic Residuesis from this paper.

The idea of coin-flipping by telephone is due to Blurn§B].

A very informal and entertaining illustration of the concept of zero-knowledge is presented by Quisquater
and Guillou [QG90]. Also, see Johnson§8] for a more mathematical survey of interactive proof
systems.

Figure 13.14 An interactive proof system for Quadratic Non-residues
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Exercises

13.1 Consider the interactive proof system for the prob@amadratic Non-residuespresented in
Figure 13.14. Prove that the system is sound and complete, and explain why the protocol is not
zero-knowledge.
13.2 Devise an interactive proof system for the prob&rbgroup Non-membership Prove that
your protocol is sound and complete.
13.3 Consider the zero-knowledge proof @uadratic Residuesthat was presented in Figure 13.8.
(a) Define avalid triple to be one having the formy,(, z), wherey 0 QR(n), i =0 or 1,
2z € &n" andz? = xiy (modn). Show that the number of valid triples i92(@1)(Q - 1), and
each such triple is generated with equal probability if Peggy and Vic follow the protocol.
(b) Show that Vic can generate triples having the same probability distribution without knowing
the factorizatiom = pq.
(c) Prove that the protocol is perfect zero-knowledge for Vic.
13.4 Consider the zero-knowledge proof fubgroup Membershipthat was presented in Figure
13.10.
(a) Prove that the protocol is sound and complete.

(b) Define avalid triple to be one having the formg, §, h), where? € Zn' ,i=0orl,khs<

0 < h <£—1.1anda"=ply(modn). Show that the number of valid triples2£ ,

and each such triple is generated with equal probability if Peggy and Vic follow the protocol.
(c) Show that Vic can generate triples having the same probability distribution without knowing
the discrete logarithm lgg .

(d) Prove that the protocol is perfect zero-knowledge for Vic.
13.5 Prove that th®iscrete Logarithm bit commitment scheme presented in Section 13.5 is
unconditionally concealing, and prove that it is binding if and only if Peggy cannot compgtf.log
13.6 Suppose we use tiguadratic Residueshit commitment scheme presented in Section 13.5 to
obtain a zero-knowledge argument @raph 3-coloring. Using the forging algorithm presented in
Figure 13.13, prove that this protocol is perfect zero-knowledge for Vic.
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Further Reading

Other recommended textbooks and monographs on cryptography include the following:

Beker and Piper [BP82] Beutelspacher [Be94]
Brassard [Br88] Biham and Shamir [BS93]
Denning [De82] Kahn [Ka67]

Kaufman, Perlman and Speciner [KPS95] Koblitz [Ko94]
Konheim [Ko81] Kranakis [Kr86]

Menezes [Me93] Meyer and Matyas [MM82]
Patterson [Pa87] Pomerance [P090a]

Rhee [Rh94] Rueppel [Ru86]

Salomaa [Sa90] Schneier [Sc95]

Seberry and Pieprzyk [SP89] Simmons [Si92b]
Stallings [St95] van Tilborg [vT88]
Wayner [Wa96] Welsh [We88]

For a thorough and highly recommended reference on all aspects of practical cryptogrpahy, see Menezes,
Van Oorschot and Vanstone [MVV96].

The main research journals in cryptography areltheenal of Cryptology, Designs, Codes and
CryptographyandCryptologia TheJournal of Cryptologys the journal of the International Association
for Cryptologic Research (or IACR) which also sponsors the two main annual cryptology conferences,
CRYPTO and EUROCRYPT.

CRYPTO has been held since 1981 in Santa Barabara. The proceedings of CRYPTO have been published
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CRYPTO '94 [De94] CRYPTO '95 [C095]

CRYPTO 96 [K096]

EUROCRYPT has been held annually since 1982, and except for 1983 and 1986, its proceedings have
been published, as follows:

EUROCRYPT '82 [Be83] EUROCRYPT '84 [BCI85]
EUROCRYPT '85 [Pi86] EUROCRYPT '87 [CP88]
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A third conference series, AUSCRYPT/ASIACRYPT, has been held "in association with" the IACR. Its
conference proceedings have also been published:

AUSCRYPT '90 [SP90] ASIACRYPT '91 [IRM93]
AUSCRYPT '92 [SZ92] ASIACRYPT '94 [PS95]
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