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Introduction

In composing The Encyclopedia of Espionage, Intelligence,
and Security (EEIS), our goal was to shape a modern
encyclopedia offering immediate value to our intended
readers by emphasizing matters of espionage, intelligence,
and security most frequently in the news.

Iu

EEIS is not intended as a classical “spy book,” filled
with tales of daring operations. Instead, within a frame-
work of historical overviews, EEIS emphasizes the scien-
tific foundations, applications of technology, and organi-
zational structure of modern espionage, intelligence, and
security. High school and early undergraduate students
can use this book to expand upon their developing aware-
ness of the fundamentals of science, mathematics, and
government as they begin the serious study of contempo-
rary issues.

EEISis also intended to serve more advanced readers
as a valuable quick reference and as a foundation for
advanced study of current events.

EEIS devotes an extensive number of articles to agen-
cies and strategies involved in emerging concepts of home-
land security in the United States. Faced with a daunting
amount of information provided by agencies, organiza-
tions, and institutes seeking to put their best foot forward,
we have attempted to allocate space to the topics compris-
ing EEIS based upon their relevance to some unique facet
of espionage, intelligence, or security—especially with
regard to science and technology issues—as opposed to
awarding space related to power of the agency or availa-
bility of material.

A fundamental understanding of science allows citi-
zens to discern hype and disregard hysteria, especially
with regard to privacy issues. Spy satellites powerful
enough to read the details of license plates do so at peril of
missing events a few steps away. With regard to elec-
tronic intercepts, the capability to identify what to care-
fully examine—often a decision driven by mathematical
analysis—has become as essential as the capacity to gather
the intelligence itself. Somewhere between the scrutiny of

Big Brother and the deliberately blind eye lie the shadows
into which terrorists often slip.

With an emphasis on the realistic possibilities and
limitations of science, we hope that EEISfinds a useful and
unique place on the reference shelf.

It seems inevitable that within the first half of the
twenty-first century, biological weapons may eclipse nu-
clear and chemical weapons in terms of potential threats
to civilization. Because informed and reasoned public
policy debates on issues of biological warfare and
bioterrorism can only take place when there is a funda-
mental understanding of the science underpinning com-
peting arguments, EEIS places special emphasis on the
multifaceted influence and applications of the biological
sciences and emerging biometric technologies. Future
generations of effective intelligence and law enforcement
officers seeking to thwart the threats posed by tyrants,
terrorists, and the technologies of mass destruction might
be required to be as knowledgeable in the terminology of
epidemiology as they are with the tradecraft of espionage.

Knowledge is power. In a time where news can over-
whelm and in fact, too easily mingle with opinion, it is our
hope that EEIS will provide readers with greater insight to
measure vulnerability and risks, and correspondingly, an
increased ability to make informed judgments concerning
the potential benefits and costs of espionage, intelligence,
and security matters.

I K.LEELERNER&BRENDAWILMOTHLERNER,EDITORS
CORNWALL, U.K.
MAY, 2003

How to Use the Book

The Encyclopedia of Espionage, Intelligence, and Secu-
rity was not intended to contain a compendium of weap-
ons systems. Although EEIS carries brief overviews of
specifically selected systems commonly used in modern
intelligence operations, readers interested in detailed in-
formation regarding weapons systems are recommended
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to Jane’s Strategic Weapon Systems, or Jane’s Defense
Equipment Library.

Although EEIS contains overview of significant his-
torical periods and events, for those readers interested in
additional information regarding the history of espionage
operations and biographies of intelligence personnel, the
editors recommend Jeffrey T. Richelson’s A Century of
Spies : Intelligence in the Twentieth Century (Oxford Uni-
versity Press, 1995), Vincent Buranelli and Nan Buranelli’s
Spy/Counterspy: An Encyclopedia of Espionage (New York:
McGraw-Hill, 1982), and Allen Dulles’, The Craft of Intelli-
gence (New York: Harper & Row, 1963).

The articles in EEIS are meant to be understandable
by anyone with a curiosity about topics in espionage,
intelligence, and security matters, and this first edition of
the book has been designed with ready reference in mind:

1 Entries are arranged alphabetically. In an effort to
facilitate easy use of this encyclopedia, and to at-
tempt order in a chaotic universe of names and acro-
nyms the editors have adopted a “common use”
approach. Where an agency, organization, or pro-
gram is known best by its acronym, the entry related
to that organization will be listed by the acronym (e.g.
FEMA is used instead of Federal Emergency Manage-
ment Agency). To facilitate use, the editors have
included a number of “jumps” or cross-referenced
titles that will guide readers to desired entries.

1 To avoid a log jam of terms starting with “Federal”
and “United States,” titles were broken to most accu-
rately reflect the content emphasized or subject of
agency authority.

“See Also” references at the end of entries alert the
readers to related entries not specifically mentioned
in the body of the text that may provide additional or
interesting resource material.

1 An extensive Glossary of terms and acronyms is
included to help the reader navigate the technical
information found in EEIS.

1 The Chronology includes significant events related to
the content of the encyclopedia. Often accompanied
by brief explanations, the most current entries date
represent events that occurred just as EEIS went
to press.

1 A Sources section lists the most worthwhile print
material and web sites we encountered in the compi-
lation of this volume. It is there for the inspired reader
who wants more information on the people and dis-
coveries covered in this volume.

1 A comprehensive general Index guides the reader to
topics and persons mentioned in the book. Bolded
page references refer the reader to the term’s full entry.

1 The editors and authors have attempted to explain
scientific concepts clearly and simply, without sacri-
ficing fundamental accuracy. Accordingly, an ad-
vanced understanding of physics, chemistry, or bio-
chemistry is not assumed or required. Students and
other readers should not, for example, be intimidated
or deterred by the complex names of biochemical

| v |

molecules—where necessary for complete under-
standing, sufficient information regarding scientific
terms is provided.

1 To the greatest extent possible we have attempted to
use Arabic names instead of their Latinized versions.
Where required for clarity we have included Latinized
names in parentheses after the Arabic version. Alas,
we could not retain some diacritical marks (e.g. bars
over vowels, dots under consonants). Because there
is no generally accepted rule or consensus regarding
the format of translated Arabic names, we have
adopted the straightforward, and we hope sensitive,
policy of using names as they are used or cited in
their region of origin.

1 EEIS relies on open source material and no classified
or potentially dangerous information is included. Arti-
cles have been specifically edited to remove potential
“how to” information. All articles have been pre-
pared and reviewed by experts who were tasked with
ensuring accuracy, appropriateness, and accessibil-
ity of language.

1 With regard to entries regarding terrorist organiza-
tions, EEIS faced a serious dilemma. For obvious
reasons, it was difficult to obtain balanced, impartial,
and independently verifiable information regarding
these organizations, nor could EEIS swell to incorpo-
rate lengthy scholarly analysis and counter-analysis
of these organizations without losing focus on sci-
ence and technology issues. As a compromise in-
tended to serve students and readers seeking initial
reference materials related to organizations often in
the news, EEIS incorporates a series of supplemental
articles to convey the information contained in the
U.S. Department of State annual report to Congress
titled, Patterns of Global Terrorism, 2001. These arti-
cles contain the language, assertions of fact, and
views of the U.S. Department of State. Readers are
encouraged to seek additional information from cur-
rent U.S. Department of State resources and inde-
pendent non-governmental scholarly publications that
deal with the myriad of issues surrounding the nature
and activities of alleged terrorist organizations. A
number of governmental and non-governmental publi-
cations that deal with these issues are cited in the
bibliographic sources section located near the index.

Key EEIS articles are signed by their authors. Brief
entries were compiled by experienced researchers and
reviewed by experts. In the spirit of numerous indepen-
dent scientific watchdog groups, during the preparation of
EEIS no contributors held a declared affiliation with any
intelligence or security organization. This editorial policy
not only allowed a positive vetting of contributors, but
also assured an independence of perspective and an em-
phasis on the fundamentals of science as opposed to
unconfirmable “insider” information.

When the only verifiable or attributable source of
information for an entry comes from documents or infor-
mation provided by a governmental organization (e.g., the
U.S. Department of State), the editors endeavored to
carefully note when the language used and perspective
offered was that of the governmental organization.
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Although some research contributors requested ano-
nymity, no pseudonyms are used herein.
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Striking and unusual in appearance, the birdlike F-117A
Nighthawk is the world’s first aircraft designed to make
full use of stealth technology. Conceived and designed
in just 31 months at the Lockheed Advanced Develop-
ment Projects “Skunk Works” in Burbank, California, the
Nighthawk was built for the United States Air Force be-
tween 1982 and 1990. The single-seat, twin-engine F-117
was the only U.S. or coalition aircraft to strike targets in
downtown Baghdad during the Persian Gulf War.

Both the air force and Lockheed are understandably
reticent regarding the specific stealth technologies that
make the Nighthawk virtually invisible to radar. However,
it appears that the plane’s distinctive shape serves to
deflect radar waves, and that the materials used in build-
ing the craft absorb electromagnetic energy.

As befits an extraordinary aircraft, even the story of
its birth is something of a saga: from the initial production
decision in 1978 to the first test flight on June 18, 1981 was
lessthan three years, lightning-quick for an undertaking of
such magnitude. The speed of production has been cred-
ited not only to the engineers at the “Skunk Works,” but
alsotothe managementteam atthe Aeronautical Systems
Center at Wright-Patterson Air Force Base in Ohio.

The F-117A was not an aircraft the United States was
inclined to share, even with allies, and therefore the only
F-117A unit in the world is the 49th Fighter Wing (formerly
the 4450th Tactical Group) at Holloman Air Force Base in
New Mexico. Designed to deliver laser-guided weapons
against critical targets, the F-117A has quadruple redun-
dant fly-by-wire controls, and is equipped with a variety of
sophisticated navigation and attack systems integrated
into its digital avionics suite.

Capable of being refueled in the air, the F-117A flew
18.5 hours nonstop from Holloman to Kuwait during Opera-
tion Desert Storm in 1991, setting a record for single-seat

fighters. The aircraft was also deployed in Operation Allied
Force in 1999, when it led the first North Atlantic Treaty
Organization (NATO) strike against Yugoslavia on March
24. Additionally, the Nighthawk was selected to strike
targets in downtown Baghdad in Operation Iraqi Freedom
in 2003, not only because its invisibility to radar made it
the safest craft to use, but also because its extraordinary
accuracy made it capable of performing its job with mini-
mal harm to innocent bystanders.

BFURTHER RERDING:

BOOKS:

Aronstein, David C., and Albert C. Piccirillo. Have Blue and
the F-117A: Evolution of the “Stealth Fighter”. Reston,
VA: American Institute of Aeronautics and Astronautics,
1997.

Lake, Jon. Jane’s How to Fly and Fight in the F-117A
Stealth Fighter. London: HarperCollins Publishers, 1997.

Macy, Robert, and Melinda Macy. Destination Baghdad:
The Story of the F-117A Stealth Fighter, the Plane Cred-
ited with Ripping out the Eyes and the Heart of the Iraqi
War Machine, as Told by the Pilots who Flew the Most
Dangerous Missions of Operation Desert Storm. Las
Vegas, NV: M&M Graphics, 1991.

ELECTRONIC:

F-117A Nighthawk. United States Air Force. <http://www.
af.mil/news/factsheets/F_117A_Nighthawk.htmI> (March
8, 2003).
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Persian Gulf War
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An F-117A Nighthawk Stealth fighter flies over the New Mexico desert during a training mission. APWIDE WORLD PHOTOS.

FAR (United States Federal
Aviation Administration)

1 STEPHANIE WATSON

The Federal Aviation Administration (FAA) is the govern-
ment agency charged with ensuring the safety of air travel
in America, developing new aviation technologies, and
overseeing air traffic control for both passenger and mili-
tary aircraft.

The FAR takes ﬂith. As air travel began to take off at the
beginning of the 20th century, the government realized
that a special agency was needed to regulate the fledgling
airline industry. In 1926, Congress passed the Air Com-
merce Act, putting the U.S. Department of Commerce in
charge of air travel and commerce. Under its wing emerged
the earliest predecessor of the FAA, called the Aeronautics
Branch. A former lawyer, William P. MacCracken, Jr., was
chosen to head up the new agency. On April 6, 1927,
MacCracken received the very first pilot’s license. Three

months later, the agency issued the first aircraft me-
chanic’s license.

In 1934, the Aeronautics Branch was renamed the
Bureau of Air Commerce. Four years later, the oversight of
civil aviation passed into the hands of an independent
government agency, called the Civil Aeronautics Author-
ity. President Franklin D. Roosevelt eventually split the
authority into two agencies, the Civil Aeronautics Admin-
istration (CAA) and the Civil Aeronautics Board (CAB). The
CAA issued pilot and aircraft certification, enforced safety
regulations, and developed new air routes, while the CAB
enacted safety rules, investigated crashes, and regulated
the economic aspects of the airline industry.

America entered the jet age in the 1950s, with faster,
more powerful airplanes that allowed the public to travel
more easily and affordably. As more Americans took to
the skies, the number of airplane crashes rose, and the
government recognized the need for new aviation security
measures. In 1958, Congress passed the Federal Aviation
Act, creating the Federal Aviation Agency, which took over
safety and air traffic control responsibilities from the CAA
and CAB. When the organization became part of the new
Department of Transportation in 1967, the word agency in
the FAA’s title was changed to administration.
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Very light air traffic is shown at 11:30 a.m. on September 11, 2001, in this Federal Aviation Administration image. U.S. airspace was closed after hijacked airliners

crashed into the World Trade Center towers and the Pentagon. APwIDE WORLD PHOTOS.

As the aviation industry and the world itself changed
in the latter part of the 20th century, the role of the FAA
evolved and expanded. A wave of hijackings in the 1960s
gave a greater urgency to the need for more stringent
passenger security standards. Concerns over the environ-
ment led to aircraft noise standards in 1968. Increasing air
traffic led to the National Airspace System (NAS), a 1982
plan that modernized ground-to-air surveillance and com-
munications systems.

Following the terrorist attacks on September 11, 2001,
the FAA enacted tougher airport security measures, in-
cluding background checks for all airport employees with
access to secure areas, new rules prohibiting passengers
from carrying-on knives and other potential weapons, and
more widespread use of explosive-detection machines for
examining checked baggage. The agency also replaced
privately owned airport security companies with federally
employed screeners.

In April, 2003, the FAA announced that hardened
cockpit doors had been retrofitted in over 10,000 foreign
and domestic aircraft. The new doors are meant to deter

and stop small arms fire or forced entry, and can only be
opened by the pilots from inside the cockpit.

The FAR Tl]ﬂﬂlj. The FAA is headquartered in Washington,
D.C., with nine branches scattered across the country.
Heading the agency is the administrator, who is assisted
by a deputy administrator and six associate administra-
tors. First and foremost, their job is to keep the skies over
America safe. To that end, no aircraft can fly without first
meeting the FAA’s stringent safety standards, and no pilot
can earn his or her wings without first receiving FAA
certification. Mechanics, dispatchers, and flight instruc-
tors must be similarly certified. The agency also researches
and develops new technologies to improve the quality of
airplanes, navigation systems, and air traffic control com-
munications systems and equipment. The FAA oversees a
national network of some 450 airport towers, 21 air traffic
control centers, and 61 flight service stations in the United
States, and maintains close contact with international
aviation agencies to ensure the safety of American pas-
sengers abroad.
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BFURTHER READING:

BOOKS:

Preston, Edmund. FAA Historical Chronology: Civil Avia-
tion and the Federal Government, 1926-1996. Washing-
ton: DOT/FAA, 1998.

Thompson, Scott A. Flight Check! The Story of FAA Flight
Inspection. Washington: DOT/FAA, Office of Aviation
System Standards, 1993.

ELECTRONIC:

Federal Aviation Administration <http://www1.faa.gov/>
(January, 20, 2003).

SEE ALSO

Air Marshals, United States

Airline Security

Aviation Security Screeners, United States

Civil Aviation Security, United States

September 11 Terrorist Attacks on the United States
Transportation Department, United States

Face Recognition Dendor Test (FRUT).

SEE Biometrics.

Facility Securiniw

Facility security is the protection, and the measures taken
toward the protection, of a building or other physical
location. Among the components of facility security are
access control, or the protection against entry by unau-
thorized persons, fire detection and suppression, and emer-
gency-response planning. Facility security planning in-
volves both the use of personnel and technology, but
though both are important, the quality, training, and trust-
worthiness of personnel is of greater significance ulti-
mately than the sophistication of the equipment used to
protect a facility.

Personnel. Facility security is the business both of govern-
ment agencies and of private firms. The skills required for
facility security work in the public and private sectors are
essentially the same, and personnel with experience in
one area are usually able to move easily into the other. Not
all facility security personnel are the same: the more
sensitive the area being guarded, and the more valuable
or potentially dangerous its contents, the greater the skills
required of the individuals who ensure its security.

One of the thorniest issues of personnel policy in
facility security is pay, a factor that involves greater sub-
tlety than initially meets the eye. Although there is not a
direct correspondence or correlation between pay and
honesty, in general. the higher the pay, the greater the
amount of qualifications an employer can demand.

After the September 11, 2001, terrorist attacks, as the
federal government began to reconsider the security screen-
ing process at airports, many observers questioned the
reliability of security personnel.

[]UdliflCdTillﬂS. An effective facility security officer must be
of unquestionable honesty and trustworthiness, such that
no amount of money or other inducements would be a
temptation to betray an employer. The potential officer
should expect to undergo background checks, which would
typically be intensive on a level commensurate with the
sensitivity of the job. These checks may include examina-
tion of the individual’s financial and credit history; family
and domestic history; arrest and police record, as well as
other government records on the individual.

Whereas American citizens have a legal expectation
of privacy, if not a constitutionally specified “right to
privacy,” such is not the case for an individual who offers
his or her services to guard valuable or sensitive materials.

Beyond these considerations, a facility security offi-
cer should be resourceful, and capable of thinking in a
non-linear fashion. He or she should be able to consider
the possibility that a given action will have more than one
possible result, and that a given event may have more
than one possible cause. In testing the abilities of facility
security personnel for highly sensitive roles, it is not
enough that the officer be able to protect his or her facility
from invasion: he or she should be capable of penetrating
other facilities. Some private firms advertise the fact that
their operatives have been able to penetrate supposedly
secure buildings.

In a test of post-September 11 building security, gov-
ernment investigators were able to enter four federal
buildings in Atlanta using false law enforcement identifi-
cation equipment—a clear indication that those facilities
were not properly protected by the personnel in place. As
noted at the time in Security Management, the General
Services Administration, which provided security for those
federal buildings, was notorious for its low pay and mini-
mal benefits, and this made it difficult to attract highly
qualified personnel.

Procedure and equipment. Though the importance of per-
sonnel to facility security can hardly be overstated, people
are not the only dimension. There are also procedure and
equipment, though these can only be used to a degree of
effectiveness commensurate with the capabilities of the
security staff.
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In the realm of procedure, there are necessary steps
to be taken when securing areas containing valuable or
potentially dangerous materials. It may be deemed wise,
for instance, to keep sensitive areas and items as sepa-
rated as possible, so as to maximize the amount of time
and work necessary for an intruder to obtain the goods
sought. On the other hand, a facility security plan may call
for centralization of sensitive areas so as to maintain a
closer watch on those areas.

Equipment may be necessary for access control, sur-
veillance, detection, communication, and incident response.
Access control can be as simple as a lock, or as high-tech
as biometric scanning devices that read handprints or the
iris of an individual’'s eye. Surveillance equipment usu-
ally involves cameras, and may be augmented by mo-
tion sensors, alarms, and other forms of equipment for
detection.

Personnel must be equipped with devices for com-
municating with one another, and with a central monitor-
ing station. In the event of a serious security breach or
other incident, they should also be able to contact outside
services. Communications equipment also aids in inci-
dent response, for which a facility security can also pre-
pare with fire suppression items (handheld extinguishers
and/or sprinklers installed on site), as well as first aid kits.
Incident response, depending on the nature of the facility
and the qualifications of the persons guarding it, may also
require that personnel be equipped with weapons or de-
fensive equipment such as tear gas.
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WARNING

from the

FEBIL

The war against spies and saboteurs
demands the aid of every American.

When you see evidence of sabotage,
notify the Federal Bureau of Investi-
gation at once.

When vou suspect the presence of
enemy agents, tell it to the FBI.
Beware of those who spread enemy
propaganda! Don’t repeat vicious
rumors or vicious whispers.

Tell it to the FBI!

Qj.l- EdgaxlHoover, Director

Federal Bureau of Investigation

The nearest Federal Busesn of Investigation office is fisted om page ome of yoor telephose dinectery,

An FBI poster signed by J. Edgar Hoover warns civilians against
saboteurs and spies. ©@coRrsis.

FBI (United States Federal
Bureau of Investigation)

1 ADRIENNE WILMOTH LERNER

The United States Federal Bureau of Investigation (FBI) is
the nation’s primary federal investigative service. The
mission of the FBI is to uphold and enforce federal crimi-
nal laws, aid international, state, and local police and
investigative services when appropriate, and to protect
the United States against terrorism and threats to national
interests.

The FBI employs nearly 30,000 men and women,
including 12,000 special agents. The organization, head-
quartered in Washington, D.C., is field-oriented, maintain-
ing a network of 56 domestic field offices, 45 foreign posts,
and 400 satellite offices (resident agencies). The agency
relies on both foreign and domestic intelligence informa-
tion, to aid its anti-terror operations. As a law enforcement
authority, the FBI only has jurisdiction in interstate, or
federal, crimes.
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Origins and Formation of the FBI

In the nineteenth century, municipal and state govern-
ments shouldered the responsibility of law enforcement.
State legislatures defined crimes, and criminals were prose-
cuted in local courts. The development of railroads and
automobiles, coupled with advancements in communica-
tion technology, introduced a new type of crime that
contemporary legal and law enforcement system was
unequipped to handle. Criminals were able to evade the
law by fleeing over state lines. To combat the growing
trend of interstate crime, President Theodore Roosevelt
proposed the creation of a federal investigative and law
enforcement agency.

In 1908, Roosevelt and his attorney general, Charles
Bonaparte, created a force of Special Agents within the
Department of Justice. They sought the expertise of ac-
countants, lawyers, Secret Service agents, and detectives
to staff the ranks of the new investigative service. The new
recruits reported for examination and training on July 26,
1908. This first corps of federal agents was the forerunner
of the modern FBI.

When the federal bureau began operations, there
were few federal crimes in the legal statutes. Federal
agents investigated railroad scams, banking crimes, labor
violations, and antitrust cases. The findings of their inves-
tigations, however, were usually disclosed to local or state
law enforcement officials and courts for prosecution. In
1910, the federal government passed the Mann Act, ex-
panding the jurisdiction of the investigation bureau by
outlawing the transport of women over state lines for the
purpose of prostitution. Granting federal agents the right
to investigate, arrest, and prosecute persons in violation
of the Mann Act solidified the interstate authority of fed-
eral investigative services.

The Special Agents force also aided border guards,
investigating smuggling cases and immigration violations.
At the outbreak of the Mexican revolution, bureau agents
conducted limited espionage operations, gathering intelli-
gence for the military and the government.

World War | and the

Interwar Years

When World War | erupted in Europe, the United States
government, under President Woodrow Wilson, proclaimed
American neutrality in the conflict. Despite the official
declaration of neutrality, the United States increasingly
aided Allied nations such as Britain and France with sales
of weapons and supplies for the war effort. As a result,
rival Germany sent saboteurs and spies into the United
States to conduct espionage against United States mili-
tary instillations and ammunition factories. Several inci-
dents, including an explosion near New York City, at Black
Tom Pier, fanned public fear of German spies and sabo-
teurs infiltrating the United States. Federal investigators
were charged with investigating acts of terrorism and

sabotage, as well as ferreting out potential spies. For this
job, Special Agents worked closely with military intelli-
gence, gaining new law enforcement and espionage
tradecraft skills.

With the entry of the United States into the European
conflict, federal investigators gained jurisdiction over the
enforcement of the Espionage, Sabotage, and Selective
Service Acts. The bureau investigated alien enemies, and
arrested men who dodged conscription.

After World War | ended in 1918, the force of Special
Agents became the Bureau of Investigation. The agency
gained considerable autonomy from Department of Jus-
tice oversight. During the 1920s, federal agents investi-
gated several regional and national crime syndicates.
Prohibition, the ban on sale and consumption of alcoholic
beverages, prompted a rise in the illegal manufacture,
trade, and sale of alcohol. Since the Department of the
Treasury had jurisdiction over Prohibition violations, fed-
eral investigators worked closely with Treasury agents.

The interwar era was also marked by increased
gangsterism. Gangsters posed a unique challenge to the
Bureau of Investigation’s narrow interstate jurisdiction.
Many of the most notorious crime bosses were eventually
arrested on charges of racketeering, tax evasion, or war
profiteering. With no other means available, within their
legal bounds, to bring down the resurgence of the often
violent and well-armed Ku Klux Klan (KKK), the Bureau of
Investigation targeted the leader of the Louisiana Klan for
violations of the Mann Act.

The onset of the Great Depression helped escalate
crime rates. The sour economy gave rise to increased
labor violations, corruption, swindling, and murder. Two
events, however, strengthened and expanded the Bureau
of Investigation’s jurisdiction. The kidnapping of the
Lindbergh baby in 1932 prompted Congress to pass fed-
eral kidnapping statutes. Two years later, Congress passed
legislation prohibiting the escape of criminals across state
lines, providing for interstate extradition of criminals, and
granting federal agents the right to investigate and arrest
criminals who fled or operated across state lines. Further
reforms of federal law enforcement services permitted
agents to carry guns.

The structure of the agency changed dramatically in
the 1920s and 1930s. J. Edgar Hoover assumed the direc-
torship of the Bureau of Investigation. Hoover expanded
the field office network from nine offices to over 30 offices
within ten years. Agency personnel policy changed, re-
quiring new agents to complete a rigorous , centralized
training course. Promotions within the organization were
secured through merit and consistency of service, not
seniority. The agency still sought agent-recruits with train-
ing in accountancy and law, but expanded their search to
include linguists, mathematicians, physicists, chemists,
forensics specialists, and medical practitioners.

Technical advancements also changed agency opera-
tions. Basic forensic investigation began to be employed
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in FBI crime scene investigations. The bureau established
a fingerprint identification and index system in 1924. The
national index assumed fingerprint records from state and
local law enforcement agencies, as well as an older De-
partment of Justice fingerprint registry dating back to
1905. The agency opened its first technical laboratory in
1932. The facility quickly expanded to cover a variety of
forensic research, aiding investigators by comparing bul-
lets, guns, tire tracks, watermarks, counterfeiting tech-
niques, handwriting samples, and pathology reports.

World War Il and the
Interwar Years

In 1935, the special task force of agents who formerly
worked to combat Prohibition were separated from the
agency, and the organization was renamed the Federal
Bureau of Investigation (FBI). When war again broke outin
Europe, FBIl agents performed many of the same duties as
they had during World War |. Before the United States
entered the war in 1941, the FBI concentrated its efforts on
locating, infiltrating, and dismantling political organiza-
tions sympathetic to German and Italian Fascism, and
Soviet Communism, despite the latter nation’s wartime
alliance with Britain and France. President Franklin D.
Roosevelt, and Secretary of State Cordell Hull, pushed for
increased power for the FBI to investigate perceived sub-
versives, even if these people were ordinary American
citizens. A 1939 presidential directive, followed by the
Smith Act of 1940, outlawed public advocacy of over-
throwing the government.

When the United States entered the war after the
bombing of Pearl Harbor, FBI agents aided national de-
fense efforts by placing trained agents at key military and
defense industry sites. Wartime agents received more
intense training in counterintelligence measures, and the
FBI established special counterintelligence units for cov-
ert operations at the government’s discretion. FBI agents
thwarted German and Japanese attempts at sabotaging
national interests, including fuel reserves.

World War Il also marked one of the darkest chapters
of FBI operations. Despite opposition from FBI director
Hoover, government officials declared all Japanese immi-
grants, and American citizens of Japanese descent, en-
emy aliens. The Japanese-American population on the
West Coast was evicted from their homes and sent to
internment camps for the duration of the war. Many lost
homes and businesses that they were forced to leave
behind. Since internment camps and enemy alien laws fell
under federal jurisdiction, the FBI imposed curfews, ad-
ministered deportations, and arrested those in violation of
internment laws.

Conversely, FBl agents were the first federal authority
since Reconstruction to enforce desegregation laws.
Though segregation remained legal practice during the

1940s, the president appointed the Fair Employment Prac-
tices Commission (FEPC) to address concerns of African-
American workers. FEPC possessed no enforcement au-
thority, but FBI agents arrested several employers found
in violation of the FEPC on the grounds of impeding the
war effort.

The FBI during the Cold War

The early Cold War years. when World War II ended in
August 1945, increasingly hostile relations between the
United States and the Soviet Union led to the Cold War, a
diplomatic and military standoff that lasted over four
decades. In the early Cold War years, the American gov-
ernment, and many members of the public, worried about
the presence of Communist organizations and spies within
the United States. The discovery of Soviet agents operat-
ing within government agencies, and the trial of individu-
als accused of stealing atomic secrets, and the test detona-
tion of the first Soviet atomic bomb in 1949, fanned public
anti-Communist hysteria. While the newly formed Central
Intelligence Agency (CIA) worked to stop the expansion
of the Soviet Union abroad, the FBI gained the past-
war responsibility of defeating Communist organiza-
tions at home.

In the first fifteen years of the Cold War, the FBI
investigations contributed to the McCarthy hearings, as
well as high-profile spy cases like that of Julius and Ethel
Rosenberg. The FBI gained the authority to conduct back-
ground checks on potential government employees, and
investigate federal employees suspected of disloyal acts
or espionage. The 1946 Atomic Energy Act gave the FBI
jurisdiction over the secrecy and protection of atomic
secrets. Legislation throughout the 1950s expanded the
FBI's role to cover the security of atomic facilities, and
defense industry sites.

In more routine law enforcement duties, the FBI con-
tinued to pursue interstate and federal criminals. In 1950,
the agency published its first “Ten Most Wanted List.”

The early 1960s and the Civil Rights Movement. Although the
Cold War continued, the anti-Communist hysteria faded
away in the late 1950s. FBI investigations of anti-govern-
ment organizations and “subversive individuals” shifted
with the political mood of the 1960s. The decade wit-
nessed the assassination of President John F. Kennedy,
the Vietnam War, and ushered in the Civil Rights Move-
ment, both events signaled new duties and an expanded
legal jurisdiction for the FBI.

When President Kennedy was assassinated in Dallas,
Texas in 1963, the crime was legally a local homicide. No
special legal provisions existed for the investigation of the
assassination of a government official or the president.
President Lyndon B. Johnson called in FBl agents to inves-
tigate the murder, setting the precedent for future legisla-
tion that designated assassination as a federal crime, and
granted the agency jurisdiction in assassination cases.
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The FBI was responsible for federal enforcement of
the Civil Rights Act of 1964, and aiding desegregation
efforts by investigating pro-segregation organizations and
individuals. The FBI's charge to enforce civil rights legisla-
tion often put federal agents in conflict with local law
enforcement officials, especially in the South and Mid-
west. Though the FBI routinely investigated violations of
civil rights laws, they did not win the authority to prose-
cute violators through federal law until after 1966.

The FBlinvestigated, and helped prosecute criminals,
in several high profile civil rights cases. Field agents in
Louisiana and Mississippi investigated the murder of three
voter registration workers in Philadelphia, Mississippi,
before turning the case over to FBIl headquarters in Wash-
ington, D.C. FBI agents conducted crime scene, forensics,
and extended investigations of the assassinations of civil
rights leaders Martin Luther King, Jr., and Medger Evers.
They eventually arrested, aided the prosecution of, and
gained convictions for the assassins, although Byron De
La Beckwith, who shot Medger Evers, was not found guilty
until 1994.

The Dietnam and llJaTerqaha 8rd. The United States, in an
attempt to stem Soviet influence in Asia, entered the
Vietnam War. The war was controversial, with many young
people opposing U.S. military intervention in the conflict.
The re-institution of the draft further angered anti-war
sympathizers. Government officials grew increasingly sus-
picious of anti-war organizations and the large demon-
strations they organized. Though the vast majority of anti-
war demonstrators and organizations advocated peaceful
protest and civil disobedience, a few militant and extrem-
ist groups resorted to acts of violence and sabotage. The
actions of these groups prompted the FBI to conduct
widespread surveillance of the anti-war movement. Utiliz-
ing counterintelligence techniques, the FBl used a myriad
of intrusive surveillance, known as “Cointelpro,” methods
to thwart terrorist action by radicals. However, some criti-
cized the organization of conducting domestic espionage,
especially on the peaceful majority of anti-war supporters.
Hoover, still director of the FBI, responded by promoting
passage of the Omnibus Crime Control Act, which limited
the use of wiretaps, listening devices, clandestine photo-
graphs, and other surveillance methods. The act defined
new operational procedures for FBI agents, and was the
first legal compromise between intelligence and privacy
interests.

In 1972, public attention shifted from the Vietnam
conflict, to the actions of the Nixon administration. On
June 17, 1972, five men were arrested while breaking into
the Watergate apartment complex that housed the head-
quarters for the Democratic Party. Subsequent investiga-
tions by a special team of federal agents connected the
men, most whom were former CIA and FBI agents, to the
Office of the President. Despite the implication of a few FBI
agents in the extensive cover-up operation that followed
the break-in, FBl investigators cooperated with a specially
appointed Senate investigatory committee, surrendering

all information pertaining to Watergate. The ensuing scan-
dal, known as Watergate, not only forced the resignation
of Nixon and most of his administration, but also dam-
aged public faith in the government and its intelligence
and security agencies.

The end of the Cold War. A period of Cold War détente in the
1980s allowed the FBI to concentrate on agency reforms
and expansion of its domestic intelligence capabilities. In
1982, following a outburst of international terrorism, the
director of the FBI, William Webster, made counterintelli-
gence and anti-terrorism operations an agency priority.
He established the National Center for the Analysis of
Violent Crime, a facility that would conduct sophisticated
forensic analysis on crimes. The renewed agency atten-
tion to counterintelligence discovered over 30 cases of
espionage against the United States government in 1985.

Combating the rise of white-collar financial crimes
and the drug trade were other priorities of the FBI during
the 1980s. FBl investigations implicated high-ranking gov-
ernment officials in financial fraud and abuse of power
scandals, including members of the Congress (ABSCAM),
defense industry (ILL WIND), and judiciary (GREYLORD).
Federal agents also investigated fraud cases during the
savings and loan crisis.

The Rise of Terrorism and the
FBI Today

In 1991, the Soviet Union collapsed. Its formal dissolution
on December 25, 1991, marked the end of the Cold War. In
the decade that followed, the international political map
drastically altered, changing the global balance of power
and permitting the rise of new threats to United States
national security. In response to the changing interna-
tional environment, the FBI shifted the priority of its opera-
tions. Several key events, including the 1993 bombing of
the World Trade Center by Islamist, foreign terrorists, and
the 1995 bombing of a federal building in Oklahoma City
by a domestic terrorist, prompted the FBI to restructure its
counterintelligence and counter-terrorism operations.

To aid its current operations, the FBI embraced the
use of several new technologies in its operations. The
advent of personal computers and the Internet aided re-
search and processing of investigation information. Search-
able databases store information on suspects, crime sta-
tistics, fingerprints, and DNA samples. However, their use
also created security risks that necessitated the creation of
specialized information systems protection task forces.
The agency created Computer Analysis and Response
Teams (CART) to aid field investigators with the recovery
of data from damaged or sabotaged electronic sources. In
1998, the establishment of the National Infrastructure
Protection Center (NIPC) permitted the FBI to monitor the
dissemination of computer viruses and worms.
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Forensic use of DNA radically altered both the le-
gal process and forensic research of FBI investigations.
DNA analysis allows specialists to positively identify vic-
tims and perpetrators of crimes by comparing particular
patterns in individual DNA. FBI forensic specialists cre-
ated a national DNA databank in 1998 to aid ongoing
investigations.

After the September 11, 2001, terrorist attacks on the
United States, and subsequent anthrax attacks on national
post offices and media outlets, the FBI expanded its coun-
terintelligence and counter-terrorism operations to in-
clude anti-bioterror task forces. The FBI, working in con-
junction for the Centers for Disease Control (CDC), employs
agents to aid in the investigation and identification of
bioterror agents, and law enforcement in the event of a
bioterror attack. FBI analysis and research divisions have
compiled massive databases on known biological agents,
stockpiles of weapons, and terrorist groups who may
possess biological weapons. FBI analysts develop profiles
of terrorist groups to better understand their mindsets and
possible future actions.

The FBI’s focus on the prevention of terrorism failed
to thwart the September 11, 2001, terrorist attacks on the
World Trade Center and the Pentagon. However, FBI in-
vestigations successfully found and prosecuted the perpe-
trators of the Oklahoma City bombing and the 1993 attack
on the World Trade Center. In its ongoing investigation of
the events of September 11, FBI agents have found and
arrested several persons suspected of having connections
to the al-Qaeda terrorist network and the recent terrorist
attacks. The FBI is also designated as the primary agency
of enforcement for the Patriot Act.

Although no major FBl operations were assumed into
the Department of Homeland Security (DHS), the estab-
lishment of pending DHS committees to govern intelli-
gence agency cooperation and information sharing will
alter the manner in which the FBI relays information to the
President and other government officials. Proponents of
the DHS hope the agency will streamline communication
among intelligence and security agencies. Critics of pro-
posed DHS intelligence reforms charge that agencies,
such as the FBI, will lose investigative and operational
autonomy. Despite the changing future of the structure of
the United States intelligence community, the FBI will
undoubtedly play a central role.
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September 11 Terrorist Attacks on the United States

FCC (United States Federal
Communications Commission)

1 STEPHANIE WATSON

The Federal Communications Commission (FCC), an inde-
pendent government agency, oversees the media and
communications industries in the United States. Included
under the FCC’s jurisdiction are radio, television, cable,
telephone, satellite, and wireless (cellular phones and
pagers) providers. As part of their regulatory responsibili-
ties, FCC commissioners review and grant broadcasting
licenses, approve corporate mergers and acquisitions,
and protect consumers by responding to complaints and
investigating claims of unfair rates and fraudulent busi-
ness practices.

In the wake of the September 11, 2001 terrorist at-
tacks, the FCC tightened its focus on security, and began
looking at new ways to protect the nation’s communica-
tions infrastructure. In March of the following year, it
announced the creation of a new Media Security and
Reliability Council. The federal advisory committee, com-
prised of media company executives, public service repre-
sentatives, trade association members, and manufactur-
ers, meets regularly to evaluate the security of national
communications networks, and to strategize measures to
protect against future attacks.

The FCC is governed by five commissioners, who are
appointed by the president with the Senate’s approval.
Rules governing the FCC stipulate that no more than three
commissioners can be from the same political party. Each
commissioner serves for a five-year period. The agency is
funded by and reports to the United States Congress. The
FCC chairman directs the organization’s activities and
is responsible for hiring its bureau chiefs and depart-
ment heads.

The FCCis divided into six bureaus, each of which has
been designated to provide a specific function. The Media
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Bureau regulates and licenses broadcast television and
radio stations, cable and satellite providers; the Wireless
Telecommunications Bureau oversees cellular phones,
pagers, and two-way radios; the Consumer and Govern-
mental Affairs Bureau educates the public and coordi-
nates with other government agencies to protect con-
sumer interests; the Enforcement Bureau carries out the
rules set forth under the Communications Act; the Interna-
tional Bureau directs communications activities outside
the United States; and the Wireline Competition Bureau
regulates telephone companies that provide interstate
and intrastate wire-based service. Ten staff offices have
been set up to support these bureaus.

The birth of the FC(. The FCcC was set up under the 1934
Communications Act to regulate radio and telephone com-
munications. It combined functions originally designated
to the Federal Radio Commission, Interstate Commerce
Commission, and Postmaster General. As the television,
cable and wireless industries emerged in subsequent years,
the FCC’'s reach was extended and its responsibilities
increased. New regulations were enacted to govern each
new industry, for example the Communications Satellite
Act of 1962 and the Cable Act of 1992.

Each industry under the FCC’s jurisdiction was origi-
nally designated a separate entity, and prohibited by the
government from crossing over into each other’s territory.
Thatis, until Congress signed the landmark 1996 Telecom-
munications Act. The act relaxed the rules governing
corporate ownership within the telephone, television, and
computer industries; allowing, for example, local phone
companies to offer long-distance service and cable com-
panies to offer Internet access. The move allowed greater
competition among companies, and more choice and
protection against monopolistic pricing practices for con-
sumers. It also set the stage for a host of media mergers
and acquisitions, most notably: America Online/Time
Warner/Turner Broadcasting system, and ABC/Walt Disney
Co., and MCI/Worldcom.

Over the years, the FCC has directed a number of
important initiatives. In the early 1960s, when then-chair-
man Newton Minnow called television “a vast waste-
land,” television stations were spurred to raise program-
ming standards. In 1990, the Children’s Television Act
limited advertising in programs geared to children and
made children’s programming a stipulation for license
renewal. The FCC has also had to deal with First Amend-
ment issues, for example obscenity cases relating to the
music industry and radio broadcasts by so-called
“shock jocks.”
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FDA (United States Food and
Drug Administration)

The Food and Drug Administration (FDA), a Department of
Health and Human Services agency, regulates the devel-
opment, sale, and distribution of food products, prescrip-
tion and over-the-counter drugs, cosmetics, and medical
equipment. The FDA’s reach is so extensive that one-fifth
of all consumer dollars spent in the U.S. purchase a
product regulated by the FDA. The goal of the FDA is to
protect consumers by ensuring the safety of food and
drug products sold in the U.S.

The FDA traces its history to 1862, when President
Abraham Lincoln created a chemistry division under the
Department of Agriculture. Congress created the modern
FDA in 1906 with the passage of the Food and Drugs Act.
The 1906 law gave limited power to the FDA to monitor the
safety of food and drug products. In 1938, Congress ex-
panded the power of the FDA by passing the Food, Drug,
and Cosmetic Act. This act granted the FDA the power to
test drugs and determine their safety and efficacy before
allowing companies to sell the new drugs. The act also
granted the FDA authority to regulate cosmetics.

While the FDA’s primary task is to ensure food and
drug safety, in recent years the agency has taken on an
increased role in the fight against bioterrorism. The FDA is
leading efforts to develop and produce vaccines and treat-
ments plans to prevent or stop the spread of a bioterror
attack. In this quest, the FDA must quickly test vaccines, so
private companies can produce and stockpile vaccines.
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The variety of possible pathogens (disease-causing
microorganisms) that might be used in bioterrorism has
tested the limits of the FDA. The administration must
simultaneously assess the effectiveness of vaccines and
treatments for anthrax, smallpox, botulism, plague,
hemorrhagic fevers, and other potential bioweapons. Addi-
tionally, the FDA, in conjunction with the Centers for
Disease Control, must take into account that terrorists
might genetically alter existing pathogens to reduce the
efficacy of current vaccines and treatments. The FDA
plans to thwart potential terrorist attacks by expediting its
approval process for new vaccines and drugs that could
reduce the severity of a bioterror attack.
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Federal Protective Service,
United States

1 CARYN E. NEUMANN

The United States Federal Protective Service (FPS) is the
security arm of the General Services Administration (GSA)
and it is responsible for the protection of most of the
civilian workspace owned or leased by the federal govern-
ment, as well as the safety of the workers and visitors who
use these sites. Headquartered in Washington, D.C. since
its 1949 founding, FPS guards more than 8000 sites and
one million federal workers and visitors on a daily basis. It
promotes safety by employing law enforcement, physi-
cal security, and investigative personnel as well as con-
tract guards, electronic surveillance, entry control de-
vices, and a crime prevention awareness campaign. The
agency serves as a centralized communication provider
by networking with federal, state, and local law enforce-
ment agencies.

The mission of FPS is to permit the conduct of govern-
ment business by ensuring a safe environment that is
open and inviting in a professional and cost effective

Federal Protective Service, United States

manner. The agency traces its origins to the Federal Prop-
erty and Administrative Services Act of 1949, which con-
solidated real property functions within the newly created
GSA and brought the U.S. Special Police under the protec-
tion division of the GSA's Public Building Service. In 1971,
GSA established the Federal Protective Force, which later
became FPS, in response to the growing number of dem-
onstrations occurring at federal facilities. FPS covers build-
ings housing most federal agencies, committees, and
commissions; U.S. District and Appellate Courts; and U.S.
senators and congressional representatives. It bears re-
sponsibility for the protection of U.S. Border Patrol Sta-
tions, including the San Ysidro Border Station, which
separates Tijuana, Mexico from San Diego, California and
is considered to be the busiest land port in the world.

Over the years, FPS has shifted its emphasis from the
fixed guardpost concept of security to a mobile police
force that promotes physical security and crime preven-
tion. The agency has recently adopted community polic-
ing, which means that it has moved its officers out of
vehicles to allow them to spend more time in and around
the buildings leased and operated by GSA. FPS coordi-
nates regional activities with control centers in New York,
Boston, Philadelphia, Atlanta, Denver, Chicago, San Fran-
cisco, Seattle, Fort Worth, Kansas City, and Washington,
D.C. as well as branches in the Far East and Caribbean. It
has additional offices in all fifty states plus Puerto Rico and
the Virgin Islands.

To meet its responsibilities, FPS performs both secu-
rity and law enforcement functions with uniformed and
plainclothes personnel and regularly coordinates its ac-
tivities with the Federal Emergency Management Agency
(FEMA). Security, increasingly performed by contract
guards as well as physical security specialists, includes
such activities as the placement of security equipment and
technology. FPS security personnel participate in the modifi-
cation and repair of existing buildings as well as the
construction of new ones to ensure that these sites have
specially tailored security measures, equipment, and tech-
nology in place. FPS also routinely conducts building
assessments of all GSA-controlled facilities to identify
security weaknesses. Law enforcement security officers
(LESOs), who hold the core FPS position, conduct prelimi-
nary investigations of accidents, incidents, and criminal
complaints occurring on GSA-controlled property. LESOs
do not investigate criminal offenses involving GSA em-
ployees but they are responsible for gathering protective
intelligence information pertaining to demonstrations,
bomb threats, and other criminal activities. FPS law en-
forcement personnel carry guns and are trained at the
Federal Law Enforcement Training Center in Glynco,
Georgia.

Until the 1995 bombing of the Alfred P. Murrah Fed-
eral Building in Oklahoma City, FPS had suffered from
repeated budgetary and personnel cuts thatcompromised
its ability to guarantee the safety of federal workers and
visitors. After the attack, the GSA bolstered all of its

1
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security systems including FPS. As long as fear of terror-
ism remains strong, FPS will likely play a significant role in
homeland security.
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I JUDSON KNIGHT

Created by the passage of the Federal Reserve Actin 1913,
the Federal Reserve System serves as the central bank of
the United States. Commonly known as the Fed, it con-
ducts monetary policy for the nation by exerting direct
influence on the money supply, interest rates, and the
purchase of government securities. It is the means by
which federally issued currency and coinage reaches fi-
nancial institutions, which receive these through the 12
Federal Reserve district banks located in various major
cities throughout the United States. The Fed also sets the
interest rate at which it loans money to member financial
institutions, thus establishing a baseline for the rates of
interest at which money is borrowed and lent throughout
the United States.

Conducting Monetary Policy

The initial mandate granted to the Federal Reserve Sys-
tem by Congress was to provide and ensure stability,
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safety, and flexibility in the national monetary and finan-
cial system. Since 1913, the responsibilities and powers
accorded to the Fed have grown considerably.

Today the Federal Reserve shapes, directs, and con-
ducts U.S. monetary policy. Its overall concern is the well
being of the national economy, which it seeks to achieve
through a number of measurable goals, including price
stability and full employment. These goals it achieves, in
turn, through three principal means at its disposal: the
control of the money supply by the issuance of currency to
member financial institutions, the setting of interest rates
at which it loans funds to those institutions, and the open
market purchase of government securities.

Euntmllinq the money SU]]I][IJ. Under the Legal Tender Act of
1862, the United States began issuing currency notes,
known as U.S. notes, through the Treasury Department,
and continued to do so until January 21, 1971. At the time
it passed the act, Congress set a limit of $300 million on the
value of U.S. notes that could be in circulation at any one
time. Significant by the standards of the Civil War era, this
sum represents a tiny portion of the funds in circulation
today, which are known as Federal Reserve notes.

Whereas U.S. notes represented obligations of the
federal government alone, Federal Reserve notes, author-
ized under the 1913 act that created the Fed itself, repre-
sent an obligation both of the federal government and the
Federal Reserve system. The original Legal Tender Act
was accordingly amended to include Federal Reserve
notes as legal tender, meaning that they legally satisfy
debts equal to the face value of the note tendered.

It is technically illegal to refuse legal tender (which
today is synonymous with Federal Reserve notes) for
services already rendered, though it is notillegal to refuse
it for services not yet rendered. Therefore, a business that
accepts only checks or credit must post a notice indicating
this, so that the customer is aware of the fact prior to
tendering payment.

Setting interest rates. in addition to controlling the money
supply through the issuance of legal tender, the Federal
Reserve directly affects monetary policy by a second and
perhaps even more significant means: the setting of inter-
est rates. This is accomplished by determining the dis-
count rate, or the rate it charges member institutions for
loans. These institutions, in turn, charge other depository
institutions a certain rate for overnight loans of funds that
are immediately available at the Federal Reserve Bank.
The rate at which Fed member banks charge money to
depository institutions, known as the federal funds rate,
will always be slightly higher than the discount rate, but
varies from institution to institution, and from day to day.

In order to turn a profit, banks that borrow money at
the federal funds rate, in turn, charge borrowers—both
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Guided by tradition, Federal Reserve Chairman Alan Greenspan assembles members of the Federal Open Market Committee around this 27-foot magohany

table eight times a year to set interest rates. APWIDE WORLD PHOTOS.

businesses and individuals—slightly higher rates. By this
chain of relationships, the Fed exerts an all but direct
influence on consumer credit costs ranging from the an-
nual percentage rate on acreditcard to the rate charged on
a 30-year housing loan.

[]]JEII market operations. in addition to setting interest rates
and controlling the money supply, the Fed conducts mone-
tary policy through a third instrument, open market opera-
tions, or the buying and selling on the open market of
securities issued by the U.S. Treasury and federal agen-
cies. These securities include bonds of various types, as
well as other government certificates. In each case, the
value of the bond or certificate ultimately rests in the fiscal
strength of the federal government.

Historically, the Federal Reserve has tied its objec-
tives for open market operations either to a certain quan-
tity of reserves, or a certain price. Prior to the administra-
tion of Federal Reserve Chairman Alan Greenspan, who
was appointed by President Ronald Reagan in 1987, the
Fed tended to focus on seeking a desired quantity of
securities as reserves. Since that time, however, the Fed
has sought to attain desirable levels in the price of securi-
ties, which are the federal funds rate. From 1995, it began

announcing target levels for the federal funds rate, which
rose in the healthy economic climate of 1999 and 2000, but
fell in the recessionary economies of 2001 and 2002.

Maintaining Financial Stability

The open market operations of the Federal Reserve Sys-
tem are a clear means by which the Fed helps to maintain
both financial and ultimately, political stability in the na-
tion. Although it continually pursues its objective of ensur-
ing stability through the three significant means at its
disposal, the actions of the Federal Reserve become par-
ticularly evident during periods of financial upheaval.

The stock market crash of October, 1987, the Asian
financial crisis and its aftermath in late 1998, and the
terrorist attacks of September, 2001 each presented an
occasion in which the U.S. financial system faced chal-
lenges, and when consumer faith in the national economy
wavered. In each such situation, as well as in less signifi-
cant crises, the Federal Reserve has gone into action,
ensuring monetary liquidity through large balances of
available cash; keeping interest rates manageable by ex-
tending discount loans to depository institutions; and
setting the example of faith in U.S. institutions by purchas-
ing government securities on the open market.
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Even in times when the affairs of the nation are
running more smoothly, the Fed continues to influence
monetary policy. Americans are less likely to take note of
the Federal Reserve in those situations, yet it is the Fed
itself that deserves much of the credit for the stability in
such times. The most visible means by which the Fed
affects the economy is through the discount rate, which
serves, in effect, like a gas pedal for economic growth.
When rates are low, economic activity increases, and the
economy grows. If the economy grows too fast, the Fed
may raise interest rates as a means of ensuring price
stability and protecting against inflation.

Structure of the Federal Reserve

The chairman of the Federal Reserve leads a seven-mem-
ber Board of Governors, all of whom are appointed by U.S.
presidents. The president also appoints the chairman and
vice-chairman from among the board members, appoint-
ments that must be confirmed by the U.S. Senate.

Alongside the board is another entity that arguably
exerts as much power, the Federal Open Market Commit-
tee (FOMC), which oversees open market operations. The
FOMC sets the objective for open market operations,
meaning that it sets the federal funds rate. If the Fed
purchases securities, thus adding to reserves, then de-
pository institutions will tend to take on new loans and
investments, which has the effect of lowering interest rates.

Of the seats on the FOMC, seven are filled by the
members of the Board of Governors, and an eighth by the
president of the New York Federal Reserve Bank. The
otherfour are divided among the 11 other Federal Reserve
banks, which fall into four groups (Boston, Philadelphia,
and Richmond; Chicago and Cleveland; Atlanta, St. Louis,
and Dallas; Minneapolis, Kansas City, and San Francisco),
with presidents from each city in a group serving rotating
one-year terms.

Banks. Although there are only 12 Federal Reserve banks,
each has branches in other cities. For example, the Federal
Reserve Bank of San Francisco has branches in Los Ange-
les, Portland, Seattle, and Salt Lake City. The 12 district
banks release currency, and every banknote issued in the
United States bears the seal of one of the district banks to
the left of the portrait on the observe side.

Federal Reserve banks sell stock to member institu-
tions, which include national and state-chartered banks,
as well as trust companies. All national banks, which are
chartered by the Office of the Comptroller of the Currency
in the Treasury Department, automatically belong to the
Fed, while state banks and trust companies have to meet
requirements set by the Board of Governors. All members
are required to purchase from their regional Federal Re-
serve banks stock equal to six percent of their capital, of
which halfis paid in, while the other half can be called in by
the Board of Governors.
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Relationship with the federal government. The Federal
Reserve System is a part of the government in the sense
that it was created by Congress, and is subject to congres-
sional oversight. Furthermore, its leadership is appointed
by presidents, although board members’ 14-year terms
extend far beyond the term of the chief executive who
appointed them. Unlike most bureaus of the federal gov-
ernment, however, the Fed is independent of any cabinet-
level department. Its decisions do not require the approval
of the president, Congress, or any other member or body
of the executive or legislative branches.

Nor does it depend on funding appropriated by Con-
gress. Almost alone among government institutions, the
Fed actually pays for itself through the interest it receives
on its holdings of federal securities, and through the fees
it charges depository institutions for such services as
processing and clearing checks. As a non-profit institu-
tion, it turns its net earnings over to the Treasury each
year. These earnings are far from inconsiderable: in 2001,
the Federal Reserve paid $27.14 billion to the federal
government.

BFURTHER RERDING:
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FEMA (United States Federal
Emergency
Management fAlgency)

Although today a component of the Department of Home-
land Security (DHS), the Federal Emergency Manage-
ment Agency (FEMA) is a formerly independent agency of
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“Cowboy,” a search and rescue canine for the Federal Emergency Management Agency (FEMA), pauses during his work searching the World Trade Center

site in New York in September, 2001. AP/WIDE WORLD PHOTOS.

the U.S. federal government tasked with responding to
all aspects of natural and manmade disasters. This ex-
cludes specialized response capabilities such as those of
radiological teams—although FEMA works with these—
but includes all phases of disaster response, mitigation,
and prevention. Created by a 1979 executive order, FEMA
employs some 2,600 people at its headquarters in Wash-
ington, D.C., and at sites across the nation.

[dl’lU hiSi[lle. Federal efforts at disaster relief had their
beginnings surprisingly early, in an 1803 congressional
act authorizing assistance to a New Hampshire town rav-
aged by fire. Over the next century and a quarter, more
than a hundred pieces of ad hoc legislation were passed in
response to floods, hurricanes, earthquakes and other
disasters.

The establishment of the Reconstruction Finance Pro-
gram (RFP) under the New Deal of President Franklin D.

Roosevelt in the 1930s finally gave shape to federal disas-
ter-relief efforts. The RFP, which made loans for repair and
reconstruction in the wake of disasters, was soon aug-
mented by the Bureau of Public Roads, which provided
funding for the replacement of roads and bridges, and by
the Flood Control Act, designed to enable the U.S. Army
Corps of Engineers to implement flood control projects.

During the 1960s, a series of hurricanes lashed the
United States, prompting the establishment of the Federal
Disaster Assistance Administration within the Department
of Housing and Urban Development. In 1968, Congress
passed the National Flood Insurance Act, which increased
the flood protection afforded to homeowners. The Disas-
ter Relief Act of 1974 established the principle and process
of disaster declarations on the part of the president, whose
executive powers were sufficient to direct resources to-
ward relief.
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With more than 100 federal agencies involved in
some aspect of disaster relief, the need for a coordinating
agency became apparent, and in 1979 President James E.
Carter issued an executive order creating FEMA. The new
agency absorbed a number of entities, among them the
Federal Preparedness Agency of the General Services
Administration, HUD’s Federal Disaster Assistance Admin-
istration, and the Defense Civil Preparedness Agency of
the Department of Defense.

FEMA ’rudau. In its first quarter-century of existence, FEMA
dealt with a vast array of natural and human disasters,
including the nuclear accident at Three Mile Island in
Pennsylvaniain 1979, the Cuban refugee crisis in 1980, the
San Francisco earthquake in 1989, Hurricane Andrew in
1992, floods in the Midwest and West in 1993, and the
terrorist attacks of September 11, 2001.

The appointment of James L. Witt by President Wil-
liam J. Clinton in 1993 put FEMA for the first time under
the leadership of a director with experience as a state
emergency manager. Witt undertook wide-scale reforms
that streamlined relief measures. Thanks to the end of the
Cold War, he was also able to direct resources from civil
defense toward disaster relief, as well as recovery and
mitigation programs.

In the post-September 2001 era, a new type of “civil
defense” emerged: homeland security. FEMA became
part of DHS when the latter was formally established on
March 1, 2003.

Organization and mission. in addition to its 2,600 full-time
employees, FEMA has between 4,000 and 5,000 reservists.
Its force operates out of FEMA headquarters; the FEMA
training center at Emmitsburg, Maryland; the Mount
Weather Emergency Operations Center in Virginia; and
other facilities. FEMA often works in partnership with
other groups, including some 27 federal agencies, state
and local emergency management agencies, and the Ameri-
can Red Cross.

The mission and activities of FEMA relate to what the
agency’s own literature describes as the “life cycle of
disaster.” Starting with the disaster itself, there is the
response phase, followed by recovery, mitigation, risk
reduction, prevention, and preparedness—all of which
makes the nation and its communities more equipped to
deal with future catastrophes.

Among the specific activities FEMA undertakes are
assisting with flood-plain management and implementa-
tion of building codes; teaching local communities how to
survive a disaster; and equipping state and local emer-
gency teams to prepare them for a disaster situation. In
the event of a calamity, FEMA helps coordinate the fed-
eral response, and makes disaster assistance available to
states, communities, businesses, and individuals. It also
trains emergency managers, supports fire services na-
tionwide, and administers national flood and crime insur-
ance programs.
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FEST (United States Foreign
Emergency Support Team)

The United States Foreign Emergency Support Team (FEST)
is a rapid-response unit designed to respond to terrorist
attacks against U.S. interests overseas. Created in 1985, it
is directed by the Department of State, but constitutes an
interagency force. Its most famous deployment occurred
in 1998, when operatives of Osama bin Laden’s al-Qaeda
network bombed U.S. embassies in Kenya and Tanzania.

FEST was created to provide coordination and assist-
ance to U.S. personnel and host nations in the event of an
attack against American personnel and/or property over-
seas. Whenever deployed, it is directed by the chief of
mission, who is the leading representative of the U.S.
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president in a host nation (usually, but not always, this is
an ambassador). Its efforts are coordinated by the Depart-
ment of State, working through the Office of the Coordina-
tor for Counterterrorism.

In crisis situations, FEST has the mission of advising,
assisting, assessing, and coordinating. It provides the
chief of mission, incident managers, and leaders of the
host government with direction concerning Washington’'s
response to a terrorist attack. FEST personnel are pre-
pared to work around the clock in crisis and consequence
management, communication augmentation, and other
specialized tasks as directed. During the 1998 bombings in
Africa, teams focused on restoring communications, en-
suring security, and coordinating the flow of assistance to
the embassies and personnel.

BFPURTHER READING:
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I AGNIESZKA LICHANSKA

Fingerprints are the patterns on the inside and the tips of
fingers. The ridges of skin, also known as friction ridges,

Fingerprint Analysis

together with the valleys between them form unique pat-
terns on the fingers. Fingerprint analysis is a biometric
technique comparing scanned image of prints with a
database of fingerprints. Uniqueness of prints, and the
fact that they do not change during a person’s life, form
the basis for fingerprint analysis. The uniqueness of the
prints is determined by the minute changes in local envi-
ronment during fetal development; therefore, the identi-
cal twins undistinguishable by DNA analysis can be differ-
entiated with fingerprint analysis. Although the fingerprint
pattern remains the same, growth accounts for an en-
largement of the patterns. Additionally, accidents or some
diseases may alter fingerprint patterns

HiSil]l'U of ﬁnqerprin’r USE. Notes about the ridges, loops,
and spirals of fingerprints were first made in 1686 by
Marcello Malpighi. However, it was not until 1880 that
fingerprints were recognized as a means of personal iden-
tification by Henry Faulds, who also identified a first ever
fingerprint. The first book about fingerprints was pub-
lished in 1888 by Sir Francis Galton, and was titled simply
Fingerprints. Galton established the first classification sys-
tem for fingerprints and was the first to assert that no two
prints are the same, or that the odds of two prints being
identical were about 1 in 64 billion. Later, the Henry
Classification System was developed in 1901 by Sir Edward
Henry, and today forms the basis for print recognition in
most English speaking countries. This system categorized
the ridge patterns into three groups: loops, whorls,
and arches.

Fingerprinting was soon introduced in prisons, army
and widely used for identification by law enforcement.
The Federal Bureau of Investigation collection has mil-
lions of fingerprint cards and consists of approximately 70
million fingerprints. Although the main use of prints re-
mains in forensic science and law enforcement, new uses
of fingerprints have been developed.

Detection of fingerprints. Presence of pores on the surface
of the ridges of the fingers results in the accumulation of
perspiration on the fingertips. This moisture remains on
the surface of the object a person touches, leaving prints.
Depending on the surface touched, prints can be visible to
the naked eye (e.g. metal, glass or plastic) or invisible
(paper, cardboard or timber). Prints left on non-porous
surfaces such as metal can be visualized with powders
and lifted with tape. In contrast, the prints on porous
objects require special lighting, such as lasers or x rays.

There are two major methods of the identification of
fingerprints—comparison of lifted prints and live scan-
ning. The first method is mainly used in forensics, while
the second is used for authentication purposes (in security
applications) and is also slowly becoming a method for
identification at some police stations.

Encyclopedia of Espionage, Intelligence, and Security



Fingerprint Analysis

P T e e S Y S e < g Yy
e e e . e — e T P ——

-
| I .
r k.
- {

Al
A

A fingerprint is seen on the back of a wireless device called an “IBIS.” It can record a fingerprint in the field, then send the fingerprint via a wireless connection

to be checked against a database. APWIDE WORLD PHOTOS.

Analysis and classification of fingerprints. Ridges present on
the fingers are classified based on the patterns they form.
The most important features are ridge endings and
bifurcations (separation of a ridge into two). These fea-
tures are called minutiae and form the basis for further
classification and identification. Based on the forms cre-
ated by the minutiae (loops, whorls, etc.) fingerprints are
further sub-classified into many more distinct patterns.

Modern fingerprint analysis uses computer algorithms
to determine the similarity between a print and images
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stored in a database. Analysis is usually performed on
multiple levels. First, the algorithms are compared to the
prints on the coarse level to identify a type of a print, and
then subsequently to identify more and more details until
a match is found. The computer analysis of prints com-
pares ridges, bifurcations and their relative location. Fin-
gerprint analysis software and scanners identify a set
number of similarity points, this number being deter-
mined by the software used, typically up to 90 points are
compared. After identification of a set number of features,
a template of the scanned print is formed and this is
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subsequently compared to the templates stored in the
computer to determine if the print has a match. Although
limiting the characteristics to be compared speeds up the
matching process, it can also affect the accuracy if inade-
quate numbers are compared. Accuracy also depends on
the application for which the fingerprint analysis is used.

Scanners have comparison algorithms and a number
of recognizable characteristics programmed in, together
with the prints of the users (enrolment) to provide the
templates for comparison. The FBI fingerprint system is
over 98% accurate, while the authentication systems ac-
cept only 97% of authorized users. Among some of the
reasons for the rejection are: scars, calluses, cracks, dirt,
or excess fingernail length.

Fingerprint analysis tools. Two types offingerprintscanners
are normally used, optical scanners and capacitance scan-
ners. Optical scanners identify the print using light; de-
pending on the brightness of the reflected light, optical
scanners depict ridges as dark and valleys as light. Capaci-
tance scanners determine the print by using an electrical
current. Valleys and ridges on the fingers produce dif-
ferent voltage output, allowing for discrimination be-
tween them.

As sophisticated they are, the existing scanners are
not totally immune to fraud. Optical scanners can be
fooled by a picture, whereas the capacitance scanners can
be fooled by a mold of a finger. Some scanners also have
temperature and pulse sensors, but they are still vulner-
able to molds placed over real fingers.

A number of portable fingerprint scanners were de-
veloped mainly by computer companies to provide a
secure access for the users. In 1998, Compaq was the first
to have a print reader attached to the computer. Currently,
there are multiple systems for use with desktop and laptop
computers in the form of PC cards and biometric mice. A
portable print reader used for computer security employs
atiny digital camera to take a picture of a print and convert
it into a map that is subsequently stored in the computer
and cannot be duplicated.

Commercial fingerprint identification systems were
introduced over 15 years ago. They are now used in
security applications to gain access to a building or areas
within the building, or computers or network access. Some
companies, police offices, and high-security government
buildings require fingerprint identification for access to
the building or its selected parts.

In order to protect sensitive data, some businesses
and the military often use scanners that are attached to
computers (the U-Match mouse, for example) or installed
in keyboards. These provide either immediate identifica-
tion for access to the terminal or remote identification for
access to secure documents or archives. NATO facilities in
Turkey, and the U.S. Office of Legislative Council uses
similar technology. New scanner trials are on the way to
provide the same protection for e-commerce and Internet
banking in order to secure transactions.

Finland, Intelligence and Security

In order to combat cell phone thefts, the industry is
considering equipping phones with fingerprint readers.
Fingerprint protection is also offered for a new generation
of safes, such as those provided by Biometrics Marketing.
Finally, the scanners are being used to replace timecards
in companies and to integrate payroll systems. Five U.S.
airports, including Chicago’s O’Hare have installed finger-
print scanners to check employees’ backgrounds. Some
banks use fingerprint scans before a check is cashed.
Similarly, government agencies sometimes utilize finger-
print scans to ensure that payments are given to the
proper recipients.

Today, fingerprint analysis technology is the most
wide-spread biometric method of identification and au-
thentication for forensic and security purposes.
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Finland, Intelligence
and Security

Finland’s geographic location made the nation one of
the key strategic intelligence points during the twentieth
century. Its position on the Baltic Sea, and proximity to
both Russia and Western Europe, influenced the develop-
ment of its national political character and intelligence
community.

During World War Il, as the Nazis planned their inva-
sion of the Soviet Union and sought to stop operations of
the Soviet Navy in the Baltic region, the Finnish govern-
ment feared invasion. With the aid of the United States
Office of Strategic Services, the forerunner of the Central
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First of October Anti-fascist Resistance Group

Intelligence Agency (CIA), members of Finland's intelli-
gence community were smuggled into neighboring Swe-
den. The operation was known as Stella Polaris. There,
agents sold the United States information on both Nazi
Germany and the Soviet Union. However, Finnish intelli-
gence also sold the same information to several other
nations.

During the Cold War, Finland again was a key espio-
nage and intelligence outpost. Both American and Soviet
agents operated in Finland. Finland did not join the North
Atlantic Treaty Organization (NATO), but provided west-
ern European and United States intelligence forces with
crucial information on Soviet operations. As well, many
Soviet defectors were smuggled through Finland.

Today, Finland maintains a few strategic intelligence
services. Finnish intelligence’s specialty is electronic and
remote intelligence systems. As Finland is a member of
the European Union (EU), its intelligence community is
aiding the development of EU military intelligence.

In Finland, all intelligence services operate under the
direction of the ministry of defense or the ministry of
the interior. The national intelligence community makes
the traditional distinction between internal and external
intelligence, and divides its military and civilian agencies
accordingly. Finnish military intelligence service is the
General Staff Intelligence Division (PT). The agency is
responsible for boarder control and foreign intelligence
surveillance. Signals intelligence is gathered and proc-
essed at the agency’s Communications Expertise Facil-
ity (VKL).

Thecivilian intelligence service, charged with domes-
tic intelligence and internal security, is the Security Police
(SUPO). The agency maintains extensive counter-espio-
nage and counterintelligence units and aids development
of security structures within the other national intelligence
organizations. The agency maintains three operational
divisions, the Unit of Development and Supportive activi-
ties, the Security Unit, and the Counter-espionage Unit.

In 2001, Finnish intelligence services began a two-
year project to upgrade their existing electronic and re-
mote surveillance equipment. Within the international
community, Finnish intelligence pledged the use of this
equipment to aid in global anti-terrorism efforts.

First of October Anti-fascist
Resistance Group (GRAPO)

The First of October Anti-fascist Resistance Group (GRAPO,
or Grupo de Resistencia Anti-Fascista Primero de Octubre)
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was formed in 1975 as the armed wing of the illegal
Communist Party of Spain during the Franco era. Advocat-
ing the overthrow of the Spanish Government and re-
placement with a Marxist-Leninist regime, GRAPO is ve-
hemently anti-U.S., calls for the removal of all U.S. military
forces from Spanish territory, and has conducted and
attempted several attacks against U.S. targets since 1977.
The group issued a communiqué following the 11 Sep-
tember attacks in the United States, expressing its satis-
faction that “symbols of imperialist power” were deci-
mated and affirming that “the war” has only just begun.
GRAPO has killed more than 90 persons and injured more
than 200. The group’s operations traditionally have been
designed to cause material damage and gain publicity
rather than inflict casualties, but the terrorists have con-
ducted lethal bombings and close-range assassinations.
In May, 2000, the group killed two security guards during a
botched armed robbery attempt of an armored truck car-
rying an estimated $2 million, and in November, 2000,
members assassinated a Spanish policeman in a possible
reprisal for the arrest that month of several GRAPO lead-
ers in France. The group also has bombed business and
official sites of the Madrid headquarters of the ruling
Popular Party, including the Barcelona office of the na-
tional daily El Mundo in October 2000, when two police
officers were injured.

Operating in Spain, GRAPQO’s exact strength is un-
known, but likely has fewer than a dozen dedciated activ-
ists. Spanish and French officials have made periodic
large-scale arrests of GRAPO members, crippling the or-
ganization and forcing it into lengthy rebuilding peri-
ods. The French and Spanish arrested several key lead-
ersin 2001.
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FISH

FISH (German Geheimschreiber
Cipher Machine)

1 ADRIENNE WILMOTH LERNER

As late as the World War | era, cryptology depended on
highly trained people at both ends of a communication to
cipher and decipher a message. Codes were often kept in
books that were vulnerable to enemy capture. The captur-
ing of German code books by British military intelligence
in World War | gave the Allies a significant tactical advan-
tage. Soon after the war, technological advances in com-
munication were applied to the sending and receiving of
complexly coded text. Skilled cipherers and and codebooks
were replaced by cipher machines. Modern cryptogra-
phers, therefore, not only had to break enemy codes, but
also determine how foreign cipher machines operated
and generated codes. Cipher machines produced more
mathematically intricate and random codes that were
difficult to break. Because many cipher machine codes
were dependent upon both the sender and the receiver
machines, the caputre of coded teleprinters did not dictate
that a code could be broken.

In the 1930s, the German government comissioned
the Seimans Company to create a cipher machine
teleprinter that could produce, send, and receive plain
and coded text. The idea behind the teleprinter was to
randomize codes to make them more difficult to break,
and to increase code information security. Seimans de-
velopedtheir first cipher teleprinter, the Geheimschreiber,
with two encription features, overlaying of code and trans-
position of pulses. Long pre-dating digital technology,
both the basic encription functions and the receipt of
transpositioned pulses depended on mechanical circuts,
namely various code wheels for text and charged
capacators and their corresponding relays for the pulse.
The machine’s ten code wheels had periods correspond-
ing with prime numbers between 47 and 73. Thus, the
wheels combined to form 893,622,318,929,520,960 per-
mutations, or steps. Eight basic patterns with over two
billion variations were possible in regards to pulse trans-
position. These combined encryption mechanisms led the
German government to assume that the Geheimschreiber
was nearly random and unbreakable; however, the mathe-
matical patterns used by the machines proved to be more
systematic than they perceived.

Teleprinters utilized the 32-character Baudot code.
The code output consisted of five channels, represented
as holes or no holes in varying orders, to produce each
character. The German cipher machines relied on the
Vernam cipher system, a mathematical code based on
the principle of binary addition. That is, two coded char-
acters were added together to produce the ciphered text.
Code breakers knew of both the Baudot code and Vernam
system, but the obscuring factors of the German
Geheimschreiber made deciphering the code difficult.

The German cipher machines were supposed to
change starting positions with every message, notifying
the receiving end of a given transmission in plain text of
the starting steps on the code wheels. Thus, the obscuring
sequence of each code was supposedly unique. Code
breakers in Sweden worked to break the Geheimschreiber
code mathematically, and did so with measurable success
in 1942. However, the work was tedious and by the time
they had produced several decoding machines, the high-
est levels of the German command had begun to use the
newer Lorenz cipher machine. Swedish cryptologists were
unable to decipher any wire traffic after February, 1944.

British intelligence cryptologists at Bletchley Park
thought the best hope of readily deciphering German
teleprinters was to intercept a depth, or two messages that
utilized the same starting position. While codebreakers
had some success mathmatically decoding Fish ciphered
German transmissions, on August 30, 1941, British intelli-
gence intercepted a 4,000-character-long depth. The Lor-
enz code was broken soon afterward by John Tiltman and
Bill Tutte. Working out long code sequences by hand, the
two uncovered the logical structure of the German cipher.
With this knowledge, several “Tunny,” now the code
name for Lorenz transmissions, machines were constructed
to facilitate decoding of intercepts. However, the start
position settings of each message still had to be discov-
ered by hand.

In 1943, British mathematician Max Newman and
British engineer Tommy Flowers designed and built Colos-
sus, a machine that not only simplified the process of
deciphering German teleprinter intercepts, but that could
be used with Geheimschreiber, Lorenz, and radio trans-
missions. Colossus’ greatest contribution to codebreaking
however was its ability to electronically decode the start
position of each ciphered intercept, eliminating the need
for painstaking hand calculations. The system was instru-
mental in the planning and execution of the allied D-Day
invasion.
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Fission

Nuclear fission is a process in which the nucleus of an
atom splits, usually into two daughter nuclei, with the
transformation of tremendous levels of nuclear energy
into heat and light.

The fission reaction was discovered when a target of
uranium was bombarded by neutrons. Fission fragments
were shown to fly apart with a large release of energy. The
fission reaction was the basis of the atomic bomb first
developed by the United States during World War Il. After
the war, controlled energy release from fission was ap-
plied to the development of nuclear reactors. Reactors are
utilized for production of electricity at nuclear power plants,
for propulsion of ships and submarines, and for the crea-
tion of radioactive isotopes used in medicine and industry.

Long before the internal construction of the atom was
well understood in terms of protons, neutrons, electrons,
nuclear transformations that resulted in observable radio-
activity were observed as early as 1896 by Henri French
physicist Henri Becquerel (1852-1908). The fission reac-
tion was first articualted by two German scientists, Otto
Hahn (1879-1968) and Fritz Strassmann (1902-1980). In
1938, Hahn and Strassmann conducted a series of experi-
ments in which they used neutrons to bombard various
elements. Bombardment of copper, for example, pro-
duced a radioactive form of copper. Other elements be-
came radioactive in the same way. When uranium was
bombarded with neutrons, however, an entirely different
reaction occurred. The uranium nucleus apparently un-
derwent a major disruption. Accordingly, the initial evi-
dence for the fission process came from chemical analy-
sis. Hahn and Strassmann published a scientific paper
showing that small amounts of barium (element 56) were
produced when uranium (element 92) was bombarded
with neutrons. Hahn and Strassmann questioned how a
single neutron could transform element 92 into element 56.

Lise Meitner (1878-1968), a long-time colleague of
Hahn who had left Germany due to Nazi persecution,
suggested a helpful model for such a reaction. One can
visualize the uranium nucleus to be like a liquid drop
containing protons and neutrons. When an extra neutron
enters, the drop begins to vibrate. If the vibration is violent
enough, the drop can break into two pieces. Meitner
named this process “fission” because it is similar to the
process of cell division in biology. Moreover, it takes only
a relatively small amount of energy to initiate nuclear
instability.

Scientists in the United States and elsewhere quickly
confirmed the idea of uranium fission, using other experi-
mental procedures. For example, a cloud chamber is a
device in which vapor trails of moving nuclear particles
can be seen and photographed. In one experiment, a thin
sheet of uranium was placed inside a cloud chamber.
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When it was irradiated by neutrons, photographs showed
a pair of tracks going in opposite directions from a com-
mon starting point in the uranium. Clearly, a nucleus had
been photographed in the act of fission.

Another experimental procedure used a Geiger coun-
ter, which is a small, cylindrical tube that produces electri-
cal pulses when a radioactive particle passes through it.
For this experiment, the inside of a modified Geiger tube
was lined with a thin layer of uranium. When a neutron
source was brought near it, large voltage pulses were
observed, much larger than from ordinary radioactivity.
When the neutron source was taken away, the large pulses
stopped. A Geiger tube without the uranium lining did not
generate large pulses. Evidently, the large pulses were
due to uranium fission fragments. The size of the pulses
showed that the fragments had a very large amount
of energy.

To understand the high energy released in uranium
fission, scientists made some theoretical calculations based
on German-American physicist Albert Einstein's
(1879-1955) famous equation E=mc?. The Einstein equa-
tion states that mass m can be converted into energy E
(and, conversely that energy can create mass). The con-
version factor becomes c, the velocity of light squared.
One can calculate that the total mass of the fission prod-
ucts remaining at the end of the reaction is slightly less
than the mass of the uranium atom plus the neutron at the
start. This decrease of mass, multiplied by ¢, shows nu-
merically why the fission fragments are so energetic.

Through fission, neutrons of low energy can trigger a
very large energy release. With the imminent threat of war
in 1939, a number of scientists began to consider the
possibility that a new and very powerful “atomic bomb”
could be built from uranium. Also, they speculated that
uranium perhaps could be harnessed to replace coal or oil
as a fuel for industrial power plants.

Nuclear reactions in general are much more powerful
than chemical reactions. A chemical change such as burn-
ing coal or even exploding TNT affects only the outer
electrons of an atom. A nuclear process, on the other
hand, causes changes among the protons and neutrons
inside the nucleus. The energy of attraction between pro-
tons and neutrons is about a million times greater than the
chemical binding energy between atoms. Therefore, a
single fission bomb, using nuclear energy, might destroy
a whole city. Alternatively, nuclear electric power plants
theoretically could run for a whole year on just a few
tons of fuel.

In order to release a substantial amount of energy,
many millions of uranium nuclei must split apart. The
fission process itself provides a mechanism for creating a
so-called chain reaction. In addition to the two main frag-
ments, each fission event produces two or three extra
neutrons. Some of these can enter nearby uranium nuclei
and cause them in turn to fission, releasing more neu-
trons, which causes more fission, and so forth. In a bomb
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explosion, neutrons have to increase very rapidly, in a
fraction of a second. In a controlled reactor, however, the
neutron population has to be kept in a steady state. Excess
neutrons must be removed by some type of absorber
material (e.g., neutron absorbing control rods).

In 1942, the first nuclear reactor with a self-sustaining
chain reaction was built in the United States. The principal
designer was Enrico Fermi (1901-1954), an Italian physi-
cist and the 1938 Nobel Prize winner in physics. Fermi
emigrated to the United States to escape Benito Mussolini’s
fascism. Fermi’s reactor design had three main compo-
nents: lumps of uranium (the fuel), blocks of carbon (the
moderator, which slows down the neutrons), and control
rods made of cadmium (an excellent neutron absorber).
Fermi and other scientists constructed the first nuclear
reactor pile at the University of Chicago. When the pile of
uranium and carbon blocks was about 10 ft (3 m) high and
the cadmium control rods were pulled out far enough,
Geiger counters showed that a steady-state chain reaction
had been successfully accomplished. The power output
was only about 200 watts, but it was enough to verify the
basic principle of reactor operation. The power level of the
chain reaction could be varied by moving the control rods
in or out.

General Leslie R. Groves was put in charge of the
project to convert the chain reaction experiment into a
usable military weapon. Three major laboratories were
built under wartime conditions of urgency and secrecy.
Oak Ridge, Tennessee, became the site for purifying and
separating uranium into bomb-grade material. At Hanford,
Washington, four large reactors were built to produce
another possible bomb material, plutonium. At Los Alamos,
New Mexico, the actual work of bomb design was started
in 1943 under the leadership of the physicist J. Robert
Oppenheimer (1904-1967).

The fissionable uranium isotope, uranium-235, con-
stitutes only about 1% of natural uranium, while the non-
fissionable neutron absorber, uranium-238, makes up the
other 99%. To produce bomb-grade, fissionable uranium-
235, it was necessary to build a large isotope separation
facility. Since the plant would require much electricity, the
site was chosen to be in the region of the Tennessee Valley
Authority (TVA). The technology of large-scale isotope
separation involved solving many difficult, unprecedented
problems. By early 1945, the Oak Ridge Laboratory was
able to produce kilogram amounts of uranium-235 puri-
fied to better than 95%.

An alternate possible fuel for a fission bomb is pluto-
nium-239. Plutonium does not exist in nature but results
from radioactive decay of uranium-239. Fermi’s chain
reaction experiment had shown that uranium-239 could
be made in a reactor. However, to produce several hun-
dred kilograms of plutonium required a large increase
from the power level of Fermi’s original experiment. Plu-
tonium production reactors were constructed at Hanford,
Washington, located near the Columbia River to provide
needed cooling water. A difficult technical problem was

Fission

how to separate plutonium from the highly radioactive
fuel rods after irradiation. This was accomplished by means
of remote handling apparatus that was manipulated by
technicians working behind thick protective glass windows.

With uranium-235 separation started at Oak Ridge
and plutonium-239 production under way at Hanford, a
third laboratory was set up at Los Alamos, New Mexico, to
work on bomb design. In order to create an explosion,
many nuclei would have to fission almost simultaneously.
The key concept was to bring together several pieces of
fissionable material into a so-called critical mass. In one
design, two pieces of uranium-235 were shot toward each
other from opposite ends of a cylindrical tube. A sec-
ond design used a spherical shell of plutonium-239, to
be detonated by an “implosion” toward the center of
the sphere.

The first atomic bomb was tested at an isolated desert
location in New Mexico on July 16, 1945. President Truman
then issued an ultimatum to Japan that a powerful new
weapon could soon be used against them. On August 8, a
single U.S. atomic bomb destroyed the city of Hiroshima
with over 80,000 casualties. On August 11, asecond bomb
was dropped on Nagasaki with a similar result. Japan
surrendered three days later to end WWII.

The possibility of a terrorist group or a dictator hos-
tile to Western democracies obtaining nuclear weapons
is a continuing threat to world peace. In late 2001, in
the aftermath of the terrorist attacks on the World Trade
Center in New York, intelligence agencies released evi-
dence of terrorist attempts to acquire weapons grade
uranium and the other technology related to bomb
production.

The first nuclear reactor designed for producing elec-
tricity was put into operation in 1957 at Shippingsport,
Pennsylvania. From 1960 to 1990, more than 100 nuclear
power plants were built in the United States. These plants
now generate about 20% of the nation’s electric power.
World-wide, there are over 400 nuclear power stations.

The most common reactor type is the pressurized
water reactor (abbreviated PWR). The system operates
like a coal-burning power plant, except that the firebox of
the coal plant is replaced by a reactor. Nuclear energy
from uranium is released in the two fission fragments. The
fuel rod becomes very hot because of the cumulative
energy of fissioning nuclei. A typical reactor core contains
hundreds of these fuel rods. Water is circulated through
the core to remove the heat. The hot water is prevented
from boiling by keeping the system under pressure (i.e.,
creating superheated steam).

The pressurized hot water goes to a heat exchanger
where steam is produced. The steam then goes to a
turbine, which has a series of fan blades that rotate rapidly
when hit by the steam. The turbine is connected to the
rotor of an electric generator. Its output goes to cross-
country transmission lines that supply the electrical users
in the region. The steam that made the turbine rotate is
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Flame Analysis

condensed back into water and is recycled to the heat
exchanger.

Safety features at a nuclear power plantinclude auto-
matic shutdown of the fission process by insertion of
control rods, emergency water-cooling for the core in case
of pipeline breakage, and a concrete containment shell. It
is impossible for a reactor to have a nuclear explosion
because the fuel enrichment in a reactor is intentionally
limited to about 3% uranium-235, while almost 100% pure
uranium-235 is required for a bomb. Regardless, nuclear
power plants remain potential targets for terrorists who
would seek to cause massive and lethal release of radioac-
tivity by compromising the containment shell.

The fuel in the reactor core consists of several tons of
uranium. As the reactor is operated, the uranium content
gradually decreases because of fission, and the radioac-
tive waste products (the fission fragments) build up. After
about a year of operation, the reactor must be shut down
forrefueling. The old fuel rods are pulled out and replaced.
These fuel rods, which are very radioactive, are stored
under water at the power plant site. After five to ten years,
much of their radioactivity has decayed. Only those mate-
rials with a long radioactive lifetime remain, and eventu-
ally they must be stored in a suitable underground
depository.

There are vehement arguments for and against nu-
clear power. As with other forms of electricity production,
nuclear power generation can have serious and unin-
tended environmental impacts. The main objections to
nuclear power plants are the fear of possible accidents,
the unresolved problem of nuclear waste storage, and the
possibility of plutonium diversion for weapons production
by a terrorist group. The issue of waste storage becomes
particularly emotional because leakage from a waste de-
pository could contaminate ground water. Opponents of
nuclear power often cite accidents at the Three Mile Island
nuclear poser plant in United States and the massive leak
at the Chernobyl nuclear plant in the USSR (now the
Ukraine) as evidence that engineering or technical failures
can have long lasting and devastating environmental and
public health consequences

The main advantage of nuclear power plants is that
they do not cause atmospheric pollution. No smokestacks
are needed because nothing is being burned. France initi-
ated a large-scale nuclear program after the Arab oil
embargo in 1973 and has been able to reduce its acid rain
and carbon dioxide emissions by more than 40%. Nuclear
power plants do not contribute to potential global warm-
ing. Shipments of fuel are minimal and so the hazards of
coal transportation and oil spills are avoided.
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Flame tests are useful means of determining the composi-
tion of substances. The colors produced by the flame test
are compared to known standards. And the presence of
certain elements in the sample can be confirmed. The
color of the flame and its spectrum (component colors) is
unique for each element.

Flame analysis or atomic emission spectroscopy (AES)
is based on the physical and chemical principle that atoms—
after being heated by flame—return to their normal en-
ergy state by giving off the excess energy in the form of
light. The frequencies of the light given off are characteris-
tic for each element.

Flame analysis is a qualitative test and not a quantita-
tive test. A qualitative chemical analysis is designed to
identify the components of a substance or mixture. Quan-
titative tests measure the amounts or proportions of the
components in a reaction or substance.

The unknown to be subjected to flame analysis is
either sprayed into the flame or placed on a thin wire that
is then put into the flame. Volatile elements (chlorides)
produce intense colors. The yellow color of sodium, for
example, can be so intense that it overwhelms other
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colors. To prevent this the wire to be coated with the
unknown sample is usually dipped in hydrochloric acid
and subjected to flame to remove the volatile impurities
and sodium.

The flame test does not work on all elements. Those
that produce a measurable spectrum when subjected to
flame include, but are not limited to, lithium, sodium,
potassium, rubidium, cesium, magnesium, calcium, stron-
tium, barium, zinc, and cadmium. Other elements may
need hotter flames to produce measurable spectra.

Special techniques are required to properly interpret
the results of flame analysis. The colors produced by a
potassium flame (pale violet) can usually be observed
only with the assistance of glass that can filter out interfer-
ing colors. Some colors are similar enough that line spec-
trum must be examined to make a complete and accurate
identification of the unknown substance, or the presence
of an identifiable substance in the unknown.

Flame analysis can also be used to determine the
presence of metal elements in water by measuring the
spectrum produced by the metals exposed to flame. The
water is vaporized and then the emissions of the vaporized
metals can be analyzed.
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1 KELLI A. MILLER

In the earliest days of air transportation, plane crashes
yielded few clues for safety investigators. Investigators

Flight Data Recorders

The charred casing of the flight data recorder recovered from the crash
of American Airlines flight 587 is displayed at the National Transportation
Safety Board in 2001, along with a normal, undamaged flight recorder (at
rear). AP/WIDE WORLD PHOTOS.

would struggle to figure out what happened immediately
preceding the accident but often fail to come to any
definite conclusions regarding the cause of the crash. In
June 1960, a Fokker F27 plane crashed while landing in
Queensland, Australia, killing 29 people. Despite intensive
investigations, the underlying cause for the accident was
never determined. The mystery prompted the Australia
board of inquiry to recommend that all airplanes be fitted
with a flight data recorder (FDR) that would detail the flight
crew’s conversation.

Efforts to make the FDR a mandatory part of civil
aircraft date back to the early 1940s. The idea, however,
was wrought with one enormous technological challenge.
Design specifications required that the unit survive the
forces of an aircraft crash, as well as any resulting fire
exposure.

In 1953, at atime when flight engineers were attempt-
ing to understand why a number of airliners had inexplic-
ably crashed, Australian aviation scientist David Warren
of the Aeronautical Research Laboratories in Melbourne
invented a fully automatic “Flight Memory Unit.” His
prototype could record cockpit noise and instrument read-
ings and remain in tact following a crash or fire. Much to
Warren’s surprise, Australian aviation experts and pilots
originally rejected the idea, on the premise of privacy
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issues. Warren took the concept to the United Kingdom,
where it was well received by aviation officials. By 1957,
the FDR was in production. Australia was among the first
countries to require the device on commercial aircraft.

The phrase “black box,” however, is a misnomer.
Flight data recorders are actually painted a bright red or
orange for easier location after a crash. The FDR is en-
cased in heavy steel and surrounded by multiple layers of
insulation to provide protection against a crash, fire, and
extreme climatic conditions. The device records actual
flight conditions, including altitude, airspeed, heading,
vertical acceleration and aircraft pitch. A second device,
the cockpit voice recorder (CVR), keeps tabs on cockpit
conversations and engine noise. Both are installed in the
rear of the aircraft.

In the 1970s, FDR technology was combined with a
flight-data acquisition unit (FDAU), located at the front of
the aircraft. The unit acts as the relay for the entire data-
recording process. Sensors run from various areas on the
plane to the FDAU, which in turn sends the information
to the FDR.

In the early days, data were embossed onto a type of
magnetic foil known as Incanol Steel. The foil proved to be
destructible and FDR manufacturers began using a more
reliable form of magnetic tape. Electromagnetic technol-
ogy remained the data-recording medium of choice until
the late 1990s, when solid-state electronics began to show
promise. Solid-state recorders rely on stacked arrays of
non-moveable memory chips. The technology is consid-
ered more reliable than magnetic tape, as the lack of
moving parts provides a reduced chance of breakage
during a crash.

Solid-state recorders also track a much greater num-
ber of parameters; 700 are tracked compared to the mag-
netic tape parameter recording potential of 100. Faster
data flow allows the solid-state devices to record up to 25
hours of flight data. In 1997, the United States Federal
Aviation Administration (FAA) issued a requirement that
all aircraft manufactured after August 19, 2002 record at
least 88 parameters. The action came in the wake of two B-
737 airplane crashes in which insufficient data was avail-
able for determining the cause of the accidents.

In addition to the five above-mentioned parameters
recorded by the earliest data recorders, today’s devices
also track time, control-column position, rudder-pedal po-
sition, control-wheel position, horizontal stabilizer, and
fuel flow.

Since its inception, the FDR has played a vital role in
establishing the probable cause of a crash or other unu-
sual occurrences and has allowed safety regulators to
implement corrective actions. The value of flight data
recorders was clearly evident in the investigation of the
ATR-72 accident in Roselawn, Indiana in October 1994.
The FDR captured information on 115 parameters. Analy-
sis of the data revealed a telltale, rapid wing movement
that prompted the National Transportation and Safety
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Board to immediately issue urgent safety recommenda-
tions to improve flying in icing conditions.
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Shoe Transmitter

Short-Wave Transmitters

FM (frequency modulation) transmitters can yield a num-
ber of results, depending on their power and range.
Extremely low-power transmitters can be used in very
small locales, for purposes such as eavesdropping. At the
high end, radio transmitters are sometimes used for propa-
ganda and psychological warfare through broadcasting.
Between these extremes are the low-power radio trans-
mitters, capable of making every user a broadcaster, that
have long been an issue of concern for the Federal Com-
munications Commission (FCC).

Mini transmitters, which have a range of about 50 feet
(15.2 m), are available commercially to serve purposes
such as that of a baby monitor, but are easily adapted for
eavesdropping as well. Although they are capable of oper-
ating anywhere on the FM dial, from 88 to 108 MHz, the
recommended range for most of these is 88 to 95 MHz,
where there is least likely to be interference. Low-power
FM transmitters, with a range of 100 to 400 feet (30.5-122
m), make it possible to transmit voices over a greater
distance, and are applied commercially for purposes such
as listening to compact discs (CDs) in a car that does not
have a CD player.
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Both mini and low-power FM transmitters have such
limited power—Iless than 1 watt—that they pose no con-
cern to communications regulators. On the other hand,
high-power or professional FM transmitters that are com-
mercially available—some with as many as 35 watts of
power—theoretically have the capacity to make anyone a
radio broadcaster. This could pose serious concerns with
regard to interference and communication jamming, and
by 1998, the availability of FM transmitters forced the FCC
to at least consider the idea of legalizing low-power trans-
mission. The concept has been under consideration for
some time, but many would-be broadcasters are as likely
to choose the Internet as a simpler, non-interfering envi-
ronment in which to operate a radio site.

In the realm of very high-power radio stations, there
are many such facilities overseas operated by the federal
government for the purposes of winning over local popu-
lations. In February, 2002, a year before the administration
of President George W. Bush launched Operation Iraqi
Freedom, it provided assistance to the opposition Iraqi
National Congress as it began transmitting from the
Kurdish-dominated north of Iraq on the FM dial. The
United States already broadcast on short-wave radio into
Irag, but FM is both more popular and harder to jam than
short-wave or AM (ampere modulation).
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FOIA (Freedom of
Information fAct)

The Freedom of Information Act (FOIA) limits the ability of
United States federal government agencies to withhold

Kate Martin, shown in her office at the Center for National Security
Studies of George Washington University's Gelman Library. She was a
lead attorney in a Freedom of Information Act case seeking the disclo-
sure of the identities of hundreds of individuals who were arrested and
jailed after the September 11 terrorist attacks. APWIDE WORLD PHOTOS.

information from the public by classifying that informa-
tion as secret. Passed by Congress in 1967, it applies to the
agencies of the executive branch, and not to the legislative
or judicial branches, or to state or local governments,
although every state has its own privacy and public access
laws. FOIA did not become a significant aspect of Ameri-
can public life until the early to mid-1970s, when several
events, including the Watergate scandal, the passage of
the Privacy Act in 1974, and amendments in 1975, helped
give it much greater importance.

Historical Background

When Congress first passed FOIA, the law did not apply to
investigatory files compiled for the purposes of law en-
forcement. This exempted files collected by the Justice
Department and its agencies, most notably the Federal
Bureau of Investigation (FBI), from the FOIA. Within a few
years of the law’s passage, however, the fabric of Ameri-
can public life would change dramatically, bringing with it
changes in many of the nation’s laws, including FOIA.
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Whereas ordinary citizens had long been accustomed
to trusting their government and to respecting organiza-
tions such as the FBI and Central Intelligence Agency
(CIA), revelations of spying and other “dirty tricks” com-
mitted by the Nixon administration before and during the
Watergate years helped influence a sense of distrust of
Washington. Prior to the early 1970s, suspicion of the
federal government was limited primarily to those on the
political fringes of right and left, but thereafter, the belief
that the government was spying on its citizens became an
increasingly prevalent attitude.

The Privacy fAct and changes to the FOIA. By the mid-1970s,
this change in attitude would be reflected in Washington
by efforts to increase the openness of the federal govern-
ment to its citizens. Nixon himself issued an executive
order limiting the number of agencies that could classify
information as top secret, and thus exempt it from FOIA
provisions. He also required officials in such situations to
explain why information had been classified as top secret
in the first place.

The scandal surrounding Watergate, and the looming
possibility of an impeachment, forced Nixon’s resignation
in 1974, the same year Congress passed the Privacy Act.
The latter greatly restricted the authority of agencies to
collect information on individuals, and to disclose that
information to persons other than the individual. At the
same time, it required the agencies to furnish the individ-
ual with any information on him or her thatthe agency had
in its files. The Privacy Act, along with 1975 amend-
ments to FOIA, greatly broadened access to federal files—
including those of law-enforcement, intelligence, and se-
curity agencies—that had formerly been under severe
restriction.

FOIR ]JI'[]CEdUTE Tﬂdﬂlj. In addition to restricting the purview
of federal agencies with regard to documents, what came
to be known as the Freedom of Information-Privacy Acts
(FOIPA) placed an enormous onus on those agencies to
respond to all requests for information. For example, in
the quarter-century after 1975, the FBI handled some
300,000 requests involving the release of more than 6
million pages of documents. Not every part of every
request is granted, however: FOIPA does allow exemp-
tions for sensitive material.

In some situations, the requester has to pay for fulfill-
ment of the request. Answers to questions regarding
payment and any number of other specifics may be found
with the Department of Justice, which in 2003 maintained
an FOIA section at its Web site. There it listed FOIA con-
tacts at various government agencies, as well as other
information relating to FOIPA.

By the early twenty-first century, every federal de-
partment, agency, office, and bureau had its own FOIA
contact. For most entities of any size, there was at least
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one individual tasked full-time with processing, respond-
ing to, and fulfilling these requests. In some cases, there
were multiple individuals or even an entire office devoted
to this purpose.

At the FBI, for instance, requests are received, logged
into computers, and assigned a tracking number. The
agency then formally acknowledges the request, and con-
ducts an indices search to determine whether it even has
the records requested. Once an apparent match is located,
it is reviewed to determine whether it is the exact file
requested.

Assuming the file exactly matches the request, it is
photocopied, and an analyst reviews the work copy to
determine if there is any material that meets any one of
nine exemptions and three exclusions covered in FOIPA. If
any such material exists in the file, the analyst uses a
colored marker to delete it, and in the margins cites the
appropriate exemption. The pages are then re-copied
using a photocopier with a special filter so that there is no
chance anyone can detect the deleted material. At that
point, the copies are mailed to the requester.

During the early twenty-first century, the FBI and
other agencies were developing automated document
processing systems that would replace many of these
steps. These systems would also remove the need for a
marker pen, and would allow for documents to be re-
leased in electronic format.
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Food Supply,
Counter-Terrorism

1 BRIAN HOYLE

The 1995 release of Sarin gas in the Tokyo subway system,
and the events of September 11, 2001 in the United States
illustrate society’s vulnerability to terrorist attack in the
course of everyday activities. Much of the infrastructure of
public life (i.e., buildings, subways, airports) was not ini-
tially designed to thwart malicious activity. Food supplies
are an additional component of the infrastructure, and as
such, are also vulnerable to terrorism. Crops in the field
are relatively unprotected. Food that is processed is moni-
tored, not to detect the deliberate addition of a poison or
an infectious agent, but to verify that the product is free
from a small number of bacterial contaminants. Finally, on
the supermarket shelf, products can be altered.

Terrorist attacks on a nation’s food supply could not
only cause illness, but also can cripple an economy. For
example, the agricultural sector in the U.S. accounts for
13% of the country’s gross domestic product and provides
jobs for about 40 million Americans.

A disease outbreak carries the potential to cripple an
economy. One example is the 1997 outbreak of Foot and
Mouth disease among herds of pork in Taiwan. Battling
the outbreak cost $7 billion. A similar outbreak in Britain in
2001 drained well over $4 billion from the economy.

The threats to food SUDD“ES. Obtaining a strain of bacteria or
virus that causes plant or animal diseases is much easier
than obtaining a highly infectious human pathogen. Agri-
cultural pathogens can even be obtained from the envi-
ronment. For example, scraping the surface of infected
leaves is sufficient to recover some disease-causing viruses.
Both the former Soviet Union and Iraq are known to have
experimented with agricultural pathogens. Thus, a terror-
ist group having some microbiological expertise could
acquire the microorganisms needed for their attacks.

Microorganisms can also be purchased from supply
laboratories. An organization with convincing paperwork
would be able to acquire microbes that are not considered
to be highly infectious.

The advent of recombinant DNA technology in the
1970s—where a segment of genetic material coding for a
protein of interest (i.e., a toxin) can be isolated and spliced
into the DNA of a target microbe—holds the potential for
the genetic modification of bacteria or viruses that are
common in the environment. These genetic versions could
spread quickly through the natural world.

Counter-terrorism measures. Following the September 11,
2001 terrorist attacks, the U.S. government moved to

Food Supply, Counter-Terrorism

strengthen the country’s defense against bioterrorism.
This initiative culminated in the signing into law, on June
12, 2002, of the Public Health Security and Bioterrorism
Preparedness and Response Act of 2002 (the Bioterrorism
Act). The act authorized the secretary of Health and Human
Services to protect the nation’s food supply. The U.S.
Food and Drug Administration (FDA) is the lead agency in
initiating the protective measures.

The U.S. measures are aimed at providing a system of
accountability. For example, all businesses or growers
who sell food for consumption in the U.S. must register
with the government. As well, these firms will be required
to maintain records of their food handling and processing
activities. In the event of a deliberate contamination, this
information would allow the source of the contamination
to be traced.

The surveillance of food also must include inspection
of food entering the country. This involves the manual
inspection of foods arriving by air, sea, rail, and surface
routes. As of 2003, these inspections typically consist of
the visual examination of foods, although the use of port-
able devices that detect microorganisms or their products
is being used experimentally. Other such devices are in
the laboratory stage of testing, and have produced accu-
rate results in laboratory settings.

Because protection of a nation’s food supply cannot
be absolute, a system of early warning of a bioterrorist
attack is important. If widespread alerts are recognized
soon enough, relatively few people will have consumed
the contaminated food. Consumer vigilance is an addi-
tional important counter-terrorism measure. Forexample,
even if raw produce has been doused with a poison or an
infectious microorganism, careful washing will usually
remove the threat. Canned foods that are damaged or
swollen should be identified and discarded.
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Terrorism.” Center for Food Safety and Applied Nutri-
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Ford Administration
(1974-1977), United States
National Security Policy

I CARYN E. NEUMANN

When Gerald Ford assumed the presidency of the United
States upon the 1974 resignation of Richard Nixon, he
chose to continue most of Nixon’s national security policy.
Secretary of State Henry Kissinger remained in office as
the principal manager of national security matters while
détente with the Soviet Union continued as a chief U.S.
goal. The two administrations differed in that Ford never
enjoyed Nixon's foreign policy successes. The Ford ad-
ministration’s accomplishments in arms control were over-
shadowed by the loss of South Vietnam to the Commu-
nists as well as doubts about the enforceability of the
Vladivostok arms agreement.

A cautious mainstream Republican from Michigan
who had served for many years as the minority leader in
the U.S. House of Representatives, the amiable Ford came
to the White House at an inauspicious time. Some Ameri-
cans had lost faith in political leaders, largely as a result of
the Watergate scandal, and this change made it difficult
for Ford to marshal public support for his policies. With
little experience in foreign affairs, Ford relied almost ex-
clusively on Kissinger to pursue Nixon’s aims of stability
in the Middle East, rapprochement with China, and an
easing of tensions with the Soviet Union.

Ford did make a change at the top of the National
Security Council (NSC). Kissinger served as both national
security adviser and secretary of state. During 1975, strong
public and congressional disapproval developed over the
accretion of so much power over foreign policy in the
hands of one man. Watergate had discredited Nixon’'s
system of a White House-centered system operating largely
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independently of the various security agencies. Accord-
ingly, as part of a cabinet shakeup on November 3, 1975,
Ford replaced Kissinger as national security adviser with
Lieutenant General Brent Scowcroft, who had been
Kissinger’'s deputy at the NSC. This personnel shift pro-
duced little real change as Kissinger continued to domi-
nate as the presidential advisor. Scowcroft acted in a low-
key, low profile capacity while overseeing the flow of
interdepartmental proposals and analyses of decisions.

Kissinger had two notable achievements under Ford.
He managed to reduce Middle East tensions by persuad-
ing Egypt and Israel to rely on negotiations rather than
force to settle future disagreements. He also presided over
the Vladivostok treaty, signed by Ford and Soviet General
Secretary Leonid Brezhnev in 1974. This pact, a continua-
tion of the Strategic Arms Limitation Treaty (SALT) talks,
was designed to serve as a basis for SALT II. It allowed
each side to retain 2,400 strategic vehicles. This latter term
was defined to include intercontinental ballistic missiles
(ICBMs), submarine-launched ballistic missiles (SLBMs)
such as the nuclear-powered Polaris, and, for the first
time, intercontinental bombers. The land-based ICBMs
are anti-missile missiles while the less-accurate SLBMs
offer more security and are therefore regarded as a main
deterrent force. Both the U.S. and U.S.S.R. were permitted
to possess a limit of 1,320 multiple, independently target-
able, reentry vehicles (MIRVs) on their ICBMs. It is essen-
tially impossible to monitor the number of warheads
within any missile without on-site inspections and, for this
reason, MIRVs and other forms of multiple warhead sys-
tems had been omitted from consideration in the 1972
SALT agreement. Any anti-ballistic missile system is likely
to be overwhelmed if the attack against it is from missiles
with multiple warheads. On the other hand, a nation can
withstand the loss of many retaliatory missiles and still
have a formidable second-strike capability if the surviving
ones are of the MIRV type.

Vladivostok raised concerns because neither the U.S.
nor the Soviet Union possessed 2,400 strategic vehicles.
The agreement seemed to many to be more of an arms
expansion accord than an arms limitation one. The treaty
also did nothing to address the existing inequity in large
missiles, a category in which the Soviets were vastly
superior.

While Ford faced attacks from Congress and the Ameri-
can public over Vladivostok, Cambodian Communists cap-
tured the American merchant ship Mayaguez in May,
1975. Ford sent the marines to rescue the crew, but initial
public approval of this forceful act diminished when it was
disclosed that the Cambodians had already agreed to
release the Americans. Forty-one seamen died in the
rescue. In that same month, South Vietnam fell to commu-
nist-controlled North Vietnam. Ford’s tottering presidency
received yet another blow when he stated, in televised
debate with 1976 presidential opponent Jimmy Carter,
that Eastern Europe was free of Soviet domination. Ford’s
defeat in the election meant that the Carter administration
would negotiate the SALT Il agreement.
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Foreign Assets Control
(OFAC), United States Office

The Office of Foreign Assets Control (OFAC) enforces
economic and trade sanctions against foreign nations,
drug traffickers, and terrorist organizations. The OFAC is
part of the Department of the Treasury and acts under the
authority of legislative controls and the wartime and na-
tional emergency power acts. Under these measures the
OFAC has authority to trace and freeze foreign assets of
those deemed to be a threat to national security.

The OFAC has its roots in the American Civil War.
During this period, the Treasury Department sought and
seized money and goods being traded or sold by the
Confederacy under the Trading with the Enemy Act. Dur-
ing World War |, Congress updated the Treasury Depart-
ment’s authority under the revised Trading with the Enemy
Act of 1917. In 1940 Congress sought to prevent the Nazis
from using assets seized from the countries that Germany
occupied by creating the Office of Foreign Funds Control
(OFFC). After the United States entered World War Il, the
OFFC froze Axis assets and enforced the prohibition on
trading with Axis nations.

President Truman established the current Office of
Foreign Assets Control (OFAC) in 1950 as a reaction to
Chinese involvement in the Korean War. The OFAC was
charged with freezing and blocking all asset transfers by

Foreign Intelligence Surveillance fAct

China and North Korea. Although modified several times,
American economic sanctions against North Korea have
continued under The Foreign Assets Control Regulations
since 1950.

Recently, the OFAC has been primarily concerned
with tracing and freezing the assets of drug traffickers and
terrorist organizations. The OFAC has played a key role in
American efforts to cut funding to terrorist organizations
since the September 11, 2001, terrorist attacks on the
United States. Executive Order 13224 “Blocking Property
and Prohibiting Transactions with Persons who Commit,
Threaten to Commit, or Support Terrorism” granted the
OFAC wide powers in administering and enforcing eco-
nomic sanctions against suspected terrorist. This order
also allowed the OFAC, in conjunction with the secretary
of state and attorney general, to determine those respon-
sible for funding terrorism and take appropriate action.
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The Foreign Intelligence Surveillance Act (FISA) was passed
by the United States Congress in 1978 following an inten-
sive investigation of the activities of U.S. intelligence and
law enforcement agencies by the Church Committee.

The Church Committee (chaired by Sen. Frank Church)
uncovered evidence of illegal wiretaps and illegal entry by
the Federal Bureau of Investigation (FBI) as part of FBI
efforts during the 1960s and early 1970s to conduct do-
mestic surveillance on Vietham War protesters and civil
rights advocates.

FISA was also inspired by a ruling by the United
States Supreme Court in 1972 (United States v. U.S. Dis-
trict Court), 407 U.S. 297, where the Supreme Court stated:
“Given these potential distinctions between [Wiretap stat-
ute] criminal surveillances and those involving the do-
mestic security, Congress may wish to consider protective
standards for the latter which differ from those already
prescribed for specified crimes [under the Wiretap stat-
ute]. Different standards may be compatible with the
Fourth Amendment if they are reasonable both in relation
to the legitimate need of Government for intelligence
information and the protected rights of our citizens.”
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Foreign Intelligence Surveillance Court of Review

FISA established the United States Foreign Intelli-
gence Surveillance Court and authorized the Court to
conduct judicial oversight in matters of electronic surveil-
lance related to intelligence and counterintelligence op-
eration. The Court was composed of U.S. federal district
court judges, appointed by the Chief Justice, who rotate
membership on the court.

Because of the secret nature of the Court, and in order
not to violate the Fourth Amendment of the Constitution
(specifying the need for probable cause) warrants for
surveillance were to be restricted to the gathering of
information not intended to be used in criminal prosecution.

The Court reviews Justice Department applications
for electronic surveillance. The Court meets two days each
month and the proceedings are non-adversarial. Akin to
grand jury procedures, the Court only considers argu-
ments for surveillance brought by the Department of
Justice Office of Intelligence Policy and Review.

FISA also broadly interpreted associations with “for-
eign power” so that individuals associated with foreign
organizations designated as terrorist organizations by ei-
ther the Court or Department of State are not entitled to
the same Constitutional protections as individuals accuse
of other crimes. FISA permits domestic surveillance if
there is a judicial finding of probable cause that the indi-
vidual or organization to be scrutinized acts for a foreign
power. The acts constituting probable cause do not need
to be criminal; they may, for example, fall into the realm
civil economic activities. If the surveillance targetis a U.S.
citizen FISA requires that, in order to grant permission for
surveillance based upon FISA, there must exist a probable
cause to argue that the target’s acts involve espionage or
other criminal conduct. FISA places a heavy reliance on
“acts” sothat U.S. citizens cannot be designated as agents
of a foreign power “solely upon the basis of activities
protected by the first amendment to the Constitution of
the United States” (i.e. free speech rights).

Although initially limited to setting conditions for
electronic surveillance, during the 1990s Congress ex-
panded FISA to include provisions allowing physical
searches.

It is estimated that FISA conditions applied to ap-
proximately 750 cases a year prior to the September 11,
2001, terrorist attacks on the U.S.

The Patriot Act, passed following the terrorist attacks
on the United States on September 11,2001, extended the
government’s surveillance authority under FISA. New pow-
ers included roving wiretap authority (the surveillance of
communications related to an individual or organization
without regard to particular telephone line, computer sta-
tion, or other mode of communication to be monitored.
Other extensions included a more liberalized allowed use
of pen register, trap and trace devices (removing the need
to assert that the surveillance target is “an agent of a
foreign power”). The lower Foreign Intelligence Surveil-
lance Court specifically rejected Justice Department at-
tempts at “information screening” and “minimization”
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procedures are intended to allow the use of material
gathered under Foreign Intelligence Surveillance Court
authorization to criminal proceedings.
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The United States Foreign Intelligence Surveillance Court
of Review is an appellate court for the review of matters
related to espionage and counterintelligence.

Although the Court was established by the Foreign
Intelligence Surveillance Act (FISA) passed by the United
States Congress in 1978, the Court has had no record of
meeting prior to its review of Justice Department elec-
tronic surveillance in September, 2002.

Following the terrorist attacks on the United States on
September 11, 2001, the Justice Department’s use of
domestic wiretaps increased and the department began to
operate under broad new powers that Attorney General
John Ashcroft asserted were granted to law enforcement
agencies under the 2001 Patriot Act. A lower court, the
Foreign Intelligence Surveillance Court—also authorized
by FISA—ruled aspects of the Justice Department inter-
pretation of those new powers to be unconstitutional. The
Justice Department then appealed to the Foreign Intelli-
gence Surveillance Court of Review, the first known ap-
peal of a Foreign Intelligence Surveillance Court ruling.

The Court of Review operates as a three-judge panel
composed of federal appellate judges—or retired appel-
late judges—appointed on a rotating basis by Chief Jus-
tice of the United States Supreme Court.

Court deliberations were conducted in secret and
took place in an electronically secure room at the Justice
Department. No public notice was given prior to the Court’s
session and the Court issued no ruling or public state-
ments following the session.

Congressional officials including Senate Intelligence
and Judiciary Committee staff were denied requests to
attend the appellate court’s initial hearing, according to
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Justice Department officials, because the hearing con-
tained detailed discussions of sources and methods used
in intelligence gathering. Following congressional pro-
tests, the Court of Review, agreed to provide Senate
Judiciary Committee members with an unclassified tran-
script of its proceedings and an unclassified copy of its
rulings.

BFPURTHER RERADING:
ELECTRORIC:

Electronic Privacy Information Center. November 22, 2002.
<http://www.epic.org/privacy/terrorism/fisa/
#Overview> (April 15, 2003).

SEE ALSO

Church Committee

COINTELPRO

Patriot Act, United States

Senate Select Committee on Intelligence, United States

Forensic Geology in Military
or Intelligence Operations

1 WILLIAM C. HANEBERG

Forensic geology is strictly defined as the use of geologic
principles and techniques to establish facts or provide
evidence used in a court of law. A broader working defini-
tion includes the use of the same principles and tech-
niques to establish facts or sequences of events regard-
less of whether they are used in court. Thus, the gathering
and interpretation of geologic data for intelligence, espio-
nage, and national security purposes can fall under the
second definition of forensic geology. Forensic geology
overlaps with the field of forensic soil science. In many
cases, the work performed by practitioners in the two
fields is very similar and the only distinction lies in the
details of their academic training and professional experi-
ence. Also related is the field of forensic geophysics, in
which geophysical instruments such as seismographs can
be used as the basis for inferences about activities in
remote or otherwise inaccessible areas.

Origin of forensic geology. The first written description of
forensic geology is generally attributed to the fictional
detective Sherlock Holmes, who was created by Arthur
Conan Doyle (British, 1859-1930). In A Study in Scarlet,
published in 1887, Holmes was endowed with the ability
to easily distinguish soils of different types and infer from
mud on their shoes and clothes the places to which people
had traveled. He was also described by Dr. Watson, his
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fictional colleague, as having a “practical, but limited”
knowledge of geology.

The first real use of forensic geology to solve a crime
does not appear to have occurred until 1904, when a
German chemist named Georg Popp used geologic evi-
dence to help identify a murder suspect from a handker-
chief containing traces of snuff, coal dust, and the mineral
hornblende. The prime suspect used snuff, and divided his
labors between a coal gasification plant and a quarry in
which the rocks were rich in the hornblende. (Coal gasifi-
cation was then a common process in which coal was
transformed into natural gas.) Soil in the suspect’s pant
cuffs also was matched to soil at the crime scene and
outside ofthe victim’s home. Taken together, the evidence
convinced the suspect to confess. Four years later, Popp
was able to show that one layer of soil on the shoes of a
murder suspect matched the soil and distinctly green
goose droppings around the suspect’s home. A second
layer contained red sandstone fragments identical to those
in the soil where the body was found. The third, and
outermost, layer contained coal, brick, and cement dust
identical to that found at the location where the murder
weapon was found. The suspect claimed that he was
walking in the fields near his home and therefore could not
have committed the murder. Popp was able to show that,
in addition to all of the geologic evidence that was pre-
served on the shoes, there was no sign of the distinctive
milky white quartz particles that were characteristic of soil
from those fields.

Methods of forensic geology. The methods used by forensic
geologists are adaptations of the methods used by geolo-
gists engaged in academic research, mineral exploration,
and other activities. For example, it is a fundamental
principle of stratigraphy (the study of sequences of sedi-
mentary rocks) that a layer of sedimentary rock is in most
cases younger than the layers below it and older than the
layers above it. This principle is known as the law of
superposition. The implications for forensic geology are
that a layer of mud deposited on shoes or an automobile is
younger than the layers beneath it. Understanding the
sequence of mud, sediment, or dirt layers can therefore
allow forensic geologists to reconstruct a chain of events
such as visits to several locations characterized by differ-
ent soil or bedrock types.

Other techniques employed by forensic geologists
are derived from the disciplines of petrography and
petrology, which are concerned with the description and
interpretation of rock types. Soils and rocks can be distin-
guished on the basis of their particle size distributions as
well as the sphericity, angularity, and mineralogy of indi-
vidual particles. Two samples of sand, for example, may
be composed of grains that appear significantly different
to an experienced geologist. Forensically important dis-
tinctions can sometimes be made with the unaided eye or
a small magnifying lens. In other cases, binocular micro-
scopes can be used to view grains using reflected light. A
more elaborate method is the examination of thin sections
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using transmitted polarized light. Thin sections are made
by gluing a soil or rock to a glass slide and then grinding it
to a standardized thickness of 30 microns. Most minerals
are transparent in thin section (although a few metallic
minerals remain opaque) and can be identified by their
crystal shape and the degree to which they distort light
passing through polarizing filters placed above and below
the thin section. Fragments of macrofossils and intact
microfossils, as well as pollen, in a soil or rock can likewise
be identified by microscopy.

Particles smaller than sand grains can be difficult to
identify using optical microscopes, but their shape and
surface texture can be examined using instruments such
as electron microscopes. Another class of instruments
known as electron microprobes can perform non-destruc-
tive chemical analyses, including mapping variations in
chemical composition across grains much less than a
millimeter in diameter. Electron microprobe maps of oxy-
gen content, for example, might be used to determine
whether two metallic mineral grains have experienced
similar degrees of oxidation.

The origin and history of a soil or rock particle is
known as its provenance. Geologists in general and foren-
sic geologists in particular can infer whether the source of
sand grains is likely to have been an igneous or sedimen-
tary rock, whether the grains were likely to have been
transported by running water or exposed in an arid envi-
ronment, and the climate in which a soil was formed. The
presence of rare minerals or distinctive microfossils may
allow them to further limit the possible sources to a small
geographic area, perhaps a single watershed or rock body
described in a published map or report. Thus, establishing
the provenance of sand or mud recovered as forensic
evidence can place a suspect at a crime scene or confirm
an alibi.

Forensic geology case histories. There have been several
publicly known cases in which forensic geology has played
an important role in espionage, intelligence, security, and
military operations.

During the second half of World War Il, the Japanese
military developed a plan to attack the United States with
unmanned balloons carrying explosive and incendiary
bombs. Using meteorological observations and calcula-
tions, they were able to design balloons that could be
launched from Japanese beaches and carried by the jet
stream to the western United States. The balloons were
designed to be self-regulating, releasing sandbags in or-
der to gain elevation during cold nights and releasing
hydrogen to loose elevation during warm days. It is be-
lieved that 9000 balloons were launched, of which an
estimated 1000 reached North America. Two balloons
drifted as far east as Michigan. Although they ignited a few
small fires and killed only six people (five children and a
minister’s wife who came across an unexploded bomb
while on a fishing trip in Oregon), their origin was of
concern. It was not known whether the balloons were
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being launched from Japanese submarines, by shore par-
ties that had landed on American beaches, from German
prisoner of war camps, or from the internment camps to
which many Japanese-American citizens had been forci-
bly relocated. Geologists in the military geology unit of the
U.S. Geological Survey were asked to determine the launch-
ing point of the balloons from the provenance of sand that
had been used for ballast and which had been recovered
from many balloon crash sites. Because sand has a low
economic value and is expensive to transport, it was likely
that the source of the sand was at or near the launching
areas. The geologists first eliminated North American
sources for the sand, which contained an unusual combi-
nation of minerals, fossil and recent diatoms (single celled
algae that secrete siliceous cell walls), foraminifera (single
celled organisms with calcareous shells), mollusk shell
fragments, and no coral. The absence of coral was impor-
tant because coral grows only in warm water, meaning
that the sand most likely came from a northern area. By
comparing the sand to geologic maps and reports that had
been published before the war, one as early as 1889, the
geologists suggested two possible launching sites along
the northern coast of Japan. In reality, balloons were
being launched from three sites. One of them was a site
identified by the geologists and the other two, separated
by approximately 15 km, were close to the second site
identified by the geologists.

Forensic geology has also been used to investigate
politically motivated murders and terrorist attacks. Grains
of sand and microfossils found on the body of Italian
Prime Minister Aldo Moro, who was kidnapped and mur-
dered by Red Brigade terrorists in 1978, led investigators
to conclude that he had been held at least part of the time
along an 11 km long stretch of beach north of Rome. The
total mass of sand collected from Moro’s clothing and the
carin which his body was discovered was approximately 1
gram. The presence of bitumen (a tar-like substance in this
case derived from oil spills dispersed by waves) and resins
used in boat building further supported the beach hy-
pothesis. Because of the high profile and political sensitiv-
ity of the case, collection of sand samples for comparison
with the grains found on Moro’s body occurred in secret.
The geologist working on the case was accompanied by
his wife, who posed as a tourist picking plants and observ-
ing the scenery while her husband surreptitiously col-
lected sand samples.

The Federal Bureau of Investigation (FBI) relied heav-
ily on geologic evidence to learn how the Mexico Federal
Judicial Police (MFJP) attempted to cover up the murder
of Drug Enforcement Agency (DEA) agent Enrique Salazar
and pilot Alfredo Avelar, who assisted Salazar on clandes-
tine missions for the United States government. Salazar
had been kidnapped at gunpoint from the streets of
Guadalajara, Mexico and his body was discovered, along
with that of Avelar, after a shootout between the MFJP and
family engaged in the drug trade. The entire family was
killed in the shootout, and the implication was that Salazar
had been kidnapped and killed by the family. Traces of soil
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on the bodies of Salazar and Avelar, however, did not
match the soil at the ranch where the shootout occurred
and caused suspicion to be cast on the explanation offered
by the Mexican government. Detailed studies by an FBI
geologist posing as a DEA agent (FBI agents were not
allowed to work in Mexico, but DEA agents were) revealed
an extremely uncommon assemblage of mineral grains
and shards of pink volcanic glass. This geologic evidence
led the investigators to a state parkin mountainous terrain
where, based on detailed examination of individual soil
particles, the site at which Salazar and Avelar had origi-
nally been buried was discovered. Other forensic evi-
dence showed that the MFJP had been involved in the
kidnapping, torture, and burial of Salazar and Avelar.

Geologic interpretation of photographs and video-
tapes can also shed light on the location in which a
photograph or a recording was made. A notable example
of this kind of forensic geology occurred shortly after the
September 11, 2001 terrorist attacks on the World Trade
Center in New York City and the Pentagon in Washington,
D.C. American geologists who had worked in Afghanistan
were able to identify rocks in the background of a video-
taped message from the terrorist leader Osama bin Laden,
and therefore the region of the country in which the
message was taped. The use of geologic knowledge to
infer location was widely publicized, however, and subse-
quent messages were recorded against a cloth background
in order to prevent the location of the taping from being
discerned.

Knowledge of the principles of forensic geology can
be used to obscure evidence or mislead investigators.
Double agent Kim Philby (British, 1912-1988), who spied
for the Soviet Union while at the same time working in the
British intelligence service during the Cold War years,
once used a small trowel to bury a camera in a wooded
area near the Potomac River in Virginia. He then returned
to his home and used the trowel to dig in his garden in
order obscure any soil particles that might be used to
identify the location of the camera. This incident would
never have been known if Philby had not described itin his
autobiography. Terrorists arrested in conjunction with the
Aldo Moro case insisted that forensic evidence had been
planted in order to steer authorities away from the true
location of their activities, which might have led to the
arrest of additional suspects. It appears, though, that the
forensic evidence was authentic and reliable.

Forensic SEiSIﬂUlU[]U. The use of geophysical methods,
especially those derived from seismological studies of the
Earth, can also provide information about remote events.
Analysis of seismograms produced by the explosion of
the Russian submarine Kursk in 2000, for example, have
shown that a small initial explosion was followed by a
much larger explosion that produced vibrations equiva-
lent to those from a magnitude 4.1 earthquake. This infor-
mation was used to infer that the size of the explosion was
equivalent to that which would have been produced by
4000 to 6000 kilograms of TNT. Seismologists were also
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able to analyze information about the oscillations of a
bubble of hot gas that rose through the sea after the
explosion, and infer that the main explosion took place at
a depth of approximately 100 meters. Bathymetric data
suggest that the seafloor is about 100 meters deep at the
explosion site, so it is likely that the second explosion
occurred when the sinking submarine struck the seafloor.

Seismological data have also been used to help infer
the details of 1995 bombing of the Murrah Federal Build-
ing in Oklahoma City, the 2001 World Trade Center attack,
and the 2001 Pentagon attack. Analysis of seismograms
associated with the collapse of the World Trade Center
towers, for example, suggests that the actual structural
collapse occurred over a period of about three seconds.
The same principles can be used to obtain evidence of
clandestine conventional or nuclear explosions, and in
particular to verify that nuclear test ban treaties are not
being violated.

Seismological data may provide information about
the February 2003 disintegration of the space shuttle Colum-
bia. The sonic boom produced as a shuttle descends is
normally recorded on seismographs, but the seismogram
produced by the final Columbia reentry does not contain
evidence of a sonic boom. Although the reasons for this
were unclear at the time this article was written, the
seismic data provided enough information to allow the
location of the disintegration to be calculated and com-
pared against other observations.
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Forensic science is a multidisciplinary subject used for
examining crime scenes and gathering evidence to be
used in prosecution of offenders in a court of law. Forensic
science techniques are also used to examine compliance
with international agreements regarding weapons of mass
destruction.

The main areas used in forensic science are biology,
chemistry, and medicine, although the science also in-
cludes the use of physics, computer science, geology, and
psychology. Forensic scientists examine objects, sub-
stances (including blood or drug samples), chemicals
(paints, explosives, toxins), tissue traces (hair, skin), or
impressions (fingerprints or tidemarks) left at the crime
scene. The majority of forensic scientists specialize in one
area of science.

Evidence and Trace Examination

The analysis of the scene of crime or accident involves
obtaining a permanent record of the scene (forensic pho-
tography) and collection of evidence for further examina-
tion and comparison. Collected samples include biologi-
cal (tissue samples such as skin, blood, semen, or hair),
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physical (fingerprints, shells, fragments of instruments or
equipment, fibers, recorded voice messages, or computer
discs) and chemical (samples of paint, cosmetics, sol-
vents, or soil).

Most commonly, the evidence collected at the scene
is subsequently processed in a forensic laboratory by
scientists specializing in a particular area. Scientists iden-
tify, for example, fingerprints, chemical residues, fibers,
hair, or DNA left behind. However, miniaturization of
equipment and the ability to perform most forensic analy-
sis at the scene of crime results in more specialists being
present in the field. Presence of more people at the scene
of crime introduces a greater likelihood of introduction of
contamination into the evidence. Moreover, multi-han-
dling of a piece of evidence (for example a murder weapon
being analyzed by many specialists) is also likely to intro-
duce traces of tissue or DNA not originating from the
scene of a crime. All this results in strict quality controls
imposed on collection, handling, and analysis of evidence
to ensure lack of contamination. For example, in DNA
analysis it is essential that samples are stored at the
correct temperature and that there is no contamination
from a person handling a sample by wearing clean gloves
and performing analysis in a clean laboratory.

Ability to properly collect and process forensic sam-
ples can affect the ability of the prosecution to prove their
case during a trial. The presence of chemical traces or
DNA on a piece of debris is also crucial in establishing the
chain of events leading to a crime or accident.

A growing area of forensic analysis is monitoring
non-proliferation of weapons of mass destruction, analy-
sis of possible terrorist attacks or breaches of security. The
nature of samples analyzed is wide, but slightly different
to a criminal investigation. In addition to the already
described samples, forensic scientists who gather evi-
dence of mass destruction collect swabs from objects,
water, and plant material to test for the presence of radio-
active isotopes, toxins, or poisons, as well as chemicals
that can be used in production of chemical weapons. The
main difference from the more common forensic investi-
gation is the amount of chemicals present in a sample.
Samples taken from the scene of suspected chemical or
biological weapons often contain minute amounts of chemi-
cals and require very sensitive and accurate instruments
for analysis.

Hi[ll[lﬂi[:dl traces. Biological traces are collected not only
from the scene of crime and a deceased person, but also
from surviving victims and suspects. Most common sam-
ples obtained are blood, hair, and semen. DNA can be
extracted from any of these samples and used for com-
parative analysis.

DNA is the main method of identifying people. Vic-
tims of crashes or fires are often unrecognizable, but
adequate DNA can be isolated and a person can be posi-
tively identified if a sample of their DNA or their family’s
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A member of the International Commission on Missing Persons in Bosnia, inspects human remains found by forensics experts in a mass grave at the village of
Kamenica, an area of Serbian-controlled Bosnia, in 2002. Ap/WIDE WORLD PHOTOS.

DNA is taken for comparison. Such methods are being
used in the identification of the remains in Yugoslav war
victims, the World Trade Center terrorist attack victims,
and the 2002 Bali bombing victims.

Biological traces, investigated by forensic scientists
come from bloodstains, saliva samples (from cigarette
buts or chewing gum) and tissue samples, such as skin,
nails, or hair. Samples are processed to isolate the DNA
and establish the origin of the samples. Samples must first
be identified as human, animal, or plant before further
investigation proceeds. For some applications, such as
customs and quarantine, traces of animal and plant tissue
have to be identified to the level of the species, as trans-
port of some species is prohibited. A presence of a particu-
lar species can also prove that a suspect or victim visited a
particular area. In cases of national security, samples are
tested for the presence of pathogens and toxins, and the
latter are also analyzed chemically.

Chemical fraces. Forensic chemistry performs qualitative
and quantitative analysis of chemicals found on people,
various objects, or in solutions. The chemical analysis is
the most varied from all the forensic disciplines. Chemists
analyze drugs as well as paints, remnants of explosives,

fire debris, gun shot residues, fibers, and soil samples.
They can also test for a presence of radioactive substances
(nuclear weapons), toxic chemicals (chemical weapons)
and biological toxins (biological weapons). Forensic chem-
ists can also be called on in a case of environmental
pollution to test the compounds and trace their origin. The
samples are obtained from a variety of objects and often
contain only minute amounts of chemicals.

The identification of fire accelerants such as kerosene
or gasoline is of great importance for determining the
cause of a fire. Debris collected from a fire must be packed
in tight, secure containers, as the compounds to be ana-
lyzed are often volatile. An improper transport of such
debris would result in no detection of important traces.
One of the methods used for this analysis involves the use
of charcoal strips. The chemicals from the debris are
absorbed onto the strip and subsequently dissolved in a
solvent before analysis. This analysis allows scientists to
determine the hydrocarbon content of the samples and
identify the type of fire accelerator used.

phljSiCdl evidence. Physical evidence usually involves ob-
jects found at the scene of a crime. Physical evidence may
include all sorts of prints such as fingerprints, footprints,

| 37 |

Encyclopedia of Espionage, Intelligence, and Security



Forensic Science

handprints, tidemarks, cut marks, tool marks, etc. Analysis
of some physical evidence is conducted by making im-
pressions in plaster, taking images of marks, or lifting the
fingerprints from objects encountered. These serve later
as a comparison to identify, for example, a vehicle that
was parked at the scene, a person that was present, a type
of manufacturing method used to create a tool, or a
method used to break in a building or harm a victim.

An examination of documents found at the scene or
related to the crime is often an integral part of forensic
analysis. Such examination is often able to establish not
only the author, but more importantly identify any altera-
tions that have taken place. Specialists are also able to
recover text from documents damaged by accident or on
purpose.

|dEﬂ1ifICd”0n.Theidentificationofpeoplecan beperformed
by fingerprint analysis or DNA analysis. When none of
these methods can be used, the facial reconstruction can
be used instead to generate a person’s image. TV and
newspapers then circulate the image for identification.

Other Fornsic Scientists

Pathologists and forensic anthropologists play a very im-
portant part in forensic examination. They are able to
determine the cause of death by examining marks on the
bone(s), skin (gunshot wounds), and other body surfaces
for external trauma. They can also determine a cause of
death by toxicological analysis of blood and tissues.

A number of analytical methods are used by forensic
laboratories to analyze evidence from a crime scene. Meth-
ods vary, depending on the type of evidence analyzed and
information that needs to be extracted from the traces
found. If a type of evidence is encountered for the first
time, a new method is developed.

Biological samples are most commonly analyzed by
polymerase chain reaction (PCR). The results of PCR are
then visualized by gel electrophoresis. Forensic scientists
tracing the source of a biological attack could use the new
hybridization or PCR-based methods of DNA analysis.
Biological and chemical analysis of samples can identify
toxins found.

Imaging used by forensic scientists can be as simple
as a light microscope, or can involve an electron micro-
scope, absorption in ultraviolet to visible range, color
analysis or fluorescence analysis. Image analysis is used
not only in cases of biological samples, but also for analy-
sis of paints, fibers, hair, gunshot residue, or other chemi-
cals. Image analysis is often essential for an interpretation
of physical evidence. Specialists often enhance photo-
graphs to visualize small details essential in forensic analy-
sis. Image analysis is also used to identify details from
surveillance cameras.
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The examination of chemical traces often requires
very sensitive chromatographic techniques or mass spec-
trometric analysis. Four major types of chromatographic
methods used are: thin layer chromatography (TLC) to
separate inks and other chemicals, atomic absorption
chromatography for analysis of heavy metals, gas chro-
matography (GC), and liquid chromatography (HPLC). GC
is most widely used in identification of explosives, accel-
erators, propellants, and drugs or chemicals involved in
chemical weapon production, while liquid chromatog-
raphy (HPLC) is used for detection of minute amounts of
compounds in complex mixtures. These methods rely on
separation of the molecules based on their ability to travel
in a solvent (TLC) or to adhere to adsorbent filling the
chromatography column. The least strongly absorbed
compounds are eluted first and the most tightly bound
last. By collecting all of the fractions and comparing the
observed pattern to standards, scientists are able to iden-
tify the composition of even the most complex mixtures.

New laboratory instruments are able to identify nearly
every element present in a sample. Because the composi-
tion of alloys used in production of steel instruments,
wires or bullet casings is different between various pro-
ducers, it is possible to identify a source of the product.

In some cases chromatography alone is not an ade-
quate method for identification. It is then combined with
another method to separate the compounds even further
and results in greater sensitivity. One such method is
mass spectrometry (MS). A mass spectrometer uses high
voltage to produce charged ions. Gaseous ions or iso-
topes are then separated in a magnetic field according to
their masses. A combined GC-MS instrument has a very
high sensitivity and can analyze samples present at con-
centrations of one part-per-billion.

As some samples are difficult to analyze with MS
alone, a laser vaporization method (imaging laser-abla-
tion mass spectroscopy) was developed to produce small
amounts of chemicals from solid materials (fabrics, hair,
fibers, soil, glass) for MS analysis. Such analysis can
examine hair samples for presence of drugs or chemicals.
Due to its high sensitivity, the method is of particular use
in monitoring areas and people suspected of production
of chemical, biological or nuclear weapons, or narcotics
producers.

While charcoal sticks are still in use for fire investiga-
tions, a new technology of solid-phase microextraction
(SPME) was developed to collect even more chemicals
and does not require any solvent for further analysis. The
method relies on the use of sticks similar to charcoal,
but coated with various polymers for collecting differ-
ent chemicals (chemical warfare agents, explosives, or
drugs). Collected samples are analyzed immediately in the
field in by GC.

A number of instruments used are smaller than ever
before, allowing them to be used directly in the field with
rapid results. For example, a combined GC-MS analysis
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device can analyze a sample within 15 minutes directly in
the field. The standard laboratory instrument is large with
a weight over 100 kilograms, while the portable version is
only 28 kilograms. A number of government agencies (for
example the FBI) are now armed with the portable instru-
ments and can perform rapid forensic analysis in the field
in atime shorter than it would take to transport samples to
a forensic laboratory. United States troops are equipped
with similar instruments on board some tanks and trucks,
in order to quickly determine the presence of chemical or
biological weapons on the battlefield

Applications of forensic science. The main use of forensic
science is for purposes of law enforcement to investigate
crimes such as murder, theft, or fraud. Forensic scientists
are also involved in investigating accidents such as train
or plane crashes to establish if they were accidental or a
result of foul play. The techniques developed by forensic
science are also used by the army to analyze the possibil-
ity of the presence of chemical weapons, high explosives
or to test for propellant stabilizers. Gasoline products
often evaporate rapidly and their presence cannot be
confirmed, but residues of chemicals, such as propellant
stabilizers, are present for much longer indicating that an
engine or missile was used.
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Forensic Uoice and
Tape Analysis

Methods of forensic voice and tape analysis first entered
the limelight during the Watergate scandal in the early
1970s, and the basic methodology—if not the tools and
precision with which the techniques are practiced—has
changed little since. Much of this field is concerned with
identification or elimination using voice-stress analysis,
but controversy over techniques and their admissibility as
evidence remains. This disagreement, even among spe-
cialists, came to the forefront as forensic scientists on both
sides of the Atlantic studied tapes allegedly released by
terrorist mastermind Osama bin Laden in the fall of 2002.

EﬂTlU hiSfI]le. Spectrographic analysis and related tech-
niques make it possible to match a suspect to an incrimi-
nating sample of his or her speech—a threatening phone
call, for instance, or a taped admission of guilt. Voice and
tape analysis can also be used to clear a suspect. In this
field, a scientifically verified match between a suspect (or
another individual) and a voice sample is known as an
identification, while scientific proof, by means of voice
analysis, that a suspect and a voice sample do not match is
called an elimination.

The U.S. Federal Bureau of Investigation (FBI) used
spectrographic or voice identification analysis as early as
the 1950s, but the technique did not gain scientific accept-
ance until a 1962 study by Lawrence Kersta, a researcher
working with a 1940s-model Bell Laboratory sound spec-
trograph. Kersta maintained that “voiceprints,” a term he
coined, provide a unique means of identifying individuals.
He went on to establish a professional association, the
International Association of Voice Identification, which in
1980, became part of the more general International Asso-
ciation for Identification.

The1970s. The word “voiceprint” would later be discarded,
due to the false association with fingerprinting, which is a
much more exact science. Nevertheless, spectrographic
techniques continued to gain respect in forensic and law
enforcement circles, thanks in part to a 1972 study at

| 39 |

Encyclopedia of Espionage, Intelligence, and Security



France, Counter-Terrorism Policy

Michigan State University. The study found an error rate
of two percent for false identification (instances in which
the examiner chose the wrong match, or found a match
when none existed), and five percent for false elimination,
in which the examiner failed to recognize that a match
existed. In the years immediately following this study,
spectrographic techniques came to widespread public
attention during the examination of tapes made by Presi-
dent Richard M. Nixon in the White House.

In 1979, a National Research Council committee pre-
sented the FBI with the results of a study on spectro-
graphic voice identification under forensic conditions, in-
volving some 2,000 forensic comparisons made by FBI
personnel. The researchers’ findings confirmed the im-
pression that, while it was not an exact science, voice
analysis could be useful. According to the study, error
rates varied as a function of the properties of the voice
studied, the conditions and techniques used, and the
examiners’ skills and knowledge.

Joice analusis T(]ﬂﬂlj. The period since the 1970s has seen
considerable evolution in spectrographic analysis and the
related methods and tools, which include evidence han-
dling, critical listening, magnetic development, waveform
analysis, spectrum analysis, tape enhancement, and speed
correction. The core methodology, however, remains the
same; from machine readings of stress and other patterns
in asubject’s voice, a graphic representation is made so as
to illustrate patterns of frequency, intensity, pitch, and
inflection. Analysts use a two-step process, first the aural
or listening stage, then the visual stage, which involves
looking over the spectrograms or readouts.

Spectrographic analysis remains controversial. It is
permissible as evidence in 35 of 50 states, and has a
status—both in the eyes of the law and of professionals—
akin to that of polygraphy or lie detection; although not
perfectly reliable, it can be a helpful tool for screening
suspects. Controversy over spectrographic analysis came
to the forefront in November, 2002, when the Arabic news
station al Jazeera released a recording of an alleged tele-
phone call from bin Laden.

Analysts working for the U.S. Central Intelligence and
National Security agencies studied, and verified the au-
thenticity of, the tape, in which the voice spoke of recent
terrorist actions and promised to unleash more attacks. At
the Institute for Perceptual Artificial Intelligence in Swit-
zerland, however, researchers were not as certain. Using
biometric software, they judged it a 55%-60% likelihood
that the tape was not genuine.
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France, Counter-
Terrorism Policy

Counter-terrorism is the use of military, law enforcement,
intelligence, and other resources to identify, circumvent,
and neutralize terrorist groups within a country. Like all
western European nations, France has been forced by
events since the 1960s to develop a response to terrorism.
The most attention-getting aspect of French counter-ter-
rorism is GIGN, the Group d’Intervention de la Gendarmerie
Nationale (National Police Intervention Group), but this
small, elite counter-terrorism action team is only a small
component of counter-terrorism activities and policy
in France.

Overseeing and coordinating antiterrorist activity in
France is the Interministerial Liaison Committee against
Terrorism, or Comité Interministériel de Lutte Anti-
Terroriste. The committee, which includes the prime min-
ister and the ministers of the Interior, Defense, Justice,
and Foreign Affairs, develops and directs counter-terror-
ism policy. Below the committee in rank is the Anti-
Terrorism Coordination Unit (Unité de Coordination de la
Lutte Anti-Terroriste), which includes agencies from the
Interior and Defense ministries, and which coordinates
operations.

Unlike in the United States, where the Department of
the Interior manages natural resources, France’s Ministry
of the Interior (Ministére de L'Intérieur) is a security and
law-enforcement department. The ministry, which oversees
the Anti-Terrorism Coordination Unit, includes the National
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Police, the Central Headquarters for Surveillance of the
Territory, and the General Intelligence Central Service.
All of these services are responsible for law enforce-
ment and/or monitoring of suspicious activities in French
territories.

Enforcement agencies. The National Police, or Direction
Générale de la Police Nationale, is the principal civilian
national police force in large urban areas. Within the
National Police are specialized groups with functions such
as border security and the protection of dignitaries. In
addition to the National Police, which falls under the
Ministry of the Interior, there is the National Gendarmerie,
or Direction Générale de Gendarmerie Nationale, directed
by the Ministry of Defense. The National Gendarmerie
oversees law enforcement in small towns and rural areas.

Also under the Ministry of Defense is GIGN, which,
like its German counterpart, GSG-9, was formed in the
aftermath of the terrorist incident at the 1972 Munich
Olympics. GIGN, though highly effective in special cir-
cumstances, is a small force, consisting of fewer than a
hundred full-time personnel at the end of the twentieth
century. Its activities are, therefore, rather limited com-
pared to those of larger police forces.

Intelliqence a0encies. The Central Headquarters for Surveil-
lance of the Territory (Direction de la Surveillance du
Territoire), an arm of the National Police, gathers intelli-
gence regarding potential threats from external organiza-
tions. Overseeing potential threats by internal organiza-
tions is the General Intelligence Central Service (Direction
Centrale des Renseignenments Généreaux).

Outside of France, intelligence gathering is the job of
the General Headquarters for Security Overseas (Direc-
tion Générale de la Sécurité Exterieure), which is under
the Ministry of Defense. The Central Headquarters Military
Intelligence (Direction Reseignments Militaire), also un-
derthe Ministry of Defense, gathers and interprets military
intelligence.
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1 ADRIENNE WILMOTH LERNER

Although France has employed espionage agents since
the Middle Ages, the modern intelligence community
emerged in the nineteenth century. As France expanded
its boundaries during the Napoleonic era and Age of
Empire, military intelligence was equally crucial to the
success of battlefield operations and the security of terri-
torial government outposts. At the outbreak of World War
I in 1914, France maintained one of the most skilled and
well-organized intelligence forces in the world. Modern
domestic intelligence can trace its roots to the revolution,
but it was most acutely influenced by the formation and
operation of underground Resistance groups during the
World War Il Nazi Occupation. Vichy France and French
officials who collaborated with the Nazis left a legacy of
mistrust of and within the government in the years follow-
ing the war. These tensions were heightened by the onset
of the Cold War. When France began the process of
recreating its intelligence systems, it placed special em-
phasis on domestic and political intelligence.

The French intelligence community is divided be-
tween military and civilian agencies, all of which report to
the executive branch. The civilian intelligence system
emphasizes counter-intelligence and domestic security.
This requires not only the substantial national intelligence
and security structure, but also the assistance and contin-
ued cooperation of provincial security and law enforce-
ment agencies. External intelligence is almost exclusively
dominated by the military. This separation of powers
gives military and civilian intelligence organizations their
own de facto jurisdictions in the intelligence community.

French military intelligence is administered by the
individual military branches (Army, Navy, and Air Force)
and the Ministry of Defense. The National Defense Gen-
eral Secretariat (SDGN) coordinates intelligence and secu-
rity operations within the various intelligence community
agencies. Military intelligence, as well as strategic infor-
mation and counter-espionage operations, is directed by
the General Directorate for External Security (DSGE). The
agency employs analysts as well as active field operatives,
and is the primary foreign intelligence agency. The Direc-
torate of Military intelligence performs many of the same
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plenary and investigative functions as the DSGE, but does
not have an active field operations branch.

Military counterintelligence is charged to two agen-
cies, the Directorate for the Defense Protection and Secu-
rity (DPSD) and the Intelligence and Electronic Warfare
Brigade (BRGE). The DPSD is the primary military counter-
intelligence agency, planning and coordinating most mili-
tary security operations. The agency also conducts politi-
cal surveillance of the armed forces and national military
police, the Gendarmerie. The BRGE works closely with the
DPSD, and is charged with monitoring sensitive commu-
nications and securing military computer information
systems.

Civilianintelligence agencies operate under the direc-
torship of the Ministry of the Interior. The General Infor-
mation Service (RG) is the main domestic intelligence
agency in the French government. The director of the RG
reports to the minister of the Interior and briefs the presi-
dent on domestic national security issues. Charged with
the protection of internal security and domestic counter-
intelligence, the RG works in close conjunction with pro-
vincial governments and prefectures of the national police
to protect national interests within France.

In French territories, the Directorate of Territorial
Security (DST) performs the functions of the RG. The DST
works closely with military intelligence units to protect
French interests throughout the world. In twenty-first cen-
tury anti-terrorist intelligence operations, the DST and RG
have infiltrated and arrested several persons with alleged
connections terrorist groups smuggling money and weap-
ons via French territories. The DST also focuses on pro-
tecting French scientific, research, and economic inter-
ests abroad.

In recent years, French intelligence and security for-
ces have grappled with increasing terrorist threats, mostly
from members of North African, Islamist militant groups.
After the September 11, 2001, attacks on the United States,
France joined an international intelligence coalition to find
and dismantle terrorist organizations and their opera-
tive cells.
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By 1940, Nazi Germany had invaded several Eastern Euro-
pean nations and turned its attention to gaining control of
Western Europe. With strategic planning reminiscent of
World War |, the Nazis planned to forcefully invade France,
Belgium, and Holland. However, when Marshal Henri-
Philippe Petain rose to power in France, he negotiated an
armistice with the Germans. On June 22, France was
divided into two parts: the northern three-fifths and the
Atlantic coast to be directly controlled by Nazi Germany,
and the remaining parts of the south to be ruled by a
French puppet government. The southern region was
known as Vichy. The armistice also disbanded the French
army, sending many French soldiers who could escape
into exile in England. The settlement angered many French
citizens, many of whom wished to continue the war against
Germany.

As soon the occupation began, partisan groups arose
to sabotage the Nazi government. These groups called
themselves by many names (maquis, partisans, resist-
ance, and freedom fighters) and the individual groups
remained separate entities until the Allied invasion of
France in 1944. These underground bands of French and
foreign men and women who fought against the German
occupation government became known collectively as the
French Resistance.

The German secret police, the Gestapo, and intelli-
gence agency, Abwehr, were powerful opponents to the
resistance. In the early war period, German agents easily
infiltrated resistance groups. In response, resistance groups
developed codes, complex communications networks, and
security structures to protect members and information.

Many of the earliest resistance groups were formed
by political parties that the Nazi government had earlier
banned. Communists and Socialists were persecuted un-
der the Nazi regime. Partisan groups with political ties,
such as the Socialist Comité d’Action Socialiste and the
Communist Front National used their extensive media
and member network to produce and distribute anti-Nazi
propaganda. As resistance groups began to arm them-
selves and carry out acts of sabotage, the papers pub-
lished coded messages thatcommunicated instructions to
members. During the course of the war, underground
newspapers supplied information to over a million readers.

The resistance relied on coded messages to commu-
nicate with members and plan operations. Members were
called by code names, and operational units had their own
cryptonym or symbols. Underground newspaper pub-
lished coded articles and drawings. Poetry was even used
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as a means of sending coded messages or identifying
oneself as a member of a resistance group to other
members.

The most famous, and perhaps ingenious security
device of resistance groups was the use of a pyramid
command structure. The pyramid structure ensured that
no member of a partisan group even interacted or con-
ducted operations with more than two other members of
the organization. No records of membership were kept,
and messages were sent only by word-of-mouth. Each
resistance member knew one commanding member and
one other partner member. Members kept strict confiden-
tiality, and rarely met in groups larger than their opera-
tional units. This structure insured that enemy infiltrators
and captured partisans could positively identify no more
than two resistance operatives, leaving the rest of the
organization unscathed. The strategy worked with some
success, until Gestapo agents began to infiltrate the com-
mand echelons of various partisan groups.

The pyramid structure also added an operational
advantage as well as security. Ambushes and assassina-
tions of German officers were carried out by a group of
three men. One man served as a decoy, the other carried
the weapon and shot the victim at close range, while the
third member took the weapon after the shooting and
walked away from the scene. Often the actual assailants
would remain at or near the scene until authorities arrived.
As they possessed no weapons, they were cleared of
suspicion. Because resistance members in most urban
areas did not keep their own weapons as a security meas-
ure, weapons used in attacks were returned to their stock-
pile via courier, often a child, who would seldom arouse
the suspicion of Gestapo agents.

French Resistance groups also developed an “under-
ground railroad” system to smuggle downed Allied air-
men back to Britain or the front lines. Using standardized
coded messages, Allied servicemen were shuttled to vari-
ous safe houses on route to their destination. Toward the
end of the war, these same networks were used by Allied
forces to send messages to various resistance groups
throughout the countryside. Allied “Jedburg” teams, sol-
diers trained to aid the resistance, sabotage German sup-
ply lines, and unify the command of partisan groups,
parachuted into France behind German lines. Individual
Jedburg soldiers used the underground network to reach
the towns or groups in which they were to operate. The
two-way traffic of Allied servicemen in the “underground
railroad” system facilitated communication not only with
diverse resistance groups, but also with Allied command.

Jedburg groups also coordinated the procurement
and allocation of radios to facilitate communication. While
radios carried an increased risk of detection by occupation
forces, they made mass communication over longer dis-
tance possible. Coded messages were transmitted nightly,
both to Allied command and to various area partisans.
Messages identified their recipients with a cryptonym and
gave necessary instructions in coded messages. The codes
were agreed upon in person, and then used in broadcasts

French Underground during World War II, Communication and Codes

to activate plans. When intercepted, the messages were
easily identifiable as partisan transmissions, but their
meanings were indecipherable. British radio, and the Euro-
pean underground radio, often rebroadcast Jedburg and
other resistance messages. While this coding method was
primitive, it required German forces to use spies instead
of technology as primary means of breaking resistance
group communications. Such missions were a costly drain
on human intelligence resources, and carried a high
level of risk.

In 1944, many of the largest French underground
groups united to form the Conseil National de la resist-
ance. The organization stockpiled weapons and worked
with Allied intelligence operatives to prepare for the Allied
invasion of France. During the D-Day invasion in June,
1944, the resistance cut German supply lines and aided
Allied forces as they marched through France. Urban
partisan members in Paris took to the streets in open
warfare against the Germans, engaging forces until the
liberation of Paris. With the Allied invasion, exiled mem-
bers of the French Army, under the command of Charles
de Gaulle, returned to France. Many resistance members
then joined the army, fighting enemy forces through-
out Europe.

Over the course of the war, the French Resistance
scored key victories against the German occupations for-
ces. Resistance members tracked and ferreted-out French
collaborators, assassinated many ranking Nazi officials,
tapped the phones of the Abwehr’s Paris headquarters,
and destroyed trains, convoys, and ships used by the
German army. The resistance provided Allied forces with
invaluable human intelligence resources and aided Allied
troops who fell behind enemy lines. Resistance groups
shielded political dissidents, refugees, and Jews escaping
the Holocaust.

These numerous accomplishments carried a heavy
price. German agents often infiltrated partisan groups,
despite security precautions. When they captured a maquis,
Gestapo agents employed torture as means of extracting
the names of other resistance members. The Gestapo
occasionally carried out bloody reprisals on innocent civil-
ians after partisan sabotage operations. As many as 25,000
French men and women, members of the resistance and
those suspected of aiding their cause, were sent to Ger-
man concentration camps. Another 25,000 were executed
in France by Gestapo agents, including the population of
an entire Northern French village.
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Nuclear fusion is the process by which two light atomic
nuclei combine to form one heavier atomic nucleus. As an
example, a proton (the nucleus of a hydrogen atom) and a
neutron will, under the proper circumstances, combine to
form a deuteron (the nucleus of an atom of “heavy”
hydrogen). In general, the mass of the heavier product
nucleus is less than the total mass of the two lighter
nuclei. Nuclear fusion is the initial driving process of
nucelosynthesis.

The practical problems of building a fusion power
plant are formidable, and the technology to construct a
suitable containment vessel or field in which controlled
fusion reactions could take place does not yet exist. Cur-
rently the only fusion reactions that take place on Earth are
uncontrolled fusion reaction in nuclear weapons (e.g.,
H-bombs).

In April, 2003, Sandia scientists reported that they had
achieved controlled thermonuclear fusion in a pulsed
power source. If ultimately reproduced and verified, the
process, and other competing approaches to controlled
fusion, holds the promise of nearly unlimited clean power
generation. Unlike fission reactions, fusion based energy
technology would not produce long-lived radioactive waste.

Instead of using magnetic containment to compress
hydrogen and thereby achieve temperatures hot enough
for fusion to occur, Sandia scientists used pulsed releases
of current to achieve a rapid series of limited micro fusion
reactions. Using an improved and more powerful Z accel-
erator, high current is induced in a tungsten wire cage
surrounding a 2 mm plastic capsule containing deuterium
(an heavier isotope of hydrogen). The tungsten cage is
vaporized, but the short-lived current impulse generated
in the wires creates a powerful magnetic pulse and shock-
wave of superheated tungsten that creates an intense x-
ray source that, along with the shockwave compresses
and heats the hydrogen to more than 20 million degrees
Fahrenheit (more than 11 million degrees Celsius) to in-
duce fusion.
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The Sandia reaction process contrasts with another
promising approach undertaken at the Lawrence Liver-
more National Laboratory (LLNL) that seeks to initiate
fusion reactions by shining high energy lasers on hydro-
gen globules. The LLNL approach will be further explored
at the National Ignition Facility.

Scientists who worked on the first fission (atomic)
bomb during World War Il were aware of the potential for
building an even more powerful bomb that operated on
fusion principles. A fusion bomb uses a fission bomb as a
trigger (a source of heat and pressure to create a fusion
chain reaction. In the microseconds following a fission
explosion fusion begins to occur within the casing sur-
rounding the fission bomb. Protons, deuterons, and tritons
begin fusing with each other, releasing more energy, and
initiating other fusion reactions among other hydrogen
isotopes.

The fusion Sequence. wWhen a proton and neutron combine,
the mass of the resulting deuteron is 0.00239 atomic mass
units (amu) less than the total mass of the proton and
neutron combined. This “loss” of mass is expressed in the
form of 2.23 MeV (million electron volts) of kinetic energy
of the deuteron and other particles and as other forms of
energy produced during the reaction. Nuclear fusion reac-
tions are like nuclear fission reactions, therefore, in that
some quantity of mass is transformed into energy. This is
the reason stars “shine” (i.e., radiate tremendous amounts
of electromagnetic energy into space).

The particles most commonly involved in nuclear
fusion reactions include the proton, neutron, deuteron, a
triton (a proton combined with two neutrons), a helium-3
nucleus (two protons combined with a neutron), and a
helium-4 nucleus (two protons combined with two neu-
trons). Except for the neutron, all of these particles carry at
least one positive electrical charge. That means that fusion
reactions always require very large amounts of energy in
orderto overcome the force of repulsion between two like-
charged particles. For example, in order to fuse two pro-
tons, enough energy must be provided to overcome the
force of repulsion between the two positively charged
particles.

As early as the 1930s, a number of physicists consid-
ered the possibility that nuclear fusion reactions might be
the mechanism by which energy is generated in the stars.
No familiar type of chemical reaction, such as combustion
or oxidation, could possibly explain the vast amounts of
energy released by even the smallest star. In 1939, the
German-American physicist Hans Bethe worked out the
mathematics of energy generation in which a proton first
fuses with a carbon atom to form a nitrogen atom. The
reaction then continues through a series of five more
steps, the net result of which is that four protons are
consumed in the generation of one helium atom.

Bethe chose this sequence of reactions because it
requires less energy than does the direct fusion of four
protons and, thus, is more likely to take place in a star.
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Bethe was able to show that the total amount of energy
released by this sequence of reactions was comparable to
that which is actually observed in stars.

The Bethe carbon-cycle is by no means the only
nuclear fusion reaction. A more direct approach, for exam-
ple, would be one in which two protons fuse to form a
deuteron. That deuteron could then fuse with a third
proton to form a helium-3 nucleus. Finally, the helium-3
nucleus could fuse with a fourth proton to form a helium-4
nucleus. The net result of this sequence of reactions would
be the combining of four protons (hydrogen nuclei) to
form a single helium-4 nucleus. The only net difference
between this reaction and Bethe’s carbon cycle is the
amount of energy involved in the overall set of reactions.

Other fusion reactions include D-D and D-T reactions.
The former stands for deuterium-deuterium and involves
the combination of two deuterium nuclei to form a helium-
3 nucleus and a free neutron. The second reaction stands
for deuterium-tritium and involves the combination of a
deuterium nucleus and a tritium nucleus to produce a
helium-4 nucleus and a free neutron.

The term “less energy” used to describe Bethe's
choice of nuclear reactions is relative; however, since
huge amounts of energy must be provided in order to
bring about any kind of fusion reaction. In fact, the reason
that fusion reactions can occur in stars is that the tempera-
tures in their interiors are great enough to provide the
energy needed to bring about fusion. Because those tem-
peratures generally amount to a few million degrees,
fusion reactions are also known as thermonuclear (thermo =
heat) reactions. The heatto drive athermonuclear reaction
is created during the conversion of mass to energy during
other thermonuclear reaction.

Fusion bombs. From a military standpoint, the fusion bomb
had one powerful advantage over the fission bomb. For
technical reasons, there is a limit to the size one can make
a fission bomb. However, there is no technical limit on the
size of a fusion bomb. One simply makes the casing
surrounding the fission bomb larger. On August 20, 1953,
the Soviet Union announced the detonation of the world’s
first fusion bomb. It was about 1,000 times more powerful
than was the fission bomb that was dropped on Hiroshima
less than a decade earlier. Since that date, both the Soviet
Union (now Russia) and the United States have stockpiled
thousands of fusion bombs and fusion missile warheads.
The manufacture, maintenance, and destruction of these
weapons remain a source of scientific and geopoliti-
cal debate.

Possible peaceful uses for fusion. As research on fusion
weapons continued, attempts were also being made to
develop peaceful uses for nuclear fusion. The contain-
ment vessel problems remain daunting because at the
temperatures at which fusion occurs, known materials

Fusion

vaporize instantly. Traditionally, two general approaches
hold promise of possibly solving this problem: magnetic
and inertial containment.

One way to control hot plasma is with a magnetic
field. One can design such a field so that a swirling hot
mass of plasma within it can be held in a specified shape.
Other proposed methods of control include the use of
suspended microballoons that are then bombarded by the
laser, electron, or atomic beam to cause implosion. During
implosion, enough energy is produced to initiate fusion.

The production of useful nuclear fusion energy de-
pends on three factors: temperature, containment time,
and energy release. That is, it is first necessary to raise the
temperature of the fuel (the hydrogen isotopes) to a tem-
perature of about 100 million degrees. Then, it is neces-
sary to keep the fuel suspended at that temperature long
enough for fusion to begin. Finally, some method must be
found for tapping off the energy produced by fusion.

In late twentieth century, scientists began to explore
approaches to fusion power that departed from magnetic
and inertial confinement concepts. One such approach
was called the PBFA process. In this machine, electric
charge is allowed to accumulate in capacitors and then
discharged in 40-nanosecond micropulses. Lithium ions
are accelerated by means of these pulses and forced to
collide with deuterium and tritium targets. Fusion among
the lithium and hydrogen nuclei takes place, and energy is
released. However, the PBFA approach to nuclear fusion
has been no more successful than has that of more tradi-
tional methods.

In March of 1989, two University of Utah electro-
chemists, Stanley Pons and Martin Fleischmann, reported
that they had obtained evidence for the occurrence of
nuclear fusion at room temperatures (i.e., cold fusion).
During the electrolysis of heavy water (deuterium oxide),
it appeared that the fusion of deuterons was made possi-
ble by the presence of palladium electrodes used in the
reaction. If such an observation could have been con-
firmed by other scientists, it would have been truly revolu-
tionary. It would have meant that energy could be ob-
tained from fusion reactions at moderate temperatures.
The Pons-Fleischmann discovery was the subject of im-
mediate and intense scrutiny by scientists around the
world. It soon became apparent, however, that evidence
for cold fusion could not consistently be obtained by
other researchers. A number of alternative explanations
were developed by scientists for the apparent fusion re-
sults that Pons and Fleischmann believed they had ob-
tained and most researchers now assert that Pons and
Fleischmann’s report of “cold fusion” was an error and
that the results reported were due to other chemical re-
actions that take place during the electrolysis of the
heavy water.

In January 2003, the United States rejoined the Inter-
national Fusion Program, an international effort to con-
struct an experimental fusion reactor. Recent progress in

| 45 |

Encyclopedia of Espionage, Intelligence, and Security



Fusion

controlling plasmas and developing technologies for burn-
ing plasma reactors may eventually provide a workable
containment system.
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The term G-2refers to the intelligence staff of a unitin the
United States Army. It is contrasted with G-1 (personnel),
G-3 (operations), and G-4 (supply). In the navy, these
sections have their counterparts, each with an N-designa-
tion, while at the level of the Joint Staff, the sections use
the prefix J-.

The G-system, as well as the basic structure of mili-
tary intelligence and even the concept of an army general
staff, are surprisingly modern creations. Although George
Washington proved shrewd at gathering and using intelli-
gence in the American Revolution, it was only in 1885 that
the army formally instituted its Division of Military Infor-
mation under the Adjutant General’s Office.

European armies had meanwhile adopted the G-
designations, which originated in France. In 1903, the U.S.
Army implemented the concept of a permanent general
staff, and with it the four sections pioneered in Europe.
The Division of Military Information thus became G-2.

Interest in military intelligence grew during World
War |, which saw the formation of an intelligence division
under the War Department General Staff. The army also
instituted the use of staffs that included intelligence offi-
cers all the way down to the battalion level. This emphasis
on military intelligence, however, subsided after the
armistice.

The army treated the work of G-2 as a function that
any officer could fill, hence there was no need for any
permanent military intelligence organization. In 1950, Gen-
eral Dwight D. Eisenhower commented in an address to
the War College, “l think that officers of ability in all our
services shied away from the intelligence branch in the
fear that they would be forming dimples in their knees by
holding teacups in Buenos Aires or Timbuctoo.”

Although the army had developed a Military Intelli-
gence Division (MID) at the end of World War |, its re-
sources were limited, even during World War Il. At the
same time, the war finally saw the transfer of signals
intelligence from the signal corps to G-2. In a 1946 reor-
ganization of the army, MID was placed over the Army
Security Agency (ASA) and the Counter Intelligence Corps
(CIC), but in contrast to this emphasis on signals intelli-
gence, there was no command concerned with human
and imagery intelligence.

Those demands would be met in the postwar era,
which saw an explosion in the growth of G-2 functions.
Today, military intelligence is as critical a component of
army operations as logistics, and it may seem difficult to
imagine a time when commanders did not recognize
that fact.
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GAO (General Accounting
Office, United States)

The United States General Accounting Office, or GAO, is
anindependent agency charged with investigating expen-
ditures by the federal government, as well as activities
associated with those expenditures. The GAO issues some
1,000 reports a year, and since September 2001, its evalua-
tion of security measures undertaken by the federal gov-
ernment have provided a key means for assessing the
degree to which various agencies and departments are
prepared, or not prepared, for terrorist threats. The GAO,
which reports directly to Congress, is known as the “con-
gressional watchdog” for its role in overseeing federal
spending of taxpayer dollars.

The EdTlU GR0. In the aftermath of World War, government
accounting and financial management was in a state of
disarray. The war had brought unprecedented costs on
the federal government, which had expanded consider-
ably to accommodate its new role on the world stage, and
Congress lacked adequate means of reviewing budgets
and spending. To address the problem, in 1921, it passed
the Budget and Accounting Act, which created GAO as an
auditor independent of the executive branch.

The next major phase of government expansion at-
tended the implementation of President Franklin D. Roo-
sevelt's New Deal during the 1930s, and GAO grew apace.
Its workforce, including 1,700 employees in 1921, grew to
5,000 by 1940. With the coming of World War Il, the size of
government ballooned to proportions not seen even in
World War | or the Great Depression, and the growth of
GAO to 14,000 employees by 1945 reflected this. At the
same time, GAO administrators found themselves unable
to keep up with the ever-burgeoning paperwork, and this
forced a reconsideration of GAO practices at war’s end.

Reassessing its mission. Prior to the end of World War I, the
GAO had dutifully tracked every expenditure undertaken
by the federal government, but by 1945 it had become
clear that this practice was not working. GAO was awash
in a sea of paper, and the minutiae of regular accounting
had begun to obscure the larger picture of government
finances. The agency therefore set about transferring some
of its accounting functions, such as the checking of vouch-
ers, to the executive branch of the federal government.
Thereafter, its accounting role became more strategic
than tactical. Instead of reviewing every expense sheet,
the GAO began to oversee the financial control and man-
agement of federal agencies. In the late 1940s, it began to
work with the Department of the Treasury and the Bureau
of the Budget (which later became the Office of Manage-
ment and Budget), assisting the agencies of the executive
branch in improving their own accounting systems and
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controls. It thus, delegated the more detailed tasks, and
turned its attention to comprehensive auditing.

This reassessment of the GAO mission was reflected
in reduction of its payroll to fewer than 7,000. The GAO, in
fact, is one of the rare government agencies that actu-
ally decreased in size with the passage of time. Today
its employees number about 3,300, including experts in
program evaluation, law, accounting, economics, and
other areas.

The modern GAO. Despite the reduction in its numbers, the
GAO in the second half of the twentieth century expanded
its operations commensurate with the growth of govern-
ment that attended the early Cold War, the Great Society
and War on Poverty, Vietnam, and later developments.
The number of GAO offices around the country and around
the world has expanded, as has the range of specialties
among its employees. During the 1970s, GAO added sci-
entists, actuaries, and specialists in fields such as health
care, information systems, and public policy. In 1986, GAO
developed its own team of professional investigators,
many of whom have backgrounds in law enforcement.

Security and intelligence-related work has become
increasingly important to the GAO mission, particularly in
the atmosphere of heightened alert since the September
11,2001 terrorist attacks upon the United States. The GAO
has evaluated plans for the Department of Homeland
Security and other measures undertaken in the wake of
the terrorist attack, and has identified areas for improve-
ment in many aspects of security at the local, state, or
federal levels. In the fall 2002, for instance, the GAO
reported that 13 of the hijackers involved in the September
11 incidents had not been interviewed by U.S. consular
officials prior to the granting of visas. The GAO also
evaluated the measures taken by 24 of the largest federal
departments and agencies to protect their computers from
fraud, misuse, or cyberterrorism, and found that 14 of
these had failed to undertake appropriate measures for
the protection of their information systems.
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General Accounting Office. <http://www.gao.gov/> (Feb-
ruary 23, 2003).
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Gas Chromatograph-
Mass Spectrometer

1 LAURIE DUNCAN

The gas chromatograph-mass spectrometer (GC/MS) is
an instrument used to analyze the molecular and ionic
composition of chemical compounds. GC/MS technology
combines two widely used laboratory techniques: gas
chromatography (GC), which separates and identifies com-
pounds in complex mixtures, and mass spectrometry
(MS), which determines the molecular weight and ionic
components of individual compounds. The combination
of these two powerful tools into a single instrument—the
chemical separates produced by the gas chromatograph
become the input for the mass spectrometer—allows for
quick, precise analyses of solid, liquid and gaseous chemi-
cal compounds.

Scientists from a wide range of fields currently use
GC/MS to identify and analyze inorganic, organic, and bio-
organic chemicals. Academic researchers have long used
either gas chromatography or mass spectrometry to as-
sess experimental outcomes, analyze biochemical reac-
tions, and age-date geological samples; many of these
theoretical and experimental scientists have adopted the
newer, more precise, and faster GC/MS technology to
replace the two separate instruments. Industrial applica-
tions of GC/MS include pharmaceutical drug discovery
and testing, process monitoring in the petroleum, chemi-
cal, and pharmaceutical industries, and identification of
unknown chemicals in applied forensic, military, and envi-
ronmental sciences.

Gas chromatography is a technique for separating
closely-related compounds (solutes) from a liquid or gase-
ous mixture. (Solids must be vaporized or liquefied before
analysis.) GC is most commonly used to separate and
detect volatile and semi-volatile organic compounds (VOCs
and SVOCs) with molecular weights less than 500 atomic
mass units (amu). Although chemists have probably used

Gas Chromatograph-Mass Spectrometer

rudimentary chromatography to separate mixtures since
the Middle Ages, the modern chromatograph was not
developed until 1941 when British biochemists Archer
Martin and Richard Synge invented a chromatographic
method that allowed for precise partitioning and detec-
tion. Martin and Synge were awarded the 1952 Nobel Prize
in chemistry for their efforts.

The GC component of a GC/MS system includes a
carrier gas supply, a sample introduction inlet, a cap-
illary column coated with a stationary liquid or solid,
and an outlet to the detection system, in this case a
mass spectrometer. To begin analysis, a GC/MS techni-
cian vaporizes the sample, or analyte, and introduces it
into the chromatograph by syringe injection through a
rubber septum. A flow of inert carrier gas like helium,
argon, or nitrogen moves the analyte into the separa-
tion column. Partitioning occurs as the gaseous compo-
nents of the original analyte assume different velocities
when confronted with the column’s liquid or solid coat-
ing. Partitioning behavior is temperature-dependent, and
precise temperature control is an important part of the
GC process. A filter removes the separated compounds
from the carrier gas at the end of the column before they
are fed into the mass spectrometer for individual

analysis.

Mass spectrometry is a method of determining the
molecular weights of a chemical compound’s component
ions. (lons are electrically charged atoms or groups of
atoms, and sub-particles of molecules.) The MS instru-
ment, known as the “smallest scale in the world”, pro-
vides a graph, or mass spectrum, with peaks that indicate
the relative amount of each type of ion within a com-
pound. Today’'s MS systems are based on Sir J. J.
Thomson's research at the Cavendish Laboratory at the
University of Cambridge. Thomson discovered the elec-
tron in 1897, and went on to observe that the parabolic
paths of ions traveling through electrical and magnetic
fields vary according to the ions’ mass-to-charge (m/z)
ratios. His experimental instruments were the first mass
spectrometers, and he was awarded the 1906 Nobel Prize
in physics for his discoveries.

MS instrumentation has become increasingly accu-
rate and complex since Thomson’s time, but the principles
of the technique and its basic components have remained
the same. The MS component of a GC/MS system includes
a sampleinlet into a vacuum-sealed chamber that houses
anionization source, a mass analyzer, and an ion detector.
In a GC/MS system the input sample is always a chemi-
cally homogenous gas produced by the GC component
that can be introduced directly to the ionizer. Once ionized,
the partitioned compound moves into the mass analyzer
where the ions travel through an electrical or magnetic
field that sorts them according to their m/z ratios. The
detector measures the beam of now-separated ions arriv-
ing at the end of the analyzer, and converts changes in its
intensity to produce the mass spectrum. A sample’s mass
spectrum is then displayed, catalogued, and compared to
a library of known mass spectra by a computer data
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A researcher at the Environmental Technology Group at Pennsylvania State University holds a Suma canister, a device used to collect air samples, in front of a
cryogenic concentrator and gas chromatograph that is used to analyze the sample. AP/WIDE WORLD PHOTOS.

system. For many applications, environmental monitor-
ing or drug testing at sporting events, for examples, an
unknown sample can be identified using a fairly short list
of possible spectra. Other applications, like theoretical
chemistry, organic chemistry, or planetary exploration
may require an enormous library of possible molecules
for identification, and may even produce previously un-
known molecules.

Improvements in the individual GC and MS compo-
nents, electronic automation, and computer data analysis
and storage have led to machines that can analyze ever
more complex, fragile, and tiny chemical components;
GC/MS can now be used to quickly analyze proteins, DNA,
and even viruses, and has become acommon technique in
molecular biology and medical science. GC/MS instru-
ments are also becoming smaller and less expensive, and
field laboratory and even portable, suitcase-sized systems
that can be used to analyze forensic samples, environ-
mental contaminants, and unknown agents of chemical
and biological warfare on site now exist. Remotely oper-
ated GC/MS systems are planned components of future
space exploration expeditions that hope to characterize
the chemical makeup of extra-terrestrial environments,
and to search for organic material elsewhere in our so-
lar system.
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General Services
Administration, United States

The General Services Administration (GSA) is one of the
three central management agencies of the federal govern-
ment, along with the Office of Personnel Management and
the Office of Management and Budget. It affects almost
$66 billion in federal spending, or about a quarter of total
procurement dollars at the government’s disposal, and
manages assets collectively valued at almost $500 billion.
Its mission is to support federal employees by securing
the buildings, equipment, and property they need.

EdTlU 10leS. GSA was the result of a study conducted in the
1940s by a commission under the direction of President
Herbert Hoover. Charged with developing a means to
enhance the effectiveness of administrative services pro-
vided by the federal government, the Hoover Commission
recommended that the government disband four small
agencies and consolidate them into a single large office.
The result was GSA, created by the Federal Property and
Administrative Services Act, which President Harry S.
Truman signed into law on July 1, 1949.

The functions of the early GSA included many re-
tained by the agency today, as well as others that have
either fallen by the wayside or been transferred to other
parts of the federal government. It oversaw emergency
management functions that were transferred to the Fed-
eral Emergency Management Agency in 1979; kept na-
tional archives that were moved to the National Archives
and Records Administration in 1985; and stockpiled stra-
tegic materials that would be in short supply during
wartime, a function given over to the Department of
Defense in 1988.

G6SA and government infrastructure. GSA in the early years
also had a number of exotic roles, including management
of hemp plantations in South America. On the other hand,
the first two decades of GSA’s life also saw the introduc-
tion of operations that would become integral to its mis-
sion over the years that followed. In 1954, GSA estab-
lished the first federal motor pool, and in 1959 created the
Federal Procurement Regulation System. In the early 1960s
GSA—which in 1957 had been the first federal agency to
use the term “telecommunication system”—initiated the
federal intercity telecommunications system.

In 1962, a GSA committee recommended to President
John F. Kennedy that a number of government buildings
in Washington, D.C., needed to be updated or replaced,
and thus began a massive federal construction program.
Ten years later, in 1972, GSA established the Federal
Buildings Fund to pay for the maintenance, operation,
renovation, and construction of federal buildings through
the rental income paid to GSA by federal tenants.

General Services Administration, United States

One of the most visible aspects of GSA as it relates to
the public appeared in 1970, with the establishment of the
Consumer Information Center, whose many pamphlets
and television commercials made its Pueblo, Colorado,
distribution center famous around the country. In 1972,
the agency created its Automated Data and Telecommuni-
cations Service, today known as the Federal Technology
Service. GSA in 1984 began issuing its own credit cards,
which federal employees use for small work-related pur-
chases, as well as travel expenses. GSA opened its first
child care center in 1987, and by the beginning of the
twenty-first century managed some 111 centers in which
7,600 children of government employees were cared for
while their parents worked—often in the same building.

Beginning with the creation of the Office of Federal
Management Policy in 1973, GSA acquired a number of
policymaking functions, which in 1995 were consolidated
in the Office of Government-wide Policy. GSA in the 1990s
was a leading proponent of new technology and practices,
encouraging the use of telecommuting and introducing
government employees to both the Internet and intranets.

6SA t[lﬂdu. Among the most important of GSA’s functions
is its role in new government construction, which gained
an added security dimension in the wake of the 1995
Oklahoma City bombings. As a result, GSA undertook a
series of studies directed toward ensuring increased secu-
rity for buildings. By the time of the 2001 terrorist inci-
dents, GSA had begun to put some of these recommenda-
tions into place. For example, the portion of the Pentagon
damaged by terrorists on September 11, 2001 had been
recently remodeled with new measures in mind, a factor
that probably saved a number of lives.

In its Design Excellence Program, GSA has worked
with anumber of leading architects from the private sector
on public buildings ranging from courthouses—it has
built or renovated court facilities in some 160 locations
since the mid-1990s—to the Ronald Reagan Building and
the International Trade Center. GSA also manages secu-
rity in many of the more than 8,300 government-owned or
-leased buildings it manages.

Today GSA controls a fleet of some 170,000 vehicles,
and manages information technology products ranging
from laptop computers to vast computer systems. The
majority of its operating funds come from rental of the
products, services, and properties it provides, and only
one percent of its budget comes through congressional
appropriations.
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Genetic Code

Although the genetic code is not a “code” in the sense
normally used in intelligence and espionage terminology,
afundamental understanding of the genetic code is essen-
tial to understanding the molecular basis of advanced
DNA and genetic tests that are increasingly important in
forensic science and identification technology.

The genetic information that is passed on from parent
to offspring is carried by the DNA of a cell. The genes on
the DNA code for specific proteins that determine appear-
ance, different facets of personality, health etc. In order for
the genes to produce the proteins, it must first be tran-
scribed from DNA to RNA in a process known as transcrip-
tion. Thus, transcription is defined as the transfer of ge-
netic information from the DNA to the RNA. Translation is
the process in which genetic information, carried by mes-
senger RNA (mRNA), directs the synthesis of proteins
from amino acids, whereby the primary structure of the
protein is determined by the nucleotide sequence in
the mRNA.

The genetic code is the set of correspondences be-
tween the nucleotide sequences of nucleic acids such as
deoxyribonucleic acid (DNA), and the amino acid sequences
of proteins (polypeptides). These correspondences en-
able the information encoded in the chemical components
of DNA to be transferred to the ribonucleic acid messen-
ger (mMRNA) and then used to establish the correct se-
quence of amino acids in the polypeptide. The elements of
the encoding system, the nucleotides, differ by only four

| 52 |

different bases. These are known as adenine (A), guanine,
(G), thymine (T) and cytosine (C), in DNA or uracil (U) in
RNA. Thus RNA contains U in the place of C and the
nucleotide sequence of DNA acts as a template for the
synthesis of acomplementary sequence of RNA, a process
known as transcription. For historical reasons, the term
genetic code in fact refers specifically to the sequence of
nucleotidesin mRNA, although today itis sometimes used
interchangeably with the coded information in DNA.

Proteins found in nature consist of 20 naturally occur-
ring amino acids. One important question is, how can four
nucleotides code for 20 amino acids? This question was
raised by scientists in the 1950s soon after the discovery
that the DNA comprised the hereditary material of living
organisms. It was reasoned that if a single nucleotide
coded for one amino acid, then only four amino acids
could be provided for. Alternatively, if two nucleotides
specified one amino acid, then there could be a maximum
number of 16 (4?) possible arrangements. If, however,
three nucleotides coded for one amino acid, then there
would be 64 (4°) possible permutations, more than enough
to account for all the 20 naturally occurring amino acids.
The latter suggestion was proposed by the Russian born
physicist, George Gamow (1904-1968) and was later proved
to be correct. It is now well known that every amino acid is
coded by at least one nucleotide triplet or codon, and that
some triplet combinations function as instructions for the
termination or initiation of translation. Three combina-
tionsin tRNA, UAA, UGA and UAG, are termination codons,
while AUG is a translation start codon.

The genetic code was solved between 1961 and 1963.
The American scientist Marshall Nirenberg (1927-), work-
ing with his colleague Heinrich Matthaei, made the first
breakthrough when they discovered how to make syn-
thetic mMRNA. They found that if the nucleotides of RNA
carrying the four bases A, G, C and U, were mixed in the
presence of the enzyme polynucleotide phosphorylase, a
single stranded RNA was formed in the reaction, with the
nucleotides being incorporated at random. This offered
the possibility of creating specific mRNA sequences and
then seeing which amino acids they would specify. The
first synthetic mMRNA polymer obtained contained only
uracil (U) and when mixed in vitro with the protein syn-
thesizing machinery of Escherichia coli it produced a
polyphenylalanine—a string of phenylalanine. From this it
was concluded that the triplet UUU coded for phenylalanine.
Similarly, a pure cytosine (C) RNA polymer produced only
the amino acid proline, so the corresponding codon for
cytosine had to be CCC. This type of analysis was refined
when nucleotides were mixed in different proportions in
the synthetic mRNA and a statistical analysis was used to
determine the amino acids produced. It was quickly found
that a particular amino acid could be specified by more
than one codon. Thus, the amino acid serine could be
produced from any one of the combinations UCU, UCC,
UCA, or UCG. In this way the genetic code is said to be
degenerate, meaning that each of the 64 possible triplets
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Genetic testing showed that this skull belonged to Martin Bormann, Hitler's private secretary. Bormann, who was missing and sentenced in absentia for war
crimes at the Nuremberg trials of 1946, is shown in the photo at right. ApwWIDE WORLD PHOTOS.

have some meaning within the code and that several
codons may encode a single amino acid.

This work confirmed the ideas of the British scientists
Francis Crick (1916-) and Sydney Brenner (1927-). Bren-
ner and Crick were working with mutations in the bacterial
virus bacteriophage T4 and found that the deletion of a
single nucleotide could abolish the function of a specific
gene. However, a second mutation in which a nucleotide
was inserted at a different, but nearby position, restored
the function of that gene. These two mutations are said to
be suppressors of each other, meaning that they cancel
each other’s mutant properties. It was concluded from this
that the genetic code was read in a sequential manner
starting from a fixed point in the gene. The insertion or
deletion of a nucleotide shifted the reading frame in which
succeeding nucleotides were read as codons, and was
thus termed a frameshift mutation. It was also found that
whereas two closely spaced deletions, or two closely

spaced insertions, could not suppress each other, three
closely spaced deletions or insertions could do so. Conse-
quently, these observations established the triplet nature
ofthe genetic code. The reading frame of a sequence is the
way in which the sequence is divided into the triplets and
is determined by the precise point at which translation is
initiated. For example, the sequence CATCATCAT can be
read CAT CAT CAT or CATC ATCAT or CATCATCA T in
the three possible reading frames. Sometimes, as in par-
ticular bacterial viruses, genes have been found that are
contained within other genes. These are translated in
different reading frames so the amino acid sequences of
the proteins encoded by them are different. Such econ-
omy of genetic material is, however, quite rare.

The same genetic code appears to operate in all living
things, but exceptions to this universality are known. In
human mitochondrial mMRNA, AGA and AGG are termina-
tion or stop codons. Other differences also exist in the
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correspondences between certain codon sequences and
amino acids.
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Genetic Information: Ethics,
Privacy, and Security Issues

I CONSTANCE K. STEIN

Genetic information refers to all of the known genetic data
for all organisms, but it can also refer to the genetic make-
up of one individual or one family. Initially, genetics was
highly statistical and relied on the expression of particular
characters in various family members to determine a
pattern of inheritance and estimate risks of recurrence.
However, the field has become much more complicated
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with the accumulation of data on over 10,000 genes that
have been associated with human disease or phenotypic
variation. It is now possible to identify individuals using
genetic markers (DNA fingerprinting) and to predict with
relative confidence that certain persons will have particu-
lar genetic diseases or features while others will be dis-
ease free. The data collected have improved diagnosis
and treatment of some diseases, but this has also led to a
series of ethical, privacy and security issues including
concerns about what types of genetic testing are nec-
essary, who should have access to the information af-
ter the testing is complete, and how that information
should be used.

One of the great benefits of genetics has been the
ability to uniquely identify individuals. In criminal cases, it
is now possible to examine a crime scene specimen and
directly connect it to a suspect. Molecular genetic tech-
nologies have also proven useful in the identification of
human remains from plane crashes, the World Trade
Center disaster, and a set of bones from the Tomb of the
Unknown Soldier. Genetic identification has proven so
robust that the United States Armed Forces now routinely
maintains genetic profiles on all service personnel to
facilitate identification. In addition, some metropolitan
police units are offering DNA identity testing for children if
the parents wish to have profiles of their children placed in
a database in case of a future tragedy.

Whenever such genetic information is collected and
stored, the issue of security becomes paramount. Data-
bases must be very secure, and only authorized individu-
als should access the data, and then only with subject
consent and when it's absolutely necessary. Password
protection, restricted access, and encryption of data may
be employed to assure confidentiality. It is also possible to
set up a coding system whereby an individual’s name is
assigned a code, and the genetic results are only linked to
the code number. The code and the key list must then be
filed in separate secure locations.

Ethical considerations have also multiplied with the
increase in genetics knowledge. Although it is now often
possible to tell an individual that he or she will have a
genetic disease, that person may not want to know that
information. The primary concerns regarding genetic test-
ing are both social and financial. Many people are fright-
ened that a positive finding on a genetic test will result in
discrimination and ostracism because they will be consid-
ered abnormal. There is also a very real concern that
genetic test information may result in loss of or inability to
get insurance or a job. Another issue is quality of life. If a
testis done on a 20 year old who is then told that he or she
will have a debilitating disease starting about the age of
45, how will that affect him or her psychologically? Regard-
ing personal autonomy, should children be tested for late
onset diseases or should testing be delayed until an indi-
vidual is old enough to make his or her own decision about
it? Because genetic diseases are typically inherited, identi-
fication of a disease causing mutation in one person may
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mean that other family members are at risk for the dis-
ease. Should genetic information be shared within fami-
lies, and, if so, how should that be accomplished keeping
an individual’s autonomy in mind? Should prenatal ge-
netic testing be done, and if a mutation for a deleterious
disease is found, how should that pregnancy be handled?
For serious diseases, should population-screening tests
be mandated so that affected individuals are recognized
and appropriate treatment can be rendered? Should popula-
tion screening be done for all identifiable diseases or only
those for which treatment is available?

At the present time, there is no one answer to any of
these very difficult ethical questions. Each person must
approach the problem in his or her own way. Most experts
agree that a person’s genetic information should be pri-
vate, and that, following counseling to explain the reason
for and consequences of the test in question, individuals
should be allowed to chose when and which tests are
done and with whom the results are shared. Only tests of
proven reliability and significance should be performed,
and results should be interpreted and utilized by trained
personnel. Tests for late onset diseases are usually re-
stricted to persons old enough to understand the ramifica-
tions of the assay and the disease. The number and type of
population screening tests currently being done is limited
and only involves those diseases for which some type of
treatment is available. These principles continue to be
tested as new genes are identified, and the use of genetic
information becomes increasing important in diagnosis.

The next challenge is to keep all of the information
collected confidential. A standard “release of medical
information” will include the results of genetic tests as
one element of the total package. Insurance companies
frequently review a person’s medical records before issu-
ing a policy, but individuals with documented genetic
disorders are considered high risks, and, so could be
refused coverage. Employers may also decline to hire
someone with a genetic “defect”, fearing the employee
may not be able to do the job. Alternatively, a genetic
disease that does not affect a person’s performance may
still be a liability by increasing the health insurance premi-
ums for everyone in the group policy. Recent new legisla-
tion has provided some protection against wholesale re-
lease of medical information, but this is not foolproof, and
it is still possible for genetic data to get into the wrong
hands. It has been suggested that some form of socialized
medicine in the United States may be needed to give
everyone equal protection and reduce the negative impact
of a genetic diagnosis.

One final area of concern is research. Although the
Human Genome Project has been completed, researchers
are now attempting to isolate all of the genes present,
determine their function, and identify mutations that lead
to disease. Currently, individuals with rare diseases are
recruited to participate in studies aimed at finding their
disease gene, developing drugs to treat that disease, and
testing those drugs for efficacy. In order to protect against

Genetic Information: Ethics, Privacy, and Security [ssues

the unauthorized use of patient samples or the release of
sensitive genetic information, the United States Code of
Federal Regulations has established guidelines that are
overseen by the Office for Human Research Protection. All
participants must sign an informed consent, and speci-
mens must be either anonymized or a coding system must
be set up so that subjects and their genetic results cannot
be easily connected. As a result, research protocols tend
to have a very high level of security for their data.

Education may be the single most helpful tool in
alleviating the concerns that surround the storage and use
of genetic information. As the public becomes more aware
of genetic principles, misunderstandings and misuse are
lessening. Genetic counseling and access to the Internet
are proving to be extremely valuable methods of provid-
ing the needed pieces of information.
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Molecular Biology: Applications to Espionage, Intelligence
and Security

1 BRYAN COBB

Deoxyribonucleic acid (DNA), or an organism’s genetic
material—inherited from one generation to the next—
holds many clues that have unlocked some of the myster-
ies behind human behavior, disease, evolution, and ag-
ing. As technological advances lead to a better under-
standing of DNA, new DNA-based genetic technologies
will emerge. Recent advances in genetic and DNA technol-
ogy, including cloning, PCR, recombinant DNA technol-
ogy, DNA fingerprinting, gene therapy, DNA microarray
technology, and DNA profiling, have already begun to
shape medicine, forensic sciences, environmental sciences,
and national security.

In 1956, the structure and composition of DNA was
elucidated and confirmed previous studies more than a
decade earlier demonstrating DNA is the genetic material
that is passed down from one generation to the next. A
novel tool called PCR (polymerase chain reaction) was
developed not long after DNA was descovered. PCR repre-
sents one of the most significant discoveries orinventions
in DNA technology and it led to a 1993 Nobel Prize award
for American born Kary Mullis (1949-).

PCR is the amplification of a specific sequence of DNA
so that it can be analyzed by scientists. Amplification is
important, particularly when it is necessary to analyze
a small sequence of DNA in quantities that are large
enough to perform other molecular analyses such as DNA
sequencing. Not long after PCR technology was devel-
oped, genetic engineering of DNA through recombinant
DNA technology quickly became possible. Recombinant
DNA is DNA that has been altered using bacterial derived
enzymes called restriction endonucleases that act like
scissors to cut DNA. The pattern that is cut can be matched
to a pattern cut by the same enzymes from a different DNA
sequence. The sticky ends that are created bind to each
other and a DNA sequence can therefore be inserted into
another DNA sequence.

Restriction endonucleases are also important in ge-
netic fingerprinting. In this case, enzymes that recognize
specific DNA sequences can produce fragments of DNA
by cutting different parts of a long strand of DNA. If there
are differences in the sequence due to inherited var-
iation—meaning that there are extra DNA or specific se-
quences altered such that the restriction enzymes no
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longer recognize the site, variable patterns can be pro-
duced. If these patterns are used to compare two different
people, they will have a different fragment pattern or
fingerprint. Genetic fingerprinting can be used to test for
paternity. In forensics, genetic fingerprinting can be used
to identify a criminal based on whether the person’s
unique DNA sequence matches to DNA extracted from a
crime scene. This technology can also allow researchers
to produce genetic maps of chromosomes based on these
restriction enzyme fingerprints. Becasue there are many
different enzymes, many different fingerprints can be
ascertained.

Recombinant DNA technology can also be applied to
splicing genes into molecular devices that can transport
these genes to various cellular destinations. This tech-
nique, also called gene therapy, has been used to deliver
corrected genes into individuals who have defective genes
that cause disease. Gene splicing has also been applied to
the environment as well. Various bacteria have been ge-
netically modified to produce proteins that break down
harmful chemical contaminants such as DDT. Currently,
scientists are investigating the application of this technol-
ogy to produce genetically engineered plants and crops
that can produce substances that kill insects. Similarly,
fruits can be engineered to have genes that produce
proteins that slow the ripening process in an effort to
extend their shelf life.

DNA microarray technology, also known as the DNA
chip, is the latest in nanotechnology that allows research-
ers to study the genome in a high throughput manner. It
can be used for gene expression profiling which gives
scientists insights into what genes are being up or down-
regulated. Various genetic profiles can be determined in
order to estimate cancer risk or to identify markers that
may be associated with disease. It has the ability only to
detect changes in gene expression that are large enough
to be detected above a baseline level. Therefore, it does
not detect subtle changes in gene expression that might
cause disease or play arole in the development of disease.
It can also be used for genotyping, although clinical diag-
nostic genotyping using microarray technology is still
being investigated.

Genes from other species can also be used to add
new traits to a particular organism. For example, bacteria,
mice, and plants have all had luminescent (light glowing)
genes from jelly fish added to their genomes. Another
reason for adding genes to a foreign organism is to manu-
facture various nutritional or pharmaceutical products.
Some cows have been modified so that they can produce
human insulin or vitamins in their milk in bulk. Pigs have
been modified to overcome a number of transplantation
problems so that some limited transplantation of organs
can be carried out from pigs to humans, also called
xenotransplantation.

DNA technology is a relatively new area of research
with enormous controversy. It will likely continue to be a
large part of public debate and have an impact on every
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aspect of medical diagnostics, therapeutics, forensics, ge-
netic profiling, and potential weapons development.
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Genomics is the study of genes and their function in
relation to the environment. In contrast to genetics, which
focuses on genes and inheritance, the goal of genomics is
to understand genes, their products and how, when, and
why these products are synthesized.

The genome of every organism is the collection of the
genetic information contained in the DNA (deoxyribonu-
cleic acid). DNA is a molecule consisting of long strands of
four different molecules called nucleotides: adenine,
cytosine, guanine and thymine or A, C, G and T, as they
appear in published sequences. The strands of DNA are
paired so that A on one strand always correspondsto T on
the opposite strand and similarly, C always corresponds to
G. These paired strands of DNA are further twisted into the
conformation of a double helix. A functional unit of DNA is
called agene.Inagene, the sequence of A,C,G,and Tona
strand of DNA specifies the sequence of amino acids that
make up a protein. In order for a specific protein to be
synthesized, the DNA in a gene is first transcribed to
messenger RNA (ribonucleic acid), which is similar to

DNA, but single stranded. The messenger RNA is then
translated into a sequence of amino acids. In this process,
three nucleotides of DNA, for example CGT, are tran-
scribed into three nucleotides of messenger RNA, in this
case GCA, which code for one amino acid, in this case
alanine. Proteins and products of proteins are fundamen-
tally responsible for all cellular behavior. Protein function
is altered by changes in the sequence of amino acids.
Genomics investigates how variations in genes affect
protein structure and function throughout the life of a cell.

The field of qenomics. Although it is a young and evolving
field, genomics generally includes at least three key re-
search areas: bioinformatics, proteomics and structural
genomics. Masses of DNA sequence data have accumu-
lated though projects like the Human Genome Project, the
Mouse Genome Project and over 40 microbial genomes
have been sequenced. Not all DNA is made up of genes. In
humans, forexample, only about 3% of the DNA is actually
genes. Some of this non-coding DNA is used by enzymes
as markers indicating the beginning and ends of genes.
Some of it, the so-called junk DNA, may not have any
function at all. Using statistical tools and data-mining
techniques, the field of bioinformatics attempts to identify
genes in the DNA and to determine the relationships
among genes in different individuals. Although the DNA
in organisms is essentially constant throughout their lives,
the kinds and amounts of proteins that are synthesized at
any instant are subject to much variation. The field of
proteomics investigates which proteins are expressed at
what stagesin an organism’s life and exactly how and why
these proteins are expressed. Translating a sequence of
DNA to its corresponding amino acid sequence is only the
beginning of understanding the function of a protein.
Many amino acid chains are modified after they are syn-
thesized and protein structure changes depending on en-
vironmental conditions, e.g. heat, pH or association with
other molecules. The study of structural genomics at-
tempts to unravel the molecular structures that result
from a sequence of DNA.

HD]]“C&”UIIS of l]EﬂUTTIiCS. One of the most promising appli-
cations of genomics is improving the ability to fight dis-
eases. Many diseases, such as sickle cell anemia, cystic
fibrosis and Huntington’s disease, are caused by abnor-
malities in the sequence of DNA that codes for a specific
protein or proteins. Genomics will be able to help in both
the diagnosis of these diseases and the treatment of these
conditions. It is estimated that only about 500 molecules
are actually targeted by drugs currently available. Genomics
will hopefully lead to an increase in the number of drug
targets used in pharmaceuticals. It may also provide infor-
mation on the genetic basis for side effects and the effec-
tiveness of treatments that can be used to tailor prescrip-
tions for individuals. Two specific types of gene therapies
have been advanced. Somatic cell therapy involves the
insertion of therapeutic genes into specific cells in the
body. This will hopefully allow those cells to synthesize
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proteins that they are unable to produce or to turn off
genes that are overexpressed. Germ line therapy involves
the insertion of normal genes into an egg cell, with the
hope that the normal gene will be incorporated in to the
genome of the offspring and that a genetic disease will not
be inherited.

In addition to their importance in medicine, bacteria,
viruses and fungi play key roles in agriculture. Because
their genomes are small, the genomes of at least 40
species of microorganisms have been sequenced. Under-
standing the genomics of these organisms has the poten-
tial to improve crop yields, decrease damage done by pest
species and increase the nutritional value of food. As part
of their metabolism, some microorganisms have the abil-
ity to break down harmful products and to produce energy
as a product. Understanding the gene products involved
in these transformations may lead to industrial uses, with
the potential for solving different types of environmental
problems and providing new energy sources.

MiliTaru uses of l]EHUmiCS. Identifying the genes and gene
products in the organisms that lead to disease in humans
will lead to the development of treatments for these dis-
eases. Characterizing genes responsible for diseases will
likely lead to the development of new antibiotics and other
drugs used to treat diseases caused by biological warfare.
It can also reveal methods for combating drug resistance
and preventing the use of this phenomenon by oppo-
nents. Genomics should also provide new techniques for
identifying biological agents on the battlefield. One of the
most promising technologies is the biochip or DNA chip,
which is a microarray of molecular probes on a silicon chip
that specifically bind to the DNA of biological threats.
Once bound, the DNA is then detected using a fluorescent
signal. These arrays identify genes that are active in cells,
and indicate if a particular immune response is occurring.
In the case of a biological attack, this can provide quick,
detailed information about the course of the infection to
medical personnel.
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Geology and topography have placed important constraints
on military operations since the beginning of organized
warfare. The movement of troops on foot, on horseback,
or in motorized vehicles can be hindered by topography
and soil conditions. Bedrock type and strength are impor-
tant factors in the construction of fortifications, the availa-
bility of groundwater supplies can control the location of
military installations, and mountainous terrain can offer
cover to guerilla forces or small groups of operatives. The
collection and analysis of geologic information relevant to
military operations falls into the discipline of military
geology, and military geologic information is often re-
ferred to as terrain intelligence.

Two people with knowledge of geology are reported
to have participated in Napoleon’s invasion of Egypt in
1798. The first military operation guided by terrain analy-
sis, however, was the defeat of Napoleon’s troops near the
Katzback River in Silesia by the Prussian general von
Blucher in 1813. In 1823, the United States Military Acad-
emy became one of the first institutions of higher learning
to offer instruction in geology. Geologic and topographic
considerations continued to play an important role in
military operations throughout the nineteenth century, for
example at the Battle of Gettysburg in 1863. Union sol-
diers occupied boulder covered terrain underlain by a
hard igneous rock known as diabase, which provided
protection from Confederate soldiers advancing unpro-
tected through flat fields underlain by softer shale and
sandstone. The first extensive use of geology in military
operations was probably during the Russo-Japanese War
(1904-1905), when the Russian Army used geologists to
provide advice on the construction of fortifications. The
use of geologic information became commonplace during
World War | and World War Il, and included the creation of
a military geology branch within the United States Geo-
logical Survey. The United States Army Topographic En-
gineering Center and the National Imagery and Mapping
Agency (NIMA) currently provide a variety of products and
services directly related to terrain intelligence.

One of the principal concerns of military geologists is
trafficability, or the ease with which a landscape can be
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traversed by troops. An assessment of trafficability re-
quires knowledge of soil types (which are in turn con-
trolled by the underlying bedrock type); the physical,
chemical, and biological soil forming processes at work in
an area; and meteorological conditions. Arctic areas un-
derlain by permafrost, for example, may be trafficable in
winter but impassible in summer when the upper portion
melts. Likewise, desert lakebeds known as playas may be
trafficable when dry but impassible after a short rain-
storm. Trafficability can in some cases be assessed using
published topographic maps, geologic reports, and soil
surveys. In other cases, reconnaissance forces can use
specialized trafficability instrument kits to conduct soil
tests and obtain detailed information along potential routes.

Satellite or aircraft-based remote sensing technology
can provide the information for terrain analysis and
trafficability studies in denied or otherwise inaccessible
areas. For example, multispectral satellite imagery can be
used to remotely map soil and rock types based on the
spectral reflectance of minerals. High-resolution satellite
imagery can also be used to visually interpret geologic
and topographic conditions. The Shuttle Radar Topogra-
phy Mission, flown in February 2000, used synthetic aper-
ture radar to produce an elevation data set covering 80%
of Earth’s land surface. The elevation data can be used to
create topographic maps or three dimensional images of
inaccessible areas for use in terrain analysis, virtual real-
ity based training, flight simulators, and other military
applications.

Manual terrain analysis is time consuming and re-
quires the expertize of a trained specialist. The result is
typically a map on which terrain is classified into three
categories based upon trafficability: go, slow-go, and no-
go. Current research is aimed at the creation of computer
expert systems that will be able to combine map layers
showing roads, soil types, topography, rivers, vegeta-
tion, and land use to produce probabilistic estimates of
trafficability for specific vehicle types and weather condi-
tions. These results will include estimates of the reliability
of calculated trafficability values.

Geology also plays an important role in the surviva-
bility or penetrability of fortifications and facilities, par-
ticularly those constructed underground. Information about
geology, particularly the strength of different rock types, is
used in the design of underground structures that must
resist conventional attack. Likewise, information aboutthe
geologic setting of an enemy facility can be used to select
weapons and methods of attack that are most likely to be
successful.
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Geospatial imagery encompasses a wide range of graphi-
cal products that convey information about natural phe-
nomena and human activities occurring on Earth’s sur-
face. The term can include color and panchromatic (black
and white) aerial photographs, multispectral or
hyperspectral digital imagery (including portions of the
electromagnetic spectrum that lie beyond the range of
human vision), and products such as shaded relief maps
orthree-dimensional images produced from digital eleva-
tion models. A related term, geospatial intelligence, de-
scribes the use of geospatial imagery for intelligence,
security, or defense purposes.

The earliest form of geospatial imagery was aerial
photography, which consists of photographs taken from
an airborne or spaceborne camera. Aerial photographs
can be taken either vertically, which is preferred if the
photographs are to be used to prepare maps of an area, or
obliquely. Overlapping vertical aerial photographs can be
viewed stereoscopically to obtain a three-dimensional
effect that can be useful for topographic or geologic analy-
sis, and also used to create topographic maps. Another
common form of geospatial imagery is the multispectral
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or hyperspectral image, which can resemble a color pho-
tograph. Instead of being created by the interaction of
visible spectrum light with chemicals, however, modern
multispectral and hyperspectral images are created by
measuring the response of an electronic sensor to a par-
ticular portion, or band, or the electromagnetic spectrum.
The bands sampled by a sensor can extend far beyond the
portion of the spectrum visible to the human eye; hence
multispectral and hyperspectral imagery has the potential
to convey much more information than a traditional pho-
tograph. Whereas multispectral images may consist of
several bands, (perhaps representing infrared, red, green,
and blue light), hyperspectral images can include infor-
mation from more than 200 bands. Multispectral and
hyperspectral bands that fall outside the range of human
vision must be assigned colors if they are to be seen by
humans. The resulting images are known as false color
images because their chosen colors represent the inten-
sity of the sensor response to invisible wavelengths, not
wavelengths corresponding to the colors on the printed
image. Synthetic aperture radar (SAR) images consist of
information obtained by instrument that actively emits a
radio signal rather than passively sensing naturally re-
flected radiation. SAR technology can be used to generate
detailed topographic maps of Earth’s surface from space,
even in areas covered by clouds.

The resolution of geospatial imagery has increased
over time. Keyhole intelligence satellites, which have been
launched by the United States since the early 1960s,
currently have a resolution on the order of 2 cm (although
no images of this resolution have been released to the
public). The resolution of geospatial imagery currently
available to the public is far less than that of classified
intelligence imagery. The Landsat 1 satellite, launched in
1972, had a resolution of 80 m. Landsat 7, launched in
1999, has resolutions of 15 m for panchromatic images, 30
m for six multispectral bands, and 60 m for its thermal
band. The French SPOT 5 satellite obtains images ranging
in resolution from 5 m for panchromatic to 20 m for
infrared. The commercial Quickbird satellite, which was
launched in 2001, provides commercially available im-
agery with 61 cm panchromatic and 2.44 m multispectral
resolution. The commercial IKONOS satellite, launched in
1999, can produce 1 m resolution color images.

Within the United States, the National Imagery and
Mapping Agency (NIMA) is the single agency that the
federal government relies upon to manage the acquisi-
tion, interpretation, and dissemination of geospatial infor-
mation and imagery. Although it is primarily a combat
support agency within the Department of Defense, NIMA
also provides support to federal policy makers and gov-
ernment agencies. NIMA was formed in 1996 by consoli-
dating the Defense Mapping Agency, the Central Imagery
Office, the Defense Dissemination Program Office, the
National Photographic Interpretation Center along with
some parts of the Defense Intelligence Agency, the National
Reconnaissance Office, the Defense Airborne Reconnais-
sance Office, and the Central Intelligence Agency.
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The collection and application of geospatial imagery
in support of defense and intelligence operations is heav-
ily dependent upon computer technology. Image proc-
essing software can be used to identify features on
multispectral images according their spectral signatures.
The response of a multispectral sensor to grass or trees,
for example, will be different than its response to a con-
crete road or steel building. Other applications include the
use of sharpening filters to enhance images. Geographic
information system (GIS) software can be used to com-
bine different types of imagery, for example by superim-
posing a multispectral image and road network map on a
shaded topographic relief map.
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Terrorism Policy

1 JUDSON KNIGHT

Since the 1972 Olympics in Munich, counter-terrorism—
the use of military, law enforcement, intelligence, and
other resources to identify, circumvent, and neutralize
terrorist groups within a country—has been among the
principal security concerns in Germany. This priority has
changed little with the reunification of the country in 1990;
rather, the states of eastern Germany have been inte-
grated into the federal system, which provides the frame-
work for response to terrorist threats.

The Lessons of 1972

When the West German city of Munich hosted the Olym-
pic Games in 1972, it was the first time in 36 years that
Germany had hosted the Olympic Games. Whereas Hitler
had used the 1936 Olympics as a showcase for Nazi
power, the West Germans of 1972 were eager to show that
theirs was an open, peaceful, and democratic society. For
that reason, the Germans took few measures to protect
the athletes at the Olympic Village in Munich. Nor did it
seem, in 1972, that such measures were necessary; at that
time, the world had little exposure to modern terrorism,
with its hijacking, hostage-taking, and other acts of crime
under cover of political action.

All of that would change on September 5, 1972, when
eight Palestinian terrorists entered an apartment building
that housed the Israeli delegation to the Olympics. By the
time the day was over, after more than 18 hours in which
police surrounded the Olympic Village and the terrorists
negotiated with authorities, nine Israeli athletes and one
German policeman lay dead. In the aftermath of the Olym-
pic terror, security became a priority not only for the
Olympic Games, whose athletes’ compounds were heav-
ily secured thereafter, but for nations facing the threat of
terrorism. German counter-terrorist policy thus emerged
from the painful lessons of Munich.

The German Counter-
Terrorist Structure

Directing counter-terrorism in Germany is the coordinator
for Intelligence, or Koordinierung der Nachrichtendienste
des Bundes, who has the ear of the chancellor—the na-
tion’s head of government—and who coordinates state
efforts under a general national policy. Actual day-to-day
implementation of counter-terrorist activities is the work
of the Federal Ministry of the Interior, under whose auspi-
ces are police, intelligence agencies, and border police. In
line with the federal model on which the German political

Germany, Counter-Terrorism Policy

system is built, each state has its own ministry of the
interior, which also has police, intelligence, and emer-
gency preparedness responsibilities for local situations.

Many aspects of the German counter-terrorism struc-
ture are similar to those of France. However, the French—
despite their heavily centralized government—permit a
regional political appointee, or préfet, to assume control
in the event of a local incident. The préfet oversees police
and emergency activities on the scene. By contrast, in
Germany the federal police, when directed to do so by the
federal prosecutor or state authorities, take control in
terrorist situations. They are usually assisted by state
police, which are likely to be the first responders in the
event of a local incident.

The Federal Criminal Police (Bundeskriminalamt), an
office of the Ministry of the Interior, provides protection
for dignitaries, and investigate acts of terrorism. Intel-
ligence is gathered by a number of agencies, includ-
ing the German Intelligence Service, or Bundesnachrich-
tendienst. Within the states, the State Criminal Police
(Landeskriminalamt) conduct criminal investigations.

BGS and GSG 9. The Federal Border Guard (BGS or
Bundesgrenzschutz), although they act in a federal capac-
ity, are directed by the states’ ministries of the interior. It is
the responsibility of the BGS to secure borders, transpor-
tation sites, and other sensitive federally controlled areas.
Within the BGS is an elite counter-terrorist organization,
analogous to the U.S. Delta Force, the British SAS, or the
French GIGN. This is GSG 9, or Grenzschutzgruppe 9. A
direct outgrowth of the Munich massacre, GSG has taken
partin over 1,300 operations since its inception. One of the
most notable of these—and one of only a handful of times
when GSG 9 has been required to use firearms—was the
rescue of passengers aboard a Lufthansa flight hijacked
by Arab terrorists in October 1977.

The terrorists, who were working with Germany’s
notorious Red Army Faction (sometimes known as the
Baader Meinhof Gang), seized control of the plane on its
way from the Balearic Islands to Germany. Denied landing
in a number of locations, the plane finally made its way to
Mogadishu, Somalia. There, after Somali troops distracted
the hijackers by lighting a bonfire in front of the aircraft,
two GSG 9 groups, assisted by SAS personnel, stormed
the plane. All of the more than 80 passengers survived,
and all but one of the terrorists died in the assault.
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Germany is an active, key participant in the North Atlantic
Treaty Organization (NATO) and the European Union (EU),
working closely with neighboring European nations and
the United States on international economic, intelligence,
and security issues. However, Germany weathered a tur-
bulent and sometimes violent past century. Germany is
currently one the world’s leading democratic governments,
but for the nation’s intelligence and security agencies,
overcoming the legacy of their role in two world wars, the
Nazi government, the Holocaust, and Soviet-dominated
East Germany, has proved a formidable challenge.

During the late nineteenth century and through World
War |, the German Abwehr was one of the world’s leading,
most sophisticated, and successful intelligence agencies.
The Abwehr maintained one of the largest spy networks
and made tremendous advances in the technology of
espionage, cryptology, and signals intelligence. During
World War Il, the Abwehr was again successful in many
operations, especially in the recruitment of double agents
who infiltrated Allied military instillations. Some of the
Abwehr’s leading officers opposed Nazi rule, and organ-
ized a failed attempt to assassinate Nazi leader Adolf
Hitler. The organization was dissolved before the fall of
the Third Reich.

While the Abwehr was operated much like any other
modern intelligence agency, some German intelligence
agencies of the era were more sinister. In 1941, Hitler
issued a directive known as the “Night and Fog Decree.”
This decree elevated Nazi intelligence and security agen-
cies such as the Gestapo above the law, granting them
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sweeping powers of arrest, detainment, torture, and im-
prisonment of persons suspected of anti-government of-
fenses. The decree was expanded to cover the arrest,
detainment, and deportation to concentration camps of
Jews, gypsies, prisoners of war, and political dissidents.

After the war, Germany was partitioned into two
separate nations. Soviet influenced East Germany em-
ployed a powerful secret police and intelligence force,
known as the STASI. The East German government charged
the STASI with spying on citizens to ferret-out political
dissidents. The force gained an oppressive and brutal
reputation much like that of its Nazi predecessors. In 1989,
the fall of Communist East Germany and the Berlin Wall
began Germany'’s reunification process. After endeavor-
ing for decades to heal the wounds of Nazism, the German
government had to address the oppressive legacy of for-
mer East German government agencies. After the formal
reunification of Germany, government leaders set forth a
highly publicized campaign to restructure and reform the
re-emergent nation’s intelligence and security agencies.
Today’s German intelligence community has actively
sought to distance itself from its predecessors.

Germany's primary intelligence agency is the Bundes-
nachrichtendienst (BND), the Federal Intelligence Service.
The BND handles both internal and external intelligence
and is part of the Federal Chancellor’s Office, the German
government’s executive office. The BND manages a sub-
stantial network of human intelligence worldwide and
conducts extensive radio and signals surveillance in Ger-
many and throughout Europe. Working in cooperation
with other security agencies, especially the Federal Crimi-
nal Police, the BND collects information relevant to the
location and prosecution of terrorist groups, illegal nar-
cotics traffickers, money launderers, and arms dealers. In
accordance with international law, the BND conducts in-
telligence operations aimed at preventing the prolifera-
tion of nuclear technology and materials.

Aside from the BND, the German intelligence com-
munity makes the traditional distinction between internal
and external intelligence and divides their military and
civilian intelligence agencies accordingly. Military intelli-
gence is coordinated by individual branches of the armed
forces and the Defense Ministry. The primary military
intelligence agency is the Amt fiipr Nachrichtenwesen der
Bundeswehr (ANBw), or the Office of Federal Armed For-
ces Intelligence. ANBw coordinates the operations of vari-
ous branches of military intelligence and facilitates the
sharing of vital intelligence information with civilian agen-
cies in the German intelligence community. ANBw prima-
rily assesses the military strength, operations, and politi-
cal position of foreign militaries.

The Militaerischer Abschirmdienst (MAD), Military
Security Service, is responsible for counterintelligence
operations. One of the federal intelligence offices, MAD
collects intelligence on foreign intelligence operations,
and assesses security systems intended to guard classi-
fied materials and maintain military secrecy when needed.
MAD advises the armed forces and German government
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on security issues. The counterintelligence agency relies
on the cooperative efforts of the Amt fiir Fernmeldwesen
Bundeswehr (AFMBw), the Office for Radio Monitoring of
the Federal Armed Forces, when conducting surveillance
operations.

The Interior Ministry administers Germany'’s civilian
intelligence agencies. Charged with collecting and analyz-
ing internal intelligence and security information, the na-
tion’s main civilian agencies are the Bundesamt fiir
Sicherheit in der Informationstechnik (BSl), Federal Office
for Information Technology Security, and the Bundesamt
fiir Verfassungsschutz (BfV), Federal Office for the Protec-
tion of the Constitution. The BSI is responsible for the
security of all government information technology. The
office assesses potential security threats, and develops
protective measures to guard sensitive and classified ma-
terials. While mainly concerned with government infor-
mation systems, the BSI has also conducted operations to
assess the security of the nation’s banking computer sys-
tems. The office publishes a yearly manual on information
technology security, and distributes it to German corpora-
tions. The BSl also conducts of surveillance of Internet and
information systems crimes, such as fraud.

The Federal Office for the Protection of the Constitu-
tion (BfV) assesses risks posed by various extremist groups.
The agency conducts surveillance operations and infil-
trates extremist groups to gather information about their
organization, financial resources, weapons, and plans for
action. The BfV is not a censorship organization, and does
not conduct espionage against law-abiding citizens. The
BfV’'s mission is to monitor extremists and paramilitary
groups that pose a potential threat to national interests.
Extensive intelligence resources are devoted to monitor-
ing and destroying Neo-Nazi groups that are banned un-
der German law.

In its most important capacity, the BfV interprets and
processes all information regarding espionage cases. When
necessary, the agency shares this information with Fed-
eral Police, justice officials, and defense lawyers.

Germany participates in many international intelli-
gence operations, including global anti-terrorism meas-
ures. In recent years, the German intelligence community
has become one of the main sources of information on
extremist political organizations and subversive groups
throughout Europe.
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The Geheime Staatspolizei, or Gestapo, a German secret
police force, was created in 1933 after Adolf Hitler became
chancellor of Germany. The Gestapo was created to help
solidify Nazi control by identifying and arresting anti-Nazi
agents in Germany. The agency was restructured several
times during its twelve year history and was instrumental
in perpetrating the Nazi deportation and destruction of
European Jews during the Holocaust.

Hitler named Herman Goéring the director of the
Gestapo soon after its founding. Goéring encouraged his
officers to root out and arrest leftist sympathizers, espe-
cially communists, whom he considered a threat to the
Nazi government. He also oversaw the Gestapo’s en-
forcement of the anti-Semitic Nuremberg Laws. In 1936,
Heinrich Himmler, head of Hilter’s special forces unit, the
Schutzstaffel (SS), was given command of the Gestapo
and the Kriminalpolizei, or Kripo.

In 1939, in the months prior to the beginning of
the second world war, Hitler reorganized the German
armies. The Gestapo was integrated, with the rest of the
Nazi police and intelligence organizations, into the
Reichssicherheitshauptamt (RHSA) under the direction of
Reinhard Heydrich. Though officially part of the Reich
Security Central Office, the organization remained popu-
larly known as the Gestapo.

At the outbreak of the Second World War in 1939,
there were approximately 40,000 Gestapo agents in Ger-
many. As the war progressed and the Nazis gained terri-
tory throughout Europe, the Gestapo swelled to employ
over 150,000 informants, agents, and accessory person-
nel. Gestapo agents were charged with rooting out foreign
agents and resistance fighters, but they also expanded
their role as an internal police force. Gestapo agents and
informants concentrated on finding suspected political
dissidents of the Third Reich. Spying on citizens became
pervasive, and the Gestapo encouraged people to turn in
“suspect persons” to local authorities. While victims of
the Gestapo were subject to both civil and criminal prose-
cution, the secret police themselves operated above the
law. On February 10, 1936, the Nazi government officially
decreed that the organization was not subject to judicial
review. There were no legal restraints on detention of
suspects, evidence collection, or police violence. This lack
of legal restraint, paired with the Gestapo’s tendency to
attract and employ Nazi extremists and former criminals
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Heinrich Himmler, chief of the Gestapo, the German secret police, poses
in his military uniform in 1938. AP/WIDE WORLD PHOTOS.

in its ranks, permitted the brutality for which the force
became infamous.

The Gestapo also aided intelligence work during the
war, butthe department was secondary to the Sicherheits-
dienst (SD), or Security Service. The department em-
ployed counter-intelligence agents, ciphers, and oversaw
a vast network of informants in Allied countries. In the
occupied territories, the Gestapo infiltrated partisan re-
sistance groups. The organization also aided the massive
Nazi propaganda campaign both before and during the war.

Intelligence, security, and police forces often over-
lapped in jurisdiction during the Nazi regime. Several
departments performed the same functions, and were
often in conflict with each other. The Abwehr, the intelli-
gence service under the direction of spymaster Wilhelm
Canaris, negotiated an agreement with the SD about their
respective roles. Despite the agreement, both organiza-
tions maintained their own network of spies and inform-
ants, and did not often coordinate their international op-
erations. In 1943, Canaris and several other key members
of the Abwehr joined the Resistance movement against
the Nazi government. Canaris used the Abwehr intelli-
gence network to leak secrets and troop positions to the
Allies. The Gestapo investigated Canaris and the Abwehr,
and in 1944, after a failed attempt to assassinate Nazi
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leader Adolf Hitler, liquidated the Abwehr intelligence
service. Canaris and his followers were executed. The
discovery of the July Plot to assassinate Hitler, and Canaris’
spy ring was a key counter-intelligence victory for the
Gestapo, SD, and RHSA.

The Gestapo, as well as its parent organization, the
SS, aided the Einsatsgruppen, or mobile killing units,
responsible for the massacre of nearly one million Jews
during the Holocaust. Gestapo and SS members also
tracked down refugees in hiding and policed ghettos and
concentration camps. After the war at the Nuremberg
trials of Nazi war criminals, the Gestapo was named as
one of the chief institutional perpetrators of the Holocaust.

The Gestapo was dissolved with the fall of the Third
Reich in 1945.
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GIS is the common abbreviation for Geographic Informa-
tion Systems, a powerful and widely used computer data-
base and software program that allows scientists to link
geographically referenced information related to any num-
ber of variables to a map of a geographical area. GIS
allows its users to analyze and display data using digitized
maps. In addition, GIS can generate maps and tables
useful to a wide-range of applications involving planning
and decision-making. GIS programs allow the rapid stor-
age, manipulation, and correlation of geographically ref-
erenced data (i.e., data tied to a particular point or latitude
and longitude intersection on a map).

In addition to scientific studies, by 2003, GIS pro-
grams were in wide use in a number of emergency sup-
port agencies and systems (e.g., the Federal Emergency
Management Agency (FEMA)).
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Members of the investigating team inspect part of the left wing from the Space Shuttle Columbia wreckage in the hangar where it is reconstructed at the
Kennedy Space Center in Cape Canaveral, Florida. NASA engineers used GIS mapping technology to map debris field patterns that helped narrow the areas to
be searched. APWIDE WORLD PHOTOS.

GIS programs allow scientists to layer information so
that different combinations of data plots can be assigned
tothe same defined area. GIS also allows users to manipu-
late data plots to predict changes or to interpret the evolu-
tion of historical data.

GIS maps are able to convey the same information as
conventional maps, including the locations of rivers, roads,
topographical features, and geopolitical information (e.g.,
location of cites, political boundaries, etc.). In addition, to
conventional map features, GIS offers geologists, geogra-
phers, and other scholars the opportunity to selectively
overlay data tied to geographic position. By overlaying
different sets of data, scientists can look for points or
patterns of correspondence. For example, rainfall data can
be layered over another data layer describing terrain fea-
tures. Over these layers, another layer data representing
soil contamination data might be used to identify sources
of pollution. In many cases, the identification of data
correspondence spurs additional study for potential causal
relationships.

GIS software data plots (e.g., sets of data describing
roads, elevations, stream beds, etc.) are arranged in layers
that can be selectively turned on or turned off.

NASA engineers and teams of other scientists—in-
cluding researchers and undergraduates from Stephen F.
Austin University in Nacogdoches, Texas—employed GIS
mapping to map remains found after the break up of the
space shuttle Columbia in January 2003. Debris field maps
helped narrow search patterns and—by linking the loca-
tion of debris—allowed engineers and investigators to
reconstruct critical elements of the disaster sequence.
GPS data were used to construct the debris maps and to
provide accurate representations of the retrogressive pat-
tern of debris impacts.

GIS technology can also aid epidemiologists in track-
ing diseases and would be instrumental in the early iden-
tification of patterns of disease that could reveal a
bioterrorist attack.
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Global Communications,
United States Office

President George W. Bush created the Office of Global
Communication (OGC) through executive order in Janu-
ary, 2003. The OGC, a White House office, is headed by the
deputy assistant to the president for Global Communica-
tions. The OGC’s mission is to shape and disseminate
news and information about the United States in areas of
the world with high anti-American sentiments.

In the aftermath of the September 11, 2001 terrorist
attacks on the World Trade Center and the Pentagon,
American observers noted that anti-American sentiment
was widespread in the Middle East, Southeast Asia, North
Africa, and other parts of the world. The Bush administra-
tion established the OGC to decrease the fervor and preva-
lence of these sentiments by thoroughly and clearly ex-
plaining the foreign policy and values of the United States.
The OGC not only endeavors to explain the positions of
the United States, it will also seek to actively encourage
open dialogue between the United States and its detrac-
tors. The Bush White House established the OGC to pro-
vide a united voice for spreading America’s message.

The OGC replaced and expanded the operations of
the Coalition Information Center (CIC), which distributed
information to the press in Afghanistan during Operation
Enduring Freedom. Unlike the CIC, the OGC focuses on
more than military operations. In many respects, the OGC
is an office to market all facets of American policies and
life to the world. The OGC’s does not focus solely on
countries that have a negative image of the United States.
The Bush administration also uses the OGC to coordinate
the formulation and dissemination of positive information
on U.S foreign policy to American allies in Europe.

The OGC accomplishes its objectives through several
means, including sending out daily talking points to re-
porters around the world. The OGC also arranges inter-
views for American representatives on foreign language
television networks. In 2003, before and during the war in
Iraq, the OGC placed American officials including Secre-
tary of Defense Donald Rumsfeld on Al-Jazeera and other
Arabic language networks to advocate America’s stance
against Iraq.

Critics argue that the OGC'’s spin is not well received
in parts of the world already hostile to the United States.
The Bush administration, however, argues that the OGC
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will continue to play an important role in the administra-
tion’s efforts to reduce anti-American sentiment, even
though such a project may take years to produce substan-
tial results.
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The Hughes Glomar Explorerwas a salvage ship built fora
clandestine Central Intelligence Agency mission to re-
trieve a sunken Soviet submarine. The United States gov-
ernment approached billionaire Howard Hughes in the
late 1960s with a proposal to build the vessel under the
guise of a business venture to mine manganese nodules
off the ocean floor. The building of Glomar Explorer, or
Hughes Mining Barge 1, and the submarine recovery
effort were code named Project Jennifer.

On April 11, 1968, Naval Intelligence at Pearl Harbor
intercepted distress messages from a Soviet submarine.
The submarine, located in waters approximately 750 miles
northwest of Hawaii, reported an onboard explosion while
near the surface and then quickly sank. Hoping to find the
wreckage of the submarine and recover the ballistic mis-
siles on board, the Soviet fleet launched a search party.
After two months of searching, the Soviets failed to locate
their downed ship.

The Golf-class diesel submarine was one of the older
vessels in the Soviet fleet, but nonetheless, the prospect
of retrieving Soviet technology, nuclear weapons, and
codebooks was enticing to American intelligence agen-
cies. Because it could not send marked American Naval
vesselsto recoverthe sunken submarine without arousing
suspicion from the Soviets, Naval intelligence enlisted the
help of billionaire Howard Hughes to construct the spe-
cialized equipment and ship necessary for the salvage
project. The six-year venture to build the ship and raise the
Soviet submarine operated under the guise of a deep-sea
mining operation.

Recovery efforts began on June 20, 1974. The 63,000-
ton Glomar Explorer located the wreckage on the seabed
at a depth of 17,000 feet (5,200 m) and scouted the downed
vessel. Glomar Explorer had been fitted with a giant claw
mechanism, nicknamed Clementine. A series of tethers
stabilized the claw during underwater maneuvers. As the
salvage effort began, the Glomar Explorer crew lowered
Clementine to the wreck site. When the claw was nearly
into position, an operator error at the controls sent the
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Glomar Explorer

The Hughes Glomar Explorer, a 618-foot-long ship used in the partial recovery of a sunken Soviet submarine in the Pacific Ocean, northwest of Hawaii. Apwipe

WORLD PHOTOS.

claw careening into the sea floor. The salvage effort con-
tinued, however, and the claw was positioned around the
ship. When the wreckage of the Soviet submarine was
about a mile (1.6 k) from the water’s surface, three of the
mechanical claw’s tine malfunctioned, apparently dam-
aged inthe crash into the ocean floor. Unable to sustain its
own weight, the wrecked Soviet submarine tore apart. The
crew aboard Glomar Explorertensely waited for the broken
part of the wreckage to hit the sea floor, fearing detonation
of weapons on board the submarine.

While the crew of Glomar Explorerremained safe, the
salvage effort suffered a substantial loss. Only the forward
section of the ship was ultimately recovered. The CIA
recovered Soviet communications apparatus, a few ballis-
tic missiles, and various codebooks. A majority of the
desired items and information, including most of the
nuclear weapons and the Soviet crypto keys, remained on
the sea floor in the wreckage.

The remains of six Soviet sailors were found in the
recovered section of the submarine. The crew of the
Glomar Explorer gave the sailors a ceremonial burial at
sea, conducted in Russian.

In 1975, reporters from the Los Angeles Times broke
the story of the Glomar Explorer. In the following months,

various articles linked the Glomar Explorer, and its cover
as deep-sea mining operation, to the CIA and the submar-
ine salvage effort. After reporters appealed to the govern-
ment for information on Project Jennifer, CIA officials
refused to acknowledge the existence of any records per-
taining to the operation. Since then, the terms “Glomar
response” and “Glomarization” have been applied to
situations when the existence of government documents
is neither confirmed nor denied. Most of the records
concerning Project Jennifer were declassified in 1995.

Although the submarine salvage effort did not meet
expectations, and the Glomar Explorer was retired to dry
dock for over fifteen years, the ship was completely over-
hauled in 1996 and converted for use in commercial explo-
ration and deep-sea drilling.

BFURTHER READING:

BOOKS:
Burleson, Clyde W. The Jennifer Project. College Station:
Texas A&M University Press, 1997.

Varner, Roy D. Matter of Risk: The Incredible Inside Story
ofthe CIA’s Hughes Glomar Explorer Mission to Raise a
Russian Submarine. New York: Random House, 1979.

| 67 |

Encyclopedia of Espionage, Intelligence, and Security



Government Ethics, United States Office

Government Ethics (USOGE),
United States Office

The United States Office of Government Ethics (OGE) is
charged with setting standards intended to regulate and
ensure ethical conduct of personnel within the executive
branch. The office’s mission is to prevent personnel from
using their position in the federal government for per-
sonal gain (monetary or otherwise), and to prevent fraud
and abuses of power. Acting as an impartial review com-
mittee, the OGE also assesses cases of conflict of interest
and ensures the veracity of financial and personal infor-
mation provided by executive branch officials. The overall
purpose of the OGE is to maintain a high standard of ethics
in the practice of government and to build and maintain
public trust.

The OGE is an independent agency within the execu-
tive branch. The director of the office, who is appointed by
the president, oversees four divisions, each of which is
responsible for different duties. The office of the directoris
charged with the verification and analysis of personal
financial records of high-level members of the executive
branch for conflicts of interest and violations of campaign
finance, donation, and personal gain regulations. The
director of the OGE also certifies similar disclosures for
presidential appointments before sending the records to
Senate for discussion of confirmation.

The Office of General Counsel and Legal Policy main-
tains the policy and legal structure of ethical practice and
review in the executive branch. The committee advises
necessary offices of changes laws and regulations, and
recommends new policy to strengthen existing programs.
General Counsel is also responsible for media relations
for the OGE.

The Office of Government Relations and Special Pro-
jects (OGRSP) is responsible for advising Congress, the
Office of Management and Budget, and the president on
ethical implications of monetary, economic, and corpo-
rate policy. In recent years, the committee has addressed,
in the wake of the Enron scandal, domestic corporate
fraud and international anti-corruption measures.

The Office of Agency Programs (OAP) manages per-
sonnel education programs on ethics issues. The office
coordinates ethics regulations and enforcement of ethical
conduct with ethical review boards in the individual agen-
cies of the executive branch.

BFURTHER RERDING:

ELECTRONIC:

United States Department of Government Ethics. <http:/
www.usoge.gov>(December 1, 2002).

| &8 |

Global Positioning System (GPS) is a navigation system
consisting of a constellation of 24 navigational satellites
orbiting Earth, launched and maintained by the U.S. mili-
tary. GPS satellites orbit at approximately 11,000 mi (17,700
km) above Earth, with orbit periods of approximately 10
hours. The final satellite was placed in orbit in 1993.
Because each satellite houses cesium and rubidium atomic
clocks that are periodically updated and synchronized
with a ground station in Colorado, GPS receivers can
decode signals from the satellites to calculate location and
exact time.

To overcome shortcomings in earlier navigation sys-
tems, United States developed another system: Navstar
(Navigation Satellite for Time and Ranging) Global Posi-
tioning System. This system consists of 24 operational
satellites equally divided into six different orbital planes
(each containing four satellites) spaced at 60° intervals.
The new system can measure to within 33 ft, (10 m),
whereas earlier systems (e.g. Transit) were accurate only
to 0.1 mi (0.16 km). Military users have access to systems
with still greater accuracy.

Ground users commonly rely on GPS receivers. The
receivers are small, hand-held devices that receive and
decode GOS satellite signals. Small differences in the time
lapse between signal receptions from three orbiting satel-
lite signals (allowing triangulation of signals) are mathe-
matically converted to latitude, longitude, and altitude.
Sophisticated hand-held units are capable of determining
latitude and longitude to a thousandth of an arc minute;
these units show changes in reading as vehicles move
very short distances).

With GPS, two types of systems are available with
different frequencies and levels of accuracy. The Standard
Positioning System (SPS) is used primarily by civilians
and commercial agencies. As of midnight, May 1, 2000,
the SPS system became 30 times more accurate when
President William Jefferson Clinton ordered that the Selec-
tive Availability (SA) component of SPS be discontinued.
SA was the deliberate decrease of accurate positioning
information available for commercial or civilian use. The
SPS obtains information from a frequency labeled GPS L1.
The United States military has access to GPS L1 and a
second frequency, L2. The use of L1 and L2 permits the
transfer of data with a higher level of security. In addition
to heightened security, the United States military also has
access to much more accurate positioning by using the
Precise Positioning System (PPS). Use of the PPS is usu-
ally limited to the U.S. military and other domestic govern-
ment agencies.

Long before the space age, people used the heavens
for navigation. Besides relying on the sun, moon, and
stars, the early travelers invented the magnetic compass,
the sextant, and the seagoing chronometer. Eventually,
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GPS

A United States Customs official, right, receives instruction on LoJack, a technology that utilizes GPS, intended to help recover stolen cars before they are
smuggled out of the United States. APWIDE WORLD PHOTOS.

radio navigation in which a position could be determined
by receiving radio signals broadcast from multiple trans-
mitters came into existence. Improved high frequency
signals gave greater accuracy of position, but were some-
times blocked by high terrain and could not bend over the
horizon. This limitation was overcome by moving the
transmitters into space on Earth-orbiting satellites, where
high frequency signals could accurately cover wide areas.

The principle of early satellite navigation was rela-
tively simple. When a transmitter moves toward an ob-
server, the Doppler shifted radio waves have a higher
frequency, just like a train’s horn sounds higher as it
approaches a listener. A transmitter’s signal will have a
lower frequency when it moves away from an observer. If
measurements of the amount of shift in frequency of a
satellite radiating a fixed frequency signal with an accu-
rately known orbit are carefully made, the observer can
determine a correct position on Earth.

The United States Navy developed such a system,
named Transit, in the late 1960s and early 1970s. Transit

helped submarines update their on-board inertial naviga-
tion systems. After nearly ten years of perfecting the
system, the Navy released it for civilian use. However, a
major drawback to Transit was that it was not accurate
enough; a user had to wait until the satellite passed
overhead, position fixes required some time to be deter-
mined, and an accurate fix was difficult to obtain on a
moving platform.

Both Transit and Navstar use instantaneous satellite
position data to help users traveling from one place to
another. But another satellite system uses positioning
data to report where users have been. This system, called
Argos, is a little more complicated: an object on the
ground sends a signal to a satellite, which then retransmits
the signal to the ground. Argos can locate the object to
within 0.5 mi (0.8 km). It is used primarily for environmen-
tal studies. Ships and buoys can collect and send data on
weather, currents, winds, and waves. Land-based stations
can send weather information, as well as information
about hydrologic, volcanic, and seismic activity. Argos
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Great Game

A Brazilian federal police officer uses GPS technology in anti-drug operations near Brazil's border with Colombia in 2000. AP/ wWIDE WORLD PHOTOS.

can be used with balloons to study weather and the
physical and chemical properties of the atmosphere. In
addition, the system is being perfected to track animals,
including marine life.

In addition to GPS use in weapons systems and for
navigation, use of the GPS system in everyday life is
becoming more frequent. Equipment providing and utiliz-
ing GPS is shrinking both in size and cost, while it in-
creases in reliability. The number of people able to use the
systems is also increasing. GPS devices are being in-
stalled in cars to provide directional, tracking, and emer-
gency information. Emergency personnel can respond
more quickly to 911 calls using to tracking signal devices
in their vehicles and in the cell phones of the person
making the call. As technology continues to advance the
accuracy of navigational satellite and without the imped-
ance of Selective Availability, the uses for GPS will con-
tinue to develop.

BFURTHER READING:
BOOKS:

Balazs, G. H. “Homeward bound: satellite tracking of Hawai-
ian green turtles from nesting beaches to foraging pas-
tures.” Proceedings of the Thirteenth Annual Sympo-
sium on Sea Turtle Biology and Conservation. U.S. Dep.
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Commer., NOAA Tech. Memo. NOAA-TM-NMFS-SEFSC-
341, (1994):205-208.

El-Rabbany, Ahmed./nroduction to GPS: The Global Posi-
tioning System Norwood, MA: Artech Publishing, 2002.

ELECTROMIC:

Dana, Peter H. “Global Positioning Overview” The Geog-
rapher’s Craft Project. May 1, 2000. University of Colo-
rado. <http://www.colorado.edu/geography/gcraft/notes/
gps/gps_f.html> (March 29, 2003).

SEE ALSO
Mapping Technology

1 ERIC v.d. LUFT

In intelligence history, the “Great Game” described a
complex rivalry—characterized by wars, assassinations,
and espionage conspiracies—between Britain and Russia
for control of Central Asia and the Near East.
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In many critical facets, the mentality of the Great
Game foreshadowed that of the Cold War and remains an
important factor in world geopolitics at the dawn of the
twenty-first century. The Soviet Union’s incursion into
Afghanistan in 1979 prompted the United States to sup-
port the Mujahedin throughout the 1980s. Ultimately,
during the coursings of shifting political priorities, the
United States formed and then broke ties with a number of
factions—including Mujahedin elements that eventually
found their way into the Taliban regime (deposed by
the United States in 2002) and the al-Qaeda terrorist
organization.

The deep suspicion and resentment that many of the
Islamic peoples of Iran, Chechnya, Afghanistan, Pakistan,
and neighboring regions now harbor against Russia, Brit-
ain, and more recently the United States, may in part be
explained by the region’s experience with—and resist-
ance to—the imperialism of the Great Game.

The "Tournament of Shadows.” The main friction points were
the Black Sea, the Baltic regions, Persia, Afghanistan,
Kashmir, the Punjab, and the steppes and deserts be-
tween the Caspian Sea and China. The Russians called this
extended intrigue the “Tournament of Shadows,” a term
coined by Count Karl Robert Nesselrode (1780-1862), but
in the West it was known as the “Great Game,” appar-
ently the coinage of Arthur Conolly (1807-1842), a British
military diplomat and spy against Russia in Persia, the
Caucasus, and the Himalayas from 1829 until Nasrullah
Khan, emir of Bokhara (reigned 18261-1860), beheaded
him in 1842.

In the mid-nineteenth century the two greatest world
powers were Britain under Queen Victoria (1819-1901)
and Russia under Czars Nicholas | (1796-1855), Alexander
Il (1818-1881), and Alexander Il (1845-1894). This was
true despite the acknowledged naval superiority of France
over Russia. Russia was jealous of Britain’s conquest
of India and ascendancy over France since the end of
the Napoleonic Wars. Russia was especially worried that
British expansion along the northwest frontier of India
would eventually threaten its own borders and thwart its
longstanding quest for the warm-water port it needed to
enhance both its navy and its merchant fleet.

From 1804 to 1864 the czars gained territory be-
tween the Black and Caspian Seas and from 1824 to 1895
they vigorously expanded west of the Caspian Sea into
Kazakhstan, Turkmenistan, Uzbekistan, Kyrgyzstan, and
Tajikistan, threatening China as well as the Ottoman Empire,
Persia, Afghanistan, and India. This rapid and steady ex-
pansion of the Russian Empire into Central Asia alarmed
the British, but there was little they could do about it. They
soon began sending spies among native populations to
learn of Russian intentions and to forge alliances against
possible Russian incursions.

The earliest sortie of the Great Game was the expedi-
tion of Henry Eldred Pottinger (1789-1856) and Charles

Christie (d. 1812) from Bombay through Baluchistan to
Herat in 1810. Their mission was to spy out possible
overland routes by which Russia might invade India. Mean-
while John Malcolm (1769-1833) was negotiating with
Persiato prevent any such attack. John Macdonald Kinneir
(1782-1830) analyzed these routes and published his re-
sults in A Geographical Memoir of the Persian Empire
(1813). Similar probes by both the Russians and British,
such as the journey of Nikolai Nikolaevich Muraviev (1794?-
1866) to Khiva in 1819 and that of William Moorcroft
(1767-1825) to Bokhara in 1820, soon became common.

The exploits of General Alexis Yermolov (1772-1861),
the Russo-Persian War (1827-1828), and the Russo-Turk-
ish War (1828-1829) all further aroused British suspicion
that Russia might have designs on India via Persia. Colo-
nel George de Lacy Evans (1787-1870) galvanized these
nascent fears with two pamphlets, On the Designs of
Russia (1828) and On the Practicability of an Invasion of
India (1829). British spies and military advisers actively
helped Persian Prince Abbas Mirza (1783-1833) against
Russia in the 1820s.

Evidence is strong, but proof remains absent, that
Russian spies fomented unrest among the various native
populations of the Indian subcontinent and surround-
ing lands so that they would arise against the British.
Chief among these conflicts were the two Anglo-Afghan
Wars (1839-1842 and 1878-1880), the two Anglo-Sikh
Wars (1845-1846 and 1848-1849), and the Indian Mutiny
(1857-1858).

The Royal Geographical Society was founded in 1830
and the Imperial Russian Geographical Society in 1845. By
mid-century both were fronts for spying expeditions in
Asia. Among the earliest of these missions were the jour-
neys of Alexander Burnes (1805-1841) to the Punjab in
1831 and to Bokhara in 1832. John McNeill (1795-1883), a
British diplomat in Tehran, published anonymously in
1836 The Progress and Present Position of Russia in the
East, which bolstered British rationale for keeping a size-
able network of spies in Central Asia.

In the 1830s Conolly was one of the busiest of these
“explorers.” He was a religious zealot who believed it was
Britain’s duty to civilize Islamic Central Asia by converting
its natives to Christianity. As such, he was a typical hero of
Victorian imperialism and “muscular Christianity.” The
emir of Bokhara would have none of that, and tortured him
and Charles Stoddart (1806-1842) in a pit for several
months before executing them. The more successful Brit-
ish operatives, such as Burnes, had greater respect for
native culture.

On the northwest frontier of India, the British had a
staunch ally in Sikh ruler Ranjit Singh (1780-1839), against
whom Dost Mohammed (1791-1863), emir of Afghani-
stan, sought help from Russia. Afghanistan in the 1830s
became a diplomatic nightmare for Britain, as the colonial
government in Calcutta sought to widen the buffer be-
tween India and Russia in this crucial region. Soldiers of
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fortune complicated the mix, such as the Italian adven-
turer Paolo di Avitabile (1791-1850), who ruled Peshawar
for the British from 1835 to 1843. In 1837 Henry Rawlinson
(1810-1895), en route from Tehran to Herat, happened
upon a Russian delegation led by Yan Vitkevitch (d. 1838),
headed toward Kabul. The rivals uneasily backed off from
each other. Subsequently Vitkevitch was partially success-
ful in sowing anti-British feelings among Dost Moham-
med and several other Afghan leaders.

Burnes became the British envoy to Afghanistan in
1836, headquartered in Kabul. Eldred Pottinger (1811-1843)
helped the Afghans defend Herat against Russia and Per-
sia in 1837. These two skilled operatives might have been
more successful if Burnes had not been placed under
the command of Conolly’s cousin, William Macnaghten
(1793-1841), whose critics described him as “ignorant and
tactless.” Increasingly distrustful of Dost Mohammed, the
British plotted to install Shah Shujah (1780-1842) as pup-
pet ruler of Afghanistan. Macnaghten’s bungling prompted
the Afghans to rise up and murder Burnes. Macnaghten
himself, perhaps the victim of an elaborate plot of en-
trapment, was murdered by Mohammed Akbar Khan
(1818-1847), son of Dost Mohammed, as summary jus-
tice for being caught in the act of double dealing with
Afghan tribal leaders. The incompetent General William
Elphinstone (1782-1842) allowed nearly his entire com-
mand to be massacred while retreating from Kabul to
Jalalabad.

Besides Kabul, Bokhara, and Herat, several other
cities attracted both Russian and British interest, notably
Khiva, Khokand, Kashgar, Merv, and Kandahar. James
Abbott (1807-1896) journeyed from Herat to Khiva in
1839 and 1840. In 1840 Richmond Campbell Shakespear
(1812-1861) persuaded Allah Quli (d. 1842), Khan of Khiva,
to free his Russian slaves, probably as much to incite
insurrection and destablize the region as to make a diplo-
matic or humanitarian gesture.

Count Nikolai Pavlovich Ignatiev (1832-1908) was the
leading Russian spymaster in the Great Game. After a
series of successful diplomatic missions to China, he
served as ambassador to the Ottoman Empire from 1864
to 1877. Utterly ruthless and with keen intuitions about
military strategy, he sparked clandestine anti-British op-
erations in India before the mutiny and throughout Central
Asia for most of the rest of his career.

In the 1850s France and Britain were both anxious to
bolster the sagging Ottoman Empire and thus prevent
Russia from gaining unrestricted access to the Mediterra-
nean Sea through the Dardanelles, the Sea of Marmara,
and the Bosporus. Britain knew that Russia’s main objec-
tive was Constantinople, not Calcutta, but conducted its
foreign policy as if Russia desired both. Thus the Crimean
War could be seen as part of the Great Game, because it
served to divert Russia’s attention from India for a while.

Meanwhile the British worked hard, especially in the
wake of the Indian Mutiny, to rebuild alliances with native

Asian leaders. These efforts were mostly successful, even
though the native rank and file scarcely trusted the British
again. Because Persia was allied with Russia, Britain ap-
plauded when Dost Mohammed recaptured Herat from
the Persians in 1863. Sher Ali (1825-1879), another son of
Dost Mohammed, was emir of Afghanistan from 1863
until his death. At first he favored the British, but his
gradual shift toward Russia prompted the Second Anglo-
Afghan War. The British replaced him with his nephew,
Abdur Rahman (1844-1901).

By 1865, Yakub Beg (1820-1877) in Kashgar was the
main potentate between China and Russia. Robert Barkley
Shaw (1839-1879) and George J. W. Hayward (1840?-
1870) made separate trips to Kashgar in 1868, ostensibly
to “survey,” but really to try to create a British alliance with
Yakub Beg. The Russians made similar overtures, but also
sent troops to the region under Konstantin Kaufman
(1818-1882). Francis Younghusband (1863-1942) led sev-
eral expeditions through western China, finally entering
Lhasa, Tibet, in 1904, ahead of the Russians.

The British grew bolder. Frederick Gustavus Burnaby
(1842-1885) dared to travel from St. Petersburg itself to
Khiva in 1876. James Thomas Walker (1826-1896), sur-
veyor general of India, ordered more spying expeditions,
as did the Russians. By the late 1880s, Britain clearly had
the diplomatic advantage in the regions of Central Asia
that Russia had not already annexed.

Russian power declined under Czar Nicholas Il
(1868-1918) in the first decade of the twentieth century. In
August, 1907, the Anglo-Russian Convention in St. Peter-
sburg formally ended the Great Game, although the pos-
turing and espionage continued.
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Greece, Intelligence
and Security

Agents of espionage have been employed in the area
corresponding to the modern nation of Greece for thou-
sands of years. Spies are mentioned in the works the
philosophers and playwrights of ancient Greece, giving
the Grecian intelligence community one of the longest
lineages and traditions in the world. However, scant com-
parisons can be drawn between ancient Greece and mod-
ern Greece, and their individual employment of intelli-
gence services. Today, Greece maintains a sophisticated
civilian intelligence force that utilizes human, signals,
communications, and electronic intelligence gathering
techniques.

Greece’s main intelligence agency is the Hellenic
National Intelligence Service (NIS). A recent government
reform and restructuring of the Grecian intelligence com-
munity expanded the role of the NIS to include both
domestic and foreign intelligence operations, and added a
counter-terrorism unit to the agency’s permanent staff.
The NIS is charged with the collection, analysis, and
dissemination of intelligence information necessary for
the protection of national security. In addition, routine
counterintelligence operations, including testing the secu-
rity of the national communications infrastructure, fall
under the jurisdiction of the NIS.

Although the National Intelligence Service is a civilian
organization, Greece also maintains limited military intel-
ligence forces, embedded within operational units of the
military.

Greece is a member of the North Atlantic Treaty
Organization (NATO) and the European Union (EU). Diplo-
matic negotiations with Turkey over extensive maritime
and territorial border disputes are ongoing, but have yielded
little consensus between the two nations over national
water boundaries in the Aegean Sea. The two nations
continue to disagree over the partitioning of neighbor-
ing Cyprus.

BFPURTHER RERADING:

ELECTRORIC:

Central Intelligence Agency. The World Factbook, 2002.
“Greece” <http://www.cia.gov/cia/publications/factbook/
geos/gr.html> (March 30, 2003).

SEE ALSO

NATO (North Atlantic Treaty Organization)
Turkey, Intelligence and Security

GSM Encryption

GSM stands for either “group special mobile” or “general
system for mobile communications,” a protocol or stand-
ard for digital cellular communications. GSM encryption
is the means by which phone conversations on networks
using GSM are scrambled, such that they cannot be
descrambled and intercepted by others. Due to their po-
tential uses by terrorist and hostile nations, intelligence
agencies in the West are concerned about the dangers
inherent in exporting such codes.

In 1982, the European Conference of Post and Tele-
communications Administrations adopted the GSM stand-
ard, which 18 nations formalized in 1987 with the signing
of the GSM Memorandum of Understanding. The first
GSM networks began operationsin 1991. By the end of the
1990s, some 230 million users worldwide—approximately
65% of the digital wireless market—used digital GSM
phones made by companies that included Motorola,
Ericsson, and Siemens.

Among the key features of GSM is its security tech-
nology, the methods of which reportedly make it the most
secure cellulartelecommunications standard in the world.
Vital to this security is the use of sophisticated encryption
algorithms. Conversations are encrypted using a tempo-
rary and randomly generated ciphering key, and for added
security, the subscriber is identified by a temporary iden-
tity, which may change periodically.

Despite these and other advanced security measures,
authorities have raised concerns about the safety of GSM
codes, and these concerns have been justified by attempts
to reveal or break into GSM codes. United States, British,
French, and Dutch intelligence and law-enforcement agen-
cies have called for restrictions on the export of encryption
technology, which could be used by aggressor nations or
terrorists. For example, if terrorists gained encryption
codes for cellular telephone communications, they might
be able to impede the abilities of law-enforcement au-
thorities to track them and other criminals.

A 1993 compromise permitted the export of the strong
A 5/1 encryption algorithm only to secure, fully industrial-
ized countries, mostly in western Europe. The weaker A 5/
2 algorithm would be exported to central and eastern
Europe, while Russia and some other countries would
have no encryption technology.

In April 1998, a group of what Time magazine de-
scribed as “Silicon Valley cypherpunks” hacked into GSM
encryption technology, and bragged that they could tap
into calls and “clone” other users’ cellular phones. A year
and a half later, in December 1999, Israeli researchers Alex
Biryukov and Adi Shamir announced that they had suc-
cessfully attacked the A 5/1 algorithm, and claimed that
with a modest-sized personal computer, they could pene-
trate an allegedly secure phone call or data transmission
within less than a second. However, an official with the
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GSM Association noted that no hardware would allow a
hacker to intercept calls on the GSM network.

BFURTHER READING:
PERIODICALS:
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Week 5, no. 50 (December 13, 1999): 3.

“Firms Are Lining up to See.” Electronic Times (October
16, 2000): 40.
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GSM Association. <http://www.gsmworld.com> (March 5,
2003).

SEE ALSO

Computer Hackers
Encryption of Data
Telephone Scrambler

Guatemala, Infelligence
and Security

Guatemala gained its independence from Spain in 1821.
After colonial rule, the region was politically dominated by
rival large-land owners. In the latter half of the twentieth
century, the government suffered endemic turmoil. Vari-
ous military coups devastated the national infrastructure,
co-opting the nation’s small intelligence and security com-
munity into political and secret police operations. A 36-
year civil war further devastated Guatemala, leaving 100,000
people dead and some one million refugees displaced
from their homes.

In 1996, the government issued a peace agreement,
formally ending the conflict, but sporadic fighting remains
aproblem. In peacetime, Guatemala has begun the task of
rebuilding its political infrastructure, including its intelli-
gence and security services. New agencies seek to dis-
tance themselves from those that operated during the era
of political upheaval, but lingering fears of rebel insur-
gency has prompted the continued use of political espio-
nage against dissidents.

Guatemala's largest intelligence agency is under the
direction of the military. The Military Intelligence Wing, D-
2, conducts both domestic and foreign intelligence opera-
tions. Though D-2 conducts a variety of surveillance mis-
sions, a large focus of their operations is the identification
and infiltration of paramilitary groups. D-2 also monitors
and attempts to stem the trafficking of contraband weap-
ons across national borders.

Guatemala’s civilian intelligence community is ad-
ministered by the Ministry of the Interior and the National
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Police. The Ministry of the Interior maintains a sizable
investigations and security-intelligence force to combat
organized crime, government corruption, and counterfeit-
ing. The National Police are the nation’s main law enforce-
ment agency, and maintain their own, specialized intelli-
gence and investigative units.

In recent years, Guatemala has become a major stag-
ing area for the trafficking of illegal drugs. The govern-
ment has joined with others in the region, and the United
Nations, to combat the problem, but with varying degrees
of success. Government corruption also remain endemic
in Guatemala, stifling attempts to rebuild the nation’s
economy.

BFPURTHER RERDING:

ELECTRONIC:

Central Intelligence Agency. “Guatemala” CIA World
Factbook <http:/wwhttp://www.cia.gov/cia/
publications/factbook/geos/gt.html> (April 8, 2003).

I MARIA LOPEZ

In the modern era, guerilla warfare refers to armed resist-
ance by paramilitary or irregular groups toward an occu-
pying force. Guerilla warfare also describes a set of tactics
employed by smaller forces against larger, better equipped,
and better supplied forces. Guerilla warfare tactics often
rely on isolating smaller units of the larger occupying
force so as to attack parts of the larger force by ambush.
Guerilla forces often practice espionage, industrial sabo-
tage, and wage propaganda campaigns by portraying
themselves as a popular but suppressed political move-
ment. In many areas of the world, guerilla warfare is
practiced by local groups against government forces, and
is especially effective in areas with a rugged natural to-
pography or areas of dense vegetation (e.g., forest or
jungle) that provide natural hiding places from which to
stage guerilla operations.

Derived from the Spanish term for “little war,” gue-
rilla warfare has a long history. Although the term was not
used until Spanish partisans resisted the intrusions of
Napoleon during the Peninsular War in the early nine-
teenth century, American colonist revolutionaries prac-
ticed guerilla warfare tactics against British forces to win
independence from what was arguably the finest military
power in the world at the time. During the twentieth
century, communist guerilla forces fought succedfullly
against French and then American forces in Vietnam.

Confederate raiders—including Quantrill’s raiders (led
by William C. Quantrill) and Mosby’s raiders (led by John
S. Mosby) practiced guerilla warfare against Union forces
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A blindfolded Palestinian boy assembles an AK-47 assault rifle, demon-
strating skills that he learned at one of the two-week warfare summer
camps run by the Palestinian Authority across the West Bank and Gaza in
2000. AP/WIDE WORLD PHOTOS.

during the American Civil War. Following the aquisition of
the Philippines after the Spanish-American War, U.S. Presi-
dent Theodore Roosevelt's administration and U.S. forces
struggled to suppress Filipino guerilla forces led by Emilio
Aguinaldo.

Although usually confined to mountainous or for-
ested terrain, Arab forces inspired by T. E. Lawrence
(Lawrence of Arabia) and led by King Faisal al-Husayn
used the harsh environment of the desert to fight a suc-
cessful guerilla war against superior Turkish forces during
World War I.

During World War Il guerilla forces (also termed “par-
tisan” or “underground” forces) in France and other coun-
tries fiercely resisted Nazi occupation.

Well known modern guerilla wars that resulted in
permanent changes in government occurred in China,
Vietnam, and Cuba. Chinese communist guerillas led by
Mao Zedong, prevailed against a number of opponents to
eventually take power after WWIl. Communist Viet Minh
forces led by Ho Chi Minh and later Viet Cong guerilla
forces outlasted French and then American forces in Viet-
nam. In Cuba, Fidel Castro and Ernesto (Che) Guevara
fought a three year long guerilla war from 1956 to 1959
that eventually ousted the launched a guerilla war in Cuba
against the government of Fulgencio Batista.

Guerilla Warfare

Guevara’s writings became politically influential for a
number of guerilla groups that organized across Central
and South America. Guevara wrote that “popular forces
can win a war against (an) army” and that "it (was) not
necessary to wait until all conditions for making revolu-
tion exist; the insurrection can create them.”

Other nationalist movements sprung from guerilla
movement roots in Algeria (against the French in 1954);
Cyprus (Greek nationalists against the British in the
late 1950s).

Although often portraying themselves as a popular
front, guerilla forces seizing power often engage in bloody
"cleansing” and destruction of local populations once
loyal to the former government. After seizing power in
Cambodia, the Khmer Rouge led by Pol Pot (also known as
Soloth Sar) killed an estimated two million Cambodians.

Although sometimes only a matter of semantics, there
is often considerable debate concerning the overlap of
guerilla tactics with tactics employed by terrorists (e.g.,
hijacking, kidnapping). There are no easily agreed upon
definitional lines to distinguish the two groups. In general,
most historians hinge such distinctions not necessarily
upon tactics employed, but rather on relations between
the opposing parties and the targets selected. Although
there are many historical exceptions, terrorists generally
represent minority or extreme viewpoints and target civil-
ian, military, orgovernmenttargets. Guerilla forces gener-
ally represent broader popular movements and generally
attack occupying military or government forces. A key
element in defining guerilla forces as opposed to other
types of forces or movements involves the general princi-
ple that guerilla forces are generally accepted—in fact
often supported and sheltered—by local populations. In
accord with international law, in stark contrast to the legal
treatment of terrorist groups, guerilla forces are to be
treated as combatants in accord with the rules of the
Geneva Convention if the forces operate in uniform or
carry as distinctive emblem (e.g., patch, red scarf, etc.).

In many cases, whether to declare a particular group a
group of freedom fighters, a guerilla force, or a terrorist
organization is often a matter of political or geographical
perspective.

Cyberspace opens new opportunities and perils for
what may come to be considered a new form of guerilla
warfare in the twenty-first century as activists (also known
as "hacktivists”) use Internet technology to combat elec-
tronic monitoring and Internet censorship by governments
in many parts of the world.

SEE ALSO

Terrorist and Para-State Organizations
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Hackers.

StE computer Hackers.

HAMAS (Islamic
Resistance Movement)

HAMAS was formed in late 1987 as an outgrowth of the
Palestinian branch of the Muslim Brotherhood. Various
HAMAS elements have used both political and violent
means, including terrorism, to pursue the goal of estab-
lishing an Islamic Palestinian state in place of Israel. HAMAS
is loosely structured, with some elements working clan-
destinely and others working openly through mosques
and social service institutions (including charities organ-
ized by HAMAS) to recruit members, raise money, organ-
ize activities, and distribute propaganda. HAMAS' strength
is concentrated in the Gaza Strip and a few areas of the
West Bank. HAMAS also has engaged in political activity,
such as running candidates in West Bank Chamber of
Commerce elections.

UT[]dﬂiZﬂTil]ﬂ activities. HAMAS is a large organization with
tens of thousands of supporters and sympathizers. HAMAS
activists, especially those in the Izz el-Din al-Qassam Bri-
gades, have conducted many attacks—including large-
scale suicide bombings—against Israeli civilian and mili-
tary targets. In the early 1990s, HAMAS also targeted
Fatah rivals and began a continuing practice of targeting
suspected Palestinian collaborators. HAMAS increased
operational activity in 2001 during the Intifadah, claiming
numerous attacks against Israeli interests. HAMAS has
not directly targeted U.S. interests and continues to con-
fine its attacks to Israelis inside Israel and the territories.

HAMAS operates primarily in the West Bank, Gaza
Strip, and lIsrael. In August 1999, Jordanian authorities
closed the group’s Political Bureau offices in Amman,
arrested its leaders, and prohibited the group from operat-
ing on Jordanian territory. HAMAS leaders are also pres-
ent in other parts of the Middle East, including Syria,
Lebanon, and Iran.

HAMAS receives funding from Palestinian expatriates,
Iran, and private benefactors in Saudi Arabia and other
moderate Arab states. Some fundraising and propaganda
activity take place in Western Europe and North America.

BFPURTHER READING:

ELECTRORIC:

Central Intelligence Agency. World Factbook, 2002. <http://
www.cia.gov/cia/publications/factbook/> (April 16, 2003).

Taylor, Francis X. U.S. Department of State. Patterns of
Global Terrorism 2001, Annual Report: On the Record
Briefing. May 21, 2002 <http://www.state.gov/s/ct/rls/
rm/10367.htm> (April 17, 2003).

U.S. Department of State. Annual Reports. <http://www.
state.gov/www/global/terrorism/annual_reports.htmI>
(April 16, 2003).

SEE ALSO

Terrorism, Philosophical and Ideological Origins
Terrorist and Para-State Organizations

Terrorist Organization List, United States
Terrorist Organizations, Freezing of Assets

Hanssen (Robert])
Espionage Case

I ADRIENNE WILMOTH LERNER

Robert Phillip Hanssen, a 25-year FBI veteran, was one of
the most successful double agents to ever steal secrets

I/

Encyclopedia of Espionage, Intelligence, and Security



Harakat ul-Jihad-1-Islami

Photo released by the FBI February 20, 2001, showing FBI agent Robert
Philip Hanssen, who was arrested under the accusation of spying for
Russia. ©AFP/CORBIS.

from the United States government. Hanssen used his
position in the FBI to sell classified information to the
Soviet KGB and later Russian Intelligence. A complex and
often contradictory portrait emerged in the 109-page fed-
eral affidavit that detailed Hanssen’s activities. The FBI
alleged that Hanssen intentionally stole secret documents
and sold them for private financial gain to the KGB over a
period of 15 years. Like most double agents, a different
social portrait of the man emerged. Friends, neighbors,
and family described Hanssen as quiet, frugal, and devout.

Born in April 1944, Hanssen was the only child of
Vivian and Howard Hanssen, a Chicago police lieutenant.
He studied Russian and earned degrees in chemistry.
After flirting with various career interests, Hanssen joined
the Chicago Police Department in October, 1972. His first
post was in a new undercover unit called C-5, which
sought out corrupt police officers.

Hanssen’s intelligence and ability stood out even in
the elite C-5 group. A colleague suggested he join the FBI.
On January 12, 1976, he joined the FBI, working in Indiana
and New York City before being transferred to the Wash-
ington, D.C., headquarters in 1981. He initially tracked
white-collar crime and monitored foreign officials assigned
to the United States. Hanssen also spent two years as a
member of a high-level analytical unit that monitored
Soviet intelligence. While working as an analyst, Hanssen
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gathered and copied classified materials and began mak-
ing contact with the Soviet KGB.

In 1985, Hanssen transferred to the FBI’s Manhattan
bureau to head a foreign counterintelligence squad. At
that post, Hanssen could more readily funnel information
to his Soviet handlers. Though his motives remained
unclear, within nine days of joining the New York office
Hanssen allegedly mailed a letter to the KGB offering
stolen classified documents in exchange for $100,000.
Over the next 15 years, with varying frequency, Hanssen
sold information to rival foreign intelligence services.

In February 2000, Hanssen was arrested on espio-
nage charges at a “dead drop” at a park near his home.
The FBI accused him of receiving more than $600,000 in
cash and diamonds for delivering 6,000 pages of docu-
ments and 26 computer discs to his Russian handlers. It
was also alleged that $800,000 more was waiting for him
in a Moscow bank. The FBI built its case against Hanssen
by collecting, from unidentified sources, packages that
bore Hanssen’s fingerprints, and the apparent KGB file on
Hanssen, which detailed his drops and letters to the Rus-
sian intelligence agency. Upon further investigation, the
FBI compiled evidence of Hanssen’s decades-long career
as a double agent.

On May 10, 2002, Hanssen was sentenced to life in
prison without the possibility of parole. In his trial, he
plead guilty to all counts of espionage and conspiracy that
were levied against him.

BFPURTHER RERDING:
ELECTRONIC:

The Center for Counterintelligence and Security Stud-
ies. <http://www.cicentre.com/Documents/DOC_
Hanssen_1.htm> (April 2003).

United States Federal Bureau of Investigation. <http:/
www.fbi.gov/libref/historic/famcases/hanssen/
hanssen.htm#anchor26782> (April 2003).

SEE ALSO

Ames (Aldrich H.) Espionage Case

Dead Drop Spike

Dead-Letter Box

FBI (United States Federal Bureau of Investigation)

KGB (Komitet Gosudarstvennoi Bezopasnosti, USSR Com-
mittee of State Security)

Russia, Intelligence and Security

Harakat ul-Jihad--Islami
(HUJI) (Movement of Islamic
Holy War)

Harakat ul-Jihad-I-Islami (HUJI)—Movement of Islamic
Holy War—is a Sunni extremist group that follows the
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Deobandi tradition of Islam, and was founded in 1980 in
Afghanistan to fight in the Jihad against the Soviets. It is
also affiliated with the Jamiat Ulema-I-Islam Fazlur Rehman
faction (JUI-F) and the Deobandi school of Sunni Islam.
The group, led by chief commander Amin Rabbani, is
made up primarily of Pakistanis and foreign Islamists who
are fighting for the liberation of Kashmir and its accession
to Pakistan. HUJI has conducted a number of operations
against Indian military targets in Kashmir, and are linked
to the Kashmiri militant group al-Faran that kidnapped five
Western tourists in Kashmir in July 1995; one was killed in
August 1995 and the other four reportedly were killed in
December of the same year.

HUJI strength is unknown, but intelligence services
estimate that there may be several hundred members
operating in Pakistan and Kashmir. HUJI trained members
in Afghanistan until Operation Enduring Freedom began
in the fall of 2001.

BFURTHER RERDING:
ELECTRORIC:

CDI (Center for Defense Information), Terrorism Project.
CDI Fact Sheet: Current List of Designated Foreign Ter-
rorist Organizations. March 27, 2003. <http://www.cdi.
org/terrorism/terrorist.cfm> (April 17, 2003).

Central Intelligence Agency. World Factbook, 2002. <http://
www.cia.gov/cia/publications/factbook/> (April 16, 2003).

Taylor, Francis X. U.S. Department of State. “Patterns of
Global Terrorism 2001,” Annual Report: On the Record
Briefing. May 21, 2002 <http://www.state.gov/s/ct/rls/
rm/10367.htm> (April 17, 2003).

U.S. Department of State. Annual Reports. <http://www.
state.gov/www/global/terrorism/annual_reports.html>
(April 16, 2003).

SEE ALSO

Terrorism, Philosophical and Ideological Origins
Terrorist and Para-State Organizations

Terrorist Organization List, United States
Terrorist Organizations, Freezing of Assets

Harakat ul-Jihad--Islami/

Bangladesh (HUJI-B)
(Movement of Islamic
Holy War)

The mission of Harakat ul-Jihad-I-Islami/Bangladesh (HUJI-
B) (Movement of Islamic Holy War), led by Shaugat Osman,
is to establish Islamic rule in Bangladesh. HUJI-B has

Harakat ul-Mujahidin

connections to the Pakistani militant groups Harakat ul-
Jihad-I-Islami (HUJI) and Harakat ul-Mujahidin (HUM),
who advocate similar objectives in Pakistan and Kashmir.
HUJI-B was accused of stabbing a senior Bangladeshi
journalist in November, 2000, for making a documen-
tary on the plight of Hindus in Bangladesh. HUJI-B was
suspected in the July 2000, assassination attempt of
Bangladeshi Prime Minister Sheikh Hasina.

HUJI-B has an estimated cadre strength of several
thousand members and operates and trains members in
Bangladesh, where it maintains at least six camps. Fund-
ing of the HUJI-B comes primarily from madrassas in
Bangladesh. The group also has ties to militants in Paki-
stan that may provide another funding source.

BFPURTHER READING:
ELECTRONIC:

CDI (Center for Defense Information), Terrorism Project.
CDI Fact Sheet: Current List of Designated Foreign Ter-
rorist Organizations. March 27, 2003. <http://www.cdi.
org/terrorism/terrorist.cfm> (April 17, 2003).

Central Intelligence Agency. World Factbook, 2002. <http://
www.cia.gov/cia/publications/factbook/> (April 16, 2003).

Taylor, Francis X. U.S. Department of State. “Patterns of
Global Terrorism 2001,” Annual Report: On the Record
Briefing. May 21, 2002 <http://www.state.gov/s/ct/rls/
rm/10367.htm> (April 17, 2003).

U.S. Department of State. Annual Reports. <http://www.
state.gov/wwwy/global/terrorism/annual_reports.html>
(April 16, 2003).

SEE ALSO

Terrorism, Philosophical and Ideological Origins
Terrorist and Para-State Organizations

Terrorist Organization List, United States
Terrorist Organizations, Freezing of Assets

Harakat ul-Mujahidin (HUM)
(Movement of Holy Warriors)

The Harakat ul-Mujahidin is an Islamic militant group
based in Pakistan that operates primarily in Kashmir. It is
politically aligned with the radical political party, Jamiat
Ulema-I Islam Fazlur Rehman faction (JUI-F). Long-time
leader of the group, Fazlur Rehman Khalil, in mid-Febru-
ary 2000 stepped down as HUM emir, turning the reins
over to the popular Kashmiri commander and his second-
in-command, Farooq Kashmiri. Khalil, who has been linked
to Osama Bin Ladin and signed his fatwa in February 1998
calling for attacks on United States and Western interests,
assumed the position of HUM Secretary General.
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Hardening

HUM operated terrorist training camps in eastern
Afghanistan until Coalition airstrikes destroyed them dur-
ing the Fall of 2001.

[Irqanizatiun activities. HUM has conducted a number of
operations against Indian troops and civilian targets in
Kashmir. HUM also has been linked to the Kashmiri mili-
tant group al-Faran that kidnapped five Western tourists in
Kashmir in July 1995—one was killed in August 1995 and
the other four reportedly were killed in December of the
same year. The HUM is responsible for the hijacking of an
Indian airliner on December 24, 1999, that resulted in the
release of Masood Azhar—an important leader in the
former Harakat ul-Ansar imprisoned by the Indians in
1994—and Ahmad Omar Sheikh, who was arrested for the
abduction and murder in January-February 2001 of U.S.
journalist Daniel Pearl.

HUM is based in Muzaffarabad, Rawalpindi, and sev-
eral other towns in Pakistan, but members conduct insur-
gentand terrorist activities primarily in Kashmir. The HUM
trained its militants in Afghanistan and Pakistan. They
have several thousand armed supporters located in Azad
Kashmir, Pakistan, and India’s southern Kashmir and Doda
regions. Supporters are mostly Pakistanis and Kashmiris
and also include Afghans and Arab veterans of the Afghan
war. HUM uses light and heavy machine guns, assault
rifles, mortars, explosives, and rockets. HUM lost a signifi-
cant share of its membership in defections to the Jaish-e-
Mohammed (JEM) in 2000.

HUM collects donations from Saudi Arabia and other
Gulf and Islamic states and from Pakistanis and Kashmiris.
The HUM's financial collection methods also include solic-
iting donations through magazine ads and pamphlets.
The sources and amount of HUM’s military funding are
unknown. In anticipation of asset seizures by the Pakistani
Government, the HUM withdrew funds from bank ac-
counts andinvested in legal businesses, such as commod-
ity trading, real estate, and production of consumer goods.
Its fundraising in Pakistan has been constrained since the
government clampdown on extremist groups and freez-
ing of terrorist assets.

BFURTHER READING:

ELECTRONIC:
Central Intelligence Agency. World Factbook, 2002. <http://
www.cia.gov/cia/publications/factbook/> (April 16, 2003).

Taylor, Francis X. U.S. Department of State. Patterns of
Global Terrorism 2001, Annual Report: On the Record
Briefing. May 21, 2002 <http://www.state.gov/s/ct/rls/
rm/10367.htm> (April 17, 2003).

U.S. Department of State. Annual reports. <http://www.
state.gov/www/global/terrorism/annual_Reports.htmI>
(April 16, 2003).
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In a general sense, hardening is the process of securing a
computer. More specifically, hardening is the removal or
disabling of all components in a computer system that are
not necessary to its principal function or functions. By
reducing the purposes for which a computer is used, the
computer is rendered less vulnerable to outside attack by
hackers or other intruders.

General hardening steps include limiting the number
of users allowed to access a computer, tightening pass-
word and access control, and installing basic intrusion-
detection software. The more specific variety of hardening
requires the involvement of a highly trained computer
technician. Once the user has defined the principal pur-
pose or purposes for which the computer is to be used,
then the technician can disable or remove all components
that are not necessary to those purposes.

An example of a computer that needs to be hardened
is a server, a computer, or device on a network (a group of
linked computers) that manages network resources. The
server should be equipped with high-quality firewall soft-
ware to prevent outside intrusion. Often, such software
may not provide enough security, in which case hardening
is necessary. If the server is properly hardened, this nar-
rows the avenues of access for intruders hoping to get
past the server to other computers on the local network.

During the hardening process, a computer should be
disconnected from any network. Once it is hardened, the
computer will no longer be a general-purpose machine,
but will be usable only for the very specific purposes for
which it has been designated. The more specific that
purpose, and the fewer general-purpose features on the
computer, the more difficult it will be for a would-be
intruder to access the computer, or to use it effectively
once it has been accessed.

BFURTHER RERDING:

BOOKS:

Akin, Thomas. Hardening Cisco Routers. Sebastopol, CA:
O'Reilly, 2002.

PERIODICALS:

Connolly, P. J. “Fight DDoS Attacks with Intelligence.”
InfoWorld 23, no. 39 (September 24, 2001): 58.

Levine, Bernard. “What's Next for Electronics?” Electronic
News 47, no. 40 (October 1, 2001): 1.
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Wang, Wallace. “Hardening Your System.” Boardwatch
15, no. 8 (June 2001): 44-46.
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Computer Hackers
Computer Hardware Security
Computer Software Security

Health and Human Services
Department, United States

The United States Department of Health and Human Serv-
ices (HHS) is responsible for overseeing government de-
partments and programs devoted to public health. The
HHS manages federal health insurance programs Medi-
care and Medicaid for certain citizens. Other operational
departments within the HHS have a direct impact on
general matters of national security, public safety, and
counter-terrorism.

The HHS currently oversees over 300 various pro-
grams and has an annual operating budget of around 460
billion dollars. The department was founded in the 1930s
as part of the New Deal, but has since grown in scope to
cover everything from preschool programs to medical
research.

Two main branches of the HHS are especially impor-
tant to the preservation of national security. The Food and
Drug Administration (FDA) is responsible for pharmaceu-
tical research and the approval of medicines for sale and
distribution in the United States. The FDA also regulates
some aspects of agriculture and insures the safety of food
products for consumers. Working with the Environmental
Protection Agency, the FDA helped to establish guidelines
for drinking water treatment and regulation. Food safety,
water purity, and drug research and approval have in-
creased in importance in recent years since America has
come under terrorist threat. The FDA sponsors research
into protecting food and water systems from bioterrorism
attacks. Other research funding supports the develop-
ment and testing of vaccines and drugs to fight diseases
that are most likely to be used in such an attack.

Perhaps the most important organizational branch of
the HHS in terms of national security, as well as public
health, is the Centers for Disease Control and Prevention
(CDC). The CDC, located in Atlanta, Georgia, is the primary
disease research facility in the world and monitors the
spread of epidemic diseases whether natural or the result
of bioterrorism. The CDC has introduced several new
initiatives to investigate, plan for, and combat bioterrorism
and radiological attacks. Constant research on disease
virulence, transmission, and treatments insures that most
diseases are readily identifiable. Several instances in the

Heavy Water Technology

past, including the September 11th terrorist attacks on the
Unites States, have prompted the CDC to issue advisories
to doctors on symptoms of diseases that can be the result
of bioterrorism. The CDC stressed that some of these
diseases could be difficult to diagnose because they had
been eradicated from the United States for decades. Also,
the organization released information to the general pub-
lic regarding the best ways to prepare for and survive a
biological or radiological attack.

The HHS, with the aid of the CDC, also administers
general and emergency vaccination and inoculation pro-
grams, including advising the military on possible health
threats that could be encountered abroad. Individual state
bioterrorism readiness plans must also be approved
by the HHS.

BFPURTHER RERADING:
ELECTRONIC:

Centers for Disease Control “Bioterrorism Preparedness.”
<http://www.bt.cdc.gov/> (November 28, 2002).

SEE ALSO

CDC (United States Centers for Disease Control and
Prevention)

1 LARRY GILMAN

Heavy water is water (H,0O) in which oxygen is bound to
atoms of the hydrogen isotope deuterium (*H). Heavy
water is so named because it is significantly more dense
(>1.1 g/cm?® than ordinary (“light”) water, 'H,0 (1 gm/
cm?®). Heavy water is not radioactive and has the same
chemical properties as light water; a person could drink a
glass of heavy water without harm. However, heavy water
is better than light water at moderating (slowing) neu-
trons, which makes it useful in some nuclear reactor cores.
Its scarcity during World War I, partly assured by bomb-
ing raids and daring Allied commando missions to de-
stroy heavy-water production facilities, interfered criti-
cally with the German and Japanese nuclear programs.

Deuterium and fritium. Anl hydrogen atoms have atomic
number 1, that is, one proton in the nucleus; common or
light hydrogen also has mass number 1, that is, its nucleus
consists solely of alone proton. Deuterium (*H) has atomic
number 1 and mass number 2, because its nucleus con-
tains one proton plus one neutron. The presence of the
neutrons in the deuterium atoms of heavy water is what
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Heavy Water Technology

makes it “heavy” (i.e., more dense than common water).
Tritium (°*H) is an isotope of hydrogen whose nuclei con-
tain one proton plus two neutrons. Tritium can also com-
bine with oxygen to form heavy water, but tritium is much
rarer than deuterium, so virtually all heavy water consists
of 2H,0 (deuterium oxide). Tritium heavy water is radioac-
tive and has been used as a tracer in certain biological
experiments.

About .015% of the hydrogen atoms in natural water
are deuterium atoms. Heavy water is produced by using
electricity to break up water molecules, releasing its hy-
drogen as gas. (This process is known as electrolysis.)
Deuterium oxide molecules are more resistant to elec-
trolysis than light-water molecules, so electrolysis of a
volume of water tends to increase its concentration of
heavy water. By repeated concentration steps, almost
pure heavy water can be obtained. Heavy water can also
be extracted from natural water by repeated evaporation
steps, as its heavier molecules are less volatile than those
of light water (i.e., less likely to gain enough kinetic energy
in random molecular collisions to leave the surface of a
liguid mass). The electrolysis method was important dur-
ing World War Il, but evaporation methods are used today
because they are less expensive.

Neutron moderation. The utility of heavy water in nuclear
reactors arises from its ability to slow down or moderate
neutrons. Slow or thermal neutrons are more likely to
cause unstable nuclei (e.g., of uranium) to fission upon
impact; however, neutrons emitted by fissioning nuclei
generally have high velocities. To make a nuclear chain
reaction sustainable, therefore, it is often desirable to slow
down or moderate neutrons released by fissioning nuclei.
Slowed-down neutrons are termed thermal neutrons, and
reactors that employ a moderator to produce thermal
neutrons are termed thermal reactors. (Other reactor de-
signs are also possible.) Interposing a neutron-slowing
substance or moderator between thin rods filled with
nuclear fuel is acommon feature of thermal reactor cores.
Most of the neutrons released by fissioning nuclei in the
fuel rods escape quickly from the thin rods and collide
with atoms in the moderator before passing into other fuel
rods; these collisions impart some of the neutrons’ kinetic
energy to atoms in the moderator. This heats the modera-
tor, and some of the slowed neutrons go on to enter fuel
rods and to cause nuclei to fission in them.

Several substances have been used as moderators in
nuclear reactors, especially carbon (in the form of graph-
ite), light water, heavy water, and beryllium. Heavy water
is a desirable moderator for several reasons. It has excel-
lent moderation properties and, being a liquid, can act
simultaneously as a coolant to transfer heat out of the core
to a power-generation loop.

Today, most power-generating reactors in the world
utilize light water as a moderator. Light water has less
desirable moderation properties than heavy water, but the
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fact that it is essentially free, while heavy water is expen-
sive, gives it an advantage. However, one class of modern
reactor—the Canadian CANDU (CANada Deuterium Ura-
nium) reactor type—uses heavy water as a moderator. A
CANDU reactor core consists of a stack of horizontal fuel-
rod assemblies immersed in a large holding tank full of
heavy water that serves to reduce stray radiation in the
vicinity of the unit. Hot heavy water circulates through
tubes stacked between the fuel-rod assemblies, acting
both to moderate neutrons in the core and to carry away
heat energy. The circulating heavy water is under high
pressure to keep it from flashing to steam. After being
heated in the reactor core, it is passed through a heat
exchanger, a device which allows hot water to circulate on
one side of a thin metal barrier and relatively cool water to
circulate on the other; heatis conducted through the metal
from the hotter to the cooler water, which is then pumped
away and allowed to expand into steam to drive turbines.
The turbines, in turn, drive generators that make electricity.

Heavy water during World War Il. During the early days of
nuclear fission, in the 1930s and early 1940s, scientists
struggled with what is today a routine task: the production
of a sustained, controlled nuclear chain reaction in a
reactor core. It took intense research to discover that a
moderator was required at all. Graphite was known to be a
good moderator, and some of the earliest nuclear reactors
consisted of large piles of graphite blocks riddled with
pellets of nuclear fuel. However, heavy water was easier to
handle and had superior moderation properties; rapid
progress in nuclear fission, given the state of knowledge
at that time, required heavy water.

However, heavy water was rare. The only commercial
producer of heavy water in the world in the late 1930s was
Norsk Hydro, the state-owned Norwegian hydroelectric
company. In 1940, the Germans invaded and occupied
Norway, seizing the heavy-water production facility at
Rjukan-Vemork, Norway. By 1942, U.S. intelligence was
aware that the German nuclear research program was
using heavy water produced using the electrolysis method
at Rjukan-Vemork. In November 1942, British commandos
(special forces trained to operate in small numbers behind
enemy lines) attempted to land in Norway and destroy
essential machinery at Rjukan-Vemork; they were all killed
in crashes or captured and executed by the Germans.
(Hitler had ordered that all captured commandos were to
be shot.) In February 1943, a second commando raid was
attempted. This raid succeeded in putting the Rjukan-
Vemork heavy-water plant temporarily out of commis-
sion. All commandos involved escaped, and the German
fission program was delayed by some months. However,
the facility was repaired and put back into operation. In
November 1943, a force of 460 U.S. bombers was dis-
patched from England to bomb the Norwegian plant. Not
all essential heavy-water machinery at the site was de-
stroyed, but the German government decided to move
what was left, including whatever stocks of heavy water
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had been accumulated, to Germany, where they could be
better defended. However, Norwegian resistance person-
nel succeeded in sinking the ferry that was to carry the
precious barrels of heavy water across a lake on its way to
Germany, further impeding German nuclear efforts. In the
months remaining before the Germans were defeated
they could not produce sufficient quantities of heavy wa-
ter, and their nuclear program (which was mostly devoted
to the goal of producing electricity, rather than a nuclear
bomb) did not succeed. The extreme scarcity of heavy
water in Japan was also a factor in that country’s decision
not to pursue development of nuclear explosives during
World War II.

BFURTHER READING:

BOOKS:

Dahl, Per F. Heavy Water and the Wartime Race for Nuclear
Energy. Bath, UK: Institute of Physics Publishing, 1999.
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actor Engineering: Vol. 1, Reactor Design Basics. New
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Hemorrhagic Fevers
and Diseases

1 BRIAN D. HOYLE

Hemorrhagic diseases are caused by infection with viruses
or bacteria. As the name implies, a hallmark of a
hemorrhagic disease is copious bleeding. The onset of a
hemorrhagic fever or disease can lead to relatively mild
symptoms that clear up within a short time. However,
hemorrhagic diseases are most recognized because of the
ferocity and lethality of their symptoms as well as the
speed at which they render a person extremely ill.

High rates of infection, easy transmission, and high
levels of morbidity (illness) and mortality (death) mean
that some hemorrhagic viruses hold the potential for
use as biological weapons. Viruses including, but not
limited, Ebola, Marburg, Lassa fever, and New World
arenaviruses, offer characteristics desirable in potential
bioweapon agents.

Hemorrhagic Fevers and Diseases

Four groups of hemorrhagic viruses. The viruses that
cause hemorrhagic diseases are members of four groups.
These are the arenaviruses, filoviruses, bunyaviruses, and
the flaviviruses. Arenaviruses are the cause of Argentine
hemorrhagic fever, Bolivian hemorrhagic fever, Sabia-
associated hemorrhagic fever, Lassa fever, Lymphocytic
choriomeningitis, and Venezuelan hemorrhagic fever. The
bunyavirus group causes Crimean-Congo hemorrhagic
fever, Rift Valley fever, and Hantavirus pulmonary syn-
drome. Filoviruses are the cause of Ebola hemorrhagic
fever and Marburg hemorrhagic fever. Lastly, the
flaviviruses cause tick-borne encephalitis, yellow fever,
Dengue hemorrhagic fever, Kyasanur Forest disease, and
Omsk hemorrhagic fever.

Virtually all the hemorrhagic diseases of microbio-
logical origin that arise with any frequency are caused by
viruses. The various viral diseases are also known as viral
hemorrhagic fevers. Bacterial infections that lead to
hemorrhagic fever are rare. One example is a bacterium
known as scrub typhus.

None of the known viral hemorrhagic diseases are
indigenous to the United States (i.e., none occur natu-
rally). Accordingly, a primary risk factor of viral hemorrhagic
diseases includes travel to areas where the virus is indige-
nous (e.g., portions of Africa, Asia, the Middle East, and
South America).

Work with these viruses must only be conducted in
high containment (BSL-4) laboratories. There are two such
labs in the U.S.; one is located at the Centers for Dis-
ease Control and Prevention (CDC), and the other at the
United States Army Medical Research Institute of Infec-
tious Diseases (USAMRIID). All personnel at these labora-
tories must wear protective clothing (e.g., double-gloves,
biohazard suits, shoe coverings, face shields, respirators,
etc.) and often work in negative pressure rooms.

Although Ribavirin, an antiviral medication, has shown
some effectiveness against arenaviridae and bunyaviridae
viruses, there are currently no antiviral medications effec-
tive against filoviridae and flaviviridae viruses. A vaccine
exists for only yellow fever. Insect vectors are controlled
by a concerted campaign of spraying and observance of
precautionary measures (e.g., use of insect repellent, proper
clothing, insect netting over sleeping areas, etc.).

Molecular biology and modes of fransmission. while the
viruses in the groups display differences in structure and
severity of the symptoms they can cause, there are some
features that are shared by all the viruses. For instance, all
the hemorrhagic viruses contain ribonucleic acid as their
genetic material. The nucleic acid is contained within a so-
called envelope that is typically made of lipids. Addition-
ally, all the viruses require a host in which to live. The
animal or insect that serves as the host is also called the
natural reservoir of the particular virus. This natural reser-
voir does not include humans. Infection of humans occurs
only incidentally upon contact with the natural reservoir.

| 8 |
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Symptoms of hemorrhagic diseases can progress
from mild to catastrophic in only hours. As a result, an
outbreak of hemorrhagic disease tends to be self-limiting
in a short time. In some cases, this is because the high
death rate of those who are infected literally leaves the
virus with no host to infect. Often the outbreak fades away
as quickly as it appeared.

Hemorrhagic-fever-related illnesses appear in a geo-
graphical area where the natural reservoir and humans
are both present. If the contact between the two species is
close enough, then the disease-causing microorganism
may be able to pass from the species that is the natural
reservoir to the human.

Although little is clear about the state of the microbes
in their natural hosts, it is reasonably clear now that the
viruses do not damage these hosts as much as they do a
human who acquires the microorganisms. Clarifying the
reasons for the resistance of the natural host to the infec-
tions would be helpful in finding an effective treatment for
human hemorrhagic diseases.

The speed at which hemorrhagic fevers appear and
end in human populations, combined with their frequent
occurrence in relatively isolated areas of the globe has
made detailed study difficult. Even though some of the
diseases, such as Argentine hemorrhagic fever, have been
known for almost 50 years, knowledge of the molecular
basis of the disease is lacking. For example, while it is
apparent that some hemorrhagic viruses can be transmit-
ted through the air as aerosols, the pathway of infection
once the microorganism has been inhaled is still largely
unknown.

The transmission of hemorrhagic viruses from the
animal reservoir to humans makes the viruses the quin-
tessential zoonotic disease. For some of the viruses, the
host has been determined. Hosts include the cotton rat,
deer mouse, house mouse, arthropod ticks, and mosgitoes.
However, for other viruses, such as the Ebola and Marburg
viruses, the natural host still remains undetermined. Out-
breaks with the Ebola and Marburg viruses have involved
transfer of the virus to humans via primates. Whether the
primate is the natural host or acquired the virus as the
result of contact with the true natural host is not clear.

Another fairly common feature of hemorrhagic dis-
eases is that once humans are infected with the agent of
the disease, human-to-human transmission can occur.
Often this transmission is via body fluids that accidentally
contact a person who is offering care to the afflicted person.

Hemorrhagic diseases typically begin with a fever, a
feeling of tiredness, and aching muscles. These symp-
toms may not progress further, and recovery may occur
within a shorttime. However, damage thatis more serious
often is characterized by copious bleeding, especially from
orifices such as the mouth, eyes, and ears. More seriously,
internal bleeding also occurs as organs are attacked by the
infection. Death can result, though usually not from direct
loss of blood, but from nervous system failure, coma, or
seizures.
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Hizballah (Party of God) (also operates as, or is known as:
Islamic Jihad, Revolutionary Justice Organization, Organi-
zation of the Oppressed on Earth, and Islamic Jihad for the
Liberation of Palestine) was formed in 1982 in response to
the Israeli invasion of Lebanon. This Lebanon-based radi-
cal Shi'a group takes its ideological inspiration from the
Iranian revolution and the teachings of the Ayatollah
Khomeini. The Majlis al-Shura, or Consultative Council, is
the group’s highest governing body and is led by Secre-
tary General Hassan Nasrallah. Hizballah formally advo-
cates ultimate establishment of Islamic rule in Lebanon
and liberating all occupied Arab lands, including Jerusa-
lem. Hizballah has expressed as a goal the elimination of
Israel. Hizballah has also expressed its unwillingness to

Encyclopedia of Espionage, Intelligence, and Security



work within the confines of Lebanon’s established politi-
cal system; however, this stance changed with the party’s
decision in 1992 to participate in parliamentary elections.
Although closely allied with and often directed by Iran, the
group may have conducted operations that were not ap-
proved by Tehran. While Hizballah does not share the
Syrian regime’s secular orientation, the group has been a
strong tactical ally in helping Syria advance its political
objectives in the region.

l]rganiza’rinn activities. Hizballah is known or suspected to
have been involved in numerous anti-U.S. terrorist at-
tacks, including the suicide truck bombings of the U.S.
Embassy in Beirut in April 1983, the U.S. Marine barracks
in Beirut in October 1983, and the U.S. Embassy annex in
Beirut in September 1984. Three members of Hizballah,
‘Imad Mughniyah, Hasan lzz-al-Din, and Ali Atwa, have
been on the FBI’s list of the 22 most wanted terrorists for
the hijacking in 1985 of TWA Flight 847 during which a U.S.
Navy diver was murdered. Elements of Hizballah were
responsible for the kidnapping and detention of U.S. and
other Western hostages in Lebanon. The group also at-
tacked the Israeli Embassy in Argentina in 1992 and is a
suspect in the 1994 bombing of the Israeli cultural center
in Buenos Aires. In fall 2000, it captured three Israeli
soldiers in the Shabaa Farms and kidnapped an Israeli
noncombatant whom it may have lured to Lebanon under
false pretenses.

Hizballah is known to have several thousand support-
ers and a few hundred terrorist operatives operating in the
Bekaa Valley, Hermil, the southern suburbs of Beirut, and
southern Lebanon. They have established cells in Europe,
Africa, South America, North America, and Asia.

Hizballah receives substantial amounts of financial,
training, weapons, explosives, political, diplomatic, and
organizational aid from Iran and received diplomatic, po-
litical, and logistical support from Syria.
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Homeland Security, United
States Department of

1 JUDSON KNIGHT

The Department of Homeland Security (DHS) is a
direct outgrowth of the terrorist attacks on September
11, 2001, which highlighted America’s vulnerability to
terrorism. Initiated by President George W. Bush as the
Office of Homeland Security, the DHS became fully
operational in 2003. The DHS incorporates several dozen
offices and agencies, many of them previously assigned
to other departments and some entirely new. They
include the U.S. Coast Guard (USCG), U.S. Secret Service
(USSS), Federal Emergency Management Agency (FEMA),
Immigration and Naturalization Service (INS), and the
newly created Transportation Security Administration
(TSA). These and many other bureaus would be placed
under, or work in tandem with, one of the five DHS
directorates—Border and Transportation Security, Emer-
gency Preparedness and Response, Science and Technol-
ogy, Information Analysis and Infrastructure Protection,
and Management—to fulfill the greater DHS mission of
preventing, mitigating, and protecting against terrorism
on U.S. soil.

Civil Defense and
Homeland Security

Prior to September 11, 2001, what Americans now refer to
as “homeland security”—protection of the nation, its peo-
ple, its land, and its resources from attack—bore a differ-
ent name: civil defense. The civil defense concept had its
origins in World War Il, when Americans organized local
groups to prepare for and protect against the threat of Axis
attack on American shores. This concept carried over into
the Cold War, with a few changes; the enemy was now the
Soviet Union, and the threat had the dimensions of nu-
clear annihilation.

In the early 1960s, the heyday of Cold War civil de-
fense efforts, some American families built bomb shelters,
and students practiced “duck and cover” maneuvers that
would supposedly protect them in the event of a nuclear
attack. A decade later, however, with the Cuban Missile
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Homeland Security Director Tom Ridge addresses the Homeland Security Tech Expo at the Armory in Washington, D.C., in September 2002. Congress later
approved President Bush's plan for a cabinet-level Department of Homeland Security to fight terrorism. ApwiDE WORLD PHOTOS.

Crisis relegated to history and a new era of U.S.-Soviet
détente emerging, use of these measures declined.

The end of the Cold War brought with it new dangers.
The enemy was no longer the Soviet Union, a superpower
with fairly predictable aims not entirely different from
those of the United States. Instead, America faced terror-
ists whose motives were based upon political and relig-
ious zealotry with little regard for international laws, and
were therefore more difficult to predict. The reality of the
twenty-first century security environment manifested it-
self on the morning of September 11, 2001.

On October 8, less than four weeks after the attacks,
President Bush issued Executive Order (E.O.) 13228 creat-
ing the Office of Homeland Security, along with the Home-
land Security Council (whose members included the Presi-
dent, Vice President, and several Cabinet-level officials) as

| 8 |

an advisory board. The order gave the office’s director the
title of Assistant to the President for Homeland Security,
nomenclature that harkened to the official title of the
National Security Advisor—thus highlighting the impor-
tance of the homeland security chief.

For the new position, Bush chose former Pennsylva-
nia governor Tom Ridge, who was approved by the Sen-
ate in January 2003. Meanwhile, in November 2002, Con-
gress passed the Homeland Security Act, legislation
creating a permanent Cabinet-level department. On Janu-
ary 24,2003, DHS began operation atits new headquarters
ataformer U.S. Navy facility, the Nebraska Avenue Center
in Washington, D.C. Most agencies scheduled for transfer
to the new department were officially moved in a special
March 1, 2003, ceremony attended by the President.
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In his initial proposal for the creation of DHS, Presi-
dent Bush noted that at that time, there were some 100
government agencies involved in emergency response.
DHS would greatly streamline those activities; but before
that could happen, a great deal of restructuring would
have to occur. The initial appropriation request from the
president to Congress was for nearly $40 billion, and
many pundits judged that with the task before it, the new
department would need every penny. The creation of DHS
was the most fundamental change in the structure of
government since the passage of the National Security
Act, which created the Department of Defense in 1947.

DHS was scheduled to absorb 22 agencies from nine
different departments (Agriculture, Commerce, Defense,
Energy, Health and Human Services, Justice, State, Trans-
portation, and Treasury) and two independent offices
(FEMA and the General Services Administration, or GSA).
With these would come 170,000 government employees,
ranging from the men and women of the Coast Guard and
Secret Service, to plant and animal health inspectors and
computer security specialists.

DHS Framework

DHS has a threefold mission: to prevent terrorist attacks
within the United States, to reduce America’s vulnerability
to terrorism, and to minimize the danger from potential
attacks and natural disasters. In pursuing this mission,
DHS works through its five directorates. In order to create
these directorates, DHS established some new offices, but
much of its framework came from existing ones, listed by
the department from which they came:

Agriculture: Animal and Plant Health Inspection Serv-
ice; Plum Island Animal Disease Center.

Commerce: Computer Security Division of the National
Institute of Standards & Technology; Critical Infrastructure
Assurance Office; National Hazard Information Strategy of
the National Oceanic & Atmospheric Administration.

Defense: National Bio-Weapons Defense Center;
National Communications System.

Energy: Environmental Measurements Laboratory;
Lawrence Livermore National Laboratory; National
Infrastructure Simulation & Analysis Center; National Nu-
clear Security Administration; Nuclear Incident Response;
Oak Ridge National Laboratory; Office of Biological &
Environmental Research; Office of Energy Assurance; Office
of Security.

Health and Human Services: Metropolitan Medical
Response System; National Pharmaceutical Stockpile Pro-
gram; National Disaster Medical System/Office of Emer-
gency Preparedness; Office of Health and Safety Informa-
tion System.

Justice: Domestic Emergency Support Team; Execu-
tive Office for Immigration Review; INS; National
Infrastructure Protection Center (except for the Computer

Homeland Security, United States Department of

Investigations and Operations Section, which would re-
main with the Federal Bureau of Investigation); National
Domestic Preparedness Office; and Office of Domestic
Preparedness.

State: Visa Services.
Transportation: USCG; TSA.

Treasury: Federal Law Enforcement Training Center
(FLETC); USSS; Customs.

Additionally, DHS incorporated FEMA in its entirety,
along with two GSA offices, the Computer Incident
Response Center and the Office of Federal Protective
Service.

The directorates. By far the largest component of DHS is the
Directorate of Border and Transportation Security (BTS),
which is responsible for maintaining the security of the
nation’s borders and transportation systems. BTS accounts
for about 58% of DHS employees, along with nearly half of
its operating budget, and includes what was formerly
TSA, Customs, the border security functions of INS, the
Animal and Plant Health Inspection Service, and FLETC.
Like the other directorates of DHS, it is overseen by an
undersecretary of homeland security.

Second in size is the Directorate of Emergency Pre-
paredness and Response (EPR), which includes FEMA and
numerous smaller agencies. EPR is charged with ensuring
that the nation is prepared for and able to recover from
both terrorist attacks and natural disasters. The Director-
ate of Science and Technology (S&T) is DHS's principal
research and development arm. Among the areas of focus
for S&T is the range of technology needed to prepare for
and respond to terrorist threats involving weapons of
mass destruction.

Information Analysis and Infrastructure Protection
(IAIP) is the directorate concerned with the nation’s critical
infrastructure, particularly the computer systems that serve
as the brain center for a modern industrialized superpower.
IAIP brings together a number of specialists capable of
identifying and assessing current and future threats to the
homeland. Finally, the smallest and least visible director-
ate is Management, which is concerned with DHS internal
affairs, including budget and personnel issues.

|HdEDEﬂd9nT a0encies. In addition to the directorates, DHS
includes a number of agencies that, while in some cases
associated with specific directorates, nevertheless have
an independent existence. Among these is the Coast Guard,
which has a clear function in relation to border security but
which, upon declaration of war or specific orders from the
president, operates as an element of the Department of
Defense. Secret Service is also an independent agency
within DHS.

Other independent agencies include ones that did not
exist as such prior to the establishment of DHS. These
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include the Bureau of Citizenship and Immigration Serv-
ices, which assists the BTS directorate by easing the
transition of immigrants to U.S. citizenship; the Office of
State and Local Government Coordination; the Office of
Private Sector Liaison, which works to foster dialogue
between DHS and the business community; and the Office
of Inspector General, an independent body responsible
for inspection, auditing, and investigating charges of fraud,
abuse, mismanagement, and waste.

DHS in action. Americans are likely to be most familiar with
the DHS advisory system, whereby colors are equated
with levels of threat. Green indicates low threat, and blue a
“guarded condition” in which there is a general risk of
terrorist attacks.

From the time the system was instituted through the
spring of 2003, as the United States waged its military
campaign in Iraq, the alert level never dipped below yel-
low, for “elevated condition,” indicating a significant risk
of terrorist attacks. On a few occasions it went above
yellow and into orange, indicating a high threat of terrorist
attacks. During that period, the threat level did not spike
above orange to the most severe of conditions, red, though
that color would have been used if the color-coded system
had been in place at the time of the September 11 terrorist
attacks.

On February 7, 2003, concerns about terrorist threats
associated with an Islamic holiday caused a raise of the
threat level to orange. Ridge encouraged Americans to
stock up on food and water, as well as plastic sheeting and
duct tape for sealing doors and windows. Ridge was
criticized for what some observers described as scare
mongering. On February 27, the threat level indicator
again returned to yellow. When Ridge hiked it to orange
again on March 18, 2003, at the beginning of the war with
Irag, such specific recommendations were not included
with the warning; instead it was simply noted for Ameri-
cans to be vigilant for multiple attempted attacks.

Mayors and governors commented on the fact that,
while the DHS called upon cities and states to take extra
preparedness measures, it did not provide adequate addi-
tional federal funding for such measures. In early April
2003, DHS announced that seven major cities would re-
ceive atotal of $100 million to increase anti-terror security
efforts.
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HUMINT

Human intelligence, or HUMINT, is the gathering of infor-
mation through human contact. It is, along with signals
intelligence and imagery intelligence (SIGINT and IMINT
respectively), one of the three traditional means of intelli-
gence gathering. After the September 11, 2001, terrorist
attacks, many observers in the United States decried pre-
vious cutbacks in HUMINT that had helped create an
environment in which U.S. intelligence was largely una-
ware of the impending attacks.

The value of HUMINT. whereas SIGINT, IMINT, and non-
traditional measurement and signature intelligence
(MASINT) are high-tech enterprises, HUMINT is decidedly
low-tech. It is a matter, ultimately, of personal interaction,
and practitioners of HUMINT are “spies” in the purest
sense of the word. The more closely an operative func-
tions in the community, the more his or her information
comes from word of mouth, and the more he or she is
practicing true HUMINT.

Simple though it may seem in comparison to the
sophisticated electronic systems used in the other intelli-
gence-gathering fields, HUMINT is a difficult method that
requires precision. Humans are a far more difficult source
from which to coax information than are electronic listen-
ing devices or cameras. Yet, the information that can
come from human sources can be the most useful and
up-to-date.

f hU]]l]ThETiCdl infiltrator. Terrorist groups may train in
open-air camps whose activities are visible by satellite,
but their most important work takes place beyond the
reach of satellite photographic equipment. The visual and
electronic evidence obtained from the Afghan training
camps of the al-Qaeda terror network—the widely aired
videotapes of training activities and speeches by leader
Osama bin Laden—offered little in the way of concrete
clues as to the group’s plans for the devastation of Sep-
tember 11, 2001. Such information would likely have come
only by close contact with al-Qaeda operatives on the part
of personnel in contact with U.S. authorities.

Most likely, that undercover individual would have
been an Arab national. Even though al-Qaeda and their
Taliban hosts drew recruits from all over the world, includ-
ing the United States, even an American of Arab descent
would have most likely been under so much scrutiny that
his job would have been impossible. Even if the United
States had contact with an undercover operative in al-
Qaeda circles prior to September 11, that person would
probably have come from the same circles as other al-
Qaeda members—a world of religious fundamentalists,
terrorists, opium smugglers, and arms dealers. In other
words, anyone the United States worked with in that

situation was likely to be what most Americans would
judge an unsavory character.

An example of such afigure is Ali Mohamed, a former
Egyptian army officer who joined the U.S. Army in the
1980s, and trained U.S. Special Forces at Fort Bragg, North
Carolina, onIslamic terrorism. Mohamed also served in an
undercover capacity, infiltrating the al-Kifah Refugee Cen-
ter in Brooklyn, New York, where he associated with
terrorists. Mohamed later switched alliances, joining Osama
bin Laden. Captured and arrested by U.S. authorities,
Mohamed told them about al-Qaeda’s plans to bomb two
U.S. embassies in Africa—but he only divulged this infor-
mation in 1999, a year after the bombings occurred.

Disgust with figures such as Ali Mohamed had led the
administration of President William J. Clinton to adopt
rules of human intelligence that many later blamed for the
breaches that made attacks such as those of September
11, 2001, possible. On the heels of revelations that agents
of the Central Intelligence Agency (CIA) in Guatemala had
committed human rights violations, CIA general counsel
Jeffrey H. Smith in 1995 drew up a set of guidelines
intended to rid the agency of its association with disrepu-
table characters. The rules prohibited the hiring of agents
with records of human-rights violations, barred agents
from posing as priests or journalists, and required local
ClArecruiters to divulge the identities of recruits to agency
headquarters.

Unintended consequences. well-meaning though they may
have been, these guidelines further eroded the intelli-
gence-gathering capabilities of an agency whose roster of
spies had already been badly reduced two decades earlier
by the purges that followed the Church Committee hear-
ings of the mid-1970s. The Iran-Contra scandal of the
1980s had further eroded support for CIA dealings with
questionable figures overseas. In subsequent years, the
agency had largely sought its intelligence as much as
possible through photographic or electronic means.
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NIMA (National Imagery and Mapping Agency)
September 11 Terrorist Attacks on the United States
SIGINT (Signals Intelligence)

Hungary, Intelligence
and Security

Part of the Empire of Austria-Hungary preceding World
War |, Hungary gained its independence following the
collapse of the imperial government in 1918. After World
War ll, the nation fell under the Soviet sphere of influence
as a reluctant satellite nation. The Hungarian government
endeavored to dissolve their participation in the Warsaw
Pact and break ties with the Soviet Union in 1956. The
action was met with Soviet military intervention in the
region, and the establishment of a Soviet-influenced
government.

During the Cold War, the Hungarian government
maintained secret police forces and used intelligence serv-
ices to conduct political espionage. Like other Soviet satel-
lites, Hungary maintained a censorship state, but media
and political controls were less strict than in many other
communist nations. During the détente years of the 1980s,
Hungary began to ease communist regulations, embark-
ing on a program of democratic reforms before most other
Warsaw Pact nations. With the collapse of the Soviet
Union in 1991, Hungary expedited its ambitious reform
plan. One of the first government functionaries to be
reformed in post-communist Hungary was the nation’s
intelligence community.

The primary civilian intelligence organization in Hun-
gary is the National Security Office (NBH). The NBH coor-
dinated most intelligence operations in Hungary, includ-
ing the gathering and processing of both domestic and
foreign intelligence information. The NBH works closely
with the National Security Services (NBSzSz) to protect
national interests within Hungary’s borders, and provide
security services for Hungarian government personnel
and diplomats at home and abroad. Civilian intelligence
has recently focused on the identification and eradication
of organized crime syndicates. Political espionage is ex-
pressly forbidden, and actions of security forces, including
national police, are subject to government review as means
of restoring citizen trust in national intelligence and secu-
rity forces.

In addition to civilian organizations, Hungary main-
tains military intelligence forces, such as the Military Secu-
rity Agency (KBH) and the Military Detection Agency (KFH).
Though the daily operations of these agencies are classi-
fied, the mission of Hungarian military intelligence is
identification and neutralization of foreign threats to na-
tional security. Military intelligence also conducts anti-
terrorism and counterintelligence operations.
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Hungary joined the North Atlantic Treaty Organiza-
tion (NATO) in 1999. The country has petitioned to join the
European Union (EU). Having already patrticipated in Euro-
pean anti-terrorism, non-proliferation, and joint-intelligence
operations, the Hungarian intelligence community contin-
ues to increase its technological and operational capabili-
ties to better aid international, cooperative intelligence
efforts.

BFURTHER RERDING:
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Central Intelligence Agency. The World Factbook, 2002.
“Hungary.”<http://www.cia.gov/cia/publications/
factbook/geos/hu.html> (March 30, 2003).

SEE ALSO
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Hydrophones.

StE sOSUS (Sound Surveillance System).

A supersonic aircraft flies faster than Mach 1, or the speed
of sound, whereas a hypersonic aircraft is a plane capable
of flying at Mach 5, or five times the speed of sound. At
sea-level atmospheric pressure, with air temperatures of
59°F (15°C), the speed of sound is about 760 miles per hour
(1,225 kph). Hypersonic flight has been possible since the
late 1950s, but before it can become practical, designers
will have to address some of the physical challenges
associated with ultra-high-speed flight.

The 8-15. On October 14, 1947, Major Charles E. “Chuck”
Yeager broke the sound barrier in a Bell XS-1 rocket-
powered research plane. Five years later, in 1952, officials
at the National Advisory Committee for Aeronautics (NACA)
set out to develop a craft capable of hypersonic flight. That
craft was the X-15, designed by North American Aviation.
The X-15 debuted on October 15, 1958, and between June
8, 1959, and October 24, 1968, more than a dozen pilots in
three X-15s flew 199 missions, successively passing Mach
3(1960), Mach 4 and 5 (1961), and Mach 6 (1963).

Had the X-15 program continued, it might have pro-
vided the model, not only for hypersonic flight on Earth,
but also for space flight. However, a number of circum-
stances brought an end to the program. One was a change
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in leadership as NACA, founded in 1917, gave way in 1958
to the National Aeronautics and Space Administration
(NASA). Another change was the urgent political goal of
beating the Soviets in the space race after the surprise
launch of the Sputnik satellite in 1958. Desirous of putting
the first man on the Moon, U.S. leaders bypassed the X-15
flight model in favor of rockets.

The X-15 was also challenged by the physical
constraints of hypersonic flight. On October 3, 1967, pilot
Peter Knight reached Mach 6.7, and nearly incinerated the
tail of his craft. Six weeks later, on November 15, the
inflight breakup of the third X-15 claimed the life of pilot
Mike Adams. The X-15 made its final flight on October
24, 1968.

Other hupersunic studies. By the time the X-15 ceased
operation, the United States had already developed two
other extraordinary aircraft, the U2 and the SR-71. The
latter, introduced in December 1964, was capable of at-
taining Mach 3—a speed that, while fast, was not hyper-
sonic. During the early 1990s, the SR-71 was taken off-line

Hypersonic Rircraft

for a few years due to the high cost of keeping it aloft, and
this hiatus fanned reports that the U.S. Air Force (USAF)
and Department of Defense (DOD) were developing a
replacement.

Since 1979, there had been talk of this putative SR--71
successor, identified as “Aurora” by acode name acciden-
tally included in a 1985 Pentagon budget request. How-
ever, the USAF and DOD repeatedly denied that they were
developing a replacement for the SR-71, which went back
into commission in 1995.

Research on hypersonic flight has continued, how-
ever. Aerospace engineers have promoted the concept of
the HyperSoar hypersonic Global Range Recce/Strike Air-
craft, which could attain speeds up to Mach 10 and carry a
payload nearly twice as large as that of a subsonic craft.
Flying at an altitude of approximately 130,000 feet (39,624
m), it would skip across the top layer of Earth’s atmos-
phere like a rock skipping across the surface of water.

In June 2001, NASA tested the X-43A, a hypersonic
craft with a special engine called a scramjet, which brought
together features of both a conventional turbojet and a

4 .-‘.' --\_—.‘1’_.“::-..\——‘..:__
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An artist’s rendition from the Institute of Future Space Transport at the University of Florida showing one concept for a future space vehicle that would take off

and land like an airplane, yet travel at hypersonic speeds. APWIDE WORLD PHOTOS.
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Hypersonic Rircraft

rocket. It was to be launched by a Pegasus rocket, but
unfortunately the rocket failed during the test flight. NASA
has continued to work on hypersonic craft, but before
such planes can be made operational, engineers will have
to develop a means of controlling temperatures so as to
keep the craft from bursting into flame as it reenters the
atmosphere.
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IBIS (Interagency Border
Inspection System)

1 K. LEE LERNER

The Interagency Border Inspection System (IBIS) is a data-
base of names and other identifying information used
to deter and apprehend suspects—including suspected
terrorists—as they attempt to pass through international
border crossing checkpoints.

IBIS provides a rapid means to link names with other
identifying information such as passport or credit card
numbers. IBIS data is intended for easy crosschecking
with other databases such as the FBI’s National Crime
Information Center (NCIC) database and state-level Na-
tional Law Enforcement Telecommunications Systems
(NLETS) databases.

The IBIS database is also used by more than twenty
federal investigative agencies and, following the terrorist
attacks on the United States in September 2001, elements
of IBIS name-recognition technology are finding increased
usage by the FAA and private security companies (princi-
pally companies serving airlines and insurance agencies)
wishing to identify suspected terrorists. For example, all
airlines operating within United States airspace must cross-
check passenger and crew lists against IBIS.

As of March 1, 2003, the newly created United States
Department of Homeland Security (DHS) absorbed the
former Immigration and Naturalization Service (INS). All
INS border patrol agents and investigators—along with
agents from the U.S. Customs Service and the Transporta-
tion Security Administration—were placed under the di-
rection of the DHS Directorate of Border and Transporta-
tion Security (BTS). Responsibility for U.S. border security
and the enforcement of immigration laws was trans-
ferred to BTS.

BTS is scheduled to incorporate the United States
Customs Service (previously part of the Department of
Treasury), the enforcement division of the Immigration
and Naturalization Service (previously part of the Depart-
ment of Justice), the Animal and Plant Health Inspection
Service (previously part of the Department of Agriculture),
the Federal Law Enforcement Training Center (previously
part of the Department of Treasury), Transportation Secu-
rity Administration (previously part of the Department of
Transportation) and the Federal Protective Service (previ-
ously part of the General Services Administration).

Former INS immigration service functions are sched-
uled to be placed under the direction of the DHS Bureau of
Citizenship and Immigration Services. Under the reorgani-
zation the INS and other absorbed agencies will formally
cease to exist on the date the last of their functions are
transferred.

Although the IBIS database is scheduled to continue,
in an effort to facilitate border security, BTS plans call for
higher levels of coordination between formerly separate
agencies and databases. As of April 2003, the specific
coordination and future of the IBIS program was uncertain
with regard to name changes, database custody, and
policy changes.

Prior to integration of INS and Customs service func-
tions into DHS, IBIS was used and maintained principally
by those two agencies. Other United States law enforce-
ment and regulatory bodies that utilize IBIS data and
technology include the CIA, NSA, FBI, Secret Service, and
Coast Guard. International agencies such as Interpol also
contribute to and use the IBIS database. Regular updates
to lists of names of persons prohibited from entering the
United States, criminal suspects, or individuals sought for
questioning are provided from a global network of Con-
sular Officers at U.S. embassies and consulates managed
by the Department of State.

In addition to attempting to identify terrorists, IBIS is
also a key componentin attempts by the DEA to deter drug
trafficking and ATF attempts to regulate arms shipments.
A number of other agencies such as the Internal Revenue
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BIS

An electronics technician for the U.S. Border Patrol uses a crank to
manually turn two surveillance cameras, a thermo imager, right, and a
daytime camera, left. APWIDE WORLD PHOTOS.

Service (IRS) and Animal Plant Health Inspection Service
utilize IBIS to identify individuals suspected of offenses
within their respective agency jurisdictions. IBIS is also
designed to facilitate identification of vehicles, aircraft,
and vessels.

Proponents of the IBIS system argue that the sys-
tem allows the majority of individuals seeking to cross
the border for legitimate purposes to do so in a rapid,
uncomplicated manner. Rather than subjecting every indi-
vidual to what would be a lengthy wait while lists of names
from various agencies are checked, IBIS permits a simpler,
quicker, and more secure clearance procedure.

In an effort to enhance accuracy, IBIS technology
incorporates language analysis software (e.g., name rec-
ognition software) and specialized search tools. One goal
of name recognition software is to provide a mechanism
to correct faulty transliteration of names (e.g. the errone-
ous translation of an Arabic name into English). Errors
common to transliteration—especially oral to written
transliterations—include faulty phonetic assignment of
letters to unfamiliar ethnic sounds, faulty fusion of sylla-
bles (e.g., a fusion of parts of a name such as a given name
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with a family name), and faulty assignment of parts of
names to specified fields in the input sequence of analysis
programs. For example, in some European based lan-
guages “van” or “von” is most often a surname prefix but
in some Asiatic languages “Van” is most often a surname.
Some Arabic names, for example, may be commonly
translated into more than thirty different English spellings
or variations from the single form found in Arabic.

In standard database searches, if a nhame entered
does not match the spelling or form of a name originally
entered in a database, matching the names may be impos-
sible. Standard database search techniques such as key-
searches that attempt to match character strings (e.g.,
specific combinations of letters) often provide erroneous
results based upon input errors that occur either during
the checking procedure or when a name was originally
loaded into the database. More complex search protocols
utilize so-called fuzzy logic subroutines that look for simi-
larities and patterns in character strings while allowing for
some degree of variation. Fuzzy logic based database
search programs allow search protocols to check for com-
mon errors, and provide enhanced accuracy to search
routines.

The great number of languages and ethnic variations
of spellings, however, requires specialized name recogni-
tion software. As of 2003, a company under contract to the
U.S. government, Virginia based Language Analysis Sys-
tems, was developing programs with search components
designed to facilitate the identification of the cultural
origins of names and terms. Other techniques include
protocols that analyze data for specific errors. Other com-
panies have developed programs that apply multiple pre-
fixes and suffixes to input names, use multiple phonetic
spellings, translate spellings into various foreign alpha-
bets, and employ result-ranking schemes to enhance search
results.

Such name recognition software will play a critical
role in linking often dissimilar databases maintained by
separate agencies and such “smart” search protocols will
be essential in achieving efficiency and accuracy in the
new Department of Homeland Security. For example, IBIS
combined with the INS Advance Passenger Information
System (APIS), allows immigration and customs inspec-
tors to use a single input screen to make a joint search.
Other systems targeted for database interface include
the FAA Computer Assisted Passenger Screening Sys-
tem (CAPS).

BFPURTHER RERDING:
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IDENT (Automated Biometric
|dentification System)

The Automated Biometric Identification System (IDENT) is
a database system using automated fingerprint identifica-
tion systems (AFIS) technology as part of programs super-
vised by the U.S. Department of Homeland Security that
intend to thwart illegal entry into the United States by
criminal aliens.

IDENT was implemented on a trial basis in 1994 and
put into wide use by 1998. In August 1998, INS IDENT
mangers established standardized policies on the use of
IDENT but for financial reasons decided not to include
historical data in the IDENT database. Accordingly, IDENT
queries were limited to returns of data acquired since
IDENT implementation. By 1999, approximately 1.8 mil-
lion biometrics were keyed into the IDENT “recidivist”
(repeat offender) database.

The IDENT system biometrics includes photos and
the two index finger fingerprints (entered via a portable
TouchView fingerprint reader) of individuals previously
apprehended by border and immigration agents. That
data is augmented by available data on the individual’'s
criminal history. With this data IDENT provides access to
both a recidivist database and a “lookout” database for
criminal offenders.

IDENT fingerprint searches of the two databases nor-
mally takes only a few minutes. IDENT fingerprint match-
ing is based upon a numerical score derived from degrees
of relationship in standard fingerprint characteristics. An
IDENT terminal then provides agents with photographs
and fingerprint displays of individuals under examina-
tion alongside photographs and fingerprints of potential

[DENT

matches. This final visual matching is key because, espe-
cially under field conditions, fingerprint analysis is often
hampered by dirt on the alien’s fingers or the scanner.

Records are ultimately linked to a unique fingerprint
identification number (FIN) for each alien. The IDENT
fingerprinting technology does not require ink, but uses a
machine that scans and digitizes prints before transferring
them to a standard ten-print card and storing them in the
electronic database.

Use of the IDENT system is critical because studies
have shown that apprehended illegal aliens often attempt
to falsify their identity by providing a fictitious name
and/or a birthdate. As of March 2003, the IDENT database
contained records on more than 400,000 aliens who had a
history of attempted illegal entry and a criminal history
that precluded their entry into the U.S. Prior to DHS
reorganization, INS and Border Patrol agents had de-
tained more than 75,000 individuals based on IDENT data.

The IDENT system can also provide basic identifica-
tion information that allows access to several other secu-
rity and law enforcement databases including, but not
limited to, the Central Index System (CIS), National Auto-
mated Immigration Lookout System Il (NAILS), Deportable
Alien Control System (DACS), National Crime Information
Center (NCIC) database, and the Treasury Enforcement
Communication System (TECS). Under pending security
proposals the IDENT database and system may be fused
with the Integrated Automated Fingerprint Identification
System (IAFIS) used by the FBI.

As of March 1, 2003, the newly created United States
Department of Homeland Security (DHS) absorbed the
former Immigration and Naturalization Service (INS). All
INS border patrol agents and investigators—along with
agents from the U.S. Customs Service and Transportation
Security Administration—were placed under the direction
of the DHS Directorate of Border and Transportation Secu-
rity (BTS). Responsibility for U.S. border security and the
enforcement of immigration laws was transferred to BTS.

BTS is scheduled to incorporate the United States
Customs Service (previously part of the Department of
Treasury), and the enforcement division of the Immigra-
tion and Naturalization Service (previously part of the
Department of Justice). Former INS immigration service
functions are scheduled to be placed under the direction
of the DHS Bureau of Citizenship and Immigration Serv-
ices. Under the reorganization the INS formally ceases to
exist on the date the last of its functions are transferred.

Although the technologies involved in the IDENT
entry security program remained stable, in an effort to
facilitate border security, BTS plans to establish higher
levels of coordination between formerly separate agen-
cies and databases. As of April 2003, the specific coordina-
tion and future of the IDENT program was uncertain with
regard to name changes, program administration, and
policy changes.
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I KELLI A. MILLER

Identity theft is among the fastest growing crimes in
America. Athieftypically steals someone’s identity, opens
checking and credit card accounts in that person’s name,
then goes on a spending spree. The rate of identity theft or
identity fraud had so escalated in the late 1990s that the
Social Security Administration declared it a national crisis.

Identity theft is the most popular—and most prof-
itable—form of consumer fraud. It encompasses all types
of crime in which someone illegally obtains and fraudu-
lently uses another person’s confidential information, most
often for financial gain. A person’s Social Security number
is valuable to an identity thief. Armed with the Social
Security number, a criminal can open a bank account or
credit card account, apply for a loan, and remove funds
from varying financial accounts. In some cases, criminals
have assumed the victim’s identity altogether, amassing
debt and committing crimes that become a part of the
victim’s criminal record.

The idEﬂmU trail. Advanced computer and telecommunica-
tion technologies have armed thieves with new ways to
obtain large amounts of personal data from afar. Hackers
can spy on e-mail and Internet users, silently stealing
passwords or banking information. Old-fashioned con-
cepts such as “dumpster diving” still prevail. Thieves sort
through garbage for telltale signs of identity such as
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Associated Press reporter Nedra Pickler displays the unauthorized credit
card bills charged to her name in 2002 after she became the victim of
identity theft, a growing crime. In a matter of a week, thieves charged
$30,000 worth of merchandise on credit cards obtained using her identity.
AP/WIDE WORLD PHOTOS.

cleared checks, bank statements, even junk mail, such as
“preapproved” credit cards.

Other criminal tactics include “shoulder surfing” and
“skimming.” A “shoulder surfing” criminal spies on some-
one as they type in a Pin number or password at an
automatic teller machine (ATM). “Skimming,” one of the
newest schemes, occurs when a cashier receives a credit
card for a purchase, then unknown to the victim, swipes it
through a portable device that records the card information.

Consumer advocates estimate that 750,000 people
will become victims of identity fraud every year. The
statistic is a startling difference from numbers logged
just a decade ago. In 1992, the credit reporting agency
TransUnion logged about 35,000 identity theft complaints. A
decade later, the company received more than a mil-
lion calls.
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Measures can be taken to minimize the risk of identity
theft. Security experts recommend carrying a limited num-
ber of ID cards and credit cards, signing all new credit
cards immediately with permanent ink, steering clear from
unsecured Internet sites, and never writing a PIN, pass-
word, or Social Security number on credit cards or in
briefcases or wallets. Cashiers should be observed as they
process an order and personal or account information
should not be revealed to anyone without first verifying
their identity. Other tips include creating passwords that
are not obvious (i.e., do not use birth dates) and checking
credit reports periodically for accuracy.

|d9ﬂmlj theft affidavit. in many cases, the victim may not
realize their identity has been stolen until a negative
situation arises. When the crime is finally discovered, the
victim must provide proof that they did not create the debt
themselves. This involves a laborious process of contact-
ing each and every company where accounts were fraudu-
lently opened. Persons whose identities have been stolen
can spend months, even years, remedying the problem.
To reduce the burden, the government established the ID
Theft Affidavit, a single form that alerts all participating
companies about the crime. A number of financial organi-
zations, including the top three credit reporting agencies,
endorse the ID Theft Affidavit.

According to the U.S. Federal Trade Commission
(FTC) and U.S. General Accounting Office (GAO), the aver-
age victim spends anywhere from $1,000 to over $10,000
per incident of identity theft or fraud to reclaim and re-
establish identity and credit. Victims of identity fraud
should notify all three national credit reporting agencies
(Equifax, Experian, TransUnion) immediately and request
that their files be flagged with a fraud alert. The crime
should also be reported to the police and the FTC, and in
some cases, the Social Security Administration, Depart-
ment of Motor Vehicles, and the U.S. Post Office.

|dentity Theft and Assumption Deterrence Act. The threat to
privacy has prompted a number of new laws governing
fraud. In 1998, Congress passed the ldentity Theft and
Assumption Deterrence Act. The legislation created a new
offense of identity theft, making it a separate crime against
the person whose identity was stolen. Prior to this legisla-
tion, identity theft was considered a crime only against the
company the victim defrauded. Under the Federal identity
theft act, it is a crime for any person to “knowingly trans-
ferlring] or useling], without lawful authority, a means of
identification of another person with the intent to commit,
or to aid or abet, any unlawful activity that constitutes a
violation of Federal law, or that constitutes a felony under
any applicable State or local law.” Violators face a maxi-
mum term of 15 years in prison, a fine, and criminal
forfeiture of any personal property used or intended to be
used to commit the offense.

ID thieves are often charged with other violations,
including credit card fraud, computer fraud, and mail

[dentity Theft

fraud. These felonies can carry substantial penalties and
up to 30 years’ imprisonment. The Federal Bureau of
Investigation (FBI), the United States Secret Service, and
the United States Postal Inspection Service help prosecute
identity theft cases. Many states have also enacted legisla-
tion regarding identity theft. Arizona led the way with a
specific identity theft statute passed in 1996. As the crime’s
serious threat became evident, more states followed suit.
In 1999, 22 states passed identity theft legislation. Accord-
ing to a GAO 2002 report, identity theft can be a felony
offense in 45 of the 49 states that have laws to address the
problem. Two years after the passage of the federal iden-
tity theft act, the Justice Department testified that it had
used the statute in 92 cases, according to a GAO report.

The Identity Theft and Assumption Deterrence Act
required the FTC to “log and acknowledge the receipt of
complaints by individuals who certify that they have a
reasonable belief” that someone stole their identity. The
act enabled the creation of the Identity Theft Data Clear-
inghouse, a federal database for tracking complaints. Con-
sumers call a toll-free hotline (1-877-ID-THEFT) to enter
their complaint, and have the option to do so anonymously.
When established in 1999, the FTC logged about 260 calls
per week. In December 2001, the hotline was receiving
more than 3,000 contacts a week.

Identity fraud complaints and related information are
shared electronically between the FTC and other law en-
forcement agencies nationwide via the Consumer Senti-
nel Network, a secure, encrypted website. The network
was initially set up in 1997 as a way of tracking telemarketing
scams. As of May 2002, 46 federal law enforcement agen-
cies and over 18,000 state and local departments had
enrolled inthe FTC’s Consumer Sentinel Network collabo-
ration. Accessing the Network allows police to analyze
identity theft cases and determine if there is a larger
pattern of crime. At this time, comprehensive results in-
volving the number of cases prosecuted under the federal
identity theft act and state statutes are not available.
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IFF (Identification
Friend or Foe)

Identification friend or foe (IFF) systems are methods of
identifying aircraft using electronic means. Applied by
both military and civilian entities, IFF—which in its civilian
form is more properly known as the air traffic control radar
beacon system, or ATCRBS—uses radar to identify air-
craft, which are assigned unique identifier codes. There
are various modes of operation for IFF, depending on the
level of security desired.

[hdllEﬂUE and TeSponse. In World War I, as radar was
emerging, Allied aviators and ground controllers soon
became aware of a shortcoming in the existing electronic
identification system; radar could only recognize that a
plane was in the sky, but could not differentiate friendly
planes from those of the Axis. The Germans were the first
to develop a crude IFF system, which required pilots to roll
their planes in midflight as a means of creating a distinc-
tive radar blip that would identify them as Luftwaffe craft
to radar operators. The Allies developed their own active
systems: first Mk | in 1940, and later the much more
effective Mk Ill, which greatly enhanced identification tech-
nology by adding a separate transmitter that tuned through
radar bands even as the receiver in the air did the same.
Mk 1l also was made to respond to as many as six differ-
ent codes.

From the beginning, IFF was a system of challenge
and response, operating on much the same principal as a
guard demanding a password before allowing entrance.
In the case of IFF, the radar on the ground (the interroga-
tor) transmits on one frequency, and receives a coded
signal from the plane’s transponder on another frequency.
In the United States, these transmissions typically take
place at 1030 megahertz (MHz) for challenges, and 1090
MHz for replies.

Security and modes of operation. There are several modes of
operation, as well as an important submode, relating to
levels of security in military IFF operation. Mode 1, for
instance, is a nonsecure, low-cost mode used by ships to
track aircraft and other ships, while Mode 2 is used by
aircraft making carrier-controlled approaches to ships dur-
ing times of inclement weather.

Commercial aircraft chiefly use Mode 3, the standard
system by which they relay positions to ground control-
lers across the globe. The Federal Aviation Administration
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(FAA) requires that all aircraft, military or civilian, that fly
at 10,000 feet or higher must be equipped with working IFF
transponder systems capable of reporting altitude. To do
so requires Mode C, a submode that automatically in-
cludes an altitude report.

At the highest security level is Mode 4, the only true
IFF system, as opposed to a mere means of differentiating
obviously friendly aircraft in order to enable greater con-
trol of traffic from the ground. This mode, used on
warfighting planes, utilizes sophisticated encryption that
includes a long challenge word with a preamble to inform
the transponder that it is about to receive a secure mes-
sage. If the plane’s transponder is incapable of decipher-
ing the challenge, it effectively identifies the aircraft as
something other than a friend. Key codes are periodically
changed and reentered into transponders and interroga-
tors so as to ensure the continued security of codes.
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IMF (International
Monetary Fund)

I STEPHANIE WATSON

The International Monetary Fund (IMF) is an economic
organization that promotes financial cooperation, eco-
nomic stability, and fair trade among its 184 member
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nations and provides temporary monetary assistance to
countries in need.

Inits role as global economic watchdog, the IMF must
continually keep an eye out for illegal activities. Following
the events of September 11, 2001, that role took on an
even greater urgency. Since then, the organization has
launched a global effort to combat money laundering and
to cut off funding to terrorist groups.

The need for a new world economic order. in the early 1940s,
the world was still reeling from the financial turmoil of the
Great Depression. As markets in the United States and
around the world collapsed, countries sought to protect
their weakened economies by closing their doors to for-
eign imports and restricting their citizens from making
purchases abroad. The result was catastrophic; world
trade nearly ground to a halt. In order to protect the world
economy from suffering another similar blow, and to
hasten financial recovery among war-torn nations, lead-
ers from forty-five countries came together during the
summer of 1944; their historic meeting in Bretton Woods,
New Hampshire, established a new international system
of economic collaboration called the IMF. The Bretton
Woods Conference also launched the IMF’s sister organi-
zation, the International Bank for Reconstruction and Devel-
opment (IBRD), or World Bank. On December 27, 1945,
representatives from twenty-nine member nations signed
the Articles of Agreement, formally bringing the IMF into
existence. The initial goals of the organization were to
expand international trade, and to protect the stability of
international currencies and exchange rates.

The IMF 1[][1&[]. The IMF currently has three main responsi-
bilities: surveillance, financial assistance, and technical
assistance. The IMF keeps a watchful eye over its member
nations throughout the year, monitoring each country’s
exchange rate and economic policies to protect the stabil-
ity of the world economy. All member countries are enti-
tled to financial assistance to help them recover from an
economic crisis or to pay off foreign debt. By 2003, the IMF
had about $88 billion in outstanding loans to eighty-eight
nations. Because strategies of the IMF hold that one of the
keys to worldwide economic stability is financial self-
sufficiency, it has programs in place to teach countries
how to plan and implement their own monetary, tax, and
exchange rate policies.

With the increasing trend toward globalization (the
merging of international markets), the IMF has turned its
focus to emerging markets such as Asia and Latin Amer-
ica. By supporting economic growth and fostering the
development of stable financial systems in these nations,
the IMF hopes to avert an international financial crisis
such as the worldwide depression of the late 1920s and
1930s, and to further strengthen the world economy.

Today, the IMF is headquartered in Washington, D.C.,
and staffed by a team of more than 2,500 people from

nearly 140 countries. At the helm is the Board of Gover-
nors, composed of banking leaders and ministers of fi-
nance from each member country. The Board of Gover-
nors comes together once a year at the IMF-World Bank
meeting, but much of the substantial operations are car-
ried out by the twenty-four Executive Directors of the
Executive Board. The Managing Director of the IMF serves
as Chairman of the Executive Board. Corresponding to
each Executive Director is one Governor from the Interna-
tional Monetary and Financial Committee (IMFC). This
committee meets twice a year to advise the IMF on issues
related to the international monetary system.

A country’s voting power is based on the size of its
economy and on the amount of the quota (subscription
fee) it pays when it joins the IMF, however most decisions
are based on a member consensus, rather than on a vote.
The United States has the largest quota, contributing
nearly 18% of the IMF’s total funding.
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IMINT, or imagery intelligence, is one of the four major
branches of intelligence, along with HUMINT, MASINT,
and SIGINT (human, measurement and signatures, and
signals intelligence respectively). Formerly known as pho-
tographic intelligence, or PHOTINT, IMINT is derived from
photography, infrared sensors, synthetic aperture radar,
and other forms of imaging technology. It was this wealth
of imagery sources and techniques that influenced the

| 99 |

Encyclopedia of Espionage, Intelligence, and Security



[ndia, Intelligence and Security

shift in terminology from PHOTINT to IMINT during
the 1970s.

Collection platforms for IMINT have ranged from
surveillance balloons, employed from the time of the
French Revolution onward, to satellites such as those of
the KH or KEYHOLE series. In addition to KEYHOLE,
CORONA, and other satellite systems employed by U.S.
intelligence, there are satellites that are not obviously
tasked for intelligence gathering. Aircraft, both manned
and unmanned, have long served in the mission of gather-
ing IMINT. These range from the B-17 Flying Fortress of
World War Il to the U-2, in use since the 1950s, to Pioneer
Unmanned Aerial Vehicles used in the Persian Gulf War.

Once gathered, imagery has to be transmitted to
processing centers, most of which are in Washington, D.C.
Technicians at the National Photographic Interpretation
Center (NPIC), the National Imagery and Mapping Agency
(NIMA), and other such units are highly skilled at studying
photographs taken from high altitudes or from space.
From these images, many of which would be extremely
difficult for the layperson to interpret in even the most
basic sense, imagery technicians can discern information
on the movement of troops and materiel, or other enemy
activities.
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India, Infelligence
and Security

Espionage and intelligence appears in the recorded his-
tory of the Indus Valley as early as the fifth century.
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The modern nation of India gained its independence from
Britain in 1947. The withdrawal of the British colonial
government left India with little governmental
infrastructure, and the nation embarked on an ambitious
planto create a new national government. Indian indepen-
dence, however, also sparked resistance from ethnic groups
on the Indian Subcontinent, such as the large Muslim
community. As a result of the developing conflict, India
quickly established military and intelligence forces.

India’s intelligence community is divided into a tradi-
tional structure that separates military and civilian, and
foreign and domestic intelligence. Though each agency is
charged with its own mission, the government has pro-
vided a means to facilitate the sharing of information
between members of the intelligence community. The
JointIntelligence Committee (JIC) processes and analyzes
data gathered by both civilian and military intelligence
agencies and coordinates joint operations. The National
Security Council acts as liaison between the government’s
executive branch and the intelligence services, advising
leadership on intelligence and security issues.

The main civilian intelligence agency in India is the
Intelligence Bureau (IB). The IB focuses on domestic intel-
ligence, but the exact structure and operations of the
agency are largely unknown. Political espionage is illegal
in India, and police gathered wiretapping information is
inadmissible as evidence in court proceedings. However,
the IB conducts regular electronic monitoring of tele-
phone communications, and mail surveillance, despite
occasional admonitions from Parliament. The Central
Bureau of Investigations handles most criminal investiga-
tions, often acting on initial information provided by one
of the IB’s many departments. Increasing political ten-
sions with neighboring Pakistan altered the focus of IB
operations in recent years, with increasing attention paid
to the protection and surveillance of national borders.

The Research and Analysis Wing (RAW) is India’s
primary agency responsible for foreign intelligence. RAW
operations are largely focused on espionage against Paki-
stan. With the addition of both India and Pakistan to the
growing cadre of the world’s nuclear powers, India’s RAW
conducts counter-intelligence operations, as well as tech-
nological and remote espionage, against Pakistani de-
fense and military interests. The RAW is not subject to
Parliamentary review, and its actions are highly secret.
The Indian government also used RAW resources to aid
predominantly-Hindu Bangladesh’s 1971 quest for inde-
pendence from Muslim Pakistan. Most recently, the RAW
aided international antiterrorism efforts by providing the
United States and British governments information on the
al-Qaeda terrorist network and its strongholds in Pakistan
and Afghanistan.

Military intelligence is conducted by the Army Direc-
torate of Military Intelligence. The agency is the weakest of
India’s intelligence community, but often aids civilian
intelligence operations. The Army also maintains the Joint
Cipher Bureau, the main code breaking department of
Indian intelligence.
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Three blindfolded men accused of working for India’s intelligence agency and plotting to sabotage Pakistan’s 2002 parliamentary elections are presented to the
press in Rawalpindi, Pakistan. ApwiDE WORLD PHOTOS.

To the northwest, the independent Muslim nation of
Pakistan claims the Kashmir region of India. The two
nations have never resolved the border dispute, and ten-
sions recently reached a climax when both nations de-
clared themselves nuclear powers and began testing weap-
ons of mass destruction. The nuclear programs of India
and Pakistan raise interesting questions about the efficacy
of current non-proliferation measures and the increasing
global prevalence of industrial and scientific espionage.
The increasing instability of the region has aroused the
concern of the international community and the United
Nations Security Council.
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Indonesia, Infelligence
and Security

Once the Netherlands’s colonial stronghold in the Asian
Pacific region, Indonesia gained its independence in 1949.
The nation fell under military-influenced authoritarian rule
for four decades, but began the transition to demilitarized,
popular governmentin 1985. Since that time, the archipel-
ago nation has strived to flourish despite persistent prob-
lems such as growing poverty, tribal and ethnic tensions,
territorial disputes, government corruption, and political
turmoil. Despite these issues, the government has taken
crucial steps to reform and rebuild the nation’s intelli-
gence and security communities.

The Indonesian president and the commander of the
armed forces administer the Council for the Enforcement
of Security and the Law (DPKN) . The council is composed
of representatives from the nation’s government minis-
tries and five main religious councils. DPKN coordinates
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intelligence and security force responses to national secu-
rity threats, utilizing the resources of both military and
civilian agencies.

Indonesia has several small civilian intelligence agen-
cies responsible for specific security functions, such as
counterintelligence, antiterrorism efforts, government pro-
tective services, and media relations. These operational
divisions are largely autonomous, but work under the
limited direction and coordination of the largest civil-
ian agency, the State Intelligence Coordinating Agency
(BAKIN). BAKIN focuses mainly on domestic intelligence
information, especially information regarding national
defenses.

Another government agency, the Coordinating Agency
for National Stability (BAKORSTANAS), combines intelli-
gence and law enforcement activities. The agency is tasked
with ferreting out anti-government organizations in Indo-
nesia. However, BAKORSTANAS has few legal limitations
on its operations, often detaining and interrogating politi-
cal dissidents. The agency is under suspicion of human
rights violations from several international humanitarian
organizations. International criticism prompted the Indo-
nesian government to reform some of the sub-depart-
ments of the agency. BAKORSTANAS gained the ability to
intervene in social conflicts such as strikes and worker’s
disputes, but reforms also limited its powers to control
action forces without government consent.

Indonesia maintains a three-branch military, includ-
ing an army, navy, and air force. Each branch of service
employs its own strategic intelligence forces within its
operations units. BAIS is the nation’s main military intelli-
gence agency, and as such oversees and coordinates the
efforts of various military intelligence forces. Indonesian
military intelligence focuses on foreign intelligence infor-
mation, especially that garnered from communications
surveillance. In recent years, the Indonesian government
has made the actions of military intelligence agencies
more directly responsible to the DPKN in order to gauge
political sentiment within the military and prevent the rise
of insurgent groups.

One of the most pressing political and security prob-
lems plaguing the Indonesian government was resolved
in 2002. In August 1999, the Timor region approved a
referendum for independence. After garnering interna-
tional criticism for their policies and actions regarding
Timor, the Indonesian government agreed to the region’s
appeal for sovereignty. On May 20, 2002, the international
community recognized the region, now called East Timor,
as an independent state.

Reforms continue to address international concerns
of past human rights violations by Indonesia’s military
and former regime. The nation also embarked on ambi-
tious banking and finance reforms to meet International
Monetary Fund (IMF) standards. Despite progress in chang-
ing the nation’s infrastructure to increase Indonesian par-
ticipation in the international organizations, political ex-
tremist and terrorist groups operating within Indonesia’s
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national borders undermine the nation’s status in the
international community.
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Infectious Disease, Threats
fo Security

1 BRIAN HOYLE

Infectious diseases are those diseases that are caused by
microorganisms such as bacteria and viruses, many of
which are spread from person to person. An intermittent
host, or vector, aids the spread of some infectious dis-
eases. One example is the transmission of the viral agent
of Yellow Fever to humans via the bite of a mosquito.
Other infectious diseases are spread directly from one
person to another via infected body fluids or contami-
nated droplets in the air, as from a sneeze. Examples
include influenza (aerosolized droplets) and hemorrhagic
fevers such as Ebola (body fluids).

The scope of infectious diseases. of the estimated 54 million
deaths that occurred worldwide in 1998, approximately
one-fourth to one-third (i.e., 13.5 to 18 million) were the
result of an infectious disease. The bulk of these deaths
occurred in the developing world and many involved
children.

Infectious diseases have been part of human history
for thousands of years. For example, descriptions of a
disease with symptoms like those of anthrax, which is
caused by the bacterium Bacillus anthracis, appear in the
Old Testament Book of Exodus; anthrax is also thought to
be the “burning wind of plague” mentioned in Homer’s
epic poem lliad. Another example of an ancient infectious
disease is bubonic plague. A huge epidemic of bubonic
plague during the Middle Ages was called the Black Death,
because of the characteristic skin discoloration produced
by the bacterial infection.

The increasing ease of global travel and prevalence of
antimicrobial treatments (i.e., antibiotics) in the twentieth
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An Israeli Red Star of David worker, right, receives a smallpox vaccination in 2002, after the Israeli government decided to innoculate 15,000 emergency
workers who in turn could vaccinate the rest of the population of Israel within four days in the event of a bioterrorist attack. ApwiDE WORLD PHOTOS.

century produced an increase in the spread of infectious
diseases, as well as the emergence of new or newly
recognized diseases. One example is Acquired Immuno-
deficiency Syndrome (AIDS). Recognized in the 1980s,
AIDS is now a world-wide epidemic affecting millions of
people. Tuberculosis, which is caused by the bacterium
Mycobacterium tuberculosis has reemerged as a health
threat. More than 30 new infectious diseases have emerged
since 1975.

Infectious disease and security: Disease as a weapon.
Throughout most of recorded history, the suffering and
huge loss of life produced by infectious diseases like
anthrax and bubonic plague has mostly been accidental.
Nonetheless, biological warfare is also ancient. For exam-
ple, hundreds of years ago, the bodies of cattle were
dumped into wells to poison the drinking water, and the
bodies of human victims of anthrax were catapulted into
fortified cities to spread the disease to the enemy.

In the twentieth century, the use of infectious disease
as a weapon and security threat became an accepted
strategy of war. Anthrax weaponry was researched in

World Wars | and Il. During World War Il, Britain produced
millions of anthrax packages that were planned for air
dropping in Germany to infect the population as well as
the food chain. The ancient infections of anthrax and
plague, along with smallpox, were explored as biological
weapons by the former Soviet Union. Soviet scientists
considered these microbes as strategic weapons, poten-
tially capable of destroying entire populations.

In the last few decades of the twentieth century, the
use of infectious disease became part of the arsenal of
terrorist organizations. For example the Japanese cult
Aum Shinrikyo, which released poison gas into the Tokyo
subway system in 1995, killing 12 people and hospitalizing
thousands, was also developing weapons to disperse the
Ebola virus and anthrax spores.

The mass illness and death caused by the deliberate
release of an infectious microorganism is a threat to the
security of a country. The microorganisms can be easily
disguised and transported virtually anywhere people can
travel. As well, various microbes can be spread by insects,
the wind, and in water. Thus, traditional security measures
that have secured borders from other threats are ineffec-
tive against the deliberate use of microorganisms.
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The consequences of the deliberate use of infectious
agents are potentially catastrophic. For example, it has
been estimated that the release of 100 kilograms of pow-
dered anthrax upwind of a city as compact and populated
as Washington, D.C. could kill up to 300,000 people and
cripple the operation of the city.

Part of the appeal of the use of infectious disease as a
weapon is the economic hardship that can be caused. A
1997 report from the United States Centers for Disease
Control and Prevention conservatively estimated that the
costs of dealing with the aftermath of an anthrax outbreak
in a major urban center would be approximately $26.2
billion (U.S.) per 100,000 people. In a city such as New
York, the tally could be in the thousands of billions of
dollars. Several such attacks might bankrupt a country.

This economic drain would be on top of the already
excessive economic burden that countries face in dealing
with natural disease outbreaks. The cost of dealing with a
long-lasting disease such as tuberculosis can be thou-
sands of dollars per person. And, hospitalization is fre-
quently required, which strains a nation’s health care
infrastructure.

[nfectious disease and security: The spread of infection. The
main security threat from infectious diseases remains the
spread of a disease through the population. For example,
in 2000, 1,128 cases of malaria were imported into the
United Kingdom by arriving travelers. Once in a country,
an infection can spread rapidly. This has happened in the
United States and Canada with West Nile fever. From a
handful of cases in New York City in 1999, the virus has
spread to most of the continental U.S. and Canada, and
has sickened or killed thousands of people.

This ease of disease spread has produced unexpected
outbreaks of disease all over the world. A few examples
include legionellosis and leptospirosis in Australia, yellow
fever and Creutzfeld-Jacob disease in Europe, and West
Nile fever, hantavirus pulmonary syndrome, cryptococcosis
and Escherichia coli 0O157:H7 in North America.

Another aspect of infectious disease that is a threat to
security is the emergence of bacteria that have acquired
resistance to the treatments used against them. A well-
known example is the increasing resistance of bacteria to
antibiotics. The microorganisms that cause infectious dis-
eases such as AIDS, tuberculosis, malaria, and hospital-
acquired infections are becoming more prevalent.

The development of resistance is a natural process,
as a microbe seeks to adapt to the stress imposed by the
antimicrobial agent. However, the refinement of genetic
engineering technologies has made possible the tailoring
of bacteria and viruses so as to be more lethal.

Current security issues. in June 1996, U.S. President Bill
Clinton initiated a process to develop a national policy
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concerning infectious diseases. A part of this policy con-
cerned the influence of infectious diseases on the coun-
try’s internal and international security. A report issued in
2000 by the National Security Council warned that the
economic downturn and political destabilization caused
by epidemics of infectious disease, primarily in underde-
veloped countries, could constitute a security threat to the
United States in the twenty-first century. In the underde-
veloped world, the majority of deaths due to infectious
diseases involve children. Thus, the next generation of
some countries has been decimated. U.S. reliance on the
natural resources of the affected countries, and the hostil-
ity towards the West that could develop in the underdevel-
oped world, could put the U.S. and other developed na-
tions at risk.

In 2002, the principal government-sponsored security
threat for biological weapon use came from lIraq. The
government of Saddam Hussein had previously sanc-
tioned a biological weapons development program. The
Iraqi government acknowledged past production and test-
ing of thousands of liters of anthrax-contaminated mate-
rial for use as weapons. This threat was one of the pri-
mary reasons for the 2003 war that toppled the Hussein
government.

As more states and groups develop the capacity for
biological warfare or terrorism, the security threat against
military and civilian personnel grows. For example, in the
aftermath of the September 11, 2001 terrorist attacks in
the U.S., several incidents of deliberate dispersal of an-
thrax bacterial spores occurred. These incidents high-
lighted the ease by which the biological agents could be
delivered to their target in something as nondescript as
a letter.
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Information security, often compressed to “infosec,” is
the preservation of secrecy and integrity in the storage
and transmission of information. Whenever information
of any sort is obtained by an unauthorized party, informa-
tion security has been breached. Breaches of information
security can be grouped into five basic classes: (1) inter-
ception of messages; (2) theft of stored data; (3) informa-
tion sabotage (i.e., alteration or destruction of data be-
longing to another party); (4) spoofing (i.e., using stolen
information to pose as somebody else); and (5) denial of
service (i.e., deliberate shutdown of cash machines, elec-
tric-supply grids, air-traffic control networks, or the like).
Individual computer experts (“hackers”), intelligence agen-
cies, criminals, rival businesses, disgruntled employees,
and other parties may all seek to breach information
security. All these parties, plus law-abiding private indi-
viduals who wish to guard their privacy and protect them-
selves from identity theft, also have an interest in preserv-
ing information security.

Messages and secrets have been subject to intercep-
tion and theft ever since the invention of writing, but
the modern situation is especially challenging. Electronic
storage, processing, and transmission of information are
now ubiquitous in the developed world, creating novel
vulnerabilities. People are authorized to withdraw cash or
purchase products on the basis of a piece of information
(password or credit card number); trade secrets and busi-
ness plans are electronically transmitted around the globe.
In the U.S., over 95% of military and intelligence commu-
nications pass through network facilities owned by private
carriers (e.g., the telephone system). Private speech may
be broadcast locally by a mobile or cellular telephone or
transmitted digitally over a network that can be tapped in
numerous locations; databases full of confidential data
reside in computers that can be accessed, perhaps ille-
gally, by other computers communicating through net-
works; and so on. Information security—or insecurity—is
a pervasive fact of modern life.

[nformation Security

Consequently, breaching information security has be-
come a common practice. For example, credit-card fraud
costs approximately $20 per card per year. In 1994, an
international criminal group used the Internet to penetrate
Citicorp’s computer system and shift $12 million from
legitimate users’ accounts to its own. Two ex-directors of
the French intelligence agency DGSE (Direction Generale
de la Sécurité Extérieure) have confirmed that one of the
agency’s highest priorities is to spy on non-French corpo-
rations and business-related government agencies. United
States government agencies such as the Office of the U.S.
Trade Representative and high-tech companies such as
Boeing, General Dynamics, Hughes Aircraft, and others
have been specifically targeted by French espionage—
and probably also by other organizations that happen to
be less frank (or more prudent) in their public statements.

There are many tools for increasing information secu-
rity, including software that scans for computer viruses or
prevents unauthorized intrusions into computer systems
from the networks; password systems of all sorts; physical
access security for computers, discs, passcards, credit
cards, and other objects containing sensitive information;
and encryption of messages and of databases. While all
these tools are important to the conduct of business by a
large business or government department, passwords
and encryption are probably the most important.

Passwords have the advantage of being simple to
use. They are not, however, capable by themselves of
providing a high level security for large numbers of users.
First, most users are asked to supply passwords for many
different systems: banking, shopping, e-mail, and so forth.
This tempts users to choose short passwords (which are
easier to remember but also easier to guess, therefore
weaker) and to use the same password for more than one
system (causing a domino effect if a password is guessed).

Cryptography—the process by which raw message
information (plaintext) is mapped or encryptedto a scram-
bled form (ciphertext) before transmission or storage,
then mapped back to its original form again (decrypted)
when an authorized party wishes to read the plaintext—is
arguably the ultimate tool of information security. High-
quality cryptographic systems that are breachable (if at
all) only by resource-rich groups like the U.S. National
Security Agency are widely available to businesses, gov-
ernments, and private individuals. Appropriate cryptogra-
phy can virtually guarantee the security of messages in
transit and of information in databases; it can also, through
“authentication,” act as a super-password system whereby
the identity of a would-be user (or information service
supplier) can be positively confirmed. Cryptography has
the disadvantages of added complexity, higher cost, and
system slowdown.

Cryptography is also politically controversial, despite—
or rather, because of—its technical power. Governments,
corporations, private individuals, and private groups all
have both legitimate and, occasionally, illegitimate mo-
tives for information security. Law-abiding persons and
groups, or those rebelling against repressive laws, wish to
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be secure from surveillance by governments; criminals,
terrorists, and the like also wish to be secure from surveil-
lance by governments; government agents who are com-
mitting crimes wish to avoid public exposure; and so
forth. It is generally advantageous to all parties, whether
their activities are legitimate or illegitimate in whatever
sense, to advocate maximum privacy for their own activi-
ties; itis generally advantageous to governmentsto advo-
cate, in addition, maximum transparency for everyone
else. Thus, for example, the U.S. government has sought
(with little success) to prevent the spread of high-quality
encryption algorithms, such as Pretty Good Privacy, out-
side the U.S., and inside the country has sought to estab-
lish voluntary compliance with “escrowed” cryptography
systems. In such systems a government agency stores
copies of cryptographic keys that enable it to decrypt
communications between private parties using the sys-
tem. In theory, these escrowed keys would be released to
police or other government agents only when the court
system had determined that there was a legitimate law-
enforcement or national-security need to do so. Because
such systems allow for third-party access to encrypted
information by design, they are intrinsically less secure
than a non-escrowed cryptography system, and therefore
predictably unpopular with the private sector.
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The Office of Information Security (OIS) is a unit within the
General Service Administration (GSA) charged with the
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protection of computer data for the federal government. It
employs a team of skilled technicians and specialists to
manage, store, process, and most importantly provide
security for electronic information systems. Under the
umbrella of the GSA Federal Technology Service (FTS),
OIS is part of the critical infrastructure protection system
of the federal government.

The mission of OIS is to provide technology security
systems to federal agencies to reduce risks and exposure
of critical and sensitive information, and to do so in a cost-
effective manner. To fulfill this mission, OIS has on staffan
experienced group of technical specialists trained in pro-
tection and security methods for electronic data. In addi-
tion, it is capable of deploying engineers and technicians
from the private sector as needed to federal or allied
facilities anywhere in the world to meet transmission,
storage, and processing requirements.

Among the solutions at the disposal of OIS are
firewalls, or systems to prevent unauthorized access of
hardware or software to or from a private network. Other
techniques and principles applied by OIS include intru-
sion detection, security planning, risk management, data
encryption, contingency planning, configuration manage-
ment, and network mapping.

In accordance with President Decision Directive (PDD)
63, issued by President William J. Clinton in May 1998, OIS
has worked to protect federal critical infrastructure from
attacks by computer hackers. In 1999, it began working
with firms in the private sector to provide infrastructure
security consulting to federal agencies.

Beginning in October 2000, OIS divided its functions
between its Information Security Services Center and
its new Office of Information Assurance and Critical
Infrastructure Protection. FTS took control of the first of
these, through which OIS had met customer-service needs
with offerings such as the Safeguard Program and the
Access Certifications for Electronic Services Program.
Meanwhile, the OIS concentrated its efforts in the critical
infrastructure protection area, serving the imperatives of
PDD-63 by providing cyber attack incident warnings and
response services through the Federal Computer Incident
Response Capability.

BFURTHER READING:

PERIODICALS:

Frank, Diane. “GSA Preps Security Pacts.” Federal Com-
puter Week 13, no. 6 (March 15, 1999): 1.

ELECTROMIC:

Office of Information Security. General Service Adminis-
tration Federal Technology Service. <http://www.fts.gsa.
gov/infosec/> (March 4, 2003).

SEE ALSO

Computer Hardware Security
Computer Software Security

Encyclopedia of Espionage, Intelligence, and Security



Critical Infrastructure
Information Security

1 JUDSON KNIGHT

The term “information warfare” refers notto a single idea
or phenomenon, but to a variety of tools and techniques
all centered around the concept that military success is as
much a matter of information and ideas as of weapons
and tactics. According to the National Defense Univer-
sity’s Martin C. Libicki, seven distinct areas of information
warfare exist. These include command and control, intelli-
gence-based, electronic, psychological, and economic in-
formation warfare, as well as cyberwarfare and computer
hacking. Examples of information warfare in practice in-
clude anumber of techniques applied by the United States
in Western Hemisphere conflicts and the Persian Gulf War
of 1991, as well as the overall campaign of “shock and
awe” waged as part of the 2003 Operation Iraqi Freedom.

Libicki"s Definition and Critique

According to Libicki, the seven components of informa-
tion warfare include command-and-control warfare, de-
signed to strike at the enemy’s command systems,
leadership, and infrastructure; intelligence-based warfare;
electronic warfare, including cryptographic and radio-elec-
tronic techniques; psychological warfare, involving the
use of information to influence the views of allies, ene-
mies, and neutrals; “hacker warfare,” or attacks on enemy
computer systems; economic information warfare, the
control of information in pursuit of economic dominance;
and cyberwarfare, which Libicki describes as “a grab bag
of futuristic scenarios” involving computer technology.

Libicki has cautioned, not only that “information war-
fare” is not a single, monolithic entity, but that its value in
some cases has been overestimated. He has sought to
distinguish between historically useful forms of informa-
tion warfare, and others that he dismisses as “fantastic,”
or “involv[ing] assumptions about societies and organiza-
tions that are not necessarily true.”

Even though information systems are becoming in-
creasingly more important to defensive forces, Libicki has
maintained it is not necessarily the case that attacks on
information systems yield increasing returns, the reason
being that these systems have increasingly become dis-
tributed and compartmentalized. Above all, it is Libicki’s
contention that, outside of specific applications such as
electronic jamming, information should not be regarded
as a medium of warfare to any greater degree than other
aspects of combat support such as logistics.

Information Warfare

Shock and Awe, Rapid Dominance,
and Decisive Force

Notwithstanding these cautionary statements, the quick
U.S. victory in Operation Iraqi Freedom revealed the suc-
cess of information warfare as articulated by Harlan K.
Ullman, James P. Wade, and others in Shock and Awe:
Achieving Rapid Dominance. The book, published in 1996
by the Center for Advanced Concepts and Technology,
provided a strategic blueprint for the methods applied
seven years later in Irag.

“Shock and awe” defines two principal components
of combat, “rapid dominance” and “decisive force.” These
can be equated to threats and intimidation (rapid domi-
nance), coupled with the ability to back up those threats
(decisive force). The analogy is not a perfect one, how-
ever, because rapid dominance also involves the use of
force, albeit in a more limited and targeted fashion.

The objective of rapid dominance is to control the
perceptions, understanding, and even the will of the ad-
versary, whereas that of decisive force is military victory.
Rapid dominance uses military force in support of its
objective, so as to make the enemy impotent—or con-
vinced that he is impotent, which amounts to much the
same thing. Use of military capabilities within the frame-
work of decisive force is more straightforward, and once
again supports its objective.

Accordingly, forces employed for rapid dominance
may be much smaller than those of the opposition, as long
as they possess the advantage in training and technology.
In the case of decisive force, the technological edge is
likewise critical, but so is sheer volume of numbers. It
follows that casualties may be high in the case of decisive
force, while they could be relatively low in the realm of
rapid dominance. Speed of action, desirable for decisive
force, is essential to rapid dominance, whose scope is all-
encompassing rather than a matter of one fighting group
against another.

Information Warfare in Action

Long before “shock and awe,” or even more general
modern concepts of information warfare, military forces
practiced basic principles of psychological warfare. Ancient
Biblical texts describe several instances in which the ar-
mies of the Israelites used psychological tactics in one
form or another against their enemies, including banging
loud cymbals and shouting as a means of convincing the
inhabitants of their numbers and aggressive intentions.

Assyrian armies employed “shock and awe”-style
techniques apparently designed to influence by intimida-
tion as much as by sheer military force. It has been noted
by military historians that the Nazis’ blitzkrieg style of
warfare—which again was as effective psychologically as
it was militarily—was influenced by the Assyrians’ high-
speed chariot warfare tactics. The Nazis also seem to
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CNN broadcasted this 1998 Defense Department video of an Iragi radio relay facility moments before its destruction by a 1600-pound laser-guided bomb during
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have appropriated aspects of the iconography and mili-
tary regalia used by the Assyrian empire to impress and
psychologically dominate their foes.

Certainly German leaders made use of Roman sym-
bols such as the war eagle, which may have been influ-
enced by Assyrian models. The Romans themselves, of
course, were ancient masters at psychological warfare,
from their impressive uniforms and the legions’ imposing
battle standards to the triumphal parades, in which de-
feated kings and their treasures were paraded through the
streets of the capital city.

Aided by propaganda minister Josef Goebbels, as
well as architect Albert Speer and others, Adolf Hitler
made his forces into an intimidating spectacle for all the
senses. Every aspect of Nazi regalia, beginning with the
bold red flag and its intimidating black swastika on a white
field, was intended to present an image of overwhelming
power. The swastika was an ancient Buddhist symbol for
life, but when the Nazis adopted it for their own purposes,
they made two critical changes. Turning the symbol to the
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right, along with a 45-degree shift of its axis, the symbol
resembled a wheel rolling forward against all adversaries.

As powerful as the dextrogyrate (rightward-turning)
swastika were the uniforms of the German forces, particu-
larly the SS. These have been repeatedly imitated, and
even parodied in movies, but they are unparalleled in the
care with which they were designed. The black SS uni-
form, with its black boots, jodhpurs, and swastika armband,
could make even a slight, bespectacled figure such as SS
director Heinrich Himmler—a chicken farmer before he
joined the Nazi regime—appear intimidating. After the
war, when the Nazis who had not committed suicide or
escaped were placed on trial at the World Court in The
Hague, they looked small indeed in civilian clothes, a
testament to the terror inspired by their uniforms.

Nazi psychological warfare with visual images also
included their wide use of film for propaganda purposes.
They even flirted with television, then in its developmental
stages. Nor did they ignore the aural sense: for example,
they equipped their Stuka dive-bombers with sirens for no
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purpose other than to strike fear into their victims. Late in
the war, Hitler fired his V2 rockets toward London, and
though they had limited success militarily, these too served
a strong psychological warfare purpose.

American forces were latecomers to the idea of psy-
chological warfare, though they did wage a number of
successful propaganda campaigns in World War Il through
the use of leaflets and radio broadcasts. Attempts to win
“hearts and minds” in the Vietnam War proved much less
successful, however, in part because the United States
lacked a clear strategic plan in that war.

In contrast to lack of U.S. success in strategic psycho-
logical warfare were a number of achievements in tactical
psychological operations, or psyops. In the late 1940s, for
instance, operatives with knowledge of rural Filipino folk-
lore used sounds and imagery to convince local Philip-
pine communist insurgents that they were being chased
by ghosts.

Operation Just Cause and Commander Solo. During Operation
Just Cause, the campaign against Panama’s General
Manuel Noriega in 1989, psychological warfare experts
accompanied U.S. Army Rangers on airborne missions.
They broadcast U.S. propaganda from loudspeakers, and
bombarded the Vatican embassy, where Noriega had
taken refuge, with loud rock music.

Aiding U.S. psychological and propaganda techniques
is an array of technology, an example of which is the EC-
130F aircraft flown on “Commander Solo” missions. These
carry equipment for broadcasting on the AM, FM, televi-
sion, and military communications bands, with missions
flying at the highest possible altitude to ensure maximum
coverage.

Commander Solo operated in Just Cause, during
which it broadcast propaganda against the Noriega re-
gime. During Operation Uphold Democracy in 1994, it was
used for radio and television broadcasts to the people of
Haiti, and its frequent relays of messages from President
Jean-Bertrand Aristide contributed significantly to the or-
derly transition from military to civilian rule. In 1991,
during Operation Desert Storm, or the Persian Gulf War,
Commander Solo aircraft deploying from bases in Saudi
Arabiaand Turkey broadcast a program called Voice ofthe
Gulf, along with other programs designed to convince
Iragi soldiers to lay down their arms.

The Persian Gulf War. u.s. psyops tactics in the 1991 Persian
Gulf War revealed considerable sophistication. While U.S.
forces jammed local radio signals, they broadcast on their
own channels, and even dropped portable radios into Iraqgi
units so as to ensure that opposition forces would hear
U.S. broadcasts. Members of the 13th Psychological Opera-
tions Battalion operated among prisoners of war in camps,
playing “good cop” to the “bad cop” of the military police.

Whereas the latter carried weapons and enforced
order, psyops personnel presented themselves as the

prisoners’ friends. They provided them with prayer mats
and signs indicating the direction of the Moslem holy city
of Mecca, and passed out cigarettes, extra food, and candy
to those who cooperated. Each night, they showed the
prisoners movies for entertainment, but uncooperative
detainees were not allowed to attend. Recalled one mem-
ber of the 13th Psyops, “We had some Iraqi movies that
were [made] according to strict Muslim laws, but they
didn’t want to see those. They wanted to see Superman.”

The Iraqis made their own attempts at psychological
warfare in at least one regard. Using a tactic applied by
Axis radio broadcaster Tokyo Rose against Allied forces in
the Pacific during World War Il, and by Hanoi radio against
American Gls in Vietnam, they attempted to convince
enemy soldiers that their wives and girlfriends were cheat-
ing on them back home. One leaflet that was intended to
inform the American soldier that his wife was being un-
faithful at home referred to a figure the Iraqis apparently
mistook for a film star: Bart Simpson, actually a cartoon
character.

[]]JET&Ti[]ﬂ |Td[]i freedom. Both in Operation Desert Storm
and Operation Iraqi Freedom 12 years later, U.S. forces
made extensive use of propaganda leaflets. In Operation
Desert Storm alone, 14 million leaflets were dropped over
Irag. These were designed to be as simple as possible,
keeping in mind the fact that many Iraqi soldiers had only
enough education to enable them to read the Koran.
Therefore, leaflets relied on images such as a picture of
Americans making an amphibious landing—a ruse de-
signed to divert Iragi defenses for an attack that never
occurred.

In early March 2003, just before the launch of Opera-
tion Iraqi Freedom, coalition aircraft operating from Tur-
key undertook Operation Northern Watch, in which they
dropped leaflets over Kurdish areas in northern Iraq. The
leaflet campaign continued and expanded as hostilities
began, and forces bombarded Iraqg with messages de-
signed to win over the populace, and to convince the Iraqi
military that resistance was futile. An example of the latter
was a leaflet that stated, " Attention Iraqi air defense. Any
hostile action by Iraqi air defenses toward coalition air-
craft will be answered by immediate retaliation. Iraqi air
defense positions which fire on coalition aircraft or acti-
vate air defense radar will be attacked and destroyed.”

Other psychological tactics employed in Operation
Iraqi Freedom included announcements by U.S. leader-
ship that Iraqi leaders were prepared to surrender at the
outset of the war. Coalition forces used amplified sound to
convince Iraqiforces that tanks were operating outside the
city of Basra, and continually broadcast to the populace
over radio and television.

Coalition aircraft dropped millions of leaflets over
Iraq even after the fighting ended, with the purpose of
convincing the Iraqi populace that the invaders had come
not to conquer, but to turn the country over to its people.
The coalition also released a set of playing cards depicting
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key personnel from the regime of dictator Saddam Hussein
who had yet to be caught or otherwise neutralized. Hussein
himself was the ace of spades.
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Infrared Detection Devices

1 LARRY GILMAN

Infrared detection devices are sensors that detect radia-
tion in the infrared portion of the electromagnetic spec-
trum (>10" to 5 x 10™ Hz). Often, such devices form the
information they gather into visible-light images for the
benefit of human users; alternatively, they may communi-
cate directly with an automatic system, such as the guid-
ance system of a missile.

Because all objects above absolute zero emit radia-
tion in the infrared part of the electromagnetic spectrum,
infrared detection provides a means of “seeing in the
dark”“—that is, forming images when light in the visible
portion of the spectrum (>4.3 x 10™ to 7.5 x 10" Hz) is
scarce or absent. Because the warmer an object is, the
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A U.S. Navy aviation systems warfare operator searches for and tracks
surface contacts using radar and the Infrared Detection System during a
flight mission in support of Operation Enduring freedom in October 2001.
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more infrared radiation it emits, infrared imaging is also
useful for the detection of outstanding heat sources that
may be invisible or hard to detect even when there is
ample visible light (e.g., exhaust heat from ships, tanks,
jets, or rockets). Many devices used by police, security,
and military organizations, including user-wearable, gun-
mounted, vehicle-mounted, missile-mounted, and orbi-
tal systems, exploit some form of infrared detection
technology.

Principles of infrared detection. infrared—"below-red”“—
light consists of electromagnetic radiation that is too low
in frequency (i.e., too long in wavelength) to be perceived
by the human eye, yet is still too high in frequency to be
classed as microwave radio. Infrared (IR) light that is just
beyond the human visual limit (>1.0 x 10 to 4.0 x 10" Hz